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Sumimary

The project described in this thesis conceived with the aim to realize a wireless de-
vice (SwiRem) to remotely monitor electrical equipments. Thanks to Wireless Sen-
sor Network (WSN) technologies, it was possible to identify a pervasive monitoring
infrastructure, with a considerable number of miniaturized and independent nodes,
which sends information regarding the monitored system to a central collector. The
integrated ad-hoc WSN solution can remotely monitor the power consumption and
switch ON/OFF the power supply of a wide number of electrical devices, deployed
in an extensive outdoor area. Moreover, the monitoring system must be separated
and independent from the monitored one and needs an alternative network to send
data and to receive commands. To face the problems of design, construction and
testing, it was necessary to create a team of two students, who carried out the
whole job together. The work was divided in four fundamental steps:

e Deep analysis of the problem.
e Analysis of suitable RF transceiver
e Firmware and PCB Computer-Aided Design (CAD)

e Assembly and on-field tests

TI CC1310 SwiRem system

The SwiRem devices fall into the definition of Short Range Devices (SRD) and in
Europe must use the 433MHz or 868MHz industrial, scientific and medical (ISM)
spectrum and must operate between 25mW to 100mW of Emitted Radiation Power
(ERP), depending on the frequency band and on the transmission duty cycle, ac-
cording to the European Conference of Postal and Telecommunications Admin-
istrations (CEPT). Among many integrated transceivers analysed, two solutions
were identified: the Texas Instruments (TI) CC1310 868MHz, and the Murata Lo-
RaWAN CMWX1ZZABZ. The SwiRem system with the TT CC1310 transceiver
includes two boards designed in a modular way, to allow easy upgrade and to min-
imize costs and implementation time. Technically speaking, the boards are the
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structural devices of a single-hop WSN and so they were named Master and Node
in relation to the function they perform. The Master operates as collector/gateway
and the Node manages the on-site sensing functions. Both the Master and the Node
have a common RF hardware design, then they have different sensors, actuators
and peripherals. The master can be connected to a Single Board Computer (SBC),
like the RaspberryPi, to implement more complex activities and to have an Internet
connection.

Both master and node boards use the TI CC1310 transceiver. The main pa-
rameters of this Integrated Circuit (IC) are the following:

e Wireless M-Bus and IEEE 802.15.4g PHY
e Sensitivity ~110 dBm at 50 kbps

e Output power level up to +14 dBm

e Low power features (Standby: 0.61.A)

e Power supply range: 1.8 — 3.8V

This IC transceiver can achieve high RF and computational performances with-
out compromising the low-power management of the hardware resources, thanks to
an integrated power management system. A fully working Printed Circuit Board
(PCB) was designed following, among the many, these main strategies:

e A 4-layers stack-up PCB, to separate signal path and power path and to
minimize Electromagnetic Compatibility (EMC) problems.

e An accurate design of the RF path to match a 50 {2antenna

e An accurate power management to accept wide voltage power supply

Texas Instruments implemented his proprietary wireless stack protocol, named
TI SimpleLink, with an IEEE 802.15.4g PHY layer. To manage the RF drivers in
the firmware, TI provides a complete suite of Application Programming Interface
(APIs), named EasyLink, that allows a deep interaction with the hardware. The
TT EasyLink APIs and others TI tools were used during the firmware design with
Code Composer Studio software. After the analysis of a wide range of possibilities,
it was implemented a firmware that manages a handshake behaviour, to guarantee
the exchange of data between the master and the nodes. The communication starts
when a node broadcasts a wake up packet that includes his address. Afterwards,
when the master receives this packet, it sends to the node a specific command or a
data request and waits for an acknowledge packet that confirms the success of the
communication.



Node board

The node is the core of the system, it monitors the specific Device Under Test
(DUT) and holds all the needed actuators and sensors. This board can be powered
both from an external power supply unit or from two AA 1.5V batteries, to guar-
antee the highest deployment versatility. The TPS2111A Auto-Switching Power
Mux handles the switching between the two power sources. In this first realization,
the node holds two main devices on it: a normally close Relay, able to manage a
resistive load of 1A @ 30VDC and the IC INA226 12C Current Shunt and Power
monitoring. The firmware sets the node in a low power mode, then wakes it up
every 3 seconds (this time interval is customizable) and waits for a command from
the master. It executes the command and, if needed, it sends back data to the
master.

Master board

The master board is the arbiter of the system and it represents the collector of
the single-hop WSN. In this version it does not include any sensor or actuator,
but it was arranged to be updated as needed. This board accepts different power
supply, alternatively from the power grid or from the 5V of a specific RaspberryPi
pin. The master manages two main tasks: the communication with nodes and the
communication with the RaspberryPi through Serial Peripheral Interface (SPI).
The master stores commands received from SPI in a queue and converts them in
RF packets to be sent. Moreover, it implements the opposite conversion: it sends
back, through SPI, the RF received data. Furthermore, it must memorize possible
warnings about nodes that does not respond to commands, to report them.

LoRa SwiRem system

Due to the fast growth of new WSN IoT solutions, the SwiRem system faced the
challenge to reach larger audience with enhanced reliability. For this reason, the
CMWX1ZZABZ LoRaWAN transceiver from Murata was introduced. The main
parameters of this System-On-a-Chip (SOC) are the following:

e LLoRa PHY Spread Spectrum technology
e Sensitivity down to —148 dBm
e Output power level up to +20 dBm

e Low power features



e Power supply range: 2.4 — 3.6V

This SoC, physically designed and commercialised by Murata, integrates two
ICs: a Semtech SX1276 LoRa transceiver and a STMicroelectronics ARM Cortex
MO STM32L0 microcontroller. A system based on this transceiver has some fun-
damental differences compared to the one based on the TI CC1310: it is necessary
to design only the nodes because the wireless communication in a LoRaWAN net-
work, based on the Long Range characteristics of the LLoRa physical layer, allows a
single-hop link between nodes and one or many gateways that acts as transparent
bridge between RF packets and Internet IP packets and vice versa. This approach
improves the reachable distances and facilitates the connection of nodes with Inter-
net servers, simplifying data collections, storage and usage. A group of the LoRa
Alliance community, named The Things Network, implemented a secure and re-
dundant collaborative LoRaWAN Internet of Things network that allowed to test
LoRa nodes exploiting public gateways. The Semtech LoRa spreading spectrum
modulation has better communication and noise rejection behaviour compared to
other transceivers, including the CC1310. The implementation of the SwiRem LoRa
version is in a development phase, the CAD schemes were realized for this thesis.

Tests

After some hardware-software compatibility tests, performed in a controlled indoor
environment, the CC1310 SwiRem system was tested in real environment. The
chosen area was the one around the Santuario di Crea at Serralunga di Crea (AL).
Several measurements have been taken, increasing progressively the distance be-
tween the two boards. The master was put on the top of a bell tower and a node
was put in various positions in the valley. For every point the RSSI was measured
and compared with theoretical values. For every test the measurements were co-
herent, and the system worked properly: the node correctly received the commands
from the master and executed them. Furthermore, the master, received back data
from node when necessary. The greatest distance reached was around 10 Km.

Conclusion

The work presented in this thesis shows the design, realization and testing of an
ad-hoc WSN monitoring system. This monitoring approach will be certainly useful
in various applications, reducing the time response to a possible breakdown of the
device under control. This system allows to electrically turn off a device, without
going to the physical place, for power saving aims or to force a power on reset.
Furthermore, it can collect important data about power usage. In conclusion, the
testing process highlighted the correct behaviour of the system and confirmed the
achievement of expected results.
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Chapter 1

Introduction

1.1

Preface

The experimental work presented in this Master Thesis took place in the framework
of an important and innovative laboratory in the Department of Electronic and
Telecommunication (DET) of Politecnico di Torino, the iXem Labs.

The iXem Labs, supervised by Professor Daniele Trinchero, deals with various
and innovative content with a R&D aim:

the study of wireless communication systems
the research of advanced wireless communication techniques

the promotion of wireless technology for the realization of telecommunication
networks all over the world

the overcome of the digital divide in Italy and between Occidental and devel-
oping countries

the exploitation of advanced, reliable, low cost and efficient wireless tech-
nology to improve the living conditions, the environmental protection and
sustainable production processes

realization of Wireless Sensor Network (WSN) for Internet of Things (IoT).

The points just mentioned describe well the mission of the laboratory. Some of
the most important known projects are: design and testing of dipole antennas with
balun, precision farming systems, a smart hydrophone to find losses in a water pipe
and the world distance communication record reached with the link between two
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1 — Introduction

antennas at 5 GHz.

To approach the project presented in this thesis it was necessary to
create a team strongly guided by Professor Daniele Trinchero and by
supervisors, composed by two Master degree students: Donato Mirolli
(211457) and Simone Trinchero (211453). This was necessary to face all the
problems of design and test of a wireless system. The contribution to this project
by the two Master students was equivalently engaged in all issues regarding the
project like: the case study, the project choices, the assembly, the testing process
etc and the work was equally divided. In all the cases where was necessary
to test the wireless devices, the collaboration between minimum two
person was mandatory. The complexity of PCB design of two boards
including microcontrollers and transceiver requires a strong cooperation
regarding hardware and firmware knowledge. In most of the cases every
member of the team resolved a technical issue and after that there was a
discussion to solve any potential problem, to match every project choice
thus ensuring the correct progress of the project. One example is the
division of the work regarding the firmware writing: Simone wrote some functions
in the while loop of the master board and some others to handle a sensor in the
node; vice versa Donato wrote some functions in the while loop of the node board
and some others to handle the SPT interfacing for the master. Same approach for
the hardware design.

1.2 Project background

Nowadays the Internet of Thing is becoming more and more present, ensuring
additional benefits in a wide range of situations. The increasing interest in this
new computing application forced a lot of technical and political institutions to
take an active part in this "new industrial revolution".

Strong signs, that evince the fast growing of IoT technologies, came from the
most important sectoral world conferences. In the 44th ECC Plenary meeting
(Electronic Communication Committee of the European Conference of postal and
telecommunications Administrators) in 2017, were approved a range of deliverables
and made decisions on spectrum issues covering in particular Machine-to-Machine
(M2M) /Internet of things (IoT) applications, short ranges devices and wireless
broadband communications.|1] Also in 2018, the IEEE 4th World Forum on Internet
of Things in February, introduced fundamental innovations for all the various fields
of applications like Industrial IoT, smart cities, agriculture and many others. The
new edition of World Forum on Internet of Things in 2019 is already planned.
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1 — Introduction

Another important sprint for ToT development, mainly managed by the Ngnm
Alliance|2] (Next Generation Mobile Networks), is the imminent advent (by 2020)
of the fifth generation wireless networks (the 5G technology) that, thanks to the
implementation of ipv6, will be able to manage a bigger volume of users and handle
with millions and millions of connected devices. According to that, a new dedicated
network NB-IoT (Narrow-Band Internet of Things) have been implemented by the
main telecommunications operators to face the increasing usage and need of IoT
devices.

Very interesting and useful is the possibility to sense and monitor the environ-
ment with smart distributed systems implemented with a wireless sensor network
(WSN) connected to the internet to exchange information. These WSN can be used
in various monitoring applications like: domotic, building automation, environmen-
tal monitoring, protection, monitoring of energy consumption, smart agriculture
and many others.

Following the iXem mission, with a strong desire of innovation, the aim of this
work is the development of a versatile and innovative wireless system for smart
monitoring applications. The development carried forward in this thesis include
the hardware and firmware design of the two main devices of a wireless sensors
network.

A secondary objective of this thesis was to use some innovative wireless transceiver,
on a new project, to study and understand its potential to evaluate its introduction
in some existing iXem systems for a technological upgrade.

This work starts with the analysis and study of existing wireless protocols,
WSN structures and various wireless transceiver technologies, to select a suitable
one. Then, as main goal, the focus was on: the firmware design for the chosen In-
tegrated Circuit (IC) transceiver, the hardware design, the realization and testing
of the two devices. The work ended with the physical realization of two Printed
Circuit Board (PCB) that integrate the ICs radio transceiver and a selection of
actuators and sensors that perform the needed monitoring activities. The system
was implemented with two different transceiver technologies to allow useful com-
parisons, as mentioned before: for the first choice (the TT CC1310) the complete
design flow was done and for the second one ( the Murata LoRa) the flow ended
with the CAD design. For the second technology (Murata) the physical realization
of the prototype is not already produced. All the details about the system, the
specifications and the testing environment are provided in the following chapters.

1.3 Overview and innovative contributions

The interest and the importance of the Environment is becoming very important
in every business sector. The evolution of technology, that allow the realization
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1 — Introduction

of new and innovative wireless applications, can improve the sensibility and the
safeguarding of the environment we live in. As said before, a lot of applications
of IoT are wireless sensors networks with a monitoring aim. A first example came
as from iXem|3| as from other innovative realities and it is the intelligent farming
monitoring, for example to reduce the usage of pesticides in grape crops.

Another example is the concept of city smart grid, implemented to meter the
energy, water, gas consumption of the citizens. One concrete example about this,
that allow to understand the importance of smart monitoring, is a TIM project in
Torino, in collaboration with Olivetti and the Societa Metropolitana Acque Torino.
They have realized the first ToT intelligent water meter capable to send in real
time the measures through the NB-IoT net. In this contest, a strong boost came
from the power industry, which is now upgrading the power grid. Here IoT WSN
technologies are playing a fundamental role in safety monitoring over power trans-
mission and transformation equipment with the usage (or substitution) of billions
of smart meters |4]. The project done for this thesis fits well the idea of power
monitoring devices to evaluate their consumption and to avoid waste. This is a
generic vision of this work, because the devices designed for this thesis are far away
from a complete metering system for power saving.

A wide number of solutions exist on the market, that implement this idea for
private homes, like the Bticino, Gewiss, Arduino and many others that use modern
wireless protocols and standards, open source or proprietary. Also, at industrial
level, there are many solutions, but this project wants to challenge existing systems
by wagering on the concept of monitoring indoor or outdoor devices distributed over
medium-extended geographic areas using free bandwidth wireless systems. In other
words, the designed system have the mission to create a distributed monitoring
network of sensors mainly independent from WiFi, Cellular connection and with a
low power consumption. The aims of this monitoring are many, like: the necessity
to harvest power consumption data for statistical or decisional aims, avoid power
waste turning on/off a device when is not needed or force a power on reset on it,
monitoring the power supply state of a device with a UPS system and many others.
This is the innovative contribution that this thesis wants to give.

1.4 Thesis’s structure

This section give to the reader a brief explanation about the structure of this thesis
and why was structured in this way. It was decided, thanks to the suggestions
of supervisors, to organize the sequence of chapters giving the same flow followed
during the whole period spent in the design of this project, reporting the same
steps followed to reach the final results. This was to ensure a better understanding
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1 — Introduction

of the flow followed to approach all the problems encountered. In fact, after the
introduction, is possible to find the following informations:

e In Chapter 2, a survey of all the important concepts needed to understand
the world of WSN an IoT, useful to understand the following topics.

e In Chapter 3 starts the explanation of the SwiRem system, describing the
general structure.

e In Chapter 4 and 5 there is the analysis of the wireless technology taken into
account.

e The core of the thesis is concentrated in the Chapters 6, 7, 8, 9 where are
explained in details all the firmware, hardware and assembly design choices
about the CC1310 SwiRem devices. The succession of the topics covered in
these chapters follow the same order in which they were be addressed during
the work.

e The Chapter 10 briefly expose the initial upgrade steps of the designed system
thanks to the introduction of the new Murata LoRa Transceiver and by the
usage of an ecosystem of cloud tools implemented by L.oRa Alliance partners.

e In Chapter 11 are exposed all the test and the results reached with the
SwiRem system.

e A final Chapter, the 12th, contain the conclusions and reflections about the
work done and about some possible future improvement that can be taken.
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Chapter 2

Survey on background knowledge

2.1 Internet of Things (IoT)

The actual idea of connecting physical things together and to the Internet is an
old idea. The term "Internet of Things" was, almost certainly, born in 1999 as
the title of a Kevin Ashton presentation about the introduction of RFID in the
Procter & Gamble supply chain.|5] Than for few years this concept remained in the
dark until 2010, when the theme of Europe’s biggest Internet conference LeWeb
was the “Internet of Things”. In the same years important magazines like Scientific
American, Wired, Forbes started using IoT in their vocabulary to describe this
concept of internet everywhere and in everything.

The ideas beyond the firs concept of Internet of Thing, that also are the ideas
that made this concept so important for the technological progress, are that we
leave in a physical world and in our lives, we interact with things, not with ideas
and information. So, the vision is the one where the Internet extends into the real
world making possible to computers to sense by their own the environment, learn
from it and help people in a infinite variety of situations.

Figure 2.1. Visual representation of Internet of Things potentiality
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2 — Survey on background knowledge

The mission of IoT is becoming true, in the last 3 or 4 years, thanks to the huge
and fast technology development that allow the integration of wireless embedded
systems with a huge variety of smart object. This integration can guarantee a new
observation of the real world at a new level of detail and at negligible cost. This
new "under control" world with the capability to sense in real time data and react
in automatic will be the scenario of many opportunities for new applications that
can improve the quality of our lives, can deal with difficult situations and reduce
waste of resources.

It is now clear how important IoT is and where is it from, but under a tech-
nical point of view, the Internet of Things is not a single new technology but the
integration and cooperation of several technical developments that taken together
make possible the bridge between the virtual and physical world. Some of the main
capabilities that are needed to create an IoT device are: Communication and coop-
eration, Addressability, Identification, Sensing, Actuation, Embedded information
processing, Localization, User interfaces. To realize an [oT device are needed lots of
different technical solutions, starting from wireless protocols, then microcontroller
solutions, perfect hardware and firmware cooperation for an embedded result, soft-
ware and network solutions and many others. Some of this aspect are described
in this chapter to be used in the following during the design explanations of this
work. For a more detailed comprehension of what IoT is and how it works is pos-
sible, among others, refer to "From the Internet of Computers to the Internet of
Things"|6]

The concept of IoT, intended as "sensors and actuators embedded in physical ob-
jects linked through wired and wireless networks" is intrinsically related with Wire-
less Sensor Network concept, sow is necessary to study it in deep.

2.2 Wireless Sensor Networks

As said before, the technology is now ready, thanks to the miniaturization based
on micro-electro-mechanical systems (MEMS), to create low power, low cost and
multifunction sensor objects with a very small size and that can communicate in
short and medium distances. This kind of sensor can be, in cooperatively way,
configured in a network that allow to cover and monitor a large and complex en-
vironment: it is a Sensor Network. Introducing a wireless communication between
nodes and to a base station it is obtained a Wireless Sensor Network (WSN), more
flexible than the wired solution. The development of WSNs come from military
needs, like surveillance in conflict zones, but today it consists of distributed and in-
dependent devices that use sensors to monitor the physical world in a wide range of
applications, as said before, like automation, industrial infrastructure,traffic, health
and many consumer areas. A WSN system include several technical components
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and infrastructures like a gateway, that manage wireless connectivity to the various
point of the network and give access to acquired information to the wired world
and distributed nodes that implement the wanted monitoring task. The wireless
protocol used to communicate by nodes to each other and to the gateway depends
on your application requirements. The most important protocols are explained in
this chapter. A general WSN structure, with its components and infrastructures,
is shown in Figure

single-hop

Sensor

0

Sensor

Figure 2.2.  Wireless Sensor Network

It is possible to identify two main way to implement a WSN structure: multi-hop
and single-hop. In figure Figure are shown these two conceptual structures. The
structure used in the implemented system is a single-hop communication because
the characteristics of transceiver chosen and the morphology of the environment
guarantee equally to reach greater distances without using aggregation node (multi-
hop structure).

Since one of the goals of a WSN is the power conservation, the communication
protocols and the whole firmware must consider the power management has one
of the main parameters. To better understand the concept behind the WSN is
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possible to read the IEC white paper [4] and an interesting survey by the Georgia
Institute of Technology [7] .

2.3 868 MHz wireless communication

To better understand why IoT devices use the 868 MHz band is necessary to inves-
tigate inside the European Institutions that decide the usage of the RF spectrum.
IoT devices and WSN fall into the definition of "Short Range Devices" (SRD) that
is an ECC Recommendation 70-03 (Electronic Communications Committee). This
recommendation describes the radio frequency transmitter devices used in telecom-
munication for the transmission of information, which have low capability of causing
harmful interference to other radio equipment. The ECC is a European institution
that is responsible for radiocommunications and telecommunications matters and
is formed by the merger of ECTRA and ERC (European Radiocommunications
Committee) in September 2001. Going into detail, the Short-range devices are low-
power transmitters typically limited to 25-100 mW effective radiated power (ERP)
or less, depending on the frequency band, which limits their range to few hundred
meters, and do not require a license from its user. Applications for short-range
wireless devices include power meters and other remote instrumentation, RFID ap-
plications, radio-controlled models, fire, security and social alarms, vehicle radars,
wireless microphones and earphones, traffic signs and signals (including control sig-
nals), remote garage door openers and car keys, barcode readers, motion detection,
and many others. The European Commission mandates through CEPT and ETSI
the allocation of several device bands for these purposes, restricts the parameters
of their use and provides guidelines for avoiding radio interference. In Europe, 863
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to 870 MHz band has been allocated for license-free operation using FHSS, DSSS,
or analog modulation with either a transmission duty cycle of 0.1%, 1% or 10%
depending on the band, or Listen Before Talk (LBT) with Adaptive Frequency
Agility.

2.4 Main standards on the market

According to the specific application, WSNs have to evaluate the access technology
to implement the wireless communication. Today a wide variety of different wireless
standard technologies are remarkable to be used in this kind of applications, so it
was necessary to resume the main ones and to understand how they work.

Considering the distance and speed of access, the access technologies can be
grouped, following an increasing range order, in four categories: Personal Area
Network (PAN), Wireless Local Area Network (WLAN), Wireless Neighbourhood
Area Network (WNAN), Wireless Wide Area Network (WWAN. In Figure
are exposed some wireless access technologies grouped taking into account what
category they belong to, and consequently in relation to the theoretical distance
achievable. Are also heightened, for each category, the principal applications.
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Figure 2.4. Distance vs. main wireless standards applications [§].

Before talking about the main standards on the market, used also in this project,
it was necessary to introduce the OSI model for the communication functions of a
telecommunication or computing system. The world of standards, regulations and
trademarks is very complex and to understand well how a communication protocol
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work is mandatory to know the structure of a wireless protocol. The model is a
product of the Open Systems Interconnection project at the International Organi-
zation for Standardization (ISO), maintained by the identification ISO/IEC 7498-1.
This conceptual model divides a protocol of communication in seven abstraction
layers, where a layer serves the layer above it and is served by the layer below it.
These layers, in order from one to seven are: Physical Layer, Data Link Layer,
Network Layer, Transport Layer, Session Layer, Presentation Layer, Application
Layer. This structure is also called stack of a protocol. It is important to focus on
the two first layers, but to have a more complete description of the OSI model refer
to [9] or to the ISO/IEC 7498-1.

The physical layer explains the physical and electrical specifications of the data
connection. It defines the relationship between a device and a physical transmis-
sion medium (radio frequency link in this case). This includes the layout of pins,
voltages, line impedance, cable specifications, signal timing and similar character-
istics for connected devices and frequency and modulations for wireless devices. It
is responsible for transmission and reception of unstructured raw data in a physical
medium. The bit rate control is done at the physical layer. Furthermore, the data
link layer provides node-to-node data transfer link between two directly connected
nodes. It manages the detection of errors that may occur in the physical layer
and try to correct them. At this stage the protocol to establish and terminate a
connection between two physically connected devices is defined.|9]

Not all the standards use all the seven layers, but the first two are present in ev-
ery wireless stack structure, so is important to focus on the standard that is the base
for the upper protocols, that interest this project and in general the WSN for IoT
devices. One among many is the IEEE 802.15.4 low data rate, low power networks
standard. It defines the physical (PHY) and Medium Access Control (MAC) lay-
ers and forms the basis for numerous upper layer networking specifications. Other
important PHY layer specifications are LoRa and WM-BUS.

Starting from the above-mentioned physical layer protocols, in the following are
listed with a brief explanation the most common and useful protocols of interest.
Obviously, some of these protocols are used by devices employed in this project. In
the Figure are reported some useful parameters to resume the main differences.
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Figure 2.5. Comparison between the main wireless standards [8].

2.4.1 IEEE 802.15.4g PHY

IEEE 802.15.4-2006 is a technical standard that deal with the low-level protocol
definitions corresponding to the OSI model physical and link layers. It was created
for low-power devices in the 868 MHz, 915 MHz, and 2.45 GHz frequency bands
in low-rate wireless personal area networks. Some of the most known standard
of wireless communication like ZigBee, 6LoWPAN, etc. are built upward in the
protocol stack and correspond to the network and transport layers, like shown in
Figure and it is the one present in the TT CC1310.

Application layer

Network layer etc

Layer 3-7

Layer 2
IEEEB0.2.15.4

Layer 1

Figure 2.6. General stack of a wireless protocol based on IEEE 802.15.4
PHY, like on CC1310
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2.4.2 Wireless M-Bus

The Wireless Meter Bus is a variant of the M-Bus or Meter-Bus which is a European
standard defined under EN 13757. M-BUS cover all the layers of the communica-
tion stack protocol, starting from the physical one. It is becoming widely accepted
in Europe for smart metering or Advanced Metering Infrastructure (AMI) appli-
cations. Wireless M-Bus was originally targeted to operate only in the 868 MHz
band, which gives a good trade-off between RF range and antenna size. This stack
can be implemented with the TT CC1310 transceiver.

2.4.3 LoRa WAN

LoRa is a proprietary spread spectrum specifications scheme that is derivative of
Chirp Spread Spectrum modulation (CSS) and which can trade data rate for sen-
sitivity within a fixed channel bandwidth. It implements a variable data rate,
utilizing orthogonal spreading factors, which allows the system designer to trade
data rate for range or power, to optimize network performance in a constant band-
width.

The spread spectrum modulation is a method by which a signal with a particular
bandwidth is spread in the frequency domain, resulting in a signal with a wider
bandwidth. These techniques are used for a variety of reasons, including the estab-
lishment of secure communications, increasing resistance to natural interference,
noise and jamming, to prevent detection, and to limit power flux density [10].
The forward error correction (FEC) or channel coding is a technique used for con-
trolling errors in data transmission over unreliable or noisy communication chan-
nels. The central idea is that the sender encodes the message in a redundant way
by using an error-correcting code (ECC).

LoRa is a PHY layer implementation and is separate with the higher-layer imple-
mentations. This allows LoRa to coexist and interoperate with existing network
architectures. For more details refer to |11].

2.4.4 ZigBEE

ZigBee is a wireless networking standard that is aimed at remote control and sen-
sor applications which is suitable for operation in harsh radio environments and
in isolated locations. ZigBee technology builds on IEEE standard 802.15.4 which
defines the physical and MAC layers. Above this, ZigBee defines the application
and security layer specifications enabling interoperability between products from
different manufacturers. In this way ZigBee is a superset of the 802.15.4 specifica-
tion. With the applications for remote wireless sensing and control growing rapidly
it is estimated that the market size could reach hundreds of millions of dollars as
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early as 2007. This makes ZigBee technology a very attractive proposition for many
applications. For more details refer to [12].

2.4.5 Z-Wave

The Z-Wave technology, working in the sub-1GHz band, is based on a low-power
RF radio circuitry which is embedded into home electronics devices and systems,
its strength is the interoperability. Z-Wave is used in a wide range of wireless home
automation areas including lighting, entertainment systems and household appli-
ances, residential access control. With many more home devices becoming remotely
controlled, Z-Wave technology will have large market opportunities, especially in
the contest of the Internet of Things. The Z-Wave MAC and PHY layers are defined
by ITU-T Recommendation G.9959. In order to manage a hierarchical wireless net-
work, various types of Z-Wave device are needed: Controller, slave, Routing slave.
For more details refer to [13].
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2.5 Fundamental parameters to evaluate radio com-
munication

In this section are briefly described some of the main parameters that allow to
evaluate the radio communications.

The following parameters are essential to characterise the quality of a radio
transmission:

wved Packet
e PER - Packet Error Rate — 100 - <1 feceivedPackets >

" TransmittedPackets

e RSSI - Received Signal Strength Indicator = measurement of the power
present in a received radio signal

e SNR - Signal to Noise Ratio

e Latency - The latency is the time introduced by the signal travelling the
geographical distance as well as over the various pieces of communications
equipment

e Noise Floor - Is the measure of the signal created from the sum of all the noise
sources and unwanted signals within a measurement system, where noise is
defined as any other signal respect the one being monitored

e Budget Link - Is accounting all of the gains and losses from the transmitter,
through the medium (free space, cable, wave-guide, fiber, etc.) to the receiver
in a telecommunication system.

2.6 Main radio modulation techniques

In this section are described the main physical radio modulations used by a transceiver
hardware. More in detail the focus is: FSK, PSK and ASK.

2.6.1 FSK modulation

Frequency-shift keying (FSK) [14] is a frequency modulation scheme in which digital
information is transmitted through discrete frequency changes of a carrier signal.
The simplest FSK is binary FSK (BFSK). BFSK uses a pair of discrete frequencies
to transmit binary (0s and 1s) information. With this scheme, the "1" is called the
mark frequency and the "0" is called the space frequency. The time domain of an
F'SK modulated carrier is illustrated in the Figure
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Figure 2.7.  An example of binary FSK

Rather than directly modulating the frequency with the digital data symbols,
"instantaneously" changing the frequency at the beginning of each symbol period,
Gaussian frequency-shift keying (GFSK) filters the data pulses with a Gaussian
filter to make the transitions smoother. This filter has the advantage of reducing
sideband power, reducing interference with neighbouring channels, at the cost of
increasing intersymbol interference.

2.6.2 PSK modulation

PSK or Phase-shift keying [15] is a digital modulation that encode data by changing
the phase of a reference signal called the carrier. The modulation consists of the
variations of the reference signal varying from sine to cosine and v