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Summary and Conclusions

This Thesis focuses on the methodology implementation and potential impact of a

Blockchain platform designed to be a new business model for vehicle insurance com-

panies. This technology is a strong tool for industries’ disruption, here the platform

is based on Ethereum and the focus is the Automotive Sector. Within this Industry,

the proposal is to reform the way in which vehicle insurance are calculated and mar-

keted. Thus, by matching Blockchain with Internet of Things (IoT), the proposal is a

system that measures and analyzes the way each driver behaves in traffic and there-

after automatically issues insurance contracts. In order to measure the impact of

this work, some US traffic database were examined. These data relate red light vi-

olations, severe vehicle crashes and pedestrian crashes with driver’s characteristics.

Among them, the target variable was the driver’s age, since it is a critical factor when

regarding new technology adoption rate. Statistical analyzes showed that the pro-

posed platform had a high impact potential for improving the driver behavior and

so reducing infractions and traffic accidents. Not only benefits for society as a whole

but consumers would be more satisfied paying a tailor made price for their vehicle

insurance, and companies would have reduced operating costs and the possibility to

take more precise risk investments by depending on each client’s driver behavior.
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Chapter 1

Introduction

1.1 Background

Currently, the fourth Industry Revolution has been boosted due to new digital tech-

nologies, among them Blockchain. Despite it became firstly worldwide known due

to Bitcoin, the Blockchain proved to have a high potential of impact for other appli-

cations, such as platforms related to Health, Transportation, Agriculture, etc. (Unib-

right).

Among these industries, the Automotive Sector has been one of the main targets.

Due to constant technologies’ improvement and the volatile consumers’ satisfaction

perspective, the companies that will thrive and achieve competitive advantage will be

the ones that focus on the modernization (Salil Aggarwal, et al.) or even the reinven-

tion of some business models regarding the entire value chain and related services

(Deloitte(a)).

Despite the numerous application opportunities, this Thesis focuses on vehicle’s

insurance business model, since it is a risky and high value-added sector and whose

losses and dissatisfaction are significant both for people and companies, so for soci-

ety in general (Coalition Against Insurance Fraud).

1
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1.2 Problem Formulation

The aim of this work is to design a Blockchain platform that changes the current car

insurance business model and has great adoption from society and insurers. For this,

the main dissatisfactions were analyzed in order to define respective solutions.

On the drivers’ side, premiums paid to the insurer often do not correspond to

how the person actually is risk exposed if the analysis is just based on individual ba-

sic information. Also, there are perceived bureaucratic delays to activate a service

request, even in cases of emergency or theft. In turn, the insurer faces problems such

as fraudulent consumers or low risk/return related rates.

Henceforth, the proposed solution is a Blockchain platform that automatically

generates insurance contracts in a fast, secure, immutable, transparent, and non-

subjective way. Such a platform boosted by Ethereum is technically based on the

smart-contracts, that would have as input real-time driver behavior data through

telematics and Internet of Things (IoT). So, from pre-programmed rules transpar-

ently available on the network, the smart-contracts automatically calculate and charge

the tailor made price for each driver with a certain frequency. Since all drivers are

connected, in case of an emergency, the system would also trigger the insurer’s sup-

port and, depending on who the culprit, charge accordingly.

Because Blockchain is by definition immutable, secure and at the same time pro-

vides privacy, users rely on the platform as the "trusted third party" responsible for

mediating the insurers and drivers’ relationship. This would not only solve the afore-

mentioned issues, but also create an incentive system for good traffic behavior, since

the price paid for insurance is proportional to how the individual drives.

1.3 Objectives

The main objectives of this Master’s Thesis are:

1. Elucidate the many opportunities for Blockchain advent in the Automotive Sec-
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tor and how the Industry might change in the next years due to this technology

integration in the current business models;

2. Propose a Blockchain platform design, powered by Driver Behavior measure-

ment, that is interesting both for consumers and for insurance companies and

hence benefits society in general;

3. Prove that since the Blockchain platform has an adoption rate consistent with

what is expected by users, accidents and traffic violations would decrease sub-

stantially due to a driver behavior improvement.

The results of those investigated objectives are discussed in section 8.1.

1.4 Approach

To elucidate the Blockchain applications in the Automotive Sector, first was done a

research mainly by the sources (Andreas Antonopoulos) and (Jonathan Rohr, et al.)

on how does Blockchain technology work. Henceforth, some possible applications

were raised within the Automotive Industry, with a categorization inspired by the re-

ports (Deloitte(a)) and (Deloitte(c)) with some projects and start-ups examples cur-

rently operating in each area.

To design the platform, studies were first carried out on how to measure the driver

behavior, principally based on the studies (EY) and (IMS(c)). Thus, it is explained how

telematics powered by Internet of Things (IoT) can collect accurate driver behavior

data. Thereafter, this evaluation was crossed with the Blockchain main features to

point the main advantages of these technologies combination for the platform.

To calculate the platform’s potential impact magnitude, statistical logistic regres-

sion models were developed to analyze the correlation between the driver’s age, be-

sides other individual features, the traffic accidents and infractions and the Blockchain

platform subscription rate. It was considered that the target age group would be in-

dividuals interested in joining modern technologies, but also bearers of the own car
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insurance’s responsibility (25-45 years old). The studies were based on the (David

Yang, et al.) article about the correlation between red light violation and driver’s age.

The traffic database examined was obtained in (NHTSA) for Motor Vehicle Occupant

and Motorcyclist Fatality and Injury Rates per Population by Age Group (1975-2016)

and (NCDOT) for Pedestrian Crashes.

1.5 Limitations

The major limitation of this project is the bureaucratic feature of implementation.

This for two main reasons, first because of the volatile and risky insurance market’s

characteristics, therefore being less likely to abrupt changes. Second, because the

regulations of this business are not standardized on a global scale. This means that

some laws and fees are different between countries, or even among same country’s

regions, which makes difficult to implement an integrated digital platform such as

the project proposes.

1.6 Structure of the Thesis

This Thesis is organized in the following Chapters:

- Chapter 2 presents the origin of Blockchain, its basic concepts and, briefly, how

it works;

- Chapter 3 presents Blockchain applications in order to go into more detail on

Bitcoin, Ethereum and Industry 4.0;

- Chapter 4 elucidates Blockchain potential applications in the Automotive Sector

related to the value chain, user services and vehicle management and incentives;

- Chapter 5 details the motivation behind the project, exemplifies similar existing

ideas and defines how would be the platform methodology of operation;

- Chapter 6 describes the ways in which telematics is used to measure driver be-

havior and emphasizes how Blockchain could improve the issues arising from the
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current techniques and measurement parameters;

- Chapter 7 analyzes the correlation between the age of the driver and the re-

spective rate of involvement in traffic accidents and violations in order to develop a

statistical logistic regression model that measures the positive impact caused by the

influence of the Blockchain platform on driver behavior.



Chapter 2

Blockchain Basic Concepts

Remark: "With blockchain, we can imagine a world in which contracts are embedded

in digital code and stored in transparent, shared databases, where they are protected

from deletion, tampering, and revision. In this world every agreement, every process,

every task, and every payment would have a digital record and signature that could

be identified, validated, stored, and shared. Intermediaries like lawyers, brokers, and

bankers might no longer be necessary. Individuals, organizations, machines, and

algorithms would freely transact and interact with one another with little friction.

This is the immense potential of blockchain." (Marco Iansiti, et al.).

2.1 Origin

The Blockchain concept is considered to have its origin through the work described

by Stuart Haber and W. Scott Stornetta (Stuart Haber, et al.), where a cryptographi-

cally secured chain of blocks it is described. However, the Blockchain technology got

more widespread and recognized in 2008 when Satoshi Nakamoto, an unknown iden-

tity, created the Bitcoin. This creation is a cryptocurrency that based on a Blockchain

network, promised to be the first digital currency that assures reliability without re-

6
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quiring a trusted authority.

Although Blockchain’s initial motivation was for financial purposes, this tech-

nology stimulated potential applicability on other fields, such as Energy, Agricul-

ture, Healthcare, Legal System, Education and Urban Life. Actually there are a huge

amount of new distributed ledger applications.

2.2 Definition

A Blockchain is a peer-to-peer network and public digital ledger in which transac-

tions made with cryptocurrency (the tokens) are recorded chronologically. Briefly, is

defined as a decentralized network, since all peers have the same accessing condi-

tion to all information. This means that when two peers agree to a transaction, this is

public on the network and there is registered in an immutable and eternal way. This

ensures the advantage of not having a central network responsible for validating, and

managing transactions, giving Blockchain the characteristic of being transparent and

reliable (Andreas Antonopoulos). However, all transactions are protected by cryp-

tography, which gives users the privacy and security required. A so-called “block”

is a container data structure that aggregates transactions for inclusion in the public

ledger.

2.3 Structure

The Blockchain data structure is an ordered list of blocks that contains transactions.

Each block within the Blockchain is identified by a hash, generated using the SHA4256

cryptographic hash algorithm on the header of the block as ilustrated in Figure 2.1,

Merkle root hash and nonce, followed by a list of transactions (Andreas Antonopou-

los). A hash is a one-way function that takes any digital media (strings of binary dig-

its) and runs an algorithm on it to produce a fix length and unique digital output. The

math proprieties of this hash function ensure that it is not possible to do the reverse
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calculation to see which input has generated the actual hash (Jack Shaw).

Figure 2.1: Generic Block Sequence (Anitta Patience, et al.)

Each block also references the previous block hash. Therefore, the sequence of

hashes linking each block to its previous one creates a chain going back all the way

to the first block ever created, known as the genesis block.

Since the previous block hash field is inside the block and thus affects its current

hash, this chain effect ensures that once a block has many generations following it,

it cannot be changed without requiring large recalculation of all subsequent blocks.

Therefore, a long chain ensures that the data stored in the Blockchain is immutable.

(Andreas Antonopoulos)

2.3.1 Peer to Peer Network

Since all the data is stored in the Blockchain network and so available for all the peers,

there is no need of a central data held monitoring the transactions. While centralize

information by a trusted part is more common, data manipulation could be a risk

on how transactions and contracts exist nowadays. By decentralizing it, Blockchain

makes data transparent in a democratic way.
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The existence of a central data carrier has mainly two issues. The first relies on

where and with whom user generated data is stored and manipulated, so what global

companies such as Google and Facebook could do with all personal information gen-

erated by their users. The second would be the concern on how secure located and

protected those centrals are, as in the case of a Central Bank for example.

The decentralized ledger has the proponent premise to exclude the need for a

central part to manage transactions and agreements. Consequently, this new model

has generated much controversy. In addition to the fact that the operating system

needs to make many copies and updates, for each peer, each block needs to be val-

idated by the nodes willing to do so. There is also criticism about potential dangers

of not having a certified central that ensures security and legality of the transactions

and so responsible for certifying stability to the cryptocurrencies’ value.

2.3.2 Security

To ensure privacy and security, Blockchain methods include the concept of public

and private key cryptography. The public keys are the address on the Blockchain, so

the cryptocurrencies could be sent across the network and recorded as belonging to

that specific address. On the other hand, the private key is like a password that gives

its owner access to their digital assets. Both of those keys are long hashes based on

cryptography.

After the transaction occurs, it needs to be certified before validated. This is done

by the so-called miners, special nodes on the peer-to-peer network that create the

blocks. They receive a reward for those computation that it is generated by the net-

work, so for this and other reasons, computed transactions also require a user fee

(Andreas Antonopoulos).

The miners collect transactions that people send each other over the network

and only validated transactions are added on the Blockchain. Each miner takes an

amount of these transactions and build a new block on the chain to receive the re-



CHAPTER 2. BLOCKCHAIN BASIC CONCEPTS 10

ward. To build a block, each miner must solve a hash puzzle, so the one who has first

solved the problem can broadcast the blocks on the network. The block launched

also includes the solution to the puzzle, called the nonce, in the block header. There-

fore, each block contains multiple transactions, which each contain data. Each of

the transactions data must pass through a hash function, generating unique hashes.

This process begins in parallel for all transactions and according to a “tree model”,

the Merkle Tree, narrows to the point where a single hash root is defined as seen in

Figure 2.2. This model is called a “Merkle Tree” (David Edwards, et al.).

Figure 2.2: Merkle Tree Connecting Block Transactions to Block Header Merkle Root
(David Harding)

2.3.3 Tokens

"Blockchains are taking a bite out of capital markets. With less than a hundred lines

of code, anyone can generate Blockchain-based tokens and sell them to the pub-

lic. Over the past year, parties have raised over 3.2 billion through token sales—what

some have referred to as initial coin offerings (or ICOs)—with some sales lasting a
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matter of seconds.” (Jonathan Rohr, et al.).

From the formal financial definition, the cryptocurrencies traded on the Blockchain

would all be called as tokens and not coins. However, since the tokens can be traded

and have aggregated value, they are popularly called as digital coins, the cryptocur-

rencies.

The most known digital currency is the Bitcoin, but there are many digital coins,

usually generated from the Bitcoin open-source original protocol. Users can transfer

those cryptocurrencies over the network to do anything that can be done with dollars

or euros, like buy and sell goods, send money to organizations, or extend credit. The

nonexistence of a central regulation implies that the value of those digital coins are

influenced mainly by the market flow.

Also, there are other currencies such as Ether and Ripple, that are not derived

from the Bitcoin’s open-source protocol. Rather, they have their own Blockchain pro-

tocol and their coins are not just used to trading proposes such as Bitcoin. Besides

they can also be tradable in the market, they are needed for the users that join the

services available on their respective platform (Masterthecrypto).

Therefore, a recent classification used to explain these assets is the division be-

tween security and utility tokens. The security tokens derives its value from an exter-

nal and tradable asset (Josiah Wilmoth), while the utility tokens are useful in specific

platforms, they can be exchanged for a product or service. Not just as a monetary

value, utility tokens might also represent a title or a reputation, basically any value

recognition (Masterthecrypto).

It is called Initial Coin Offering (ICO) when a new cryptocurrency is launched. Af-

ter the launching of the token what grants the storage and transfer of these assets are

the private keys owned by the individuals. As explains (Jonathan Rohr, et al.) “Once

the token sale begins, anyone with an internet connection can conceivably buy a to-

ken. The sale operates as a worldwide crowdfunding event, where tokens can be pur-

chased en masse, like the way entrepreneurs and artists have used Kickstarter to fund
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product development. Parties interested in buying a token simply go to an online

portal and purchase tokens, which are deposited into a digital currency wallet. Many

token sales are “capped.” In other words, only a fixed sum of tokens is sold. These

token sales—for popular projects or with founders with strong reputations— sell out

in a matter of minutes, if not seconds. Once sold, tokens are non-redeemable. The

seller generally has no repurchase obligation, and the tokens are not subject to trans-

fer restrictions Rather, they are actively traded on secondary cryptocurrency markets,

around the globe, which list tokens and facilitate their trading, much in the same

way as a stock exchange lists shares in publicly traded companies. The existence of

these exchanges and the ease with which it is possible to buy and sell tokens on an

exchange means that even utility tokens—which only may entitle the holder to the

use of some service or software—can generate profits if sold on exchanges for more

than their purchase price. All proceeds from the token sale go to the organization

or group of developers selling the tokens. The nature of these organizations run the

gamut. Some are organized as traditional business entities or not-for profit founda-

tions. Others are not formally organized—they consist of a loosely connected group

of developers, and the proceeds from the token sale are distributed to those individ-

uals.”

Regarding the tokens launching and regulation rules, the maximum number of

generated tokens and the way they are distributed is not yet standardized. As an

example, Bitcoin was already created with a pre-set maximum limit number and it

has been issued according to the mining reward, which temporarily decays, until it

reaches the saturation. For the Ripple, all tokens were launched, distributed, and

destroyed according to the number of transactions that occur on the platform. On

the other hand, Ethereum has been partially initially launched, but also is continu-

ously emitted, since all transactions and smart-contracts require the token to operate

(Cryptofinancas).

All of this makes the tokens market very polemic and worldwide discussed. Al-
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though it has a huge potential as an asset, the regulation does not have the same stan-

dards among the countries, as happens for traditional currencies such as the dollar

and the euro. So far, it follows (Jonathan Rohr, et al.) conclusion in this field “For now,

Blockchain-based token sales have an immature veneer, causing some to argue that

these sales simply represent new tools that will be leveraged by hucksters and un-

scrupulous charlatans. Digging below the surface, however, reveals that Blockchain-

based tokens represent a wide variety of assets, some of which will qualify as securi-

ties under U.S. law. Tokens sales are changing how technologists are choosing to fund

their ventures and have begun to eclipse traditional financing sources—like venture

capital funding—for entrepreneurs exploring Blockchain technology.”

2.3.4 Data Storage

A current disadvantage regarding Blockchain technology is the necessity of high amount

of data processing and storage. This is due to the transparency and peer-to-peer

network characteristics, since the data is validated, updated, and then made avail-

able to all nodes. Regarding the historical context, it is estimated that there will be

over 20 billion connected devices by 2020, all of which will generate and then re-

quire management, storage, and retrieval of a huge amount of data (Gartner). So, this

Blockchain’s feature could be an issue not only because of requiring too much digital

capacity but also the time duration of the transactions could be compromised.

To solve this problem, decentralized storage were built according to Blockchain

technology features. Not just being a solution for the capacity issue, this service is

also compliant with the Blockchain concept motivation, so to avoid high amount

of data concentrated in few private companies, such as Apple (iCloud) or Google

(Drive). Some examples of those new storage systems are InterPlanetary File System

(IPFS) (IPFS), STORJ Network (STORJ) and Filecoin (Filecoin).

Another advantage is that some of those networks allow anyone to participate as

a storage provider, what makes storage resemble a commodity or utility, so then this
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service could be driven by market pricing instead of by global companies.



Chapter 3

Potential of Blockchain Technology

Remark:

Despite being a recent technology, Blockchain can be categorized according to

three major evolutionary phases. The first, referring to the cryptocurrencies com-

ing from the open-source Bitcoin protocol, with an innovative proposal in the finan-

cial system. Further, some Blockchain networks were created with diverse goals and

protocols, with Ethereum being one of the most popular, a platform based on "smart-

contracts" that would allow the creation of decentralized applications for operational

uses, not only for financial and speculative terms. Nowadays, these platforms have

been implemented in some Industries, to revolutionize areas such as Health, Trans-

portation, Energy and Business. Together with other technologies such as Artificial

Intelligence, Internet of Things and Big Data, the Blockchain is collaborating to build

the Industry 4.0 (Unibright).

3.1 Bitcoin

“The Bitcoin system, unlike traditional banking and payment systems, is based on

the decentralized trust. Instead of a central trusted authority, in Bitcoin, trust is

15
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achieved as an emergent property from the interactions of different participants in

the Bitcoin system.” (Andreas Antonopoulos).

3.1.1 Transactions

The Bitcoin system is composed by the users with their respective wallets containing

the keys, propagated transactions and the miners, nodes responsible to validate the

transactions on the network.

The users have public and private keys. Briefly, a private key is the owner signa-

ture used to send the cryptocurrencies to other users, so it is convenient to keep it

secret. On the other hand, public key is broadcasted out to the network and has the

owner authenticity verified by the miners. After that, the public key is sent to the ad-

dress desired by the transaction generator. A remark is that both the private and the

public keys are hash functions, so one-way functions as illustrated in Figures 3.1 and

3.2.

Figure 3.1: Blockchain Transaction (Leon Di)

Figure 3.2: Private and Public Keys (Leon Di)
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In a Bitcoin transaction there is a standard fee added to the inputs, a payment

collected by the miner responsible for including the stated transaction in the ledger.

As seen before in Figure 2.1, any new transaction references the previous one with

the respective hashes, therefore compounding a chain of blocks.

Another powerful feature is that nodes can be active through any type of connec-

tion such as wired, WIFI, mobile, etc., independent on where the peers are located

(Andreas Antonopoulos). However, one of the most common criticisms of Bitcoin

is the miner’s validation delay meanwhile the number of transactions is increasing

exponentially. An average time to mine a block is ten minutes, but to be validated

it needs at least six miner’s confirmations, so approximately one hour to be reliably

broadcasted in the Blockchain (Steven Buchko). Therefore, it is a disadvantageous

when compared to bank transaction, whether one can make a purchase with a credit

card or debit card in seconds. However, it is argued that for small transactions on

Blockchain it would not be necessary to wait for all the six confirmations, with no

more risk than a credit card payment made without an ID or a signature, as people

currently accept.

3.1.2 Mining

The mining process has two main purposes in Bitcoin. First, miners oversee vali-

dating all the transactions compliant with the Bitcoin’s consensus rules, so providing

security. Second, miners create new Bitcoins in each block, following a pre-defined

issuance schedule.

There are four main methods of finding consensus in a Blockchain: the practical

byzantine fault tolerance algorithm (PBFT), the proof-of-work algorithm (PoW) ,the

proof-of-stake algorithm (PoS), and the delegated proof-of-stake algorithm (DPoS)

(Chris Hammerschmidt). In fact, the Bitcoin’s protocol states for the proof-of-work

(PoW). Basically, a miner uses a large amount of electricity to solve mathematical

problems, described as "puzzles". When a new transaction is launched into the net-
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work, miners compete for those who can solve these puzzles faster. A successful

miner would collect reward in the form of new Bitcoin and transaction fees and so

the block is published on the network. As mentioned, not just one, but usually six

miner’s confirmations are required. This methodology guarantees security without a

central authority.

Those "puzzles" are based on cryptography and its difficulty is adjusted by the

network according to the amount and expert level of the miners trying to solve the

same challenge. "Finding such a solution, the so-called Proof-of-Work (PoW), re-

quires quadrillions of hashing operations per second across the entire Bitcoin net-

work. The algorithm of Proof-of-Work involves repeatedly hashing the header of the

block and a random number with the SHA256 cryptographic algorithm until a solu-

tion matching a predetermined pattern emerges." (Andreas Antonopoulos).

Before, to be a miner the peer could use its own computer Central Processing

Unit (CPU) or a high-speed video processor card, however currently it would need

a special Bitcoin hardware since it has become a very electricity-consuming activity.

In addition, it has taken industrial and entrepreneurial proportions, there are many

Bitcoin mining pools, groups and corporations of Bitcoin miners working together

and thus sharing the rewards.

3.2 Ethereum

“Ethereum is a decentralized platform that runs smart-contracts: applications that

run exactly as programmed without any possibility of downtime, censorship, fraud

or third-party interference. These apps run on a custom built Blockchain, an enor-

mously powerful shared global infrastructure that can move value around and rep-

resent the ownership of property. This enables developers to create markets, store

registries of debts or promises, move funds in accordance with instructions given

long in the past (like a will or a futures contract) and many other things that have not
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been invented yet, all without a middleman or counterparty risk.” (Ethereum)

3.2.1 Origin

Ethereum was created in 2013 by Vitalik Buterin, a young programmer who at the

time was only 19 years old. Thereafter, during the North American Bitcoin Confer-

ence (Miami, 2014), Vitalik officially presented his idea and so Gavin Wood got in-

terested in the project and together then published the Ethereum Yellow Paper con-

taining the specifications for the Virtual Ethereum Machine (EVM). Regarding the

fundraising for the project, were launched several crowdfunding campaigns and so

the funds and project development was managed by the Ethereum Foundation, a

Swiss non-profit organization in Zug (Switzerland)(CoinBR).

In November 2014, it was organized the DEVcon0 event (Berlin), which brought

together Ethereum developers to discuss the issues involving this new technology

with the aim to make it more secure and widespread. From 2015, the DEVgrants

program was created to offer resources from contributors to both the platform and

related projects. The idea was to attract developers, investors, and companies to con-

tribute to Ethereum worldwide recognition, improve its applicability and technolog-

ical development. In the same year, another platform acceleration program was cre-

ated. In this case, a reward was offered for those who could detect any vulnerability

of the software (CoinBR).

An analogy made by the Ethereum founders is that when the Internet arose, one

could not imagine the possible applicability as it is nowadays. Therefore, Ethereum

is only four years old, the future applications could be many, and it is still very uncer-

tain, probably its greatest utility has not yet been drafted.

3.2.2 Structure

Ethereum is a digital platform based on smart-contracts whose focus is the decen-

tralized applications (Dapps) implementation. Such applications have the premise
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of offering services and utilities without the need for intermediaries connected to

a central network, as Blockchain’s proposal foresees. These smart-contracts are re-

sponsible for storing data, sending, and receiving transactions and enable a safe and

immutable negotiation without a bureaucratic and high-cost service as currently de-

manded by usual contractual regulations.

To illustrate, this technology can be compared to basic services which do not re-

quire an intermediary, such as a food vending machine. Instead of buying a snack

in a bar, the person can choose to use this machine, where it is enough to put a coin

then the system will process if the value entered was sufficient and provide the snack,

without the need of employees and the bar infrastructure (CoinBR).

Also Ethereum has a Blockchain architecture as the one described for the Bitcoin,

however there are some fundamental differences. Ethereum is a platform designed

for everyone to create applications or tokens with the smart-contracts and the official

coin used in this digital environment is the Ether. So, contrary to Bitcoin, the Ether

has a direct application and it can represent not just a tradable currency, but also

valuable utilities, as described in (Ethereum) “Tokens in the Ethereum ecosystem can

represent any fungible tradable good: coins, loyalty points, gold certificates, IOUs, in-

game items, etc. Since all tokens implement some basic features in a standard way,

this also means that your token will be instantly compatible with the Ethereum wallet

and any other client or contract that uses the same standards.”

Ethereum is becoming popular and has many social-economical advantageous.

One is the acceleration and democratized on small business, since anyone can cre-

ate a Decentralized Autonomous Organization (DAO) and issue a token to crowd-

fund a project, what is also a great incentive for innovative creations. Since usually

donors prefer don’t invest in projects with small founder’s background, in Ethereum

this crowdfunding would be ideal, because if the founders don’t accomplish the goals,

the donations are returned, so reducing the risk for donors, since the only loss would

be the gas fees paid for computation. Otherwise, if the funded project evolves, donors
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have access to all operations in real time and in a transparent manner, also by the

decentralized ownership of Blockchain. The results are then clearer and more acces-

sible, and the risk of investment is lower.

Ethereum removes mistrust barriers between contractual parties. Because Ethereum

is, by Blockchain concept design, fairness and immutable, it is an alternatively solu-

tion for contractual problems that are currently solved at high costs, long time, and

subjective trust, such as properties and services transference, voting systems and fi-

nancial operations. All these applications can be created on a network where users

keep their funds and personal data all the time.

Moreover, since it is a distributed ledger it is not possible to be censored by an

organ or authority. Nowadays developers need to pay to submit their application to

Apple (Store), for example, and still risk having it removed according to the company

justification. Another positive argument is that in the digital world, what is central-

ized becomes easier to attack by hackers because it offers a single point as a target.

So far, decentralized applications have the potential to replace services such as

Airbnb, Facebook, and Spotify, due the advantage of directly transferring value to the

owners since there is no involved companies’ commission. As an example, when peo-

ple use social networks, besides having a lot of personal information and contribut-

ing with their own interactive content (photos, comments, and events) this generates

more value for the company (Facebook, Instagram, Twitter etc.). Although, with a de-

centralized platform, this could be converted into value for users through tokens that

they could easily create and launch in the market.

3.2.3 Smart-Contracts

“A smart contract is an agreement whose execution is both automatable and enforce-

able. Automatable by computer, although some parts may require human input and

control. Enforceable by either legal enforcement of rights and obligations or tamper-

proof execution” (Christopher Clack, et al.). Simply, is a code that pre-defines the
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conditions to which the parties agree, and then certain actions are automatically ex-

ecuted (Lukas Kairys).

Besides the transparency and democratization proposed by smart-contracts, an-

other advantage is the non-subjectivity. For example, for a vehicle insurance contract

it is quite difficult to predict and reference all the factors involved in a car crash. Such

as, who was blamed, whether it was due to driver irresponsibility or exogenous fac-

tors and compensation’s conditions for each case. It is quite common that from that

point on, a long-term bureaucracy occurs, both because the insured would like to

obtain the maximum benefits of the contract, and because the insurer would be in-

terested in having less possible expenses. However, if this agreement was established

with a smart-contract on the Ethereum network, so that the vehicles, the drivers and

the insurance company were involved, by the time the car crash occurred, it would

be possible to compute all the variables (such as checking the speed and the behav-

ior of the driver, the severity of the accident and climatic conditions, among others)

there would be no place for subjectivity and money would or would not be debited

from the parties automatically.

Similarly to Bitcoin network with miners and transactions, the users willing to

execute a smart-contract need to pay a fee, a proportional amount of “gas”, for its

computation. A part for being a reward incentive to the miners, this fee also pre-

vents users to write excessive number of programs and line codes, so incentives the

network to be efficient.

Regarding the programming language where the smart-contracts were build, the

most well-known is called Solidity, developed based on JavaScript. However, from

the beginning there was seven different based programming languages, like Go, C++,

Python, Java and more (Ethereum).
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3.2.4 Decentralized Application (DApp)

Decentralized Applications are the projects generated in Ethereum platform. For il-

lustrative purposes, if large applications like Uber and Airbnb were built in Ethereum,

there would be no need for all data to be stored and controlled by the respective com-

panies, so users would always be in control of their personal data. Thus, possible

conflicts between service providers and consumers (in this case, drivers and passen-

gers, guests, and owners) would not be more mediated with subjectivity and delay

by a company service. There are already many applications being created every day,

and they can be found in the official Ethereum deposit (State of Dapps). Such trans-

parency as well as codes publicy available (Ethereum) serve as encouragement and

support for many developers, which speeds up the process of disseminating knowl-

edge and creating useful applications in various industries.

A very interesting example of decentralized application is one called ETHERISC

(Christoph Mussenbrock, et al.), a decentralized insurance business model. It oper-

ates mainly in three areas: Flight Delay App, Crop Insurance and Social Insurance.

The drivers of this projects are efficiency and automation at lower costs operation

and transparency both for costumers and investors.

Briefly explaining the Flight Delay App (see the Demo in Figure 3.3) can issue poli-

cies and pay out valid claims automatically. It is enough for the registered users to

enter their personal and flight data in the network and to buy the insurance, without

needing a direct contact with the airline company. If the delay does not occur, the

network computes the information and discards the user’s insurance. In the other

hand, if there has been a delay, the application automatically deposits the money to

the users, without the need to request the company. In this fast, transparent, and

efficient way, it avoids costs of operations and also prevents the user or the company

from having a conduct that is not faithful to the contract.

As stated at (Etherisc), “Based on our research and experience with the Flight De-

lay Dapp, insurance applications with fixed risk pools do not scale. Cryptographic
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Figure 3.3: Flight Delay Dapp Demo (Etherisc)

tokens enable highly customized economics. Our goal is to tokenize reinsurance

risks and make them available on a global ”open access" marketplace. This strat-

egy provides both flexibility and scale for decentralized insurance risk pools, enables

new types of insurance products, makes the product extremely safe for customers,

and democratizes access to reinsurance investments” Those innovative decentral-

ized projects have a high potential impact on society. Although this is one out of

thousands applications, whether in the Aeronautics Sector, but also in the Health,

Social, Energy, Transportation, Pharmaceutical and related sectors. Further, it will be

discussed special applications within the Automotive Sector in specific.

3.2.5 Decentralized Autonomous Organization (DAO)

Briefly, a digital Decentralized Autonomous Organization (DAO) relies on smart-contracts

and pre-programmed rules that describe what can happen in the system. It is a self-

governing organization, so not influenced by external forces. It is a new propose of

business model, likely the mentioned Ethereum crowdfunding, which was consid-

ered one of the biggest crowdfunding campaigns that have ever been launched.

The DAO was launched in April 2016 and its tokens were emitted throw a crowd-
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sale that by the end of May 2016 raised more than 150 million dolars, from more than

11,000 investors (Wikipedia). Since then, the DAO tokens were tradable on various

cryptocurrency exchanges, while the code is open-source and could be developed in

different languages throw Ethereum, so anyone could create a business organization

and emit tokens for fund raising. However, because it relies inside the Blockchain

network, it is not directly related to any country and this raises a lot of discussions

about legislations and regulations that should be related to an organization, with or

not profit driven. An example is the Dash crypto-currency (Dash), first decentralized,

autonomous organization to be created, since it is operated in a decentralized budget

governance and budgeting system.

3.3 Industry 4.0

The Industry 4.0 concept is based on revolutionary modern technologies such as Ar-

tificial Intelligence, Blockchain Networks, Internet of Things, Machine Learning and

more as illustrated in Figure 3.4. Thus, the concept of a fourth Industrial Revolution

that requires a huge volume of digital data efficient storage management has been

developed. One of the biggest challenges is the integration of these technologies be-

tween companies, transports, and people, so that a seemingly simple and integrated

system is built but with a very complex backend (Bernard Marr ). Another concern is

how such data generated and stored should be managed. Both in terms of efficiency

and logical correlation, as well as privacy and copyright. Therefore, it is inevitable

that the largest companies are insistently investing in the implementation of these

technologies.

The application of such technologies can be directly in the manufacture process

and product development, as in the new logistics of interactions between employees

and machines, but also can change the management system and data analysis of the

company. There are many levels within the industries that can be revolutionized.



CHAPTER 3. POTENTIAL OF BLOCKCHAIN TECHNOLOGY 26

Figure 3.4: Industry 4.0 (Messe Leipzig)

Figure 3.5: Industrial Revolutions Timeline (Aidan Coleman)
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An example of a combined technology application is Blockchain’s interaction with

Internet of Things (IoT), as stated (Khwaja Shaik) “The rapid advance of Blockchain

technology and the Internet of Things (IoT) are felt throughout our daily lives. A Gart-

ner study estimates Blockchain will add 3.1 trillion dolars in business value by 2030,

and in another analysis the global IoT market is expected to grow from 157B dolars in

2016 to 457B dolars by 2020. We are about to see more change than we could imagine

with Blockchain and IoT.”

Some platforms, like The Watson IoT Platform (IBM) enables the user and the IoT

devices to add data to a private Blockchain, so the data is shared among only the

business partners involved with the transaction. Therefore, the partners would be

able to access and supply Internet of Thing (IoT) data without the need of a company

centralization, what makes the data treatment more transparent and dynamic within

such many IoT devices that may be connected to the network. Further, the platform

proposed in this Thesis will also suggest a combination between Internet of Things

(IoT) and Blockchain technology.
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Automotive Sector

Remark:

“Imagine a world where foreign aid didn’t get consumed in the bureaucracy but

went directly to the beneficiary under a smart-contract? Rather than a 60 billion

dolars car-service aggregation, why couldn’t we have a distributed app on the Blockchain

that manages all these vehicles and handles everything from reputation to payments?

Ultimately, they’ll be autonomous vehicles moving around” (Don Tapscott). The

Blockchain technology promises to change the whole Automotive Industry.

4.1 Introduction

To emphasize the importance of modern technologies applications, like Blockchain,

in the Automotive Sector, it was extracted the following forecast data from McKinsey

(Salil Aggarwal, et al.) report: “Several factors are contributing to the growing amount

of available car data. An increasing number of sensors – present in vehicles and in-

tegrated into mobility infrastructure – means that information can be gathered on

nearly every way a driver uses a car, how that car functions (or malfunctions), and

everywhere it goes. Organizations that use this connected technology to optimize

28
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their products and services based on data or to develop new, in-vehicle experiences

for drivers and passengers will be the ones to create a significant competitive advan-

tage for themselves. This market – comprised of more than 30 car-data-enabled use

cases representing new features and services – is projected to reach USD 450 billion

to 750 billion worldwide by 2030. Three value creation models underlie these use

cases: revenue generation, cost reduction, and enhanced safety and security.”

It is a fact that today’s society has become increasingly digital and that has influ-

enced several industries, among them Automotive. People tend to be connected to

several digital devices in an integrated way. Also, there is a worldwide worry about

environment and security issues and so there is a large investment in electrical and

autonomous vehicles development. Following this trend, the focus on improve stan-

dard vehicles and integrate them with the driver’s digital devices has been a certain

attractive topic.

A vehicle is a very complex machine whose thousands of data generated are poorly

explored. Thus, there is an ambition to monetize and add value to all this informa-

tion generated by the vehicles. There is a trend of competitive advantage among the

companies in the Automotive Sector that are most able to digitize and integrate the

vehicle systems. Such an advantage can be at levels of Original Equipment Manufac-

turers (OEMs), suppliers, dealers, financiers and end consumers, the opportunities

are many.

Although Blockchain itself has great innovative potential, when it is combined

with Internet of Things (IoT), Artificial Intelligent (AI) and Big Data can further boost

applications development, such as smart mobility solutions linked to location-based

vehicles services. In the following sections, some existing ideas and Blockchain ap-

plication projects will be elucidated to promote a better understanding about its po-

tential impact.

Based on a study report from Deloitte LLP (Deloitte(a)), Blockchain applications

in Automotive Industry can be segmented in three sessions. First, linked to the ve-
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hicle’s value chain, second, focused on the vehicle’s digital information and third,

directly related to the consumer, such as payments and services.

4.2 Value Chain

Across the path from the company to the supply chain there are many opportunities

to improve efficiency and support validation within the process.

4.2.1 Supplier’s Identity Validation

The proposal would be to transfer the agreements between carmakers and suppliers

to the Blockchain network, for example by means of smart-contracts. In this case,

suppliers’ data would be saved in the network, and validated in an immutable way.

Further, all agreements and transactions of this provider are subsequently registered

in the network, so that it is possible to trace its profile continuously. Such a solu-

tion has the potential to reduce the time and expenses from contractual bureaucra-

cies that a carmaker faces with its suppliers. In addition, it would bring more trans-

parency and confidence for the carmaker to be able to follow up overall historical

transactions and agreements made with its suppliers throw the platform. In this way,

it would be more difficult to get a fraud or a contractual problem between the parties.

An example of this propose is Deloitte’s Smart ID platform (Deloitte(c)). The plat-

form offers an automatically identity linked processes such as customer registration

or the so-called Know Your Customer (KYC). Any entity can be represented digitally,

using attributes to represent key information, such as legal entity reference and ben-

eficial ownership. Also, the platform is efficient in receiving and verifying customer

information for staying up to date with changes on an ongoing basis. In this case, the

relation between the organization and the costumer could be agreements within the

vehicle supply chain.
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4.2.2 Spare Parts Provenance

A Blockchain network could be useful to capture, store and update information on

vehicle spare parts. This enable the service center, car manufacturer and customer to

trace the origin of spare parts through the supply chain to the original manufacturer

data and location. This improves the quality and reliability of the vehicle, from its

production to the entire life cycle. Of course, this information is interesting to the car

manufacturer but also for the end-costumer, for example when one is interested on

buying a vehicle in the used market, the costumer could access all information about

original and replaced spare parts that composes that vehicle.

A good example to illustrate this new business model is the startup Ambrosus

(Ambrosus). In this case, the focus is to trace the production and commercialization

of food and medicine products with the aim to build a community-driven ecosystem

to assure the quality, safety, and origins of products, so to improve distribution pro-

cesses and allow consumers to easily see where their products come from and what is

really inside them, a very relevant information specifically when talking about those

kinds of products.

Fake Parts

The core is to identify spare parts placed in the supply chain by not verified suppliers,

what certainly compromises the final vehicle’s quality and reliability.

A Blockchain platform could be useful to identify some parts sold as original even

if they are not. In fact, could happen that some suppliers who receive molds and

specifications for manufacturing parts for a company, in addition to delivering, use

this information to sell similar parts to other companies without the permission of

the owner of the technology.
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Parallel Market

This issue could be illustrated with the following example: A piece destined from

Italy to Germany at the price of 100 dollars is instead bought by a Spanish distribu-

tor where it had been sold for half of the price. The aim would be to use Blockchain

to verify the negotiations and agreements between the suppliers and the carmaker.

That could be done in Ethereum, for example, with the verification of the smart-

contracts by the network.

4.2.3 Integrated Supply Chain

The proposal is a platform that integrates all automotive organizations and provides

an end-to-end supply chain solution. It could be possible to order or sell, track, and

pay for the orders, validate, and store the related documentations and set agreements

throughout the chain, for example between seller and shipping company and seller

and buyer or seller and custom authorities. It would be a revolutionary business

model, as illustrated in the Figures 4.1 and 4.2, so the idea is to build an integrated

and decentralized system.

Figure 4.1: Automotive Supply Chain Nowadays (Deloitte(b))

The current supply chain model limits many Original Equipment Manufactur-

ers (OEMs) control and visibility beyond tiers, what could be the cause of meaning-

ful lack of insights for quality improvement and cost reductions. By incorporating
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Figure 4.2: Automotive Supply Chain in the Future (Deloitte(b))

this new Blockchain based model, Michael Woodword, Partner at Deloitte UK (De-

loitte(b)), believes that analytics may be improved, and trading relationships may be-

come more transparent, enabling “an amplification of trust that is an imperative for

supplier relationship management”. The concept is based on Deloitte’s TraceChain

project, a Hyperledger based solution for traceability of goods and assets that en-

hances transparency and visibility into the chain of custody for complex global sup-

ply chains (Hyperledger).

Focus on the open market platform, the Figure 4.3 is a simple example of how

it could works. First, an Original Equipment Manufacturers (OEMs) could create a

request to purchase raw materials with specific criteria such as price, delivery date

and origin. Second, some suppliers using the platform would be notified at the time

of the request and could submit bids including details of their conditions. Third, the

OEM can choose either automatically for a supplier that meets all his requirements
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or to select a new one that fits better. Further, clauses could be added to these smart-

contracts to trigger specific events, such as a delay that results in an automatically

charged penalty to the supplier prior to delivery, with no need to discussing between

the parties. This would also give the stakeholders a better oversight of which player is

responsible for bottlenecks in the supply chain and save time and bureaucracy costs

when the agreement is not completed correctly.

Figure 4.3: Smart contracts in action (Deloitte(b))
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4.2.4 Vehicles Recall

This is a extended application derived from tracking vehicle parts and verification of

the manufacturer and dealers within the supply chain. Therefore, put together all

previous concepts that enables car manufacturers to target vehicles that contain de-

fective parts and so issue specific recalls or services bulletins for them. This applica-

tion can also track the status of the recall, what would improve consumer satisfaction

and reduce the high costs involved whenever a carmaker sets a vehicle recall.

A good illustration is the recall of one of the most famous car companies nowa-

days, Tesla. The company recalled 123,000 Model S cars due to an issue that could

affect steering. The recall was issued on March 29 (2018) and included Model S cars

around the world that were built before April 2016. Tesla said it would fit the new

power-steering component after engineers had observed "excessive corrosion in the

power steering bolts, though only in very cold climates, particularly those that of-

ten use calcium or magnesium road salts, rather than sodium chloride (table salt)."

(Trevor Mogg)

Of course, this is not a company, but an industry problem, as stated “Despite the

undoubted reliability of modern-day cars, recalls by major automakers seem to have

been coming in thick and fast in recent years. Just a couple of weeks ago, Ford called

in 1.3 million Fusion and Lincoln MKZ vehicles over a steering issue, while Toyota,

Hyundai, and BMW have also been forced to take similar action this year. And this

week’s recall isn’t the first for Tesla. Twice in the last two years it’s called in a number

of Model X SUVs, and in 2015 it recalled all Model S cars to inspect the front seat-belt

assembly. But it’s airbag maker Takata that takes the unwanted crown for the biggest

recall to date after a dangerous fault emerged in recent years that affected 50 million

vehicles from 12 automakers.” (Trevor Mogg)

In that case, if such vehicles were connected to the Blockchain network, the com-

pany could have access to this vehicle issue in a more quickly and efficiently way.

Since the problem focuses on vehicles that drive under specific climatic and road



CHAPTER 4. AUTOMOTIVE SECTOR 36

conditions, it would be enough to check where the risk zones for this vehicle are

and who is the vehicle’s owner. Also, to schedule the reform of so many vehicles,

Blockchain could be useful for organizing, satisfying the customer, and balancing

this work from the company’s workforce that stops producing new vehicles to dedi-

cate to maintenance of the recall.

4.3 Vehicle Management and Incentives

In parallel with the supply chain approach described, there are also projects being

developed that aims a better relationship with the consumer and that improve value

chain tiers.

4.3.1 Dealer and Costumer Incentives

As explained, besides the tokens have a monetary value, it could represent a title, a

reputation or a good of consumption, basically any assets of value inside a Blockchain

platform. Based on that, a loyalty system could be developed to incentive a vehicle

brand commercialization. For example, a vehicle dealer could supplement purchase

of parts with customer loyalty tokens at a discount that are recorded in an Original

Equipment Manufacturers (OEMs) Blockchain network. In this way, the negotiations

are more transparent for both parties and the brand differentiates itself regarding the

costumer prospect of satisfaction.

This idea is based on a project called Loyyal’s loyalty (Sean Dennis, et al.), a plat-

form that uses Blockchain and smart-contracts to enable instant redemption of loy-

alty points, removing delays, costs, and poor integration with other systems.

4.3.2 Extended Vehicle Ledger

A Blockchain based solution that securely stores, updates, traces, and shares vehicle

data (including telematics) across Original Equipment Manufacturers (OEMs) and
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with external parties in real time.

The idea is an open book where all the information of a vehicle’s life-cycle is reg-

istered and, due to Blockchain features, in an inviolable way. That way, when a con-

sumer wants to buy a vehicle, he or she could have information on all its parts and

respective production path. In addition, for a used car, it would be possible to have

the right information of where and by whom that vehicle was owned, without fraud

or omission, as it occurs mainly in the used car market. So far, would be possible to

target with better prediction a vehicle’s value. This technology could complement or

replace the physical log book.

A project designed for that is the carVertical’s (CarVertical), a "Blockchain-based

solution that gathers as much information as possible about cars’ history from dif-

ferent sources like centralized country registries, police and Interpol databases, in-

surance, leasing, claims handling service databases, privately owned registries, paid

APIs, other sources and puts it into blockchain registry”. Any person or company

who wants to check car’s data via carVertical product can be sure due to Blockchain

features that no one manipulated its mileage, all insured accidents are logged and

general data about the car is extensive.

To illustrate one of the issues that motivates this idea, “Odometer frauds in sec-

ond hand cars poses a massive problem, which affects a considerable number of used

cars in Europe – the estimates go as high as 30%, costing European consumers ap-

proximately between €5.6 to 9.6 billion per year. The odometer fraud is an artificial

lowering of the mileage of a car. It is technically simple, cheap to do, and aims to

inflate a vehicle’s value by several thousand euros.” (Zdechovský) To simply solve this

billion euros problem, a car owner can log its mileage on the Blockchain so when the

vehicle is sold, the person receives a certificate that confirms the information. Done

that, there is an immutable registry with the vehicle’s mileages without a central one

being the holder. This would be a stimulus for users to always buy and register their

negotiations in the network and would make it difficult to sell not certified vehicles.
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The interesting irony of this concept is the data organization and integration in

a decentralized network. In the current business model, the many vehicles informa-

tion is fragmented into big companies of assemblers, insurance companies, and sales

dealers among others. So, in addition to being difficult to access by consumers, the

vehicles information is subject to changes by their holders without a trustful central

control. The idea of adding such data in Blockchain, therefore, centralizes all infor-

mation necessary for a vehicle in a network, without this being owned by any author-

ity. Therefore, such data can be used safely even in more specific projects, such as

changing the vehicle’s commercialization structure or the insurers’ business model.

This second opportunity example will still be much explored.

4.3.3 Mobility

Recently, urban mobility services have been changing a lot their structure. This mar-

ket was early monopolized by taxis, so that people could just wait for a taxi to pass

them on the street or call the company to request for a car.

With smartphones popularity, a mobile online channel was created to make this

request faster and more efficient. However, one of the biggest complaints was the

abusive prices of this transportation mean and the distrust that the driver could have

chosen a more time-consuming way to increase the route’s price.

In the last decade, many alternative models of mobility services have emerged.

The first were the applications that enabled a person to be a driver without the bu-

reaucracy and initial investment of buying the license plate and the rights of a taxi.

Among these services, the most widespread was Uber (Uber). Prices for mobility

service felt sharply and made it possible for more people to perform the driver’s pro-

fession. Requests and payments are all made by the application and the path is mon-

itored with a GPS that estimates the price of the service based on the distance, users

demand and duration. In this way, despite the great controversy that generated with

the taxis companies, this was a milestone to mobility services structure.
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Meanwhile, other mobility-focused projects and start-ups entered the market, so

ride-sharing became popular, such as BlaBlaCar (Blablacar), where users registered

in the network were able to offer car rides in their own vehicles, which of course has a

lower price than requesting a driver. In addition, car-sharing companies such as En-

joy (Enjoy) allow a person to find this car’s company on the street through the mobile

application, unlock it through a register and pay the service for time duration and

mileage. In this case, neither a driver nor a vehicle owner is required. In addition,

there are companies that offer this service and only provide electric vehicles, as in

the case of BlueTorino (BlueTorino) company.

Therefore, the revolution in the mobility Industry has been massive. That makes

a lot of sense, given a little exploited market with monopoly and the growing traffic

problem that increasingly populous cities have faced. There are also projects focus

on autonomous car that would provide a mobility service, the idea is to order the car

through the application and it would take the person to the destination guided by

the best GPS route, without the need for a person to guide or e vehicle owner (Boston

Consulting Group).

The business models driven by new technology are many and within them en-

trepreneurial companies are also. The idea of using Blockchain in this field would

be to exclude the need for a central, such as companies, responsible for validating

drivers’ identity and payment’s transactions. Using a Blockchain application, would

be possible for anyone to register more quickly and securely, as well as validate a pay-

ment. Such stored data could include vehicle location, keys to unlock the car, agree-

ment terms and user payment information. The solution would update the user’s

record with a register of that trip.

Some examples of such services offered in a Blockchain platform are here quoted.

The one called CarTaxi (CarTaxi) was first launched in Russian market, it is a service

for car towing. It brings together all tow trucks to one online network and provides

for fast and safe vehicles transportation at any time and from anywhere, it is like
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the “Uber” of car towing. Another innovative mobility solution is the peer-to-peer

platform Darenta (Darenta), a car rental marketplace connecting people who need

to rent a car with private owners.

Another decentralized transportation platform is LaZooz (Lazooz), a real-time

ride-sharing, enabling private cars to share their journey with others traveling in

the same direction, so a concept similar to BlaBlaCar (Blablacar), but developed in

Blockchain. It works with a “Fair Share” rewarding mechanism for developers, users,

and backers. With a similar propose, a platform called Arcade City (Arcade City) was

launched. Besides being also a ride-sharing service, it transparently provides rider

and driver information about the other party to each transaction, including a strong

reputation and ratings system where riders and drivers ‘level up’ after community-

vetted good behavior on the platform. This is done through the Arcade Token (ACRD)

(Arcade City) that drivers and riders earn for actions that grow the network. Those to-

kens unlock premium features and other benefits in the network.

Also great project, not that service specific but active in mobility ecosystem, was

developed by Toyota Research Institute (TRI) (Chris Ballinger, et al.) with four global

partners. It focus on three mobility areas: data sharing, peer-to-peer transactions,

and Usage-Based Insurance (UBI). The aim is to securely share and monetize driver’s

information in a secure marketplace. “Blockchain-based tools have the potential to

empower vehicle owners to monetize their asset by selling rides, cargo space or even

use of the vehicle itself. The Blockchain can store data about the vehicle’s usage, such

as travel routes, distance and time, and information about vehicle owners, drivers,

and passengers to craft a “smart contract” that verifies the transaction. Further, all

those driving data stored in the Blockchain can let vehicle owners to be eligible to

lower their insurance costs through data analysis of safe driving habits, feedback to

improve safety, and transparency to reduce fraud.” (Chris Ballinger, et al.). A global

project with such influential partnerships in the Automotive Industry has caught a

lot of attention to this application area of Blockchain (Corporate News).
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4.4 User Services

There are also applications in vehicle services, such as means of payment, car insur-

ance and financing.

A vehicle insurance platform will be the focus of this work. As an introduction,

a Blockchain based solution could enable firms to create personalized vehicle insur-

ance contracts based on actual driving behavior and automate payment and finan-

cial settlement following an insurance claim. Based on projects aimed to store vehi-

cle data, like the (Chris Ballinger, et al.) previous described, driving behavior features

such as speeding, mileage, damaged parts, collisions, driving frequency and others,

could be recorded in a reliable and immutable way in the network, also for future

insurance quotes after the car is sold.

There is also research on leasing vehicles market‘s application. The aim is to inte-

grate payments, identity confirmation and driver licensing validation on a Blockchain

platform so that they would be done faster but at the same time trustworthy. That’s

the goal, for example, of a partnership between DocuSign and Visa, which have a

Blockchain pilot designed to introduce greater speed and automation to the car-

leasing process (Joe McKendrick).

A project called Car eWallet (CareWallet) was announced by a jointly ZF, UBS and

IBM who aimed for a platform where a variety of vehicle‘s services payments is al-

lowed. From car-sharing to in vehicle purchase to dealership repairs, the payments

transactions are processed autonomously via the Blockchain. The idea is suggested

by the name, so having a mobile wallet for the car. In this sense, the concept enables

cars to autonomously pay for services like parking or charging. “The Car eWallet is

the response to a self-driving future.” (CareWallet).

In this sense, a Blockchain ecosystem Uservice (Useservice) token pre-sale was

launched. The aim of the project is to unite and optimize all processes related to

the purchasing, operation, and maintenance of the car (News BTC). This is another

integrated idea where services and payments are made with smart-contracts.
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Specific about charging services, Innogy SE announced that is has launched hun-

dreds of Blockchain-powered charging stations for electric cars across Germany through

its e-mobility startup ventures Share&Charge (ShareandCharge). This platform is still

under development, and the aim is to drivers use the Share&Charge wallet to pay for

accessing all charging public and private registered energy poles.

As noticed, Blockchain applications in the Automotive Industry are many. They

may be related to the production or to marketing and commercialization of the ve-

hicle and in the follow-up of its life cycle. Otherwise, they can provide additional

services and payments commitment to the vehicle’s owner. However, although there

are many options, it is an emerging and promising market, it should be analyzed with

caution to target the best possible investments.
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Pilot Project

Remark: This project aims to promote a new model of Blockchain’s application in the

Automotive Industry. The idea is a Blockchain platform that uses driver behavior data

to set car insurance price. This purpose has already been mentioned previously, but

it is still little explored, there are so far no major projects focused on this. However,

there are already companies focused on collecting driver behavior data generated

by the vehicle system, and many use Internet of Things (IoT) technology for that.

Therefore, as will be studied and discussed, this IoT and Blockchain combination

that uses driver behavior data to issue tailor made insurance contracts has proved to

be possible and quite valuable.

5.1 Project Pilot Applications

Currently, some insurance companies are investing in obtaining driver behavior data

to increase their statistical database to offer better prices to their customers (Kylie

Jane Wakefield). Usually, there is an intermediary responsible for collecting and pro-

cessing the data that will be sold to insurers. For the company, more data available

means less risk because it is possible to differentiate people within the same risk

43
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group. Currently, an adult has the risk level accessed by individual characteristics like

the age, car model, living area and licensing time, besides other factors. So, the pur-

pose is to differentiate two people with similar characteristics by how they actually

behave in traffic. This can be measured from their average speed and acceleration,

the vehicle’s frequency use or accidents registered events for example.

The platform would work according to the main following steps:

1. Internet of Things (IoT) devices are installed in the vehicles and connected with

its telematic systems, so as the person drives, information is collected;

2. Driver Behavior data is stored in Blockchain network in real time;

3. According to the behavior of the driver, smart-contracts generate tokens of rep-

utation, which will be called DBTOKENs (Driver Behavior Tokens). That way, if

the smart-contracts receive the information that the person drove responsibly,

some DBTOKENs are proportionally generated in an interface available to the

user and to the insurance company;

4. It is available to the driver in the decentralized mobile application (DApp) how

many DBTOKENs he or she has received over time, in the same way the person

can access information from other drivers. This creates a system of encourag-

ing a good driving behavior;

5. The platform accesses the basic information of the driver (age, car model etc)

and compares it with the DBTOKENs amounts the user has. Then smart-contracts

generate new insurance contractual proposals that would automatically debit

the driver’s account premium on a frequent time base.

Blockchain is a key tool to this platform’s development, because it guarantees

confidence. Since the data is immutable, neither the driver nor the company can

change them for their own benefit, both trust the network and the other peers in-

volved. The system is transparent, not only the company, but also all peers can mon-
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itor the situation and in addition becomes a system to incentive good driver behavior.

Although this platform requires huge data processing, Blockchain has been develop-

ing rapidly, so the computation of all these data has the potential to be quite fast. It

eliminates an outsourced service and a data centralization, so that the drivers are still

holding their personal information and the company could access it in a controlled

way.

The main advantage to users is the ability to monetize their behavior and thus buy

fairer prices for their car insurance, since a good behavior is rewarded accordingly. In

addition, the insurance company would have a richer statistical base from accessing

much more information about its customers. A better statistical base tends to in-

crease the company’s profitability, since it comes from purchasing risks. Also, this

service does not have to be outsourced and many operating costs could be reduced,

given that the platform will generate lots insurance contracts automatically through

the smart-contracts, just under company supervision. Therefore, smart-contracts

have great potential for reducing labor expenses, improve service quality and reduce

labor processing time. So far, the project has positive potential for both stakeholders

and costumers.

5.2 Motivation

“Auto insurers like Progressive, Allstate, and State Farm are using IoT to monitor

drivers’ habits, including changes in speed, how often they drive, and the time of day

they drive, according to a 2015 BI Intelligence report. By 2020, more than 50 million

U.S. drivers will have tried Usage-Based-Insurance (UBI), per Business Insider esti-

mates. By granting insurance companies permission to monitor their driving habits,

drivers gain access to better premium rates. Embedded blockchain technology can

add an additional layer of security and ensure trust concerns are addressed proac-

tively.” (Shetty Rakesh)
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Figure 5.1: Value and Complexity/Ease of Blockchain Implementation (Deloitte(a))

In Figure 5.1 follows a summary of the previously discussed study carried out by

Deloitte (Deloitte(a)) about the current areas of research and applications of Blockchain

technology in the Automotive Sector. Note that the "Insurance Contracts" are still in

an area of low value high complexity. This is mainly because it involves a bureau-

cratic aspect whose management depends on each countries’ legislation. Also, be-

cause there are many users’ personal data involved and is inserted in an expensive

and risky market, which are the main insurace characteristics. Also, by considering

the Blockchain and Internet of Things (IoT) combination, the insurance application

could be boosted.

Thus, the objective is to develop a study on how to measure the driver’s behavior,

mainly with Internet of Things (IoT) devices, what are the greatest related advantages

and risks, as well as the adoption rate of this new platform and insurance business
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model by companies and society.

5.3 Blockchain Insurance Applications

As illustrated in section 3.2.4, a good insurance application example is ETHERISC

(Christoph Mussenbrock, et al.) that has three main projects. The first, (see Figure

3.3), is the Flight Delay App, which can issue policies and pay out valid claims com-

pletely autonomously. The second is the Crop Insurance, where the user can select

a crop product, the field’s location and apply for a policy by sending Ether with a

smart-contract. In case of a drought or flood, the user gets an automated instant

payout. The least application is the Social Insurance, a model designed to provide

basic coverage for rare, disastrous life events such as death or heavy illness. The aim

is to be a first, immediate emergency payment which helps to get through critical

times available for everyone.

A Car Insurance project was exposed in a workshop during D1Conference by An-

dré Wolke and Sebastian Bürgel, both from the Validity Labs. Sebastian demoed a

sample car insurance app built as smart-contract on Blockchain, explained the pro-

tocol behind it and shared this project on GitHub as open source (Validity Lab). The

aim of the workshop was to discuss the potential Blockchain benefits and to demon-

strate how accessible is to “Build a Sample Car Insurance App on Blockchain in 30

Minutes” as it was called (Etherisc).

Another application is the Aigang (AIX) Token (Aigang), described as a Decentral-

ized Autonomous Organization (DAO) insurance protocol Crowd-sourced insurance

pools that would enable community, companies, developers build insurance predic-

tion markets and insurance products themselves, using this protocol infrastructure.

Also, there is the token Insurepal (InsurePal) illustrated in Figure 3.4 and defined

in (InsurePal) as follows: “The InsurePal (InsurePal) platform will act as a global provider

of various insurance module based on social proof mechanics. For the end user, the
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InsurePal decentralized app will serve as an entry point to our insurance ecosystem,

whereas to the third-business parties the solution will allow white label partnerships

to re-sell social proof insurance.” There is an application for Car Insurance in In-

surepal (InsurePal), but it works based on social proof endorsements. So to have an

insurance price reduction, the driver needs a trusted endorser who would financially

guarantee his/hers exemplary behavior. Briefly, if the driver does not get involved in

an accident, this individual pays a reduced premium and the endorser is rewarded

with tokens. On the other hand, if the driver causes an accident, the endorser would

need to pay for that.

Figure 5.2: Insurepal Platform (InsurePal)

Another point of view to improve insurance with Blockchain applications is the
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opportunity to build short-term insurance contracts. For an insurance company

build a one-year standard contract, it needs to collect and analyze a large amount

of data about the target driver. It would be very useful if a person could prove to a

car rental company, for example, that he or she drives in a safe way. This might be

possible if also car rentals and mobility services, such as ride sharing and car shar-

ing, are connected to this proposed Blockchain platform. Therefore, they could gen-

erate a smart-contract within a short time and propose a suitable premium for the

insurance, as suggested by John Gerryts, co-founder and CEO at Oaken Innovations

“Insurance has always been built with 12 months in mind. Now, we’re building in-

surance products for five minutes or 20 minutes." (Bailey Reutzel). This would also

help those services to save operation costs and reduce their financial risk, but also

incentive more people to use those new sharing mobility services that is a tendency.



Chapter 6

Driver Behavior

Remark: "Telematics-based UBI growth is being propelled by technology advances,

which continue to substantially improve the cost, convenience, and effectiveness of

using telematics devices. It is through the use of telematics that insurers are able

to collect driving data enabling them to monitor and connect a driver’s individual

risk with premium. Data has traditionally been one of insurance industry’s greatest

and more valuable assets. The ubiquity of wireless connectivity, the increasing so-

phistication of in-vehicle electronics and machine-to-machine (M2M) communica-

tion is presenting the auto insurance industry with a historic transformational chal-

lenge. Insurers are investing on their ability to collect, store, manage and analyze vast

amounts of variable data to solve complex problems in order to remain competitive

and profitable. Auto insurance is fast becoming a big data industry, with telematics-

based UBI poised to potentially change the business of insurance as we know it."

(EY).

50
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6.1 Definition, Origin and Motivation

The driver behavior’s analysis as an input to define the car insurance’s premium is

advantageous both for the insurer and for the user. About the company side, there

is a general database that classifies drivers into risk groups defined by age, gender,

car model, driver license validity, most frequent traffic zones, among other factors. A

more visual example would be analyzing two people from the same age and driving

the same car but taking in account that one usually drives while talking on the phone,

statistically this person has a higher probability to cause an accident, due to a lack of

attention. In this way, the company would have access to a wider statistical base

and thus optimize the balance between the premium charged and the risk level to be

assured, generating a potential increase in profit.

From the driver’s perspective, the insured would be charged according to his or

her behavior as a driver, which means that the person can influence the insurance

premium price. This factor causes a feeling of control and generates greater confi-

dence to the user, who would feel motivated to take less risks while driving. Besides a

possible decrease in the amount paid by the driver, a great advantage is the increase

of the safety and prudence of this person in traffic.

Telematics is the technology branch that deals with long-distance transmission of

computerized information (Oxford Dictionaries). The integration between the mo-

bile communications, vehicle monitoring systems and location technology can serve

as the platform for Usage-Based-Insurance (UBI). Pay per use insurance, pay as you

drive (PAYD) insurance, pay how you drive (PHYD) are all terms used for programs

that offer drivers the option of having premiums tailored to their individual driving

patterns (Insurance Information Institute). The pay as you drive (PAYD) offers a dis-

count calculated according to the number of driven kilometers evolution, while the

pay how you drive (PHYD) calculates the insurance premium based on how people

drive and has started with basic metrics such as average speed and the frequency of

abrupt braking.
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The first Usage-Based-Insurance (UBI) features focused on pay as you drive (PAYD)

and was launched at the beginning of this century. Further, due to the increased in-

terest on this market, the pay how you drive (PHYD) was then developed. Currently,

because of Internet of Thing (IoT) technology, modern smartphones, and massive

research on electric and autonomous vehicles, UBI is rapidly modernizing.

“The first UBI programs began to surface in the U.S. about a decade ago, when

Progressive Insurance Company and General Motors Assurance Company (GMAC)

began to offer mileage-linked discounts through combined GPS technology and cel-

lular systems that tracked miles driven” (NAIC). First, when automotive telematics

and Usage-Based Insurance (UBI) emerged, most insurance providers used wireless

devices that were plugged into a vehicle’s on-board diagnostics to receive informa-

tion about a driver’s on-road behavior (IMS(c)). However, with smartphones, special

sensors, and Original Equipment Manufacturer (OEM) new technology implementa-

tion, the UBI programs are improving.

Figure 6.1: Driver Behavior Measurement Device’s Comparison (IMS(c))

For more detailed analysis, it is convenient to segment the driver behavior mea-

surement technologies (EY). The measurements could be done from a dongle, so a

plug-in device which the insurer installs into the vehicle themselves, from a smart-

phone working as stand-alone device or linked to vehicles’ systems; or alternatively

from a Black Box, permanently affixed into the vehicle. Also, a modern option is to

manufacture the vehicle with this technology already embedded in its system.
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6.2 How Does Driver Behavior is Measured

Basically, targeted information such as average speed and miles traveled, among

much others, is transmitted wireless directly to insurance companies to design the

driver habit’s profile over a certain time, and then the policy is re-evaluated accord-

ingly. In the case there is greater integration and development of the technology, as

shown in Figure 6.2, the driver can also have access to this data through his smart-

phone device to receive the feedback.

Figure 6.2: How Does Telematic Driver Behavior Works (EY)

The idea is to take social-economical advantage by means of aggregating value to

the large amount of little explored data generated by the vehicles. Not only Usage-

based-Insurance (UBI), but other services can be explored as illustrated in Figure 6.3

6.2.1 Black Box

The Black Box is namely after a mandatory device inside the airplanes, whose func-

tion is to record all generated data, including the conversation between the pilot and
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Figure 6.3: Exploring Vehicle’s Telematics (Jon Tindall)

the base on Earth, the performance of the operating systems and of course, possi-

ble technical problems. When an aircraft accident occurs, it is through the analysis

of the Black Box that the root causes’ diagnosis and the procedures taken are evalu-

ated. Since it was one of the first pay how you drive (PHYD) launched technologies,

it became popular at first for younger drivers, because it is considered a high-risk

group, and because the parents had interest on tracking how their dependents where

driving.

The device is installed in the car by professionals, so it is not portable or easily re-

moved. The great advantage is to be one of the most secure, meticulous, and reliable

methods to measure driver behavior, while the disadvantages are the cost of installa-

tion and maintenance. In addition to car’s sensors, the Black Box is connected to the

Electronic Control Unit (ECU) and is therefore able to access general car data, such
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as accelerometer measurements and engine performance’s use.

In general, there are four main elements that composes the Black Box. One is

the GPS system, which tracks where and when the driver is traveling, also informs

the type of road on he or she is driving. Another is the called motion sensor, which

provides information about the level of braking and average speed mainly. There is

also the SIM card, that as the ones installed inside the smartphones, is responsible

for sending those data to the database. Finally, there is a computer software, which

controls how the information is analyzed and transmitted. The components of the

boxes may vary by manufacturer, there are currently several patents and technology

being developed, however, these are the main device components.

Therefore, the telematics box could provide information about what times of the

day the person usually drives, especially important for more dangerous hours like

late night, the discontinuity with which the driver sets different average speeds, how

sharply is the brake or acceleration, if the driving journeys are usually long or shorts

and total miles driven.

In addition, insurers claim that installing the Black Box have further benefits. One

is track the car in case of theft, since vehicle’s location can be accessed and the Black

Box is not apparent in the vehicle, so that the thief can hardly detect it. Also, in case

of an accident, the insurer can immediate detect a non-standard behavior data and

can provide emergency assistance as quickly as possible, without the person having

to make the request. Also, for non-emergencies accidents that causes conflicts in

transit it is possible to have evidences that the driver was not reckless and therefore

was not to blame for the accident, if that is the case.

Insurers can convert information from the Black Box to an online portal so that

the driver can get feedback on how he or she is driving on a regular basis, to provide

an incentive system and a so-called transparency on the collected and analyzed data.



CHAPTER 6. DRIVER BEHAVIOR 56

6.2.2 Dongles

Unlike the Black Boxes, Dongles are plug-in small boxes that are easily attached to the

On-Board Diagnosis (OBD) vehicle’s system and automatically turns on with vehicle’s

ignition. Compared to the Black Box, it is an easier and cheaper installation device,

but less reliable due to easy removal, even if unintentional. This OBD technology is

classified as a self-diagnostic system present in light-duty vehicles and trucks manu-

factured from 1996 in Europe and USA. (IMS(d)) as can be seen the OBD subsribers

increase in figure 6.4. Basically, since the vehicle has the OBD-II (second and latest

OBD version) technology installed, the Dongle is an adapter which is plugged into

the OBD port of vehicles to provide diagnostics data to a Bluetooth-connected com-

puting device, such as a smartphone and a telematics control unit (TCU), that would

be the insurance company database.

“Although not originally designed with vehicle telematics in mind, OBD-II pro-

vides access to data indicating vehicle speed, engine rpms, calculated fuel consump-

tion, general trip data, and other information (in addition to the diagnostic data for

which the port was designed). All of the relevant information can be transmitted into

a telematics data collection system” (IMS(b))

Figure 6.4: OBD-II Aftermarket Solution Subscribers (IMS(b))
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6.2.3 Smartphones

With technological advances, more modern solutions were launched alternatively to

OBD-II, mostly smartphone apps, or hybrid solutions like Bluetooth-based OBD or

beacon devices paired with a smartphone, as stated in “Hybrid Bluetooth solutions

represent another approach that has gained popularity in the marketplace. A hy-

brid solution combines a Bluetooth based device (such as OBD-II with Bluetooth or

a Bluetooth beacon) paired with a smartphone to relay data using its wireless con-

nection and data plan.” (IMS(b)).

Figure 6.5: Techonology Costs and Basic In-Vehicle Enabler Options for Telematics
Solution (IMS(b))

Smartphone apps as stand-alone devices to measure the driver behavior are the
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latest tool in telematics. The modern ones are usually equipped with a broad type of

sensors, such as GPS, accelerometers, and gyroscopes and they have large data stor-

age capacity, or almost infinite if connected to a cloud platform. The big advantage

is the absence of installation need or data connectivity costs for insurers with smart-

phones equipped with UBI programs. The weakness relies on mainly the quality and

reliability of data measurement that smartphone’s sensors can provide. Also, unlike

the standard OBD-II system, the smartphone’s apps rely on several different operat-

ing systems and platforms. However, due to the cost effectiveness as shown in Figure

6.5 and higher smartphones adoption rate, probably the technology will soon allow

more reliable sensors and an efficient way to standardize the information collected.

Among device solutions connected to OBD-II, hybrid technology or smartphones

apps, there are four main factors to be taken into consideration by the user. Those

are data quality, continuity of the data record, user experience and accident data

(IMS(b)).

Regarding data quality for smartphone, hybrid Bluetooth, and OBD-II solutions,

continuous and calibrated measurements must be captured from the smartphone or

vehicle sensors. Considering an OBD-II device, vehicle speed can be precisely mea-

sured with the Vehicle Speed Sensor (VSS) in the automobile, while with a smart-

phone this is done throw a GPS-based speed, so requires a strong GPS signal being

received. About the continuity of data record, there are two important points to be

stressed about using smartphones. The first is the case when the person does not

carry the cell phone in the car or in which the cell phone runs out of battery, which

would be plausible given the continued use of the device while driving. In this case,

the data collection is interrupted, which detracts from the continuity of the measure-

ments, naturally. One advantage is that the phone is related mainly to a person and

not to a specific car. In this case, even if the person drives different cars (for example,

a young person driving the parents’ car), the information is still tied to that person,

not to the vehicle, unlike for OBD-II measurements. However, this is a feature that
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may be subject to fraud, since the identification of the driver with the vehicle and the

cell phone may be ambiguous.

For the user experience, this is basically the driver’s preference among devices,

considering the use of the interface and the trade-off between the ease of this tech-

nology being integrated with the smartphone and the need for it to collect the data.

Finally, the accident data means the measurement difference between devices

when it comes to an accident. The device connected to the OBD-II has better per-

formance in this case because its position is fixed. For the smartphone, it can be

in places inside the car whose impact is damped and therefore the acceleration of

the car is underestimated by the sensors, generating false information that could be

useful in the case of activating an emergency service.

To conclude, “In the past, telematics solutions based on OBD-II were leading the

market in terms of sheer numbers but are now on the decline. Smartphone technol-

ogy has greatly improved and is satisfying certain market requirements and quickly

advancing as a preferred approach. Hybrid Bluetooth solutions are also gaining pop-

ularity because of their ability to enhance smartphone telematics while offsetting

hardware costs.” (IMS(b)).

6.2.4 Embedded Vehicle Technology

“As of the end of 2013, there were 11 car manufacturers with embedded telematics

equipment in vehicles” (NAIC). This embedded module connected to the vehicle’s

Electronic Control Unit (ECU) can record and transmit data about the vehicle per-

formance. Although the higher cost for the consumer, it can provide more value to

some vehicle’s costs like maintenance, possible recalls, and potentially low insurance

premiums.

Although this seems to be the solution with greater reliability and security, it is

still a telematics reality a little distant and not standardized. Potentially with the

driver behavior valuation, Original Equipment Manufacturers (OEMs) would be in-
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centivized to invest more in this technology as shows the forecast in Figure 6.6. Nat-

urally, due to a better interface, the collected information would be transferred to the

end-user mainly through the smartphone. The vehicle electronical system in general

include multimedia entertainment, vehicle status monitoring, and some safety and

security features.

Figure 6.6: Techonology Costs and Basic In-Vehicle Enabler Options for Telematics
Solution (Lou Frenzel)

6.3 Current Applications

As a context illustration, “There are currently 753 Billion USD automobile insurance

premiums sold around the world today. It is estimated that there are currently 3.6

billion dolars or 0.04% linked to a Usage-Based Insurance rating system. This equates

to under 6 million policies. There are approximately 160 programs or active trials

underway around the world, in 34 countries. This indicates that despite increasingly

frequent media announcements around Usage-Based Insurance, the industry is still

in its infancy. Industry analysts predict that by 2020, 4% of auto insurance policies in
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the world will be rated with telematics, 13% in Europe and just under 18% in North

America.” (Baseline Telematics).

The countries whose insurance companies are most involved in Usage-Based in-

surance (UBI) are USA, Japan, Australia, UK, Spain, and Italy. As an example, there is

a company in USA called Allstate that has developed a UBI program called Drivewise

from early 2010, with a better version integrated with a mobile app from 2014. This

Drivewise app measures mainly the driver‘s speed, braking and time of day, calcu-

lates the possible premium discount and provides feedback on each trip to the user.

From 2016, this program is available in 48 of 50 states and so it is getting more popu-

lar (Wikipedia).

In Italy, since 2005, Sara Assicurazioni created the first pay-as-you-go insurance

policy for vehicles in the country, the SaraFree program. It started with a GPS device

provided to the costumer which allows customers to pay according to the number of

kilometers run with their vehicle. “Customers benefit from the same level of insur-

ance coverage while saving up to 55% on the price of a traditional insurance policy.

Moreover, the GPS application enables to reconstruct the dynamic of an accident, to

assess responsibilities objectively, and to contest unjust fines by proving the position

and speed of the vehicle at any given time.” (Eusiry).

A strong argument to why companies should invest in this technology and new

Usage-Based Insurance (UBI) business model, is by competitive advantage. The in-

surance business market will inevitably go through some changes and this is just

the beginning. In this case, the companies able to follow this trend might be mar-

ket leaders. An interesting new business model is about start ups and Information

Technology (IT) companies that offers outsources services to insurers. In this case,

the reliability and privacy quote are even more complex, since besides the insurance

company and the telematics data collection device, there is also a third part involved.

However, this might be an advantage when related to the technology develop-

ment, as there are companies focus directly on this area. A good example is a com-
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pany called Intelligent Mechatronic Systems (IMS) (IMS(a)), that said to be pioneer-

ing in connected car technology that enables drivers to be safer, smarter, and greener.

“IMS’ award-winning and industry-acclaimed DriveSync connected car platform is

built on 15 years of R&D experience enabling connected car and telematics solu-

tions that are backed by over 200 patents and patents pending. From insurance and

government, to fleets and everyday drivers, IMS solutions are used across industries

worldwide.” (IMS(a)).

A great advantage of this DriveSync platform (Figure 6.7) is the adaptability and

integration with most telematics devices, from smartphones app and hybrid solu-

tions to Internet of Things (IoT) connected devices in On-Board Diagnosis (OBD-II).

Also, it connects drivers to their cars, to other motorists and to surrounding infras-

tructure.

Figure 6.7: DriveSync Connected Car Platform (IMS(c))

In addition, the trend is for carmakers start making partnerships with insurers to

integrate this new business model. As an example, Hyundai has announced a part-
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nership with data analytic company Verisk, “a major data broker for the insurance

industry, with self-stated 3.3 million cars and more than 36.5 billion miles of driv-

ing data in its records” (David Muller). The carmaker announced that from 2018 all

vehicles will provide a Blue Link connected-car service, which can measure a huge

range of data, even like climate control and in-car maintenance scheduling. The in-

formation collected is automatically transferred to the associated insurer via wireless,

but despite being a promising service, in an interview Hyundai was asked about the

terms of privacy, of course. The carmaker then said that would only share user’s data

outside the Hyundai-Verisk with the customer consent (David Muller).

The privacy issue is indeed one of the biggest obstacles to the implementation of

this business model. Therefore, Blockchain with its transparency and privacy prop-

erties has the potential to leverage this technology, a topic that will be discussed later

in this work.

6.4 Driver Behavior Measurement Parameters

The metrics used to define a good driver behavior could be questionable. A coherent

solution for the proposed platform, since it will be developed in Blockchain, is to

analyze the driver behavior based on internal and external benchmarking. So, in

addition to evaluate the driver’s historic it also makes sense to compare it with other

drivers, since due to a decentralized and efficient database, it is possible to access

how the entire Blockchain community behaves in traffic.

Also, it is an incentive to a prudent traffic behavior, since the metric is in con-

tinuous improvement, the better people drive, more an individual must improve to

reach the target. An example of this application follows from the study (EY) which

illustrates the four basic metrics for analyzing driver behavior in Figures 6.8, 6.9, 6.10

and 6.11.

In addition to these basic measures, it is possible to add extra sensors and cam-
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eras, being all interconnected devices. For example, one can detect if the driver is

using the smartphone while driving, a current source of distraction. Other sensors

could detect the drivers alcohol level, fatigue and traffic attention.

Figure 6.8: Kilometers Driven (EY)

Figure 6.9: Speeding (EY)

Figure 6.10: Sharp Parking (EY)
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Figure 6.11: Sudden Acceleration (EY)

Through the vehicle’s own sensors, it is possible to detect the frequency with

which the person drives, so the pay as you drive (PAYD), the quality and requirements

of its general maintenance and fuel consumption. Also exogenous information like

recognizing if the driver is violating some traffic rules or the whether and road’s con-

dition are pretty relevant and can be measured.

Another sensors can detect if the car is mechanical balanced, if the driver prac-

tices fast lane changes, drives off road or practice other dangerous maneuvers, it is

just a matter of technology improvement and integration into the basic system to

better define the driver behavior as can be seen some examples in Figure 6.12

6.5 Motivations of Using Telematics

As discussed, driver behavior analysis through telematics technology has great po-

tential for disrupting the current car insurance business model in an integrated way

such as shows the Figure 6.13.

It would benefit the costumers, insurance companies and the society. From the

costumer point of view, the person could receive rewards such as premium discounts

or access to partner benefits, like garages, maintenance services and gas stations.

Also, demonstrating safe driving habits could be a personal advantage for legal judg-

ment and personal defense in case of an accident. Parallel services that require data
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Figure 6.12: Usage-Based Insurance Telematics (IMS(c))

like vehicle maintenance diagnosis, emergency calls and even recovery stolen vehi-

cles might be empowered by telematics integration.

From the insurers side, it is emphasized the improvement of risk assessment of

the costumers to lower premium expenses by enhancing pricing accuracy. Also re-

duce fraudulent requests and reduce claim costs could increase profit a lot. By low-

ering the premiums and improving costumer’s satisfaction, the company could be a

market leader and increase customer retention with a more friendly and collabora-

tive approach with its consumers.
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Figure 6.13: Fundamental Change in Auto Insurance Industry (AT Kearney)

Finally, analyzing society related benefits, the tendency of this incentive system

is that accidents frequency and its severity diminishes, since people would be moti-

vated to drive in a safer way. Also, the fact that the insurer has immediate access to

emergency requests would potentially reduce the rescue time and improve the city

traffic.

6.6 Blockchain and Vehicle Telematics

One of the major concerns that most people have with Usage-Based Insurance (UBI)

is privacy. The insurance companies must ensure that the driver behavior and vehi-

cle information meet with the privacy legislation. This is one of the challenges that

Blockchain aims to tackle. The issue of privacy is quite complex, both from the user

perspective to feel exposed, and from the company’s possibility of being sued. A de-

centralized and encrypted network would protect both the user and the company

in this sense. This concern from the company side has been a big issue in the in-

formation age, as follows the Cambridge Analytica’s scandal in April 2018 (Nicholas

Confessore). In apprendix D is provided the EU General Data Protection Regulation

(GDPR), that contains the updated privacy rules from 2018.

In this case, neither party has control over the data generated, it will be stored on

the Blockchain network and will serve as input for pre-programmed smart-contracts.
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Thus, the company does not need to have access to the users’ data, only to the output

of the smart-contract. If the company decides to have access to this specific data, it

can request the user’s private key, a temporal hash, that gives access to the informa-

tion generated by that specific user. In this way, the insured person grants controlled

access to the company.

Another problem is the amount of data generated. Although this means a more

complete and therefore secure statistical basis, the insurer needs to handle this amount

of data generated by every car connected. As mentioned, this market is growing and

the Usage-Based Insurance (UBI) means a competitive advantage for the insurer.

Given that, increasingly telematics data will be generated. One solution that some

insurers have adopted is to hire start-ups or outsourced services that are responsible

for capturing and processing such data. Although one of the Blockchain criticisms is

also the storage capacity and the delay in data processing, many solutions have been

emerging. As mentioned in section 2.3.4, it is possible to support smart-contracts

in specific Blockchain networks for data storage, such as InterPlanetary File System

(IPFS) (IPFS). There are still many challenges, but there is a potential positive coop-

eration between the UBI and Blockchain technology.

In this sense, also the issue about real time information could be improved. The

insurer provides a feedback to its users periodically. This requires a time to process

and synthesize the information of the thousands of drivers subscribed into the sys-

tem. In case these data are transferred to Blockchain, smart-contracts would be re-

sponsible for the inputs’ analysis and conclusions. This means a potential real-time

feedback, since the limitation would be the operating capacity of the system rather

than the pace at which the insurer operates the data. It may still be a challenge, but

the Blockchain’s development tendency indicates that it is a tool with increasingly

data-processing capacity. Another positive consequences of this real-time feature

are the greater ease of driver assistance in case of accidents. As soon as an accident

occurs, a medical team or tow truck could be automatically requested for assistance
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and the payment can be instantly charged by one of the parties involved or by the

insurer itself, this would be the "Truested Third Party" as in Figure 6.14.

Figure 6.14: The Trusted Third Party (IMS(d))

Regarding this easy payment feature, as states Genaldi Man, the CEO of Kasko2Go,

a Blockchain technology-based car insurance startup that focus on the fraud detec-

tion problem, “Transactions become instant and cheap due to the rejection of many

counterparties and the replacement of complex infrastructure. Previously, it could

take several weeks from the insured event to make a payment, but now it’s done in

minutes.” Stewart Rogers.

Another Blockchain technology advantage is the non-subjectivity of the data col-

lected analysis by the company. Currently, much data is collected and transmitted

to the insurer or outsourced service that will then be responsible for evaluating and

determining whether the driver deserves the discount on the insurance premium. Al-
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though most insurers offer an online portal or mobile application in which the drivers

can monitor their performance, this assessment is subjective to how the company

judges the criteria, a methodology not completely transparent to the user.

Blockchain would benefit from greater transparency of such data treatment and

the standardization of criteria among insurers. The platform is based on smart-contracts,

what means that they are pre-programmed and open source tools whose function is

to convert vehicle information into reputation tokens for the driver. Both parties can

visualize the code by which the contract defines the number of tokens and this pat-

tern remains the same for all insurers and users, so there is no room for questioning

the validity of the analyzed information.

Naturally, this would also improve fraud detection and risk prevention. To illus-

trate the impact of this issue, the Coalition Against Insurance Fraud estimates the

cost of fraudulent claims in the U.S. in the range of $80 billion on an annually bases

(Coalition Against Insurance Fraud). That’s because with Blockchain network, it is

possible to verify the authenticity of customers, policies, and transactions (such as

claims) by providing a complete historical record.

In addition, the Blockchain network has the characteristic of being immutable, a

great advantage for the insurer and its users. This is because, once the person regis-

ters in the network and the information is validated, all their generated data is stored

in a permanently, secure, organized and in a very difficult to be changed way. Thus,

throughout both vehicle and driver life, regardless of whether the user wants to buy a

car insurance, at the age of 18 or 90, in Asia or South America, the insurer can access

all the individual’s history. So the information would be always linked to the person

and not to the insurer, for the lifetime.

Further motivations to invest in this Blockchain platform are the many other ap-

plications and benefits that this would bring together. The goal is to have millions

of data from all vehicles, drivers, and routes in a transparent, secure, decentralized,

and real time Blockchain network. One of the future developments might be the au-
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tonomous cars, because thousands of information would be frequently updated in

the network, a smart car would then have all the data needed to guide itself accu-

rately and safely.



Chapter 7

Driver Behavior Statistical Analysis

Remark: The objective of this section is, through a realistic traffic database, to ana-

lyze the driver behavior and the correlation between this parameter with the person

characteristics to establish a risk pattern. According to that, it is suggested a new

model in which an “influence” variable is added. This variable represents a scenario

where the driver behavior is positively influenced using the Blockchain application

proposed in this work.

7.1 Red Light Violation Case Study

The report "Analysis of Red Light Violation Data Collected from Intersections Equipped

with Red Light Photo Enforcement Cameras" (David Yang, et al.) was used as the ba-

sis for this statistical model development. This report, sponsored by the US Depart-

ment of Transportation National Highway Traffic Safety Administration, had approx-

imately 47,000 red light violation records from 11 intersections in the City of Sacra-

mento (California) collected between May 1999 and June 2003. The purpose of this

study was to analyze exogenous and endogenous factors influencing the driver to

commit a red light violation.

72
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So, two logistic regression models were developed, each one for a chosen depen-

dent variable. The first one considered whether the driver’s speed when violating

the red signal was greater or lower than the posted speed limit. The second one re-

ferred to the elapsed time since red light onset (less than 2 seconds or greater than

2 seconds). In both statistical analyses the following factors were considered: age of

the driver, time of violation, gender, age of the vehicle and location of the signaled

intersection. The Table in 7.1 illustrates these variables in the case of the measured

speed as a dependent parameter (analogous to elapsed time since red light onset as

a dependent variable).

However, after many iterations, the final model contained only the age of the

driver, time of the violation and location for the signalized intersection as explana-

tory variables, since factors as the gender and the age of the vehicle driven did not

show significant influence.

Use of (David Yang, et al.) as a reference had at least three main advantages: The

first is the highlight of “Age” as a variable that strongly influences driver behavior.

The second is the statistical methodology based on the presented, logistic regression

modeling, adopted for this project. The third is the consideration that traffic signal

violations often result in car accidents of various injury rates, an impact scenario

further considered in this work.

As can be seen in (David Yang, et al.), the driver age and the number of red light

violations are inversely related parameters. This means that the older is the driver,

the less likely he or she is to commit this traffic infraction. As stated, "Analyzed

results for the ’Age’ variable are consistent with our expectation. Research results

from other studies have found that younger motorists drive more aggressively and

are more likely to take driving risks compared to older drivers. Hence, we would ex-

pect that there are more younger drivers who would attempt to ’beat the red light’ by

going through the intersection at high speeds that are greater than the posted speed

limit"(David Yang, et al.).
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Figure 7.1: Dependent and Explanatory Variables Used in Logistic Regression Analy-
sis (David Yang, et al., Table 16)

Moreover, the driver’s age is a relevant factor when it comes to the adaptability

and propensity to use modern technologies, such as a mobile Blockchain applica-

tion it is. So, for the application influence factor it will be considered a young age

group, but whose individuals are already old enough to pay for their own car insur-

ance, which results in a long-term increase in the interest on a discounted premium.

Thus, the most positively influenced age group are individuals aged 25 to 45 years,

although all the age groups will be better evaluated later. Also, the (Insurance Infor-
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mation Institute) provides a research from (Towers Watson) that states "Sixty percent

of those who are interested in Usage-Based Insurance (UBI) indicate they are will-

ing to change their behavior, suggesting a large appetite for behavior-changing fea-

tures, which underscores the value of pursuing the development of effective driver

coaching. The most promising observation is that the willingness to change is high-

est among younger drivers, drivers who drive the most and owners of newer vehicles

(Figure 7.2). These are higher-risk segments, with above average expected insurance

losses. This suggests that if the industry can effectively deliver driver coaching, this

would have the biggest impact on the riskiest drivers, resulting in an improvement in

road safety."

Figure 7.2: Higher risk segments tend to be more willing to change behavior, poten-
tially resulting in lower loss costs (Towers Watson)

To emphasize the importance of the age factor, the Motor Vehicle Occupant and

Motorcyclist Fatality and Injury Rates database was examined throughout the United

States, not only in Sacramento (California). These data are publicly provided by the

National Highway Traffic Safety Administration’s Annual Safety Tables Report (NHTSA).
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In Figure 7.3 there is a graph generated by the Fatality Rate per 100,000 Population.

The database is provided in Appendix A in Tables A.1 and A.2.

Figure 7.3: Motor Vehicle Occupant and Motorcyclist Fatality Rates

Note that the age influence in the driver behavior is a pattern for the whole coun-

try, as well as for different traffic infractions and its consequences, such as a fatal

injury. It is also mentioned in (David Yang, et al.), that red light infractions and car ac-

cidents are directly related, "Overall, the crash rate is estimated at about 5 crashes per

1,000 red light violations based on this Sacramento data set." and so, vehicle crashes

injury levels and pedestrian crashes will be further evaluated considering also the

driver’s age as an explanatory variable.

7.2 Blockchain Application vs. Red Light Violation

To better understand the motorists’ age influence on the driver behavior, the refer-

ence (David Yang, et al.) presents the data in Table 7.1, where the RLVs is the number
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of red light violations, LDs is the number of licensed drivers in California (2001) and

MVMT are the total vehicle miles of travel in the U.S., in millions (1996).

Table 7.1: Distribution of Red Light Violation Records by Age (David Yang, et al. Table
7)

Age
Group

No. of
RLVs

% of
RLVs

No. of
LDs

% of
LDs

% of RLVs/
% of LDs

Total
MVMT

% of
MVMT

% of RLVs/
% of MVMT

<or = 19 1.668 4,27% 883.858 4,09% 1,05 83.169 3,96% 1,08

20-29 9.769 25,02% 3.925.985 18,16% 1,38 412.282 19,65% 1,27

30-39 9.448 24,20% 4.997.068 23,11% 1,05 539.014 25,68% 0,94

40-49 8.390 21,49% 4.797.117 22,18% 0,97 503.354 23,99% 0,90

50-59 5.381 13,78% 3.401.805 15,73% 0,88 288.915 13,77% 1,00

60-69 2.410 6,17% 1.883.240 8,71% 0,71 170.488 8,12% 0,76

>or = 70 1.979 5,07% 1.734.720 8,02% 0,63 101.386 4,83% 1,05

Sub-Total 39.045 *** *** *** *** *** *** ***

Missing Data 7.952 *** *** *** *** *** *** ***

Total 46.997 100% 21.623.793 100% *** 2.098.608 100% ***

Figure 7.4: Normalized Red Light Violation Values by Age Group - (David Yang, et al.,
Figure 2)
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Based on Table 7.1 and Figure 7.4, it is noted a peak for drivers between 20 and

29 years old, a group that falls within the target group influenced by the Blockchain

application. Then, three scenarios were designed in which this technology influ-

ences the behavior of this target age group. Firstly, an influencing factor related to

the driver’s age was established in an optimistic scenario (High Influence Scenario).

These values will serve as a basis for other influence scenarios analysis, not only for

red light violation, but also for other driver behavior indicators, like vehicles crashes.

The influence factor is proportional to the traffic infraction severity, for example,

since vehicles with more traveled mileage are less relevant as indicators of driver be-

havior compared to red light violation, the value of this influence factor was obtained

as one-third of the red light violation factor.

The Results of this hypothetical scenario are presented in Table 7.2. It means that,

for the 20-29 age group, the number of red light violations (RLVs) would reduce in

50%, so from 9.769 infractions (Table 7.1) to 4.885 (Table 7.3). Analogously for the

same age group, the total vehicle miles of travel (MVMT) are reduced by 17%, so ap-

proximately one-third of 50%. Naturally, the number of licensed drivers (LDs) re-

mains the same.

Following this logic, it was designed a Medium Influence Scenario which calcu-

lations are in Table B.1 and a Low Influence Scenario from Table B.2, respectively to

the influence degree of the Blockchain application on driver behavior. By definition,

the ratio between the red light violation (RLV) and vehicles miles of travel (MVMT) is

constant among the three scenarios. The difference relies on the Application Factor

of RLV that was set as 1.5 times lower for the Medium Scenario and 2 times lower for

the Low Scenario, both in respect to the referenced High Scenario.

Finally, when comparing the real scenario with the three hypothetical ones, so

comparing Figure 7.4 with FIgures 7.7, 7.6 and 7.5), it was established to use the

Medium Influence Scenario as a basis. Such influence factors due to the Blockchain

application will be a reference for the statistical modeling of more severe traffic oc-
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currences, such as cars and pedestrian crashes.

Table 7.2: Factors of High Blockchain Application Influence in the Driver Behavior

App. Factor
RLV

App. Factor
MVMT

Age
Group

-30% -10% <or = 19

-50% -17% 20-29

-60% -20% 30-39

-50% -17% 40-49

-30% -10% 50-59

-10% -3% 60-69

-1% 0% >or = 70

Table 7.3: High Influence Scenario

Age
Group

No. of
RLVs

% of
RLVs

No. of
LDs

% of
LDs

% of RLVs/
% of LDs

Total
MVMT

% of
MVMT

% of RLVs/
% of MVMT

<or = 19 1.168 5,33% 883.858 4,09% 1,30 74.852 4,17% 1,28

20 to 29 4.885 22,28% 3.925.985 18,16% 1,23 343.568 19,14% 1,16

30 to 39 3.779 17,24% 4.997.068 23,11% 0,75 431.211 24,02% 0,72

40 to 49 4.195 19,14% 4.797.117 22,18% 0,86 419.462 23,37% 0,82

50 to 59 3.767 17,18% 3.401.805 15,73% 1,09 260.024 14,49% 1,19

60 to 69 2.169 9,89% 1.883.240 8,71% 1,14 164.805 9,18% 1,08

>or = 70 1.959 8,94% 1.734.720 8,02% 1,11 101.048 5,63% 1,59

Sub-Total 21.921 *** *** *** *** *** *** ***

Missing Data 7.952 *** *** *** *** *** *** ***

Total 29.873 100,00% 21.623.793 100,00% *** 1.794.970 100,00% ***
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Figure 7.5: Low Influence Scenario

Figure 7.6: Medium Influence Scenario

Figure 7.7: High Influence Scenario
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7.3 Statistical Modeling of Car Accidents Data

As mentioned, one of the outputs from (David Yang, et al.), is the statistical model-

ing method applied to analyze the red light violation data, so the logistic regression

model. From the modeling description: “Two logistic models were developed to ex-

amine the influence of age, gender, violation time, vehicle year and violation location

on two dependent variables: (1) vehicle speed at the time of violation and (2) elapsed

time between the onset of red signal and the time of violation”.

Logistic regression correlates more than one explanatory variable with a binary

response dependent variable to obtain Odds Ratios (Sandro Sperandei), the defini-

tion is “The Odds Ratio is used when one of two possible events or outcomes are

measured, and there is a supposed causative factor. The Odds Ratio is a versatile and

robust statistic” (Mary McHugh).

The odds of an event is simply the fraction between the probability of that event

occurring and the probability of not occurring, as represents the equation 7.1 (David

Yang, et al.). From this definition, Odds Ratios are the ratio of probabilities of two

events’ occurrence, that is, it represents how much more probable is an events’ oc-

currence in respect to another.

Oi = pi

1−pi
(7.1)

Furthermore, this work focus on traffic injury accidents. Thus, an Odds Ratios

model was developed to evaluate the Driver Involvement Rates per 100,000 Licensed

Drivers by Age, Sex, and Crash Severity (2015), data available publicly (NHTSA). This

database presents driver rates of fatal crashes, injury crashes and property-damage-

only crashes segmented by age and gender of the driver and are presented in Ap-

pendix C.

The data relate the age and gender variables to the driver’s involvement rate within

three levels of crash severity occurrences. In order to simplify the analysis, only the

age variable was considered. This is due to two main reasons, first for the fact that
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the gender was not proved as a significant variable in the reference (David Yang, et

al.) and secondly from the initial hypothesis that the driver’s adoption respective to

the proposed Blockchain application does not depend on the genre.

The analysis tool was the weighted Odds Ratio (William Haenszel, et al.), (Sandro

Sperandei) with the aim of correlating the crash severity with the driver’s age. The

results obtained comparing the Fatal and Injury Crashes are presented in Table 7.4

Table 7.4: Driver’s Involvement Rate in Fatal and Injury Crashes

Driver’s
Age

Involvement
Rate

Drivers in
Fatal Crashes

Drivers in
Injury Crashes

Totals Total
Odds
Ratio

16-20 Involved 117 118 235 379258 89,76

Not Involved 4141 374882 379023

21-24 Involved 144 144 288 359015 72,68

Not Involved 4871 353856 358727

25-34 Involved 384 384 768 693993 71,14

Not Involved 9609 683616 693225

35-44 Involved 362 362 724 542768 72,19

Not Involved 7406 534638 542044

45-54 Involved 395 395 790 494915 64,71

Not Involved 7519 486605 494125

55-64 Involved 377 377 754 392525 62,72

Not Involved 6148 385623 391771

65-74 Involved 250 251 501 205794 56,7

Not Involved 3544 201749 205293

>74 Involved 151 151 302 114762 42,83

Not Involved 2611 111849 114460

The important conclusion from that analysis is that driver’s age follows a trend

similar to that presented in (David Yang, et al.), that is, the younger the driver, the

more likely to be involved in severe crash accidents. Comparisons were also made
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on Fatal versus Property-Damage-Only crashes and Injury versus Property-Damage-

Only crashes and so the outputs follow the same reasoning.

As a result for data in Table 7.4, the weighted Odds Ratio (William Haenszel, et

al.), (Sandro Sperandei) equals to 64,64. It means that the weighted chance of in-

volvement associated with fatal crash is 64,64 times the chance of involvement with

injury crash when considering the various age ranges as a parameter.

In order to correlate a potential improvement of this scenario with the positive

influence proposed by the Blockchain platform, a similar reasoning to that applied

in section 7.4.2 was developed.

Table 7.5: Correlation Between the Factors Influencing The Application and Driver
Behavior

App. Factor
RLV

Age ranges
RLV

Age ranges
Crashes

App. Factor
Injury Crashes

App. Factor
Fatal Crashes

-20% <or = 19 16-20 -30% -40%

-33% 20-29 21-24 -50% -67%

-40% 30-39 25-34 -55% -73%

-33% 40-49 35-44 -53% -70%

-20% 50-59 45-54 -41% -55%

-7% 60-69 55-64 -26% -34%

-1% >or = 70 65-74 -13% -18%

>74 -1% -1%

The Blockchain application proposes penalties in terms of the DBTOKENs, pro-

portionally to the consequences severity degree due to a a bad driver behavior. This

means that, while a red light violation would penalize the user at 1 DBTOKEN, liabil-

ity for involvement in a car accident would penalize at 30 DBTOKENs. As a conse-

quence, it is assumed that more severe penalties result in greater application influ-

ence on the driver behavior. Of course, the driver behavior is influenced by a huge

number of correlated factors, and it is complex to categorize the data in this way, but
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for the sake of illustration, the Application Influence Factor for Injury Crashes was

considered 1,5 times the Influence Factor for Red Light Violation in the Medium In-

fluence Scenario. Analogously, the Influence Factor on Fatal Crashes is 2 times the

Red Light Violation factor. As a result, the Odds Ratios changed from the ones in Ta-

ble 7.4 to the exposed in Table 7.6 and so the reductions percentages can be seen

in Table 7.7 and represents by how much the respective involvement rate would be

reduced in a scenario influenced by the Blockchain platform.

Table 7.6: Driver’s Involvement Rate in Fatal and Injury Crashes When Influenced by
the Blockchain Platform

Driver’s
Age

Involvement
Rate

Drivers in
Fatal Crashes

Drivers in
Injury Crashes

Totals Total
Odds
Ratio

16-20 Involved 70 83 153 379259 76,09

Not Involved 4188 374918 379106

21-24 Involved 48 72 120 359015 47,53

Not Involved 4967 353928 358895

25-34 Involved 102 173 275 693993 40,97

Not Involved 9891 683827 693718

35-44 Involved 109 172 281 542768 44,1

Not Involved 7659 534828 542487

45-54 Involved 178 232 410 494915 48,19

Not Involved 7737 486768 494505

55-64 Involved 248 280 529 392525 54,4

Not Involved 6277 385719 391996

65-74 Involved 206 218 423 205794 53,15

Not Involved 3588 201783 205371

>74 Involved 149 149 298 114758 42,69

Not Involved 2611 111849 114460

Notice that the Odds Ratios were reduced and targeted group ages likely to be
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influenced from the Blockchain platform (25-45 years old) had a reduction average of

nearly 40%. As expected, the weighted Odds Ratio was reduced from 64,64 to 49,32.

So far, it can be concluded that this Blockchain platform has a great potential

impact on society. This because the age group that statistically presents the most

dangerous driver behavior is also the target group more likely to join this technology.

Those hypotheses were based on the trend towards the technology modernization

and by the interest in using a resource that would reduce the premium charged by

insurers.

Table 7.7: New Odds Ratio on a Blockchain Platform Influenced Scenario

Age Old New Reduction
16-20 89,76 76,09 15,23%
21-24 72,68 47,53 34,60%
25-34 71,14 40,97 42,41%
35-44 72,19 44,1 38,91%
45-54 64,71 48,19 25,53%
55-64 62,72 54,4 13,27%
65-74 56,7 53,15 6,26%
>74 42,83 42,69 0,33%

7.4 Statistical Modeling of Pedestrian Crash Severity

7.4.1 Statistical Modeling Description

As noticed, the weighted Odds Ratio (William Haenszel, et al.) applied method re-

quires categorical explanatory variables, in this case the age ranges. In order to bet-

ter understand the age influence on the driver behavior, it is interesting to input this

collected data (the various ages) as a continuous variable. That because, segmenting

this data throw breaking points could hide points of interest. Therefore, the Odds Ra-

tio calculation throw the logistic regression model is an alternative. Not only that, but

with the logistic regression model it is possible to combine more than one explana-

tory variable to better understand the factors influencing the driver behavior, similar



CHAPTER 7. DRIVER BEHAVIOR STATISTICAL ANALYSIS 86

reasoning addressed on (David Yang, et al.).

The equation that represents this statistical model is:

pi = ea+b1x1+b2x2+...+bn xn

1+ea+b1x1+b2x2+...+bn xn
(7.2)

From equation 7.2, the xn parameters are the explanatory variables and the bn

their corresponded coefficients, a is a constant term and pi is the probability of a

given yi output equals to 1 (a binary event; occurrence or not occurrence).

7.4.2 Pedestrian Crashes Database Description

The database used for the following two logistic regression models developed is pub-

licly available at (NCDOT) and reports details about crashes involving pedestrians

in Chapel Hill Region of North Carolina from January 2007 through December 2013.

From (NCDOT) “Information for each crash includes: County, City, Crash Date, Crash

Day, Crash Group, Crash Location, Crash Time, Crash Severity, Bike/Pedestrian Age

Group, Bike/Pedestrian Alcohol Detected, Bike Direction, Bike/Pedestrian Injury,

Bike/Pedestrian Position, Bike/Pedestrian Race, Bike/Pedestrian Sex, Ambulance Re-

sponse, Driver Age Group, Driver Estimated Speed, Speed Limit, Driver Alcohol De-

tected, Driver Injury, Driver Race, Driver Sex, Driver Vehicle Type, Hit and Run, De-

velopment, Light Condition, Locality, Number of Lanes, Road Characteristics/Class/

Condition/Configuration, Road Defects/Features, Traffic Control, Crash Type, and/or

Weather.”

As described, the driver’s age was set as a continuously explanatory variable in

both models and combined with other influence parameters. So on, were developed

hypothetical scenarios where a Blockchain Influence Factor is added to evaluate the

correlation among all those variables.
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7.4.3 Influence Factors on Driver’s Alcoholic Sobriety

A driver caught in an alcoholic condition is a strong indicator of a terrible driver be-

havior. Driving drunk is an irresponsible attitude that causes serious accidents. Thus,

this will be the dependent variable analyzed in this model and, therefore, interpreted

as a significant driver behavior indicator. The proposed Blockchain platform predicts

that sensors could detect the driver’s sobriety so that the person could be penalized

in some DBTOKENs. Depending on the case, in countries where the law does not

tolerate any alcohol level, the driver can suffer even more serious consequences.

In addition to the continuous explanatory variable, the driver’s age, variable codes

“No Injury”, “Possible Injury”, “Evident Injury” and “Killed or Disabling Injury” are

the four dummy variables representing four categorized severity levels when a pedes-

trian crash occurred. Important to emphasize that those severity levels refer to the

crash injury on an overall analysis, not only related to the pedestrian condition. First,

in the logistic regression analysis, “No Injury” was selected as the reference variable

during the data regression process because is the less likely to be related with a not

sober driver. Further, the other variables were tested as reference variables, and those

results are compared below.

Estimated coefficients, p-Values, and Odds Ratios for all explanatory variables in

the final logistic regression model are presented in Table 7.8.

Table 7.8: Estimated Results for the Binary Logit Model with "Alcohol" (Driver Sobri-
ety) as a Dependent Variable

Variable Coefficient p-Value Odds Ratio 1/Odds Ratio
Age -0,016 0,181 0,984 1,016

Possible
Injury

12,953 0,017 4,2E+05 2,4E-06

Evident
Injury

12,693 0,035 3,3E+05 3,1E-06

Killed/Disabling
Injury

13,223 0,015 5,5E+05 1,9E-06
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From statistical theory, the p-Value represents a variable’s significance level for

a respective analysis, so the smaller it is, the more significant is the variable for the

final model (David Yang, et al.). Those p-Values were calculated in Excel throw the

Likelihood Ratio statistical test (Mark Harmon). The Odds Ratios explained in section

7.3 were simply calculated as the exponential of the respective coefficient value.

Regarding the coefficient interpretation, analogous to the results obtained in the

reference (David Yang, et al.), the estimated coefficient for the variable “Age” is a neg-

ative value. This means that, as the driver’s age increases, the likelihood of him or her

being considered drunk after a pedestrian crash is reduced. As a result, the inverse

Odds Ratio value for "Age" (1,02) means that the predicted chances of a motorist

driving drunk are decreased by 1,02 times with increasing age.

However, the p-Value for the “Age” variable is a little above the established thresh-

old (0,18>0,10), meaning that this variable does not have a high significant correla-

tion with the output. This p-Value is a statistical parameter that indicates whether

the variables have or not a strong correlation with the result, so usually values be-

tween 0,05 and 0,01 are accepted. From a didactic study perspective, a reason for

that could be the small size of the sample comparable to the wide range of possibili-

ties. In other words, the database provided only approximately 300 pedestrian crash

(NCDOT) occurrences, while the driver’s age goes from 16 to 70 years old. Probably, a

dataset with more case occurrences would led to very small p-Values, as happens in

the reference (David Yang, et al.) when the p-Value for the “Age” variable is less than

0,001 and almost 47.000 datapoints were computed. Since a p-Value lower than 0,05

represents a 95% level of confidence, for this prototype a 80-85% level of confidence

will be also considered as valuable, so a p-Value up to 0,2 will be accepted for now.

It can be noticed that the variables regarding the crash severity present really

small values for the Odds Ratio inverse fraction. This data interpretation follows that

the output probability of the driver being drunk for the reference variable, “No In-

jury”, is 3.07E-06 times the probability for the “Evident Injury”. Since the p-Value for
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all those dummy variables are <0,05 they can all be significant for the model. How-

ever, since the Odds Ratios correlation seemed to be weak (they have a magnitude

powered by a 10−6 factor), a new model was developed but with the “Evident Injury”

as the reference variable and the results are presented in Table 7.9.

Table 7.9: Estimated Results for the Binary Logit Model with "Alcohol" (Driver Sobri-
ety) as a Dependent Variable – Second running model

Variable Coefficient p-value Odds Ratio 1/Odds Ratio
Age -0,016 0,181 0,984 1,016
No

Injury
-15,867 0,551 1,3E-07 7,8E+06

Possible
Injury

0,259 0,035 1,296 0,771

Killed or Disabling
Injury

0,529 0,387 1,698 0,588

As expected there is a huge difference among the inverse value of the Odds Ratios

and the p-Values, Table 7.9 shows that the output probability of a driver being drunk

in a “Evident Injury” crash scenario is in the order of magnitude of one million times

the “No Injury” while is only 0,59 times the “Killed/Disabling Injury”. To explain those

results, by looking at the p-Values it can be noticed that the values for the “No Injury”

and “Killed/Disabling Injury” are very out of range for 0,05>p>0,01 and so they are

not considered significant for the final model. However, while the “Possible Injury”

variable has a p-Value<0,05 (and so is accepted as significant for the model), the in-

verse value of the Odds Ratios shows a value close to 1 between this variable and the

reference variable “Evident Injury”.

As a consequence, further in the second model approach, the severity of the in-

jury will be treated as a binary variable as well, a severe or not pedestrian damage,

since the dummy variables approach for a division of four levels of severity did not

show a good fit. Another fact that limits this modeling approach in comparison with

the reference (David Yang, et al.) is the human factor that in a crash, there are at least

two people involved. This means that, for a red light violation the decision of com-
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mitting the violation or not relies only on the driver’s choice, while in a pedestrian

crash the fault can be either the pedestrian or the driver, or a combination of the two

factors. Therefore, it would be interesting to have an even greater number of data-

points than in the red signal analysis (so more than 47.000), because the randomness

of the both factors combined is greater.

As a result, follows in Table 7.10 two comparisons taking in account the age and

the crash severity:

Table 7.10: Age Comparison of Driver’s Probability of Being Drunk in a Pedestrian
Crash with "Evident Injury" Severity Level

Severity
Level

Driver’s
Age

Probability
of being drunk

Evident
Injury

20 16.62%

Evident
Injury

40 12.64%

As discussed, Table 7.10 shows that for a 20 to a 40 years old driver, there is a

3,98 percentage points on the probability of being caught drunk in a pedestrian crash

accident with an “Evident Injury” level.

In order to evaluate a scenario where the Blockchain Platform diminishes the al-

coholic state of the drivers, a new dummy variable called Application Positive Influ-

ence Factor was coded as “Low”, “Medium” and “High” in accordance with the cor-

responding influences rates. Coherently with the previous discussion, a “High” level

was related to people from 25 to 45 years old, the “Low” level was related to drivers

from 56 to 70 years old and so the “Medium” level was set to age ranges from 16 to

24 and 46 to 55 years old. The reference variable was defined as the “Low” influence

level. For this new scenario, it was considered that if the person was before drunk

in the pedestrian crash, but he or she is in the “High” influence group, then now the

person would not be driving drunk anymore. The results are presented in Table 7.11

Regarding the influence levels, since only the “High” level was set as sufficient
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Table 7.11: Estimated Results for the Logistic Regression Model with "Alcohol" as a
Dependent Variable in a Blockchain influenced Scenario

Variable Coefficient p-Value Odds Ratio 1/Odds Ratio
Age -0,022 0,160 0,9777 1,023

No Injury -16,298 0,070 8,0E-08 1,2E+07
Possible

Injury
-0,219 0,490 0,802 1,250

Killed or
Disabling Injury

0,537 0,364 1,711 0,584

Medium -0,617 0,314 0,539 1,854
High -15,124 0,0003 2,7E-07 3,7E+06

influencing to change the driver’s sobriety level output, there is a notorious inverse

value of the Odds Ratios for this variable while comparing it to the reference variable

(“Low”) and a much smaller rate when comparing the “Low” and “Medium” param-

eters. This means that a “Low” Blockchain influenced driver, has a probability of

being caught drunk in an order of magnitude a million times bigger than a “High”

influenced driver. As well, it can be emphasized the very small p-Value for the “High”

variable when comparing to the others, what expresses its significance in the final

model, and because of that have no meaning in accounting for the “Medium” vari-

able in a final model.

Table 7.12: Driver’s Probability of Being Drunk Compared among Blockchain Influ-
enced Scenarios

Severity
Level

Driver’s
Age

Probability
of being drunk

Blockchain
Influence Factor

Evident
Injury

20 25.83% LOW

Evident
Injury

20 15.82% MEDIUM

Evident
Injury

20 0.00% HIGH

Finally, results illustrating this Blockchain Influenced Scenario are presented in
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Table 7.12. For the category “Low Blockchain Influenced” scenario the probability

of a driver who caused an "Evident Injury" pedestrian crash to be driving drunk is

25,83% while for the “Medium Influenced” scenario is 15,82%. Regarding the “High

Influenced” scenario the result falls almost to a null value.

7.4.4 Factors Influencing Pedestrian Accidents

The Pedestrian Crash Dataset (NCDOT) was used to develop a second logistic sta-

tistical model, but with different input and output data. In this case, three explana-

tory variables were considered: again, the “Age” as a continuously parameter, the

driver’s sobriety (binary information if the individual was drunk or not) and the aver-

age speed measured at the time of a pedestrian crash. For the speed variable, 12 aver-

age speeds were considered, first as a continuous explanatory variable as the driver’s

age and then as 12 dummy variables, since the results showed that this was a signif-

icant factor for the final model. However, results presented in Table 7.13 are related

to the first attempt since the final model with no dummy variables presented a better

fit for this dataset size problem solving.

The dependent variable was set as the occurrence or not of a pedestrian serious

injury, thus related to the pedestrian condition due to the accident. Therefore, the bi-

nary occurrence “Not Severe Injury” was referred to cases where the pedestrian had

“No Injury” or “Possible Injury” while the “Severe Injury” occurrence was considered

when the pedestrian had a “Evident Injury” or “Killed or Disabling Injury”. This ap-

proach was defined from the previously correlation analysis among many injuries

severity levels, where it was concluded that dividing four severity levels did not have

a great statistical significance, probably due to few available datapoints. Here, the

crash severity level is related to the pedestrian state and not the accident as a whole.

The logistic statistical modeling results are presented in Table 7.13. Again, the es-

timated coefficient for variable “Age” is a negative value, meaning that as the driver’s

age increases, the probability of causing severe damage to a pedestrian in an acci-
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Table 7.13: Estimated Results for the Logistic Regression Model with Pedestrian In-
jury as a Dependent Variable

Variable Coefficient p-Value Odds Ratio 1/Odds Ratio
Age -0,014 0,064 0,985 1,015

Alcohol 0,664 0,260 1,944 0,514
Speed 0,040 1,86E-05 1,041 0,960

dent, decreases. Here, the p-Value is lower than 0,10 what means a higher level of

significance for this variable in the final model.

Regarding the driver’s sobriety as an input binary variable, the estimated coeffi-

cient is positive, meaning that if the driver is drunk there is a higher probability of

a pedestrian accident being severe, as expected. However, from the p-Value signifi-

cance analysis this variable was not accepted as significant in the final model, since

its p-Value is higher than 0,10 and even the pre-set 0,20 limit (meaning a confidence

interval lower than 80%). This might explain why in the first logistic regression model

approach the majority of data inputs did not show a significance correlation with the

output, the probability of the driver being drunk or not. So, by comparing the two

models, it can be concluded that the driver’s sobriety does not have a high correla-

tion with the pedestrian crash injury level.

Considering the driver’s average speed, also a positive estimated coefficient, it

represents that there is a higher probability of a pedestrian crash being severed as

the higher is the vehicle’s speed. It is emphasized that the p-Value for this variable is

very small (p-Value<0,001) and so indicates a high impact on the dependent variable

for the final model. So far, from those two models it can be concluded that the cor-

relation between the driver’s age and the severity of a pedestrian crash is much more

related to a speed factor than to the driver’s state of sobriety.

From the results presented in Table 7.14, it is possible to discuss the impact among

the three explanatory variables on the probability of the pedestrian being seriously

injury due to a pedestrian crash. Considering the “Driver A” as the reference, the
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Table 7.14: Influence by Age, Alcoholic Sobriety and Average Speed on the Probability
of a Pedestrian Seriously Injured due to a Pedestrian Crash

Driver A Driver B Driver C Driver D
Driver’s Age 20 40 20 20

Alcohol 1 1 0 1
Average Speed (mph) 35 35 35 50

Probability of a Pedestrian
Seriously Injury

88,83% 85,55% 80,35% 93,60%

output probability decreases 3,28 percentage points if a drunk driver’s age goes from

20 to 40 years old (comparing Driver “A” and “B”). On the other hand, if the refer-

ence driver is not anymore considered drunk, so “Driver C”, the output probability

decreases 8,48 percentage points. Finally, if the motorist is driving with a 50 mph av-

erage speed instead of a 35 mph, so “Driver D” comparison, the probability increases

4,77 percentage points.

Henceforth, this model is reevaluated by considering a scenario where there is a

Blockchain platform influencing different age groups. In the first logistic regression

model (Influence Factors on Driver’s Sobriety), the Blockchain Influence Factor was

considered as a dummy variable and coded as “Low”, “Medium” and “High”. How-

ever, it was concluded that there was a small step on the impact generated from

the “Low” to “Medium” and a sharply step when the category changed from “Low”

to “High”. So, in this model, this variable was also treated with a binary approach.

From the results obtained on previous age groups studies, it was defined that the

Blockchain Influence Factor would be set "High", then binary 1 for drivers aged 25 to

45 and "Not High", then binary 0 for drivers under 25 years or over 45 years old.

As a consequence, the explanatory variables were edited to illustrate the Blockchain

Influence Scenario. If the alcoholic condition was positive and the driver belonged to

the “High” influenced group, then the alcoholic condition was set as negative, due to

the previously considered severe DBTOKENS penalties related.

As well as, if the measured average speed was above 38 mph and again, the driver
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belonged to the “High” influenced group, then the average speed was set to the the-

orical posted speed limit of 38mph. This reference average speed was defined based

on the 11 posted speed limits considered in the report (David Yang, et al.) that ranges

from 25 mph to 45 mph.

Unlike the first logistic regression model, Logit Model with "Alcohol" (Driver So-

briety) as a Dependent Variable in a Blockchain influenced Scenario, the output re-

sults (“Severe” or “Not Severe” Pedestrian Injury in this case) was not manipulated.

The reason for this is to estimate more realistically how the results (see Table 7.15)

behave by changing only the explanatory input variables.

Table 7.15: Estimated Results for the Logistic Regression Model with the Pedestrian’s
Level of Injury as a Dependent Variable in a Blockchain influenced Scenario

Variable Coefficient p-Value Odds Ratio 1/Odds Ratio
Age -0,022 0,009 0,977 1,022

Alcohol 0,650 0,280 1,916 0,5218
Speed 0,041 1,417E-05 1,042 0,959

Blockchain
Influence Factor

-0,727 0,015 0,482 2,07

Comparing the Tables7.14 and 7.15, the “Age”, “Alcohol” and “Average Speed” ex-

planatory variables follow the same pattern. However, notice a smaller p-Value for

“Age” (p-Value<0,10), what means a higher significance in the final model within the

new conditions. This is coherent because the "Blockchain Influence Factor", the new

variable, is directly related among age ranges.

Regarding this Blockchain variable, a negative estimated coefficient indicates that

the more is the driver influenced by the application, the smaller is the probability of

causing a severe injury in a pedestrian crash. Also, examining the p-Value, it is ob-

tained a value below 0,10; meaning that this is high significant explanatory variable

in the final model.

To conclude, in Table 7.16 are presented the output results, the correspondents

probabilities of a individual being seriously injured due to a pedestrian crash in a
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Blockchain influenced scenario. The last line is related to probability results from Ta-

ble 7.14 in order to provide a comparative analysis. For all those hypothetical scenar-

ios there were significant probability percentage points reductions, what indicates

very satisfactory results.

Table 7.16: Scenario Influenced by Age, Alcoholic, Average Speed and Blockchain on
the Probability of a Pedestrian Seriously Injured due to a Pedestrian Crash

Driver A Driver B Driver C Driver D
Driver’s Age 20 40 20 20

Alcohol 1 1 0 1
Average Speed (mph) 35 35 35 50
Blockchain Influence

Factor
1 1 1 1

Probability of a Pedestrian
Seriously Injury

85,81% 79,37% 75,94% 91,87%

Reference Probability without
the Blockchain Influence

88,83% 85,55% 80,35% 93,60%

7.5 Model Results

So, the first conclusions were based on (David Yang, et al.), that pointed out a strong

correlation between the driver’s behavior when committing a red light violation and

their age, time of the day and semaphore location. From those results, the “Age” vari-

able was highlighted due to the hypothetical high correlation with a person’s being

likely or not to use the proposed Blockchain application platform. In order to evalu-

ate the highest impacts from the Blockchain application, fatal and injury datasets in

the whole USA were related to the driver’s age, under the hypothesis that it would fol-

low the red light violation trend (NHTSA). It was then confirmed that the “Age” could

be a relevant variable while analyzing the driver behavior in traffic collisions.

Given that, hypothetical scenarios targeting drivers from 25 to 45 years old were

designed, the red light violation provided in (David Yang, et al.), but also examining



CHAPTER 7. DRIVER BEHAVIOR STATISTICAL ANALYSIS 97

Injury, Fatal and Property-Only Damage involvement rate data provided by the Na-

tional Highway Traffic Safety Administration (NHTSA). This target age groups was set

because might be drivers able to use modern technologies, such as Blockchain, but

also highly motivated by reducing their insurance premium.

As seen, the influence of Blockchain depends not only on the age of the motorist,

but also on the degree of severity of the drivers’ behavior indicators. This means that

the Blockchain platform would set higher DBTOKENs penalties for a driver involved

in a pedestrian crash or for a driver being caught drunk than for a driver who commits

a red light violation. Due to this proportionally incentive system, it is expected that

also the Blockchain influence factor on the driver behavior would be proportional to

the penalties set.

Moreover, two logistic regression models were developed in order to examine traf-

fic crash data while considering the “Age” as a continuously variable, in order to bet-

ter understand their correlation. The first model presented the “Age” as explanatory

variable but also the crash severity as dummy variables, so four levels of severity, and

the output was the probability of the driver being drunk when the accident occurred.

Further, another dummy variable representing the degree of influence (by Age) by

the Blockchain application in the driver behavior was added.

Although there were positive results on the driver behavior due to Blockchain in-

fluence, this dummy variable model did not seem to be the best approach, and then

a second logistic regression model was designed. In this second approach, again the

“Age” variable was considered, but also the driver’s average speed and the individ-

ual’s alcohol sobriety. The output in this case was the probability of a pedestrian

being or not seriously injured in a pedestrian crash occurrence. Again, another vari-

able representing the Blockchain influence was then set, considering that it would

only influence the target age group. As a result, the Blockchain application showed

positive and high impact on the driver behavior. Therefore, this second logistic re-

gression model approach was an improvement on whether the data was processed
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and so on the obtained results.

To conclude, not only the initial hypothesis that the Blockchain application plat-

form could influence the driver behavior under seriously traffic accidents were vali-

dated, but also it was measured the possible magnitude of influence under the anal-

ysis between target age group likely to use this technology and the correlation among

the driver’s age and the involvement rate in different types of crash accidents.



Chapter 8

Conclusion

8.1 Results

From the main objectives of this Master’s Thesis (highlighted in section 1.3), the re-

spective results are:

1. Despite elucidating various Blockchain applications in the Automotive Indus-

try, the work focused on the insurance sector. While still an underdeveloped

idea on the market, Ethereum’s smart-contracts have proven to be a powerful

tool for contractual issues in terms of non-subjectivity and transparency. The

motivation is based on the current insurance business model, with many fi-

nancial losses and reliability lack due to bureaucracy, fraud and dissatisfaction

for both clients and companies;

2. About the platform design, the proposed solution to combine vehicle’s telemat-

ics with the Blockchain platform is through the Internet of Things (IoT). In this

way, the driver behavior measurements serve as input for the smart-contracts

to automatically define a corresponding premium’s price for each driver with

certain frequency. Also, this measured behavior would be available to the driver

and the whole community in terms of DBTOKENs, the plataform’s reputation

99
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tokens. In this way, an incentive system is created so that people can follow

their performance in traffic through the amount of DBTOKENs received or deb-

ited;

3. To prove the positive potential impact of this platform, statistical logistic re-

gression models were developed to compare the current driver’s traffic accident

involvement rate and a hypothetical scenario where the Blockchain influence

factor is correlated with the target age group (25-45 years old). It was noted a

sharply drop of risk injury probabilities, mainly because this age group is com-

paratively very likely to be involved in traffic violations and accidents, but also

is the most potentially like to use the Blockchain platform.

8.2 Recommendations for Further Work

As discussed in section 1.5, the major limitation of this project is the bureaucratic fea-

ture of implementation. Therefore, it would be interesting that the next steps focus

on a specific geographic region, so a country or part of it. That is because, the leg-

islative and bureaucratic requirements would be studied in order to understand how

best to implement this Blockchain platform in the car insurance market. It would

be interesting to conduct studies regarding the payment means, the time frequency

with which the contracts would be generated and possible partnerships with insur-

ance companies and car manufacturers.



Appendix A

Fatality and Injury Rates

This Appendix A section provides the database used to perform the graphic in Figure

7.3 in section 7.1 to emphasize the importance of the variable "Driver’s Age".

These data are publicly provided by the National Highway Traffic Safety Admin-

istration’s Annual Safety Tables Report (NHTSA) and represents the Motor Vehicle

Occupant and Motorcyclist Fatality and Injury Rates per Population by Age Group,

1975-2016. It was generated on 05/06/2018.

Note: Population estimates for historical years are periodically revised by the U.S.

Census Bureau.

Sources: FARS 1975-2015 Final, 2016 ARF; U.S. Bureau of the Census.



Table A.1: Fatality Rate per 100,000 Population

Age Group (Years)
Year

<5 5-9 10-15 16-20 21-24 25-34 35-44 45-54 55-64 65-74 >74 Total
1975 4,5 2,71 5,71 38,77 34,9 21,57 15,67 13,42 13,29 14,72 16,98 16,67
1976 4,5 2,56 6,14 40,95 35,01 21,27 15,27 13,71 13,58 14,92 17,27 17,05
1977 4,68 2,83 6,44 42,86 38,73 22,27 15,61 13,9 13,55 14,03 16,13 17,81
1978 4,61 2,66 6,6 44,45 40,75 24,26 16,72 14,07 13,44 14,79 16,36 18,7
1979 4,35 2,84 6,13 44,36 40,06 24,96 17,11 14,03 13,24 13,59 15,51 18,67
1980 4,24 2,67 6 42,94 39,86 24,82 16,85 14,51 12,83 12,96 15,27 18,45
1981 3,75 2,43 5,24 38,56 37,41 24,22 16,63 13,81 12,68 13,16 14,94 17,62
1982 3,67 2,22 4,85 34,51 32,75 20,45 14,3 11,84 11,24 11,85 14,89 15,39
1983 3,55 2,33 4,6 33,18 30,97 19,86 13,87 11,79 10,92 11,92 15,48 14,9
1984 3,13 2,33 5,21 34,94 32,89 20,26 13,91 11,86 11,16 12,98 16,18 15,39
1985 3,18 2,36 5,52 33,72 32,75 19,5 13,87 11,88 11,33 12,63 16,73 15,15
1986 3,42 2,3 6,07 38,16 33,72 21,04 13,82 11,5 11,38 13,46 17,71 15,92
1987 3,78 2,6 6 36,65 32,83 21,05 14,15 12,1 11,93 13,58 18,22 15,92
1988 3,82 2,64 5,74 37,95 33,63 20,5 14,2 12,33 12,15 14,12 19,26 16,02
1989 3,93 2,92 5,48 34,71 30,85 20,1 13,89 12,46 12,18 14,24 19,41 15,43
1990 3,3 2,5 5,25 34,14 30,62 19,81 13,34 12,2 11,91 13,36 18,48 14,89
1991 3,13 2,39 4,86 31,76 28,83 17,79 12,29 11,12 10,75 13,22 19,14 13,78
1992 2,99 2,41 4,75 28,37 25,96 16,54 11,71 10,62 10,53 13,27 18,81 12,89
1993 3,14 2,35 4,67 28,99 26,7 16,47 11,86 10,52 10,86 12,73 20,78 13,02
1994 3,46 2,35 5,07 30,46 26,27 16,07 11,79 11,15 10,71 13,99 20,71 13,18
1995 3,17 2,46 5,15 29,58 27,3 17,03 12,49 11,01 11,42 13,67 20,87 13,43
1996 3,4 2,34 5,07 29,43 27,31 16,78 12,6 11,14 11,58 14,2 20,84 13,46
1997 3,16 2,42 4,96 28,38 25,53 16,49 12,23 11,57 11,96 14,46 22,09 13,34
1998 3,03 2,6 4,6 27,61 25,06 15,81 12,6 11,44 11,53 14,31 21,28 13,09
1999 2,94 2,54 4,49 28,1 25,56 16,13 12,62 11,48 11,52 14,17 20,7 13,16
2000 2,82 2,38 4,27 27,76 25,29 15,55 12,81 11,51 11,38 12,88 19,51 12,88
2001 2,68 2,27 3,77 27,76 24,94 15,67 12,93 11,35 11,01 12,76 19,35 12,79
2002 2,44 2,13 4,07 28,84 25,88 15,75 13,03 11,85 11,1 12,61 18,81 12,99
2003 2,48 2,14 4,13 27,26 24,87 15,54 13,07 12,02 11,24 12,45 19,27 12,87
2004 2,57 2,28 4,25 26,69 24,94 15,82 12,48 12,07 11,05 12,3 18,16 12,74
2005 2,35 2,24 3,49 25,26 25,71 16,33 12,92 11,99 11,6 12,46 17,29 12,74
2006 2,32 1,85 3,31 24,59 26,07 16,37 12,68 11,8 10,95 11,31 15,73 12,39
2007 1,98 1,78 3,17 22,86 25,02 15,4 12,2 11,52 10,58 10,93 15,41 11,85
2008 1,5 1,44 2,42 18,71 21,56 14,28 11,03 10,54 9,82 10,02 14,16 10,56
2009 1,62 1,4 2,17 16,41 17,62 12,45 9,9 9,89 8,78 9,18 13,42 9,45
2010 1,48 1,26 1,95 13,92 17,6 11,84 9,45 9,15 8,88 8,95 14,01 9,02
2011 1,38 1,22 1,82 14 16,67 11,5 9,05 8,97 8,36 9,11 12,62 8,71
2012 1,54 1,17 1,7 13,26 16,94 12,18 9,54 9,27 8,86 9,11 12,16 8,92
2013 1,44 1,19 1,75 12,37 16,09 11,65 9,08 8,86 8,62 8,8 12,45 8,59
2014 1,24 1,23 1,7 12,46 15,9 11,53 8,69 8,99 8,39 8,22 12,15 8,44
2015 1,42 1,29 1,78 13,2 16,74 12,42 9,41 9,44 8,94 9,09 12,61 9,01
2016 1,53 1,41 1,87 13,35 17,54 13,18 10,02 9,52 9,34 9,3 13,23 9,4
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Table A.2: Injury Rate per 100,000 Population

t

Age Group (Years)
Year

<5 5-9 10-15 16-20 21-24 25-34 35-44 45-54 55-64 65-74 >74 Total
1975 417 444 734 3.283 2.666 1.800 1.308 1.030 876 710 656 1.319
1976 370 469 727 3.210 2.467 1.672 1.280 985 801 713 618 1.251
1977 329 430 674 3.110 2.494 1.672 1.227 989 844 750 514 1.220
1978 384 470 709 2.921 2.317 1.574 1.144 977 801 727 521 1.162
1979 323 438 685 2.988 2.253 1.573 1.101 971 783 722 586 1.140
1980 367 471 657 2.885 2.307 1.606 1.195 956 821 707 592 1.155
1981 411 468 706 2.958 2.369 1.667 1.225 987 857 756 598 1.192
1982 418 483 742 3.193 2.456 1.722 1.291 1.132 926 755 624 1.257
1983 418 533 731 3.132 2.432 1.766 1.295 1.085 904 788 654 1.256
1984 400 461 684 2.981 2.401 1.689 1.257 1.012 815 761 641 1.196
1985 403 440 677 2.780 2.123 1.586 1.158 1.029 873 696 587 1.133
1986 383 477 662 2.828 2.169 1.596 1.135 1.028 801 759 610 1.136
1987 350 405 547 2.690 2.096 1.450 1.159 948 830 723 665 1.083
1988 311 372 510 2.451 2.032 1.392 1.094 931 754 666 578 1.018
1989 304 380 513 2.371 1.905 1.318 1.033 873 761 614 549 974
1990 302 375 468 2.255 1.853 1.336 1.022 873 728 604 523 953
1991 286 352 476 2.115 1.710 1.214 1.009 876 724 598 494 912
1992 265 322 472 1.962 1.720 1.225 951 830 680 538 467 873
1993 270 286 403 1.828 1.583 1.155 922 762 662 553 490 825
1994 266 288 354 1.713 1.523 1.135 841 751 625 550 433 786
1995 242 265 353 1.533 1.389 1.039 798 717 598 489 402 729
1996 220 260 322 1.342 1.378 965 735 695 566 503 397 685
1997 191 251 314 1.313 1.332 935 804 706 569 460 416 682
1998 229 242 299 1.251 1.255 957 785 689 583 456 384 671
1999 197 266 276 1.307 1.351 1.018 826 740 618 512 422 709
2000 228 264 283 1.248 1.342 974 777 716 624 503 437 692
2001 228 240 300 1.188 1.268 1.008 819 758 620 492 403 695
2002 235 280 305 1.337 1.382 1.024 846 741 642 531 404 722
2003 2,48 2,14 4,13 27,26 24,87 15,54 13,07 12,02 11,24 12,45 19,27 12,87
2004 2,57 2,28 4,25 26,69 24,94 15,82 12,48 12,07 11,05 12,3 18,16 12,74
2005 2,35 2,24 3,49 25,26 25,71 16,33 12,92 11,99 11,6 12,46 17,29 12,74
2006 2,32 1,85 3,31 24,59 26,07 16,37 12,68 11,8 10,95 11,31 15,73 12,39
2007 1,98 1,78 3,17 22,86 25,02 15,4 12,2 11,52 10,58 10,93 15,41 11,85
2008 1,5 1,44 2,42 18,71 21,56 14,28 11,03 10,54 9,82 10,02 14,16 10,56
2009 1,62 1,4 2,17 16,41 17,62 12,45 9,9 9,89 8,78 9,18 13,42 9,45
2010 1,48 1,26 1,95 13,92 17,6 11,84 9,45 9,15 8,88 8,95 14,01 9,02
2011 1,38 1,22 1,82 14 16,67 11,5 9,05 8,97 8,36 9,11 12,62 8,71
2012 1,54 1,17 1,7 13,26 16,94 12,18 9,54 9,27 8,86 9,11 12,16 8,92
2013 1,44 1,19 1,75 12,37 16,09 11,65 9,08 8,86 8,62 8,8 12,45 8,59
2014 1,24 1,23 1,7 12,46 15,9 11,53 8,69 8,99 8,39 8,22 12,15 8,44
2015 1,42 1,29 1,78 13,2 16,74 12,42 9,41 9,44 8,94 9,09 12,61 9,01
2016 1,53 1,41 1,87 13,35 17,54 13,18 10,02 9,52 9,34 9,3 13,23 9,4



Appendix B

Red Light Violation vs. Blockchain

Here are presented the results for the red light violation’s (David Yang, et al. (2006))

hypothetical influenced scenarios by the Blockchain platform.

The B.1 is respective to the Medium Influence Scenario and so B.2 to the Low

Influence Scenario.
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Table B.1: Medium Influence Scenario

Age
Group

No. of
RLVs

% of
RLVs

No. of
LDs

% of
LDs

% of RLVs/
% of LDs

Total
MVMT

% of
MVMT

% of RLVs/
% of MVMT

<or = 19 1.334 4,83% 883.858 4,09% 1,18 77.624 4,09% 1,18

20 to 29 6.513 23,57% 3.925.985 18,16% 1,30 366.473 19,33% 1,22

30 to 39 5.669 20,52% 4.997.068 23,11% 0,89 467.145 24,64% 0,83

40 to 49 5.593 20,24% 4.797.117 22,18% 0,91 447.426 23,60% 0,86

50 to 59 4.305 15,58% 3.401.805 15,73% 0,99 269.654 14,22% 1,10

60 to 69 2.249 8,14% 1.883.240 8,71% 0,93 166.699 8,79% 0,93

>or = 70 1.966 7,11% 1.734.720 8,02% 0,89 101.161 5,33% 1,33

Sub-Total 27.629 *** *** *** *** *** *** ***

Missing Data 7.952 *** *** *** *** *** *** ***

Total 35.581 100,00% 21.623.793 100,00% *** 1.896.183 100,00% ***

Table B.2: Low Influence Scenario

Age
Group

No. of
RLVs

% of
RLVs

No. of
LDs

% of
LDs

% of RLVs/
% of LDs

Total
MVMT

% of
MVMT

% of RLVs/
% of MVMT

<or = 19 1.501 4,50% 883.858 4,09% 1,10 80.397 4,03% 1,12

20 to 29 8.141 24,42% 3.925.985 18,16% 1,35 389.377 19,49% 1,25

30 to 39 7.558 22,67% 4.997.068 23,11% 0,98 503.080 25,19% 0,90

40 to 49 6.992 20,97% 4.797.117 22,18% 0,95 475.390 23,80% 0,88

50 to 59 4.843 14,53% 3.401.805 15,73% 0,92 279.285 13,98% 1,04

60 to 69 2.330 6,99% 1.883.240 8,71% 0,80 168.594 8,44% 0,83

>or = 70 1.972 5,92% 1.734.720 8,02% 0,74 101.273 5,07% 1,17

Sub-Total 33.337 *** *** *** *** *** *** ***

Missing Data 7.952 *** *** *** *** *** *** ***

Total 41.289 100,00% 21.623.793 100,00% *** 1.997.395 100,00% ***



Appendix C

Driver Involvement Rates in Car

Accidents

The presented database are the Driver Involvement Rates per 100,000 Licensed

Drivers by Age, Sex, and Crash Severity in 2015 and it is publicly available in

(NHTSA). It was accessed on 05/05/2018.

Sources: NASS GES 2015; Licensed Drivers-Federal Highway Administration

Notes: Drivers include motorcycle riders. Some States include restricted driver

licenses and graduated driver licenses in their licensed driver counts.
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Table C.1: Drivers in Fatal Crashes

Sex

Male Female Total
Age

(Years)
Drivers

Involvement
Rate

Drivers
Involvement

Rate
Drivers

Involvement
Rate

<16 112 * Rate * Rate *

16-20 2.944 49,28 1.313 22,73 4.258 36,24

21-24 3.723 51,22 1.289 18,06 5.015 34,81

25-34 7.445 39,01 2.543 13,17 9.993 26,03

35-44 5.808 32,4 1.959 10,72 7.768 21,46

45-54 6.067 31 1.847 9,28 7.914 20,05

55-64 5.019 27,16 1.499 7,79 6.525 17,3

65-74 2.795 22,92 998 7,78 3.794 15,16

>74 1.878 26,36 884 11,12 2.762 18,33

Unknown 59 * 8 * 978 *

Total 35.850 33,3 12.381 11,21 49.162 22,54

Table C.2: Drivers in Injury Crashes

Sex

Male Female Total
Age

(Years)
Drivers

Involvement
Rate

Drivers
Involvement

Rate
Drivers

Involvement
Rate

<16 19.000 * 17.000 * 36.000 *

16-20 198.000 3.310 177.000 3.065 375.000 3.189

21-24 190.000 2.618 164.000 2.292 354.000 2.457

25-34 376.000 1.969 308.000 1.597 684.000 1.782

35-44 290.000 1.615 245.000 1.343 535.000 1.478

45-54 275.000 1.405 212.000 1.067 487.000 1.234

55-64 218.000 1.180 168.000 872 386.000 1.023

65-74 116.000 952 85.000 666 202.000 806

>74 65.000 913 47.000 587 112.000 741

Total 1.747.000 1.623 1.424.000 1.289 3.171.000 1.454
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Table C.3: Drivers in Property-Damage-Only Crashes

Sex

Male Female Total
Age

(Years)
Drivers

Involvement
Rate

Drivers
Involvement

Rate
Drivers

Involvement
Rate

<16 57.000 * 41.000 * 98.000 *

16-20 555.000 9.297 447.000 7.735 1.002.000 8.530

21-24 504.000 6.931 398.000 5.577 902.000 6.260

25-34 988.000 5.175 753.000 3.903 1.741.000 4.535

35-44 776.000 4.330 578.000 3.163 1.354.000 3.741

45-54 709.000 3.625 489.000 2.458 1.199.000 3.037

55-64 573.000 3.103 400.000 2.081 974.000 2.582

65-74 295.000 2.419 205.000 1.597 500.000 1.998

>74 150.000 2.109 113.000 1.420 263.000 1.746

Total 4.608.000 4.280 3.425.000 3.101 8.032.000 3.683

Table C.4: Drivers in All Crashes

Sex

Male Female Total
Age

(Years)
Drivers

Involvement
Rate

Drivers
Involvement

Rate
Drivers

Involvement
Rate

<16 76.000 * 58.000 * 134.000 *

16-20 756.000 12.657 625.000 10.823 1.381.000 11.755

21-24 698.000 9.600 563.000 7.888 1.261.000 8.752

25-34 1.371.000 7.183 1.064.000 5.513 2.435.000 6.344

35-44 1.072.000 5.978 825.000 4.517 1.897.000 5.240

45-54 990.000 5.061 704.000 3.534 1.694.000 4.291

55-64 796.000 4.310 570.000 2.961 1.366.000 3.622

65-74 414.000 3.394 291.000 2.271 705.000 2.818

>74 217.000 3.049 160.000 2.018 378.000 2.505

Total 6.390.000 5.936 4.861.000 4.401 11.252.000 5.159



Appendix D

General Data Protection Regulation

The following information is publicy available on (European Commission)

regarding the 2018 reform of EU data protection rules. It specifies what changes

after May 2018, when the General Data Protection Regulation rules will be applied.

It was accessed on 06/11/2018.
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CLEAR LANGUAGE

TODAY TOMORROW

Often businesses explain their privacy policies in 
lenghty and complicated terms

Privacy policies will have to be written in a clear, 
straightforward language

CONSENT FROM USER

TODAY TOMORROW

Businesses sometimes assume that the user’s 
silence means consent to data processing, or they 
hide a request for consent in long, legalistic, terms 
and conditions — that nobody reads

The user will need to give an affirmative consent 
before his/her data can be used by a business. 
Silence is no consent

A new era for data protection in the EU 
                                           What changes after May 2018

The Facebook/Cambridge Analytica revelations show the EU has made the right choice to propose and 
carry out an ambitious data protection reform through the General Data Protection Regulation (GDPR).

The General Data Protection Regulation rules will apply as of 25 May 2018. They will bring several 
improvements to deal with data protection violations in the future:



A new era for data protection in the EU — What changes after May 20182

MORE TRANSPARENCY

TODAY TOMORROW

The user might not be informed when his/her data 
is transferred outside the EU

Businesses will need to clearly inform the user 
about such transfers

Sometimes businesses collect and process personal 
data for different purposes than for the reason 
initially announced without informing the user 
about it

Businesses will be able to collect  and  process data 
only for a well-defined purpose. They will have to 
inform the user about new purposes for processing

Businesses use algorithms to make decisions about 
the user based on his/her personal data (e.g. when 
applying for a loan); the user is often unaware 
about this

Businesses will have to inform the user whether 
the decision is automated and give him/her a 
possibility to contest it



A new era for data protection in the EU — What changes after May 2018 3

STRONGER RIGHTS

TODAY TOMORROW

Often businesses do not inform users when there is 
a data breach, for instance when the data is stolen

Businesses will have to inform users without delay 
in case of harmful data breach

Often the user cannot take his/her data from a 
business and move it to another competing service 

The user will be able to move his/her data, for 
instance  to another social media platform

It can be difficult for the user to get a copy of the 
data businesses keep about him/her

The user will have the right to access and get a 
copy of his/her data, a business has on him/her

It may be difficult for a user to have his/her data 
deleted

Users will have a clearly defined “right to be 
forgotten” (right to erasure), with clear safeguards

STRONGER ENFORCEMENT

TODAY TOMORROW

Data protection authorities have limited means and 
powers to cooperate

The European Data Protection Board grouping 
all 28 data protection authorities, will have the 
powers to provide guidance and interpretation 
and adopt binding decisions in case several EU 
countries are concerned by the same case

Authorities have no or limited fines at their disposal 
in case a business violates the rules

The 28 data protection authorities will have 
harmonised powers and will be able to impose 
fines to businesses up to 20 million EUR or 4% of a 
company’s worldwide turnover

Visit the European Commission’s online guidance on data protection reform — available in all EU languages:
europa.eu/dataprotection
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