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Chapter 1

Introduction

This Master’s Thesis examines the rise of Artificial Intelligence as both a technology
and a shaping force that, despite its relative youth, has already had a significant impact
on human life and society, creating an urgent need for regulation worldwide. This work
wants to contribute to the global discussion by integrating relevant academic and news
sources with realistic case analysis, informed by my experience at LT42 headquarters in
Milan. The analysis is grounded in the theoretical framework of Jacques Ellul and other
contemporary thinkers, placing the AI revolution within a broader discourse on society
and its relationship with technology.

This thesis is structured around three core, interconnected research questions,
which guide the comparative analysis of the EU’s approach to AI governance:

• How does the EU AI Act balance the imperatives of innovation and fundamental-
rights protection within its structure, and how effectively do its mechanisms sup-
port this balance?

• What are the benefits and limits of the Act’s risk-based classification when applied
to opaque, general-purpose AI models (GPAI), and how do the black-box nature of
these systems challenge the need for transparency, robustness, and accountability?

• How does Jacques Ellul’s The Technological Society help explain the public atti-
tude towards AI?

Methodology note A multifaceted methodological approach combines legal textual
analysis, comparative case studies, and literature review to evaluate the European Union’s
AI Act (AIA) and its theoretical underpinnings.

The research that has gone behind it is primarily focused on dissecting the current
status of affairs to better understand the context and the practical challenges behind a
correct implementation of the Act.

To provide a real-world context and illustrate the practical application of the AIA’s
framework, specific case studies were developed to demonstrate the real-life tensions
that can arise in the practice of a computer engineer who needs to interface with the
law governing their work. The legal analysis is cross-referenced with technical research
and external data to ground normative concepts in empirical reality, such as technical
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standards, quantitative metrics proposed by academic work, and reports on enforcement
actions by EU Data Protection Authorities against major AI providers.

This methodology aims to provide a comprehensive picture of the status quo, ad-
dressing both the letter of the law and its operation within the complex, rapidly evolving
landscape of the modern Technological Society.
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Part I

Comparative Overview
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Chapter 2

International and Multilateral AI
Governance Initiatives

Governments are increasingly striving to keep pace with the rapid evolution of technology
and its accelerated expansion into markets and the public sphere. A new wave of laws
and policies is emerging worldwide to address the impact of technology on citizens’ lives
and work:in 2024 alone, references to AI in legislation increased by over 21% globally
[110], representing a ninefold rise since 2016.

Reflecting the general-purpose nature of this technology, the challenges associated
with AI are diverse, ranging from established concerns such as data privacy to emer-
ging issues regarding the attribution of responsibility for the actions of autonomous
algorithms.

It is important, then, to provide at least an overview of key AI laws across major
countries and regions, to highlight regional differences and international coordination
efforts.

• In 2022, UNESCO’s Recommendation on the Ethics of AI [122] represented a
landmark in international AI policy as the first global ethical standard for
AI [121]. This framework centres on the protection of human rights and
dignity, establishing key principles including transparency, fairness, account-
ability, privacy, and human oversight of AI systems. It further provides policy
guidelines to operationalise these principles, particularly in areas such as data
governance, education, culture, and environmental issues.

• In November 2023, the United Kingdom hosted the Global AI Safety Summit at
Bletchley Park[117], an event that brought together representatives from coun-
tries including Australia, China, Israel, Nigeria, the Republic of Korea, Rwanda,
Switzerland, the United Kingdom, and the United States, as well as the European
Union. The summit addressed risks associated with highly advanced AI systems
that could cause serious or catastrophic harm, whether intentional or acci-
dental, particularly in critical sectors such as cybersecurity and biotechnology.
The discussions resulted in the Bletchley Declaration, which emphasised the ur-
gency of addressing these risks. Notably, Russia, despite its relevant role in the
industry,did not participate in the summit.
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• In a further multilateral initiative, the Council of Europe, comprising 46 coun-
tries, is currently drafting a Framework Convention on AI, Human Rights,
Democracy, and the Rule of Law [63], with contributions from notable parti-
cipants such as the United Kingdom, the United States, and Israel. The convention
seeks to establish common standards for AI governance, accountability, and risk
assessment consistent with human rights norms.

These international initiatives indicate a growing consensus on high-level AI principles,
such as transparency, accountability, and human oversight. However, in practice the de-
gree and manner of implementation differ markedly from one jurisdiction to another,
reflecting variations in local priorities, regulatory approaches, and levels of technological
development. For example, while some countries have adopted comprehensive regulat-
ory frameworks with binding legal requirements, others rely primarily on non-binding
guidelines or sector-specific measures. These differences underscore the complexity of
achieving international alignment on AI governance, between shared principles and di-
vergent strategies.

2.1 International AI standards and agreements

This section provides a brief review of what brings actors together,namely, the active
standards in the field of AI, and their role at this stage in the evolution and development
of artificially intelligent technologies.

2.1.1 The importance and role of standard setting in techno-
logy

In the modern geopolitical landscape, standard-setting has become a key arena for com-
petition, particularly among major powers such as the United States, Europe, and China,
each adopting distinct strategies to shape the rules governing emerging technologies like
AI. Standards in technology, especially if it is a new, budding field of it, are not merely
about bureaucratic control: they are a strategic necessity for enabling domestic innov-
ation, ensuring market predictability, reliability and interoperability, at the same
pace of building trust in its safety. They serve as vital tools for effective governance
and risk management, and promote transparency and ethical development. Their role
as valid guidelines to follow for organisations is widely recognised, with reports [66] of
AI standards allowing for fewer issues after deployment and faster[18] time to market
for new products. Indeed, standards have always acted as a common language that en-
hances mutual understanding on the global panorama (with estimates[95] suggesting an
impact on about 93% of global trade): they provide clear benchmarks for new products
entering the market, promote fair competition against monopolies1, and allow for new
interconnections for integrated systems that are more than the sum of their parts.

As can be suspected, with such significant involvement comes also the power to
be gained for those who dictate the rules. In countries were state control tends to bow

1See, for example, the case of the USB-C standard, that allowed for proliferation of third-party
peripherals and reuse of old charging cables from different manufacturers.
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to industry power, such as the United States, the process of standard-setting is born
out of self-organized conferences between market leaders, which then pass on the pro-
ceedings to government organisations for final approval. This is a particularly profitable
arrangement for the companies that end up on top, as they are set to gain from intellec-
tual property licensing and, indirectly, from locking incompliant firms out of Western
markets. On the other side of the spectrum, countries like China have a strong top-down
approach that signifies strong government involvement , which reinforces the com-
mon belief that standard setting is a prerogative of world-leading players[17]. Indeed,
one of the Chines Government’s primary objectives is to free Chinese industry from pay-
ing expensive royalty fees for foreign-held patents embedded in international standards,
while simultaneously establishing itself as the market leader. Through backing coming
from commercial agreements such as the Belt and Road Initiative, China has pushed[46]
for international alignment with standards bodies it has particular influence over, like
the United Nations’ International Telecommunication Union (ITU), especially in the field
of mobile communications[76].

As China’s approach[17, 25, 18, 46, 108] is to treat IP as a factor of production
whose cost should be minimised, this has led to a push for cheap or royalty-free
licensing options for patents included in standards, and to the adoption of standards as
an effective leverage to negotiate better economic conditions (particularly in lowering
royalty rates for Chinese firms). This strategy, combined with the creation of plausible
alternatives, has allowed China to introduce competition multiple times into what would
otherwise be a monopoly on essential technology, directly benefiting its vast manufactur-
ing sector, even when the unique Chinese standards themselves failed to gain widespread
adoption. A significant precedent for this is what happened with Blu-Ray Players in
the early 2000s: at that time, Chinese factories produced about 75%[61] of the world’s
DVD players, but their profit margins fell to as low as one U.S. dollar[16] per unit due
to high royalty payments to a consortium of foreign patent holders. In response to
this, China’s Ministry of Information Industry backed the development of an indigenous
standard called EVD (Enhanced Versatile Disc). Foreign patent holders of the dominant
standard were now faced with a choice: maintain their high royalty rates and risk Chinese
manufacturers shifting to the new, cheaper domestic standard, potentially losing ac-
cess to the vast Chinese manufacturing ecosystem and domestic market, or offer
a significant reduction in royalty rates to make their own standard more attractive and
maintain market dominance. This process was repeated in the high-definition era: China
developed the China Brand High Definition (CBHD) disc as an alternative to Blu-Ray,
which was a sufficient threat to force the Blu-Ray Alliance to not only include a Chinese
audio-video codec in its international standard but also to reduce its mandatory royalties,
despite the CBHD never reaching commercial success.

What is at stake is more than just profits, although companies such as Huawei, for
example, now earn more from licensing its technology than it pays for others’[45], but a
conduit for ideology, as standards can encode social values, just as it happened when
Western-designed Internet was heralded as a bringer of edge user empowerment and
decentralisation.
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2.1.2 Main international AI standards and agreements

The AI standards landscape is populated by a variety of international and national
bodies, each playing a distinct role in shaping the governance of this technology. Here
is a brief list of the leading actors and their contributions:

ISO/IEC Their ISO/IEC 42001:2023[69] standard is considered the "gold stand-
ard" for an AI management system, providing a comprehensive framework for
AI governance and risk management. Other publications include standards
for Artificial Intelligence concepts and terminology (ISO/IEC 22989:2022)
and Guidance on risk management (ISO/IEC 23894:2023)[68], and the tech
reports on Bias in AI systems and AI aided decision making (ISO/IEC TR
24027:2021)[71], on ethical and societal concerns on the use of AI (ISO/IEC
TR 24368)[73], on trustworthiness in AI (ISO/IEC TR 24028:2020)[72], and
even on environmental sustainability concerns (ISO/IEC TR 20226:2025)[70].

IEEE The Institute of Electrical and Electronics Engineers (IEEE) has an active
portfolio of standards related to autonomous systems, machine learning, and
AI ethics, including the IEEE 2857-2024[64] standard for AI performance
benchmarking.

ITU The International Telecommunication Union (ITU) is actively developing
guidelines for AI, which are formally published as ITU Recommendations.
In particular, the Union has dealt with the use of AI for 5G/6G communic-
ations (ITU-T Y.317x series[78]), for Health (ITU-T H.870, Guidelines for
safe listening devices/systems[77]), multimedia and autonomous driving (the
latter two being active, but still developing areas, involved in fields such as
deepfake detection[75]).
Many of these contributions are part of the AI for Good[74] initiative, dedic-
ated to ensuring Artificial Intelligence is used to help solve the world’s most
urgent problems, like climate change, hunger, poverty, health, and inequal-
ity, as outlined by the UN Sustainable Development Goals (SDGs), bringing
together governments, private companies, academia, civil society, and 40
UN sister agencies on a single platform.

OECD,UNESCO The Organisation for Economic Co-operation and Development (OECD)
and the United Nations Educational, Scientific and Cultural Organization
(UNESCO) have established more high-level principles for ethical AI[122],
as (non-binding) recommendations for Member States to implement them
in their governing structures.
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Chapter 3

The United States’ approach:
market-driven, sector-specific, and
innovation-focused

The US regulatory landscape attempts to balance innovation and safety concerns in a
relatively fragmented manner, characterised by sector-specific regulations addressing
AI in particular domains, as well as various state-level initiatives that create variation
across jurisdictions. On the one hand, executive orders provide federal-level guidance,
but they lack the binding force of legislation. On the other hand, state-level action is
generally relegated to updating and amending existing legal frameworks to account for
the specific risks introduced by AI systems.

3.1 Data Privacy in the U.S.

Unlike the EU’s GDPR, the U.S. lacks a blanket federal data protection law that covers
the private sector’s use of personal data [52]. However, sectoral privacy laws exist
(for example, HIPAA for health data, FERPA for educational settings), together with
a patchwork of state laws: California’s Consumer Privacy Act (CCPA)[19], effective
2020, granted California residents rights over personal data and imposed obligations to
businesses that meet certain thresholds. Later, in 2023, California’s Privacy Protection
Agency also presented draft regulations that to require businesses to disclose and offer
opt-outs for automated decision-making systems that significantly affect consumers
(such as AI used in job hiring or credit decisions)[20]. Several other states (Virginia,
Colorado, Connecticut, Utah, etc.) have passed privacy laws, though these will not be
analysed since they are generally weaker than California’s [120].

3.2 Federal Initiatives and International Standards

At the federal level, a single, general AI legislation remains under debate, so the United
States have yet to adopt a centralised approach to AI governance. However, collect-
ively, the AI in Government Act, the AI Leadership Order, and the Trustworthy AI Order
remain the three critical pillars of the complete U.S. strategy, in addition to relying heav-
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ily on a combination of existing laws (such as consumer protection, anti-discrimination,
and privacy laws), agency guidance, state-level initiatives, and voluntary frame-
works[21].

In the meantime, federal bodies are using existing authority to oversee AI uses within
their domain: the Federal Trade Commission (FTC), for example, treats biased or de-
ceptive AI outputs as potential violations of consumer protection laws (as per the FTC
Act, Section 5), the Equal Employment Opportunity Commission (EEOC) looks for com-
pliance with civil rights laws on employment discrimination, and the Consumer Financial
Protection Bureau (CFPB) has intervened on giving explanations to automated decisions
under the Equal Credit Opportunity Act[51].

Figure 3.1: OECD’s Principles
for trustworthy AI [1]

Generally speaking, the USA’s stance on regulat-
ory matters is always one that fosters innovation and
growth, explicitly [89] [84] preferring «alternatives to
regulation, and [...] public communications and [...]
voluntary consensus standards, that agencies could take
to reduce barriers to the use of AI.", rather than im-
posing a more precautionary approach [88]. Following
this philosophy, in lieu of hard law, the U.S. govern-
ment and its Offices and Bodies have issued many policy
frameworks and executive actions on AI.The 2021 Na-
tional AI Initiative Act established a coordinated fed-
eral strategy for AI Research & Development and set
up the National AI Initiative Office, as well as the Na-
tional AI Advisory Committee and the National AI Re-
search Resource Task Force; as many other Offices and
Committees before them on strategic and high-impact
technologies, these efforts were focused on funding re-
search and technical education, rather than regu-
lation[131]. All this clearly reflects the USA’s desire
not to fall behind in innovation and retain world leadership through investment and
standard-setting utilising their economic and political influence, rather than approach-
ing carefully a yet scarcely understood technology and undermine its growth. In 2022,
the White House Office of Science and Technology Policy published a Blueprint for an
AI Bill of Rights[105], which contains a non-binding set of principles for the design
and deployment of AI systems. This document calls for safe and effective systems,
algorithmic discrimination protections, data privacy, clear notice and explanation
about AI use, and human-based fallback plans. Though just advisory, it set the tone
for subsequent governance efforts.

As far as standards are concerned, in January 2023 came the NIST AI Risk Manage-
ment Framework (RMF): this framework, to be adopted on a voluntary basis, provides
detailed guidance for organisations on how to identify, assess, and mitigate risks in AI
systems, via their mapping, measurement, and management [116]. Today, the NIST
AI RMF is for the American tech industry (and its allies) a baseline for governance
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best practices, more so as it aligns with other global standards, such as the OECD1’s
Principles for Trustworthy AIs [1](Figure 3.1).

Also in 2023, the White House released an Executive Order on Safe, Secure, and
Trustworthy AI, effectively the most extensive action by the U.S. government on AI to
date[119]. While an Executive Order is not legislation, it still binds the actions of federal
agencies in indirect ways, for example, by conditioning federal funding or procurement
on certain AI safety practices. This Executive Order in particular shines for establishing
a comprehensive approach to AI:

• It requires developers of the most powerful AI models to share safety test results
with the government before deployment[50];

• It charges NIST with setting rigorous AI safety standards (e.g. for red-team
security testing and watermarking AI-generated content)[23];

• It instructs agencies to develop standards to prevent AI from exposing personal
data, and to uphold civil rights (in decisions on credit, housing, employment,
etc.)[12].

• It addresses risks of AI in critical infrastructure and bioweapons[50];

• It promotes U.S. leadership in setting international AI norms[65].

3.3 The USA’s version of a innovation-regulation
balance

The United States has long cultivated a historically liberal, market-oriented philo-
sophy, prioritising support for innovation over prescriptive regulation. Executive
testimony and academic surveys repeatedly note that U.S. firms view «risk-averse and
burdensome regulation»[14] as a direct threat to the speed of technological develop-
ment and innovation-first plans, especially in the IT field. This attitude is reinforced by
a legal environment that offers strong property rights protections, limited liability
for early-stage ventures, and a tradition of self-regulation through industry standards
rather than statutory mandates.

Recent efforts to reconcile innovation with oversight have favoured regulatory sand-
boxes as experimental spaces where firms can trial new AI services under a temporary,
negotiated set of rules. For example, Utah’s legal services sandbox, launched in Au-
gust 2020, is a good example of how sustained dialogue between the regulator and the
industry can bring about evidence-based reform that is more naturally accepted by its
subjects. However, the limited scale of these pilots and the lack of a coordinated
national framework mean that insights remain fragmented, with the broader U.S. stance
continuing to rely on ad hoc, light experimentation rather than a unified regulatory
architecture.

The U.S. approach favours dynamic, iterative regulation that evolves alongside the
industry’s actors. Fenwick, Vermeulen and Corrales Compagnucci [48] identify two com-
plementary setups in doing that: near the sandbox-type instruments just mentioned,

1Organisation for Economic Co-operation and Development

11



there is an intense cultivation of innovation ecosystems that pair established corpor-
ations with startups, allowing the merging of significant innovative pushes with some
supervision by established, recognised firms that informally have the power to set the
rules in the industry.

Despite the rhetoric of collaborative governance, the United States’ policy process is
heavily shaped by industry influence. Lancieri, Edelson and Bechtold [83] document
six principal channels through which AI firms capture the regulatory agenda, i.e. with
their own agenda setting, advocacy, academic capture, information management, cultural
capture and media capture, demonstrating a systematic ability to steer legislation
toward the weaker will of government. It is not only the traditional definition of lobbying
that is enacted: firms also dominate public-private advisory groups, draft standards
that later become de facto regulations, and fund think tanks that produce research
oriented to their preferred policies. The result is a regulatory environment where, in
the words of Lévesque[85], «firms are essentially grading their own homework,» with
«the concentration of power in a few industry players veer[ing] into self-governance»,
at the cost of risking insufficient public interest safeguards. As confirmation, Carvão,
Ancheva, Atir et al. [[33]] have examined 150 AI related bills presented before the 118th
U.S. Congress and have identified «emerging areas of alignment» between policymakers
and industry, and have warned that collaboration must be guarded against capture using
independent auditing, public reporting and statutory enforcement .

Lévesque’s research shows that these safeguards might not be working, at least for
now: for example, the author cites the case of the US Algorithmic Accountability Act,
which requires firms to perform impact assessments; its requirements are so broadly
stated that they «provide practically limitless flexibility [...] in performing impact as-
sessments», potentially resulting in «cherry-picking or manipulation». This means
that firms can, in practice, select methodologies and metrics that cast their actions in
the most favourable light, enabled by permissive language that allows for «subjective,
self-serving interpretation».

To complete the picture, Littler’s 2024 C Suite Survey [96] of more than 330 senior
executives found that 56% of U.S. C suite leaders still do not have an established generat-
ive AI policy in place. This statistic alone encapsulates the so-called implementation
gap, the first manifestation of the the scarce presence of a formal, externally enforced
governance. The results of the survey are troubling, especially when considering smal-
ler and mid-sized enterprises, where resource constraints and competing priorities
make formal AI governance seem like a luxury rather than a necessity.

Even among the most virtuous firms that have established such policies, severe im-
plementation problems persist: Littler’s research identifies that C-level executives are
in disagreement between themselves on how aggressively the firm should pursue AI,
what risks are tolerable, and how compliance should be monitored. As this misalignment
cascades downward, mid-level managers face an impossible choice: advance innovation
(and immediate profit) or protect the firm from possible harm? In practice, the firm
often defaults to the path of least resistance, which is rapid deployment with minimal
foresight on collateral risk, as the costs of innovation delay are immediate and visible,
while the costs of risk materialisation are, by nature, felt as extremely distant.
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3.3.1 Understanding Regulatory Capture[136, 129, 83, 128]

Regulatory capture is a complex phenomenon with far-reaching implications for pub-
lic welfare, particularly in rapidly evolving and wide-impact sectors like Artificial Intel-
ligence.
The concept emerged from George Stigler’s [114] seminal work in 1971, in which regulat-
ory capture described situations observed where market incumbents lobbied for stricter
rules, such as licensing requirements in publishing, to protect themselves from com-
petition from new entrants. Fundamentally, it occurs when industry actors are able to
«hijack» regulatory regimes and policymakers, steering them to serve their private
interests rather than the public good. Today, this encompasses not just the strengthen-
ing of regulations to protect particular interests, but also efforts to weaken oversight,
under-regulate harmful practices, or influence how rules are enforced.

The role of regulatory capture is especially pronounced in fields such as Artificial
Intelligence, where industry actors are on a war path to gain profitability and market
dominance, even at the cost of caution. Regulatory capture poses a fundamental threat
not just to the average person, but to democratic institutions as well, as a citizen who
perceives the law as serving only private interests will lose trust in the government, which
in turn will undermine the legitimacy of institutions and will make it even more chal-
lenging to implement effective policies that are actually followed. In sum, as priorities
become distorted, power becomes entrenched, giving established industry players a per-
manent advantage and making it harder and harder to promote equality or foster true
competition.

In practice, regulatory capture unfolds through a variety of mechanisms, both overt
and subtle.

Direct mechanisms involve immediate and often visible efforts to shape the decisions
of policymakers; this is the case of personal engagement, where industry repres-
entatives participate in formal policy processes and advocacy, creating the opportunity
to stall progress or steer debates in their favour. Incentive shaping is another direct
method, ranging from campaign donations and gifts to the notorious revolving doors
phenomenon, when individuals move between roles in industry and regulatory agencies,
retaining contacts and influence wherever they go and exploiting them as needed. In-
formation capture, meanwhile, occurs when industry actors manage to manipulate the
flow of information going towards policymakers, e.g. through agenda-setting 2, select-
ive data sharing, or even sharing overwhelming technical detail. Lastly, lobbying remains
significantly effective, with evidence showing great confidence in those efforts, especially
in sectors like AI (the scale is substantial: in the United States, AI-related lobbyists
increased by 120% in 2023 relative to 2022, with 85% hired by industry).

2Agenda-setting refers to the ability of actors, in this context AI companies, trade associations, and
lobby groups, to shape what policy issues are placed on the decision-makers’ radar and which solutions
are considered legitimate. It is a popular capture channel [128] that works, for example, by deciding
first which risks should be brought up and discussed primarily, and how issues are framed (e.g. by
describing a process as an inevitable, uncontrollable force).
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Indirect mechanisms of capture are more subtle, shaping the broader environ-
ment in which regulatory decisions are made. Academic capture, for example, in-
volves industry funding of research institutions, subtly influencing academia’s hot topics
3. Normative capture, on the other hand, happens when regulators unconsciously
adopt the values and assumptions of the industry they oversee, such as the belief that
innovation is inherently beneficial, as a result of psycho-social mechanisms. Something
similar is cultural capture, which occurs when regulators are brought into shared net-
works and social ties to exploit group identity effects and align interests. Media and
public relations close the circle by downplaying risks or amplifying industry-favoured
perspectives.

The effects of regulatory capture are visible in several aspects of governance, start-
ing from the content of policy itself, which ends up being weak, under-enforced, or
imbalanced in prioritising specific goals (often innovation or profit) at the expense
of safety and fairness. In the realm of AI, this translates to the absence of robust safety
standards or inadequate oversight for the adverse effects of products. At the enforce-
ment stage, even well-crafted policies can be undermined if enforcement is lax, selective,
or biased. In its most powerful form, regulatory capture can shape the very structures of
governance, resulting in underfunded supervisory agencies, fragmented rules, and
preemptive federal policies that block what would be more effective state or local action.

It is essential to recognise, however, that not all industry involvement in regula-
tion amounts to capture. In fact, industry input can be beneficial, providing regulators
with valuable technical knowledge and insight on how things work in day-to-day oper-
ation in the market they are trying to «tidy up». The line is drawn when intervention
ultimately benefits only a few influential players. Experts have suggested a broad range
of strategies, such as developing greater technical expertise within policymakers , since
meeting the challenge of regulatory capture also requires to reject narratives of govern-
mental incompetence and instead have them embrace their responsibility as stewards of
the public good, mustering ambition and confidence to fulfil this delicate role.

3For example, the Italian philosopher and professor Luciano Floridi, in his book on the ethics of
AI [49] is highly critical of speculative fears about malevolent ultraintelligent machines: he dismisses
these as "irresponsibly misleading" distractions that divert attention from the real and urgent ethical
challenges posed by current AI technologies. In his view, the true risk is not an imaginary AI monster,
but rather human stupidity, malice, and the misuse of powerful but non-intelligent systems.
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Chapter 4

China’s approach: state-centric,
social governance- and
sovereignty-focused

China’s regulatory experiments are an alternative model of AI governance to that of
Western Countries. The strategy is implemented by a series of policies that outline a
clear, ambitious roadmap, going from foundational research to widespread societal
integration and global governance influence, through a dual approach of fostering
rapid innovation while establishing robust regulatory controls [139].

The paper by Wang et al. titled «Artificial Intelligence Law(s) in China: Retrospect
and Prospect» [126] describes the country’s strategic and adaptive approach to regula-
tion, which prioritises balancing innovation with risk management. Rather than a single,
comprehensive AI law, China employs a flexible governance model that combines tech-
nical standardisation with sector-specific regulations (e.g. those for autonomous driving
or financial markets).

The need to respond rapidly to new issues emerges from China’s «Pilot-First» reg-
ulatory experimentation strategy, involving the use of pilot programmes in major tech
hubs like Shanghai, Shenzhen, and Beijing, which serve as testing grounds for new AI
regulations. In the rest of the country, remains the dual aim of promoting rapid AI
development to ensure global competitiveness while mitigating its risks.

4.1 National AI Strategy and Governance

Nowadays, China is entirely on a path to becoming a global AI leader, backed by strong
government directives and a rapidly growing IT industry, under a tight regulatory
regime for AI that prioritises state control, societal stability, and adherence to
Party values.

China’s legislative strategy has been to issue specific regulations on AI technologies,
especially those impacting information content and public opinion, and to integrate AI
oversight into its already restrictive cyberspace governance framework; in particular, the
Cyberspace Administration of China plays a key role in content-related AI rules, and the
Ministry of Industry and Information Technology oversees the industry’s development
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and standards, also in international settings (e.g. at the ISO and ITU).
Ethical AI guidelines have been promulgated by both government and academic

bodies. For example, in 2019, China’s AI Governance Committee (under the Ministry
of Science and Technology) released «Responsible AI for New Generation AI», a work
emphasising harmony, fairness, and transparency. In any case, algorithmic transpar-
ency and accountability are pursued primarily in the service of political and social stability
(e.g., through the establishment of algorithm registries and content controls) rather than
individual rights in the Western sense. The result is a robust and state-centric regulat-
ory framework: companies must above all ensure their AI is «trustworthy» according
to government criteria: not amplifying misinformation, not enabling forbidden speech,
and not exceeding the carefully drawn borders of government endorsement.

Two other documents form the backbone of China’s national AI strategy: the New
Generation Artificial Intelligence Development Plan [113] (2017) and the AI Plus Action
Plan [111](2025).

4.1.1 The AIDP

China’s Artificial Intelligence Development Plan (AIDP), unveiled in 2017, sets the long-
term vision for China to be the world leader in AI innovation by 2030, with an AI
industry worth about 150 billion American Dollars [103]. The document frames AI as a
strategic technology and a proving ground for international competition [112]:
the following years mark a critical window of opportunity to seize a first-mover advant-
age and accelerate the nation’s development into a global science and technology power.
Such a comprehensive plan cannot require anything less than a «whole-of-nation» ap-
proach, which systematically aligns government, industry, and academia towards that
unified goal, through heavy investments guided by four fundamental principles:

• Research support: the creation of a world-class AI talent pool through educa-
tion reform and recruitment programmes to support long-term research in AI
methods, tools, and systems; in particular, the plan emphasises research into areas
such as big data intelligence, cross-media perception, human-computer hybrid
intelligence, and autonomous systems. All these have the real possibility of being
used in sensitive contexts.

• Concentration of resources: the strategy is to take systematic advantage of the
socialist system, which can easily concentrate national resources, to successfully
gather enough for major AI projects;

• Market Domination: accelerate the commercialisation of AI technologies to
create a competitive advantage.The government is invested in planning, policy
support, security, and ethical regulation;

• Open Innovation: sharing between industry and academia is encouraged, as
well as collaboration between civilian and military entities. The concept of open
innovation has found immense popularity in the West as well, so part of China’s
efforts in this sense is the participation of Chinese developers and institutions
in global, open-source projects, especially in areas of expertise such as natural
language processing of Chinese languages.
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The 2017 plan also specifically addressed data governance as a critical component of
its strategy, especially the possibility of making government data more accessible for AI
training while still protecting personal data.

4.1.2 The AI Plus Action Plan

The AIDP laid the groundwork for subsequent policies, including the more application-
focused «AI Plus» initiative, which lays down the roadmap for integrating Artificial
Intelligence into every facet of the nation’s economy and society over the next
decade , according to a phased timeline with ambitious, but quantifiable, targets, starting
from the achievement of deep integration of AI in five key sectors by 2027 [118]:

• Science and Technology: the initiative places strong emphasis on scientific and
technological innovation. By equipping researchers with advanced AI tools, the
plan aims to accelerate scientific discovery, upgrade critical infrastructure,
and enhance innovation across all fields. These scientific advances are intended
to ripple outward and reach every sphere of human life, fuelling progress in both
industry and society.

• Industrial Development: The AI Plus initiative is just the latest in a long list of
interventions for technology-led industrial modernisation [30] towards the goal of
cultivating «new quality productive forces» [34], shifting from a resource-intensive
production model to one driven by technological innovation and high-value-
added manufacturing. The policy’s objectives include establishing industry in-
cubators, achieving breakthroughs in about 100 core technologies [135], and
ultimately reduce as much as possible China’s reliance on foreign powers for high-
tech solutions ( the reliance on advanced semiconductors is a key vulnerability, due
to the push back of strongly regulated exporting countries [9]).
AI is considered a key driver for China’s industrial chain, as it can enhance in-
novation, productivity, and resilience. Research shows that this path is already
delivering its promises: for instance, in the new energy vehicle (NEV) sector, the
integration of digital twin technology and intelligent decision-making systems has
significantly reduced R&D cycles and improved fault prediction accuracy [60].
Another study [42] on the Chinese Stock Market found that, for an increase in
the use of AI of one standard deviation, there has been a corresponding growth of
revenue of 5.7% after a year, amounting to roughly 75 million USD.

• Goods Quality: new use scenarios open for the advent of intelligent services to
boost productivity and convenience, such as smart assistants that contribute to
household management, travel, and elder care. The plan mentions the concept of
«all things intelligent», which requires the ubiquitous presence of smart terminals
that take the most disparate forms, like intelligent connected vehicles, AI-powered
phones and computers, smart robots, home devices, and wearables, but also low-
altitude aircraft and brain-computer interfaces. All this promises to bring a higher
quality of life.

• Public Welfare: the plan seeks to both create new jobs and empower tradi-
tional ones, by strongly supporting AI skills training and favouring re-employment
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of those workers who were replaced by innovation.
Society at large is expected to reap AI’s benefits, with targeted efforts to improve
public services: in healthcare, for example, the application of AI is projected to in-
crease diagnostic accuracy and expand access to medical care, particularly in rural
areas through telemedicine solutions. Education stands to benefit as well, with
AI enabling large-scale personalised learning and potentially narrowing the educa-
tional gap between urban and rural regions, using «intelligent study companions»
and «intelligent teachers». AI is supposed to become an integral part not just of
technology but of life and culture of the Chinese people, even in areas that have
been considered, until now, prerogatives of humanity: artistic production, social
connection, elder and child care.

• Governance Capability: this pillar aims to modernise public administra-
tion and enhance social control through AI via its integration in municipal
infrastructure, urban planning and operations. One of the goals of the CCP is
to implement tight monitoring, a public security warning infrastructure, and fast
emergency response services. China is actively developing smart cities that utilise
AI for the more efficient management of traffic and other urban services, set to
work in tandem with AI-driven facial recognition and data analysis, which the gov-
ernment frames as essential for maintaining national security and social stability.

4.1.3 Associated Challenges and Risks

Despite its ambitious aims, the AI Plus initiative faces a host of internal and external
challenges, identified in academic literature, that threaten its successful implement-
ation, ranging from industrial and social disruption, ethical concerns, and re-
source constraints.

Industrial and Social Disruption The plan’s success could lead to significant shifts
in the employment structure [62]. For example, integration of AI in Chinese workplaces
has already been shown to increase workloads and stress for employees, who must meet
the demands of both human supervisors and algorithmic metrics [115], as AI solutions
are often designed to maximise labour extraction, not to improve working conditions and
job quality.

Trustworthiness and Ethical Concerns Widespread AI integration obviously raises
the critical issues of data privacy, algorithmic bias, and trustworthiness.

Public perceptions on the matter show distinct characteristics when compared to
non-Chinese, particularly Western, approaches (for Brauner et al., [15] these differences
are rooted in cultural values, governance philosophies, and public attitudes toward tech-
nology):the Chinese public generally displays a high level of optimism and acceptance
towards AI.A survey by the University of Queensland showing that China is a leader in
the positive perception of AI [54]:95% of Chinese respondents declared to accept the
role that AI will have in the future, the highest among countries sampled, with an high
percentage expressing optimism about the technology and 67% already willing to trust
it. Above all, it is cultural models that influence the people’s acceptance to be mere
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passive users of AI: a comparative study [53] revealed that Chinese respondents con-
sidered it more important to engage with AI and less essential to control it, the opposite
of what was said by European and American participants.

Chinese academic discourse on AI ethics also presents unique characteristics that
reflect popular opinion. Regarding short-term implications, Chinese scholars’ concerns
largely mirror the content of international ethical guidelines, focusing on issues like
justice, privacy, and transparency; however, discussions about long-term implications are
hardly comparable as the concept of fairness varies across cultures and requires more
than sterile metrics and calculations [59]. Still, there has been a significant growth in
quantitative safety research in China as well, and with it, the quality of technical research
on frontier AI safety, for example addressing issues like the misuse of AI in biology and
chemistry [6].

Resource Constraints The massive energy consumption and the high costs of
computing power are significant hurdles. China has already been grappling with limited
computing resources due to U.S. chip export restrictions; this has forced Beijing to pursue
an all-inclusive approach that rallies all national resources, develops resource-efficient AI
models, and invests in major infrastructural projects to build its own computing power
sources [[5]].

Another obstacle is the shortage of skilled AI talent: although China has thirty AI-
focused universities, it reportedly still cannot meet the industry’s demand for new hires
[134].

Technology-Application Gap A persistent gap remains between the development
of advanced AI technology and its practical, widespread application in industry. In the
words of a Chinese technology media outlet (Leiphone), there still is an «impassable
chasm between technology and implementation in the large model era» [[39]][40], not-
ing that many companies do not actually use the large models that are being developed.
Primary obstacles to adoption are the still poor performance of pre-trained models on
Chinese language and for specialised industrial tasks [43] [86], but also inadequate infra-
structure, particularly in rural areas, which creates a "digital divide" where urban centres
benefit from advanced AI while rural regions lag with antiquated systems.Financial con-
straints also pose a significant barrier, especially for smaller public entities and SMEs,
which struggle to afford the high costs of AI deployment and specialised expertise the
government require of them.

4.2 Regulations on Algorithms and AI Systems

Instead of a single, omnibus AI law, Chinese regulators have adopted a "vertical ap-
proach" [141], creating specific, binding regulations for different AI applications as they
emerge, especially in cases of tools that can have an influence on the opinions and
behaviour of the larger public.
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Regulations on recommendation algorithms (2022): Effective March 2022, the
Provisions on the Administration of Internet Information Service Algorithmic Recom-
mendations were jointly issued by several Chinese regulatory bodies, including the Cy-
berspace Administration of China , the Ministry of Industry and Information Technology,
the Ministry of Public Security, and the State Administration for Market Regulation [13].
This was one of the world’s first sets of rules targeting the algorithms behind news feeds,
social media timelines, and other types of content suggestion services. These pro-
visions require algorithm providers to register their algorithms with the government, to
promote positive speech and not endanger national security or social order, and to avoid
addictive behaviours or discrimination. Importantly, they give users the right to turn off
personalised content recommendations and require algorithmic transparency measures.
Companies must also conduct regular audits of their algorithms for misuse.

Interim Measures for Generative AI Services (2023): With the fast and intense
surge of generative AI models, China introduced interim rules in mid-2023 to make
emergency regulation of the generative AI services available to the larger public, requir-
ing providers to ensure content reflects core socialist values and does not subvert state
power or disrupt economic and social order[67]. To control this, the government imposed
a mandatory security assessment and a filing requirement for generative AI systems
deemed to have «public opinion attributes» (i.e., capable of influencing the populace),
including labels marking AI-generated content and strong safeguards against the gen-
eration of inaccurate and prohibited content[100]. Additionally, it was also required
to vet training data to avoid illegal content polluting results and intellectual property
infringements[29].

Regulations on «Deep Synthesis» (also known as Deepfakes) (2023): Ef-
fective January 2023, China enacted rules specifically governing deepfake technology and
other AI-generated synthetic media. These Provisions on the Administration of Deep
Synthesis Internet Services mandated that any AI-generated or AI-altered content must
be clearly labeled as such to prevent confusion[26], and providers of the tools used to
generate it must verify users’ identities and ensure the technology is not misused (for
fraud, slander, or endangering national security).

A primary driver behind China’s deepfake regulations is the perceived threat to na-
tional security; on top of those already mentioned, concerns include the potential for
sensitive training data leaks, the malicious use of AI by hostile state or non-state actors
to conduct cyberattacks, and the manipulation of information to achieve political or mil-
itary objectives [144]. The ability to create convincing but deceptive content is viewed
as a significant risk that could lead to public panic, social unrest, and a general erosion
of trust in media and government institutions, thereby threatening social and political
stability. This aligns with the country’s broader need for censorship and information
control[55]: by tightly managing technologies that can rapidly create and disseminate
convincing falsehoods, the state aims to protect public opinion on itself and prevent the
circulation of material deemed harmful.Simultaneously, Chinese law explicitly addresses
the harm deepfake technology can inflict on single individuals, framing it as a violation
of personal rights [58]. In particular, the aim is to counter harms such as the illegal
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acquisition and dissemination of private data and the loss to an individual’s image and
reputation; indeed,these two facets of danger, one public and one private, are not clearly
distinct, as the goal of protecting an individual from reputation damage also serves the
state’s interest in maintaining order and protecting key individuals in power, in a
context where national interests remain a paramount concern for regulators.

4.3 The importance of regulating first

The AI Plus plan is situated within a landscape of intense geopolitical competition,
particularly against the United States and the European Union. This rivalry unfolds as
both a technological and a regulatory race: China’s effort is to shape the emerging
global AI order and influence international standards, countering what is known as the
«Brussels Effect» of EU regulation and the «California Effect» of US-led innovation by
contributing its own expertise.

4.3.1 The Brussels Effect[3, 14, 107, 132, 44, 56]

In the landscape of global regulatory governance, the European Union has cultivated
a powerful mechanism for spreading its influence, known as the Brussels Effect. This
phenomenon is described [3] as market-based regulatory exportation, through which
the EU’s internal standards and regulations become global norms. At its core, the effect
is driven by the sheer scale and economic power of the EU’s single market: access to
hundreds of millions of consumers is so attractive that multinational corporations often
choose to adhere to demanding EU regulations across their entire global operations
to avoid the costs of market segmentation, or even having to forego the continent
entirely.

The effect’s diffusion occurs through both de facto and de jure pathways [14]: the
former emerges when extra-European companies comply for economic efficiency [132],
while the latter occurs when other jurisdictions model their own laws on the EU’s
approach, often due to political or corporate pressures [107]. In both cases,the suc-
cess of this mechanism hinges on more than just market size, as the EU also possesses
significant regulatory capacity, i.e. the institutional expertise to create and enforce
complex rules [14]. Most notably, European regulation is so exceptionally stringent with
respect to its alternatives that compliance with it is sufficient to meet the demands of
other jurisdictions without further adjustments [132]. Moreover, its key regulations tar-
get inelastic [14] products or manufacturers that cannot easily evade the EU’s regulatory
reach. Lastly, there is also the condition known as non-divisibility, meaning that the
products the standards target are difficult or costly to segment by market .

The Brussels effect is just one of several «effects» that shape the world’s regula-
tions; however, what makes this one stand out is the EU’s consensus-based decision-
making process, which brings several different stakeholders together to a binding
agreement, a phenomenon that reinforces its credibility and political value in an out-
sider’s eyes [10]. This dimension distinguishes the Brussels Effect from the California
Effect, which lacks a comparable international, synchronous influence and also cannot
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stray from US federal law, and the Beijing Effect, which works mainly on actors that
submit to it out of necessity (e.g. to receive much needed financial incentives).

4.3.1.1 Contextualisation within the AI Act

When applied to emerging technologies like Artificial Intelligence, the dynamics at the
base of the Brussels Effect are expected to present themselves, but perhaps not quite
as expected this time. On the one hand, a strong de facto effect is anticipated by
academia for several reasons: meeting many of the Act’s requirements, especially in the
case of General Purpose AI (training data governance, extensive documentation, model
evaluations, etc.), requires considerable effort and expenditure, so much so that it is
prohibitively expensive for firms to maintain in parallel a separate, non-compliant model
for other markets; when it comes to the choice between market differentiation and non-
differentiation, the latter is often the most profitable strategy when expanding globally,
especially as the remaining markets pose significantly less entry barriers.

On the other hand, the AI Act’s ability to trigger a full-fledged Brussels Effect remains
contested by some scholars[132], who predict a fragmented «patchwork effect» rather
than the establishment of a global standard, citing competition from other «easier»
regulatory models like the US’s vertical, sector-specific approach or Japan’s soft law.
Moreover, the AI Act’s own internal complexities, such as its superimposing classi-
fications, may also hinder its exportability, and the rise of political agendas that value
sovereignty and independence may lead nations to drift apart consistently, limiting the
seamless translation of EU norms in those contexts.

Among these voices, Martin Ebers [44], Professor of IT Law at the University of
Tartu, Estonia, believes that the AI Act is unlikely to trigger a significant Brussels Effect
because AI regulation is too complex and contested a case. Unlike the GDPR, which
addressed the relatively straightforward matter of privacy, AI encompasses a vast and dis-
parate set of problems, ranging from health and safety to numerous fundamental rights.
Furthermore, there is little international consensus on which concrete applications of AI
should be regulated (for example, the EU’s proposed ban on certain facial recognition
technologies contrasts sharply with China’s use of them for social stability). This lack
of a shared global understanding of the problem prevents the AI Act from serving as a
simple, universally applicable model. Also other complexities make the AI Act a tricky
legal framework for other countries to adopt: its existence is closely connected to many
other EU laws and is meant to work alongside them, as the Act refers to rules from EU
product safety laws to classify risks, adds to anti-discrimination laws, and works with
data protection rules like the GDPR. If a country tried to use the AI Act without these
other essential pieces, Ebers argues, the Act would not be useful. This is the final nail in
the coffin for the Act’s chances of becoming a global standard de jure, like it happened
for the GDPR.

The critical perspective of Almada and Radu [3] embrace and goes even further than
Ebers’, as they warn of a possible Brussels «Side-Effect», wherein the exportation of the
AI Act’s framework could inadvertently weaken the global protection of fundamental
rights, if those rights are not easily inscribed in the risks recognised by it. As the AI Act
was primarily designed as a piece of product safety legislation, it shines at addressing
quantifiable dangers to health and safety, mainly in the form of probabilities. However,
as Almada and Radu point out, the harms that AI can pose to fundamental rights are
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often of a completely different nature: they are systemic (not easily detected in isolated
events), deal most of the damage cumulatively to entire social groups over time, are
not easily quantifiable (e.g. damages to dignity, plurality, justice), and are even subject
to a society’s own interpretation of fairness and social relationships.

On the other side of the debate, Greenleaf [56] points how that, for how it is written,
EU law contemplates, in a way, its own extra-territorial application, as legislation like the
GDPR and the AI Act explicitly impose obligations on non-EU entities whose services or
products reach the EU market, dealing with people of any nationality on European soil.
Moreover, EU norms have already been incorporated into international agreements and
standards, such as those developed by the Council of Europe or the OECD, effectively
creating an important precedent for exporting its principles in multilateral forums that
see broader participation than the twenty-seven Member States.

4.4 Data Protection

China implemented two major data laws in 2021 that affect AI systems: the Personal
Information Protection Law (PIPL) and the Data Security Law (DSL)[37, 98]. The
PIPL establishes comprehensive rules for handling personal information, including the
need to obtain consent for use of personal data, minimise data collection, and avoid
algorithmic discrimination. Notably, PIPL gives individuals rights not to be subject to
automated algorithmic decision-making if the outcome has a significant impact on their
rights, and to demand explanations of such algorithmic decisions[7]. Companies using AI
for personalised recommendations must also provide options to opt out of targeting[28].
The Data Security Law completes the picture by requiring risk assessments for activities
handling «important» data used in AI training datasets, especially those sourced from
the general population.

4.4.1 Regulation of the private sector

China is known for its extensive use of facial recognition and other biometrics, espe-
cially in public surveillance (e.g. ubiquitous CCTV cameras trained to recognise people
of the Uyghur ethnic minority in Xinjiang, which has drawn global criticism [38]). There
has not been a law banning or comprehensively limiting the use of facial recognition by
the government; to the contrary, it remains an invaluable tool . Regulatory and legal
developments in recent times all revolve around only the commercial use of biometrics
with AI intervention [27]. For example, a landmark case in 2021 saw a Chinese court rule
in favour of a plaintiff who sued a wildlife park for requiring facial scan entry, invoking
consumer rights law and PIPL; after that, cities like Hangzhou introduced guidelines
requiring businesses to obtain explicit consent for collecting facial data, proving that
even if state use continues broadly, private sector use is being actively curtailed[32].
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4.5 AI in Criminal Justice and Adjudication

China has been actively integrating AI into its criminal justice system to assist with
judicial decision-making[57], an efficiency issue that has been object of reforms since
the 1980s. On July 8, 2017, the State Council’s New Generation Artificial Intelligence
Development Plan explicitly called for the establishment of «Smart Courts», a concept
first proposed in 2016 by Zhou Qiang, the president of the Supreme People’s Court,
and the promotion of «AI applications for applications including evidence collection,
case analysis, and legal document reading and analysis» [127]. Their implementation in
criminal proceedings, an area that traditionally requires great caution with technological
innovation, highlights the aggressive approach Chinese courts are taking toward adopting
AI technologies, a part of a renewed wave of nationwide effort. On their end, researchers
and policymakers are focused on establishing ethical norms for judicial AI, clarifying its
role as an auxiliary tool, and defining the scope of its application to mitigate risks and
defects. The overall aim is to balance judicial fairness with technological advancement
within a robust regulatory framework. A prominent example of this is the Shanghai AI-
Assisted Criminal Case Handling System, also known as the «206» system [133]. This
system, directly supported by China’s Central Political and Legal Affairs Commission, is
a data-driven, machine learning-based tool that assists legal professionals by identifying
commonalities among cases to reportedly enhance consistency and accuracy in
handling new ones. The plan sees these tools being used in tasks including evidence
collection, case analysis, reading legal documents, assisting judges in sentencing, and
automatically generating documents.
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Chapter 5

Russia

Russia has identified the development of Artificial Intelligence as a key state policy
priority, and a critical factor in national prestige, economic competitiveness, and
military strength on the global stage [91]. The country’s approach is characterised by a
strong ideological drive to secure its position as a global power and a pragmatic, evolving
legislative framework designed to foster growth while managing risks to internal so-
cial stability. Without doubt, the Russian leadership’s interest in AI is deeply tied to
its geopolitical ambitions: President Vladimir Putin himself stated that «Whoever
becomes the leader in this sphere will become the ruler of the world»[123], a sentiment
that frames the global AI race as a competition for much more than market share. In
fact, Russian authorities have gone on the record saying that technological develop-
ment, including AI and unmanned equipment (especially combat robots), is essential
to preserve the Russian civilisation [143] at an existential level as AI is a critical com-
ponent of national security strategy and a key factor in maintaining Russia’s position
on the global stage together with a combination of strategic planning, surveillance of
perceived threats [142], and policies for military modernisation. The 2019 adoption of
a national AI strategy further solidified this commitment, creating a guiding framework
for accelerating AI applications nationwide [101].

5.1 Military Strategic Stance on AI

Russia’s stance on AI is made much more interesting due to its status as a country at
war, both ideologically and physically: the Russo-Ukrainian War, ongoing since 2014,
has seen many instances in which autonomous devices and «agents» have been used
to obliterate human life, and its long standing tug of war with Western democracies,
especially the United States of America, still evolves daily in the form of deepfakes and
the proliferation of human-like bots on social media, mainly as propaganda and as efforts
to divide and inflame the political debate. As far as combat applications are concerned,
the goal is to develop relatively inexpensive but capable forces to address the current
need to replace human soldiers in dangerous situations[90].

Russia’s approach to AI development reflects the strategic importance the Kremlin
places on AI as a cornerstone of national security and prosperity: it is predominantly
state-driven and top-down, with key institutions involved or even established ex-novo to
lead this effort, including
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The Advanced Research Foundation (ARF), tasked with developing the next gener-
ation of weapons, and the Ministry of Defence AI Department. The entire effort, from
funding and research to implementation, is centrally organised, backed and directed per-
sonally[82] from the highest levels of the Russian government, and has now been the
object of high-level strategic plan-making for almost ten years now 1.

The “human-in-the-loop” principle Within the Russian military establishment, there
is an ongoing discussion about the desired level of autonomy for AI systems[92]: some
Russian policymakers and military figures advocate for embracing a trend toward auto-
mation and robotisation for the reduction of human involvement in weapons systems
control and data analysis, while others have expressed a more cautious approach, result-
ing in Russia’s official position at the United Nations on the «[...]necessity of maintaining
human control over the machine»[47].

However, declarations of Russian military vertices imply they see total autonomy is in
the cards due to their unparalleled speed and accuracy with respect to human beings [31],
making real people a liability in «machine-paced» situations . The eventual dismissal
of the human-in-the-loop principle is even more probable if we recall that Russia sees
technology as the ticket to supremacy in the geo-political world: since other countries, as
is the case with the Turkish Kargu 2 drones in Libya [31], are upgrading in the direction
of total autonomy, escalation from the Russian military to retain competitiveness would
be only natural .

5.1.1 The Propaganda machine

Russian state-affiliated actors are increasingly integrating Artificial Intelligence into their
disinformation and propaganda efforts [125]. The development of AI has provided new,
powerful tools for information warfare, allowing centralised groups funded directly
by the Russian government to disseminate manipulative content at an unprecedented
scale; in particular, the Russo-Ukrainian war has served as a prime example of AI’s
use in wartime propaganda, especially «deepfakes» that manipulate facts and spread
disinformation [94, 104] on political leaders to undermine their credibility; for instance,
deepfakes have been used to depict Ukrainian leaders making false statements and to
deceive high-ranking international officials, even in real time (e.g. via video calling)
[109]. AI is also used to generate professional-sounding voiceovers for videos to enhance
their perceived credibility; tools like ChatGPT have been employed to mass-produce
fake news articles, social media posts, and online comments, as in the CopyCop
campaign, which used AI to scrape articles from legitimate news websites, rewrite them
with a pro-Trump and right-wing bias, and publish them on a network of fake news
sites staffed by AI-invented journalists[11]. The primary goals of these campaigns are
to manipulate public opinion, sow distrust, destabilise adversaries, and justify Russia’s
geopolitical actions [11, 4]. Key targets include:

• The War in Ukraine: the goal is to reduce international support for Ukraine,
discredit its leadership, and promote pro-Kremlin narratives about the conflict.

1In December 2016, the government adopted the Strategy of Scientific and Technological Develop-
ment of the Russian Federation, which explicitly mentions Artificial Intelligence.
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• Western Elections: campaigns seek to influence election outcomes in the United
States and Europe by exacerbating existing political divisions, promoting favoured
candidates, and spreading rumours of election fraud perpetrated by undesired can-
didates.

In particular, several large-scale, Russian-linked influence operations have been identified
as heavily reliant on AI:

• Doppelganger : a vast network of fake news websites and social media bots
designed to disseminate Kremlin-friendly narratives. The network has been linked
to sanctioned Russian IT firms operating at the Kremlin’s direction. Doppelganger
has targeted European and American audiences with disinformation about aid to
Ukraine, the Paris Olympics (including an AI-generated voice of actor Tom Cruise
narrating a fake documentary disparaging the International Olympic Committee
[93]), and US politics, with videos mocking President Joe Biden. [79, 2]

• Networks Operation Overload (also known as Matryoshka or Storm-1679): This
campaign, active since 2023, impersonates trusted media outlets and academics
to lend credibility to its narratives. It is supported by AI-generated voiceovers and
includes fake leads for fact-checkers, to infiltrate their sources [87].

• DC Weekly [137]: A now-exposed fake news website that purported to be a US-
based outlet. The site utilised AI to rewrite content from other sources, enabling
it to more than double its article output with respect to a legitimate website and
diversify its topics, thereby making it appear more like an official news source. It
successfully shared false narratives about Ukrainian corruption that were shared
tens of thousands of times, including by members of the US Congress[35].

Lifelike contents generated with AI very effectively blur the line between fact and fiction:
even in cases where the result is unrefined and, to expert eyes, clearly fabricated, research
[97, 22] shows it can still plant a subconscious idea, create long-persisting [106] false
memories, and influence beliefs and decisions [36] with practical and very believable
«pseudo-explanations» that give the illusion of logical reasoning. Furthermore, the very
existence of deepfake technology supports the liar’s dividend [24] effect, where public
figures can dismiss genuine content simply by affirming that they are actually very well-
made fakes.

While their effect can vary primarily based on individual predisposition[140], cam-
paigns that blend authentic media with AI-generated enhancements have proven more
successful than «traditional» ones, making fabricated propaganda appear more legitim-
ate [124] and posing a real threat to global information integrity.

Apart from the generation of lifelike videos and pictures, AI can also significantly
enhance existing techniques, for example by employing bot farms to create fictitious
online personas that spread pro-Kremlin messages across social media, to create a false
impression of popular support for an event and inflame public debate on social media
platforms [80]. Thanks to AI, their language and discourse can adapt to a specific post
or video without human intervention, making them essentially indistinguishable from real
users [41].
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AI models as well can be the targets of propaganda attacks: an extremely covert
and dangerous type of attack is poisoning AI Models (also called LLM Grooming) by
flooding the Internet, which is continuously scraped for new training information and
real-time grounding. There are networks like Pravda with the specific goal of making AI
inadvertently output Russian propaganda when users ask chatbots questions [130][99].
Studies have already confirmed that extremely powerful chatbots are indeed vulnerable
to this attack, as they sometimes base their responses on Russian-linked fake news sites
[102].

5.2 Internal control

At the same time as these propagandist efforts, Russian officials continue to express
concern about Western dominance in AI development, fearing it could be used to subvert
Russian public opinion and destabilise the domestic information environment [138]. The
state’s tight control on AI is driven by ideological imperatives that identify Western AI
models as a threat that could compete with Russian culture and champion ideas that
the Kremlin opposes; this risk has fuelled a push for self-reliance and a sovereign Russian
Artificial Intelligence[81], developed and deployed by the state, or by collaborators
in the private sector that align with current political and ideological goals.
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Chapter 6

Canada’s Public Sector
Algorithmic Transparency

Canada has emerged as a pioneer in addressing AI in government operations[8]. Its
legislative framework, following the primary strategy of creating large, non-sector-specific
regulations on AI itself rather than a specific application, centres on the Directive on
Automated Decision-Making (DADM) dealing with the government’s employment of AI
and the use of the Algorithmic Impact Assessment (AIA) tool for harm mitigation1. For
other sectors, the frequent recourse to soft law emphasises a preference for guidance on
delicate themes over strict enforcement, and a focus on concrete applications.

The DADM directive, much like the EU’s AI Act, employs a risk-based approach,
requirements tailored to the specific risks associated with the use of AI technology.
Among these, a central mechanism to mitigate potential harms emerges clearly [108]:
transparency. For Canada to keep the accountability and legitimacy of democratic
processes that the Country is automating, transparency is applied in six different ways:

1. The possibility for meaningful human oversight and intervention,

2. Mandatory Algorithmic Impact Assessments,

3. Regular auditing to evaluate compliance,

4. Disclosure to stakeholders,

5. Inventories of AI systems in use,

6. and adversarial testing.

Transparency is seen as a crucial ally for regulators and lawmakers to be able to effectively
oversee operations, understand them, and eventually identify problems, because when
individuals understand how AI systems affect them, they can more effectively challenge
their decisions and seek redress.

Apart from legislative efforts, Canada has implemented a significant number of initi-
atives to fund research and support AI adoption over the long term; the lion’s share of

1A questionnaire for governmental officials to assess the impact level of an automated decision-
making system before it is put into the real world.
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them is definitely dedicated to innovation, support for startups and infrastructure building
and productivity, while domains such as worker reskilling, education and ethics remain, in
practice, underrepresented[8]. Canada’s approach is, therefore, still innovation-first (but
not, interestingly, standard-setting-first too), with a focus on building economic com-
petitiveness, both in the private and the public sector, with few but clearly defined
ethical safeguards in place ( there are regional variations to this, depending on the single
province’s industrial vocation).In short, Canada’s approach to public sector algorithmic
transparency presents a paradox: on one hand, the nation stands as a global pioneer;
on the other, this progressive architecture is built on a soft foundation, resulting in a
system that excels in articulating its moral principles but falls short in strongly guiding
their practical implementation.
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The European AI Act
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Chapter 7

Genesis

The genesis of the European Union’s Artificial Intelligence Act was a multi-year pro-
cess that evolved ethical and policy discussions into a legislation entirely dedicated to
AI governance and its integration with European laws.

7.1 Early Foundations and Policy Discussions (2017–
2020)

The concept of a mandatory legal framework for AI in Europe predates the official 2021
proposal, with mentions of the topic emerging as early as 2017, in the EU Parliament’s
resolution Civil Law Rules on Robotics[38](which, admittedly, did not bear long term
fruits due to the criticism to the idea of giving a legal status, and liability, to autonomous
robots[53]). Since then, the EU has been developing an integrated approach comprising
policies, guidelines, and plans to tighten control over AI, particularly in terms of its safety
and trustworthiness implications. Key efforts in this foundational period include:

• The General Data Protection Regulation (GDPR) of 2016 served as a sig-
nificant precedent for the AI Act, profoundly influencing its foundational philo-
sophy and structure with its risk-based, human rights-focused approach. The
GDPR famously pioneered this model by requiring organisations to conduct a Data
Protection Impact Assessment (DPIA), a direct precursor to the AI Act’s Fun-
damental Rights Impact Assessment (FRIA). Research[106] shows a significant
overlap between the conditions requiring a DPIA under GDPR and the high-risk
categories in the AI Act’s Annex III, which the AIA itself acknowledges by specify-
ing that a FRIA is a complement to a DPIA if one has already been conducted for
the same processing activities.

• The 2018 European Commission strategy, «Artificial Intelligence for Europe».
This paved the way for the creation, also in 2018, of the High-Level Expert Group
on Artificial Intelligence (HLEG), tasked to draft ethics guidelines. HLEG’s work
reached a milestone in April 2019, when it published the «Ethics Guidelines for
Trustworthy AI» and the «Policy and Investment Recommendations for Trust-
worthy AI».

In 2020, the focus shifted from high-level principles to concrete planning:
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• In February 2020, the European Commission published a White Paper[36]
on AI. This document outlines a comprehensive plan to position Europe as a
global leader in research and innovation in human-centric AI, standing on a
regulatory framework that champions trustworthy, safe (for both fundamental
and consumer rights) and reliable products. It also applies a risk-based approach
while avoiding excessive burdens and uncertainty for innovators.

• In October 2020, a parliamentary resolution[44] and two parliamentary reports[42][43]
pushed for the address of the topics of ethical principles, civil liability, and in-
tellectual property rights in Artificial Intelligence, further preparing the ground
for a dedicated legislation. Annexed recommendations [43] highlighted the need
for citizens to feel confident that new technology will not cause harm to them,
and the possible unpreparedness of existing laws to consider also immaterial harm
done by AI and robotics.

By the end of 2020, the initial discourse on ethics and fundamental rights had evolved
into a clear vision for a new regulation.

7.2 The Legislative Proposal and Negotiation Pro-
cess (2021–2023)

In April 2021, the European Commission put forward its Legislative Proposal for the AI
Act[40] («Laying Down Harmonised Rules On Artificial Intelligence (Artificial Intelligence
Act) And Amending Certain Union Legislative Acts»), marking the official start of an
ordinary legislative procedure between the European Parliament and the Council of the
EU to decide on the final text.

During the negotiation, a key topic of debate, raised by the need to define the
scope of the regulation, was determining what constitutes an AI system[41]: both the
Council and Parliament felt the need to change the initial definition, and, ultimately,
they opted to align with the one given by the Organisation for Economic Co-operation
and Development:

An AI system is a machine-based system that, for explicit or implicit
objectives, infers, from the input it receives, how to generate outputs such
as predictions, content, recommendations, or decisions that can influence
physical or virtual environments. Different AI systems vary in their levels of
autonomy and adaptiveness after deployment[110].

The advent of ChatGPT and its competitors, in particular, required integrations
almost overnight: the topic of closed-source foundation models emerged as a critical
addition to be made and needed a new set of conceptual tools to regulate them, especially
since it was reached the consensus that an AI system’s objectives can be implicit[110],
meaning, in case of Large Language Models, that they are not stated in the code, but
acquired via imitation and reinforcement during training and use.

Deciding what types of AI should be banned entirely, and which were exempted
from the scope of the act, was also a significant area of discussion [41]: Parliament
heavily revised the initial list, and the Council made the critical addition of extending to
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private actors the prohibition on using AI for social scoring; the Council added an explicit
exclusion for security, defence and military applications and heavily modified the measures
in support of innovation (especially regarding Regulatory sandboxes) and Parliament
further added significant exemptions for research activities and open-source projects.

7.3 Final Agreement and Adoption (2023–2024)

The final form of the law was reached on 9 December 2023. The European Parliament
formally adopted the EU Artificial Intelligence Act on 13 March 2024, with a large
majority of votes (523) in favour and 46 against; the opposition was led overwhelmingly
by The Left group, with members from France, Spain, Portugal, Germany, Ireland,
Belgium, and Czechia voting against the act, followed by the European Conservatives
and Reformists Group (ECR), primarily MEPs from the Netherlands, Sweden, Croatia,
Romania, and Slovakia. The remaining parties (e.g. PPE, Verts/ALE, Renew) were
almost unanimously in favour of the act, with only a handful of dissenting votes1[39].

1Among the Italian MEPs, there was overwhelming support for the Act across all political groups,
with no voters against it and only seven abstained.
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Chapter 8

Architecture and theoretical
underpinnings to its approach

8.1 The Pyramid of Risk

Since the European Commission’s initial proposal in 2021, AI systems have been organ-
ised in a four-tiered (unacceptable, high, limited, minimal) hierarchy of risk, which
still underlies the Act’s basic structure today. The strong priority is the identification
and regulation of systems deemed «high-risk». Risk categories are based on their «in-
tensity and scope»1 of the risk that AI systems can generate through their operations,
and frame the set of obligations they must satisfy.

8.1.1 Risk classification

8.1.1.1 Unacceptable risk (Prohibited practices)

The AI Act adopts a risk-based approach, identifying and banning a limited number
of AI practices that are deemed to create an unacceptable risk to fundamental rights
and Union values. While acknowledging the many beneficial uses of AI, the Regulation
recognises that the technology can be misused for «manipulative, exploitative and social
control practices». Such practices are considered particularly harmful because they go
against the respect for human dignity, freedom, equality, and democracy enshrined in
the Charter of Fundamental Rights.

The Act’s Article 5 establishes an exhaustive list of AI applications that are prohibited,
while further recitals offer context, justification, and clarification for these prohibitions.
Although some exceptions exist, especially for law enforcement, these are tightly con-
trolled with strong safeguards and oversight.

Manipulative or Deceptive AI Systems Article 5(1)(a) prohibits the placing on
the market, putting into service, or use of AI systems that deploy:

• Subliminal techniques beyond a person’s consciousness.

• Purposefully manipulative or deceptive techniques.
1Recital (26) AI Act.
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This rule applies when the goal or result is to seriously distort how someone behaves, by
making it much harder for them to make an informed choice. The manipulation must
cause, or be likely to cause, significant harm to that person or someone else.

Context from Recitals add the following things to consider for an appropriate evalu-
ation:

• Subversion of Autonomy: Recital 29 explains that such techniques are prohib-
ited because they can «subvert and impair» a person’s autonomy, decision-making,
and free choices. The harm can be material or immaterial, including physical,
psychological, or financial damage. The techniques can be subliminal (e.g.,
audio or video stimuli beyond human perception) or otherwise deceptive in ways
that people are not consciously aware of or are unable to resist.

• Intent and Causality: An intention to cause significant harm is not required;
the prohibition applies as long as harm results from the manipulative practice.
However, distortion resulting from external factors outside the provider’s or de-
ployer’s control is not covered.

• Exceptions: The prohibition does not affect lawful and legitimate practices, such
as medical treatments (e.g., psychological therapy or physical rehabilitation)
conducted under applicable law and medical standards, or common commercial
practices like advertising that comply with existing law.

Exploitation of Vulnerabilities Article 5(1)(b) bans AI systems that exploit the
vulnerabilities of a person or a specific group due to their age, disability, or social
or economic situation. This ban applies if the system is meant to, or actually does,
seriously distort someone’s behaviour in a way that causes, or is likely to cause, significant
harm to them or someone else.

Recital 29 further elaborates that vulnerable groups can include persons living in
extreme poverty or members of ethnic or religious minorities. The harm caused by
exploiting these vulnerabilities may accumulate over time.

This prohibition complements existing consumer protection law, such as the Unfair
Commercial Practices Directive, which already bans practices causing economic harm to
consumers.

Social Scoring Article 5(1)(c) bans AI systems that rate or classify people or groups
based on their social behaviour or personal traits over time. This kind of social
scoring is not allowed if it leads to either of the following results:

• Detrimental or unfavourable treatment in social contexts unrelated to where
the data was originally collected.

• Detrimental or unfavourable treatment that is unjustified or disproportionate
to the social behaviour.

Recital 31 clarifies that social scoring may lead to «discriminatory outcomes and the
exclusion of certain groups,» violating the rights to dignity and non-discrimination.
The prohibition is designed to prevent AI systems from generating scores that result in

51



unjustified or disproportionate negative treatment. It does not, however, affect lawful
evaluation practices of natural persons carried out for a specific purpose in accordance
with Union and national law.

Risk Assessments for Criminal Offences Article 5(1)(d) bans AI systems that
make risk assessments of natural persons to assess or predict the risk of them committing
a criminal offence, when based only on profiling or judging their personality traits. There
is an exception for AI that helps a human assess someone’s involvement in a crime, as
long as the assessment is based on clear, proven facts directly related to a crime.

Recital 42 anchors this prohibition in the principle of the presumption of inno-
cence, stating that natural persons should be judged on their actual behaviour and not
without a reasonable suspicion of criminal activity.

Untargeted Scraping for Facial Recognition Databases Article 5(1)(e) bans AI
systems that build or add to facial recognition databases by collecting facial images from
the internet or CCTV footage without a specific target.

Recital 43 explains that this practice is banned because it «adds to the feeling of
mass surveillance and can lead to gross violations of fundamental rights, including the
right to privacy».

Emotion Recognition in the Workplace and Education Article 5(1)(f) bans AI
systems that try to read people’s emotions at work or in schools. The only exception
is if the system is used for medical or safety reasons.

On this matter, Recital 44 mentions the «serious concerns about the scientific
basis of AI systems aiming to identify or infer emotions», noting their limited reliability
and the potential for discriminatory and intrusive outcomes. Given the inherent power
imbalance in work and education, such systems could lead to detrimental treatment
and are therefore prohibited.

Biometric Categorisation based on Sensitive Data Article 5(1)(g) bans biomet-
ric systems that sort people to guess their race, political views, union membership,
religion, beliefs, sex life, or sexual orientation. This does not include lawful labelling
or filtering of biometric data in law enforcement.

Recital 30 confirms this prohibition while clarifying its scope: it specifies that it does
not prevent, for example, the sorting of images according to hair or eye colour in law
enforcement contexts, as this is considered lawful labelling rather than inferring sensitive
personal attributes. The notions of «biometric data», «biometric identification», and
«biometric categorisation» are to be interpreted in line with existing data protection
regulations like the GDPR.

Real-Time Remote Biometric Identification (RBI) in Publicly Accessible Spaces
Article 5(1)(h) generally bans the use of real-time remote biometric identification
systems in public spaces for law enforcement. These systems quickly capture, compare,
and identify people visiting a place, which can lead to constant surveillance.
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The prohibition is subject to a set of narrowly defined exceptions where such use
is strictly necessary, for example, for the targeted search for specific victims of serious
crimes (abduction, trafficking, sexual exploitation) and missing persons, or the localisa-
tion or identification of a person suspected of committing a serious criminal offence.
According to Recital 38, any processing of biometric data for purposes not included in
these exceptional cases remains subject to the GDPR, and cannot be fully justified solely
by the AI Act.

Recital 32 explicitly recognises that RBI is «particularly intrusive», may affect the
private life of a large part of the population, and can dissuade the exercise of fundamental
rights like freedom of assembly. Technical inaccuracies can also lead to biased and
discriminatory results. For this reason, Recital 33 further stresses that any exceptional
use must be «strictly necessary to achieve a substantial public interest, the importance
of which outweighs the risks».

A cornerstone of the safeguards applied to this case is the requirement for prior
authorisation: Article 5(3) requires that each use must be authorised beforehand by
a judicial authority or an independent administrative authority whose decision is
binding. Recital 35 explains this is to ensure responsible and proportionate use.

In any case, the use of these tools must be limited in temporal, geographic, and
personal scope to what is strictly necessary. Furthermore, no adverse legal decision
may be based solely on the output of the RBI system.

8.1.1.2 High risk

AI systems are considered high-risk if they have the potential to significantly impact
individuals’ health, safety, or fundamental rights. To identify them, the Regulation
sets out two main routes:

• The first pathway covers AI systems that are already being subject to safety
regulation under the EU due to their sensitive nature (for example, ma-
chinery, toys, lifts, medical devices, marine equipment, vehicles, appliances burning
gaseous fuels, etc.). An AI system is labelled high-risk if it serves as a safety com-
ponent, or if it is itself a product that needs an independent conformity check
under those Union’s harmonisation laws (listed in Annex I of the Act), even if
the whole product or the AI component alone are not high-risk under those set of
rules.

• The second pathway identifies specific stand-alone AI systems as high-risk based
on their intended purpose in specifically defined, sensitive areas. AI systems
used in these areas and their corresponding use-cases pose a significant potential
for harm due to their impact on people’s lives and rights. The areas, specified in
Annex III, include:

– Biometrics, including remote biometric identification systems, biometric
categorisation based on sensitive characteristics (such as race, political
opinions, or sexual orientation), and emotion recognition systems.

– Critical Infrastructure: AI systems used as safety components in the man-
agement and operation of road traffic and the supply of water, gas, heat-

53



ing, and electricity are deemed high-risk due to the potential for large-scale
harm if they fail.

– Education and Vocational Training: Systems used to determine ac-
cess to educational institutions, evaluate learning outcomes, or monitor
students during tests are classified as high-risk because they can signific-
antly influence a person’s educational and professional life course and may
perpetuate discrimination.

– Employment and Workers Management: This includes AI used for re-
cruitment, making decisions on promotion or termination, allocating
tasks, and monitoring employee performance. These systems can have a
profound impact on career prospects and workers’ rights.

– Access to Essential Services: This category covers systems that evaluate
eligibility for public assistance benefits, determine credit scores, are used
for risk assessment in life and health insurance, and prioritise the dispatch
of emergency services. The vulnerability of individuals dependent on these
services justifies the high-risk classification.

– Law Enforcement: Systems used for assessing the risk of a person offend-
ing, evaluating the reliability of evidence, or profiling individuals in the
course of criminal investigations are considered high-risk due to the inher-
ent power imbalance and potential to infringe on fundamental procedural
rights, such as the presumption of innocence.

– Migration, Asylum, and Border Control: AI used in this context, such
as for risk assessments of individuals or examining asylum and visa ap-
plications, affects people in particularly vulnerable positions and is therefore
classified as high-risk.

– Administration of Justice and Democratic Processes: This includes AI
intended to assist judicial authorities in legal interpretation or to influence
the outcome of an election or referendum, given the potential impact on
the rule of law and individual freedoms.

Derogations The Regulation includes a specific derogation for systems that satisfy
the characteristics as seen in Annex III, as they are considered not to pose a significant
risk of harm to health, safety, or fundamental rights, because they cannot effectively
influence the outcome of decision-making. This condition is met if the AI system is
intended to:

• Perform a narrow procedural task.

• Improve the result of a previously completed human activity.

• Detect decision-making patterns without replacing or influencing human as-
sessment.

• Perform «a preparatory task to an assessment relevant for the purposes of the use
cases listed in Annex III».
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Recital 53 clarifies these conditions with examples, such as an AI that formats data or
improves the language in a previously drafted document (improving a human activity).

Derogations do not apply if the AI system performs profiling of natural persons;
in such cases, the system is always considered high-risk. Providers who believe their
system qualifies for derogation must document their assessment before placing it on the
market.

8.1.1.3 «Limited» risk

An AI system is considered to have limited risk if it does not meet the criteria for any
of the higher-risk categories. The provisions that interest these limited risk systems are
found in Chapter IV, Article 50 : «Transparency obligations for providers and deployers
of certain AI systems», in which are cited, among others, «AI Systems that Generate
or Manipulate Content (Deepfakes and Synthetic Media)».

The Act’s philosophy is to allow these systems to be developed and used with minimal
regulatory friction, promoting innovation and free movement within the internal market,
while mitigating the «specific risks of impersonation or deception» that can arise, for
example by imposing to distinguishably disclose the artificial origin of their outputs. For
this reason, the AI Act imposes no new mandatory legal obligations, but Recital 165
suggests providers voluntarily apply additional requirements related to environmental
sustainability, AI literacy training, accessibility for persons with disabilities, stakeholder
participation in the design and development process, and diversity within development
teams.

8.1.2 The special case of GPAI models

While the pyramid is a valuable starting point, the final text of the AI Act had to be
updated to adapt to the special nature of GPAI models , which are characterised by
«significant generality», meaning they are not limited to a specific, narrowly designed
purpose (but they can generate multiple specialised systems via fine-tuning). The change
involves the introduction of a parallel category, with its additional set of obligations,
that can span various levels of risk, and include an additional one: the systemic risk.

The result is a separate regulatory regime2 organised in a two-tier approach:

• Base obligations3 for all GPAI Model providers: transparency and diligence

1. Drawing up and maintaining detailed technical documentation covering the
model’s training process, testing, and evaluation results;

2. Providing downstream companies that integrate the model into their
own AI systems with the necessary information to understand its cap-
abilities and limitations, enabling them to comply with the Regulation.
The minimum contents to be included are listed in Annex XII : «a general
description of the [...] model» and «description of the elements of the model
and of the process for its development».

2Chapter V of the AIA.
3Art. 53(1).
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3. Establishing and upholding a policy to respect Union copyright law, includ-
ing having a system put in place to identify and comply with reservations of
rights by rightsholders.

4. Making publicly available a «sufficiently detailed summary» of the content
used to train the model.

Open-source GPAIMs are exempted from obligations (1) and (2), providing that they
do not pose systemic risk.

• Additional requirements for GPAIMs posing a systemic risk (i.e. if the com-
putational power used for its training exceeds a threshold of 1025 floating-point
operations (FLOPs)4, and/or if it meets the criteria of Annex XIII for the number
of parameters of the model and its impact on the internal market)5:

1. Performing, documenting and update comprehensive model evaluations,
including adversarial testing (red-teaming), to identify and mitigate systemic
risks.

2. Continuously assessing and mitigating systemic risks that may arise from
the model’s development and use.

3. Tracking, documenting, and reporting serious incidents to the AI Office
without undue delay.

4. Ensuring a high level of cybersecurity protection for the model and its
physical infrastructure.

8.1.3 The reasoning behind a risk-based approach to new
technologies[56, 107, 12]

The AI Act’s tiered organisation was chosen for its balanced approach to regulating an
ever-evolving technology that cannot be rigidly characterised in a future-proof manner,
yet still needs to be addressed due to its significant potential to disrupt people’s lives
and rights. The so-called precautionary approach, which involves the outright banning
of particular products from the market, remains applied only to cases that have been
found to be without doubt excessively interfering with human rights.

The theoretical foundations of this approach are considerably more complex than the
straightforward notion that laws should focus their attention on activities that pose the
most significant harm. They come from questions about how risk is conceptualised,
how regulatory systems can adapt to uncertainty, what institutional arrangements are
needed to sustain risk governance, and how risk-based approaches interact with fun-
damental political and ethical issues. Understanding these deeper theoretical currents is
essential for illuminating both the potential and the limitations of the approach.

At the most fundamental level, risk-based regulation emerges from a shift, already
apparent in the 1960s, in how governments understand their role and duty towards their

4Art. 51(2).
5Art 55(1).
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citizens;until the first half of the twentieth century, regulation was primarily reactive,
aimed at making restitution for harm that had already been done. From then onwards,
however, a new paradigm began to emerge, particularly in the United States and Europe,
marking the birth of the regulatory state, in which the government was now responsible
for anticipating and preventing future harms. This reorientation was partly philo-
sophical6 (reflecting a modern belief that risks can be expected and controlled) and
partly practical, driven by the emergence of new technologies such as pharmaceuticals
and pesticides, whose effects on health were clearly going to be long-latent and chal-
lenging to reverse. Within this larger context, risk became a key concept around which
to construct and address regulatory problems in a certain way, rather than being the
manifestation of the natural dangerousness of modern times.

8.1.3.1 Types of risk-based regulation

The literature on risk-based regulation distinguishes between at least two fundamentally
different paradigms of how risk should be conceptualised and managed: the first is what
scholars term the rational-instrumental model, which conceives risk as something that
can be objectively measured through quantitative methods, assessed through formal
risk assessment techniques, and managed through technical intervention. In this
vision, risk is merely the product of probabilities and estimates that can be derived from
historical data, laboratory tests, or models. The regulator’s task, in this context, is that
of the technician who should apply specialised knowledge to identify, classify system-
atically, and then intervene. The appeal of this approach indeed lies in the possibility
for making decisions that appear more objective, defensible, and insulated from lobby-
ing than political rhetoric or arbitrary judgement. However, this model has not avoided
criticism from scholars who have found that it promotes a näıve understanding of the
world, where empirical data can be sparse or altogether missing and some fundamental
truths remain irreducible into mathematics. Indeed, a mathematical model requires
a finite number of very selected parameters to be devisable and manageable, which im-
plies beforehand a selection of which risks to assess, what thresholds to employ,
and what events to count as significant. These choices all involve politics and are born
of confrontation of different stakeholders, and cannot be resolved by technical ana-
lysis alone, as they require judgements about values, priorities, and acceptable
trade-offs that are inherently political.

In response to these limitations, a second paradigm has emerged, which academics
refer to as the deliberative-constitutive model of risk governance. This approach
openly acknowledges that risk assessment necessarily involves wisdom and that decisions
must be grounded not only in technical expertise but also in dialogue with affected
stakeholders, consideration of social values, and explicit acknowledgement of the un-
certainties and preconceptions embedded in risk assessments. This approach inserts
risk in society, recognising that technical experts, policymakers, companies, and the gen-

6This can be inscribed in a bigger current that sees lawmaking as not just a description of natural
and immutable facts of nature, but as the manifestation of a political will that prevails over many
others (see part IV).
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eral public form a plurality of perspectives; nowadays, what «normal» people believe to
be risky is taken as input into the risk governance process together with expert assess-
ment, meaning that effective risk governance now requires the ability to bring together
technical analysis with democratic participation, to make explicit value choices and to
ensure that those who will probably bear the consequences of the concretisation of a risk
will have meaningful opportunity to shape those decisions.

The tension between these two paradigms, the rational-instrumental and the
deliberative-constitutive, has profound effects on how the resulting regulation operates
in practice and on the perceived legitimacy of the regulator’s intervention: on
the one hand, a purely technical regulator will be rejected on the grounds of its lack
of consideration of the non-quantitative variables of the problem; on the other hand,
relying too much on dialogue with stakeholders will expose his or her to regulatory
capture and/or a wave of irrational discontent that will try to override sound technical
judgement. The literature on the topic grapples with the delicate question of how
to balance these two imperatives: how can regulators employ rigorous technical analysis
while maintaining openness to political — and human — values? Existing work highlights
that this balance is not easy to reach, and, once it has, it is not a one-size-fits-all solution
valid forever: it needs ongoing reflection and adaptation as regulators learn from
experience about what works in different contexts and social expectations evolve.

Implementing risk-based regulation is not merely a matter of preparing checklists
and interview scripts, but also considering the underlying implicit choices made when
drafting the law, even as the concrete risk landscape evolves. The scholarly literature
makes clear that fundamental normative questions are at stake in every stage of the
process: which risks matter and which can be ignored, how to balance the goal of
risk reduction against other values such as innovation, economic growth or individual
liberty, and how to set acceptable risk thresholds —that is, deciding how much
residual risk is tolerable after action has been taken. The literature notes that these
normative choices are often left implicit in regulatory discourse, although the AI Act
has been among the virtuous exceptions, as some scholars argue that a prerequisite for
legitimate risk-based regulation is excellent transparency and robust democratic pro-
cesses. This remains true even after law deliberation: tasks such as assigning risk scores
will always require discretionary judgements, even in highly quantitative systems, and
require consideration of the firm’s management, its commitment to regulatory compli-
ance, and the reliability of data it provided.

Ensuring consistency in these judgements in the eyes of different inspectors and
across time also requires robust explainability, documentation, calibration, and course-
correction mechanisms. This reconnects to another concept, the one of the politics of
resource allocation: as risk-based frameworks make explicit that it is not possible to
protect against all risks, we must choose which risks to address intensively and which to
leave under-resourced or unaddressed. This kind of prioritisation is much more defensible
than arbitrary allocation, but it still creates political vulnerability for the one who chooses,
because if a harmful event occurs, the regulator can be accused of negligence.
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8.1.3.2 Effectiveness in different contexts

A second dimension of risk-based regulations concerns the question of whether they are
appropriate for governing all hazards and scenarios or only some. In principle, risk
assessment depends upon the availability of reliable data about adverse outcomes: if
one cannot estimate probability with confidence, then he or she cannot either speak
of risk in the technical sense, but instead of uncertainty. Academic literature on risk
governance emphasises this distinction and presents different management approaches
appropriate for each case, underlining how applying risk-based regulation to un-
certain problems may be misguided.

The distinction described above is illustrated by the example of the stark contrast
between well-studied hazards for which decades of empirical data have been accumulated
(e.g. the safety of established pharmaceutical classes) versus those of novel technologies
for which the long-term effects have not developed yet (such is the case for state-of-the-
art AI systems): for well-understood risks, risk-based regulation has been functioning
effectively as a systematic means of allocating resources according to observed patterns
of harm.For highly uncertain domains that might not be the case, as jumping at talking
about risk might lead regulators to a false sense of security as they believe that they
have identified and measured the relevant hazards, when in fact significant unknowns
remain. The literature suggests that in situations of genuine deep uncertainty al-
ternative strategies may be more appropriate, such as the precautionary approach
of restricting potentially harmful activities to small, monitored environments until
they can be demonstrated to be safe, and built-in mechanisms for learning and course-
correction as new details emerge. Both of these approaches are a fundamental part of
the approach of the AI Act, a risk-based regulation at first approach, and a framework
for handling uncertainty in the developing AI world at its core.

There are also political and institutional preconditions for risk-based regulation
to function satisfactorily. The literature emphasises that risk-based regulation requires a
«political licence» to operate, i.e. sufficient political support and public trust. In the
past, during periods of political confidence in regulatory institutions, as existed in Amer-
ica and Europe in the 1990s and early 2000s, risk-based frameworks could be presented
as rational responses to the need for efficient governance; however, the financial crisis
of 2007-09 revealed the vulnerability of risk-based regulation when the underlying risk
assessments proved to have been put into operation in a seriously flawed way. In that
instance, regulators that had devised sophisticated risk-based frameworks nonetheless
had failed to perceive the systemic risks that fell outside existing models and to
remain responsive to changes in the broader institutional and political environment.

Finally, the literature increasingly emphasises the synergy between risk-based
regulation and other regulatory strategies and the importance of understanding
how risk-based approaches interact with alternative or complementary modes of gov-
ernance. Risk-based regulation is often presented as a self-standing approach, but in
practice, effective regulation typically requires the combination of multiple resources:
clear standards that define minimum acceptable behaviour, a security-oriented com-
pany culture, and incentive-based instruments that reward compliance and penalise
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non-compliance. The challenge is to understand how these different logics interact and
enhance — or disrupt — each other. Truly effective risk governance requires regulators
to be aware and ready to exploit these synergies, rather than assuming that a single
risk-based technical tool can be applied out-of-the-box and in a standalone way.

In conclusion, risk-based regulation is neither a straightforward technical solution
nor a fundamentally flawed approach, but rather a complex governance strategy whose
success depends upon skilful navigation of multiple tensions and upon the willingness of
regulators to engage in ongoing critical reflection.

The inconsistency with the risk-based approach of the general purpose mod-
els category In a recent publication in the European Journal of Risk Regulation, Prof.
Martin Ebers [30] offers a critical analysis of the legal requirements for General Purpose
AI (GPAI) models set by the AI Act. For him, GPAI models are not handled correctly
using the risk-based approach of the AI Act, which also seems to give a misguided in-
terpretation of the principle of technology neutrality. Instead of targeting actual risks
arising from specific applications, the regulations focus on the underlying technology
itself, and with prejudice typical of regulatory capture—a misalignment that, according
to Embers, undermines both the effectiveness and fairness of the law.

In his work, Embers highlights a potentially critical gap between legislative obligations
and practical reality, due to the challenge for original creators to predict all potential risks
derived from the model’s possible uses. Moreover, he considers the requirement for bias
detection fundamentally flawed, arguing that bias is highly context-dependent and cannot
be universally identified or resolved at the model level.

Another criticism is reserved for the unquantifiable obligations tied to the so-called
systemic risks, as, by definition, systemic risks are not linked to specific use cases, mak-
ing it arduous to identify or manage. Embers emphasises that the AI Act remains vague
and fails to provide concrete guidance for providers on what counts as a systemic risk for
GPAI or how it should be addressed, as it refers to much broader impacts on the market
or society as a whole, making it a fundamentally new, and ambiguous, regulatory target.

The paper also challenges the AI Act’s use of an arbitrary computational threshold:
the presumption that any GPAI model trained with more than 1025 floating-point oper-
ations (FLOPs) automatically present a systemic risk. Embers argues that this stand-
ard is questionable for several reasons: the risk associated with a model also depends
strongly on its underlying architecture and the quality of its training data, so much so
that research shows that models trained using fewer FLOPs can be just as risky, even
more than larger models. Prof. Ebers is so skeptical that he goes as far as to suspect
that the FLOPs requirement has been set for purely political reasons: specifically, to
exempt European start-ups like Mistral and Aleph Alpha from burdensome checks, while
retaining the appearance of being grounded in empirical evidence.
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8.1.3.3 Do first, regulate later?

The realm of AI is still in its nascent stage, and the numerous «twists and turns» that
have been influencing the technology market in its infancy are still happening. Suddenly,
one model or another comes out of the blue, dramatically altering the established rules
overnight. In comparison with their inaugural iterations (for instance, ChatGPT was
introduced at the conclusion of 2022), these services have undergone substantial modi-
fications, a consequence of a regulatory intervention process that initially encountered
difficulties in identifying appropriate definitions to contextualise these applications.

In a period of approximately three years, the domain of Large Language Models and
foundation models has, to a considerable extent, stabilised around its leading proponents.
These entities have assumed a dominant role in shaping market trends and the prevailing
state of the art. However, Artificial Intelligence as it is currently conceptualised, espe-
cially in the domain of generative AI, is only now beginning to be the subject of extensive
studies that are not exclusively technical and performance-oriented. To a certain extent,
there is still a lack of knowledge regarding the effects it has on humans, especially when
contact is deep, unfiltered and prolonged.

The "Regulatory Timing Problem" A. Robertson of the University of Chicago
[108] shows how stalling to reduce mistakes and over-regulation, can severely limit
the regulators’ options for intervention in the long run: once enough time passes
and a product becomes established, an entrenched power structure emerges that
becomes «extremely difficult to overcome, even if regulation—including regulating the
product out of existence—is socially valuable». Wansley [123] documents how this
plays out in practice. Administrative agencies must satisfy high informational thresholds
before acting; however, while regulators are acquiring information, the grassroots industry
consolidates and becomes powerful, politically and economically. Then, «[b]y the time
agencies can justify regulation, the newly entrenched industries have the political capital
to thwart them.». Often, they are also already too embedded in daily life to consider
blocking them without significant pushback from its users. In the end, delayed regulation
has effectively enabled regulatory capture.

Such a phenomenon is not new and is not just a theoretical possibility: it has been
deliberately exploited before with great success. Mazur and Serafin[74], in their article
titled «Stalling the State: How Digital Platforms Contribute to and Profit From Delays
in the Enforcement and Adoption of Regulations», show concrete examples of how di-
gital platforms actively slow the state down by reinventing classifications, dragging
out court proceedings, and generally being uncooperative, all in an effort to gain more
time to earn as much money as possible, which translates in higher contracting power,
and later protection from the State’s intervention.

The AI Act’s proactive and adaptive approach to regulatory design is once more a
light in the dark. This kind of «experimentalist regulation»[123], in which independent
authorities impose checks on risky emerging technologies while organising for protec-
ted environment to experiment with them, generates fast, high quality evidence for
new legislation while limiting exposure, and keeps future regulatory options[123] open.
This is for many a legitimate middle ground between foregoing present and future control
and recklessy imposing arbitrary consequences, which have economic consequences that
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persist even after a ban is lifted (e.g. Italy’s ChatGPT ban caused[11]both an immediate
market value loss (-6.8%) for related firms , and a lasting climate of uncertainty that
discouraged economic development), and affect predominantly smaller and younger
firms, further cementifying the supremacy of few, established superpowers.

Another side of this aspect is the AI Act’s broad, flexible principle-setting, preferred
to detailed rules: it allows regulators to adapt quickly as facts emerge, avoiding «rules
focused thickets»[46]. A regulation that sets high level objectives (e.g. «prevent dis-
crimination») allows for covering novel AI applications that were not considered when
the law was drafted, avoiding the need for constant incremental updates as AI models
evolve for new use cases. When needed, for the regulator it is only a matter of refining
the principles as new information becomes available, without the long and formal rule-
making process. Monitoring and, if necessary, sanctioning too become less focused on
technicalities and more on actual outcomes (e.g., harm, bias) rather than on whether a
specific clause was followed or checking line-by-line code compliance.

Of course,the problem for matter-of-fact, profit-chasing firms is to interpret the
principles’ broad language, which can create ambiguity and increase the cost of legal
counsel or internal governance structures used to assess whether a product complies
with abstract principles. Companies are also more limited in their regulatory capture
effort[46], as broad principles are more complex for entrenched interest groups to game
through loopholes, although they can still be shaped by lobbying regarding the wording
of the principle itself, which can still dilute the its effectiveness.

As far as effective oversight is concerned, research has been exploring the fascinating
world of RegTech [8] (short for Regulatory Technology), which refers to the applica-
tion of IT tools (including big data analytics, machine learning, sensor feeds and
blockchain-based solutions) to improve the efficiency, accuracy and timeliness of
its processes. Through automated data collection, monitoring and reporting, RegTech
is claimed to narrow the lag that separates the birth of a new activity and the start
of effective oversight over it, giving regulators earlier insight into market developments
and allowing them to act before entrenched dynamics solidify thanks to evidence-based,
real-time alarms. Of course, as Bagby et al.[8] underline, while the promise of faster and
more effective oversight is clear, challenges remain: it is not clear how this approach will
mesh with the problem of closed-source AI models, which have been resisting since
the beginning from external scrutiny .

In short, the full scenario depicted here fully supports the direction that the AI Act
has taken from the outset: to embed a high-level principle and delegate detailed tech-
nical specifications to designated actors. While this requires periodic review cycles and
revisions, the process is far from chaotic, as there are plenty of opportunities to inform
it with data-driven insight from Reg-Tech tools and guide it with further interpretative
guidance to mitigate compliance uncertainty, delivering both agility and accountability
in the regulation of fast-moving technologies.
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8.1.4 Risk assessment

While risk-based regulation is still considered the correct path forward for effective protec-
tion [30], researchers argue that the Act lacks crucial elements like a risk-benefit analysis
and relies insufficiently on empirical evidence, particularly regarding the systemic risks
of GPAI models: the AI act’s parameters, namely the computational size rule and the
general potentiality to affect public health, safety, security or fundamental rights, fail to
provide a quantitative criteria for the probability of a harmful event and its severity,
as is common in other risk-based product legislation (such as the Medical Device Reg-
ulation, which includes the provision for the explicit estimation of the probability and
effective severity of the harm incurred, its detectability and the frequency of use of the
product). Novelli et al. [79], for example, underline that the Act lacks a transparent,
detailed methodology for assessing risks in real-world situations, relying instead
on ambiguous predictions and intents. The Act also struggles to address risks to
fundamental rights, such as privacy and fairness, because these concepts are difficult to
define and apply consistently [92], leaving much room for interpretation in the hands
of potentially uninformed actors who are not equipped to interpret the law fully.

Nevertheless, these flaws have been considered [30] to be fixable using the Act’s ex-
isting tools, such as delegated acts and guidelines, in an effort to enforce a more genuine
risk-based, proportionate implementation that relies more on real-world experience.

8.1.4.1 Proposed Methodologies for a «Truly» Risk-Based Approach

In academic and policy literature, several concrete proposals have been put forward to
address these gaps and provide guidance on how to fulfil the risk assessment requirements
of the Act. Key ideas include scenario-based methods [79], further standard setting [18],
a holistic documentation system [52], and a stronger liability framework [64].

Scenario-Based Methodology Integrating the IPCC Framework Novelli et al.
recommend a scenario-based methodology that focuses on assessing risk by examin-
ing specific, real-world situations rather than sorting AI systems by general applica-
tion areas. Their approach integrates the IPCC (Intergovernmental Panel on Climate
Change) risk assessment framework, which takes into consideration the interplay of
risk determinants (such as exposure and vulnerability ı̀), the factors that create them,
and the different kinds of risk that may arise (e.g.: physical, psychological, financial
damage, loss of privacy, systemic bias, erosion of democratic processes, concentration
of power, etc.). To refine their analysis, they advocate for a proportionality test to
balance competing values and interests.

The benefits of this semi-quantitative framework include the opportunity to enable a
more nuanced categorisation, allowing deployers of systems that are seemingly high-
risk to challenge their classification by demonstrating low actual risk, and helping these
deployers establish robust internal risk management systems.

A Standards-Based Approach: The CLAIRM Checklist While international
standards, such as ISO/IEC 23894 on AI risk management, already exist, the team
at the European Commission’s Joint Research Centre (JRC) considers them to be too
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high-level and non-prescriptive to fully meet the AI Act’s specific needs, particularly in
terms of risks to fundamental rights.

To fill this gap, a new European standardisation initiative is underway, pro-
posed by the CEN-CENELEC Joint Technical Committee 21 (JTC 21). This initiative,
the Checklist for AI Risk Management (CLAIRM)[18], is intended to be a practical
and prescriptive European norm that will provide a granular set of technical re-
quirements to guide the management of AI risks. The document aims to identify and
describe specific sources of risk, outline the potential harms that could arise, and re-
commend concrete countermeasures, with the ultimate goal of helping AI providers
to select and implement easily the most appropriate risk mitigation measures for their
systems and establish a European-level reference.

As of today, the standard is still in its Pre-draft stage [[3]].

"AI Cards" for Risk Documentation and Management AI Cards[52] is a frame-
work designed to make documenting and sharing information about AI systems
easier and more transparent by organising details on how the system is meant to be used,
its technical background, and how risks are managed in a clear and structured way.

What sets this approach apart from others that employ long, natural language de-
scriptions and reports is that it uses two formats to share information: one, human-
readable, provides a transparent and easily understandable overview of the AI’s key as-
pects; the other, machine-readable, can be combined with standard web technologies
made for interoperable querying (e.g. the SPARQL Protocol and RDF Query Language)
[103] to be freely exchanged along the AI usage chain.The machine-readable format is
significant for risk assessment procedures, as it facilitates the update of information
as the AI system evolves, helps identifying what needs to change when new legal rules
emerge, and enables the development of automatic tools for compliance checking.

Strengthening the Liability Framework Kretschmer et al.’s argument [64] is that
the ex-ante risk-based approach is fundamentally ill-suited for a versatile and dynamic
technology like AI. Instead, they suggest that a strong liability system that establishes
crearly who is responsible after harm happens would remove most of the complex-
ity of the preventative approach (which requires qualities that are statistically and
practically impossible to reach,such as complete and error-free training datasets, and
meaningful human oversight) and give clearer and better incentives for transparent
systems. The goal is to motivate developers to design models that are transparent,
auditable, and capable of rapid correction, and to incentivise deployers to maintain vigil-
ant oversight of their applications, implement robust safeguards, and establish productive
communication channels with developers in order to detect and report emerging risks.

The core of the proposal is a liability matrix that distinguishes between different
causes of harm: exogenous (external causes that are outside the direct control of users
or providers, such as hallucinations) and endogenous (i.e. resulting from the actions
of providers or users, such as data poisoning or prompt injection). This approach has
the advantage of better aligning responsibility with the party best positioned to
mitigate a specific risk (see Table 8.1).

The proposal for joint liability in the case of continuously deployed systems facing
endogenous risks represents a pragmatic solution that accepts the inherent unpredict-
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Harm Exogenous Endogenous
Deployment
One-Shot The developer

is responsible for
updating the
static model
when the

external world
changes

The deployer is
responsible

for mitigating
misuse

Continuous The developer of
the core model is
responsible for

managing
ongoing external

changes

Both the model
developer and

the
product

deployer share
responsibility

for harms from
strategic

manipulation,
as both influence

the system’s
design

and its real-world
interaction.

Table 8.1: Liability matrix according to Kretschmer et al.
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ability of advanced AI systems and replaces an impossible demand for perfect ex-ante
safety with a compelling incentive for rapid, collaborative remediation of unlawful
outcomes. Without a clear rule for joint liability, blame risks to be shifted back and forth
; for example, the deployer might argue that harm resulted from flaws in the developer’s
model, claiming the exploit was unpredictable and the model too easy to manipulate. On
the other hand, the developer may assert that their model is a general-purpose tool, and
that the deployer should have implemented appropriate safeguards, filters, and monitor-
ing for their specific application. Ultimately, the person harmed has no clear way to
seek redress, as each side blames the other, leaving them with no recourse. With Joint
Liability, instead, the harmed user can take action against both companies, forcing both
to immediately take the system offline and issue a patch that neutralises the vulnerability,
and stopping either from stalling in the hope of not being the one that will be forced to
act to fix the problem.

Rather than simply dividing blame, the approach is intended to foster cooperation
and timely remediation when issues arise, as the base understanding is that neither
party can manage all risks independently: developers possess the expertise required
to address vulnerabilities within the core model, while deployers have access to real-time
operational data and context to identify harm as it occurs. By holding both parties
jointly liable, the framework promises to encourage them to combine their respective
strengths to address problems effectively and promptly, especially since it is unrealistic
to expect any deployed system to be utterly immune to novel exploits from the get-go.

8.2 A human-centric approach

The European Commission’s Communication (COM(2019) 168 final) «Building Trust
in Human-Centric Artificial Intelligence»[35] advocates for Human-Centric Artificial In-
telligence to foster societal trust and enhance Europe’s competitive position in the AI
market. The initiative seeks to mobilise at least 20 billion euros annually in AI invest-
ments over the next decade, with 1 billion euros per year provided by Horizon Europe
and Digital Europe.

This document is a pivotal moment in the establishment of the human-centric ap-
proach as a wayfinder for the AI Act, noting that ensuring trustworthiness is essential,
as it necessitates that AI systems adhere to rigorous, legal, and ethical standards.

The AI high-level expert group that handled its writing initially outlined seven key
requirements, including human agency, privacy, fairness, and accountability, paving
the way for the Commission to initiate a piloting phase to evaluate how these ethical
guidelines function in real-world scenarios, with the aim of using lessons learned to refine
the trustworthy AI framework.

8.2.1 The Seven Requirements

These guidelines outline seven interconnected requirements that form the foundation
for trustworthy and people-centred Artificial Intelligence. Taken together, these
seven requirements want to establish a comprehensive framework, inserted in the solid
tradition of EU Regulations and Acts on adjacent themes (e.g. GDPR, Cybersecurity
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Act), that integrates legal compliance, ethical principles, and technical robustness, for
trustworthy Artificial Intelligence.

• The first pillar is human agency and oversight: Artificial Intelligence systems
should function as enablers, supporting individuals in making informed de-
cisions that align with their goals and values. To ensure this, mechanisms such
as human-in-command are recommended, enabling users or public authorities to
intervene on, override, or suspend automated decisions when required.
As the traditional approach of «Human-in-the-loop», which involves a human op-
erator’s intervention at every decision step, becomes more and more impossible and
even undesirable due to its natural slowness and error-making. In this proposal,
the human operator can still intervene on, override and monitor all AI activities,
while allowing for true automation.

• Technical robustness and safety represent the second requirement. Trust-
worthy Artificial Intelligence must remain reliable, secure, and resilient throughout
its life cycle, effectively managing errors, inconsistencies, or malicious attacks
without causing harm. This involves implementing safety-by-design, establish-
ing fallback procedures, and ensuring that outcomes are reproducible and ac-
curately reflect the system’s knowledge.
Safety-by-design remains here a fundamental piece of the EU’s approach to tech-
nology, requiring that safety considerations be built into a product or system from
the earliest design stages rather than added as an after thought. By embed-
ding fail-safe defaults and robust testing and ongoing monitoring, safety by design
stresses the need to protect against motivated attackers and to ensure that sys-
tems remain safe even when components fail. This principle underpins the AI Act’s
whole mandatory risk-management system, which must continuously identify, as-
sess, and mitigate harms to health, safety, and fundamental rights throughout the
lifecycle.

• The third pillar, privacy and data governance, requires that personal data be
protected at all stages of processing. For individuals to retain control over their
data, Artificial Intelligence systems should prevent the disclosure of sensitive at-
tributes about the people on whom it was trained. High-quality, bias-free datasets
are essential, and the integrity of training data must be maintained through rigor-
ous testing, thorough documentation, and controlled access. High quality data are
essential for trustworthy outcomes, and their scarcity is a systemic problem with
roots in multiple sources such as shady data gathering, data brokering, profilation
cookies, and many more; these phenomena are so widespread outside the EU (and,
in a milder form, also inside it) that the problem of the sanitation of the data
sources cannot be ignored since the inception of any design stage, primarily since
it represents the knowledge base of the future AI Model.

• Transparency constitutes the fourth requirement. Complete traceability of Arti-
ficial Intelligence decisions and its underlying development process, including data
collection, labelling, algorithmic design, and deployment rationale, must be doc-
umented and made accessible to independent auditing. Explainability should
reach every stakeholder in a way tailored to their understanding and role, and users
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must be clearly informed of the risks and terms of their usage.
While not explicit in the Communication, there is a strong tension between
transparency and data privacy.The balance between privacy, usefulness and
transparency of training data requires careful delineation of what is supposed to
remain private, what can become part of the model’s knowledge, and in what ways
(for example: information on the classification process could help an attacker to
infer the original data just by seeing the labelling the model applied to them).
Moreover, the dataset used for training is often seen by developers of AI models
as a key asset to be competitive, and as such, it is kept as a de facto secret
to maintain market advantage. The same can be said for any kind of technical
document that can reveal the inner workings of the latest, state-of-the-art model
that was the fruit of huge monetary investments.

• Without transparency, there is no accountability, another requirement. Pre-
cise mechanisms must be established to assign responsibility for AI systems and
their outcomes before and after deployment. Auditable processes, as well as
internal and external reviews, are essential. Accessible redress pathways must be
provided. These ensure that any adverse impacts can be identified, documented,
and remedied fairly.

• Diversity, non-discrimination, and fairness comprise the sixth pillar. Build-
ing upon the third pillar, datasets and algorithmic designs must be assessed for
historical biases, incompleteness, or discriminatory patterns that could result in
unfair treatment. Engaging diverse design teams and consulting affected stake-
holders throughout the system’s life cycle are two suggestions on how Artificial
Intelligence can better serve individuals of all types and backgrounds.
Inclusivity is addressed in the two ways bias can creep into an AI system: the
diversity of data sources and the universal design of its algorithm.

• This last pillar is closely linked to the sixth requirement: societal and environ-
mental well-being. Artificial Intelligence should be developed and deployed to
support biodiversity and protect the environment for current and future genera-
tions, and the broader social impacts of technology on democratic processes and
society must be carefully evaluated and mitigated as necessary.
In particular, it is imperative to extend beyond the measurement of operational
emissions to include carbon emissions from hardware manufacturing and the re-
source consumption involved.

As usual, the degree with which these pillars are adopted, especially when the choice
comes with trade-offs (e.g. privacy and transparency, human agency and automatic,
lightning-fast responses to threats), is not always easy to decide. A test phase after
publication was considered to assess the requirements’ reception among a wide range
of stakeholders, including public administrations and private firms, with a host of con-
sultation activities to provide opportunities to give their contribution. Complementary
programmes such as AIAlliance, AI4EU, and networks of AI research excellence centres
have also joined the challenge of the development, testing and deployment of trustworthy
AI.Collaboration is key up to the highest organisational levels: in the Communication it is
explicitly stated the goal of the EU to shape international AI ethics by cooperating with
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«like-minded» countries, contributing to multilateral fora (G7, G20) and standardisa-
tion bodies, in an effort to spread the gospel of «human-centric AI» globally, leveraging
Europe’s reputation for safe, high-quality products.

8.2.2 The ethical guidelines approach

In 2019 [57], the European Commission’s High-Level Expert Group on AI (AI HLEG),
established in June 2018, published the latest revised version of the Ethics Guidelines
for Trustworthy AI. The central thesis asserts that Trustworthy AI necessitates three
essential, though individually insufficient, components: lawful, ethical, and robust
operation.

The framework directs stakeholders beyond abstract principles by emphasising the
practical implementation of ethical and robust AI across these three layers. It presents
foundational ethical principles, such as human autonomy, fairness, and the prevention of
harm, specifies seven key requirements, and introduces a Trustworthy AI assessment
list, but leaves out explicit legal compliance guidance.

The three pillars of Trustworthy AI, lawfulness, ethics, and robustness, were designed
to function collaboratively throughout the entire AI system life cycle, rather than
as isolated requirements. Their interaction is complex and can assume diverse shades
depending on context, but, in general terms, it can be described as follows:

1. Lawfulness as the foundation of all actions: AI developers must first ensure
that the system complies with all relevant EU primary and secondary legislation
(such as the GDPR, product liability rules, and anti-discrimination directives) as
well as any sector-specific regulations from the design phase onwards, before even
writing a single line of AI-enabled code.

2. Ethical guidance during all steps should extend beyond legal require-
ments: after legal compliance is established, ethical considerations further in-
form system design to include requirements that are not translatable in clear-
cut numerical parameters or schematic checklists: respecting human autonomy,
preventing harm, ensuring fairness and explicability, and upholding fundamental
rights, even in areas where legislation is absent or outdated, can only come with
human, informed analysis of the non–quantitative world. As these decisions cov-
ertly influence data governance policies, user interaction design, and stakeholder
participation processes, they remain critical for societal acceptance and benefit.

3. Robustness is not only a technical requirement, but a foundation for
lawfulness and ethics: it includes data security, algorithmic and operational
safety, reliability, resilience to attacks, and fallback mechanisms—ensuring that
the system operates as intended and avoids unintended harm. In this, it supports
both legal obligations such as safety standards and accountability for damages and
ethical imperatives such as harm prevention and fairness through reliable outcomes
.

Depending on the actual development phase of the system, the three pillars will appear
differently. During the conception and design stage, the steps will be enacted, for ex-
ample, by a clear indication of the legal bases for data processing, a fundamental rights
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impact assessment, the application of privacy-by-design techniques and the creation
of robust data pipelines that have been tested for leakages and rogue usage, all docu-
mented for further inspection also down the line. During development and testing, it
will be imperative to document everything as evidence for ongoing compliance, includ-
ing the evaluation of fairness, error and hallucination metrics, the result of adversarial
testing. During deployment, auditing trails will be continuously kept updated as part
of monitoring operations, to allow for oversight by humans and the reconstruction of
the algorithm’s decision path, eventually triggering fallback plans and incident response
procedures that align with the legal obligations.

The approach of treating lawfulness, ethics, and robustness as intersecting layers
rather than sequential steps enables practitioners to effectively and continuously verify
that measures taken for one pillar reinforce the others, leading to AI systems that are
compliant, value-aligned, and safe in real-world operation. Nevertheless, the guidelines
themselves acknowledge in their content that the three components may also conflict.
For example, a feature that maximises predictive accuracy (an ethical goal) could raise
privacy concerns (lawfulness goal) or increase vulnerability to adversarial attacks (robust-
ness goal). In such situations, conflicts should first be identified through a systematic
impact assessment; then, the necessary balance and trade-off assessment for the selected
path should be documented, with the involvement of relevant stakeholders. A good
solution attempts to minimise harm, typically by incorporating human oversight, ad-
justing the algorithm, and/or providing user-friendly opt-out mechanisms. Continuous
assessment is a crucial practice in implementing human-centric AI systems.

8.2.2.1 The importance of balance and context

The Ethics Guidelines for Trustworthy AI do not, in this case, provide an expli-
cit high-risk versus low-risk categorisation framework with detailed tier-specific
adjustments, which was done extensively in other settings (the AI Act). However, it
still offered essential guidance on how proportionality and context should shape the
assessment, which is not intended as a one-size-fits-all checklist, but rather a list of
considerations that should be graded for relevance to the actual case. The assessment
should be tailored to match the magnitude and type of risk posed by the system with
respect to the surrounding environment, i.e., the severity of potential consequences in
that context (consider, for example, the consequences of an error for a shopping recom-
mendation engine versus an algorithm for medical diagnosis). For high-risk applications
(directly affecting fundamental rights, safety-critical), technical robustness and safety
means carefully assessing security vulnerabilities, the impact of failures, and accuracy
testing, while auditability means the chance for independent, third-party inspection and
comprehensive documentation on all phases of the lifecycle; finally, transparency will
mean timely and open explanations , the candid disclosure of risks in the model’s usage,
and explicit communication of its limitations. On the contrary, for applications with
much lower risk and minimal impact on individuals, explicability may rely on simpler
documentation rather than real-time explanation interfaces, oversight may be periodic
rather than continuous (e.g. just HOTL mechanisms to intervene as needed), and testing
may follow standard software-quality metrics rather than adversarial red-teaming.
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8.2.3 The ecological impact of AI

The environmental impact of Artificial Intelligence, particularly in relation to the vast,
resource-hungry Large Language Models, has become a heartfelt, but still relatively
ignored point of discussion when talking about responsible AI development, as this dra-
matic escalation in model complexity directly correlates with unprecedented computa-
tional demands, transforming AI from a research curiosity into a sector with measurable
ecological consequences. This issue encompasses both the considerable resource costs
associated with training and deploying AI systems, as well as the substantial benefits
that AI applications can offer in addressing climate-related challenges. The growing en-
vironmental footprint of AI has consequently prompted increased transparency and more
robust interventions.

Central to these concerns are the direct environmental costs, often referred to as the
AI footprint, which stem from the scale and complexity of foundation models and result
in significant energy consumption, resource depletion, and carbon emissions throughout
their entire lifecycle. Emissions data further illustrate the variability of environmental
impact across different models, with training emissions for leading AI systems that are
substantial and documented: training GPT-3 generated approximately 500 metric tons
of carbon dioxide equivalent, comparable to driving an average passenger car for about
one million miles[45]; after training, inference operations for GPT-3 were estimated to
produce approximately 12,800 metric tons of CO_2 annually, roughly 25 times the emis-
sions of the training phase. To further contextualise this impact, the energy consumed
to train and operate ChatGPT has been estimated to equal the annual carbon emissions
of 175000 Danish citizens[24]. Another study [111] has shown that many AI models do
not even report carbon emissions.

In May 2024, Nature declared that the direct impacts of AI on climate so far are
relatively small, as it reported an estimation attributing to AI only 0.01% of all global
greenhouse emissions [68]. These results appear mild, especially when considering other
significant sources of pollution present nowadays. Nevertheless, it is essential to con-
textualise the data : first, the field of AI emissions is today less studied than other
industries, with fewer standards for assessment and less know-how on the opportunities
for optimisation; second, the fact that the AI boom is still in its initial phases means that
current consumption might increase exponentially once the technology has had time to
grow further, as forecasts by the International Energy Agency[58] indicate that the AI
industry alone will increase its electricity demand ten fold by 2026 with respect to 2023
, with the demand for AI services expected to rise by 30–40% annually over the next
5–10 years.Moreover, beyond the obvious operational and training energy expenditure,
the environmental implications of AI extend into the realm of the manufacture of essen-
tial components such as GPUs, which is associated with the extraction and processing
of raw materials (rare earths (REEs) in particular, but also other, often hazardous
for human health, substances including tungsten, palladium, cobalt, mercury, lead and
tantalum[61]), an activity that contributes to ecosystem degradation (e.g. water con-
tamination, soil erosion) and pollution: mining typically involves open pit extraction,
extensive use of acids and large volumes of water, leading to the release of hazardous
tailings into rivers and groundwater[[47], [73]]. The cost is even higher if we include
the fact that the extraction of REEs is geographically concentrated in the Democratic
Republic of Congo and China, often under conditions of child labour, unsafe working
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environments and limited economic benefit for host communities[73]. Fuelling this mar-
ket means encouraging global inequality in which the regions that supply the critical
minerals receive little of the economic upside from the AI boom, while bearing
all its burdens.

Even if extraction were to be carried out ethically and with minimal environmental
disruption, semiconductor production processes remain among the most energy intens-
ive industrial activities, in addition to emitting dangerous fluorinated gases. Reports[65]
show how an Intel semiconductor fabrication facility in Arizona used 927million gallons
(3.509.000 cubic meters) of potable water and produced ca. 15 000 tonnes of waste in a
single three month period. Then, after production, the operation of data centres, which
are indispensable for running large-scale AI models, implies high water consumption due
to the cooling requirements of high-performance computing, thereby aggravating water
scarcity in vulnerable regions and disrupting temperature-sensitive ecosystems.

Ultimately, the continuous production also indirectly fuels the growing challenge of
electronic waste handling in light of rapid technological obsolescence and degrad-
ation from intensive use. The rapid turnover of AI-optimized hardware intensifies the
waste stream, as GPUs launched to meet the latest model sizes are often retired within
a few years, creating garbage that is exported to the Global South[2], where informal
recycling releases substances such as lead and mercury[54] to the environment and to
the human workers. Forecasts[122] predict a potential accumulation of between 1.2
and5.0million tonnes of e-waste between 2020 and 2030 if current disposal practices
continue, which is a sign of future crisis as the sheer volume of discarded chips is already
beginning to strain existing recycling infrastructure[15]. This infrastructure, as of today,
still uses conventional methods that recover only a fraction of the valuable REEs, so it is
imperative to start endorsing more circular economy approaches, and prioritise repair-
ability, upgradeability and recyclability in product design[54].

Studies made to address these complex and interrelated impacts have shown the
need for a multifaceted approach that encompasses technical, operational, regulat-
ory, and governance strategies: from enhancing energy efficiency through software
optimisation to the strategic selection of locations and sustainable energy sources,
favouring regions with cleaner energy grids to minimise carbon emissions. As the Green
AI research field matures considerably, some studies are demonstrating energy savings
exceeding 50%, and in some cases reaching 115%, through optimisation of hyperpara-
meters and architectural choices[119]. However, recent scientific literature indicates
that this alone will prove insufficient to ensure generative AI sustainability, because other
issues, mainly future AI development policies and rare metal utilisation, will alone raise
the problems of our Planet’s finite resources[10].

8.2.3.1 The AI Act’s perspective

The EU AI Act incorporates environmental and societal well-being as key ethical principles
for trustworthy AI, so it also encourages a shift towards greater energy efficiency.

The Artificial Intelligence Act explicitly links AI regulation to environmental sustain-
ability in several places, starting from its very first Recital:
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The purpose of this Regulation is to [...] promote the uptake of human
centric and trustworthy Artificial Intelligence (AI) while ensuring a high level
of [...] environmental protection.

Similarly, Recital 27 subscribes to the Ethics Guidelines described in 8.2.2:

[...] In those guidelines, the AI HLEG developed seven non-binding eth-
ical principles for AI which are intended to help ensure that AI is trustworthy
and ethically sound. [...] Without prejudice to the legally binding require-
ments of this Regulation and any other applicable Union law, those guidelines
contribute to the design of coherent, trustworthy and human-centric AI, in
line with the Charter and with the values on which the Union is founded. [...]
Social and environmental well-being means that AI systems are developed
and used in a sustainable and environmentally friendly manner [...].

In concrete terms, this translates to a number of provisions that focus on transparency,
documentation, and periodic review, rather than imposing explicit, across-the-board
numeric limits or mandatory carbon budgets for AI training/deployment. This was not
the case in the earlier versions of the AI Act, as the so-called trilogue version removed
[95] most of the detailed rules, with only the core clauses remaining in the final version :

• Energy consumption logging: Annex XI (the documentation requirements for
general-purpose models) explicitly requires providers to include «known or estim-
ated energy consumption of the model», while Article 11 includes among the
instructions for use «the computational and hardware resources needed», from
which it is possible to infer energy consumption.

• Fundamental-rights impact assessment: Environmental protection is recog-
nised as a fundamental right by Article 37 of the Charter of Fundamental Rights
of the European Union (which the AI Act uses explicitly as one of its founda-
tional texts), so, a Fundamental Rights Impact Assessment should also consider
the foreseeable adverse impacts on the environment.

• A high level of protection of the environment, including «protection of biodiversity,
protection against pollution, green transition measures, climate change mitigation
and adaptation measures» (Art. 59) is kept as a requisite for even the most
cutting-edge cases belonging to special sandboxes 7 (see 8.4 on regulatory sand-
boxes).

• Standardisation for reporting: The text retains an obligation (Art 40) for the
Commission to commission standards on documentation about an AI-system’s
resource performance, covering the resources used during both training and de-
ployment.

As of today, the greatest support in complying in practice so comes from a growing
body of technical norms that establish standardised measurement protocols
for emissions, (see, for example, the tech report ISO/IEC TR 20226:2025 (Environ-
mental sustainability aspects of AI systems)).

7

– Functionally separate, isolated and protected data processing environments (Art 59(1(a(ii))))
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8.3 The problem of General Purpose models

A Foundation Model is an AI model that is trained on broad, extensive data, often
using self-supervision due to the massive scale of its operations [112]; since it was not
built for one specific task, it serves as a base, or "foundation", for other AI models that
are specialised through methods like fine-tuning or prompting. Prominent examples of
foundation models include the GPT family and Google’s BERT, and all Large Language
Models (LLM).

The general-purpose nature of foundation models comes from their ability to perform
emergence: this term refers to the way a model’s capabilities are implicitly induced
from the model’s large-scale training rather than being explicitly constructed
with step-by-step instructions. For example, a model’s ability to perform a task never
seen before starting from just a natural language command is an emergent property that
does not need specific training.

General purpose models are one of the biggest obstacle for the AI Act , as the Act
heavily relies on the concept of «intended purpose» [13] , but these models have no
specific and defined purpose and lend themselves to a variety of uses, in both personal
and professional environments, as official statistics from OpenAI show (see Figure 8.1).
The «intended purpose» for a model is indeed very difficult to make explicit once and
for all, due to emergence, as history teaches us that a significant share of a model such
as GPT’s uses were not foreseen neither before it fast appearance on the market, nor
after. This fundamental problem remains as of today a topic of contention and cause of
uncertainty in the concrete application of the AI Act.

8.4 Innovation versus regulation

A long-standing debate is whether the AI Act strikes the right balance between protecting
society and fostering innovation, especially when in competition on a global stage against
Countries that are much more exploration-oriented. As with other pieces of legislation
tasked with going against the unchecked growth of the next technological advancement,
there is always a party that is vocally against regulation that could hinder the economic
success of entrepreneurial endeavours. Indeed, the EU is already perceived as lagging,
attracting only 6% of global AI startup investment in the first half of 2024[72]; this is,
at least in part, explicitly attributed to the regulatory burden created by the AI Act,
which raise the market entry threshold with compliance costs, and risks stifling good
ideas that could pass a more in depth risk-benefit analysis [51], despite authors such
as Bradford[16] noting that it was not the laxity of American laws in the first place
to enable the leadership role of the USA in the technological ecosystem, so the lack
thereof is not the fault of the stricter European digital regulation. Still, as AI is a
key area of competition, there is fear of missing out on opportunities that more liberal
countries such as the US and China are free to pursue, which are also hindered in their
expansion in the European market. Indeed, voices in Europe frame the AI Act and
its regulatory tools as an advantage, suggesting that the framing of innovation versus
regulation is a «false dichotomy»[117], as industrial policy, including regulation, can
be strategically used to create an environment that favours domestic companies. This



(a) Classification in majour generalized work activities of 1.1 million ChatGPT messages.

(b) Shares of messages, over a 1.1 million sample message pool, belonging to Work or non-Work
related tasks out, divided by main query goal.

Figure 8.1: Official OpenAI statistics[19] on their models’ usage.
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is far from a recent debate, as this dichotomy has been challenged widely in recent
academic literature and policy analysis, suggesting that the traditional view, particularly
advocated by powerful technology firms, that stringent regulation stifles innovation and
undermines technological progress, could hide an oversimplification of a much more
nuanced relationship. On the one hand, the EU’s AI Act, despite industry pressure to
dilute it, is argued to build public trust, a prerequisite for large-scale adoption of
trustworthy AI systems; on the other, when regulation is well-designed, predictable, and
aligned with market incentives, it can become a powerful engine that compels firms to
fundamentally re-engineer their technologies.

The AI Act is often portrayed as a «trust-building» instrument, yet the most im-
mediate obstacle to AI innovation in Europe is perceived as not the Act itself but the
way existing data-protection law is applied: Judith Arnal[7] shows that fragmented en-
forcement across Member States increases regulatory uncertainty and disproportionately
affects startups that lack resources to manage varying national interpretations. Without
a stronger, binding European Data Protection Board to ensure consistent application of
its opinions, the EU risks falling behind in the global AI race.

Indeed, a growing body of research indicates that the relationship between innovation
and lax regulation is more nuanced and counterintuitive than it may seem. Regulation
can create incentives for firms to re-engineer their technologies to comply with new
standards. When successful, these firms regain first-mover advantages and can offset
compliance costs through reduced future costs, especially with institutional support such
as AI sandboxes. According to the "innovation offset" theory, the benefits of redesigning
technology can outweigh the direct costs of meeting new regulations. Further studies by
Park et al. [94] on U.S. firms show that regulatory restrictiveness can encourage radical
innovation when regulatory uncertainty is low. In these cases, firms use the pressure
of tighter rules to search for novel solutions, leading to new patents and technologies.
However, when uncertainty is high, this search is stifled, confirming the classic idea that
excessive unpredictability can hinder innovation.

Regulatory sandboxes seek to reshape the conflict between regulation and innovation
by creating collaborative environments where regulators and innovators work together to
co-create future rules. These sandboxes allow for the testing of emerging technologies
in a "learning-by-doing" setting, while still maintaining special safeguards to ensure data
safety standards are respected.

The so-called Porter hypothesis (from Porter and van der Linde[101]) has the oppor-
tunity to fully manifest in a new context: that of AI innovation. Introduced in the 1990s,
this theory suggested that environmental regulation gives firms a chance to innovate and
become more competitive, rather than stifle their growth. Regulation creates pressure
to develop better, more sophisticated methods that not only “get the job done” but
also uphold higher standards in both function and development. When a company suc-
cessfully develops new technology to meet regulatory demands, it can gain a first-mover
advantage, capturing market share and reaping significant economic rewards. Over time,
this theory has been validated by empirical research, especially in the environmental sec-
tor. Zhang et al. [127] reviewed 58 studies on the relationship between environmental
regulation and green innovation, finding a positive correlation between regulation and
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green innovation, though the effect depends on specifics. "Command-and-control rules"
(which set explicit performance targets or ban specific activities, such as emission stand-
ards) show the strongest and most consistent positive impact on patenting and other
innovation metrics, such as patent counts, new product sales, and R&D expenditure.
In contrast, market-incentive and voluntary schemes are less robust, sometimes showing
insignificant or even negative effects. Developed economies respond more strongly to
command-and-control regulation than developing ones, and the relationship is stronger
at higher levels of aggregation. In other words, regulatory effects are greater at the
country and provincial levels than at the city level[127], suggesting that a larger market
size boosts firms’ willingness to invest in meeting standards, while for smaller firms,
investing in compliance comes less naturally. By extension, EU-wide regulations create
stronger innovation incentives than national ones because a firm that re-engineers to
meet EU standards can apply that technology across a much larger market. This is a
major incentive behind recent developments in EU law regarding the Digital Market, as
a unified framework significantly increases firms’ motivation to invest in re-engineering
and adaptation.

The underlying mechanism is relatively straightforward but powerful: when a reg-
ulatory body sets a specific performance threshold—such as an emissions limit, safety
standard, or data-protection requirement—firms cannot simply continue with business
as usual, since non-compliance carries significant penalties, including fines, restrictions
on market access, or loss of license to operate. Faced with this clear choice, firms are
compelled to invest in developing new technological components or even entirely new
processes to meet the requirements. A firm that develops the most cost-effective, clean-
est, or safest solution will gain a competitive advantage over rivals who simply comply
at a higher cost through minor adjustments and incremental fixes. In the environmental
context, there are many historical examples of regulations sparking entirely new indus-
tries: catalytic converters in automotive manufacturing, renewable energy technologies,
and pollution control equipment all emerged or expanded significantly in response to
regulatory mandates. This dynamic often encourages radical redesigns. The first firm to
patent such innovations will enjoy years of exclusive commercial benefits, providing the
financial cushion needed to recover their initial R&D investment.

The strength of command-and-control regulation as a driver of innovation lies in its
clarity and lack of ambiguity. Firms know exactly what they must achieve, the timeline
to follow, and—crucially—that non-compliance is not an option. This alone serves as a
powerful motivator to pursue the greater good, even when good conscience falls short.
Since compliance has become essential for market participation, these laws effectively
align firm profitability with adherence to the rules.

The relationship between innovation and regulation is complex and cannot be re-
duced to a simple trade-off. Evidence shows that well-designed, consistently applied
regulations can promote both market and social innovation. Structural reforms, har-
monised implementation, and carefully crafted regulatory tools—such as sandboxes and
command-and-control standards—have the potential to align the incentives of firms, reg-
ulators, and society. However, a crucial refinement to the Porter hypothesis concerns
the role of regulatory uncertainty .

Research[94] on over 1,200 U.S. firms shows that when companies clearly understand
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which activities are prohibited and trust that regulations will remain stable, they are more
likely to pursue alternative technological solutions with the potential for groundbreaking
innovation. In fact, even more radical, disruptive innovation occurs in stricter regulatory
environments: empirical evidence shows that destabilising innovation increases by about
1.34 percent of the mean under stable, restrictive conditions, but this effect disappears
when uncertainty is high. High regulatory uncertainty discourages firms from seeking
new solutions, as innovation is inherently risky and expensive. When firms are already
unsure about which technological path to pursue, additional regulatory doubt leads them
to delay capital expenditure in R&D, defer hiring, and postpone market entry. The
Llama case illustrates this: when the European Data Protection Board took months
to decide whether Meta could use public data to train generative AI models, while the
UK’s data protection authority quickly granted approval [7] through a clear legitimate
interest analysis, the difference in regulatory certainty created different incentives. The
result was a suppression of the appetite for the kind of exploration that EU legislation is
often designed to encourage. This finding reconciles two seemingly contradictory schools
of thought in the literature: the resolution lies in recognising that regulatory certainty
and the type of innovation are the critical factors in determining whether restrictiveness
reduces the range of available technological components, or pushes firms to seek new
alternatives. The Park, Wu, and Funk study [94] offers a detailed explanation for why this
happens: as restrictiveness increases, some technological components or activities are
prohibited, reducing the set of familiar tools firms can use. By itself, this constraint would
suppress innovation, especially incremental improvements. However, when restrictiveness
is paired with low regulatory uncertainty, the outcome changes. Firms must either accept
the constraint or search for alternatives, which is especially costly and risky when future
rules are unpredictable. In a stable, predictable environment, firms have confidence that
any new components they develop will remain permissible. Knowing the rules will not
change, firms see searching for new components as a rational investment rather than a
risky gamble. The novel technological combinations they explore become destabilising
innovations precisely because they depart significantly from the existing technological
architecture. Firms are not simply complying; they are actively re-engineering their
technological approaches to find new solutions in response to the incentives created by
clear, binding restrictions and regulatory stability.

8.4.1 The structural context as a moderating factor

While regulatory incentives can be potent, their true effectiveness is contingent upon
the broader structural context in which they operate, as a firm’s ability to respond to
these incentives is shaped not solely by the regulatory framework itself, but also by such
factors as access to capital, the prevailing legal environment governing bankruptcy and
risk, overall market size, and the availability of skilled talent.

The United States’ technological leadership in the digital sector cannot simply be
credited to a permissive regulatory climate, as is sometimes claimed. Instead, it stems
from a combination of structural strengths[16]: a unified digital market that enables
agile scaling, robust venture capital funding for high-risk research and development,
bankruptcy laws that give entrepreneurs a second chance, and immigration policies that
continually renew the talent pool. By contrast, in the European Union, even the best-
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designed command-and-control regulations do little to overcome these underlying cul-
tural differences, which inherently limit firms’ ability to innovate as quickly as their U.S.
counterparts.

None of this makes regulation irrelevant, but it does mean that regulation must be
part of a broader policy toolkit to be truly effective. For regulation to act as a genuine
catalyst for innovation, it must be implemented alongside structural reforms that give
firms the financial and organisational resources they need to fully realise their capabilities.

Academic reviews[16, 94, 127, 104] on innovation and regulation highlight several
strategies that reinforce each other for policymakers aiming to use regulation to foster
innovation. First, guarantee regulatory certainty by setting clear, stable rules (as Ar-
nal[7] points out, «[it is] The implementation of the General Data Protection Regula-
tion (GDPR) in the EU, rather than the EU’s regulation itself, is holding back techno-
logical innovation.»), establish binding authority for oversight bodies (such as the
European Data Protection Board), publish detailed compliance guidance, and commit
to predictable regulatory baselines; when firms lack clarity or confidence in the regulat-
ory environment, they tend to default to cautious, non-innovative behaviours. Second,
blend command-and-control standards with market-based incentives, so all firms meet
a solid performance baseline while being encouraged to exceed it for extra financial or
reputational rewards; this hybrid approach combines regulatory certainty with market
dynamism. Third, create regulatory sandboxes and collaborative spaces with safeguards
against regulatory capture, such as transparent entry standards, public progress report-
ing, independent evaluation, and strict rules against arrangements that unfairly benefit
incumbents. Finally, fix structural gaps that limit firms’ ability to respond to innovation
incentives by completing the Digital Single Market, broadening access to venture capital,
and adopting immigration policies that attract and keep top talent.

According to the cited authors, these systemic changes are crucial for unlocking the
innovative potential that regulation can bring. When used well, these tools let organ-
isations pursue bolder goals than traditional regulatory processes would allow, boosting
their competitiveness.

8.4.2 Trust-building and the market-access pathway

In addition to command-and-control type legislation, regulation can promote technolo-
gical development by fostering trust and expanding market access. The European Union’s
proposed AI Act famously champions this approach. The EU Commission maintains that
the regulation enhances innovation by building the trust required for widespread AI ad-
option. When citizens recognise that AI systems are subject to robust safeguards, their
willingness to accept and utilise these technologies increases. This dynamic establishes
a positive feedback loop: uniform EU-wide standards reduce regulatory fragmentation
across multiple states, rather than requiring adaptation to distinct national regimes. As
compliance with the AI Act’s requirements signals a high level of production standards,
the mere act of compliance can signify competitive advantage, potentially commanding
premium pricing, and can reframe the re-engineering required to meet those standards
as a value-creation opportunity rather than a mere cost.
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8.4.3 Market-incentive regulation and voluntary schemes: weaker
but complementary mechanisms

Market-incentive mechanisms, like subsidies and tax breaks, work differently from
command-and-control standards and create distinct incentive effects. Instead of requir-
ing a specific outcome, these mechanisms reward companies financially for exceeding the
minimum required performance. In theory, this should strongly encourage re-engineering,
which might be more appealing than the threat of a fine—as firms that invest in break-
through technologies can reap financial rewards for going beyond the baseline. However,
as mentioned earlier, empirical evidence[127] shows that market-incentive regulation
leads to weaker and less consistent innovation than command-and-control approaches.
Zhang et al. suggest this is because market incentives set a ceiling for compliance, not
a floor for further progress: companies focus on securing subsidies or tax breaks rather
than pushing for more radical changes that fall outside current funding calls. Worse still,
if the financial incentive is too small compared to the investment required, firms may
simply ignore it and drop plans to improve.

Voluntary regulation, such as industry pledges to follow best practices or self-
labeling, usually provides even less motivation for innovation than other methods. Since
self-assessments and voluntary schemes are generally less strict and more subjective, they
demand little real compliance and make it easy for companies to participate. Zhang et
al.’s research shows that while these programs might lead to slight bumps in patent
filings for compliance, they don’t result in higher sales—indicating small tweaks rather
than the significant innovations needed to succeed in the market.

Despite these drawbacks, market-incentive and voluntary approaches can still sup-
port command-and-control regulation. If a regulatory system sets a firm baseline that
all companies must meet, but also offers extra rewards or recognition for those that
go beyond, it can take advantage of both strategies: the baseline ensures necessary im-
provements, while the incentives encourage more companies to outperform the minimum
requirements.

8.4.4 Regulatory sandboxes as collaborative redesign spaces

Articles 3(55) and 57 of the AI Act require European Union member states to set up
at least one national AI regulatory sandbox. These sandboxes are supervised spaces
where high-risk AI applications can be developed, trained, tested, and evaluated for
a limited time before entering the market. Their main goal is to support technological
progress, especially for SMEs and start-ups, by offering flexibility and shielding them from
administrative fines under the AI Act (and other EU or national laws that the relevant
authority8 is competent in) as long as they follow official guidelines in good faith. In these
settings, participants receive regulatory guidance and a secure environment to proactively
tackle risks—particularly those related to fundamental rights, public health, and safety.

8The supervisory framework of the AI Act distinguishes between several national competent author-
ities. Market-surveillance authorities are often seen[49] as the most suitable operators because they
already monitor AI systems after they enter the market, but also notifying authorities may also act as
competent authorities. In Italy the Sandbox program is managed by the Department for Digital Trans-
formation within the Prime Minister’s office, with the Agenzia per l’Italia Digitale (AgID) providing
technical support and evaluation during experimentation[63].
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Developers also get clear direction on compliance requirements, and completing the
sandbox process demonstrates their readiness for the market. Another key benefit is the
chance to safely use personal data for projects in the public interest, as long as they
provide thorough documentation of their activities and risk management—all mostly free
of charge.

Regulatory sandboxes provide a different way to use legal tools to drive innovation.
In these controlled labs, regulators and innovators work together to test new technolo-
gies and create temporary standards that can shape future laws, much like the process
in IT standard-setting. A recent ethnographic study [69] of a UK healthcare regulatory
sandbox for AI in diagnostics illustrates this approach, as it highlighted how the sandbox
fostered innovation through three practices: protection, adaptation and participa-
tion.

Protection: a sandbox kept a separate environment using confidentiality agreements
and an ad-hoc approach, reducing firms’ concerns about exposing vulnerabilities
or facing enforcement.

Adaptation: the sandbox supported the iterative development of regulation, with reg-
ulators and regulatees collaborating to develop standards through feedback
and iterative refinement. This adaptive process encouraged firms to feel engaged
and motivated in the endeavour of technological redesign to meet law require-
ments.

Participation: the sandbox brought together diverse stakeholders, including healthcare
providers, technology suppliers, patient representatives, clinical experts, and reg-
ulators. This brought together many different point of views on trustworthiness,
safety, and ethics, not just technical compliance; for example, the involvement of
patient advocates prompted developers to address the actual lived experiences of
the subjects, not just the machines’ purely technical standards.

As a sort of "liminal space," sandboxes encourage firms to move away from their estab-
lished business models, collaborate to define best practices, and reshape their strategies
and paths: instead of seeing regulation as a distant constraint that «fell from above»,
participants become co-creators of the regulatory framework, and have a change to en-
gage in a kind of technological re-engineering that is strictly interwoven with the goals
of the regulations.

8.4.4.1 The risk of regulatory capture in collaborative spaces

Regulatory sandboxes and other collaborative regulatory approaches can spark innova-
tion, but they also come with a major risk: regulatory capture[104]; this happens when
regulators and the organisations they oversee spend too much time in close contact—
especially if participation is selective and the process lacks transparency—which can let
well-resourced firms shape new standards to suit themselves, often to the detriment
of smaller competitors. Ranchordás and Vinci[104] highlight Italy’s Sperimentazione
Italia as an example: despite aiming to promote responsible innovation across sectors,
the sandbox received few applications and generated minimal collective learning[104],
largely because of a burdensome application process and a sense of unpredictability and
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bias. Ultimately, the promise of faster market access failed to attract firms without
the resources and reputation of established players, firms that could afford the risk of
rejection. Another issue was the lack of publicly available information about project ap-
provals. While it’s reasonable to protect confidential business data, this level of opacity
made it harder to hold regulators accountable and discouraged potential participants.
To guard against capture and make sure sandboxes actually foster innovation (not just
entrench the power of big players), it’s crucial to put in place strong transparency in
candidate selection, clear participation rules, independent evaluations of outcomes, and
clear routes for scaling successful projects beyond the sandbox. Without these protec-
tions, collaborative regulatory efforts risk becoming vehicles for corporate rent-seeking 9,
as, according to Ranchordàs and Vinci, it creates scenarios where regulators are system-
atically exposed to arguments from firms that may not align with the public interest.

To reduce the risk of regulatory capture and genuinely encourage innovation free
from the influence of dominant players, robust safeguards are essential. Transparent ad-
mission standards, public reporting of progress and results, independent evaluations, and
strict bans on arrangements that favour certain incumbents are key. Good governance
means more than just procedural transparency: it also requires protection from tradi-
tional regulatory pressures, ongoing adaptation, and the involvement of a broad range of
stakeholders. When these practices are put in place, as seen in the healthcare AI sand-
box studied by Macrae and Ansell[69], they can shift the relationship between regulators
and firms from adversarial and top-down to collaborative, while upholding legal stand-
ards. Without these protections, sandboxes risk making regulatory fragmentation and
market inequality worse, undermining fairness and the possibility of broad, generalisable
benefits. Ranchordás and Vinci ultimately argue that regulation must always prioritise
the protection of fundamental rights over the pursuit of technological progress or
narrow economic innovation.

9«Rent seeking, a concept introduced by economist Gordon Tullock, refers to the pursuit of wealth
without contributing to society’s overall productivity or well-being.»[70]
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Chapter 9

Supervision and enforcement

9.1 Relevant authorities

The effective enforcement of the Regulation relies on significant resources (infrastruc-
tural, technical, financial and human1) and the impartiality of surveillance authorities,
which may vary considerably case by case. To ensure harmonisation and effective over-
sight in all Member States equally, the AIA mixes Member State-based and cent-
ralised enforcement, requiring the creation of several new supranational regulatory
bodies (model that has found increasing adoption in EU law in recent years[115]). While
most enforcement duties, such as monitoring, investigation and sanctioning, are entrus-
ted to national bodies, some particular topics, such as General Purpose AI models, are
handled by the AI Office of the European Commission, an AI Board composed of rep-
resentatives from Member States, and Scientific Panels of independent experts when in
need of additional advice.

9.2 Enforcement challenges

Effective enforcement of the Act ultimately depends on the resources and technical know-
how of national Authorities [76] and the effectiveness of the newly established European
AI Office in guiding the Act’s application[81]. Traditionally, the EU has relied on passing
large volumes of legislation, yet recent political debates have called for cutting bur-
eaucracy to boost economic growth, especially by reducing reporting requirements,
in favour of more subsidies and IPCEI 2 projects. This change is driven by concerns that
excessive regulation has held back the digital sector, but critics warn that removing
rules might only yield surface-level improvements. Moreover, inconsistent enforcement
of current rules can hurt AI innovation even more, because it leads to uncertainty, higher
compliance costs for start-ups, and less investment. Only by taking a nuanced, context-
aware approach, policymakers can turn regulation into a genuine driver of sustainable,
trustworthy innovation.

1Including, per Art. 70 of the AIA, «personnel permanently available whose competences and
expertise shall include an in-depth understanding of AI technologies, data and data computing, personal
data protection, cybersecurity, fundamental rights, health and safety risks and knowledge of existing
standards and legal requirements».

2Member-state funded Important Projects of Common European Interest.
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9.3 Recent conflicts between Big Tech and European
Law

Regulatory actions by European regulatory bodies concerning data protection, AI usage
and digital competition3 have created significant conflicts with major AI service and
model providers, leading to a reactionary response to what was felt as a significant
threat to the world AI market.

The most prominent clashes actually stemmed from the enforcement of the GDPR, as
national Data Protection Authorities (DPAs) have been questioning the security, trans-
parency and nature of data ( personal or even sensitive in nature) used to train the AI
models. For example, a key topic of contention has been which legal basis, if any, can
excuse the tech companies’ pillaging of personal data available on the Internet.In this
fight, incidentally, Data Protection Authorities are joined by media publishers such as
the New York Times, which famously sued OpenAI for training their models on
copyrighted content scraped from their website [113], while The Associated Press
has settled the issue by formally licensing [6] their text archive (which probably would
have been used to train models anyway, for free).

Over time, regulatory authorities have made varied inquiries on AI models, with
motivations ranging from the timing of publication of Google’s Palm’s DPIA4[26], to
the lawfulness of web scraping and the possibility for data subjects to exercise their
GDPR-given rights (access, rectification, and erasure)[27].

In front of the uncertainty behind their methods and conduct, DPAs have also been
known to take direct action before waiting for answers, forcing major technology compan-
ies like Google, Meta, X, and LinkedIn to pause or delay AI projects within the EU[98], as
it was case regarding the Italian Garante per la Protezione dei Dati Personali, Deepseek
[97] and ChatGPT[96] (which was briefly banned in the country in March 2023, citing
«no legal basis underpinning the massive collection and processing of personal data in
order to ‘train’ the algorithms on which the platform relies» and hallucinations). This
particular story continued even after the original frictions, as OpenAI was issued a fine
in December 2024 for GDPR non-compliance[22].

Ireland’s Data Protection Commission (which is the governing authority of many tech
giants due to them having their European establishment in the Republic of Ireland) also
acted with uncharacteristic[120] speed (for one of the European Countries that has been
catering the most to Big Tech in an effort to attract huge investments) in sanctioning big
names such as.One of the most significant cases in which the Irish DPC was involved was
the blocking of the use of public user data from EU Facebook and Instagram
accounts for model training, following a complaint [102] lodged by the privacy
rights organisation Noyb (None of Your Business), founded by Max Schrems. The
decision represented a «U-turn» by the Irish authority, which had initially approved
Meta’s AI applications. Following intensive engagement with the DPC and pressure
from its fellow EU DPAs, Meta officially announced its decision to pause its training
plans. Noyb suggested that this outcome was a direct result of the pressure mounted
by them and other like-minded organisations, specifically citing eleven other complaints

3See: the EU Digital Markets Act.
4Data Protection Impact Assessment.
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filed with various national DPAs in Europe. Meta is still withholding the licensing of
the multimodal (i.e. capable of processing video, audio, images, and text) version of its
Llama model (and its derivatives by other publishers) from European-based enterprises
[75], citing too much regulatory uncertainty over training models on data from European
users. This outcome mirrored similar moves by other US tech giants, such as Apple and
Google, which similarly delayed or withheld new AI features in the EU due to concerns
over compliance with GDPR, the AI Act, and the Digital Markets Act: in 2024, Apple
publicly stated it would not release some Apple Intelligence features in the EU due to
the DMA’s interoperability requirements, which Apple claims would jeopardise user
privacy and data security [20].

Noyb’s complaint on hallucinations In April 2024, Noyb lodged another official
complaint [91] with the Austrian Data Protection Authority against OpenAI, focusing on
the tendency of Large Language Models to generate so-called «hallucinations», that is,
plausible but nonetheless false outputs. The issue was exemplified by the model’s provi-
sion of an incorrect birth date for a public figure, a mistake which Noyb argued amounted
to a breach of the GDPR’s accuracy principle (Article 5(1)(d)). In response to these
allegations, OpenAI reportedly argued that, due to the inherent technical limita-
tions of LLMs, it was impossible to guarantee the right to rectification for
cases such as these; instead, it proposed filtering or blocking inaccurate data when
prompted by specific user complaints. Noyb, objected to this approach, insisting
that OpenAI could not selectively decide which parts of the GDPR to honour, and that
the right to rectification is non-negotiable and must be fully respected. Furthermore,
Noyb alleged that OpenAI had failed to comply with the data subject’s right of
access as outlined in Article 15 of the GDPR, because the company did not provide
sufficient disclosure regarding what personal data was being processed, the sources of
such data, or the exact recipients to whom it might be disclosed [114].

The ChatGPT Taskforce The EDPB’s so-called ChatGPT Taskforce has been the
supra-national referent to reach better coordination in issues such as these regarding
the popular AI Model.Initially, the task force was also needed to compensate for the
impossibility to apply the one-stop-shop rule for OpenAI, which had not yet set an es-
tablishment in the EU. Their work culminated in the publication of a report[37] on
May 23, 2024, detailing the preliminary findings on the adherence of ChatGPT to the
General Data Protection Regulation (GDPR)5. The EDPB Taskforce report established
critical, preliminary compliance standards for Large Language Models (LLMs) under the
GDPR, providing de facto guidance for Data Protection Authorities before the AI Act
came into existence, and setting a clear direction for more investigations. Most interest-
ingly, this report was instrumental in setting clear boundaries against Big Tech’s usage
of the «technical impossibility» excuse as justification for imperfect compliance with
the GDPR, and set a precedent for how DPAs should handle AI companies, namely with
strict investigations and audits on transparency, data security, accuracy, and the concrete

5More on the friction between the GDPR and the AI world is presented in 12.
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possibility to exercise the rights given by European legislation.

While firms like Amazon, Microsoft and OpenAI sign up for a voluntary commitment
to the principles of the AI Act (the AI Pact [90]), other big names such as Meta and
Apple keep their silence as a symbol of their long-standing fight [34] to remove or at
least simplify their path to (formal) compliance. As AI providers keep clashing with
the EU over tight rules coupled with heavy regulatory uncertainty, delayed decisions,
conservative interpretations from the EDPB and the unpredictable environment that is
created, major technology companies keep launching significant lobbying efforts, together
with a long list of European stakeholders (mainly in e-commerce and data science). A
famous open letter [33] by them argued that the EU’s approach risks AI models that
«won’t understand or reflect European knowledge, culture or languages», and dangled
before European legislators the «carrot» of billions of Euros in investments (with a
consequent increase of more than 1.2 trillion Euros to the EU’s GDP over ten years[98]).
Even the strategy of voluntarily withholding products from the market can be seen as
another way of putting pressure on European Union policymakers in this sense
[125]. In a way, the delays and cancellations uncover this double mask of Big Tech in
Europe: one day allies and benevolent suppliers of wonderful technical instruments ,
and the other determined colonisers and rivals in the race for (much more than) market
dominance.

9.4 The current state of Transparency in the in-
dustry

The 2024 Foundation Model Transparency Index compiled by Bommasani et al. [14] as-
sessed 14 foundation model developers against 100 transparency indicators. The average
score for developers was 58 out of 100, with the highest of 85 (more than one standard
deviation above the mean) reached by the BigCode, Hugging Face, and ServiceNow
developers, and the lowest , being more than one standard deviation below the mean,
were Amazon and Adept.

As expected, the results show that developers are generally most transparent about
downstream aspects, such as usage policies, and least transparent about the up-
stream resources used to build their models, i.e. data and algorithms. Breaking the
domains down further reveals specific areas of transparency and opacity, with the least
transparent subdomains being data access policies, impact assessment, trustwor-
thiness, and mitigation techniques.

The index also compares developers who release model weights openly (6 developers)
with those that use a more closed, API-based strategy (8 developers). Overall, Open
developers generally outperform closed developers in transparency, especially in the up-
stream domain. Closed developers only preferably share information regarding topics
such as policy enforcement, risks, and model mitigations.

As this was the second round of inquiry made with the same framework, it was
possible to record the change in just a year’s difference: despite overall improvements,
transparency on data access declined from 20% to 7%, and information about data
copyright status, data creators, and personal information did not improve.
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9.4.0.1 Google and OpenAI

It is worth it to spend a bit more time on the results concerning two of the biggest AI
names in Europe at the moment: Google and OpenAI (GPT family models).

Out of its 49 overall points, OpenAI’s transparency was weakest in the upstream
domain, which covers the resources used to build the model, but it did not fare well in
any of the calculations in general. More specifically, it scored 0 on indicators related to
data creators6, data copyright 7 and license status 8, direct data access 9, and broader
environmental impact10. It also scored 0 on all indicators for trustworthiness evaluation
11and inference evaluation 12, as well as on third-party evaluations for the model’s limit-
ations and risks, and on real-world impact, getting a 0 also on indicators for affected
market sectors 13, affected individuals 14, usage reports 15, and geographic statistics 16.

Google was instead assessed based on its flagship model, Gemini 1.0 Ultra (only
accessible via API). Its overall score of 57 was the reflection of a situation similar to
OpenAI’s, despite it having a better score in the model and downstream domains: as
OpenAI, Google scored 0 on indicators for data creators, data copyright and license
status, direct data access, and broader environmental impact; on the other hand, it
demonstrated greater transparency than many peers in risk and mitigation evalu-
ation: it was one of only three developers to score points for trustworthiness eval-
uation and one of two for external reproducibility. It also scored well on both
unintentional and intentional harm evaluations. The same cannot be said for real-
world impact evaluation, which scored 0 on the same four impact indicators as OpenAI
(affected sectors, individuals, usage reports, geographic statistics).

9.4.1 No transparency = no trust = no trustworthy results

Warren J. von Eschenbach’s paper[32] on the issue of black box systems shows from a
philosophical perspective just how radical and profound is the conflict between the
need for trustworthy AI and the current panorama of closed-source models,
as he argues that the opacity of these systems prevents them from meeting the

6Demographic or identity information about the human authors, annotators, or content producers
who created the training data.

7Indication of what portion of their training data is protected by copyright.
8Licenses under which the data was obtained
9The existence of a mechanism for external parties, such as researchers or auditors, to directly access

and examine the training dataset.
10Information about the environmental costs of their model beyond direct carbon emissions from

training
11Whether the developer conducts and discloses the results of formal evaluations of their model’s

trustworthiness.
12Costs (energy and computational resources) and performance (latency from request to answer) of

the model when being used to generate outputs.
13Whether a developer identifies and reports on the specific industries or economic sectors that are

most affected by their model’s deployment.
14Information about the specific demographic groups, professions, or types of individuals most im-

pacted by the model’s use in the real world.
15Aggregated, anonymised statistics about how their model is being used.
16Data on where in the world their model is being most heavily used
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necessary conditions for trustworthiness, even when they are highly reliable
in describing factual truth.

The heart of von Eschenbach’s discourse is the fundamental distinction between
trustworthiness and reliability : the former is a moral quality that is not reached by just
knowing that the model will be competent in performing a task. That, he says, will be
enough only to justify reliance, which is the act of delegating a task and expecting it to
be carried out correctly. The concept of Trust, on the other hand, involves the delicate
act of permitting oneself to be vulnerable towards an actor (the AI model), based
on the belief that the trustee will act in the trustor’s best interests (he difference
becomes clearer when we think that no one feels betrayed when a computer crashes,
but we very much feel so if a good friend we trust hurts us).Trusting something, von
Eschenbach says, means the output of the delegated task is not the only important part:
the motivations and methods used to carry out the task must align with
the trustor’s values and interests to establish a true trust relationship. Since
black-box models do not show the values and inferences that underlie their decisions, it
is still not possible to establish a truly trustworthy AI. On the contrary, it could be said
that AI systems are most certainly shaped by their owners’ goals, which may or may not
coincide with the public good. This is a particularly important point to make as we enter
the realm of high-stakes decisions across criminal justice, finance, and healthcare. In
those fields, the importance of understanding why a conclusion has been reached re-
mains paramount to enable humans to confidently act on it and eventually learn from
its insights without becoming subordinates and losing control of the outcomes. Until
now, these contexts have preferred what is called social vetting, where the human re-
mains the trusted party. Von Eschenbach’s thesis hinges on exploiting this delicate
distinction by going from the question of whether to trust a model to whether to trust
the socio-technical system that has included and accepted AI into its operations. For
most people, he predicts, the relationship with AI will remain mediated by the experts
and institutions responsible for its deployment, which in turn trust each other in doing
their due diligence in their roles; for example, the patient will trust the doctor’s inter-
pretation of an AI-augmented diagnosis, while the doctor will trust both the developers
and the regulatory bodies that have built and thoroughly tested the tool. This point of
view also addresses the age-old view of AI as a tool less influenced by human emotions
and incentives than human decision-makers: by making them both keep each other in
check, perhaps a new kind of balance can indeed be reached.

Von Eschenbach’s view sees legitimation in the words of another author: Marco
Almada of the University of Luxembourg. He writes, in his paper titled Technical AI
Transparency: A Legal View of the Black Box [5], that what the law demands from
transparency is more complex than what technical approaches alone can
deliver, because the requirements are rooted in broad, long-lived principles (like the
European Convention of Human Rights , the constitutions of individual member states,
and pre-existing horizontal legislation such as the GDPR), each of those serving purposes
beyond mere visibility of a system’s mechanics. From this point of view, the demand
for AI transparency is not even a new concern but an extension of an existing approach
to new technologies, one that is technology-neutral and focused on setting fundamental
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principles that stand the test of time. This approach delegates the responsibility for
specifying the precise technical details to courts and administrative bodies, who must
interpret these general principles on a case-by-case basis.

Almada’s paper proposes an holistic, multi-faceted strategy for learning to «liv[e]
with the black box» rather than abandoning transparency as an ideal; this includes
to expand disclosure requirements beyond technical artefacts to include key design
choices and information, a stronger reliance on third party auditing, and, in cases where
the impact to individual rights threatens to be high, even prohibit the existence of certain
too-opaque models, as the European Court of Justice did when it found that self-learning
systems were incompatible with the rules for processing passenger name records [67].

9.4.2 Justifications from the industry

The issue of transparency is often described as a conflict between commercial interests—
specifically, the desire to protect proprietary innovations from market incumbents—and
the public’s need for external validation and safety assessment. Sapkota et al. [111]
highlight in their research how detailed documentation regarding the origin, composition,
and cleaning of training datasets is routinely missing for almost all the main
models on the market (including Meta’s Llama, Deepseek, Google’s Gemini, BERT
and T5, Med-PaLM M, Mistral 7B, etc., with the notable exception of Dolly 2.0 17).

9.4.3 On-the-field analysis on transparency and accessibility

The February 2025 Comprehensive Analysis of Transparency and Accessibility of Chat-
GPT, DeepSeek, and other state-of-the-art Large Language Models [111], examines how
transparent and accessible some widely discussed models really are. The report highlights
a gap between the way some models are marketed as «open-source» and their true
nature, which is better described as «open-weight». This is the case, for example, of
Meta’s LLaMA series and DeepSeek-R1, which keep their datasets proprietary mak-
ing full, independent reproducibility impossible. Proprietary control often extends to key
components such as fine-tuning methods(and reinforcement learning RLHF pipelines,
and hyperparameter schedules) and complete implementation details. including, code
and infrastructure (such as including cluster configurations and compiler optimisations),
and architectural details (like mixture-of-experts (MoE) routing mechanisms). Notable
examples of missing information include:

• The reinforcement learning from human feedback pipelines for models like DeepSeek-
R1 and Mistral AI.

– Reinforcement Learning from Human Feedback (RLHF) plays an essential
role in guiding intelligent systems to align more closely with human pref-
erences and intentions. This approach allows machines to learn effectively
from observing human behaviour to adapt their policies . From RLHF, the
model can derive an understanding of the underlying reward functions that

17Dolly 2.0 is described by its developers as «the first open source, instruction-following LLM, fine-
tuned on a human-generated instruction dataset licensed for research and commercial use»[25].
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the expert is maximising, aligning its behaviour to the one that is rewarded
by the trainer. [109]

• Hyperparameter schedules and learning rates , such as Microsoft Phi-4’s and
Google Gemini Ultra’s.

– Hyperparameter schedules are fundamental aspects of optimising ma-
chine learning models, impacting their efficiency and effectiveness during the
training phase. Hyperparameters are crucial as they govern the learning
process and model performance, but are not learned from the training data
itself; instead, they are set prior to training. One of the key hyperparamet-
ers is the learning rate, which determines the size of the steps the optimiser
takes during the training to minimise the loss function. The «schedules» are
the predefined strategies for adjusting hyperparameters during the training
process.

– The learning rate plays a significant role in controlling how quickly a model
adapts to the problem it is trying to solve, and, ultimately, the model’s
performance: if the learning rate is set too high, the model may converge
too quickly to a suboptimal solution or diverge altogether. Conversely, if the
learning rate is too low, the training process may become very slow and could
get stuck in local minima, thus failing to reach an optimal solution. [109]

• Either weights, training code, or deployment environments for 68% of the analysed
models.

– Weights, training code, and deployment environments collectively dic-
tate how an AI model operates and how accurately it delivers output. They
shape the model’s learning process, generalisation abilities, and performance
in real-world scenarios. The calibration of weights determines how the model
generalises from the training data to unseen examples, the training code
defines how data flows through the model and how learning occurs, affecting
its ability to minimise the loss and, consequently, predict accurately, while
the way the deployment environment is managed impacts how quickly
updates can be rolled out, which is crucial for maintaining model relevance
in a changing context. [109]

• Google Gemini’s multimodal alignment loss functions for its cross-modal fusion
logic and the specific MoE router logic for its mixture-of-experts (MoE) architec-
ture.

– Multimodal Alignment Loss Functions ensure that different types of
data (e.g., text, images, audio, videos) can be used together to make pre-
dictions based on a richer context. This alignment is fundamental to the
model’s ability to interpret information from multiple angles and provide rel-
evant outputs. [109]

– MoE Router Logic directs inputs to specific experts in the model, which are
specialised sub-networks trained to handle particular tasks. This routing
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mechanism promotes higher efficiency in how computational resources are
used. [109]

All in all, the investigation reveals a consistent pattern of selective transparency,
from the same companies that, when convenient, promote community engagement
through forums, user guides, and documentation to encourage wider adoption. Even
if AI developers such as DeepSeek have indeed been very interested in setting strategies
to commoditise foundational AI, significantly lowering usage costs and making powerful
tools more accessible to smaller businesses and individual developers, the authors argue
that this is not sufficient to make up for the lack of comprehensive transparency needed
to fully understand internal mechanisms. Restricted access to fundamental data and
methodologies systematically impedes the replication of research findings, third-party
error analysis, and the identification of inherent biases within models, doing nothing
to counteract ongoing concerns regarding the reliability and trustworthiness of LLMs in
critical applications.

9.4.4 A proposed solution: shifting to open-source models

Although they have been unfairly overlooked by the global mainstream due to perceived
lower performance, open-source models offer compelling opportunities for reduced com-
pliance burdens and a more transparent, equitable approach—especially when used in
sensitive, high-stakes public applications.

The decision to «close the source» of an AI Model is dictated by strategic motiva-
tions to prosper in the technology market, and the great amount of money that these
companies have obtained from being at the top, scarcely undisputed, has allowed, in
return, for even bigger investments in the next high-performing model. Without the
same promises of monopolistic control to the fruits of the researchers’ work, and with
fewer opportunities to capitalise on their development, open source models have been
neglected to the point that it is still largely believed that they remain less performing and
of lower quality than their closed counterparts. This, however, has been slowly becoming
falser, as studies found that leading open-source models had indeed caught up to and, in
some cases, surpassed GPT-3.5-turbo (ChatGPT) on various benchmarks[21]. In 2023,
this represented a major milestone, demonstrating that the open-source community had
successfully replicated much of the capability that initially seemed exclusive to well-
resourced tech giants. Among those analysed, Llama-2 by Meta and the Technology
Innovation Institute’s Falcon were considered the leading open source models, although
the former has not been recognised[126] by the OSI standards organisation as fitting
their definition (see section 9.4.4.1) due to transparency and licensing issues, while the
latter was deemed adequate if not for its restrictive licence. Among the models that
were recognised as fully compliant, i.e. Pythia (Eleuther AI), OLMo (AI2), Amber &
CrystalCoder (LLM360) and T5 (Google)[82], OLMo 2 7B is the one that has attracted
more attention for comparisons, but only with Mistral 7B, outperforming it in mathem-
atical problem solving and multitask language understanding, while lagging behind in
code generation [118].

Recently, OpenAI has released a new open-weight [86] model as well, gpt-oss, under
what is described by the company itself as a «permissive» [85] Apache 2.0 licence.
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True openness, however, requires more than just freedom, but access to information on
how the model was trained. In OpenAI’s own words [84], these models «were trained
using [...] techniques informed by OpenAI’s most advanced internal models, including o3
and other frontier systems.» Additionally, while advertising greater control and flexibility
given by the choice of gpt-oss over closed models, OpenAI stated that «While the trained
weights are open, some surrounding infrastructure or tooling may remain proprietary to
their providers.» [87]; as tools in this context signify various fundamental components
such as training, validation and evaluation code [124], this could very well mean the end
of their road for true open source, as what is systematically withheld is most valuable
and sensitive assets: the comprehensive code that defines the training process, the full
composition of the training data, and the specific methodologies used for crucial stages
such as reinforcement learning from human feedback.

9.4.4.1 What is Open Source AI

True open-source models, as defined by standards like those set by the Open Source
Initiative (OSI), demand unfettered access to the entire stack: the model architecture,
the complete training code, the training data composition, and the resultant model
weights. Furthermore, they require disclosure of sustainability metrics, such as carbon
emissions, and explicit details concerning bias mitigation strategies. The goal is complete
clarity, enabling researchers and regulators to replicate and critically examine the system’s
behaviour.

As defined by the Open Source Initiative (OSI)[83], a true open source AI system is
«made available under terms and in a way that grant the freedoms to:»

Use the system for any purpose and without having to ask for permis-
sion.

Study how the system works and inspect its components.
Modify the system for any purpose, including to change its output.
Share the system for others to use with or without modifications, for

any purpose.

Many prominent Large Language Models that claim to be open source often fall short
of the traditional Open Source definition because of licensing restrictions. Traditional
open-source licenses prohibit restrictions on specific users or fields of use; as a result,
these models are now typically classified as "open-weight" rather than truly open source.
A notable example is Meta’s Llama series: these models are licensed under a custom
Llama Community License Agreement, which specifically prohibits use by entities with
over 700 million monthly active users and requires agreement to its Acceptable Use
Policy. While these policies are designed to reduce the risks associated with improper
use of AI models, they effectively disqualify the models from being considered truly open
source. Critics of truly open source AI [93] argue that there is a high risk of misuse, and
that powerful tools could end up in untrustworthy hands without the ability to control
access or implement built-in safeguards, as is possible with closed-source alternatives.
On the other hand, open-source solutions offer greater transparency and control over
data; for example, having access to free, downloadable weights allows users to run the
model on their own infrastructure, avoiding the need to send queries to remote APIs
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and simplifying compliance with data protection regulations. Furthermore, the ability to
fine-tune the model enables the creation of specialised tools tailored to the user’s needs
[88].

An AI system is more than just its license agreements; it consists of three key com-
ponents:

• the dataset(s) and processes used to train it,

• the architecture and code that defines and shapes it, including those scripts used
to process the input datasets and the inference code, used to run the final model
and give new outputs.

• and the model weights, meaning the numeric parameters that represent what the
model has extracted and «learnt» from the training data [62].

Sapkota et al. [111] identify as key metrics for true open-sourceness the following pieces
of information that are needed to really evaluate a model in in the qualitative and
quantitative realms:

1. Licensing, Usage, and Redistribution Rights
2. Code Accessibility and Modification Rights
3. Training Data Transparency
4. Community and Support
5. MMLU Score and Carbon Emissions
6. Ethical Considerations and Reproducibility

In today’s AI development landscape, the term "open" is often used as a synonym
for “not-so-closed,” a phenomenon commonly referred to as “open-washing.” While de-
velopers may market their models as open source, a closer look reveals that many leading
LLMs only meet the criteria for being open-weight models. Open-weight models are cur-
rently the most popular compromise between open source and total proprietary control:
their training parameters (weights) are publicly accessible and available for inspection,
but other information such as training data and codes remain secret, and usage is legally
restricted, especially for commercial enterprises: models such as Llama require a separate
commercial licensing agreement with Meta once a certain usage benchmark is reached.
Similarly, Mistral Large requires direct commercial agreements for production-scale de-
ployment to allow the original developers to retain control over large-scale commercial
exploitation.

According to Kapoor et al. [60], open-weight models have five distinctive proper-
ties that bring significant societal benefits as well as potential risks. While the benefits
are substantial in theory, the risks of misuse are often poorly understood, especially
with regards to the marginal risk, that is, the additional risk these models pose com-
pared to closed models. Closed-source models are typically accessed only through tightly
controlled APIs, but open-weight models are characterised by the following unique prop-
erties[60]:

• Broader access: The model weights, an important part of how they reason, are
widely available.
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• Greater customisability: Users can modify the model through fine-tuning for
specific applications.

• Ability to run the model locally, on local hardware.

• Inability to rescind access: Once the weights are released, they can be copied and
redistributed indefinitely.

• Weaker monitoring: The developer has little to no ability to monitor how the
model is being used (especially when run locally).

Kapoor et al. identify from these some key consequences of choosing open weight
over closed source models, as the former allow for:

• Distribution of power: Open models prevent a handful of large tech companies
from having unilateral control over what AI can and cannot do. Broader access and
customisability allow more people to explore and build new applications, especially
in sensitive areas where using a third-party API is not advisable. This enhances
privacy and security for applications involving sensitive data and encourages en-
trepreneurs and startups to develop their own original ideas without huge upfront
investments.

• Loosely-added safety features implemented by the original developer can be re-
moved via customisation processes.

• No control on who copies and uses the weights means the developer cannot take
them back, even if they find them to be faulty or biased. For all intents ans
purposes, releasing the weights is irreversible and fundamentally shifts control from
the developer to the user, making monitoring and moderation nearly impossible
for the original creator.

• Transparency: access to weights give much more data to scientific research on
reproducibility and safety, which is basically impossible to conduct independently
with closed models, to search for bias, security flaws, and other faults.

• Mitigation of the monoculture effect: By allowing for greater diversity in down-
stream models, openness reduces the systemic risk of having society depend on a
small number of models with shared flaws that are passed on to all downstream
applications, and, again, fosters fairer competition.

Even among models that embrace the open-weight paradigm, keeping proprietary control
over key inputs and processes creates significant, unbridgeable gaps in disclosure, which
ultimately hinders scientific and ethical oversight. Kapoor et al. point out that most
studies on marginal risk for common misuse vectors, such as disinformation, biosecurity
and cybersecurity, are incomplete, what they propose a new framework to better evaluate
the risks created by a lack of full openness.Their findings focus on two main scenarios: for
Automated Vulnerability Detection in computer programs, the added risk from switching
to open models is considered low, since powerful tools already exist and both attackers
and defenders gain access to these new AI tools, potentially maintaining a balance
between the two sides.However, in the case of Non-Consensual Intimate Imagery, the
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marginal risk is demonstrably high, as open models have made it dramatically easier
for non-experts to create highly realistic and targeted harmful content, overwhelming
existing defences.

The study concludes with a strong call for responsibility: AI developers should be
more transparent about their practices, and more independent researchers should conduct
testing using updated threat models that reflect the different release practices of open-
weight, open-source, and closed-source models. Policymakers should ensure that this
work is properly funded and remains independent of commercial interests.

9.4.4.2 Open Weight vs Open Source

Perhaps the biggest problem to enact these recommendations is that secret training data
constitute a significant barrier to research [66]. Without access, independent scientists
cannot understand a model’s inherent biases or attempt to replicate its training results.
Reproducibility is a cornerstone of the scientific process: without access to all compon-
ents, researchers cannot verify, replicate, or truly build on a model’s results or on papers
written by insiders at proprietary companies.

Choosing Open-Weight vs Open-Source Paradigms The difference between
open-source and open-weight AI models has significant implications for development,
transparency, and customisation. While often used interchangeably, they represent fun-
damentally different approaches to releasing AI models.

The difference between open-source and open-weight lies in which of these com-
ponents are made publicly available for external inspection and which are kept as a
secret of the company that curated it. True open-source models provide full access to
all their components, for full transparency and reproducibility, releasing model weights,
source code, training scripts and methodology, including the so-called hyperparameters,
and training data (see Appendix), all under permissive licences that grant broad rights
for usage, modification, and redistribution, regardless of purpose and deployment scale.
Open-weight models, on the contrary, provide more limited access, mainly to the set of
pre-trained weights for third-party running of the model and fine-tuning.
The technical differences between these two approaches have significant practical con-
sequences for engineers and researchers, as can be seen from Table 9.1.

The invisible source: The data brokerage phenomenon A data broker is any
entity that, in exchange for payment or other compensation, sells or otherwise makes
available personal data (such as interests, demographics, behaviours, purchase history,
and more) about individuals to another entity independent from the original collector.
These firms act as intermediaries in the data economy, aggregating vast dossiers on
millions of people and selling them for purposes like marketing, customer profiling, and
analytics[1]. Their activities are legal under US law since there is no GDPR equivalent
(although some states grant more rights to consumers than others, as noted above.
Almost always, these transactions occur without the user’s informed consent [29]; for
these companies, the consumer is not the customer, but the product.

The process involves several stages:
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Collection: Brokers acquire data from a multitude of sources. This includes scraping
public records, purchasing data (e.g. transaction data) from other companies,
browsing and search history via cookies, and embedding software development kits
(SDKs) into third-party mobile applications.

Aggregation/Profiling: Collected data is aggregated and synthesised to build detailed
profiles of individuals. These dossiers can include a wide array of deeply personal
information, such as name, address, income, education, purchases, interests, polit-
ical preferences, health information, legal trouble they have incurred, credit history
and real-time location data [28]. What is worse, sometimes these profiles are
put erroneously in the wrong category, which can have severe downstream con-
sequences.

Monetisation: the value of data is not inherent but is derived from how it enables and
improves the business decisions of the marketers and other clients who purchase
it[128]. Curated datasets and profiles are exploited through two primary pathways,
one direct, and the other indirect:

Indirect monetisation involves leveraging in-house collected consumer data to
improve a firm’s own products or services. For instance, streaming plat-
forms like Netflix use viewing history to personalise content recommenda-
tions, thereby increasing user engagement and subscription revenue. This
approach enhances the firm’s own market competitiveness and improves the
firm’s existing revenue streams.

Direct monetisation involves the direct sale of data to third parties, which is the
core business model of data brokers. The preferred places where this exchange
takes place are online venues known as data marketplaces, which bring to-
gether data owners, brokers, and consumers to facilitate the commodification
of data and generate synergies, in which resources from multiple brokers are
combined by downstream firms to improve their accuracy and insight. [128]

The business is immensely lucrative, with the global data broker market generating hun-
dreds of billions of U.S. dollars annually[50]. Prominent actors in this industry include
Epsilon, Equifax, Acxiom, and Experian (the latter having an establishment in the EU),
which maintain massive databases on hundreds of millions of consumers. It is easy to
imagine how the invasive and powerful practices of the data brokerage industry pose
significant risks to privacy, civil rights, and national security; the US Federal Trade
Commission’s (FTC) enforcement action against the the prominent location data broker
X-Mode Social, Inc., provides a concrete illustration of the risks: before it was prohibited
from engaging in the sale or sharing of sensitive location data, their SDK was embedded
in over 300 apps, including gaming, health trackers, and religious apps, allowing it to
gather over 10 billion location data points daily, with 70% of the data having a location
accuracy within 20 meters. An investigation by the American Federal Trade Commission
revealed that despite users opting out of personalised advertising, X-Mode continued to
collect and sell their data, while they completely omitted to inform the public about the
potential use of their data for national security purposes by Government contractors. It
was also ascertained that the company created audience segments based on sensitive
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attributes, such as visits to medical facilities or religious sites [129]. Meanwhile, another
broker, Near Intelligence, reportedly sold location data from visits to Planned Parent-
hood clinics to anti-abortion activists [17].

The connection between the data brokerage industry and the sourcing of training data
for AI models is direct and symbiotic, and is one of the most critical—and problematic—
aspects of the modern AI ecosystem. Data brokers are a primary, though often un-
acknowledged, part of the supply chain for the vast datasets needed to build and train
powerful AI systems, especially foundation models. The power of LLMs is inherently tied
to the scale of their training data[105]. Massive datasets containing billions of words are
essential for effective pretraining, exposing the model to the vast diversity of language in
real-world contexts. As performance improves with more input data, there is a constant
and enormous demand for massive, diverse datasets. Thanks to machine learning, this
data does not need to be pre-processed, labeled, or curated in advance. Data brokers
specialise in this activity, systematically collecting and curating vast repositories of data
from disparate sources and providing exactly the kind of large-scale, granular data that
is ideal for training AI models—especially those designed to predict human behaviour,
preferences, and needs.

However, the AI development pipeline often obscures the origins of its training data.
From the final product alone, it is nearly impossible to trace a specific output back
to a particular piece of training data. Once the source is identified, it is even more
difficult to remove its influence from the model’s weights. This process is known as
data laundering: data collected unethically or without informed consent by a broker is
absorbed into a model, which is then presented as a new, «clean» technological product
with no practical way to trace it back to the original, potentially illegitimate, source.

Just as cause and effect are blended, so is the transference of risk from broker to
model. Training data may be inaccurate or reflect a more negative and problematic reality
than truly exists. These risks are not only inherited by the model, but also amplified and
better concealed.

Anyone familiar with the principles of the GDPR can see that the data brokerage
model fundamentally conflicts with data minimisation, consent, and the right to erasure
or correction of wrong information, as it becomes nearly impossible to honour once
their data is integrated into a trained model. Even adding the possibility to subjects
to intervene in their specific cases does little to address the larger issue: data broker
datasets often crudely and uncheckedly reflect existing societal inequalities by over-
representing some demographics and under-representing or misrepresenting others.This
is especially problematic when proxies are used to make decisions in the absence of more
relevant data. The adage «Garbage In, Garbage Out» captures the problem: inaccurate
datasets, which may blend the identities of people with the same names or contain
outright errors, lead models to learn false correlations and factual inaccuracies.This
significantly contributes to the phenomenon of hallucination, where models produce
confident-sounding but nonsensical outputs.And because many data brokers source from
basically the same internet spaces, even different models can fall prey to the same blind
spots and poison countless downstream applications. The European Commission has
highlighted that when an AI model is trained on such data, it learns and amplifies these
biases, resulting in discriminatory outcomes in areas like hiring, loan approvals, and
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criminal justice.
In response to these challenges, researchers have called for greater transparency

throughout the data lifecycle. Proposals include requiring datasheets and model cards
documenting the provenance, composition, and known limitations of training data and
the resulting models, as well as creating data hubs to better support data management,
curation, documentation, and quality assessment across the foundation model lifecycle.
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Chapter 10

Case Studies

This chapter presents a series of representative cases that illustrate the various pathways
toward achieving compliance with the AI Act when AI systems are deployed in real-world
contexts.

10.1 Closed-Source Algorithms and determining com-
pliance

A recurring challenge in the legal tech discipline is assessing the viability of potential
high-risk products from grassroots startups. In the eyes of an engineer accustomed to
clear-cut specifics and rigid protocols, the initial impact in these cases could be one of
confusion, due to a lack of detail and uncertainty about the product’s inner workings.
The AI Act primarily examines purposes and declared uses, but the actual, implicit
goals that a specific model will pursue are hard to know without full access to every
nook and cranny of the model used. If the model is a closed source one, then what is
known stops at what can be loosely inferred from the prompts going towards to external,
proprietary APIs.

The extreme success of products like ChatGPT, combined with the great support
that EU and national grants are providing to innovators, has encouraged a significant
proliferation of enterprises that offer B2C, or, more often, B2B services in Europe. In
the eyes of the Act, these startups are deployers of a powerful, general-purpose AI
model developed by a tech giant, but they are providers of the service built on top
of it, which could fit the definition of high-risk for the AI Act. They would therefore
bear the provider ’s responsibility for their product’s output, while lacking full access
and control over the underlying model (essential to fulfilling the Act’s requests
meaningfully): they cannot, for instance, produce documentation on the training data.
This information asymmetry places them in a precarious position, as they build their
entire business around a black box.

A consultant hired by them to determine compliance with the AIA will need inform-
ation from the startup regarding the product’s robustness, accuracy, and cybersecurity,
among all the full requirements to draft a detailed risk management system, as man-
dated by Article 9. In such a scenario, the startup itself will often only have access to
the terms of service of their provider, with no possibility to request detailed auditing.
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Figure 10.1: Summary of High-risk AI systems pursuant to Article 6(2), as listed in
Annex III of the AI Act.

They only have an «illusion of control» over their product: their only intervention can
be prompt engineering and post-processing filters.

This ex-post, surface-level approach stands in stark contrast to the Act’s requirement
for security-by-design, leaving a significant portion of the actual risk undocumented
and the second-to-last-mile user to bear the consequences of any potential issues.

10.1.1 The need for documentation

Creating and/or using a general-purpose model, such as any of the top products present
in the market at the moment1 attracts consistent compliance responsibilities.The AI Act
requires, in Article 53, that providers of general-purpose AI models publish the
following information2:

1. A general description of the general-purpose AI model including:
(a) the tasks that the model is intended to perform and the type and

nature of AI systems into which it can be integrated;
(b) the acceptable use policies applicable;
(c) the date of release and methods of distribution;
(d) how the model interacts, or can be used to interact, with hardware

or software that is not part of the model itself, where applicable;
(e) the versions of relevant software related to the use of the general-

purpose AI model, where applicable;
(f) the architecture and number of parameters;
(g) the modality (e.g. text, image) and format of inputs and outputs;
(h) the licence for the model.

1Including OpenAI’s GPT, Google’s Gemini, and Anthropic’s Claude.
2Annex XII.
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2. A description of the elements of the model and of the process for its
development, including:

(a) the technical means (e.g. instructions for use, infrastructure, tools)
required for the general-purpose AI model to be integrated into AI systems;

(b) the modality (e.g. text, image, etc.) and format of the inputs and
outputs and their maximum size (e.g. context window length, etc.);

(c) information on the data used for training, testing and validation,
where applicable, including the type and provenance of data and curation
methodologies.

Article 55 then adds the to the list of obligations the following ones for those that
embody a systemic risk:

(a) perform model evaluation in accordance with standardised protocols
and tools reflecting the state of the art, including conducting and document-
ing adversarial testing of the model with a view to identifying and mitigating
systemic risks;

(b) assess and mitigate possible systemic risks at Union level, including
their sources, that may stem from the development, the placing on the
market, or the use of general-purpose AI models with systemic risk;

(c) keep track of, document, and report, without undue delay, to the
AI Office and, as appropriate, to national competent authorities, relevant
information about serious incidents and possible corrective measures to ad-
dress them;

(d) ensure an adequate level of cybersecurity protection for the general-
purpose AI model with systemic risk and the physical infrastructure of the
model.

OpenAI’s models are an example of models which are classified as posing systemic
risks in relation to these requirements. A comprehensive peer review [48] of the GPT-4
technical report noted a stark «lack of clarity in training processes» as a significant
limitation to determine compliance, raising concerns about hidden, encoded «biases
and interests». More than 100 leading AI researchers signed an open letter calling for
companies like OpenAI to allow access to their systems for safety testing, but OpenAI
cites the need to protect the model from both competitors and potential abusers [89] as
the reason they have been closed off until now.

10.2 Case Evaluation: High-Risk AI in Recruit-
ment

The compliance evaluation of an AI-based curriculum vitae (CV) assessment tool ul-
timately hinges on Article 5 (Prohibited AI Practices) and Annex III of the Artificial
Intelligence Act, which prescribes the criteria for system prohibition or high-risk
classification. Presume that the client presents the tool as utilising a widely known
open-weight Large Language Model, with no additional fine-tuning, to systematic-
ally process a significant volume of CVs submitted by prospective employees, extracting
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explicit data points such as skills, work experience, education, and contact details. Ad-
ditionally, it infers implicit skills and assigns proficiency scores ranging from 1 to 5.
The evaluation further considers previous employer data extracted from an external
database to refine candidate profiles. Upon request, the software identifies candidates
whose computed scores align with the requirements of the job description.

An initial, higher-level analysis of this system reveals a definite distance from most
of the prohibited practices as per Article 5, except for the case of paragraph c:

[The following AI practices shall be prohibited:]

[...]

(c) the placing on the market, the putting into service or the use of AI sys-
tems for the evaluation or classification of natural persons or groups
of persons over a certain period of time based on their social behaviour
or known, inferred or predicted personal or personality character-
istics, with the social score leading to either or both of the following:

(i) detrimental or unfavourable treatment of certain natural persons or groups
of persons in social contexts that are unrelated to the contexts in
which the data was originally generated or collected ;

(ii) detrimental or unfavourable treatment of certain natural persons or
groups of persons that is unjustified or disproportionate to their social
behaviour or its gravity ;

(emphasis added)

It is clear from the description that the system under examination is designed to evaluate
individuals based on known, inferred, and predicted personal characteristics,
with the consequential assignment of scores that, in certain instances, may lead to
unfavourable outcomes (being excluded from the job). However, the requirement that
such an evaluation be conducted over an extended period appears inconsistent with
the software’s one-time utilisation to select a particular candidate. Furthermore, the
use of static data—namely, a definitive list of past experiences and current personal
details—further supports this interpretation. Any unfavourable outcome arises exclusively
from the analysis of data provided in relevant contexts, such as CV submissions or
public registries of former employers, which bear a direct relation to the evaluation
context. Notably, the individual subject voluntarily prepares and submits their CV for
this assessment.

The biggest point in the case of a favourable opinion of this application is the fact
that the unfavourable treatment is not supposed to be realised in social contexts that
are unrelated to the ones in which the data was originally collected, and an eventual
negative result will concern only the related job posting.

Nevertheless, several further considerations warrant attention:

• Although the tool may not fall under the AI Act’s prohibited practices (Article
5), it is likely to be classified as a high-risk AI system under Article 6, due to
its involvement in employment-related functions such as recruitment and

103



candidate evaluation, which are explicitly referenced in Annex III. While Article
6(3) outlines exceptions, particularly for tools that serve as aids to predominantly
manual tasks, these exceptions do not apply to systems involving profiling. As of
this writing, the European Commission has not yet issued further official guidance
or clarification on these rules.

• Information enrichment derived from scraped data can be highly imprecise
and outdated, particularly when limited information is available online or when
names are ambiguous. Although the European Union has restricted data brokerage
under the GDPR, the tool’s deployment in countries such as the United States,
where data reselling is less regulated, would likely lead to reliance on poorly curated
data sources. This issue has been extensively documented [80, 31, 121], and its
resolution typically requires manual correction, which the tool is designed to avoid.

• If the software were used by intermediaries who act as middlemen between pro-
spective employees and employers, and who durably maintain candidate profiles in
their databases across multiple jobs and opportunities, the chance that the profiles
would be kept in-between working relationships is astronomically high. Indeed,
those who look for employment but are frequent job hoppers or only find limited-
time opportunities will remain in the candidate pool for many searches
and comparisons. Although the risk would be mitigated by the coherent con-
text across uses, which would also be consistent with the reason the subjects
had surrendered their data, the potential for sneakily profiling across multiple
scenarios is still there.

• Scraping data without time restrictions may result in de facto historical profiles as
if candidates had been monitored before their applications.

• The type of inferences generated by the model depends on its training data and
configuration. Although the Llama model’s open weight architecture provides
some insight into its decision-making process, transparency into its training data
remains incomplete. The lack of fine-tuning, particularly in the context of an
American-developed model, raises concerns about embedded biases identified in
recent literature. A more prudent approach would be to use a fine-tuned, restricted
model that relies exclusively on vetted, impartial sources, such as the
Companies Register of the Italian Chamber of Commerce.

In summary, although an AI-based CV assessment tool does not fall within the prohibited
practices described in Article 5 of the AI Act, it constitutes a high-risk system due to
its use in recruitment and candidate profiling. Moreover, the tool’s reliance on inferred
skills, outsourced data enrichment, and the possibility of outdated or biased information
present substantial concerns, especially with respect to transparency, fairness, and data
protection. As regulatory frameworks evolve, it is imperative that providers mitigate
these risks through strengthened oversight, increased model transparency, and more
robust data sourcing.
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10.3 Deepfakes for employee training

For a company, producing professional-looking videos is rarely an inexpensive task. At
a minimum, it requires high-quality equipment, a dedicated soundproof recording space,
and time to draft scripts, record them (often with multiple takes if the speaker makes a
mistake), and an editor.

With the advent of AI-generated deepfakes, many of these challenges can potentially
be solved. Major companies in this field already promise substantial time and cost sav-
ings, delivering «studio-quality» videos featuring avatars that can speak over a hundred
languages at the same time. Avatars never need rest, can be customised to fit the cul-
tural norms of their audience, and are able to confidently discuss any topic. They are
well-suited for advertisements, employee onboarding guides, security training, and even
tutorial videos.

Despite the wide variety of available avatars, an employer might prefer even greater
personalisation and choose to feature a familiar face—such as a chief of staff or HR
coordinator. Before doing this, however, it is imperative to reflect on the possibility that
the practice of using a regular employee’s likeness for AI training is risky in terms of their
fundamental rights. A plan must be in place to avoid prohibited or high-risk situations
for employees before the project can even begin.

Risk classification Creating a realistic 3D model requires collecting extensive in-
formation about the subject’s appearance. Since the algorithm must simulate natural
behaviour, it may also need to recognise and reproduce emotions as required by the
script. Despite these considerations, this application of AI would probably be classified
as presenting minimal risk , at least as far as the AI Act is concerned. the deep-
fake algorithm’s purpose is simply to collect a set of photos and/or videos to learn how
to replicate them. This process cannot really be considered surveillance, as it is not
continuous in time, nor is the content used to make decisions or judgements about
the individual. However, this application is still an AI system designed to interact with
humans and generate synthetic content. As a result, it is subject to transparency re-
quirements outlined in Article 50, which ensure that people are informed when they are
interacting with AI or viewing artificially generated content. This helps prevent confusion
and maintains ongoing involvement of the person whose likeness is being used, ensuring
they are always kept informed about how their image is being utilised (as per Recital
165).

The remaining points of interest and the exceptions listed in Annex III do not appear
to be relevant in this case.

When going outside the purview of the AI Act, it is clear that this case still raises
a data protection concern, since the employee’s likeness will be stored in detail and
potentially distributed to a wide audience. If this data were leaked to unauthorised third
parties, they could use it to train their own models, creating lifelike reproductions of real
individuals who might say or do things that could harm the original person’s reputation.
Similarly, this likeness could be misused to deceive others, for example, in sophisticated
spear-phishing campaigns.
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The danger of deepfakes Several high-profile criminal cases have already involved
deepfakes being used for phishing and other malicious purposes, resulting in severe fin-
ancial, reputational, and psychological consequences. This can be seen also as a human
rights issue, as family emergency scams [55, 4] feigning the arrest or injury of a loved
one or the creation of non-consensual pornography can have scarring effects on an in-
dividual, but also one that concerning the financial and reputational well-being of a
company. There is no scarcity of cases in which corporate phishing and large-scale fin-
ancial fraud have been successfully carried out using sophisticated avatars impersonating
high-level executives to convince and authorise fraudulent transactions. For example, in
2024, a finance employee at Arup’s (a multinational design and engineering firm) Hong
Kong branch was deceived into transferring 25,6 million dollars after a «company ex-
ecutive» convinced an employee such request was genuine [78]. Similarly, in 2019, the
CEO of the UK branch of an energy firm was tricked by an AI-generated voice mimicking
his parent company’s boss, leading to a 243000 dollars transfer. The attacker used AI
to clone the voice of the German CEO, down to his subtle accent and vocal patterns
[77]. In yet another case, scammers used a fake WhatsApp account and a cloned CEO
voice to target the global firm WPP, but the attempt was foiled by suspicious employees
[[77]].

Having assessed the dangers of a deepfake model in the wrong hands, it is clear
how raw training data should be kept only for as long as absolutely necessary, and how
important it is to secure all devices, accounts, and networks that can access the trained
model using state-of-the-art protection methods. In some cases, conducting a Data
Protection Impact Assessment (DPIA) may also be appropriate.

10.4 AI Invoice Ads Automation

Artificial Intelligence primarily offers efficiency and seamless data processing. For in-
stance, automated pipelines can replace the manual input of supplier invoices into data-
bases. Such applications are generally considered outside the critical risk framework
defined by the AI Act, even when highly autonomous and minimally supervised, be-
cause they represent a low risk to humans (an error would typically only impact a com-
pany’s finances). If we consider a case where the main problem the AI agent is supposed
to solve is the scraping of individually received PDF documents that are, at that mo-
ment, visually scanned by an human employee, and then transcribed, it is obvious that
this process is set to reduce enormous overhead and a great loss in human time, while
not feeling the loss of a human input. On the contrary, considering the state of the art
for AI-augmented OCR technologies, human intervention would be a significant slow-
down. The implementation of AI tools for menial tasks like transcribing invoice data
into databases has been so widely studied that nowadays it has overwhelmingly positive
impact on productivity, greatly offsetting any kind on (minimal) risk derived from the
use of AI.
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10.4.1 The benefit of introducing AI in accounting

Artificial Intelligence Optical Character Recognition (AI-OCR) technology is already re-
volutionising Accounting Information Systems (AIS), particularly within Vendor Invoice
Management Systems. AI-OCR not only digitises text but also enables context un-
derstanding, manages unstructured data, learns from past iterations, and continuously
improves its accuracy over time. Future directions anticipate further modernisation, in-
cluding integrating AI-OCR with technologies such as Natural Language Processing for
advanced financial analysis.

Modular and configurable AI-based platforms allow[116] rapid deployment across a
range of clients with minimal effort. These platforms let businesses set specific rules,
thresholds, and validation steps (such as line-item matching, and tax code de-
termination) to be set via intuitive interfaces. This flexibility makes them suitable for
diverse industries and compliance needs, addressing a key limitation of earlier rule-based
solutions, which could only manage repetitive, structured data and struggled with
unstructured information or industry-specific exceptions. The OCR technologies of
yesterday were markedly imperfect due to their rigidity in parsing complex, variable lay-
outs and had next to none ability to adapt to fringe cases; now, they can handle catalogue
mismatches and use semantic similarity, lexical normalisation (e.g. transforming abbre-
viations in the full word), and fuzzy matching (to perform similarity analysis and find
near-matches or transpositions, e.g., INV-NO-123 vs. INV123, or 1908 vs. 1980, a clear
input mistake) to reconcile vendor, product, and line-item apparent mismatches[116],
enabling robust processing. And that is not all: by comparing vendor names, invoice
numbers, amounts, and dates[59] with historical records, and using techniques like fuzzy
matching and string similarity metrics, these systems can mitigate financial leakage from
duplicates, addressing not only human error but also intentional fraud.

Finally, as AI takes on tasks like extraction, parsing, organisation, and automated
verification (e.g. matching invoices to purchase orders), it can also be directed to create
a complete audit trail. This capability enables proactive error detection, improved
compliance with rules (both internal and external), and greater transparency in fin-
ancial processes. Firms serviced by AI-using accountants demonstrated increased ledger
granularity, evidenced by a 12% increase in unique general ledger accounts [23].

Measurable results Insight from the IT world[71] shows without doubt that the in-
tegration of AI-OCR into AIS has been revolutionary, leading to significant improvements
across various accounting functions in efficiency, speed, accuracy, and cost-effectiveness
(for example, a typical implementation using Google Cloud’s Document AI service, cost-
ing roughly $150 per month, can deliver a projected return on investment of up to 40
times its cost[99].). Case studies focused on the old way of doing things report an ex-
pense of about 25% of total working hours spent just processing invoices[99], a task that
is fundamentally straightforward but fraught with opportunities for error. In contrast,
AI solutions want to minimise the need for human intervention, which should only be
required as a last resort.

End-to-end automated invoice processing systems, developed using AI modules, have
been demonstrated to compress end-to-end cycle time (from receiving to posting in-
voices) by more than 90%[116], with one system successfully processing approximately
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80000 invoices for two clients, achieving fully automated processing for 76% of them
[59], in the face of very little work to configure it at the beginning.

Instead of replacing human expertise entirely, AI allows professionals to shift away
from low-value, repetitive tasks toward higher-value activities, augmenting,
not replacing, accountant expertise: recent studies on AI adoption in accounting
firms document accountants reallocating approximately 8.5% of their time from routine
data entry to tasks such as business communication and quality assurance [23]. The res-
ulting increased capacity allows teams to focus resources on strategic activities and
handle growing invoice volumes without increasing headcount. The more experienced
accountants demonstrated strategic complementarity by selectively overriding AI
suggestions, but, at the same time, a framed field experiment[23] highlighted the risk
of passive use, showing that people sometimes over-rely on inaccurate AI-suggested
classifications, a risky behaviour considering that independent benchmarks[9] and com-
parisons of state-of-the-art models (like Yolov8x) report a maximum accuracy of 91%,
with results as low as 53%. Nevertheless, natural language processing and intelligent
OCR have been steadily improving reliability compared to error-prone human input, ,
which in turn will help save 500000 to 2.5 million US Dollars annually[116] .

All in all, the application of AI on automating invoicing operations is a practice that
could become a standard example for an application that is safe for the humans involved
and has been observed to improve significantly productivity and competitiveness of a
firm (although effective oversight by human expertise remains crucial to mitigate
the risks of propagating errors), a prime example of the types of applications that
the AI Act encourages and is here to foster. Unfortunately, this conclusion cannot
be extended haphazardly to the whole financial sector, due to the potentially sensitive
nature of the data involved.
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Chapter 11

Towards models for the common
good

AI has been demonstrated to be able to support a fairer society. Data scientist Cathy
O’Neil and product designer Richard Pope each explain in their respective books[100,
80] how AI can serve ethical goals and the public good, rather than focusing solely on
profit. Both argue that the impact of AI depends on the values and objectives
embedded within it. When priorities abandon pure efficiency, AI models can become
tools for providing meaningful support and justice.

11.1 Housing assistance

The clearest and most detailed example comes from O’Neil’s work: a model to reduce
homelessness. She describes her role as «helping to develop a recidivism model» similar
to those used in the American judicial system to predict which individuals are most likely
to reoffend. This time, however, the goal is to understand the «forces that pushed people
back to shelters and those that helped them achieve stable housing», in order to help
address homelessness. Ultimately, the model identified a key factor: people who did not
return to homeless shelters after leaving were those who had received housing assistance
through the Section 8 program. This insight was quickly censored by public officials,
who at that time were actively working to move families off this effective program as part
of their policies. This demonstrates how even a well-designed, beneficial model
can be rendered ineffective if policy priorities are driven by perceived cost
savings rather than actual impact.

11.2 Preventing child abuse

Cathy O’Neil also presents another example of a model designed with the common
good in mind: one that identifies households where children may be at higher risk of
abuse (such as families with members with a history of drug use or domestic violence).
On the surface, the model functions like many problematic AI systems, using historical
data to find statistical correlations that predict future outcomes. However, the
crucial difference is that the goal is not to punish parents who fit the profile
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identified by the model, but rather to provide them with additional resources
and support—such as after-school programs and counselling—before any harm occurs.

O’Neil’s experience shows again that a model’s objective is what transforms it from
potentially harmful into genuinely beneficial: the same system, if programmed differ-
ently, could have been used to target vulnerable families for predatory marketing or to
remove their children preemptively. This is a clear example of why every model requires
careful oversight, explicit and auditable decisions about its deployment, and ongoing
transparency regarding its intended outcomes.

11.3 A cornerstone example for AI in public ad-
ministration

In Platform Land, Richard Pope critiques the current state of digital public services
and proposes a new vision in which the government itself acts as a platform. He
argues that simply moving paper forms online has failed to address the fundamental prob-
lems of bureaucracy. Instead, this approach has fragmented processes and obscured how
things work, placing burdens on citizens who struggle to discover available services,
provide required forms and evidence, and cope with the anxiety and stress caused
by uncertainty. Digital services have simply swapped paper-based hassles for digital ones,
overlooking the persistent gaps and overlaps between various services where much of the
complexity remains. As a result, the government becomes harder to understand and less
accountable for how it handles each individual’s case and needs.

These issues are not just technical glitches, but often stem from using technology
to enforce explicit yet flawed policy choices. The UK’s Universal Credit system il-
lustrates this: assumptions built into the policies—such as people being paid monthly,
couples sharing finances, or job-searching tasks reliably leading to employment—created
a system that forced users into debt and confusion. Pope argues that most government
digital transformation efforts have just focused on maintaining «the status quo, delivered
more cheaply» rather than reducing the bureaucratic burden on citizens.

The proposed alternative is a fundamental rethinking of how services are built,
managed, and delivered, using shared digital infrastructure to be more pro-
active, humane, and accountable. The author calls this approach «Government as a
Platform»,” a new relationship between the citizen and the State offering proactive
support. This system leverages AI algorithms similar to those used by e-commerce
and streaming platforms to suggest products and movies to watch, but this time for a
different kind of audience: the algorithm identifies a citizen’s needs (such as applying for
social housing or enrolling a child to school) and automatically provides the right forms
and information whenever relevant, using all available knowledge about the individual.
The result is services that adapt in real time to life changes, automating renewals,
surfacing recommendations, and pre-filling applications. For example, the system could
detect when a child is approaching school age and automatically prompt the parent to
start the enrolment process.

The recommended approach is to treat foundational data (like addresses, business
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records, or land ownership) as shared infrastructure, accessed through APIs and served
from a single authoritative source whenever needed. From an architectural perspect-
ive, this system is made up of modules that work closely together but remain
independent, ensuring both scalability and adherence to the «once-only» principle:
data provided to one government service should be reusable across others (with user
consent), eliminating the need for citizens to provide the same information repeatedly.
Data duplication is seen as one of the worst anti-patterns for complex platforms, as it
inevitably leads to the impossibility of keeping records updated and correct across
every corner of the government (a cornerstone of European data protection law).
Unfortunately, while Pope’s vision promises radical simplification for users, it also high-
lights a paradox: simplification can create new types of complexity, especially
through the introduction of powerful algorithms that allow many things to
happen simultaneously and in real time. The challenge is to keep users oriented
and in control without overwhelming them, establishing loops that consist on «bursts»
of automation followed by tasks performed by a human, and keeping clear, auditable logs
that explain the past, present and future of each piece of information belonging to the
citizen (when it is accessed, and why, complete with a list of steps generated and promp-
ted by automated checks and interventions).
Government as a Platform is both a technical and political project. Pope anticipates that
it will shift power dynamics and introduce new challenges. Because of deep person-
alisation, no two users will have exactly the same experience, requiring new methods
for auditing whether the system is functioning correctly when there is no single stand-
ard response. This complexity is inherent in AI and, more broadly, in modern software
development, which evolves continuously and often depends on outdated or incomplete
documentation, which hinders effective oversight. Developers may use ongoing changes
and personalisation as reasons to withhold details, making systems less transparent and
harder to scrutinise. If a journalist or politician asks how the system works, officials can
claim there is no single answer.

To address this, the author proposes «automated transparency»: systematically
publishing information about system operations, code, version histories, and data
usage policies, through four main steps:

• Making the inner logic and rules that govern the system inspectable and public;

• Automatically publishing version histories, change logs, and design archives to keep
a record of how and when the system has evolved.

• Providing users with a full disclaimer on how and why their individual pieces of
data are used. A journal-type pattern is implemented whenever it is appropriate to
show a user their complete interaction history and the path their data has taken
through services.
A key feature of the harmful WMDs mentioned above is that the data they use is
secret, and their decisions are beyond dispute or appeal; in contrast, automated
transparency mandates that data usage be made visible, for both individuals and
public bodies.

• Explaining decisions, a.k.a. Transparency at the point of use: digital services
provide explanations in context, as the decisions are made, allowing users to see
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the calculation behind them, and the data that fuelled them, so that anybody can
pinpoint eventual errors and give timely and precise feedback.

Richard Pope’s vision for a fairer digital public administration acknowledges major
challenges and highlights the need for renewed commitment to transparency, account-
ability, and the responsible use of power. Still, this approach offers the possibility
of a state that is not only more efficient, but also more understandable, just, and demo-
cratic. By embedding transparency, intervenability, and proactivity at the core of
digital government, these values become fundamental to its operation and can help fulfil
the promise of truly equitable governance.
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Part III

Remaining Legal and Practical
Challenges

125



Chapter 12

The AI Act - GDPR interplay

Compliance with the Regulation does not automatically mean that a model’s use is
lawful under other Union or national laws. The use of any AI system must comply with
all relevant legal requirements, including those preceding the AI Act — especially the
GDPR with which it is complementary: the GDPR is a principles-based, technology-
neutral law aimed at safeguarding personal data, while the AI Act introduces a risk-based
approach to regulating AI applications that use said data.

There is even significant overlap between the two laws, as one is considered a lex
specialis for the other. For example, the AI Act’s rules on data quality and bias closely
align with the GDPR’s principles of fairness and data accuracy. The AI Act’s require-
ments for risk management systems, human oversight, and transparency reinforce GDPR
obligations, particularly for issues such as data subject rights (access, rectification, eras-
ure). Similarly, the need for a Data Protection Impact Assessment under the GDPR is
reflected by the AI Act’s requirement for a fundamental rights impact assessment for
high-risk systems.

Despite the AI Act’s comprehensiveness, some issues still fall through the cracks
between laws, and some challenges remain unresolved.

12.1 Is the Model Itself Personal Data? [19, 6, 9]

Whether a Large Language Model itself qualifies as «personal data» remains a highly
debated legal question, with no clear consensus and compelling arguments on both sides.

The Argument for LLMs as Personal Data Legal scholars and researchers have
argued that once an LLM memorises and is able to reproduce personal information from
its training data, the model itself becomes personal data. This view aligns with
the GDPR’s intentionally broad definition of personal data, which covers any information
relating to an identified or identifiable individual. Its technologically neutral approach
is particularly fitting for LLMs, as recent research shows that, with carefully crafted
prompts, it is possible to extract personal information from these models, reinforcing the
idea that an LLM can be a repository of personal data.There is broad agreement that
the format in which information is stored does not change this reality: even if LLMs
encode data as abstract parameters or weights that are not immediately interpretable,
it is still information relating to an identifiable person.
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The implications of this view are far-reaching. If an LLM is recognised as personal
data, anyone who trains, shares, or deploys the model in Europe must comply with
significant legal obligations. This includes securing a lawful basis for processing and
protecting data subject rights, such as the right to access, rectify, or erase personal data
directly from the model.

The Alternative View: Focus on Outputs, Not the Model Some authorities,
such as Hamburg’s DPA, take a different view. They argue that the parameters and
weights of an LLM should not be classified as personal data because they function as
probabilistic systems that express statistical patterns from large datasets and produce
impersonal «summaries», represented mathematically as probabilities.

This approach prefers to shift the regulatory focus to the inputs and outputs of the
AI system. While the internal workings of the model may remain opaque, the GDPR’s
protections would only apply to personal data that appears in system outputs. This is
relatively easy to manage, as developers can filter outputs after the fact rather than
undertaking the unrealistic and resource-intensive task of retraining the entire model
when a breach occurs.

12.2 Mapping GDPR Principles against the reality
of an AI model

The GDPR was created at a time when personal data was typically stored in traditional
databases, organised neatly in tables and forms. Large Language Models, however, op-
erate in a fundamentally different way. During training, LLMs absorb vast amounts of
data and encode it as complex patterns distributed across billions of parameters. As a
result, it becomes nearly impossible to alter or erase an individual data point
after training without damaging the rest. This fundamental difference creates friction
between the GDPR and LLMs, especially when it comes to transparency and account-
ability, and the rights to be forgotten and to correct inaccurate personal information,
which risk remaining only on paper.

Addressing these challenges will require innovation in technology, governance,
and regulatory interpretation. Researchers are developing privacy-preserving ma-
chine learning techniques, using tools such as differential privacy, federated learn-
ing, and data anonymisation, to minimise the trade-off between model utility
and privacy. Explainable AI (XAI ) is also being explored to improve transparency
and auditability. From a governance perspective, implementing Privacy by Design, as
required by Article 25 of the GDPR, is essential. This means embedding data pro-
tection considerations throughout the LLM development lifecycle, rather than
treating them as an afterthought. Comprehensive governance frameworks have been
proposed to address this task through data governance, consent management, and on-
going monitoring.

As of today, AI,and LLMs in particular,continues to test the boundaries of data
protection law. The following section reviews new safeguards and strategies intended to
address these ongoing challenges.
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12.2.1 The Right to Erasure and the role of Machine Un-
learning [34, 14, 10, 15, 17, 19, 24, 4]

The Right to Erasure, also known as the Right to be Forgotten, provides individuals with
a way to challenge the widespread belief that whatever is put on the Internet stays there
forever. Article 17 of the GDPR allows people to request the deletion of their personal
data if keeping it would harm their rights and is not justified by reasons such as public
interest. However, Large Language Models have made enforcing this right extremely
difficult. Unlike deleting a record from a conventional database, making a model
forget a single data point is extremely challenging from both a technical and
practical perspective, as information is deeply intertwined and represented as abstract
parameters, so attempting to remove one piece of information can disrupt much more
than just a single data point. Moreover, the training process itself is complex, automated,
dynamic, and unpredictable, so it is nearly impossible to know in advance how any
single data point will affect the final model. Models may retain subtle traces of that
information in ways that are difficult to detect, and the same applies to any derivative
models. Retraining a model from scratch is not a viable solution either, as it is extremely
expensive and time-consuming. For companies that have invested months and millions
of dollars in training, retraining because of a single user’s request is simply not feasible.

Additionally, simply deleting a record from the training set is not sufficient if models
trained on earlier versions still exist. Additionally, Because of these factors, the right
to erasure under the GDPR is often impossible to achieve in practice when it comes to
Large Language Models, for both technical and economic reasons.

12.2.1.1 The role of Machine Unlearning

Machine Unlearning has emerged as a critical field of research on how to «scrub away»
specific data points from a trained model, yielding a result indistinguishable from
a model that was never trained on that data to begin with.

Machine Unlearning can be divided into two broad categories, with the first including
the so-called exact unlearning, which is, as of today, the most straightforward, but
computationally burdensome, solution: in this approach, the entire model is retrained
from scratch on a dataset that omits the data subject to erasure, thereby offering a
theoretically proven guarantee that all influence of the targeted data will be eliminated.
Such a guarantee is obviously the preferred one from the perspective of GDPR compliance
[14], but it obviously requires enormous computational resources and time, so it is not
viable for real-world, large-scale scenarios.

In contrast, the second category, also known as approximate unlearning, is much
more efficient and functions at a fraction of the cost, which makes it the preferred way
despite its lack of the same theoretical certainty (the original influence of the target data
might still linger slightly) [25]. It approximates the state it would have been in had it not
been trained on the target data. Techniques within this category include, for example:
gradient-based updates, in which a gradient ascent is used to «reverse» the learning
just as a gradient descent was used to learn originally, «intentionally maximis[ing] the
loss for those specific samples» [16]; data partitioning such as the SISA model1 [14],

1Sharded, Isolated, Sliced, and Aggregated.
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in which the training dataset is distributed into isolated pieces, each used to train a
part of the model and thus, when a data point needs to be forgotten, only the relevant
submodel needs to be retrained [4]; and influence functions, used to estimate the
effect of a data point on the model’s parameters and predictions, to counteract it with
targeted fine-tuning [9].

12.2.1.2 Adequateness of the approach [14]

A key question is whether these unlearning methods are adequate to meet the legal
requirements of Article 17. The GDPR does allow for some flexibility, requiring only
reasonable steps that take into account current technology and the cost of implement-
ation. The interpretation of this «reasonableness» requirement is central to the legal
debate and depends on the specific risks in each situation; if a model is shown to leak
identifiable personal data, then only the most robust and comprehensive method, namely,
exact unlearning through full retraining, is considered to fully satisfy legal obligations.
On the other hand, if there is no clear evidence that a model’s outputs can directly
identify individuals, approximate unlearning methods, especially when combined with
output filtering and preventative sanitisation of the training data, may be considered a
reasonable compromise. The field is still developing quickly, and it remains to be seen
how effective or costly machine unlearning techniques will become.

12.2.2 The Right of Access in an Opaque System [9, 34, 19,
6]

The Right of Access, set out in Article 15 of the GDPR, allows individuals to find
out what personal data is held about them, how it is processed, and what types of
data are involved. This right is a cornerstone of the GDPR, and it is essential for
individuals to exercise also other rights, such as requesting the correction or deletion of
their information.

It is not surprising that enforcing this right presents significant technical challenges
for Large Language Models. The main difficulties arise from the way data is deeply
intertwined within the model, as well as the so-called black-box nature of these systems.
As a result, most models do not provide a straightforward way for users to access or
retrieve their personal information. Depending on the case, this may be due to technical
limitations, but also to lack of initiative from developers, or simple oversight. Attempts
to query the model directly to determine its contents have proven unreliable, as the
model may hallucinate responses, fail to recall actual memorised data, or be unable to
reconstruct the reasoning behind its answers.

To address these challenges, researchers and organisations are developing a range of
solutions. One approach is to create specialised model auditing tools that can detect
whether personal data is present within a model’s parameters. Another strategy is to
embed robust data provenance tracking into the development pipeline, so that
every piece of training data can be traced from its origin to its use in the model. Other
measures include allowing users to delete conversation logs from chat-based services or
to use private sessions, where shared information is not used for model training and only
temporary logs are kept for security purposes.
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At the governance level, some companies have begun publishing transparency re-
ports about their data sources. These reports can give users a general sense of whether
their information may have been included in training, even if specifics are not provided.

12.2.3 AI Hallucinations and the GDPR’s Accuracy Principle[6,
13, 8, 19, 9, 34]

AI hallucinations Hallucinations occur when AI models generate responses that
sound convincing but are in fact false or nonsensical. This happens because Large
Language Models are designed to predict the next most likely word based on
patterns in their training data, rather than to check facts, and were not intended
to link their answers to external, verifiable sources (although recent developments have
made some progress in this area). Their fluency comes from understanding language
structure, rather than truly grasping the content.

The inability to distinguish between statistical associations and actual facts can cause
significant problems in sensitive fields such as finance and law. Hallucinations may even
contradict the original meaning of the source material, often due to issues with the
model’s attention mechanism, which is essential for tracking relationships in data over
long passages. At times, these errors introduce information that cannot be verified or
was never present in the training input.

Figure 12.1: By Ran-
dall Munroe. Creat-
ive Commons Attribution-
NonCommercial 2.5 Li-
cense.

AI hallucinations have various causes, which may arise
at several stages of a model’s lifecycle, from data collec-
tion through to training and inference. One major factor
is flawed training data: if the datasets contain er-
rors, biases, or outdated information, the model learns pat-
terns that are not accurate. Architectural and training
choices also play a significant role. For instance, exposure
bias can develop when the model’s training data does not
match what it encounters during real-world use. Techniques
such as Reinforcement Learning from Human Feedback can
sometimes encourage the model to produce answers that
will please human evaluators, even if those answers are less
accurate. Lastly, hallucinations may also occur at the in-
ference stage: when randomness is introduced to create
more varied responses, it increases the chance of errors, and
when the model is asked for very lengthy outputs, its at-
tention mechanism may begin to lose track of the original
context, a problem known as context hijacking.

The role of European Law The AI Act addresses hallucinations by requiring high
standards for accuracy and robustness. These requirements are meant to reduce
the risks and harms caused by AI-generated errors.

Despite the efforts, hallucinations remain a major challenge, especially in light of
the GDPR’s principle of accuracy, which is violated every time an AI system generates
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incorrect personal information.
So far, the main solution has been to encourage users to think critically about

what AI models produce. Many systems now include warnings that the outputs
may be inaccurate, and they ask users to provide feedback when errors occur. Another
approach is to have the model perform web searches to check its answers. While this
can help, it also introduces new risks, since the Internet itself is a frequent source of
misinformation.

The current situation Several high-profile complaints regarding hallucinations have
brought this issue to public attention. For example, in April 2024, the digital rights
group Noyb filed a complaint with the Austrian DPA, claiming that ChatGPT violated
the accuracy principle by giving a public figure’s incorrect date of birth. In another case
from March 2023, ChatGPT mistakenly accused a user of being a child murderer [20].
Since European data protection authorities are still reviewing these matters and have
not issued a final decision, it appears that Big Tech companies currently have significant
responsibility for handling these problems in good faith.

12.2.4 Automated Judgements and Inherited Bias: Uphold-
ing Human Dignity under Article 22[9, 35, 28, 13, 8]

Automated decisions made by complex algorithms, with no possibility of appeal or redress
and often trained on potentially biased data, pose a genuine risk to human dignity.
When individuals are treated as mere data points and are powerless in the face of decisions
that affect them, it undermines their freedom and the opportunity for fair treatment in
society.

Article 22 of the GDPR aims to protect individuals from decisions made solely by
automated means, especially when these decisions significantly affect their lives. The
provision grants people the right to request a human review, present their perspective,
and have decisions reconsidered. However, modern AI complicates this process, as seek-
ing human intervention may be seen as inefficient and cumbersome, particularly when
these tools are used with large populations. In contrast, traditional decision-making
methods continue for smaller, typically more privileged groups. This problem impacts
not only legal rights but also the individual’s sense of control, which is vital to human
dignity.

Rather than evaluating unique circumstances, automated decision tools in contexts
like credit or recruitment neglect individuality and reject the idea that every person has
intrinsic worth and must not be treated as a collection of data points.

To uphold human dignity, regulatory frameworks and ethical guidelines emphasise the
need for robust and meaningful human oversight. Investing in XAI techniques remains
one of the most promising ways to achieve this at present.

12.2.4.1 Explainable AI

Explainable AI (XAI ) refers to a set of methods and techniques intended to make the
decision-making processes of Artificial Intelligence systems understandable to humans,
by providing clear explanations for their outputs and behaviours.
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Several techniques are being developed to make this a concrete possibility. Some
examples are:

• Model-agnostic techniques such as LIME (Local Interpretable Model-agnostic Ex-
planations) and SHAP (Shapley Additive exPlanations) [9]. Unfortunately, it has
been shown that they can struggle with non-linear and distributed knowledge,
and may not capture the full context contributing to a particular response.

• Transformer-Specific Methods, tailored for transformer architectures, include, among
others, attention weight visualisation, attention rollout, and gradient-based sali-
ency mapping [9]. These methods attempt to trace the model’s decision-
making pathways, although studies suggest that the workings of attention mech-
anisms (which aim to identify and retain only the most important pieces of inform-
ation to define the context) do not always correlate reliably with the model’s overall
reasoning process, as they are just one part of a much more complex computational
system involving other non-linear components such as Feed-Forward Networks [17]
(where a significant portion of the model’s factual and associative knowledge is
believed to be stored and processed) [4].

• Mechanistic Interpretability [13]: This emerging field promises to find a way to
reverse-engineer the step-by-step decision algorithms learnt by complex neural
networks. It showed early promise when applied to simpler models, but achieving
advanced interpretability for more complex systems remains incredibly difficult and
labour-intensive. Nevertheless, it is considered a valuable direction as of today.

Despite the development of various XAI techniques, a significant explainability gap
remains, particularly with large black-box LLMs. There are currently no [13] adequate or
standardised tools to rigorously measure the extent of their explainability or to compare
interpretability beyond indirect metrics that do not address the broader requirement of
explainability (e.g. calibration, which assesses how well a model’s predicted confidence
in its output matches its actual accuracy [13], providing at least an indication of whether
the model found sufficient supporting data in its knowledge base to justify a confident
answer). This remains a pressing issue, as it is critical for ensuring regulatory compliance
and building user trust. The impetus from the EU AI Act is expected to stimulate further
research and development in this area, hopefully leading to more robust and legally viable
interpretability solutions.

12.3 The scope of GDPR in the Age of Cross-
Border AI

A distinguishing feature of the GDPR is its extraterritorial scope: its provisions can
extend to actors outside the EU and apply globally. This far-reaching effect is particularly
noteworthy in a world where the Internet has removed physical barriers, but has taken
on new significance in the context of Artificial Intelligence, as AI systems and LLMs are
built from data collected indiscriminately by actors distributed worldwide—or, even more
problematically, by automated tools with no clear legal residence at all.
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The GDPR’s territorial scope, as set out in Article 3, is defined by both the es-
tablishment criterion and the targeting criterion. This extends the GDPR’s reach to
organisations without a physical presence in the EU if they offer goods or services to
individuals in the EU, or monitor their behaviour within the Union. The latter provi-
sion is especially relevant for AI providers whose products and services are accessible to
European users, even if the providers are based outside the EU, which is almost always
the case. These two essential elements have in the past already legitimised the inter-
vention of European data protection authorities over social media platforms that have a
significant, albeit virtual, presence in Europe.

Still, enforcing the GDPR’s extraterritorial provisions presents significant challenges.
This can result in incomplete solutions, such as geo-blocking, which technologically adept
users can easily circumvent. Moreover, as it happened in the landmark Google v CNIL
case [5] concerning the right to be forgotten, the court itself can decline to enforce an
order to de-list information from all global domains outside the European territory if a
satisfactory «patch» has been put on European domains for the same website.

The most effective way to address this extraterritorial issue remains for the GDPR
to continue establishing itself as a global benchmark for data protection legislation,
encouraging distant jurisdictions to adopt similar rules based on the same fundamental
principles and, by default, to recognise one another’s decisions.

12.4 Technical Challenges

Large Language Models pose a wide range of sophisticated threats to personally
identifiable information (PII). One of the most recognised privacy risks is the leakage
of sensitive information from training data, but, recent research indicates that the
risks extend beyond just memorisation and subsequent output, as sensitive information
shared by users in prompts is exposed to the service’s providers. This is particularly
concerning, as it is possible to infer sensitive user attributes, such as location or
health status, from seemingly innocuous user queries.

Threats can emerge at every stage of a model’s lifecycle, from pre-training and
fine-tuning to deployment and there is growing awareness of more subtle risks, such as
inference attacks and agent-based leakage. These threats can generate misleading
model outputs, or aggregate scattered, publicly available information about an individual
to build a detailed profile, which can then be used to facilitate other types of attacks,
such as password retrieval or spear phishing.

12.4.1 Beyond the Black Box: The Limits of Explainability in
Transformer Architectures

The issue of transparency and explainability has already been covered at 9.4, as it is a
problem that encompasses both Regulations.

12.4.2 Training Data Leakages

LLM training sets contain personal, copyrighted, or even confidential information that has
been collected from across the infosphere, aided by the phenomenon of data brokerage
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discussed above. The likelihood that private, sensitive information will be included in
output sequences increases as models grow in size and complexity, since the number of
parameters—now in the billions—provides considerable capacity to store ever more detail.

The memorisation process is influenced by several factors, and the likelihood of a
piece of information being retained depends, for example, on how often a particular
pattern appears in the training data. Studies have shown that a sequence duplicated ten
times may be reproduced by a model approximately 1000 times more frequently than
unique sequences. The number of parameters also directly correlates with the model’s
ability to store and recall specific examples from its training corpus, as does the point
during the training process at which a particular piece of information is encountered:
models tend to «remember» better what is seen towards the end of training [18].

Below are two examples of possible attacks that leverage the model’s memorisation
and repetition behaviour.

Figure 12.2: By Ran-
dall Munroe. Creat-
ive Commons Attribution-
NonCommercial 2.5 Li-
cense.

Privacy Attacks Exploiting Data Leakage A determ-
ined adversary has been shown to be able to exploit mem-
orisation to extract sensitive information from LLMs. Most
disturbingly, this kind of attacks do not need more than the
standard black-box access to the model, meaning it is suf-
ficient to access a public API without needing to see any
internal architecture or weights, as it is the case with LLMs
today [25]. The first step is to perform a Training Data Ex-
traction [16], in which the attacker designs specific prompts
to induce the model to reveal the exact content in its train-
ing data. The process generally involves generating numer-
ous text prefixes, and then asking the model to produce pos-
sible continuations; having gathered multiple candidates, a
filtering technique is then used to identify those most likely
to be the actual memorised training data. Researchers [18,
16]have demonstrated the effectiveness of these attacks on
production-level models such as ChatGPT and open-source
LLMs, successfully extracting personal data, copyrighted
content, and other sensitive information.

Membership Inference Attacks (MIAs) MIAs aim to
determine whether a specific piece of data was included in
a model’s training set [15]. These attacks operate by observing differences in the
model’s behaviour, such as higher confidence scores, when it encounters data it was
trained on compared to new data. While this does not equate to a direct leakage of
content, an MIA can be the crucial part of more complex data extraction attacks [17]
and can still expose sensitive information; for example, simply confirming that a person’s
medical record is present in the data used for a healthcare model specialised in a certain
disease is a breach of privacy in its own right.
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12.4.2.1 Mitigation strategies [16, 3, 14, 19, 30, 28, 33, 34, 22, 4, 17, 12,
23, 11, 24, 1]

A multi-layered approach is required to mitigate the risks of data leakage, to address the
issue at all stages of the LLM lifecycle.

Pre-Training: Data-Level Solutions The following are two examples of methods
studied by academia for their potential to clean data prior to its use in training:

• Data anonymisation and sanitisation: the identification and removal of PII
from datasets using techniques that range from simple regular expressions to more
advanced, bespoke tools. Unfortunately, these methods often lack formal privacy
guarantees [11].

• Data De-duplication [18]: Removing duplicate sequences from training data is
an effective way to reduce the risk of memorisation for some disproportionately
represented information. Although it is neither a comprehensive nor a guaranteed
solution, it can help mitigate the risk of leaking some highly repeated information
[25].

During Training: Model-Level Solutions These techniques integrate privacy pro-
tections into the training process itself.

• Differential Privacy (DP): DP adds mathematically calibrated noise during
training to ensure that no single data point can be singled out as belonging to the
set. DP is a tried and tested method already widely applied in GDPR compliance,
as it offers quantitative, mathematically proven guarantees of privacy,
although it comes at the cost of reduced accuracy and increased programming
and computational overhead.

• Federated Learning (FL)[1, 23]: a decentralised approach in which the
model is trained on data that originates and remains stored locally on different
devices. If implemented naively, it can introduce significant computational and
communication overhead.

Post-Training: Remediation Techniques These methods are applied after a model
has been trained.

• Machine Unlearning (see above at 12.2.1.1), to induce a model to «forget» specific
training data without undergoing a full, costly retraining process.

– Exact Unlearning.

– Approximate Unlearning.

• Output Filtering. This involves implementing an additional layer between the
model’s output and the final response to the user, sanitising it from known un-
desirable content. This is, of course, only a surface-level fix that does not remove
the information from the model’s weights, making it ineffective in the case of
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open-weight models. It can also be a double-edged sword, as some studies have
shown that knowing something was filtered may itself be valuable information for
attackers seeking to carry out Membership Inference Attacks.

12.5 Privacy-Preserving Machine Learning and the
Roles of Differential Privacy and Federated
Learning[9, 23, 25, 1, 29, 32, 16, 4, 17, 14,
28]

Within the landscape of Privacy-Preserving Machine Learning (PPML) strategies, Dif-
ferential Privacy and Federated Learning have emerged as two of the most promin-
ent approaches, and their use is often complementary for even stronger data protection
throughout the training process.

Differential Privacy (DP) Differential Privacy is well regarded in the privacy
field because it provides a formal, mathematically rigorous way to protect data.
Essentially, it guarantees that the output of an algorithm will appear the same whether
or not any individual’s data is included. This is usually achieved by adding carefully
calibrated random noise to the results, so that no single person’s data stands out. To
translate this idea from databases into machine learning, researchers employ Differentially
Private Stochastic Gradient Descent (DP-SGD), a method that adjusts the standard
training process by both limiting the influence of each data point and adding noise to it,
ensuring that no participant has a disproportionate impact on the final model, and that
every contribution is a bit «fuzzy».

Federated Learning (FL) Federated Learning is a decentralised approach to
machine learning that allows models to be trained collaboratively without collecting
raw data in a single location. In a typical setup, a central server coordinates training
across multiple clients, such as mobile devices or different data centres. This method
helps protect individual data by keeping it on each client, rather than bringing sensitive
information together. After each client trains the model on its local data, it sends only
updated model parameters to the server—never the original data itself. The server then
aggregates these updates, using algorithms such as Federated Averaging (FedAvg), to
improve the global model.

The main advantage of Federated Learning is its privacy-by-design approach. As
data remains on each client, there is less risk of a major data breach if a central server is
compromised or if training data transmissions are intercepted. However, this approach
is not a complete solution: security measures are still required for every client, and
attackers may still attempt to reconstruct data from the shared model parameters.

Combining Federated Learning and Differential Privacy To address remaining
vulnerabilities, Federated Learning is often combined with Differential Privacy, with the
latter adding formal mathematical protection to the model updates sent to the central
server, significantly reducing the risk of information leakage. This is primarily
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achieved in two main ways, depending on the specifics of the case: in the Central
Differential Privacy (CDP) model, the central server is responsible for adding noise
during the aggregation phase before producing an updated global model; alternatively,
the Local Differential Privacy (LDP) model requires each client to add noise to
its contribution to the model before transmitting it to the server. The CDP approach
requires less computational resource from individual clients but presupposes a high de-
gree of trust in the central server, since it has access to the non-privatised updates.
The LDP approach removes the need for a trusted central authority, but at the cost of
introducing more noise, as the DP property must be both independent and robust
against later additions from other clients. Nevertheless, both approaches are highly ef-
fective for securing activities such as fine-tuning with sensitive or private datasets. An
example of this is on-device Artificial Intelligence, where a Large Language Model uses
user-specific data to provide personalised replies while maintaining privacy, as seen in
Google’s Gboard keyboard, improving next-word prediction performance without cent-
rally collecting users’ texts.

12.6 The Utility-Compliance Trade-Off: Quantify-
ing the Inevitable Costs of Privacy[9, 23, 25,
1, 29, 32, 16, 4, 17, 14, 28]

Compliance with the General Data Protection Regulation often introduces a significant
trade-off with the utility and performance of collected data, as technical meas-
ures designed to safeguard privacy frequently come at the expense of detail and data
reuse, which are important for optimal use in diverse scenarios. The conflict arises from
the very beginning of an LLM’s existence: on one hand, the GDPR mandates principles
such as data minimisation and purpose limitation, while on the other, LLMs rely on
being trained on the most extensive and heterogeneous datasets possible to reach their
maximum performance and utility.

As novel methods are developed to protect individual privacy while still enabling
analysis at scale, such as Differential Privacy, increasing attention is being paid to the
associated loss in data accuracy. As Differential Privacy works by introducing statistical
noise (errors) during training or inference, it inevitably degrades the model to some
extent (although DP has the advantage of mathematical techniques to at least estimate
the loss of precision). Accuracy during training has been shown to reach a 10–20%
decrease [11] in some large-model experiments, particularly in cases of underrepresen-
ted classes, thus amplifying existing biases within the model. Furthermore, introducing
private and secure computation methods in FL, such as cryptographic protocols or Dif-
ferential Privacy, adds significant computational and communication overhead, which
increases energy costs,going against the EU AI Act calls for more energy-efficient AI
development.

The technique of machine unlearning has also been shown to negatively affect model
accuracy, global coherence, and context retention, despite it remaining one of the best
tools currently available for compliance with the GDPR’s Right to Erasure .

The real challenge, therefore, is not merely to comply with the GDPR’s requirements,
but to develop methods that do so effectively and efficiently, without compromising
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model utility—a task that continues to drive current research.

12.7 From Principles to «stone-cold» numbers:
Benchmarking LLMs Against the EU AI Act[13]

The Act uses qualitative terms like “appropriate level” and requirements (such as those
for "explainability" or "corrigibility") that belong to areas where the language of math-
ematics lacks well-developed tools for application. Furthermore, the Act often refers to
"AI systems," encompassing the entire deployment process, which in reality includes user
interfaces, training algorithms, and much more than just the underlying model, requiring
a focus on both specific and broad-level characteristics. This sets out a framework based
on broad principles and high-level requirements, many of which are not directly action-
able for technical assessment and translatable into benchmarkable quantities. To
bridge the gap between legal text and practice, academia has been studying a system-
atic methodology to convert regulatory mandates into a suite of measurable,
quantitative targets, in the hope of helping to address the ambiguity introduced by
judicial discretion, and making life easier for developers and researchers.

One of the first efforts to help developers and providers assess their systems against
the Act’s standards with greater clarity is the COMPL-AI Framework proposed by
Guldimann et al., which aims to provide a comprehensive technical interpretation
of the EU AI Act for LLMs, along with an open-source, regulation-focused bench-
marking suite. .The paper regarding this project gives a comprehensive look on its
components and strong points.

The COMPL-AI framework was built in two steps:

1. First, the authors translated the Act’s high-level legal requirements into a
set of concrete, measurable technical requirements, ensuring that each ab-
stract principle is mapped to testable criteria. These requirements are structured
around the ethical principles outlined in the Act, namely, human agency and over-
sight, technical robustness and safety, privacy and data governance, transparency,
diversity, non-discrimination and fairness, and social and environmental well-being.

2. Second, they systematically surveyed and implemented state-of-the-art LLM
benchmarks that correspond to each requirement, collecting them into a
unified suite that facilitates side-by-side comparison and comprehensive
evaluation.

Implementation The most innovative step is the one in which the articles and recitals
from the Act are distilled into measurable technical concepts commonly referenced in
state-of-the-art AI research. For example, the legal requirement for high-risk systems
to «achieve an appropriate level of accuracy, robustness, and cybersecurity» (Article
15) was translated into the concept of «Robustness and Predictability». Consistent
cross-referencing is essential to ensure that no regulatory aspect is overlooked during
testing.
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After the definition phase, the framework mapped the requirements into the hierarchy
of the six ethical principles of the Act. This step was particularly important because each
technical aspect should be univocally traced back to its ethical foundation.

Each principle was then broken down into its specific technical requirements. For
example, the principle of Technical Robustness and Safety includes requirements such
as Robustness and Predictability, Cyberattack Resilience, and Corrigibility, which to-
gether support a thorough and evidence-based technical analysis. The framework links
each technical requirement to established benchmarks in academic literature. For
instance, TensorTrust is recommended for testing Cyberattack Resilience against goal
hijacking and prompt leakage, while LLM RuLES is preferred for rule-following attack
scenarios. The framework has been carefully designed to incorporate the best current
benchmarking techniques, but it also carefully recognises the gaps where technology can-
not yet assess certain regulatory requirements. In doing so, it brings attention to areas
that need further research and development from the technical and scientific community.

The complete COMPL-AI suite takes an LLM as input and runs the tests. Each
result is normalised between 0 and 1, with higher scores representing better performance
or higher levels of compliance, to facilitate straightforward comparisons across different
models and requirements. Each individual score is subsequently aggregated with the
others by a simple average, one for each technical requirement and then by each of
the ethical principles. The process concludes with a detailed report highlighting
the model’s strengths and weaknesses in the context of the EU AI Act, giving
stakeholders the information needed for informed decisions about deployment and further
development.

Results In order to demonstrate the framework’s utility and to assess the current state
of Large Language Models, the authors evaluated 12 prominent models on the market
today, including the Llama series, GPT-3.5, and GPT-4 Turbo.

The evaluation showed significant shortcomings across the board, with systematic
failure to meet the requirements set forth by the Act, so much so that no single model
has been found to be fully compliant . Particularly poor performance was observed in
areas such as robustness, fairness, diversity, and non-discrimination, which are essential
to responsible AI deployment. These results suggest that while the AI industry
has made great progress in computational power, it still lags behind on eth-
ical issues.

The dire situation is not only the fault of the models themselves, as the authors
recognise deep underdevelopment in the current benchmarking landscape: even when
benchmarks for critical areas like privacy, copyright infringement, and interpretability
already exist, they are often simplistic, brittle, or reliant on access to proprietary training
data, thereby leading to inconclusive or borderline meaningless evaluations. For instance,
all the tested models that failed more accurate benchmarking were found to have scored
perfectly on the industry’s current privacy protection benchmarks, suggesting that the
current tools are unable to reliably detect critical issues like private data memorisation.

The Guldimann et al. paper’s findings certainly show an urgent need for a new era
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in AI assessment, which must move beyond a narrow focus on just model capabilities to
seriously include real responsible deployment targets that can be proved and explained
reliably, ultimately fostering the development of safer and more responsible AI that is
more in tune with the regulatory landscape.
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Chapter 13

Liability establishment

13.1 A Philosopher’s stance

On this topic, the renowned Professor Luciano Floridi [12] has provided significant insight
in his efforts to clarify the issue. Determining responsibility when AI causes harm presents
a major ethical and legal challenge: AI systems are capable of making decisions
independently, without explicit commands, and they do so through a highly complex
interplay of various inputs and algorithms. As a result, it is often unclear who should
be held accountable if something goes wrong: is it the trainer, the creator of
the original training data, the builder of the AI system, or perhaps no one at all? The
actions of an AI model do not fit easily within traditional legal concepts such as actus
reus (the wrongful act) and mens rea (the guilty mind), which have long guided court
decisions, always assigning blame or exoneration to a specific individual. Indeed,Floridi
notes, in his influential work on AI ethics [12], that actus reus, the criminal act, generally
requires intentional action by a person. AI systems today lack consciousness and
will, so they cannot act voluntarily in any meaningful sense. Even when a model acts
at the direction of a person through prompts, it can be difficult to clearly link the
human’s intent to the specific outcome, especially as training algorithms are often kept
secret or are extremely complex to reproduce. Floridi further points out that this lack of
knowledge adds another layer of complication: as AI systems become more sophisticated
and incremental improvements are closely guarded industrial secrets, those who develop
or deploy these systems may be reluctant to explain internal workings, or may not fully
understand them themselves. Mens rea, the guilty mind, is also difficult to apply to
AI for this reason: AI can make autonomous decisions that stray from the intentions
and understanding of its trainers. It is possible, and perhaps even likely, that every
Autonomous Agent will eventually act in ways its designers never anticipated. Such
actions may result from an unfortunate combination of probabilities, or be a blend of
intentions from the many people involved in building and using the model.

13.1.1 Ethical Principles that define Liability

Floridi notes that responsibility in AI systems is closely tied to the ethical principles con-
sidered during the development of the technology.
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Before accountability can be assigned, the actions of an AI system must be thor-
oughly scrutinised, which requires transparency . However, experience shows that
complete transparency can sometimes be counterproductive. It may enable malicious
actors to manipulate the system (for example, by providing enough information to steer
it in a desired direction [26, 31]), or it can stifle innovation (for instance, by threatening
a company’s competitive advantage if required to publish source code, or by diverting
resources to create exhaustive records [7, 21, 2, 27]). Striking the right balance is del-
icate and must be carefully considered to be effective.

Once transparency has revealed how a system operates, explicability addresses the
question of why it behaves in a certain way. Effective explanations should be suffi-
ciently clear and tailored to their audience, so that explanations remain relevant and
understandable for all stakeholders. In this field, agency laundering remains a genuine
concern, as organisations may attempt to distance themselves from morally questionable
outcomes by claiming they neither intended nor anticipated such behaviour. To address
this diffusion of responsibility, Floridi proposes a framework of distributed moral re-
sponsibility , assigning it to the human agents who are causally relevant to the outcome,
regardless of whether they acted intentionally, and treating AI as an instrument .

Floridi finally notes that accountability has little value without the certainty that
actors are subject to oversight. The establishment of dedicated oversight agencies
should help by ensuring the auditing of AI systems and providing individuals with a
clear process for raising complaints. Internal ethics committees and review boards serve
a similar function within private companies, helping to integrate ethical considerations
into AI development and deployment, and promoting good governance and collaboration
among stakeholders to support the smooth integration of AI into society.

13.1.2 Proposed Models for AI Liability

In response to the challenges of assigning responsibility for AI-driven actions, Floridi sets
out new models among which to choose when trying to deal with the issue.

• In perpetration-by-another, the AI is viewed simply as a tool, and the individual
who benefits from its wrongful acts—whether a programmer, a company, or an
end user—is assigned responsibility. Designing artificial agents that automatically
refrain from carrying out potentially dangerous instructions when the user’s intent
is explicit will help to make accountability clearer in this case.

• The command responsibility model, by contrast, holds those in positions of au-
thority responsible if they knew, or should have known, about wrongful acts
committed by AIs under their control and failed to intervene. This approach
works best in organisations with clear hierarchies, but becomes less practical as
AI systems are offered to a wide and diverse public simultaneously, such as with
ChatGPT.

• The natural-probable-consequence framework applies familiar concepts of negli-
gence or recklessness, and the standards used to measure them, to hold de-
velopers (or users) liable if harm was a foreseeable outcome, even if they can
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demonstrate that there was neither intent nor prior knowledge. Floridi likens this
to the legal doctrine of respondent superior, where employers are held accountable
for employees’ actions due to the prominence of their role. Of course, a dire prob-
lem arises when the AI’s behaviour is so unpredictable that consequences cannot
reasonably be foreseen (which is also a possible way to deliberately conceal one’s
guilty tracks)..

• Finally, faultless or strict liability imposes responsibility without requiring proof
of anyone’s fault, because the party who deploys the artificial agent, a mere tool,
is held liable for its actions, regardless of context. This solution is used when the
principle of distributed moral responsibility to address the diffusion of responsibility
is applied, which assigns liability to all human agents who have contributed
causally to the system’s behaviour, but the situation requires a decision as
to who will be held to account. While this has the benefit of bypassing issues
related to intent, Floridi, citing Ashworth, points out that abandoning the concept
of intent to harm may undermine the law’s very entitlement to condemn an action.

A proposal for tomorrow Floridi’s analysis demonstrates that the rise of complex,
autonomous AI systems creates a significant responsibility gap which cannot be bridged
by simply retrofitting traditional legal concepts of individual intent and fault like mens
rea and actus reus. Instead, he advocates for a proactive, multi-faceted governance
framework that shifts the focus from finding a single guilty mind to acknowledging the
network of human agents—developers, deployers, and users—who are causally relevant
to an AI system’s actions.

The various liability models he proposes,from treating the AI as a simple tool to ap-
plying strict liability, are not mutually exclusive solutions but rather a context-dependent
toolkit designed to assign accountability effectively, case-by-case. Crucially, the applica-
tion of any of these models depends on a robust ecosystem of transparency, explicability,
and independent oversight. This ensures that while organisations cannot hide behind
excuses, the system remains fair and effective. As artificial agency becomes more power-
ful, human accountability must not be eroded but must instead be deliberately and
thoughtfully redesigned to fit this new technological reality.
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Part IV

Jacques Ellul’s The Technological
Society as a tool to understand AI

policies and public attitudes
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13.2 The nature of La Technique

Coming into contact with the hordes of startups that, like moths to a flame, rush to find a
profitable application for the artificial intelligence of the models published by the current
Big Tech companies, what comes to mind is what Jacques Ellul once observed regarding
how modern technique pervasively finds a way to enter every sphere of human
life, even the most personal and organizational aspects of life: the care of the
sick, childcare, education... Ellul shows how technique, in order to be efficient, inevitably
tends to expand its range of action. In the case of policing techniques, the aim can even
become preventive and extended to the entire population, not just criminals: the tool is
applied wherever it is possible to do so. To find the "bad guys," in fact, it is necessary
that everyone first be analyzed: what each person does, their social relationships, the
places they frequent. Technique is pervasive.

It is well known that the goal of every technical progress is to resolve a precise,
circumscribed difficulty, and that for every problem there corresponds a technology that
can, or will be able to in the future, resolve it. This aligns with a deep conviction of
ours that leads us to look with enthusiasm at all the possible applications that a new
technology opens up for us: that around us there are only problems solvable by technique.
However, it is not noted often enough that we are not facing a simple process of "I
respond to a problem and solve it once and for all," but rather a much more complex
movement: a technique resolves a problem and poses new ones at the same time. What
prevents us from realising this reality is, simply, that the solution provided by a technical
discovery is always, precisely, localised around its problem, whereas the new one that it
poses is generally much broader and indeterminate, situated in another realm of human
life; moreover, it becomes apparent only after some time, when the phenomenon has
sometimes become irreversible. This makes the link between cause and effect difficult
to grasp.

13.2.1 The necessity, inevitability and autonomy of technique

The techniques created by private individuals, [...], rarely slacken their
pace. They are in constant forward movement and progressively affect all
spheres of human activity.[4]

A crucial aspect of the dizzying advancement of technique is the necessity with which
today technical means, in our particular case LLMs, are presented to their audience.
Without the need to justify themselves with anything other than the fact that an applic-
ation is possible, they gradually gain ground in every realm and every field, regardless
of the fact that there is a real need for them. In other words, everything that is
technically possible automatically becomes both necessary and inevitable.

This expansion has another characteristic besides being universal: it occurs autonom-
ously, according to a law of self-augmentation that is self-justifying:

Autonomy is the essential condition for the development of technique,
as Ernst Kohn-Bramstedt’s study of the police clearly indicates. The police
must be independent if they are to become efficient. They must form a
closed, autonomous organisation in order to operate by the most direct and
efficient means and not be shackled by subsidiary considerations.[4]
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The additional considerations being those of a moral nature.

Man alone is subject, it would seem, to moral judgement. We no longer
live in that primitive epoch in which things were good or bad in themselves.
Technique in itself is neither, and can therefore do what it will. It is truly
autonomous.[4]

The lack of need for other justifications in this Thesis was seen, for example, at the
moment when the predictive model was introduced in the justice system: in a courtroom,
explaining the continuous monitoring of a person by citing the anomalous behaviour of
their neighbours as the motivation would not be accepted, and yet in many parts of the
world it continues to be a mechanism held in high regard when an AI model does it.
The same concept that would be rejected if done by a human lawyer is accepted and
applied systematically if this means efficiency and powerful simplicity, brought as a tool
to bypass the fundamental rights of every person: consider, for example, the difference
between a search for "probable cause" and one decided opaquely by an algorithm based
on the faults of the neighbours or friends of the victim.

This self-sustaining circle makes today’s artificial intelligence the culmination of that
technique which is described by Ellul as an autonomous force, which progresses without
decisive human intervention.

13.2.2 The one best way

Technical tools aim to be universal, in both a geographic and qualitative sense, gradually
breaking down every particular cultural barrier that opposes their progress, and tending
to align everyone with the same principles, means, and instruments. Faced with two
methods of doing a certain thing, whether it be writing an email or filtering curricula
from prospective employees, the one that is perceived as more efficient imposes itself in
an ineluctable, natural way.

The choice of the means to be used is no longer human or free, but
is determined automatically by the objective criterion of efficiency. There
always exists a "one best way" that imposes itself in an ineluctable manner, eliminating
the faculty of human choice, whether this concerns profound questions or whether it is
merely a matter of deciding which film might most capture the viewer’s attention.

13.2.3 Morality

Before the advent of technique in the Ellulian sense, technically possible innovations were
delayed by the effective application of morality which, if necessary, suppressed them, if a
destabilising effect on the social order was prefigured. Utility and profit, criteria proper
to technique, were not sufficient: innovation had to be conformable to divine justice; the
submission of technique to criteria external to it, those moral, is the explanation given
by Ellul as to why technique did not take over until the last centuries of human history.
Technique was limited to specific realms, slow in evolution, integrated into culture and
subordinated to human choice and to non-technical values, almost innocent in its lack
of what Ellul calls «Technical Intention».
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Man today is no longer, for a long time now, an «agent» of progress as in the past,
but more its object, inasmuch as he witnesses powerlessly a process that rejects and flees
the chains that had been imposed on it pre-18th century:

Technique tolerates no judgment [...] and accepts no limitation.[4]

In a certain sense, laws like the AI Act seem to want to rewind time, at least a little, to
bring the discussion back to a judgement that, if not moral, is at least ethical, before
introducing a change in the methods of production and of organisation. It represents in
this the survival of the scruples of past moral reason which now survive by now faintly
in democratic life and which, according to Ellul,

"[...] it acts to prevent democratic governments from launching them-
selves along the road of technique without some other justification. [...] The
state has not taken the decisive step of affirming that only technical neces-
sity counts [...] Thus, at present every time the democratic state exploits
a given technique, it must begin all over again to justify itself, to debate
the necessity of the proposed measure, and to question everything. In the
long run it will have to capitulate, but in the meantime its scruples act as
a drag on it, if not in the actual application of techniques (which would, in
any case, be impossible), at least in its enterprise."[4]

In this way, the AI Act, although it certainly seeks to dialogue with the technique
(economic, organisational, and informational) of our society, also places itself externally
to it, placing constraints that are still out of the reach of machines: respect for dignity,
transparency, being unbiased. This restores, at least in part, to man a say on the most
autonomous and powerful incarnation of Technique with which he has ever had to deal.

13.2.3.1 The political side of technical artefacts

It has been said that the adage imposed by Technique is that

Morality judges moral problems; as far as technical problems are con-
cerned, it has nothing to say.[4]

The amorality of modern technique places itself beyond good and evil, beyond any
traditional moral judgement, and, indeed, tends to create a “morality” all its own, where
in place of "good," "efficient" takes its place. It is an illusion, therefore, to think of
being able to separate the "good" aspects (for example, the applications of
medicine) from the "bad" ones (for example, atomic weapons) of technical
progress, because they are ontologically linked and placed in another dimension.
The foundational models of AI and the titanic effort undertaken to define them have in
part lifted the Veil of Maya on this reality: in them exist, in potentiality, all purposes,
and thus they are not in themselves either good or bad. The AI Act then retracts,
and abandons temporarily its classifications with which it claimed from the beginning to
frame a system by judging its purposes. The only thing it knows is that systems of this
kind are dangerous.

Probably one of the most subtle facets of the "technical morality" of our time is
precisely that of inducing one to deny completely the existence of a force with moral
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connotations attributable to technique: it is frequent today to adopt the line of thought
that sees every technical manifestation as a simple matter of fact, a tool, which, by
virtue of its multiple possible uses, can be wielded both to do good and to do evil,
exactly as technique would want. This point of view—although deserving of application
in realms where there is a need to abstract from the deep "whys" to analyse broader
1 contexts, such as, for example, forensic practice, which by necessity, in having to
establish responsibilities linked to a precise event of (mis)use of the tool, cannot afford
to go so far back in investigating the whys and wherefores of its existence—is a notable
penalisation for someone who wants to treat the technical question in its manifestations
in contemporary society. One of these people was certainly Prof. Langdon Winner2,
who, in one of his most famous articles [9]—later part of a book [10]—is very clear in
declaring that yes: objects, and all the more those of sophisticated manufacture like
modern ones, can enclose within themselves values and ideologies of a political nature.

In his works, Winner explores the idea that technological instruments belong to the
world and are influenced—and influence—its politics in two ways. The first way is when
an invention sets out to resolve a social issue in a particular community. These artifacts
are often designed, consciously or unconsciously, to establish patterns of power,
authority, and privilege in said community, but they also induce side-effects that
subtly influence the environment and human life. The Mechanical Tomato Harvester,
for example, required growers to switch to hardier, sturdier, but less flavourful tomato
varieties that could survive machine harvesting. Its widespread adoption generated an
infinitely greater yield compared to the manual approach, but this means that it also
eliminated approximately 32,000 farmworker jobs, and had the effect of concentrating
production among large agribusinesses who could afford the expensive equipment and
had the space to welcome such huge machines. While seemingly a neutral innovation
that brought efficiency to a practice as old as time, the technology was inherently
favouring a certain social and economic order, one that was hostile to small,
family-led farms.

The second and more profound way artifacts have politics is when the technology,
by its very nature, either requires or is strongly compatible with a specific set of polit-
ical relationships. Speaking of AI, we are in the case of those systems that Winner
considers as Strongly Compatible with Authoritarianism: the necessity for computing
power and energy resources to run data centres and infinite racks of GPUs trained on
latest-generation models suggest the solution of centralising all available resources in the
hands of a single management pole in the hands of a few large players who have the
know-how and the connections to make all this possible.

Drawing on the arguments of Friedrich Engels and Alfred D. Chandler, Winner dis-
cusses how massive, complex systems like these modern communication and data pro-
cessing systems demand centralised, hierarchical management administered by skilled
executives. This arrangement is justified by practical necessity, which is definitely true
per se, as there is no other example today of a way to realise such concentration of

1Such as, for example, forensic practice, which by necessity—having to determine responsibility
related to a specific event involving the (mis)use of the instrument—cannot afford to go too far back
in investigating the reasons and circumstances of its existence.

2Professor of Political Science in the Department of Science and Technology Studies at Rensselaer
Polytechnic Institute in Troy, New York, USA
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raw power gathered for a single concerted purpose, but it is also true that this necessity
tends to eclipse other needs, such as having fundamental infrastructure in the hands of
the public, especially since this enormous concentration of information on virtually every
person is enough to control, manipulate and follow their every move.

On the other hand, technologies such as those that allow for a collaborative training of
AI models along distributed networks of independent devices, as those shown in 12.5, can
be considered Compatible with Democracy because it is decentralising both technically
and politically. Small, local training is easier for individuals and local communities to
manage and retain control of.

This distinction is not just a formality. Winner cautions that by adopting one type
of technology over the other, society implicitly chooses a specific framework for public
order lasting many generations, and ushers in powerful forces that reshape human activity
and its meaning. Losing sight of the political nature of technology and viewing it as a
collection of neutral tools is to ignore this role it has in shaping power in our society.
This oversight leads to a state of “technological somnambulism” where we sleepwalk
through the creation of a new world order without conscious deliberation, letting our
habits, perceptions, social relationships, and moral boundaries be powerfully restructured
without us noticing. Ultimately, the collective failure to see politics in our artifacts
amounts to an abdication of our responsibility to shape our own future. In this, the AI
Act takes an important first step forward, seeking to restore to society the awareness of
the influence that AI systems have and the damages they can cause.

13.2.4 The State’s role

The State today—in the case of "Western-style" AI, the American one—has found a
subtle synergy that allows it to coexist with Big Tech according to the rule "if you can’t
beat them, join them." Once Big Tech, after the boom given by the Internet, positioned
itself as the new State regarding productive capacity (in the past the State was the
only one with the funds and manpower necessary to unleash the maximum potential
of technique), there remained nothing else for the government to do but to oppose it
and die, or to exploit its power and survive in symbiosis. The extraordinary commixture
between tech companies and government, is just a different variant of a mechanism that
has the sole purpose of carrying technical progress and efficiency on its shoulders.

In a world in which the race to ever-better technique acts as master, the choice
not to adapt and not to pursue the same objectives equates to a certain defeat, a
disqualification from the games; for governments of the whole world, the only road in
sight is that of the advancement of AI, and the only choice to make is whether to try
to emerge as leaders or colonised.

In this framework, the rigid regulation and planning of AI on the part of China and
Russia finds expression in Ellul as a necessity due to the will to maintain an iron control
both on the human side and on the productive one in the only truly effective manner
that remains:

Suppose that the state, for example, intervenes in a technical domain.
Either it intervenes for sentimental, theoretical, or intellectual reasons, and
the effect of its intervention will be negative or nil; or it intervenes for reasons
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of political technique, and we have the combined effect of two techniques.
There is no other possibility. [4]

Through the institution of a government in the hands of technicians, of which economic
planning is a blatant manifestation, even that which should be a political doctrine is
reduced to a method to be approached technically. The justification for every techno-
logical introduction is economic and cultural supremacy, and social stability (see 5 and
4).

Behind this uncontrolled development remains a semblance of an ideological frame-
work that justifies it:

Power [...] cannot be exercised without at least the appearance of justice.
Doctrine is charged, therefore, with the task of furnishing power with this
semblance of justice. [...] [S]ince, at present, power is technique, these
intellectual constructs no longer have any usefulness beyond supplying jus-
tification.[4]

It is truly difficult to establish without a holistic perspective whether the justification
given by the powerful for the massive introduction of AI is one given by the necessity to
preserve their own existential place in the world (see, for example, the case of Russian
Artificial Intelligence) or whether this is only an additional framework created by the
technical framework to self-legitimise. What we know is that this script fully traces that
of how propagandistic technique must function.

13.3 The impact on the Individual

Many times in the past and in the present, the introduction of mathematical algorithms,
which rely on the naked and raw objective truth of numbers, has presented itself as
the panacea to the unpredictability and arbitrariness of human judgements, rendered
weak and inefficient by their emotions and subjective and imperfect thoughts. However,
the experience of Cathy O’Neil teaches us that even the algorithm that seems to be
only presenting the objective truth is in reality another discriminator just as fallacious,
and incapable of fully capturing the reality of things. Mathematical algorithms, O’Neil
explains, are nothing other than opinions embedded in mathematics. They reflect the
judgements and priorities of their creators, and the status quo at the moment of
their training. They are, moreover, almost unstoppable, because, when not adequately
filtered and endowed with feedback mechanisms, they provide a reading of reality that
self-justifies and confirms its previous outputs, reinforcing its vision for subsequent ones.
For example, greater attention on the part of law enforcement in a zone indicated by the
algorithm ensures that many more crimes will be caught in the act, both serious and of
the more innocuous type, than those that pass unobserved and, therefore, unpunished,
in less patrolled neighbourhoods. The result is that, if on one hand perceived security
increases and the number of violent events decreases, on the other hand data regarding
small incidents will increase, which, if not accurately filtered, will go on to suggest even
more repression in some zones. The problematic raised by O’Neil is not so much the use
of efficient tools to identify zones where there is effectively more need for presence, but
the social and economic cost of pulling secondary victims, not socially dangerous, into
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the net in a manner decidedly unbalanced compared to criminals of the same level living
in more affluent zones. The concern is that, faced with a predictive model improperly
configured, whether by error or by excess of technical zeal, a vicious circle is created that
sinks ever more, disproportionately, a segment of the population already disadvantaged.

The effects that an unregulated digital realm can have on man go beyond a recom-
mendation for a wrong product or an insurance instalment that is too high. In the words
of Prof. Floridi:

The digital ‘cuts and pastes’ our realities both ontologically and episte-
mologically. Floridi [5]

One of the strongest examples of "gluing together" concerns the individual and his
information. In the past, who we were and the data about us were separate or weakly
linked entities. Today, AI and the digital have fused these two aspects, creating a new
conception of identity.

[...] [I]t is only the digital, with its immense power to record, monitor,
share, and process boundless quantities of data about Alice, that has sol-
dered together who Alice is, her individual self and profile, with personal
information about her. Floridi [5]

This fusion is such that today the protection of data and its transparent and ethical use
no longer concerns only the privacy of external information, but the very dignity of the
person.

13.4 The restructuring of society

In order to find full acceptance, technique, that is, the raison d’état of rationality and
efficiency, has restructured society to allow for the adaptation of man to technique,
an adaptation so profound that it has become a constitutive part of modern man: with
"human techniques" (psychology, propaganda, education), man is not he who uses
technique, but the object that is modelled by it.

To the realm of human techniques belong psychology, propaganda, education, and
also all those methods that, through the application of laws and models, propose to train
AI models capable of understanding and thoroughly exploiting the human resource. The
use of predictive models such as those to find the most promising student or the team-
player to put at the head of the department, tends first to frame and pigeonhole human
individuality, unpredictability, and freedom for this reason3. To win at the game in which
we are enrolled the moment fundamental parts of our lives are placed under the scrutiny
of AI, we are bound to its system of rules and ends to which to conform.

Techniques, particularly those that involve the study and treatment of man, have the
distinctive characteristic of possessing generality, that is, of reducing every individual,
who once would have required a long, expensive, and difficult individual intervention, to
the general case. The way in which they do so is that adapted to the needs of technique:
by transforming qualitative characteristics into quantitative ones (consider, for example,
the use of AI for the evaluation of academic results):

3According to Wilbert E. Moore, human relations must expressly correspond to the functions of the
individuals who take part in the productive cycle.
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A new dismembering and a complete reconstitution of the human being
so that he can at last become the objective (and also the total object) of
techniques.[4]

13.4.1 Massification

Such massification is, obviously, justified by the necessity of efficiency and reduced costs.
The companies that hire for minimum wage jobs, for example, manage herds of candi-
dates, substituting the professionals of human resources with filtering machines of low
price and maximum yield, even at the cost of letting exceptional candidates slip away.
This will to manage and optimize at the same time large populations is exactly what
Cathy O’Neil identifies as the mechanism that transforms AI models into destructive
forces: where on a small scale there is the possibility to have a human intervene, a
vigilant and diligent eye that places a filter on the malformed output, there remain only
unchecked decisions and automatic rejections without appeal.

Massification leads to treating flesh-and-blood people in a deeply inequitable way
governed exclusively by the decision of the machine, while the privileged few, in virtue
of their small number, continue to interface with processes managed by other people
(such as systems of recommendations or direct interviews). This perpetuates inequalities
inasmuch as it designates as the most probable victim of an erroneous or inflexible
automated decision an individual already socially disadvantaged.

13.4.2 Classification

In the cases presented in O’Neil’s book, such as that of teacher efficacy and that of
the calculation of the recidivism rate of criminals, the vision of technique is concreted
in its effort of efficient classification, and consequent depersonalisation of the masses
to inscribe them within the standards of its rigid mathematical language: a language
that renders quantitative what is qualitative, places clear limits (redlining) where there
is variability, and excludes its members in order to fit the rest into the domain of the
predictive equation. The flip side of this process is the marginalisation, and the pe-
nalisation, of those who do not conform, or who simply are not well described by the
parameters known by the model.

The necessity of categorisation, in reality, comes before the existence of any specific
AI model that is used to do it: it is a necessity due to the efficient management of the
mass. It is not, therefore, an activity that can be banned, nor easily regulated as the AI
Act attempts to do: it is a fundamental action of the organisation of modern society,
which neither started nor will end with AI. However, the didactic examples shown in this
Thesis have confirmed how AI is capable of making the large-scale application of such
procedures fast and easy as never before. The affixing of labels is, in fact, one of the
typical activities when it comes to Big Data and model training: to every face, to every
name, are linked keywords that summarise their characteristics, and, with them, the type
of treatment that will be reserved for them.

Ellul speaks clearly of categorisation as a characteristic proper to technique: a mass
instrument that eliminates differences and schematises the human spirit.
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Technique is a mass instrument. One can think of technique only in
terms of categories. Technique has no place for the individual; the personal
means nothing to it.[4]

This is a fact appreciated by technicians, inasmuch as it permits clear and fast results
and a possible application in multiple fields and realms. One of the realms already cited
by Ellul are the techniques of work, among which is professional guidance, but one would
be inclined to add to the count also the didactic example regarding the service, based
on AI, of screening curricula vitae 10.2. The explicit purpose of such a tool is to
represent a person with a number, for example, by translating a certain work experience
into a score of skills not declared explicitly by the subject. The realm of application is
precisely work, and, more precisely, the application of technique to find the candidate
who is most suitable to keep its rhythms and satisfy fully its necessities.

Ellul in The Technological Society takes as an example a similar case, namely that
in which standardised tests direct young people to one or another professional or study
path. Even when the explicit purpose is that of bringing singular inclinations to the
surface—says Ellul—there remains the subtle purpose of pigeonholing and directing the
individual where his gifts will be put to use most efficiently, so as not to let even one
go to waste. Furthermore, even attributing to this system the merit of detecting in a
punctual manner the hidden aptitudes of everyone, Ellul recognises that a considerable
part is judging the «ad-aptitude» to the technical purposes for which he will be most
efficient (and it is as a function of this that the selection operates).

One who has been accustomed since childhood to standardized tests, educational
techniques, psychological techniques, and medical techniques, will not see in any of
them singularly an absolute debasement of his own individual personality. This, explains
the philosopher, is simply given by the fact that every technique in itself deals with a small
part of man, and every time it seems that it is only that part that is being violated. It is
a matter, for that someone who does not have a holistic vision of the technical society
in which he is immersed, of the story of the frog that boils slowly in the pot. In reality,
the damage that unfolds every time that the unique qualities of the individual, such as
creativity, ethical judgment, and spontaneity, are devalued in favor of interchangeability
and conformity is not quantifiable, and it is not even possible to change the standard
of comparison to make it more human-sized: to this day, and, probably, forever, no
computer is yet capable of understanding and truly judging any concept whatsoever
that is not expressed in numbers, parameters, and measures. Consequently, when an
algorithm is called to judge a person, there is always something that remains lost in
translation, or consciously omitted for the love of simplicity and technical feasibility. It
is precisely in there, among the coded objectives, the implicit choices, the set goals,
and the imposed interpretive keys that the greatest losses caused by the massive use of
techniques nest.

13.4.3 Opacity

In the process of classification and judgement carried out by an AI algorithm, the desired
qualities are established by the objectives encoded within the algorithm itself, most often
only implicitly, through the weights and inputs given to the model during its training. If
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we combine this phenomenon with the fact that the developments of recent years in the
data economy, the lifeblood of modern techniques, have systematised an asymmetry of
knowledge between the data subject and the one who collects that data and inputs it
into a model, we recognise what Ellul was referring to when he spoke of man delivered
defenceless into the hands of technique, when he finds himself in the crosshairs of an
opaque algorithmic system, sometimes even without knowing he is so, and very
often without the possibility of understanding the reason for a judgement, nor even less
of being able to appeal it. Human "supervisors," on the other hand, are directly relieved
of reflection on the moral weight of their actions, when these are decided by the "black
box" of the algorithm.

This asymmetry is protected by ironclad rules: what the model knows, about us
and the world, is obscured behind the sacred laws of industrial secrecy. The result is,
inevitably, a struggle with completely unequal weapons between corporations, which use
their considerable resources to slip even further into the shadows, and a population left
in the dark.

The examples presented in 9.4 are emblematic of this phenomenon, with which
technique protects itself from the interference of regulation introducing moral norms. By
remaining outside of the reach of everyone but the technical and governmental (which
today more and more coincide) elite, it makes the average man altogether unable to
intervene, understand and exert control on his or her destiny. As a result, the state is no
longer founded on the “average citizen” but on the ability and knowledge of said elite.

13.4.4 The disconnect between action and intelligence

As seen in practical examples of the use of AI to create videos that generate empathy and
connection with the viewer, or to process documents quickly, with AI human intervention
remains one of only support and superficial check. The change, it is undeniable, is one
that brings immense advantages in terms of effort and time, and one does not see how
the expansion of this method to all realms in which an acceptable result
requires a simple human supervision is anything other than a liberation for
man. As Ellul indicates, technique, seeking absolute efficiency, must necessarily remove
critical intelligence from the moment of action, since personal intervention, choice, or
hesitation are sources of error or slowing down; those who think, they must not reflect
on their actions. They cannot do so anyhow, because of the speed with which they
work. The modern ideal appears to be a reduction of action to complete automatism.

A practical example of this is the decision to introduce AI in war machines 5 or,
as seen above in the chapter dedicated to China 4, in the optimisation of productive
processes. Still in that context, however, there has been occasion to report a worsening
of the working conditions of man from all points of view except that of mere output.

However, Ellul also brings back to us the dark side of this innovation: the introduc-
tion of technologies that automate and massively substitute the need for skilled, often
unionised, workers, destroys their influence and their bargaining power and dispropor-
tionally favours its concentration into the c-suite of the firm. The result is that, to the
promise of a future world in which man will have freed himself from the oppression of
the 8-hour workday thanks to AI, what is realised is a progressive forcing of the men
remaining in the productive force to follow the unnatural rhythms imposed by it, and
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a progressive devaluation of the value of work in the realisation of man (this is what is
happening, for example, with the introduction of AI in the field of jobs perceived as cre-
ative, but not of high specialisation: little by little, with the substitution of single human
minds with a single underlying generative engine, one tends toward the obsolescence of
the former, and toward a massification of cultural and creative content by the work of
the latter).

To render man a mere controller of the automatic activity of artificial intelligence,
and at the same time to force him to keep its rhythms so as not to invalidate its speed
and efficiency, decomposes human movement to render it efficient, but in doing so it
also disconnects it from the personality and intelligence of the worker:

We have already considered the dissociation of human intelligence and
action characteristic of modern methods of work. [...] It is understood, of
course, that in modern work the human being accomplishes nothing; at best
he performs a neutral function during the “dead time” of the working day.
He must exercise his own personality, if he exercises it at all, during the eight
hours of leisure. [4]

Action is no longer a real function of the person who performs it; it is a
function of abstract and ideal symbols, which become its sole criteria. [4]

This citation, which refers to the relationship between the proletariat and the assembly
line dominated by the machine, extends to technical man in general when it speaks of
the final effect of the separation between intelligence and action: the loss of the human
condition.

Professor Floridi also feels this split vividly, as he argues that AI should not be
interpreted as a new form of intelligence, but rather as an entirely unprecedented new
form of agency. In his case, the point is reinterpreting the digital revolution as a divorce
between the successful completion of a task and the requirement for intelligence to
achieve it. The fact that modern AI can perform tasks that would conventionally be
considered intelligent if performed by a human does not mean the machine itself is
intelligent and employs the same cognitive process an human will put behind it.

[...] just because a dishwasher cleans the dishes as well as or even better
than I do, this does not mean that it cleans them as I do, or that it needs any
intelligence (no matter whether like mine or like any other kind) to achieve
the task. [5]

In fact, Floridi underlines the still scarce results in the field of Cognitive AI, which wants
to achieve «real», biological-equivalent intelligence. The current success and utility of AI
technologies are instead rooted entirely in the engineering/reproductive tradition, which
seeks to replace human intelligence rather than reproduce it: a definitive separation of
the cognitive process from the result.

13.5 The Technique’s resistance

The techniques created by private individuals, contrary to those of the
state, rarely slacken their pace. They are in constant forward movement and
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progressively affect all spheres of human activity.[4]

Every obstacle perceived as external that does not allow going at maximum speed—
such as the operations of compliance with laws that drain resources and time from
production—is perceived as an affront by technique and its supporting agents. Tech-
nique, as addressed before, wants to be dependent only on itself and on the most efficient
means to realise itself. Today, this will to independence translates into two of the ac-
tivities that Big Tech is carrying forward in the world: the continue campaigning for
deregulation, or, at least, for regulation that is reduced to its bare bones (to which
compliance is basically automatic), and the infiltration of the firms’ private interests in
the bodies that are supposed to regulate them.

Where before economic and political questions were indissolubly united in a single
discourse with ethical ones, now there is a technique that does everything to escape
judgement according to external parameters or seeks to dictate them itself. This oper-
ation is recognised in the law that rewards, in the world of tech, the will to «act first
and ask for forgiveness later», at the cost of a reckless introduction of new powerful
technologies to the general public, just to win at the race for profit. The haste is seen
also in the proactivity of Big Tech to define the discourse, seeking to have both the first
and the last word on what is to be paid attention to and what instead is safe to use
without further inquiries. It is a matter, this, of a relatively easy task: society itself, in
fact, has been educated to adopt as founding values those of the protection at all costs
of the machines of profit, even on the part of those who would have every advantage in
seeing such superpowers dismantled. Several well-documented psychological, social and
political mechanisms explain why relatively poor, harmed communities morally defend
or protect multinational companies that damage their environment and sell poor-quality
goods. Consumers (and community members) can separate moral judgement from prod-
uct performance, so much so that they defend a firm because they value its utility or
economic role even if they view some of its actions as immoral. They defend the sys-
tems that harm them through mechanisms that are structured by la Technique: the
absorption of rationality, efficiency, and performance metrics as supreme values. From
Haberstroh et al. [6]’s study of moral decoupling model in a corporate context, this
observation gains specificity in our present times: consumers «dissociate judgements of
morality from judgements of performance», and this effect is «stronger under condi-
tions of higher product involvement,» suggesting that communities most dependent on
these systems (for employment, infrastructure, consumption options) are most suscep-
tible to separating performance from morality, signalling a bona fide captivity from the
productive system that should serve them. When efficiency, productivity, and perfor-
mance become the only legitimate vocabulary for evaluating social arrangements, moral
categories become incompatible with technical ones; the consumer can keep purchasing
because these moral and technical judgements operate in different registers. Recognis-
ing that the system itself is unjust and indefensible would require abandoning the entire
moral-technical framework through which people understand their place in the world.

It is not surprising, then, how in more recent times, the government, which runs
on consent, has abandoned the role of barrier against private technical abuses (e.g., by
establishing labour laws, controlling dangerous practices) to instead become Technique’s
greatest facilitator. The state has renounced its directive or restraining role and has made
common cause with technical forces, becoming itself an «enormous technical organism».
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The use of techniques in areas like planning, administration, and military science attest
to it, and inevitably drive the state toward totalitarian structures, which are required for
the efficient deployment of mass technical means. This description fits states like China
to a T.

The phenomenon has very subtle ways to play into forging the society of tomorrow
in a democracy, as the establishment of ethical requirements for Artificial Intelligence
technology is also based on public consensus on the ethics of Artificial Intelligence, which
is in turn influenced by this internalisation of technique’s values by those that discuss
and approve our legislation. Without careful examination of our biases and culture, we
risk to allow blindly what is the natural development of La Technique: the machinery no
longer needs explicit endorsement, as it runs on internalised consent.

There is something of this phenomenon behind some criticisms that ask if regulations
like the AI Act make sense, which are felt only as burdensome proceedings on a deployer
or a provider of an AI system. In an episode of the podcast Wilson[2], curated by the
journalist Francesco Costa (a contemporary figure of relevance in Italy on the theme
of North American society and economy[1]), his guest clearly expresses the doubt that
Regulations like the AI Act are empty burdens, a mere exercise of bureaucracy
done for the perverse pleasure of suffocating and subjugating the unstoppable
force of a technology of which he feels the master, but which has not yet
shown all its cards:

In Europa addirittura ci mettiamo a risolvere problemi che neanche es-
istono ancora, tipo l’AI Act di cui si parla. Prima di che arrivi l’industria abbi-
amo fatto la legge. [...] Io ho iniziato a lavorare con l’AI nel 2010, [...] molto
prima che fosse mass market, credo di capirla bene. Sono assolutamente
certo che avrà [...], sta già avendo, [...] un impatto non solo sull’industria
ma anche la società proprio nel tessuto più profondo [...], credo l’impatto
più grande di qualunque innovazione nella storia dell’umanità. Quindi, non
ho nessun dubbio che a un certo punto dovremo porci la domanda che
paletti mettiamo, senza dubbio, ma oggi non abbiamo capito niente ancora
di come verrà usata, che problemi emergeranno. È presto, lasciamo che
tutto si sviluppi, ci saranno alcuni casi limite brutti, qualcosa che andrà in
prima pagina; «caspita grande problema Marco Rossi è stato fregato dall’AI
che è andata fuori di testa», prenderemo nota, capiremo i problemi e solo
dopo che li avremo diagnosticati per benino decideremo se normare è cosa
normare.[2]

In Europe, we are actually setting out to solve problems that don’t even
exist yet, like the AI Act people are talking about. We’ve made the law
before the industry has even arrived. [...] I started working with AI in 2010,
[...] long before it was mass market, so I think I understand it well. I am
absolutely certain that it will have [...], it is already having, [...] an impact not
only on the industry but also on society, right down to its deepest fabric [...],
I believe the greatest impact of any innovation in human history. So, I have
no doubt that at some point we will have to ask ourselves what guardrails to
put in place, without a doubt, but today we still haven’t understood a thing
about how it will be used, or what problems will emerge. It’s too early, let’s
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let everything develop. There will be some ugly edge cases, something that
will make the front page; “Damn, huge problem, John Doe got screwed over
by an AI that went haywire,” we’ll take note, we’ll figure out the problems,
and only after we’ve diagnosed them properly will we decide whether to
regulate and what to regulate.

The discourse of the entrepreneur interviewed by Costa has no real correspondence on
multiple levels, as seen in 8.4. It is by now known in academia that the efficacy of the
approach that first sees an absolutely free market and then the introduction of rules on a
framework by now developed is an absolute mirage, especially in sectors that enjoy that
mythical aura that only the promise of progress and of material prosperity can give. The
importance of this citation is showing what was also described acutely by Ellul in his time:
technique does not wait, nor does it accept being chained by external reasons, especially
the legislator. Moreover, in these lines, the interviewee shows us, mostly inadvertently,
the total misunderstanding of the normative intent due to the supplanting by technical
morality. He bows before a technology that will have an unprecedented impact on the
lives of people. People who are no longer citizens, of whom the State and Europe will
have to take care even after they have ceased to be part of the useful labour force. The
laws that require, one hopes not only for mere formal exercise, a first profound reasoning
precisely on these themes, are viewed as an obstacle. It seems clear how, if there were
no assessment to fill out to result compliant with the AI Act, none of the questions
contained in it would be allowed to slow down the production plans.

A second very powerful way in which the world of AI shows all its technical nature
is, as shown in 9.3, the rebellion against the uncertainty given by the still developing
legislative landscape. Uncertainty is the «kryptonite» of the technician in charge of
deploying technology:

The technician analyzes and predicts; he cannot endure the indetermi-
nate. [4]

In fact, the law, with its infinite exquisitely human interpretations, renders the landscape
unpredictable and difficult to dominate completely. It slows down what Ellul calls the
takeover of the technician, in which the forces that traditionally served to check or limit
the spread of technology have either been neutralised, dissolved, or inverted to become
factors accelerating technical progress.

13.6 The judicial technique

We have not yet spoken of another incarnation of technique which, however, remains
of fundamental importance when speaking of the AI Act: the so-called «judicial tech-
nique», which makes use of «technical law», i.e. the result of the submission of the
juridical system to the principles of Technique. Technical law has as its sole purpose
order, security, and immediate application; its motto is: "Better injustice than disorder".
Technical law eliminates the human and moral factor from judgement, and the role of
the judge is no longer that of interpreting or seeking equity, but of mechanically applying
predetermined norms. The law becomes a question of administration and organisation,
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and is characterized by a proliferation of norms due to the need to eliminate every
type of uncertainty in any case that might present itself.

The judicial element [...] is charged with applying the laws. This role
can be perfectly mechanical. It does not call for a philosopher or a man with
a sense of justice. What is needed is a good technician [...] [4]

The solution of Chinese smart courts is the most blatant version of this phenomenon,
but one can say that the AI Act itself has not succeeded fully in denying being the child
of this discipline, inasmuch as it does not limit itself to posing ethical principles, but
also to imposing controls, procedures, standards (albeit only declaring their necessity)
and the compilation of assessments that permit a precise description of the AI system
under examination. The plethora of checklists, guidelines and recitals that accompany
the Act are there for a reason: the most efficient mechanism is the only one that the
technique allows for. The law might have slowed down the time to market of a product,
but procedures are already in place to make this delay as schematic and mathematic as
possible. After all, the AI Act itself recognises the fundamental role of international
technical guideline making left in the hands of the technicians. This is what Ellul
remembers happening many times before now

[I]n 1949 a great assemblage consisting of 550 scientists and technicians
opened its deliberations at Lake Success to consider how best to exploit
the world’s natural resources. International projects of this kind are much
less advanced than similar intranational projects, and the reactions of politi-
cians to the technicians are correspondingly more enthusiastic. This was
evident at the 1949 Strasbourg assembly of the Organisation Européenne de
Coopération Économique, a purely technical group. [...] We are witnesses
at the inception, on the international level, of the same “takeover” by the
technicians which we have already observed on the national level. [4]

Incidentally, also the exclusion of uses for national security in the AI Act speaks clearly
of how the legislator does not want, or is not able, to abandon technique. Although
the Act seeks to place a limit on the gravity of the cases for which certain AIs can be
used, such as mass surveillance, one comes to wonder to what point these limits are
manipulable by technique itself, more precisely by its incarnation in propaganda, and
above all how one can reconcile the objective of having powerful models to use
in very rare cases with the necessity to train them preventively for their use
with a quantity of data sufficient to render them useful.

13.7 A possible human intervention

Despite the adaptations to technical mechanisms, the law seems always to be a step
behind technology, especially that which remains outside the direct management of the
State. The answer is in another Ellulian citation:

The state is usually unable for doctrinal reasons to revolutionize the
techniques [...] The judicial regime is simply not adapted to technical civi-
lization, and this is one of the causes of its inefficiency and of the ever greater
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contempt felt toward it. Law is conceived as a function of a traditional
society. It has not registered the essential transformation of the times.
Its content is exactly what it was three centuries ago. It has experienced
only a few fragmentary transformations (such as the corporation)—no other
attempts at modernization have been made. Nor have form and methods
varied any more than content. Judicial technique has been little affected by
the techniques that surround us today; had it been, it might have gained
much in speed and flexibility. [4]

The AI Act has, in effect, the role of ensuring the survival of human interpretation and
intervention in the governance of technique; if on one hand this can be seen as a nega-
tive fact by the technical system—the introduction of uncertainty and arbitrariness in a
context that lives on numbers alone—it remains nevertheless a resistance to the trans-
formation of law into a process detached from real human needs and from substantial
justice, no longer belonging to the sphere of civil society.

There exists another type of «legislative» intervention, which was discussed in 3.3.1,
that helps in this sense:

Though technique tends more and more to have primacy over politics,
and technical decisions seem unassailable by parliaments, the takeover of
technique can be arrested by corruption. The technician is a man, and
in contact with corrupt men he may well allow himself to be corrupted.
He can sidetrack his technique, annul the decisions demanded by its strict
application, and grant some favor or special privilege which perverts technical
action. [4]

Although one certainly should not hope for greater corruption in government, this state-
ment lets us understand another thing: that the human element, and the influence of
non-technical desires, have already been observed in the past slowing down the uncon-
tested rise of technique. Certainly, this solution is anything but applicable as-is, because
it is also true that

[...] The vertigo of power and the opportunity to become rich corrupt
politicians very quickly. To the degree that the state becomes more and more
technical, there is increasing contact between politicians and technicians. In
such an instance, general interests (the only true objects of politics) no
longer control technique; particular interests (which are much more efficient
in checking technical action) do. [4]

This has been amply demonstrated in 3.3.1: without tools to defend against it, regulatory
capture is a phenomenon that perhaps more than any other attempts to re-establish
things as they were in Ellul’s time regarding the submission of politics to technique,
especially now when the interests of Big Tech more than before have become political,
since the life and death of the global tech companies determine the fate of more than
just their direct workers. It is a matter of a decidedly new mixture, in which the State
has come to become dependent on them and is no longer the only power capable of
commissioning great infrastructural and technological works, a situation that deviates
from anything Ellul ever saw.
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13.7.1 A Jurist and a Philosopher chime in on the matter

According to the jurist Natalino Irti in his Dialogue [7] with Emanuele Severino, technique
is one of the positive forces that seek to have their will imposed through all possible
channels, regardless of whether these are democratic or authoritarian, and in these, a
confrontation on equal terms develops which is resolved by a human choice. On the
contrary, for the philosopher, the game is rigged from the start, and democracy is not
capable of arbitrating the clash, which, according to him, technique will inevitably win.
This is due to a unique characteristic of its own:

Mentre le altre forme di volontà di potenza (norme religiose, morali,
giuridiche, politiche, economiche) vogliono realizzare scopi escludenti [...]
la tecnica non mira a scopi di questo tipo, ma, appunto, a quello scopo,
“trascendentale”, che è l’incremento infinito della capacità di realizzare scopi.
[7]

While the other forms of the will to power (religious, moral, juridical,
political, economic norms) seek to realise exclusionary goals [...] technology
does not aim at goals of this kind, but, precisely, at that “transcendental”
goal, which is the infinite increase of the capacity to realise goals.

The reason can be summarised with the same one for which Ellul motivates the existence
of the technique of state administration and the judicial one: to win in democracy,
politics, understood as a set of moral values and special interests, needs technique (to
sustain itself economically, to reach the masses, to administer the state apparatus, to use
the media, the economy, data management, weapons, etc.). The more politics struggles
to win, the more it must empower the means (technique). In the end, in order not to
remain behind, politics must dedicate itself entirely to the empowerment of the means,
forgetting its original purpose.

Nel conflitto con le altre forme di volontà di potenza ogni forma si trova
pertanto di fronte a questo dilemma: o salvaguardare il contenuto del proprio
scopo, logorando il mezzo [la tecnica]... oppure salvaguardare il proprio
mezzo e logorare, sino ad abolirlo, lo scopo, sì che il mezzo diventa lo scopo.
[...] Nel primo caso il logoramento del mezzo fa fallire il raggiungimento dello
scopo [7]

In the conflict with the other forms of the will to power, every form
therefore finds itself facing this dilemma: either to safeguard the content
of its own goal, wearing down the means [technology]... or to safeguard its
own means and wear down the goal, to the point of abolishing it, so that
the means becomes the goal. [...] In the first case, the wearing down of the
means causes the attainment of the goal to fail.

In simpler terms: for Severino, if democracy tries to brake technique, it becomes weak and
loses (for example, because it allows itself to be submitted by other more technological
States or collapses under the weight of economic crises manageable only technically). If
instead it uses technique to the maximum, it becomes itself a cog of technique, from
which it can no longer deviate in setting objectives and means, until the massive use
of techniques (economic planning, propaganda, social control) pushes toward a form of
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functional totalitarianism. For Severino, this evolution is already carved in stone from
the moment in which the West abandoned eternal truths (God, Natural Law) and the
only "truth" remaining is efficacy, the power of doing: he who can do more wins. Since
politics can promise purposes, but only technique has effective power, the second absorbs
the first.

Le forze dell’Occidente sono destinate [...] ad essere sottomesse a una
potenza; [...] D’altra parte oggi domina la fede che la tecnica sia la potenza
maggiore che sia mai apparsa [...] e in questo senso si può dire che la tecnica
sia il sostituto di quel Dio. [7]

The forces of the West are destined [...] to be subjected to a power;
[...] On the other hand, today the faith dominates that technology is the
greatest power that has ever appeared [...] and in this sense it can be said
that technology is the substitute for that God.

13.8 Surveillance and Propaganda

Technique wins even when man loses. The existence of models for the prediction of
criminal events, prohibited according to the AI Act but present in other parts of the
world Lee, Bradford, and Posch [8], accompanied by encouraging numbers that speak
of brilliant successes in the fight against crime, is perfectly in line with what Ellul
declares regarding the pervasive application of technique to the administration of the
state and of the police. Moreover, the most effective and significant surveillance is the
pervasive kind, especially when it finds consensus thanks to its «twin» technique with
which it feeds itself reciprocally: propaganda. Russia, as has been seen in 5, is known
for having consciously placed AI at the service of propaganda as part of a single line of
action. It is a matter of a systematic and pervasive exploitation: the development of
AI on one hand is dedicated to economic and geopolitical dominance, on the other to
dominance over the masses.

For Jacques Ellul, propaganda is not simply lying to support a certain ideology. It
is, instead, a sophisticated human technique, given by the synergy between mechanical
means (radio, press, cinema) and psychological means. Propaganda is indispensable in
the technological society: it adapts man to the technical society, depriving him of his
critical faculty and his decision-making autonomy, making him believe he is free while
he obeys stimuli generated ad hoc to obtain a predetermined response.

Obviously, neither in The Technological Society nor in Propaganda Ellul [3] does
Jacques Ellul utilize the modern terms "fake news" or "deepfakes"; nevertheless, he
describes with extreme precision mechanisms that today we define as such, inasmuch
as it is not a matter for him of inventing a false reality, but of using the true (the
information on which the model is trained) as a starting point to manipulate it and
change its meaning. Ellul explicitly describes the manipulation of images and news to
create an alternative reality: one starts from real—or realistic—images and exasperates
their characteristics to force a certain interpretation.

With AI, in reality, we have entered a new phase of propaganda that Ellul never
had time to see. In his time, he declared that modern propaganda, to be effective,
must be based on real facts, since the blatant lie is easily discovered and discredits the
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propagandist. Today, technique has arrived at removing even this obstacle: propaganda
is capable of creating the evidence contextually to the creation of the lie. What remains
applicable is the will to falsification of news to create an alternative reality, the
creation of a reality that is "truer than what is true" for the spectator, with the aim of
substituting his direct experience:

A third consequence of technical propaganda manipulations is the cre-
ation of an abstract universe, representing a complete reconstruction of real-
ity in the minds of its citizens. The new universe is a verbal universe... Men
fashion images of things, events, and people which may not reflect reality
but which are truer than reality. These images are based on news items
which... are “faked.” Their purpose is to form rather than to inform. Ellul
[4]

The real problem is not so much the fake news in itself, which could be discredited,
but the construction of an entire "universe" that renders the individual incapable of
distinguishing with certainty between what is real and what is fabricated. There is
nothing today more powerful than AI to generate one of these worlds, which makes it
a tool of a danger never seen before in the hands of the system, whether democratic,
inasmuch as it is capable of exacerbating tensions between parties, or totalitarian, by
way of its potentiality to put the masses to sleep.

13.9 Praetor viva vox juris civilis

With the introduction of sandboxes, in which an intimate relationship is established
between AI and the supervisory authority, the AI Act recognises the quality of technique
to pervade every corner of society in a manner much faster than any specific law can
do, however updated. What it prefers to do is to establish a long-lasting relationship of
collaboration between technical enterprise and law which, to date more than all other
options, promises to avoid the role of total subordination of one to the other. Leaving
the most complex cases to case-by-case evaluations, the AI Act reflects Ellul’s position
when he maintains that the only possibilities for altering the course of technological
determinism lie in a growing number of individuals that achieve "full awareness of the
threat the technological world poses to man’s personal and spiritual life". He stresses
that freedom is not an inherent fact, but a constant struggle to transcend necessity.

To keep a fruitful relationship alive, the Act cannot exempt itself from assuming
a language accessible to the technical world; for this reason, it does not limit itself to
recognising the infinite diversity of human situations, but confines everything in a limited
number of conceptual frameworks (the risk levels and the prohibited practices). By doing
so, the law seeks to maintain a solid skeleton that speaks realistically of real life without
neglecting the role of the citizen, and, potentially, of the judge, in choosing, thinking,
and judging according to conscience, at the expense of greater predictability, simplicity,
and rigor.

Ellul presents the risk of taking judicial technique to the extreme, reducing the com-
plexity of life to predefined categories; the legislator behind the AI Act seems equally
conscious that the price for an excessive specificity is a rigidity of the legal system and
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an extraordinary proliferation of legislative texts, which are no longer "laws" in the
noble sense, but simple rules of organisation and administration, in the name of the pro-
cedural simplicity given by having an answer for every particular case. Interestingly, one
of the criticisms that have been presented in this Thesis is that the classification of
systems given by the AI Act is too generic inasmuch as it does not prescribe
specific thresholds, numbers, and measurements to be able to be compliant.
The choice made by the legislator in this sense is an example of how much the AI Act
has deviated positively from the influence of technique, and has reintroduced the
«dangerous [for the technique] empiricism» of the traditional approach in
which the judge evaluated every case in its uniqueness, basing himself on
experience and on practical wisdom to find a fair solution for that specific
human situation.

The AI Act therefore performs the double function of deviating from the errors of
the past. Is it a good thing? This approach certainly makes the capacity of the law
to impact technique directly decidedly weaker. Ellul in fact reminds us that

The dissociated judicial element gains more efficiency to the degree that
it is made completely technical. Ellul [4]

As Severino says, the condition for which the law survives is that it stops ferociously
hindering technique, under penalty of the weakening of democratic society itself, which
uses technique to make its will prevail over all others. A question emerged from the
critics of the AI Act was precisely the risk of weakening of technological competitiveness
and of the capacity to keep up with the evolution of the global socio-political landscape.
For this reason, the nature of the AI Act as a norm that facilitates technique in all
its forms, except the absolutely most dangerous ones, remains in my opinion the only
legislative form realistically applicable to date for the European Union.

13.10 The future

There is no easy solution: Big Tech wants to run. The law (the AI Act) tries to set
boundaries but ends up in the cauldron of technique. After having examined the global
landscape, the AI Act seems a noble attempt to reintroduce the human into technology,
but it risks transforming itself into the mere compliance desired by judicial technique if
not understood and applied correctly.

Certainly, in recent years the Ellulian theory for which no non-technical means can
compete with a technical one has been reconfirmed. A valid path could be that of
continuing to study and understand the technical phenomenon before even being able to
think of being able to fight it; this is the value of study paths, already widely established
abroad, that combine humanistic training with scientific training (there is no way to
make the former relevant in the everyday world if it is not ready to clash with the latter).
Interdisciplinarity challenges the sentiment that is felt to underlie all global governance
programs that speak of AI: the social and economic survival of man is linked to the
integration without ifs or buts into the technical world. He who is not a technician, in
the broad sense, has no role, "has no place," and the same applies to entire communities
that remain behind in their development.
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We find ourselves facing a new era that is calling into question the old theories. Just
as Ellul saw technique destroy the old taboos and the old morals that could limit it, to
the point of becoming itself the new divinity that cannot be questioned, today we see
the political sphere that attempts to re-establish his influence. He does not even lower
himself to getting entangled in too many technical details: it is a game that he cannot
win. He remains to do what he does best: to posit principles that rise above any past,
present, and future manifestation of technology. To the technical laws that, in their
total subservience to technique, no longer speak of what is just but of what is efficient,
is opposed a law whose principles attempt as much as possible to anchor themselves to
universal and timeless truths: freedom, dignity, equality. We are returning, in short, to
a new state, pre-technical but at the same time the most technical ever known by man
to date.
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Chapter 14

Conclusion

The EU AI Act is a pioneering legislative effort that has sparked extensive academic
and policy debate. While acknowledged as a landmark attempt to establish a regulatory
framework for AI, it faces criticism, particularly regarding its conceptual foundations,
its ability to remain relevant for rapidly advancing technologies like generative AI, the
balance between innovation and regulation, and the practical challenges of effective
enforcement and compliance when dealing with ‘black boxes’.

My work has focused primarily on gathering information and developing critical think-
ing regarding the legal and socio-political landscape underlying Artificial Intelligence.
Few definitive conclusions emerge from this effort; rather, it highlights the extreme com-
plexity and variety of the landscape. Human judgement and ethics play a role that is
as significant as it is fragmented, making it impossible to reduce this thesis to a mere
technical discussion.

One specific issue I encountered—which will likely create significant problems for
Small and Medium-sized Enterprises (SMEs) attempting to ride the wave of AI with-
out the resources to build models from scratch—is the virtual impossibility of verifying
whether they are truly compliant with the AI Act. As long as the world-leading models
of this first wave of Artificial Intelligence remain closed to the public on whose data they
have been trained, this epistemological blind spot will ensure that no deployer can feel in
control of what they offer their clients, save for what the latest AI mogul has promised.
A use and possible abuse of personal data at this unprecedented scale cannot, however,
hinge on the promises of companies that are not only driven by profit first and foremost,
but also operate largely outside of effective redress mechanisms available at the moment.

As the current landscape continues to evolve, having not yet reached any form of
maturity—technical, philosophical, or moral—the main value of this thesis will, I believe,
emerge over time. It will serve as a foundation as I, and like-minded professionals, apply
the knowledge presented here to make informed choices in our professional careers and
daily lives. In the meantime, this work stands as a human and irreplaceable testimony: an
attempt to reflect on and observe the technical phenomenon and its recent developments
from a modern perspective. This approach constitutes perhaps the real novelty of the
work, as I have situated my analysis within the prophetic parable outlined by Jacques
Ellul—a process requiring a careful critical review of the preconceptions typical of a
contemporary individual, especially one who belongs to the technical world by vocation.

This work continues the trajectory began with my bachelor’s thesis, which focused
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on technical experimentation within the European regulatory framework. Now, I have
sought to add human consciousness to what was, two years ago, a mere exercise in
compliance. My perspective has shifted from discussing the importance of laws such as
the GDPR and their founding principles, to recognising these laws as part of a broader
phenomenon of human evolution and the complex forces at play.
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