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Abstract

In recent decades, profound technological innovation has driven a significant evolution in the
financial sector, fueled by increasing interconnection and regulatory advancements, making a
structured approach to digital resilience essential. The Digital Operational Resilience Act (DORA)
represents a milestone in the European Union’s strategy to strengthen ICT risk management and

operational resilience in this context.

Due to the growing reliance of financial institutions on digital infrastructures and third-party service
providers, this groundbreaking regulation aims to harmonize cybersecurity and resilience standards
across the EU. However, implementing DORA presents significant challenges, as organizations are
required to integrate its requirements into their governance, risk management, and compliance

frameworks.

The objective of this study is to frame the importance of this regulatory framework, identifying its
core principles, objectives, and areas of application, while comparing it with previous similar and
often overlapping regulations, such as the NIS 2 Directive and GDPR. The research also shifts its
focus to how structured project management methodologies, such as PMI, PRINCE?2, and Agile, can
facilitate the implementation of DORA, ensuring regulatory compliance, risk mitigation, and efficient

resource allocation.

The study adopts a deductive research approach, starting with a structured analysis of the state of the
art of these topics, followed by a detailed investigation of areal case study within a large multinational
company operating in the payments sector. Based on a research question that serves as the guiding
foundation of this study and as a bridge between theory and practice, the analysis highlights the
practical challenges faced, the project management solutions adopted, and the best practices

implemented to ensure the correct application of all key aspects of the DORA regulation.

The findings suggest that a structured project management approach can enhance coordination among
different links in the corporate value chain, strengthen regulatory oversight, and optimize compliance
processes, thereby supporting financial institutions in navigating DORA’s complex regulatory
landscape. This research contributes to both academic literature and business practices, providing
concrete insights for organizations that must address similar processes of integrating regulatory

requirements into their operational resilience strategies.

Keywords: Digital Operational Resilience Act (DORA), Project Management, Regulatory

Compliance.



1. Introduction

1.1 Structure of the Thesis

The rapid evolution of the financial sector, along with a profound digital transformation and
significant technological innovation, has introduced new opportunities and challenges. Foremost
among these is undoubtedly the need for regulatory compliance within an increasingly interconnected
ecosystem. This led to the creation of the Digital Operational Resilience Act (DORA), a key
regulatory framework developed by the European Union to address operational risks and enhance

digital resilience within financial institutions.

This thesis aims to provide an in-depth understanding of DORA, its implications for organizations,
and, finally, how a proper approach based on project management can enhance efforts in its
implementation. The research will follow a systematic approach, first analyzing the regulatory

context and concluding with a detailed examination of a real-world compliance case study.

The first part of the thesis will define the research context, focusing on the relevance of the Digital
Operational Resilience Act (DORA) within the banking and payment sectors. It will introduce the
objectives of the work and provide a structured overview of the thesis, offering a clear roadmap of
the topics discussed. This chapter will also explore the underlying reason why DORA was introduced,
namely the urgent need to address the growing exposure of financial institutions to ICT-related risks.
In an environment marked by rapid digital transformation, increasing technological
interdependencies, and the rising frequency of cyber threats and operational disruptions, existing
regulations were no longer sufficient to ensure a consistent and robust level of digital resilience across

the EU financial system.

DORA emerges as a direct response to these challenges, aiming to strengthen the ability of financial
entities to withstand, respond to, and recover from ICT incidents. By doing so, it plays a central role
in safeguarding the stability and continuity of critical financial services.The second chapter will
explore the body of academic research and technical analyses related to DORA and its associated
regulations. Through a critical literature review, this chapter will identify key theoretical and practical
approaches to digital governance and operational risk management. It will examine both academic
contributions and regulatory guidelines, with a particular focus on operational resilience, risk
management, business continuity, and technological innovation. Finally, this section will aim to

define the central research question.

The following chapter will outline the research methodology adopted in this study, which will follow

an inductive approach. The goal of this section will be to demonstrate how the chosen methodology



bridges theoretical frameworks and real-world contexts, providing a solid foundation for the

subsequent analysis.

The fourth chapter will represent the core of the thesis, presenting a detailed analysis of a case study
on a DORA compliance project developed within a major multinational institution operating in the
payments sector. The various phases of the project will be outlined, starting with careful planning and
implementation, followed by a deep dive into the implementation and monitoring phases of
compliance measures. The challenges and critical issues encountered during the process will be
examined in detail, such as aligning existing practices with DORA’s requirements and addressing
technological gaps. A central focus will be placed on the role of a structured project management

approach, aimed at ensuring the effective implementation of compliance measures.

A final concluding chapter will be used to synthesize the research findings, providing a
comprehensive evaluation of their implications for financial institutions. Additionally, practical
guidelines will be offered to improve the implementation and execution of DORA, along with

possible directions for future research in this continuously evolving field.

1.2 Presentation of the Regulatory Context

1.2.1 Origins and Importance of Regulation in the Digital and Payment Sectors

Over the past decade, the financial sector has undergone a profound transformation, driven by rapid
advancements in digital technology. Innovations such as blockchain, mobile payments, and artificial
intelligence have revolutionized the way financial services are delivered. These technologies have
significantly improved efficiency, accessibility, and user experience, enabling institutions to optimize

operations and expand their range of services (European Commission, 2022).

Despite the many advantages brought by digitalization, it has also introduced a range of critical risks,
such as cyber threats, operational failures, and systemic vulnerabilities linked to the interconnected
nature of the financial sector. These issues have pushed large organizations to focus increasingly on
strengthening the resilience of their digital infrastructures. This is especially important as major
banking institutions continue to deepen their dependence on complex technological systems and
external service providers, which adds further layers of risk and requires robust risk management

strategies.

Direct consequences of this rapid technological progression have been identified as chain effects

within the financial sector: operational disruptions caused by cyberattacks, software failures, or third-



party vulnerabilities can have widespread consequences, potentially destabilizing financial networks.
Industry experts have thus concluded that such risks highlight the need for stronger regulatory
frameworks, designed to support and safeguard the stability of financial systems and reinforce

consumer trust (Brown & Davis, 2022).

Historically, regulatory interventions in the digital domain have evolved alongside technological and
operational changes. Early initiatives, such as the General Data Protection Regulation (GDPR),
introduced in 2018, focused on enhancing data security and privacy within the European Union
(European Commission, 2020). This regulation marked a significant milestone in consumer data
protection, aiming to address risks related to unauthorized access, data breaches, and the misuse of
personal information. Subsequently, the Network and Information Security (NIS) Directive was
introduced with the goal of enhancing the resilience of essential infrastructures, including those in
the financial sector. It focuses on strengthening cybersecurity practices and improving the ability of
organizations to detect, respond to, and recover from cyber incidents, thereby promoting a more

secure and stable digital environment.

Despite these important steps forward in tackling emerging challenges in the digital sector, the scope
of these regulatory frameworks has often been limited to specific aspects of operational risk. The
increasing interdependencies within the financial sector, coupled with the growing reliance on third-
party service providers, have highlighted significant gaps in existing regulations, making it necessary
to adopt a more holistic approach to managing operational resilience—one capable of addressing the

full spectrum of ICT-related risks (European Central Bank, 2022).

To address these challenges, the European Union introduced the Digital Operational Resilience Act
(DORA), a comprehensive regulatory framework designed to strengthen the digital operational
resilience of financial institutions. Unlike previous regulations, which often focused on specific risks,
DORA takes an integrated approach, emphasizing the identification, management, and mitigation of

ICT-related threats across the financial sector.

Its objectives include ensuring that financial entities can withstand, recover from, and adapt to severe
operational disruptions, while maintaining the continuity of critical functions and services (European

Commission, 2022).

The introduction of DORA underscores the EU’s commitment to harmonizing an evolving regulatory
environment, with the goal of enhancing stability and trust within the financial ecosystem. The
regulation examines the interconnected nature of modern financial systems, working to contain the

vulnerabilities of a single entity or service provider, preventing them from spreading rapidly across



the network. By adopting a global approach to operational resilience, DORA seeks to mitigate the
cascading effects of digital disruptions, protecting the system as a whole from systemic risks

(European Central Bank, 2022).

Thanks to its new long-term sustainability principles, DORA is now recognized as a precedent for
future regulatory developments, emphasizing the importance of adaptability, collaboration, and
innovation in managing the challenges posed by digital transformation. Financial institutions are
therefore encouraged to adopt a proactive approach to risk management, incorporating measures such

as regular ICT risk assessments, incident reporting, and monitoring of third-party service providers.

1.2.2 Overview of the DORA Regulation

As described in the previous paragraph, the Digital Operational Resilience Act (DORA) is a
fundamental element of the European Union’s Digital Finance Package, representing a
comprehensive regulatory initiative aimed at regulating the increasing reliance of financial

institutions on digital technologies.

With the objective of progressively reducing regulatory fragmentation, the competent authorities have
introduced this regulation to safeguard financial stability in an increasingly digitalized world
(European Commission, 2022). To achieve this objective, certain strategic application areas have been

defined, to which the DORA regulation must be directed:
e Strengthening ICT Risk Management

Financial institutions are required to implement ICT risk management frameworks to identify
potential vulnerabilities, assess their impact on business continuity, and adopt measures to
mitigate such risks. Corporate governance must integrate these procedures to ensure alignment
with strategic priorities and adequate resource allocation. A clear example includes risk
assessments that financial institutions must conduct, preventive measures such as security
patches and firewalls, and incident response protocols to promptly address any disruptions

(Smith et al., 2023).
e Enhancing Incident Reporting

One of the fundamental requirements of DORA is the prompt reporting of significant ICT
incidents to regulatory authorities. Thanks to this measure, supervisory bodies can effectively
monitor and respond to risks that may have systemic implications. Financial institutions are

responsible for identifying incidents, assessing their severity, and preparing detailed reports



that include the main causes, potential impact, and measures taken to mitigate the damage.
Authorities aim to ensure consistency and comparability in data collection at the EU level,
through a standardized reporting process, reinforced by enhanced regulatory supervision

(Entrust, 2023).
e Promoting Operational Resilience Testing

DORA requires financial institutions to conduct regular tests on ICT systems to identify
vulnerabilities and ensure adequate operational preparedness. The main tests include:
“penetration testing”, a simulation of cyberattacks aimed at verifying the strength of the
system's defenses, or scenario-based exercises, replicating possible service disruptions, such
as data breaches or infrastructure failures. These tests are essential for identifying weaknesses
within the corporate context, which could compromise the operational continuity of critical
functions. Senior management bodies analyze the results of these tests, integrating them into

the institution’s risk mitigation strategies (PwC, 2023).
e Improving Oversight of Third-Party Providers

Due to the growing reliance of financial institutions on external service providers for critical
operations such as data management, DORA introduces strict requirements for third-party risk
management. Financial institutions are required to conduct thorough due diligence before
selecting a provider, evaluating its security measures, resilience capabilities, and compliance
with regulatory standards. Additionally, continuous monitoring of third-party performance is
required, along with the definition of contingency plans to address potential service
disruptions. Particular attention is given to critical providers, for whom additional control
measures are foreseen, such as contractual safeguard clauses and termination rights (Brown

et al., 2022).
e Harmonizing Practices Across the EU

Finally, DORA aims to standardize ICT risk management practices and eliminate regulatory
disparities between Member States. This harmonization seeks to increase compliance for
financial institutions operating across multiple jurisdictions, creating a more uniform

regulatory environment (Hogan Lovells, 2023).

This scope of application is further strengthened by a structured operational framework that provides
detailed guidelines for implementation. This framework ensures that institutions can effectively
translate the fundamental principles of DORA into practice, through a multidimensional approach,

which combines internal governance reforms with external coordination efforts. The focus is



therefore shifted from theoretical and generic objectives to concrete actions aimed at improving the

operational resilience of firms in the financial market.

Through these five pillars, DORA transforms digital resilience from a purely technical aspect into a
strategic priority for the stability of the financial sector, ensuring that institutions are able to

successfully face the challenges posed by the growing digital complexity.

Giving a face to this revolutionary regulation, DORA establishes itself as a significant paradigm shift,
transforming ICT resilience from a mere technical issue into a strategic business priority. It requires
financial institutions to align resilience efforts with organizational objectives and to involve senior
management in supervision, promoting a culture focused on responsibility and long-term vision

(Skadden, 2024).

This integrated approach not only addresses current vulnerabilities, but also strengthens the sector's
ability to adapt to technological advancements and evolving threats. Furthermore, DORA’s alignment
with global regulatory trends, such as those promoted by the Basel Committee on Banking

Supervision, ensures that EU financial institutions remain competitive in the global market.

This unified approach thus highlights the leadership of the European Union in addressing the
complexities of digital transformation, consolidating DORA as a benchmark for regulatory excellence

in a constantly evolving digital environment.

1.3 Research Objectives

1.3.1 Motivations for the Research

The motivation for this research stems from the increasing complexity of regulatory requirements in
the financial sector and the operational challenges they entail. This thesis aims to highlight all the
factors generating systemic risks and, through the presentation of a real case study, focus on the main

practices aimed at ensuring the stability of financial systems.

As outlined in the previous chapters, among the various regulatory measures, the Digital Operational
Resilience Act (DORA) stands out as a key initiative aimed at strengthening the digital resilience of
financial institutions. However, while the framework for addressing digital vulnerabilities is now
clearer, the implementation of this regulation presents significant challenges, particularly for
organizations operating under multiple jurisdictions (Dombrowski et al., 2021). These difficulties

include the correct interpretation and application of provisions, the integration of requirements into



existing governance models, and the management of operational risks related to cyber threats and

third-party dependencies.

Existing literature highlights how project management principles can facilitate the implementation of
regulatory frameworks such as DORA. This research aims to summarize the most impactful
approaches applicable at the regulatory level, exploring the potential of project management
methodologies to align regulatory requirements with institutional objectives, providing a structured

and sustainable approach to compliance (Miiller & Jugdev, 2012).

The study aims to provide practical tools and concrete solutions that financial institutions can adopt
to manage the complexity of DORA’s provisions while maintaining operational efficiency and risk
mitigation. By bridging theoretical concepts with practical applications, this research intends to

contribute both to the academic debate and real-world business practices.

In conclusion, this research stems from the pressing need to create practical frameworks that connect
regulatory requirements with the day-to-day operations of financial institutions. By focusing on the
integration of project management methodologies with the provisions of DORA, the study seeks to
provide organizations with concrete tools to navigate regulatory complexities more effectively. The
goal is to strengthen the resilience and adaptability of the financial sector in an increasingly dynamic

and risk-prone digital environment.

1.3.2 Analysis of DORA and Its Impact on Digital Governance

As highlighted in the previous chapters, the Digital Operational Resilience Act (DORA) represents a
significant regulatory change in the context of digital governance, positioning itself as an innovative
regulatory framework aimed at strengthening the security and operational resilience of financial
institutions within the European Union (European Parliament, 2022). In an era characterized by an
increasing level of digitalization of financial services, DORA's objective is to fill existing regulatory
gaps, ensuring the protection of critical digital infrastructures (European Commission, 2022). This
regulation not only enhances the ability of financial institutions to manage ICT risks, but also
redefines the very concept of digital governance, emphasizing how a more harmonized and integrated
approach among different market players is essential for properly managing interconnections within

the environment (EBA, ESMA & EIOPA, 2022).

Focusing on the concept of digital governance in the financial sector, it can be defined as the set of
rules, processes, and strategies that regulate the use of digital technologies within financial

institutions, ensuring their security, reliability, and regulatory compliance (NIST, 2018). With the



ongoing digital transformation of the sector, digital governance practices have become central to
operational resilience management, in response to the increasing number of sophisticated threats,
such as cyberattacks, service disruptions, and risks arising from growing reliance on third-party

providers (Basel Committee on Banking Supervision, 2018).

One of the most innovative aspects of DORA is its role as a mechanism to reduce regulatory
disparities among member states, creating a unified and cohesive regulatory framework that ensures
consistency in the application of operational resilience measures (European Parliament, 2022). Before
the introduction of DORA, ICT security regulations in the financial sector varied significantly among
different EU member states, leading to misalignments in the protection of critical infrastructures and
complicating overall collaboration (European Commission, 2022). DORA was created to establish
common rules for managing cyber risk, implementing incident reporting and third-party provider

oversight, while ensuring a harmonized approach across the Union (EBA, ESMA & EIOPA, 2022).

To ensure uniform application of the regulation, a key role is played by European supervisory
authorities, particularly EBA (European Banking Authority), ESMA (European Securities and
Markets Authority), and EIOPA (European Insurance and Occupational Pensions Authority) (EBA,
ESMA & EIOPA, 2022). These entities are responsible for coordinating the implementation of DORA
among different financial institutions, monitoring compliance with regulatory requirements, and
providing guidance and support to ensure a smooth transition to the new regulatory framework
(European Commission, 2022). Through their oversight and monitoring activities, these authorities
ensure that best practices in digital governance are consistently applied, contributing to the stability

and security of the entire European financial system.

DORA is not limited to the European regulatory context, but rather fits into a broader framework,
aligning with other international ICT security standards in the financial sector (Basel Committee on
Banking Supervision, 2018). At the global level, various regulations and frameworks, such as NIST
in the United States, the Basel Committee on Banking Supervision guidelines, and ICT regulations
adopted in Asia, emphasize cyber risk management and the protection of digital financial
infrastructures (NIST, 2018). By aligning with these standards, DORA strengthens the
competitiveness of the European financial sector, ensuring that EU institutions can operate in a global

environment with clear and consistent regulatory requirements (Brown & Taylor, 2022).

The implementation of DORA presents several challenges, especially for small financial institutions,
which may face high costs and technical difficulties in complying with the new regulatory
requirements (Dombrowski, Eppinger & Seidel, 2021). The introduction of advanced ICT risk

management systems, adherence to incident reporting obligations, and the execution of operational



resilience tests represent a significant burden for institutions with limited resources (Miiller & Jugdev,
2012). This could create a gap between large and small institutions, with the latter struggling to
achieve full compliance, thus weakening their ability to respond effectively to cyberattacks and

operational incidents (Kraus et al., 2020).

Another critical issue concerns the risk of excessive bureaucratization of digital governance
processes, which could slow down innovation in the financial sector (Brown & Taylor, 2022).
Although DORA was designed to strengthen digital resilience, there is still concern that its
implementation may introduce complex administrative procedures, reducing the operational
flexibility of financial institutions (Dombrowski, Eppinger & Seidel, 2021). In particular, the
monitoring and reporting obligations could increase the regulatory burden on companies, forcing
them to allocate too many resources to compliance requirements, thereby limiting those available for

the development of new technologies and digital services (Smith & Jones, 2023).

DORA marks a fundamental change in digital governance in the financial sector, providing a clear
and uniform regulatory framework for managing ICT risk and ensuring operational resilience
(European Parliament, 2022). Thanks to this regulation, member states share common rules, while
European supervisory authorities work in a more coordinated manner to ensure effective
implementation aligned with international digital security standards (Basel Committee on Banking

Supervision, 2018).

However, its implementation is not without obstacles. Smaller institutions, in particular, may struggle
with the costs and technical complexities required to comply with the new requirements. Additionally,
the risk of excessive bureaucracy is real: overly rigid and burdensome procedures could slow down

innovation and create an excessive administrative burden on businesses (Kraus et al., 2020).

Despite these challenges, the value of DORA for the financial sector is undeniable. By strengthening
the security of digital infrastructures and improving incident response capabilities, this regulation lays
the foundation for a more stable, competitive, and resilient European financial ecosystem, capable of

addressing the challenges of digital transformation (European Commission, 2022).

1.3.3 Identification of Practical Implications for Financial Institutions

The introduction of the Digital Operational Resilience Act (DORA) represents a turning point for the
financial sector, requiring a more structured approach to ICT security management and operational

continuity.



The regulation does not merely impose new compliance obligations but encourages a comprehensive
reassessment of digital resilience strategies, pushing financial institutions to rethink their risk

management and corporate governance models (European Parliament, 2022).

One of the key aspects concerns the need to redefine roles and responsibilities within organizations.
Key figures such as the CISO (Chief Information Security Officer), the Risk Manager, and the
Compliance Officer must assume an even more strategic role, coordinating initiatives for ICT risk
monitoring and ensuring that digital security becomes an integral part of corporate strategies (Basel
Committee on Banking Supervision, 2018). Additionally, many institutions may choose to establish
new control units dedicated to cybersecurity, with the aim of improving their ability to identify and

respond to cyber threats promptly (European Commission, 2022).

At the same time, the board of directors, which is required to play a greater role, will be central to the
oversight of digital risk management strategies. This implies a shift in mindset, where operational
resilience is no longer seen as a technical aspect but as a strategic priority for the financial institution’s
stability. For this reason, the regulation also requires enhancing internal training, with specific
programs to ensure that all personnel, from executives to operational staff, are prepared to face new

digital security challenges (EBA, ESMA & EIOPA, 2022).

From an economic standpoint, aligning with DORA involves a considerable rise in operational
expenses, particularly for organizations that must invest in sophisticated cybersecurity systems and
advanced risk management solutions. Moreover, many financial institutions may need to seek support
from specialized external experts to ensure accurate interpretation and effective implementation of
the new regulatory framework. This is particularly problematic for smaller institutions, which may
struggle to bear these costs without affecting their profitability. For this reason, regulatory authorities
may need to intervene with support programs or targeted incentives to facilitate the adaptation of

financial SMEs (Smith & Jones, 2023).

Another important implication concerns the strengthening of collaboration between the public and
private sectors. DORA promotes greater information sharing between financial institutions and
supervisory authorities to improve crisis management and prevent large-scale cyberattacks (European
Commission, 2022). This interaction is essential to create a safer and more coordinated ecosystem,
where institutions can benefit from a continuous flow of information on emerging threats and adopt

shared risk mitigation strategies (Basel Committee on Banking Supervision, 2018).

Another aspect to consider is the central role of digital transformation in meeting the new regulatory

requirements. The adoption of advanced digital systems not only improves risk monitoring but also



increases transparency and traceability of operations, facilitating regulatory compliance (NIST,
2018). In this sense, DORA is not just a regulatory constraint but also an opportunity for institutions

to optimize internal processes, making them more secure and efficient (Brown & Taylor, 2022).

From a strategic perspective, DORA compliance could become a competitive advantage for
institutions that successfully implement the new digital resilience measures. Demonstrating strong
operational security could strengthen customer and investor confidence, creating new business

opportunities based on the solidity and reliability of financial services (European Parliament, 2022).

However, institutions will also need to review their ICT outsourcing policies, as DORA introduces
new oversight obligations for digital service providers. This means that more frequent audits will be
necessary, along with constant monitoring of the security level of external infrastructures and
ensuring that all technology partners comply with the required regulatory standards (EBA, ESMA &
EIOPA, 2022). In particular, institutions that rely on cloud solutions will need to adopt stricter

measures to mitigate risks associated with dependence on external providers (Smith & Jones, 2023).

Another key element is the introduction of new internal and external audit obligations, aimed at
ensuring continuous monitoring of regulatory compliance. Institutions will need to implement new
metrics for assessing digital resilience and periodically review their policies to align with regulatory
updates (European Commission, 2022). This will lead to greater involvement of external consultants
and independent auditors, who will be responsible for verifying the effectiveness of the adopted
measures and identifying potential areas for improvement (Basel Committee on Banking Supervision,

2018).

Finally, while DORA poses economic and operational challenges, it could also stimulate innovation
in the financial sector. The increase in investments in advanced security technologies could drive the
development of new fintech solutions, based on more sophisticated data protection systems and a
more proactive approach to cyber threat management (NIST, 2018). Consequently, DORA may not
only improve the security of the European financial system but also encourage the evolution of new

digital business models, contributing to the sector’s global competitiveness (Brown & Taylor, 2022).

In conclusion, the Digital Operational Resilience Act is not just a regulation but a true transformation
for financial institutions. While its implementation imposes economic and organizational challenges,
it also presents an opportunity to strengthen digital resilience, drive innovation, and enhance trust in
the financial market (European Parliament, 2022). In a context where cyber threats are increasingly
complex, DORA represents an essential step to ensure the long-term stability and security of the

European financial sector (European Commission, 2022).



2. Literature Review

In this chapter, a deep theoretical analysis of the Digital Operational Resilience Act (DORA) will be
conducted, examining the regulatory framework, objectives, and implications of the regulation for
the financial sector. The aim is to provide a structured overview of the existing literature and the main

theories supporting the adoption of a harmonized managerial framework.

In this context, DORA represents a turning point in ICT risk management strategies at the European
level. Through the analysis of key sources and academic contributions, the details of the regulation,
its practical implications, and the challenges financial institutions must face to comply with the new
regulatory requirements will be examined. The chapter will be structured into different sections, with
a detailed focus on the theoretical analysis of the DORA regulation, delving into its fundamental

principles and its impact on the financial sector.

2.1 Theoretical analysis of the DORA regulation

In recent years, financial institutions, particularly in the United States and Europe, have increasingly
turned to technology service providers (TSPs) to handle critical functions. These include data storage,
network infrastructure management, advanced analytics, and software development. One of the
fastest-growing areas within this trend is cloud computing, which provides companies with more

flexible access to IT resources, helping them reduce operational costs and improve efficiency.

Between 2016 and 2018, the financial sector saw a sharp increase in cloud adoption, and forecasts
suggest this growth will continue in the coming years. Integrating cloud services into financial
operations offers several key benefits, including enhanced cybersecurity and greater operational
resilience. Leading cloud providers continuously invest substantial resources in cutting-edge
infrastructure and advanced security solutions, such as automated threat monitoring and strategically

distributed data centers designed to minimize the risk of service disruptions.

Another major advantage of cloud computing is its ability to process vast amounts of data in real
time, significantly improving risk monitoring and helping financial institutions comply with existing
regulations. Additionally, cloud technology optimizes IT costs by eliminating the need for providers
to make costly investments in private data centers. As a result, financial companies can launch new
products and services more easily, increasing market competition and making innovative

technological solutions more accessible to small and medium-sized enterprises.



However, cloud adoption also presents some challenges. One of the biggest concerns is the sharing
of computing resources. If not properly managed, this can lead to the risk of unauthorized access to
sensitive data. To address these issues, advanced techniques such as virtualization and zero-trust
security strategies have been developed. These approaches require continuous monitoring of

suspicious activities to minimize potential threats.

The growing reliance on outsourced technology in the financial sector has led regulatory authorities
to implement strict measures to ensure that outsourcing critical functions does not compromise
financial stability or data protection. In Europe, sectoral supervisory authorities such as the European
Banking Authority (EBA), the European Securities and Markets Authority (ESMA), and the European
Insurance and Occupational Pensions Authority (EIOPA) have introduced specific guidelines to

regulate this phenomenon.

In 2019, the EBA updated its outsourcing directives, incorporating detailed provisions for cloud
services. In 2020, ESMA and EIOPA followed with complementary updates, introducing dedicated
regulations for cloud outsourcing. These initiatives were designed to harmonize supervisory practices
across Europe, replacing previous national regulatory frameworks. Strengthening cybersecurity is not
the only goal of these regulations; they also aim to increase transparency in contractual relationships

between financial institutions and technology providers.

One of the main concerns remains risk concentration. The increasing dependence on a small number
of global cloud providers could worsen the impact of a large-scale service failure, potentially causing

systemic disruptions in the financial sector.

Furthermore, the new financial guidelines overlap with several European regulations, such as the
recent update to the NIS Directive (Network and Information Systems) and the GDPR. These
regulations aim to enhance the security of critical infrastructures by establishing strict new standards
for data protection and international data transfers. Aligning these directives is essential for building
a strong financial ecosystem capable of managing evolving cyber threats while ensuring compliance

with the law.

The Digital Operational Resilience Act (DORA) fits into this context as a key regulatory initiative of
the European Union (EU), designed to strengthen the financial sector's ability to respond to digital
ICT threats (Digital Operational Resilience Act - EU Regulation). The European Commission
introduced DORA as part of the Digital Finance Package in September 2020, aiming to close
regulatory gaps, reduce inconsistencies, and promote a harmonized approach to digital resilience

(World Bank Group, "Digital Financial Inclusion").



The regulation applies to a wide range of financial sector entities, including banks, insurance

companies, investment firms, payment service providers, crypto-asset service providers, and financial

market infrastructures (Alvarez & Marsal, "Digital Transformation & Governance in Banking").

Additionally, critical third-party service providers, such as cloud computing providers and data

analytics firms, fall under DORA’s regulatory scope. This ensures that systemic risks arising from

external dependencies are effectively managed (Metricstream, "Risk and Compliance Management

for Financial Services").

As said in the previous chapters, regulation is structured around five core pillars, and this part is going

to detailed them in a deeper way:

1.

ICT Risk Management

Institutions are required to establish integrated risk management frameworks that prioritize
ICT risks as part of their overall governance strategy. These frameworks must define clear
roles and responsibilities for ICT risk oversight, allocate sufficient resources for monitoring
and mitigation activities, and establish escalation protocols for critical incidents. Additionally,
institutions must ensure that ICT risk management processes are regularly updated to reflect

evolving threats and technological advancements (Smith et al., 2023).
Incident Reporting

Timely and detailed incident reporting is a cornerstone of DORA. Institutions must report
incidents based on predefined thresholds of severity, which consider factors such as the
number of customers affected, the financial impact, and the duration of service disruption.
Reports must provide a comprehensive analysis of the incident’s root causes, its immediate
and long-term impacts, and the corrective actions taken to prevent recurrence. These reports
not only support regulatory oversight but also contribute to industry-wide awareness of

emerging threats (EIOPA, 2023).
Operational Resilience Testing

Resilience testing under DORA is designed to validate the robustness of an institution’s ICT
systems under stress conditions. Financial entities are encouraged to involve external experts
to conduct independent assessments and validate the effectiveness of their controls. Testing
results must be analyzed to identify trends, address recurring vulnerabilities, and enhance
system robustness. This iterative approach ensures that resilience testing is not merely a
compliance exercise but a critical component of strategic risk management (Everbridge,

2023).



4. Third-Party Risk Management

Institutions must develop comprehensive third-party risk management programs that cover
the entire lifecycle of their relationships with ICT service providers. This includes pre-
contractual assessments, ongoing performance monitoring, and exit strategies for contract
termination. Additionally, institutions are required to maintain detailed inventories of all third-
party providers and conduct periodic reviews to assess their risk profiles. Special attention is
given to providers deemed critical, where enhanced measures such as joint risk assessments

and contractual audit rights are implemented (European Commission, 2022).
5. Information Sharing

Collaboration among financial institutions is actively encouraged under DORA, particularly
around threat intelligence sharing. By exchanging information on cyber threats, incidents, and
vulnerabilities, institutions can collectively enhance their resilience and reduce response times
to emerging risks. To facilitate this collaboration, DORA promotes the establishment of
industry forums and public-private partnerships that foster an open exchange of information

while protecting the confidentiality of sensitive data (FS-ISAC, 2023).

The implementation of DORA presents both opportunities and challenges (Secura, "A summary of
the new DORA regulation"). On one hand, the regulation strengthens resilience and harmonizes
standards across the EU. On the other hand, significant investments in technology, governance, and
human resources are required to ensure compliance (Meisterplan, "The Importance of PMOs in the
Finance Industry"). Institutions must allocate considerable resources to update their frameworks and
review contracts with service providers to ensure they meet the strict security and risk management

requirements set by the regulation.

This process involves not only verifying that technology partners meet the required security standards
but also renegotiating agreements to include stricter clauses on data protection, risk management, and
operational continuity. In some cases, institutions may need to find new providers that are more
reliable or better suited to guarantee compliance. However, compliance does not end once the contract
is signed. Due diligence must be a continuous and ongoing process throughout the business
relationship, rather than just a preliminary step before signing an agreement. Since cyber risks are
constantly evolving, adopting a proactive approach can make the difference between preventing a
crisis or suffering significant damages ("Implementing DORA: Strengthening ICT Governance and

Risk Management in Financial Institutions").



From a legal perspective, failing to comply with DORA can have serious consequences. Non-
compliance penalties can be severe, potentially jeopardizing a company’s financial stability.
Regulatory authorities may increase oversight on companies that fail to meet compliance standards,

imposing stricter transparency and reporting obligations.

However, the most difficult damage to repair is reputational. Trust is essential in a sector where
customer relationships are at the core of operations. If an institution is perceived as unreliable in
managing data security, it risks losing investors and customers, leading to a decline in market share

that 1s difficult to recover.

To avoid these risks, financial institutions must establish dedicated compliance functions. This
requires close collaboration between IT departments, risk management teams, and corporate
governance. Compliance is not just about following regulations—it is also an opportunity to promote
a security-driven culture, invest in employee training, and ensure that all staff members understand
best practices in cybersecurity (The Digital Project Manager, "Project Manager’s Guide to

Implementing a Compliance Program").

Adapting to DORA is not just a legal requirement but also a strategic opportunity to enhance
cybersecurity and strengthen business operations. Investing in security and resilience today means
better protection against future threats and a stronger position in the market. While compliance

requires time and resources, it offers long-term benefits beyond avoiding penalties.

Despite these benefits, financial institutions must overcome several challenges when implementing
DORA. These include complex operational processes, high compliance costs, an evolving cyber
threat landscape, and dependence on third-party service providers (Whatfix, "The Digitalization of

Banking & Financial Services").

Particularly, international institutions may struggle to integrate DORA’s requirements into their
existing governance frameworks due to the complexity of their interconnected systems (USAID,
"Digital Finance"). For smaller financial firms, compliance may be even more difficult due to limited

budgets and reduced resources (Inter-American Development Bank, "Data and Digital Government").

2.1.1 Origins and objectives of DORA.

In recent decades, the financial sector has undergone a profound transformation due to the digitization
of services, process automation, and the increasing interconnection between institutions (Arcadia,

2024). This development has made the financial system more efficient, but it has also significantly



increased its exposure to risks related to cybersecurity and operational continuity (Clusit, 2022). The
growing frequency and sophistication of cyberattacks, combined with the increasing reliance on
external ICT providers, have pushed legislators to rethink regulations on operational resilience and
digital risk management (Banca d’Italia, 2024). The adoption of the Digital Operational Resilience
Act (DORA) represents the culmination of a long regulatory process, stemming from financial crises,
security incidents, and a continuously evolving geopolitical context that has made the protection of

critical infrastructures a strategic objective (ESG Governance Toolkit, 2024).

Until the 2000s, financial sector regulation focused primarily on managing credit, market, and
liquidity risks, with the main goal of ensuring macroeconomic stability (Sernia, 2019). The first
financial regulatory measures, such as the Basel I framework (1988), were primarily oriented towards
solvency risk management, while Basel II (2004) introduced more detailed criteria for assessing
operational risk (Baltrunaite, Brodi & Mocetti, 2019). At that time, cybersecurity and operational
resilience had not yet been fully recognized as key components of financial stability. It was only with
the advancement of digital technologies and the gradual migration of financial services to digital
platforms that the need arose for a more targeted regulatory framework to safeguard ICT

infrastructures and ensure the continuity of digital operations.

The 2008 financial crisis marked a turning point for banking sector regulation (Banca d’Italia, 2024).
Although the causes of the crisis were mainly linked to uncontrolled risk-taking in financial markets
and a lack of transparency in derivative products, it highlighted the importance of strengthening sector
regulation and led to the implementation of Basel III, which introduced stricter risk management
requirements (Sernia, 2019). Nevertheless, even in the aftermath of the crisis, regulatory efforts
remained largely centered on ensuring the capital strength and financial stability of institutions,
without placing dedicated attention on risks related to information and communication technologies.
At the same time, the acceleration of digitalization in the banking sector began to expose institutions
to new threats that had previously been considered secondary compared to traditional financial risks

(Clusit, 2022).

Over the next decade, there was a notable increase in large-scale cyberattacks, many of which directly
affected the stability and security of the financial sector, highlighting the growing vulnerability of
digital infrastructures. The 2016 incident involving the SWIFT international payment system revealed
how weaknesses in cybersecurity could be exploited to interfere with global financial transactions,
resulting in substantial financial losses and exposing critical vulnerabilities in cross-border payment
infrastructures. In 2017, the NotPetya and WannaCry ransomware attacks impacted organizations and

public institutions across the globe, severely compromising the operational continuity of numerous



entities, including those in the banking and insurance sectors. These incidents exposed the absence of
a unified regulatory approach to cyber risk management within the European financial landscape,
where operational resilience was still being handled in a fragmented way through diverse national

regulations.

Even before DORA, the European Union had attempted to strengthen cybersecurity through various
initiatives (Arcadia, 2024). The 2016 NIS Directive was the first European legislative measure to
impose specific cybersecurity obligations on critical infrastructures, including financial institutions,
but its application varied from country to country, leading to discrepancies in ICT risk management
(Clusit, 2022). In parallel, the 2018 PSD2 Regulation introduced updated security measures for digital
payment services, encouraging the adoption of strong customer authentication protocols and
establishing rules for controlled access to financial data by third-party providers. However, these
measures did not systematically address operational resilience, leaving crucial aspects uncovered,
such as ICT incident management, digital supply chain protection, and the requirement for advanced

security testing (Baltrunaite, Brodi & Mocetti, 2019).

At the same time, banking regulatory authorities began developing more specific guidelines for ICT
risk (Banca d’Italia, 2024). In 2019, the European Banking Authority (EBA) published a set of
guidelines on ICT risk management and cybersecurity, providing recommendations for improving the
digital infrastructure protection of banks (Agenda Digitale, 2024). However, these recommendations
were not binding, and their application depended on the willingness of individual financial institutions
(Clusit, 2022). The absence of a cohesive regulatory framework clearly underscored the need for a
more structured and binding set of rules capable of addressing all dimensions of digital operational

resilience in a consistent and comprehensive manner.

The adoption of DORA was accelerated by the COVID-19 pandemic, which further exposed the
financial sector’s vulnerabilities to digital shocks (ESG Governance Toolkit, 2024). The increase in
remote work, reliance on cloud technologies, and the growing outsourcing of ICT services heightened

financial institutions' exposure to cyberattacks (Banca d’Italia, 2024).

Internationally, operational resilience regulation followed similar paths (Arcadia, 2024). In the United
States, after the 2021 Colonial Pipeline attack, the administration issued an Executive Order to
strengthen cybersecurity for critical infrastructures, adopting an approach similar to that of DORA
(Commercialisti.it, 2024). In the United Kingdom, the 2022 Operational Resilience Framework
required financial institutions to develop business continuity strategies and conduct advanced

resilience testing (Clusit, 2022).



DORA thus represents a turning point in ICT risk regulation in the financial sector (Banca d’Italia,
2024). The regulation does not merely impose security requirements but promotes a cultural shift
within financial institutions, encouraging them to integrate operational resilience into their strategic
processes (ESG Governance Toolkit, 2024). With DORA, the European Union not only strengthens
the security of its financial system but also lays the foundation for a more secure and resilient digital

ecosystem in the long term (Arcadia, 2024).

2.2 Related banking regulations

In this section, an analysis of the main banking regulations related to DORA will be presented,
focusing on how these frameworks contribute to strengthening the digital resilience of the financial
sector. The increasing reliance on digital technologies in banking has led regulators to implement
various measures aimed at mitigating cyber risks, ensuring operational continuity, and protecting
consumer data. Many of these regulations complement DORA, sharing common objectives such as

risk management, incident reporting, and oversight of third-party service providers.

By examining existing and complementary banking regulations, this section will provide a broader
perspective on the regulatory landscape that financial institutions must navigate. Particular attention
will be given to how these frameworks interact with DORA, highlighting areas of synergy, overlap,

and potential challenges in compliance efforts.

Going through those regulations, a more detailed analysis will be conducted on their similar principles
with DORA, examining objectives, scope, and impact on financial institutions. This will help
contextualize DORA within the broader regulatory framework governing digital resilience in banking

and financial services.

2.2.1 Examination of similar and complementary regulations

The NIS 2 Directive and the General Data Protection Regulation (GDPR) represent two major
milestones in the European regulatory framework to ensure cybersecurity and personal data
protection. Both regulations aim to create a safer and more secure digital environment, addressing

both threats to network security and those related to information systems and data processing

(Kinetikon, 2024).



Starting with the NIS 2 Directive, it represents a significant advancement in the European Union’s
strategy to strengthen cybersecurity and enhance the resilience of critical infrastructures. The
regulation came into force in January 2023, replacing the previous 2016 NIS Directive and expanding

its scope, introducing more defined obligations for organizations (Digital4, 2024).

A central feature of NIS 2 is the significant expansion of its scope, which now covers a broader range
of critical sectors, including energy, transport, healthcare, digital infrastructure, waste management,
and food production. The directive applies to both public and private organizations operating within

the European Union, with a particular focus on medium-sized and large enterprises.

To maintain a high level of cybersecurity, the NIS 2 Directive imposes a series of requirements that
organizations must meet. These include technical and organizational measures appropriate to the
risks, such as continuous and periodic risk assessments, information security policies, crisis
management procedures, and business continuity plans. Additionally, the directive emphasizes the
active involvement of corporate governance in managing cybersecurity risks, ensuring that high-level

company departments directly supervise security measures (ACS, 2024).

A fundamental aspect of NIS 2 is the mandatory notification of cybersecurity incidents, requiring
organizations to report any significant incident to the relevant authorities within established deadlines.
This obligation aims to enhance cooperation among Member States and strengthen the collective

ability to respond to cyberattacks, reducing the risk of widespread threats (Entrust, 2024).

To ensure compliance with the new regulations, the NIS 2 Directive introduces stricter control
processes and more severe penalties for non-compliance. The goal of this approach is to ensure greater
uniformity in the application of cybersecurity measures across Europe, encouraging organizations to
comply with the established standards while minimizing risks within critical infrastructures (Protiviti,

2024).

The energy sector serves as a practical example of NIS 2 application: a company managing a national
electrical grid must implement cybersecurity measures to protect its critical infrastructure from
potential attacks. This involves real-time monitoring systems, incident response protocols, and
employee cybersecurity training. Another example is the healthcare sector: a hospital center using
digital systems for patient data management must ensure these systems are protected against
unauthorized access and cyberattacks. In this context, measures such as data encryption, multi-factor
authentication, and employee training on security practices are essential to comply with the directive

(Digital4, 2024).



In summary, the NIS 2 Directive marks a significant advancement in strengthening cybersecurity
across the European Union. It introduces more stringent requirements, broadens its scope, and brings
additional critical sectors under its coverage. Integrating cybersecurity into business strategies and
adopting advanced data protection technologies are essential steps for effectively addressing

emerging digital security challenges.

Alongside the NIS 2 Directive, the General Data Protection Regulation (GDPR), which came into
force in May 2018, represents one of the most significant regulations globally in terms of personal
data protection. Its primary objective is to strengthen individual rights and establish a uniform
regulatory framework within the European Union, ensuring greater transparency and security in data

processing (Garante Privacy, 2024).

The GDPR is based on fundamental principles, including lawfulness, fairness, and transparency in
data processing, purpose limitation, data minimization, accuracy, integrity and confidentiality, as well
as storage limitation (Garante Privacy, 2024). Consequently, organizations are required to process
personal data responsibly, adopting adequate measures to protect user privacy, ensuring that only the

necessary and relevant information is collected for the declared purpose (Consilium, 2024).

One of the most significant elements of the regulation is the enhancement of individuals' rights
regarding their personal data. These include the right to access their data, request corrections of
inaccuracies, request deletion under specific legal conditions, transfer their data to another provider,
and limit processing in certain circumstances. The regulation also grants individuals the ability to
object to the processing of their data, particularly when it is used for marketing purposes. These rights
were introduced to give users greater control over their personal information and to increase

transparency in how service providers handle and use such data.

The regulation also requires organizations to conduct Data Protection Impact Assessments (DPIA)
for processing activities that may pose high risks to individuals' rights and freedoms (Arxiv, 2024).
Additionally, companies and public institutions must appoint a Data Protection Officer (DPO) when
sensitive data is processed on a large scale or systematic user monitoring is an integral part of their

activities (Consilium, 2024).

A crucial aspect of the regulation concerns data breach notifications, which must be reported within
72 hours from the moment an organization becomes aware of them, except when the breach does not
pose a risk to individuals’ rights (Garante Privacy, 2024). This provision is essential for promptly

managing unauthorized access by third parties, preventing serious consequences for affected users.



The protection of personal data is particularly relevant in the context of scientific research, where the
GDPR introduces specific exemptions to data processing rules, while still upholding the principles of
data minimization and security. In this context, certain rights, such as the right to erasure or the right
to object, can be limited if their application would compromise the integrity or feasibility of the
research. Nonetheless, the regulation requires that appropriate safeguards be in place to ensure the

secure handling of personal information.

Despite the progress made in adopting the GDPR, many organizations continue to face difficulties in
fully implementing its provisions, especially with regard to users' right of access to their personal
data. Recent findings indicate that some companies struggle to meet the deadlines for responding to

access requests, often due to inadequate internal procedures or inefficient data management practices.

Another challenge is the complexity and length of privacy policies, which often lack clear and
accessible explanations regarding personal data processing (Arxiv, 2024). Studies have shown that
privacy policies frequently contain technical jargon, making it difficult for users to fully understand

how their data is handled (Fondazione Cariplo, 2024).

In business environments, GDPR has significantly impacted data governance, pushing companies to
review internal processes and adopt more transparent strategies for data management. Organizations
must now apply the "privacy by design" and "privacy by default" principles, integrating data

protection into product and service design (Arxiv, 2024).

For instance, in the banking sector, financial institutions have revised their data collection and storage
practices by adopting enhanced security protocols and implementing access control systems aimed at
minimizing the risk of data breaches. In the healthcare sector, the application of GDPR has prompted
the adoption of advanced encryption technologies and strict access limitations to clinical records,

ensuring that sensitive patient information is accessible only to authorized personnel.

Although the NIS 2 Directive and the GDPR have distinct objectives, they work in synergy to create
a more secure digital ecosystem. NIS 2 focuses on critical infrastructure protection and general
cybersecurity, while GDPR prioritizes personal data protection. Organizations must adopt an
integrated approach to comply with both regulations, avoiding duplicated compliance efforts and

ensuring high levels of cybersecurity and data protection (Consilium, 2024).



2.2.2 Comparison and overlapping between DORA and existing regulations.

The increasing digitalization of financial services and the rapid rise of cyber threats have made it
essential for the European Union to adopt specific regulations to ensure information security and
operational resilience (European Commission, 2023). In previous chapters, it has been highlighted
how the NIS 2 Directive, the General Data Protection Regulation (GDPR), and the Digital
Operational Resilience Act (DORA) represent the three fundamental pillars for strengthening
cybersecurity in this deep and continuously evolving context (ENISA, 2023). While each has its own
distinct characteristics in certain aspects, the three regulations share the common goal of increasing
the protection of information systems and personal data, although each regulation has specificities in
terms of scope of application, compliance requirements, and enforcement measures (WatchGuard
Technologies, 2024). This paragraph will therefore analyze the main points of contact between the

three regulations and outline the overlapping aspects that characterize them the most.

Starting with a comparison between DORA and NIS 2, a clear convergence emerges on several key
aspects of cybersecurity and risk management. Both regulations require organizations to implement
appropriate measures to mitigate cyber risks, promoting the adoption of risk management frameworks
and the protection of critical infrastructures (Cybersecurity 360, 2023). Another common element
concerns incident reporting, as NIS 2 establishes timely notification obligations for cybersecurity
incidents to the competent authorities, similarly to what is provided by DORA within the financial
sector. This approach aims to ensure the most reactive response possible to cyberattacks and to foster
greater collaboration between institutions (CISA, 2023). Furthermore, both regulations seek to
strengthen supervision and compliance mechanisms: the NIS 2 Directive introduces stricter oversight
requirements for critical entities, in a manner similar to what DORA provides for financial

institutions, banks, and third-party ICT service providers (Financial Stability Board, 2023).

The intersections between GDPR and DORA mainly concern data protection and ICT security, as
GDPR requires companies to adopt adequate measures to ensure the security of personal data,
perfectly aligning with DORA’s goals, which aim to enhance operational resilience and protection
from cyber threats (GDPR.eu, 2023). Another point of contact between the two regulations is the
obligation to report breaches, as the GDPR mandates that any personal data breach be reported to
supervisory authorities within 72 hours, while DORA introduces similar requirements for ICT
incidents that could compromise the operational continuity of financial institutions (European Data
Protection Board, 2022). Finally, both regulations place particular emphasis on the role of third-party
providers, as the GDPR states that data controllers are directly responsible for the security of

information entrusted to external parties, a principle also reflected in DORA, which requires financial



institutions to carefully monitor risks arising from dependence on external ICT providers (TechRadar,
2024). As can be seen from the initial comparison between both regulations and DORA, various
points of contact emerge. It is therefore essential to deepen this analysis by comparing the three
regulations on a single level to highlight the main overlapping aspects and key divergences among

them.

A first shared aspect among these regulations is the emphasis placed on cybersecurity as a strategic
priority. The NIS 2 Directive, GDPR, and DORA emphasize risk management and the adoption of
appropriate security measures to prevent and mitigate digital threats (European Commission, 2023).
However, their scope of application varies significantly: NIS 2 focuses on protecting critical
infrastructures, such as energy, transportation, healthcare, and digital services, while the GDPR has a
broader scope, applying to any organization processing personal data of European citizens, regardless
of the sector (WatchGuard Technologies, 2024). DORA, on the other hand, is specifically targeted at
the financial sector, involving banks, payment institutions, insurance companies, and third-party ICT
service providers, with the goal of ensuring digital operational resilience and continuity of financial

services (Financial Stability Board, 2023).

Another common point is the obligation to report security incidents. NIS 2 requires essential and
important entities to notify the competent authorities of any incidents with significant impacts on their
service delivery (CISA, 2023). Similarly, GDPR mandates that data controllers report personal data
breaches to supervisory authorities within 72 hours from the moment they become aware of them

(GDPR.eu, 2023).

DORA likewise introduces specific obligations for managing ICT-related incidents that may threaten
the operational continuity of financial institutions. It encourages a timely and coordinated response
to critical events, aiming to minimize disruptions and strengthen the overall resilience of the financial
system. Although the principle of timeliness in incident reporting is a common trait, the focus of the
reports varies: the GDPR 1is centered on personal data protection, whereas NIS 2 and DORA are
oriented toward the operational security of critical infrastructures and financial systems (TechRadar,

2024).

Another aspect to analyze is non-compliance penalties, which represent another distinctive element
among these regulations. The GDPR provides for very severe penalties, which can reach up to 20
million euros or 4% of a company’s global annual turnover, whichever is higher (European Data
Protection Board, 2022). The NIS 2 Directive, on the other hand, requires Member States to introduce
effective and proportionate sanctions for violations of national provisions adopted in compliance with

the directive (ENISA, 2023). DORA, lastly, imposes specific penalties for the financial sector, with



fines that can reach 10 million euros or 5% of the entity’s global annual turnover, ensuring targeted

enforcement for banks and financial institutions (Financial Stability Board, 2023).

Despite these differences, the three regulations work in synergy to create a more secure and resilient
regulatory ecosystem (Cybersecurity 360, 2023). The combined application of GDPR, NIS 2, and
DORA allows financial institutions to strengthen their security frameworks and align with advanced
standards for data protection and cyber risk management. However, the presence of overlapping
regulatory requirements calls for a well-coordinated approach to ensure consistency and to prevent
redundancy or inefficiencies within compliance procedures. For instance, a company subject to all
three regulations may have to manage multiple incident reporting procedures, with similar but not

perfectly aligned requirements (WatchGuard Technologies, 2024).

In conclusion, while GDPR, NIS 2, and DORA share common principles and objectives, their main
differences stem from the specificity of their application sectors and the security and data protection
needs they address (European Data Protection Board, 2022). The NIS 2 Directive focuses on the
security of critical infrastructures and network resilience, the GDPR safeguards privacy and the rights
of European citizens regarding personal data, and DORA ensures the operational continuity of the

financial sector against cyber threats (Financial Stability Board, 2023).

2.3 Theoretical analysis of governance in the digital sector

In recent years, digitalization has profoundly changed the functioning of many sectors, including the
financial one. This change has made it necessary to adopt new governance models capable of
addressing the challenges imposed by the growing use of digital technologies. Digital governance,
therefore, is not just a set of rules but a system of strategies, controls, and processes designed to ensure

security, operational continuity, and compliance with regulations (Banca d’Italia, 2024).

In the financial sector and other high-risk industries, the growing adoption of new technologies has
led to a significant rise in cyber threats. As a result, there is an increasing need for well-defined
regulatory frameworks. Regulations such as the NIS 2 Directive, GDPR, and DORA establish
essential guidelines for ensuring digital security and protecting sensitive data. These frameworks
support organizations in both preventing cyber incidents and responding to them effectively,

encouraging a more structured and unified approach to risk management.

One of the central aspects of digital governance is the management of operational risk, which can no

longer be addressed solely with reactive solutions. Today, organizations must adopt a strategic



approach, constantly monitoring threats and applying effective preventive measures. The financial
sector is particularly exposed to cyberattacks, digital fraud, and disruptions to essential services. For
this reason, companies must adopt robust governance models that ensure both the protection of

sensitive data and the continuity of operations (Aliperto, 2024).

A key factor in ensuring the successful application of regulatory frameworks is effective project
management. It plays a vital role in guiding the implementation process and aligning regulatory
requirements with operational workflows. Through structured planning and coordination, project
management helps minimize errors, optimizes resource allocation, and enhances cross-functional
collaboration. This structured approach allows organizations to navigate digital transformation more
efficiently, ensuring that compliance efforts are integrated seamlessly and adjusted as needed. The
ability to plan, track progress, and adapt compliance strategies over time is crucial to managing the

evolving landscape of digital change.

In this context, digital governance is not just a control activity but a competitive advantage for
companies. An effective approach to risk management, regulatory compliance, with the adoption of
innovative operational models allows for the creation of a safer and more stable environment. This
chapter, therefore, will analyze the role of a proper approach to process management in implementing

these regulations and highlight the related benefits generated.

2.3.1 Role of project management in the implementation of digital regulations.

Implementing digital regulations is a complex process that involves various corporate roles,
technological tools, and management strategies. In the financial sector, regulations such as GDPR,
the NIS 2 Directive, and DORA impose very strict compliance standards. This has a direct impact on
companies' operational processes and technological infrastructures (Brown & Williams, 2022). To
adapt to these rules smoothly, it is essential to adopt a well-structured method. This allows companies
to meet deadlines, optimize resources, and effectively manage risks related to regulatory compliance.
In this scenario, project management becomes an essential tool, helping companies transform

regulatory obligations into opportunities for growth and innovation (Kurshan, Shen & Chen, 2020).

A key concept in project management is the Triple Constraint (Project Triangle), which involves time,
cost, and quality. These three elements are crucial for any project but become even more critical when
dealing with regulatory compliance. Failing to meet deadlines can result in hefty fines and

reputational damage for the company (Brown & Williams, 2022).



The first step in implementing regulations such as GDPR, NIS 2, and DORA is effective strategic
planning. This phase involves identifying objectives, allocating resources, and defining strategies to
reduce the risk of non-compliance (Kurshan, Shen & Chen, 2020). Regulations often impose strict
deadlines, making time a critical variable. Quality refers to the effectiveness of the measures adopted
to ensure data security and operational resilience. Cost involves investments in technology upgrades,

employee training, and strengthening cybersecurity measures (Banca d’Italia, 2024).

A clear example of Triple Constraint management was the adaptation to GDPR in 2018. Many
companies had to accelerate the update of their systems to avoid hefty fines. Google, for instance,
was fined €50 million by the French Data Protection Authority (CNIL) in 2019 due to issues related
to transparency and user consent. This case demonstrates how poor compliance management can lead

to significant financial consequences (Banca d’Italia, 2024).

Another case was that of British Airways, which in 2019 was fined £183 million for a personal data
breach affecting approximately 500,000 customers. The company failed to implement the required

measures in time, leading to severe economic and reputational damage (Banca d’Italia, 2024).

The implementation of DORA has also been a challenge for the financial sector. The regulation
requires institutions to strengthen operational resilience, adopting stricter measures for ICT risk
management. Many banks and investment firms have had to update their cybersecurity strategies to
protect themselves from disruptions and cyberattacks. For example, Deutsche Bank has invested in
artificial intelligence to prevent threats and improve its defense systems (Kurshan, Shen & Chen,

2020).

A key step in ensuring regulatory compliance is the requirements analysis, which helps identify
necessary changes without compromising business operations. Project management assists in
translating these regulations into concrete actions, enabling companies to comply in a structured
manner (Clusit, 2022). There are various approaches to managing regulatory compliance. PRINCE2,
for example, provides a clear governance structure, making it ideal for regulated projects. The PMI
framework, on the other hand, is more flexible and focuses on the strategic management of resources

(Kurshan, Shen & Chen, 2020).

For companies that must quickly adapt to regulations like DORA, the Agile methodology has proven
particularly effective. This continuous improvement-based approach helps organizations respond to
regulatory changes dynamically. Many financial institutions have adopted the DevSecOps model,
which integrates security, software development, and IT operations to ensure compliance is included

from the beginning of digital projects (Clusit, 2022)



To manage regulatory requirements, project management uses specific tools such as the Business
Requirement Document (BRD) and the Requirement Traceability Matrix (RTM). The BRD helps
clearly document regulatory requirements, while the RTM ensures that each legal provision is

translated into concrete and trackable actions (Kurshan, Shen & Chen, 2020).

A concrete example of requirements analysis can be seen in the implementation of the NIS 2
Directive, which obliges organizations to enhance their cybersecurity frameworks. In this context,
project management plays a key role in assessing which systems require upgrading and determining

the procedural changes needed to meet the new security requirements effectively.

In the banking sector, DORA has required a complete overhaul of ICT risk management. Banks have
had to adopt new tools to monitor and prevent cyberattacks. For example, Deutsche Bank has
implemented machine learning-based solutions to analyze large volumes of data in real-time,

allowing them to identify potential threats before they cause damage (Kurshan, Shen & Chen, 2020).

Another crucial aspect is the management of the digital supply chain. DORA and NIS 2 emphasize
the importance of monitoring external suppliers' security, as many data breaches occur through
vulnerabilities in the supply chain. A notable example was the SolarWinds attack in 2020, which
compromised the IT networks of multiple companies and governments worldwide. To reduce these
risks, many companies are adopting tools like Third-Party Risk Management (TPRM), which enables

continuous evaluation and monitoring of suppliers (Aliperto, 2024).

Requirements analysis cannot be static; it must evolve alongside continuous regulatory and
technological changes. Some companies are using Big Data tools and Predictive Analytics to
anticipate regulatory developments and adapt their compliance strategies in real-time. For example,
some banks have implemented regulatory simulation systems, which allow them to test the impact of

new laws and prepare in advance for required adjustments (Clusit, 2022).

A key aspect of regulatory compliance is risk management. Project management helps companies
identify, assess, and mitigate threats that could compromise data security and operational resilience

(Aliperto, 2024).

One of the most widely used tools for risk classification is the Risk Breakdown Structure (RBS),
which helps categorize threats into specific areas. This method is particularly useful in the
implementation of the NIS 2 Directive, which requires companies to analyze vulnerabilities in their
digital infrastructures. A significant risk is reliance on cloud computing providers, which can become

targets for cyberattacks with potentially devastating consequences (Aliperto, 2024).



To mitigate risks related to third-party suppliers, project management helps companies develop

preventive strategies such as:

e Signing security agreements (Service Level Agreements - SLA) with certified suppliers to
ensure high standards of data protection.

e Conducting periodic audits to identify potential vulnerabilities in external IT systems.

e Implementing continuous monitoring systems based on Artificial Intelligence (AI) and
Machine Learning to detect anomalies and suspicious behaviors in real-time (Kurshan, Shen

& Chen, 2020).

In recent years, companies have had to face increasing complexity in managing cybersecurity and
compliance with digital regulations. To tackle these challenges, many organizations use tools such as
the risk map, which helps identify the most vulnerable areas and establish priorities in threat
management. For example, some companies adopt the Cyber Risk Score, an indicator that measures
exposure to cyberattacks and helps security managers make quicker and more effective decisions

(Banca d’Italia, 2024).

The experience of major financial institutions, such as Deutsche Bank, demonstrates the importance
of a structured approach to ICT risk management. The bank has created an advanced security system
that combines predictive analytics, critical scenario simulations, and incident response plans. This
approach reduces reaction times to attacks and strengthens IT infrastructure security (Kurshan, Shen

& Chen, 2020).

To ensure that companies can prevent and manage cyberattacks, it is essential to adopt an approach
based on established methodologies such as Risk Breakdown Structure (RBS) and Failure Mode and
Effect Analysis (FMEA). These tools allow organizations to identify potential threats in advance and
develop effective risk reduction strategies. Furthermore, given the increasing use of external
suppliers, constant monitoring of digital supply chain security is crucial. This is a key element for
ensuring operational continuity and compliance with regulations such as DORA and NIS 2. Project
management plays an indispensable role in this process, helping companies adapt to continuously

evolving regulations (Aliperto, 2024).

The successful implementation of digital regulations largely depends on human resource
management. Regulations such as GDPR, NIS 2 Directive, and DORA require specific expertise in
cybersecurity, legal compliance, and operational risk management. In this context, project
management helps organize resources and clearly define responsibilities, ensuring that every

professional involved is properly trained to meet regulatory requirements (Banca d’Italia, 2024).



An effective method for defining roles and responsibilities in compliance projects is the RACI Matrix
(Responsible, Accountable, Consulted, Informed). This tool helps clarify who is responsible for each
project phase and who needs to be involved in decision-making. This approach is particularly valuable
when implementing the security measures mandated by DORA and NIS 2, as it supports effective
coordination across different departments within the organization, ensuring a unified and efficient

response to regulatory requirements.

Another key figure in regulatory compliance is the Data Protection Officer (DPO), mandatory for
companies that process large-scale personal data, as required by GDPR. The DPO works closely with
the Chief Information Security Officer (CISO) and the cybersecurity team to ensure that data
protection policies comply with required standards. For example, many banks have introduced
training programs for CISOs and compliance officers to improve their ability to respond to new

threats (Banca d’Italia, 2024).

The importance of continuous training is evident in compliance projects for complex regulations such
as DORA. For example, ING Bank has created an internal training program focused on cybersecurity
and regulatory risk management, allowing employees to develop advanced skills. This approach has

improved staff preparedness and reduced the risk of non-compliance (Kurshan, Shen & Chen, 2020).

Another strategy adopted by many European banks is the creation of Cyber Incident Response Teams
(CIRT), specialized groups composed of security experts, risk analysts, and legal professionals
specializing in digital regulations. These teams have played a key role in managing crises such as

ransomware attacks and data breaches (Banca d’Italia, 2024).

Even large technology companies, such as Microsoft and Google, have invested in internal training
to address new regulatory challenges. Through internal academies, these companies have increased
employee awareness of cybersecurity, reducing the risk of cyberattacks and strengthening data

protection (Kurshan, Shen & Chen, 2020).

The use of digital project management tools helps make regulatory implementation more efficient.
Software like Microsoft Project, Asana, and Jira allows for monitoring progress, assigning
responsibilities, and verifying compliance with deadlines. Financial institutions subject to DORA can
integrate these tools with risk management platforms to monitor real-time operational resilience and

ICT security (Brown & Williams, 2022).

Another key aspect is communication among different corporate departments. Compliance with

digital regulations requires teamwork between IT, legal, risk management, and compliance teams. An



effective example was the coordination between European banks to comply with GDPR, which

helped prevent fragmentation and better manage the overall process (Kurshan, Shen & Chen, 2020).

Regulatory compliance is not a static process but must be constantly updated to address legislative
changes and new digital threats. Project management helps companies structure this phase effectively,
setting Key Performance Indicators (KPIs) to measure the impact of adopted strategies. Some
examples of KPIs in the context of DORA include Mean Time to Repair (MTTR), which measures
the average time required to restore a system after an attack, and Mean Time to Detect (MTTD),

which indicates how quickly a threat is identified (Clusit, 2022).

A concrete example is provided by HSBC, which has implemented a monitoring system that uses
predictive analytics to detect potential threats before they can impact IT infrastructure. Through the
application of machine learning techniques, the bank has enhanced its ability to identify and respond

to cyber threats in a more timely and effective manner.

The implementation of digital regulations requires a structured approach, based on project
management tools, risk management methodologies, and effective human resource allocation.
Companies that adopt advanced monitoring, training, and internal communication strategies can
handle regulatory challenges more efficiently. The combination of innovative digital tools and a
corporate culture focused on security and operational resilience not only helps ensure regulatory
compliance but also represents an opportunity to enhance competitiveness and build stakeholder trust

(Kurshan, Shen & Chen, 2020).

2.3.2 Governance models and operational approaches for the financial sector.

Governance in the financial sector is essential for ensuring stability, transparency, and operational
efficiency within banking, insurance, and investment institutions (Arcadia, 2024). In recent years,
increasing digitalization and stricter regulations have made it necessary to rethink governance models,
allowing institutions to comply with new rules on cybersecurity, operational resilience, and data
protection (Bank of Italy, 2024). The European regulatory framework, characterized by regulations
such as the DORA, the GDPR, and the NIS 2 Directive, has significantly changed organizational
structures and decision-making processes, directly impacting risk management strategies and

resource allocation (Sernia, 2019).

In the financial sector, different governance models exist, each with a distinct approach to balancing

the role of shareholders, stakeholder involvement, and the level of state regulation.



e Anglo-Saxon Model (Shareholder Model) — Predominantly found in the United Kingdom and
the United States, this approach focuses on maximizing shareholder value. Financial
institutions following this model prioritize profitability and economic performance. However,
due to global financial crises and increased regulatory pressure, these companies have had to
strengthen their risk management strategies, particularly concerning cybersecurity and ESG
sustainability (Sernia, 2019).

e FEuropean Model (Stakeholder Model) — Common in Germany, France, and Italy, this system
involves various stakeholders, including employees, customers, and regulatory bodies. Unlike
the Anglo-Saxon model, its goal is not only to generate value for shareholders but also to
ensure long-term stability and sustainability. The growing focus on operational security has
been reinforced by the DORA, which requires financial institutions to develop operational
resilience plans, and the NIS 2 Directive, which has introduced stricter cybersecurity
obligations for critical infrastructures (Baltrunaite, Brodi & Mocetti, 2019).

e Hybrid Model — Some financial institutions combine elements of both the Anglo-Saxon and
European models. In this case, governance seeks a balance between performance objectives
and risk management. Examples of companies that follow this approach include BNP Paribas
and Unicredit, which integrate result-oriented strategies with increased attention to regulatory

compliance and sustainability (Arcadia, 2024).

In recent years, DORA has encouraged financial institutions to strengthen their IT risk governance
by establishing internal committees focused on digital security and the monitoring of technological
threats. These bodies are tasked with identifying weaknesses within IT systems and developing
appropriate mitigation strategies. In parallel, the NIS 2 Directive has introduced new cybersecurity
obligations, mandating the adoption of structured procedures to safeguard critical infrastructure and

enhance the ability to respond effectively to cyberattacks.

Digital security has become a priority for many banks, leading them to invest in advanced tools such
as artificial intelligence and predictive analytics to detect threats before they escalate into major
incidents (ESG Governance Toolkit, 2024). Meanwhile, financial institutions are also addressing the
sustainability challenge, integrating ESG criteria into their operational strategies to meet new
regulatory requirements and market expectations (Bank of Italy, 2024). Many banks have started
linking executive compensation to the achievement of sustainability goals, promoting a more

responsible and balanced management approach. Scandinavian banks, for example, have adopted



governance models that emphasize green finance and social inclusion, focusing on sustainable

investments and stricter environmental policies (ESG Governance Toolkit, 2024).

Another key aspect of financial governance is data management, which has become crucial due to the
digitalization of services and the increasing volume of information handled by financial institutions
(Agenda Digitale, 2024). The GDPR has made it mandatory for many companies to implement data
governance frameworks to ensure compliance with data processing regulations and build customer
trust (Commercialisti.it, 2024). Many financial institutions have introduced the role of Chief Data
Officer (CDO) to enhance the protection of sensitive information and maximize the strategic use of

corporate data (Agenda Digitale, 2024).

Technological innovations are also transforming financial governance, thanks to advanced tools for
risk management and regulatory compliance (Clusit, 2022). Artificial intelligence is transforming
analytical processes by enhancing fraud detection capabilities and supporting more efficient and
informed business decision-making. Several financial institutions, including HSBC, have adopted Al-
driven risk management systems, which have significantly improved their ability to identify potential

threats and reinforce overall cybersecurity measures.

Another emerging trend is the use of blockchain to simplify compliance processes and reduce the risk
of errors. Smart contracts technology is making business operations more efficient by automating
compliance checks and improving transaction transparency (Commercialisti.it, 2024). Some
institutions are exploring decentralized governance models, such as Decentralized Autonomous
Organizations (DAOs), which could redefine how transactions and corporate operations are managed

(Agenda Digitale, 2024).

The evolution of financial governance reflects the need to adapt to an increasingly complex
environment, where security, sustainability, and innovation play a crucial role (Bank of Italy, 2024).
Institutions must balance the need for operational stability with the growing demand for transparency
and sustainability. The integration of regulatory compliance, data management, and digital
technologies represents a key challenge for the future of financial governance, directly impacting the

competitiveness and long-term resilience of institutions (Commercialisti.it, 2024).



3. Research Question and Methodology

3.1 Formulation of the Research Question

This study wants to explore how project management methodologies can support the structured
implementation of DORA (Digital Operational Resilience Act) within a major enterprise in the
payment industry. Given the increasing regulatory focus on ICT risk management and operational
resilience, organizations must adopt strategic frameworks that facilitate compliance while ensuring

efficiency in risk mitigation and resource allocation.
The central research question driving this investigation is:

"In what ways can a structured project management approach facilitate the implementation of the
DORA regulation in a large enterprise within the payment sector, ensuring regulatory compliance,

ICT risk management effectiveness, and enhanced operational resilience?"
To address this question, the study will examine:

o The effectiveness of recognized project management frameworks (e.g., PMI, PRINCE2,

Agile) in organizing and executing regulatory compliance projects.

e How risk management methodologies contribute to identifying, assessing, and mitigating

ICT-related threats while maintaining business continuity.

e The role of structured project governance in improving coordination among stakeholders,
fostering interdepartmental collaboration, and ensuring accountability in regulatory

implementation.

e The impact of project planning, monitoring, and execution mechanisms on optimizing cost,

time, and quality trade-offs in compliance initiatives.

By analyzing these dimensions, the study aims to identify best practices for regulatory adaptation in
financial institutions and highlight the key factors that enable organizations to achieve DORA

compliance efficiently and effectively through project management.



3.2 Research methodology

To explore how project management methodologies can facilitate the implementation of the DORA
regulation within a large enterprise in the payment sector, this study follows a deductive approach.
This method is particularly suitable for research that starts from well-established theoretical
frameworks and applies them to a specific case study, allowing for a structured analysis of their
practical implications. Given the regulatory complexity of DORA and the need for effective ICT risk
management, project management methodologies such as PMI, PRINCE2 and Agile provide a
structured foundation for ensuring compliance, operational resilience, and strategic alignment within

an organization.

By leveraging these frameworks, the research aims to assess how structured project management
practices contribute to regulatory adaptation, optimize the governance of compliance projects, and
enhance the coordination of resources and stakeholders. The study follows a systematic approach to
ensure that findings are both theoretically sound and applicable in a real-world regulatory

environment.

3.2.1 Description of the deductive approach

The deductive approach is based on a logical progression from general theories to specific
observations. In the context of this study, it begins with an examination of established project
management frameworks and regulatory compliance principles, which are then systematically
applied to a real-world case. The objective is to analyze how structured project methodologies
influence an enterprise’s ability to meet DORA’s requirements, particularly in terms of ICT risk

management, governance structures, and operational resilience.

This research method allows for a structured evaluation of key aspects, including the effectiveness of
project management methodologies in regulatory adaptation, the role of governance structures in
ensuring compliance, and the impact of planning and execution processes on the overall success of
regulatory projects. By applying theoretical insights to a case study, the research follows a sequence
that involves an in-depth review of project management theories and regulatory literature, the
formulation of key assumptions, and the examination of an enterprise actively implementing DORA.
The study further incorporates qualitative and quantitative data, including project documentation and

expert insights, to validate theoretical expectations and identify best practices.



A crucial aspect of this approach is its ability to systematically compare theoretical models with real
implementation challenges. By analyzing how a company applies project management principles in
navigating DORA compliance, the study not only confirms or refines existing knowledge but also
provides practical insights into potential inefficiencies or gaps in regulatory adaptation. This method
ensures that findings are not only theoretically robust but also relevant for financial institutions

looking to improve their compliance strategies.

3.2.2 Reasons for the methodological choice and its implications.

The deductive approach was chosen for this study due to its structured and theory-driven nature,
which aligns well with the objective of evaluating the role of project management methodologies in
regulatory compliance. Since DORA is a regulation based on well-defined legal and operational
principles, and project management follows established frameworks, this method provides a logical

and systematic way to assess their interaction.

A key reason for this methodological choice is its ability to build on pre-existing theoretical
knowledge, allowing for a rigorous analysis of how structured project management frameworks can
be applied to a real case. Given that financial institutions operate in a highly regulated environment,
it is essential to assess how existing project management models can be adapted to meet regulatory
requirements efficiently. Furthermore, the structured nature of the deductive method enables a clear
and replicable research process, making it possible to extend the findings to other organizations facing

similar compliance challenges.

Another important aspect is the practical relevance of this approach. By focusing on a real-world case
study, the research ensures that theoretical insights are not examined in isolation but tested against
actual implementation scenarios. This allows for a deeper understanding of the organizational
challenges, decision-making processes, and risk mitigation strategies involved in applying project
management to DORA compliance. The analysis is not limited to whether these frameworks are

effective but also considers how they can be optimized for complex regulatory environments.

The implications of using a deductive approach are significant. First, it ensures a systematic and
logical structure in analyzing how project management frameworks influence regulatory compliance.
Second, it strengthens the credibility of findings by grounding them in established theories and
validating them through real-world application. Third, it provides actionable insights for financial

institutions, allowing them to refine their project governance strategies based on evidence rather than



assumptions. Finally, while the study is primarily focused on DORA compliance in a payment sector
enterprise, the structured methodology enables broader applicability, offering valuable guidance for
financial institutions and regulatory bodies aiming to improve their risk management and compliance

approaches.

By adopting this approach, the study ensures a balanced integration of theoretical rigor and practical
applicability, ultimately providing meaningful contributions to both academic research and industry

practices in regulatory project management.

3.3 Case study overview

The previous chapters provide a detailed theoretical framework aimed at thoroughly describing the
challenges that a constantly evolving sector poses to institutions, while also highlighting the

significant opportunities that can be leveraged to enhance operational resilience.

The following chapters will analyze a real case study, outlining the main processes involved in the
practical implementation of the Digital Operational Resilience Act (DORA) within a large
multinational company operating in the payments sector. This case study will present a concrete
application of the regulatory principles and project management methodologies previously examined,
offering an example of how financial institutions must navigate regulatory compliance complexities

while ensuring high levels of operational resilience.

To outline a general view of the main challenges faced in this project, it is essential to examine the
structured approach developed within the institution, aimed at integrating regulatory compliance into
its broader governance and risk management frameworks. This process began with a detailed
definition of the regulatory application perimeter within the organization, a classification and
scheduling of contracts in line with DORA's provisions, and the implementation of a robust

monitoring system to assess the impact of third-party service providers.

A key subsequent step in this process was the in-depth mapping of the company's value chain, with a
specific focus on identifying suppliers and assessing their criticality in relation to the services
provided. This multi-level analysis of key chain elements allowed the company to identify priority
intervention areas, ensuring that all relevant contracts and service agreements complied with the new

regulatory requirements.



Following this, through the implementation of project management frameworks, processes were
initiated to address past issues and continuously adapt supplier relationships to maintain compliance

with DORA.

The final outcome was the creation, management, and monitoring of a DORA compliance register.
This document, digitized into a management tool, serves as a central repository for the detailed
classification of all contractual agreements, outlining key aspects such as supplier information,
contractual details, timelines, and costs. Looking ahead, the company's objective will be to implement
structured monitoring and management mechanisms for the register, ensuring continuous alignment

with evolving regulatory expectations.

Through this case study, the research aims to illustrate the practical challenges and strategic responses
adopted to achieve DORA compliance, providing a deeper understanding of the project's key phases,
the specific steps undertaken, the project management methodologies applied, and the main lessons
learned during the implementation process. Ultimately, this analysis will serve as a bridge between
theory and practice, offering valuable insights for financial institutions seeking to strengthen their

resilience strategies in response to an ever-evolving regulatory landscape.



4. Analysis of Case Study

As previously anticipated, the objective of this chapter is to provide an in-depth analysis of a selected
case study and to offer a general overview regarding the application of the DORA regulatory
framework to a corporate entity, in order to assess its operational and strategic implications. The
purpose will, therefore, be to examine the implementation of the regulation in a highly structured

context, identifying critical issues, best practices, and impacts on operational resilience.

The multinational company under consideration represents a crucial hub in the European and global
payments sector, characterized by a highly compartmentalized organizational architecture and an
extensive network of contracts and third-party providers. The complexity of its value chain and the
presence of a high number of actors involved in the digital ecosystem make it a particularly
representative case for studying the application of DORA. Specifically, the study will allow for an
understanding of the coordination methods between the various business units, the degree of
integration between operational divisions, and the strategies adopted for ICT risk management and

operational resilience.

The structure of the chapter will follow a methodical and chronological path, divided into several
sections. Firstly, an overview of the analyzed institution will be provided, with reference to its market
position and exposure to operational risks regulated by DORA. Subsequently, the key phases of the
compliance program will be examined, from the identification of the regulatory perimeter to the
implementation of risk management strategies and the management of critical suppliers. A specific
focus will then be dedicated to governance aspects and contractual management mechanisms,
essential elements to ensure a structured and sustainable compliance approach over time. The final
section will concentrate on the construction of the DORA register, an indispensable tool for the

traceability, monitoring, and supervision of the company’s operational resilience.

The analysis will highlight the main issues encountered and the solutions adopted to ensure adherence
to regulatory requirements, with particular attention to the effectiveness of ICT risk mitigation

measures and the governance of outsourcing contracts.

Through this case study, the aim is to provide an empirical contribution to the analysis of DORA’s
applicability in the payments sector, offering operational insights for financial institutions facing

similar challenges in implementing the regulation.



4.1 Overview of the analyzed payment institution

To fully understand the work that has been carried out for the implementation of the DORA
regulation, it is certainly important to start with the analysis of the main characteristics of the
operating institution. It represents a key hub in the digital payments sector, with a consolidated

presence in the European landscape and a strategic role in the global financial ecosystem.

Operating in collaboration with many of the world's leading banks, the company offers a wide range
of solutions for the management and processing of electronic payments, supporting both financial
institutions and commercial operators in the digitization of transaction processes. Its activity focuses
on the processing and management of electronic payments, providing the necessary infrastructure for
the secure, fast, and efficient execution of digital transactions. Thanks to its capacity for innovation
and continuous investment in advanced technologies, the institution has established itself as a key
player in the modernization of digital payments, contributing to the evolution of the sector towards

increasingly secure, efficient, and integrated models.

The company stands out for a highly compartmentalized and multi-level structure, which allows for
efficient management of operations and a detailed distribution of responsibilities among the various
business units. Internal divisions are responsible for key areas such as IT, cybersecurity, risk
management, compliance, operations, and customer support, ensuring a specialized approach for each
business area. The presence of numerous operational branches distributed across multiple countries
facilitates international-scale management and allows the institution to adapt to different regulatory

and legislative contexts.

The company's level of interconnection with the entire financial system is particularly high. It
operates in synergy with numerous banks, financial institutions, and merchants, acting as a connecting
point between the various components of the payments sector. Thanks to an advanced technological
infrastructure, the company is able to support a very high volume of real-time transactions,
minimizing latency times and ensuring a seamless experience for end users. Its service portfolio is
broad and diversified, including the acquisition and processing of credit and debit card payments,
mobile payment solutions, contactless payment systems, e-commerce services, and advanced fraud
prevention tools. Additionally, the institution provides clearing and settlement services for financial

institutions, managing high-volume transaction flows with total security.

On a technological level, the company continuously invests in innovation and cybersecurity. Its IT
infrastructure is based on cutting-edge solutions, including cloud platforms, artificial intelligence

systems for transaction analysis, and machine learning tools for fraud prevention. The scalability of



its systems allows for the management of transaction peaks during critical moments, such as large-
scale shopping events or periods of high banking activity. Furthermore, the adoption of advanced
encryption technologies and multi-factor authentication ensures the protection of sensitive data and

the security of transactions.

Another fundamental aspect of the company is the management of its network of suppliers and
strategic partners. The institution collaborates with a vast number of IT service providers, cloud
service providers, and fintech companies to develop innovative solutions and ensure maximum
operational efficiency. The diversification of partnerships allows the company to offer an increasingly

broad range of services, responding to the needs of a constantly evolving market.

Given the nature of the sector in which it operates, the company pays particular attention to
compliance with the DORA (Digital Operational Resilience Act) regulation, which assumes strategic
importance. As extensively described in previous chapters, it was created precisely with the aim of
strengthening operational resilience and ICT risk management within the company. The high
regulation of the payments sector therefore imposes constant control over all business activities, with

particular regard to IT infrastructure security, data protection, and financial fraud management.

Specialized teams are therefore dedicated to ensuring that the high volume of daily transactions, many
of which are considered critical for the continuity of the financial system, comply with international
standards and the requirements imposed by regulatory authorities, with the aim of guaranteeing the

security of digital payments and the trust of end users.

One of the most complex aspects of adapting to DORA concerns the management of critical third-
party providers. The regulation imposes a rigorous evaluation of the entire third-party ecosystem to
identify suppliers that fall within the regulatory perimeter and implement stricter controls on their
ability to guarantee operational resilience. This process requires a detailed mapping of the supply
chain, the adoption of advanced risk monitoring tools, and the definition of contracts that include

specific clauses for compliance with the regulatory requirements imposed by DORA.

Finally, beyond third-party management, another fundamental challenge concerns the integration of
the regulation into internal business processes. The organization has had to reassess its ICT risk
management strategies, adopting more advanced methodologies for the identification, prevention,
and mitigation of cyber threats. Business continuity and disaster recovery plans have been
strengthened, with periodic tests to verify the company's ability to respond to crisis scenarios and

ensure service continuity.



In summary, the company represents a leading player in the digital payments sector, characterized by
an advanced technological infrastructure, an extensive network of strategic collaborations, and a
strong focus on security and compliance. Its ability to adapt to market changes and anticipate

customer needs makes it a benchmark for the entire financial ecosystem.

4.2 Objectives of the compliance project

Once the main characteristics of the analyzed company have been outlined, it is essential to delve
into the key steps necessary to achieve full compliance with the DORA project, both for companies
operating in the same sector and for those active in related fields. As highlighted in the previous
chapters, the DORA regulation was conceived with the aim of guiding financial institutions towards

a more resilient approach, in a context characterized by rapid technological and regulatory evolution.

In this scenario, regulatory authorities have introduced the obligation to create and maintain a detailed
register that systematically collects all types of contracts signed annually and the various third-party
service providers. This tool has been designed to ensure greater transparency and traceability,
including a series of structured templates that allow for the organization and monitoring of critical
information necessary for regulatory compliance. Each entry is assigned an identification code,

enabling authorities to immediately recognize the type and characteristics of the information itself.

In this chapter, therefore, the objective of the analysis will be to describe in detail the instructions
provided by the competent authorities and the main templates (“RT”) provided by the regulatory

framework, focusing on their function and purpose by listing them one by one:

e RT.01.01 — Entity maintaining the register of information: This template is essential for
ensuring traceability and governance of the information register, precisely identifying the
entity responsible for its maintenance and updating. It guarantees clear accountability
regarding who is in charge of managing and updating the register, allows for a structured flow
of information, ensuring that data is always up to date and available for audits and regulatory
controls, and facilitates effective DORA compliance management by centralizing or
distributing information depending on the organization's structure. The entity maintaining the

register can be identified at different levels, depending on the corporate structure:

o Individual level: When a single financial institution independently manages its own
information register without being part of a consolidated group. In this case, the

responsible entity is directly the financial institution itself.



o Sub-consolidated level: Applicable to organizations that are part of a larger group but
operate with their own managerial autonomy and require a separate register for their

specific area of activity.

o Consolidated level: The register is centralized and managed at the group level,
including information from all affiliated entities to ensure uniform control and

monitoring on a global scale.

RT.01.02 — List of entities within the scope of consolidation: Lists all the entities that are
part of the group. If the financial institution managing the information register does not belong
to a group, then only this entity is reported in the template. This template helps establish a
complete mapping of corporate structures, essential for understanding the control structure
and operational interdependencies, and allows supervisory authorities to have a clear view of

which entities are subject to the DORA regulation and to what extent.

RT.01.03 — List of branches: Provides a list of the branches of the financial entities listed in
the RT.01.02 template, allowing for clear identification of operational locations. It enables
precise mapping of the financial institution’s territorial presence, helps understand the impact
of DORA on branches by highlighting which locations use critical ICT services and which
may be more exposed to operational risks, and supports business continuity management by
identifying structures that require stricter protection measures in case of ICT service

disruptions.

RT.02.01 — Contractual arrangements — general information: Contains a list of all
contracts signed with direct third-party ICT providers. Each contract is associated with a
unique identification code (contractual arrangement reference number). Its purpose is to allow
the maintenance of a structured and up-to-date inventory of ICT contracts, facilitating the
monitoring of deadlines, reviews, and negotiations, ensuring complete traceability of
contracts, which is crucial for ICT risk management and compliance with DORA
requirements, and providing supervisory authorities with an immediate reference to identify

and review critical ICT agreements for operational resilience.

RT.02.02 — Contractual arrangements — specific information: This template allows for the
assessment of the impact of ICT services on critical business functions, helps identify higher-
risk contracts (e.g., providers managing essential functions without adequate continuity

guarantees), and makes emergency and disruption management more effective through



detailed mapping of critical providers. In summary, it provides additional details on the

contracts listed in RT.02.01, including:
o ICT services covered by the contract.
o Business functions supported by ICT services.
o Other relevant aspects (e.g., notice period, applicable law, etc.).

RT.02.03 — List of intra-group contractual arrangements: The purpose of this template is
to allow an understanding of the structure of ICT services within the group, highlighting
dependencies between entities, facilitating intra-group compliance management by ensuring
that internally provided ICT services meet the same standards required of external providers,

and identifying potential vulnerabilities in interconnections between group entities.

RT.03.01 — Entities signing the contractual arrangements for receiving ICT services:
Specifies which entity has signed the contracts with ICT providers and which entity uses the
ICT services. The template is useful for clearly distinguishing who signs the contracts with
ICT providers and who actually uses the services, understanding levels of contractual and
operational responsibility within the financial institution, ensuring greater transparency in

managing supplier relationships, and facilitating regulatory audits.

RT.03.02 — ICT third-party service providers signing the contractual arrangements:
Identifies the ICT providers that have signed contracts for the provision of ICT services,
referring to the contracts listed in the RT.02.01 template. It is useful because it provides a clear
list of third-party ICT providers that have signed contracts with the financial institution and

enables a complete mapping of contractual relationships and provider responsibilities.

RT.03.03 — Entities signing the contractual arrangements for providing ICT services
within the group: Identifies the internal group entities that sign contracts for providing ICT
services to other group entities, allowing for the traceability of internal contracts. Additionally,
it helps differentiate internally provided ICT services from external ones, improving ICT

supply chain management.

RT.04.01 — Entities making use of the ICT services: Ensures that all entities using ICT
services provided by third parties are registered. The entities involved can be both financial

institutions and internal group ICT providers.

RT.05.01 — ICT third-party service providers: Lists and provides general information to

identify:



o Direct third-party ICT providers.

o Internal group ICT providers.

o Subcontractors involved in the ICT supply chain.
o The ultimate parent company of the ICT provider.

e RT.05.02 — ICT service supply chain: Identifies and links ICT providers that are part of the

same ICT supply chain, assigning them an importance level (rank).
o Direct providers receive rank 1.
o Subcontractors receive rank 2 or higher.

o All providers in the same chain share the same contractual reference number from the

RT.02.01 template.

e RT.06.01 — Functions identification: Identifies business functions using ICT services,
assigning each function a unique code called “function identifier.” Each combination of LEI
code, regulated activity, and business function will have a specific identification code. It is
essential during audits to assess the impact of potential disruptions and develop ICT risk

mitigation strategies.

e RT.07.01 — Assessments of the ICT services: Collects information related to the risk

assessment of ICT services, including:
o Possibility of service replacement.
o Date of the last review or audit.
o Impact of the service on critical business functions.

The adoption of these templates within the information register allows financial institutions to manage
ICT contracts in a structured and compliant manner. This approach provides a clear overview of all
involved entities, including branches and divisions, facilitating detailed monitoring of contracts and

suppliers.

In the following chapters, through an in-depth analysis of the case study, this thesis will focus on how
the institution has designed and conducted its implementation processes of this regulation, following
the guidelines provided by the authorities and facilitating them through a methodical approach to the

main project management theories.



4.3 Phases of the compliance project

Following a detailed analysis of the main categories of information required by supervisory
authorities in the guidelines, addressed to organizations within the regulatory perimeter, it is essential
to further examine the timeline and strategic milestones established for the implementation of the

DORA project.

In the following paragraphs, a structured analysis will be conducted to identify the operational phases
that constitute the regulatory implementation process, systematically outlining the key activities to be
undertaken. Specifically, the focus will be on identifying the critical steps, execution timelines, and

preparatory actions necessary to ensure regulatory compliance within the institution considered as a

case study.
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Figure 1: DORA timeline

Figure [ illustrates a timeline defined by the authority, highlighting the main phases and deadlines up
to the official submission of the DORA register. As highlighted, the project spans an approximate
timeframe of six months, during which a series of essential activities are carried out to ensure the

proper enforcement of the regulatory framework.

In the initial phase, a systematic definition and collection of relevant information is required to
establish an initial dataset that is as consistent as possible with regulatory requirements. Subsequently,
through an iterative process of data analysis and validation, intermediate feedback has to be obtained

to assess the accuracy, completeness, and quality of the processed information.

Once the dataset has been refined, the project advances to the aggregation and normalization phase,
ensuring coherence among the collected elements and alignment with the standards required by
supervisory authorities. Finally, in the concluding phase of the project, the final documentation is
drafted and formalized. After undergoing the necessary internal reviews and approvals, it is officially

published and submitted to the competent authorities for verification and validation.



The adopted approach will make it possible to highlight the methodological steps, the potential
challenges encountered throughout the regulatory adaptation process, and the operational solutions
implemented to ensure an effective and compliant execution in accordance with the standards set by

the competent authorities.
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Figure 2: Project timeline

Alongside the regulatory milestones provided by the authorities, the management team has structured
an internal project plan with clearly defined deadlines, aimed at ensuring timely and accurate

completion of the DORA register by the mandated submission date.

Figure 2 provides a detailed illustration of the various operational phases planned for the full
implementation of the DORA register within the organization. Each phase plays a crucial role in
ensuring the proper design, validation, and deployment of the register. The process begins with the
definition of the DORA register template, which involves designing the data model that will serve as
the structural foundation of the register. This template identifies the mandatory fields, the types of
information to be collected, the classification methods, and the tracking logic required by the

regulator.

Next, a dry-run exercise, required by the authorities as previously mentioned, is carried out. This
serves as a test simulation of the entire registration process and allows the organization to assess the
effectiveness of the newly defined model, identify any operational issues or data inconsistencies, and

make the necessary adjustments before the official start of the registration activities.

The following phase involves the definition of the contractual perimeter, a strategic step aimed at
precisely identifying the contracts that fall within the scope of the DORA register. This includes
evaluating the nature of the contracts, their relevance to critical ICT services, and their geographical

distribution, to ensure that all relevant third-party relationships are accurately mapped.



Once the scope is defined, the process moves into the operational phase of contract registration, which
is carried out in two separate steps. First, all Italian contracts are registered, in accordance with the
specifications outlined in the template, and using, where possible, automated tools for data extraction
and entry. In the second step, all foreign contracts are registered, a task that may involve additional

complexity due to linguistic, regulatory, and documentation differences across jurisdictions.

Finally, the process concludes with the deployment of the DORA register. At this stage, the register
is officially activated, integrated into existing business processes, and set up for continuous updates.
The system thus becomes a dynamic and strategic tool, not only for meeting regulatory requirements

but also for supporting the ongoing monitoring and management of third-party risk.

4.3.1 Definition of the regulatory application perimeter

The identification of the regulatory application perimeter of the DORA regulation at a contractual
level constitutes a key element in the implementation of the final document, necessary to ensure
operational resilience and the security of digital infrastructures within the financial sector. The correct
definition of the perimeter is essential to precisely delineate the scope of contracts subject to
regulation, allowing the identification of contractual relationships that directly or indirectly impact
operational continuity, IT system security, and data protection. An accurate classification of contracts,
therefore, represents a fundamental prerequisite for effective compliance, reducing risks associated
with interpretations that are not aligned with regulatory requirements and mitigating exposure to

potential operational vulnerabilities.

In the context of DORA regulation implementation, it is therefore essential to identify, with objective
and methodologically structured criteria, the contracts that fall within the regulatory perimeter. To
achieve this, specific parameters are adopted that allow the scope of application to be delimited based
on key elements, such as the temporal validity of the contract, the type of services covered, the impact
on end customers, and the legal jurisdiction of the involved entities, the main aspects of which are

detailed below:

o Contract temporal validity: in defining the application perimeter, it was decided to include
contracts that are still active, whose services are therefore still normally provided. However,
in certain specific cases, the inclusion of some expired or renewable contracts has been
defined, provided that such services covered, in whole or in part, the year 2024. This
requirement was established to ensure that the analyzed contracts are effectively relevant to

the current operational structure of the organization and reflect the most recent regulatory and



technological developments. The objective is to avoid cataloging obsolete contracts whose

terms may no longer be consistent with the regulatory provisions in force.

Type of services covered by the contract: for a contractual agreement to be included in the
regulatory perimeter, it must concern IT services or services supporting IT infrastructures.
Therefore, contracts regulating software supply, cloud services, cybersecurity solutions, IT
security management, system maintenance, data hosting, and critical digital platforms are
included in the perimeter. Additionally, contracts that do not have a strictly technological
purpose but represent an essential support for the IT infrastructure are also considered
relevant. For example, contracts for data center management, technical assistance on hardware
devices, and network services, which, although not directly classifiable as IT services, play a

crucial role in operational resilience.

Impact of the contract on end customers: one of the fundamental requirements of DORA
regulation is certainly the cataloging of only contracts concerning services with a direct impact
on the end customer. This includes, for example, agreements related to electronic payment
systems, platforms for managing digital transactions, and IT technical assistance services
aimed at end users. However, it has been defined as relevant to also consider those contracts
that, although not having an immediate impact on the user, support services with direct effects
on the end customer. Among these, for example, are contracts for IT infrastructure
maintenance, telecommunications network management, or IT security monitoring, which

indirectly contribute to the stability and reliability of the services provided to customers.

Jurisdiction and involved legal entities: the organization taken as a case study operates through
multiple legal entities distributed across different European jurisdictions, but only some of
them fall within the regulatory perimeter imposed by DORA. Consequently, it was decided to

include as relevant only the contracts referable to the following legal entities:
o Italy
o Nordics (Denmark, Norway, Finland)
o Germany (Deutschland)
o Deutschland
o Poland

o Finland



This territorial delimitation was defined with the aim of ensuring the maximum coverage and control
of the services provided within the European Union, avoiding overlapping of information and
unnecessary redundancies within the official documentation in individual jurisdictions and ensuring

a targeted regulatory adaptation to the specific legal entities of the organization.

From this overview, it becomes clear how the definition of the regulatory perimeter presents several
critical issues, mainly attributable to the complexity and differentiation of IT infrastructures, the
presence of third-party providers, and the management of multiple or overlapping contracts. A first
obstacle is represented by the difficulty of accurately mapping the entire IT supply chain, especially
in cases where certain services are subcontracted or fragmented among multiple suppliers. This
fragmentation can generate interpretative uncertainties, making it more difficult to precisely

determine which contracts should be included in the regulatory perimeter.

Another critical aspect is given by the heterogeneity of contractual relationships, which can lead to
gray areas in contract classification. Certain types of services may not immediately fall within
traditional definitions of "IT services", while still playing a strategic role in the operational continuity
of the organization. The main challenge, therefore, consists of finding a balance between including
all critical contracts and avoiding over-regulation, which could burden the compliance management

process.

To address such critical issues, it is necessary to adopt a rigorous methodological approach, based on
principles of effective governance and on a risk management framework that ensures that the
regulatory perimeter remains continuously updated concerning regulatory and operational
developments. A key element is represented by the standardization of contract classification
procedures, which must be carried out through clear and replicable evaluation criteria over time. This
approach ensures consistency in the application of regulations and minimizes the risk of interpretative

CITOIS.

Finally, a dynamic approach to compliance management is essential to ensure adaptability to future
regulatory developments. The IT security and digital resilience sector is in constant transformation,
and institutions must be ready to adjust their regulatory perimeter to emerging challenges. The
adoption of such strategies will ensure effective regulatory perimeter management, improving the
organization’s ability to respond proactively to regulatory requirements and strengthening its

operational resilience.



4.3.2. Analysis of the company's value chain and vendors mapping

Following the delineation of the main characteristics of contracts and the parameters necessary for
defining their inclusion perimeter, the second phase undertaken within the project was the definition
of the company's value chain and the corresponding vendor mapping. These two aspects are
fundamental to ensuring operational resilience and the continuity of essential services. In a context
where businesses operate within increasingly interconnected ecosystems and rely heavily on external
vendors, it becomes crucial to understand internal organizational dynamics in order to anticipate,
mitigate, and manage operational risks that could compromise the normal execution of business

activities.

Starting from the concept of the company's value chain, it can be defined as the set of processes,
resources, and infrastructures involved in the creation and delivery of products or services (Porter,
1985). However, this chain is not a closed system; instead, it incorporates a complex and
interdependent network that includes both internal organizational units and an extensive network of
external vendors. In the IT and financial sectors, for example, these connections are particularly
evident in the form of strategic services such as cloud computing, cybersecurity, network
infrastructure, and payment services. While these dependencies enable companies to improve
efficiency and reduce operational costs, they simultaneously increase their exposure to technical,

operational, and regulatory risks, which must be carefully monitored and managed.

Another critical aspect is the relationship between the company's value chain and risk management,
particularly concerning what DORA requires from organizations in terms of governance. As
extensively discussed in previous chapters, DORA mandates financial and technology sector
companies to ensure a high level of operational resilience, requiring a systematic approach to third-
party evaluation and management. Specifically, the regulation obliges companies to conduct an in-
depth mapping of their supply chain, identifying vulnerabilities resulting from dependencies on third-
party vendors and implementing appropriate mitigation measures to reduce the risks of service

disruptions.

This requirement leads to a detailed classification of vendors based on their strategic importance and
impact on operational continuity. A vendor is classified as critical when a malfunction, service
interruption, or security breach could significantly impact the company’s operations and its ability to
provide essential services to end customers. Consequently, an in-depth analysis of third-party
dependencies is essential, as these dependencies can introduce risks that, if not properly mitigated,

may evolve into structural vulnerabilities capable of compromising the operational stability of the



entire organization. There are four primary risks that must be considered, each of which is detailed

below:

e Concentration risk: This occurs when a company is excessively dependent on a single vendor
for essential services. This condition is particularly risky in highly specialized technological
environments, where the failure or disruption of a single vendor can trigger cascading effects
across the entire company’s supply chain. The concentration of vendors in a limited number
of global providers—especially in cloud services, cybersecurity, and IT infrastructures—
makes it necessary to diversify strategic partnerships to reduce exposure to a single point of

failure.

e Disruptions and service interruption risk: These may result from technical failures,
infrastructure malfunctions, or resource management issues by the vendor. The operational
instability of a critical vendor can lead to delays in service delivery, data loss, reduced
company performance, and negative impacts on customer experience. This type of risk is
particularly evident in cloud services and data centers, where prolonged downtime can cause

significant financial losses and reputational damage.

e Cybersecurity risk: A vendor may become a potential attack vector for the entire company’s
infrastructure. Cyberattacks targeting critical vendors can compromise data security, expose
sensitive information to external threats, or create unauthorized access to corporate systems.
Given the increasing sophistication of cyber threats, it is necessary to maintain continuous
monitoring of critical vendor security, adopting preventive measures, periodic audits, and

incident response protocols.

e Regulatory non-compliance risk: A critical vendor that does not comply with regulatory
requirements set by authorities may expose the company to financial penalties, operational
restrictions, and compliance remediation obligations that could significantly impact business
continuity. Organizations must ensure that their vendors adhere to strict compliance standards,
implementing due diligence and monitoring processes to prevent potential regulatory

violations.

To address these criticalities, the sample company recognized the need to implement a structured
process for mapping vulnerabilities along the company’s value chain, identifying high-risk exposure
areas and developing targeted mitigation strategies. During this phase, vendors were classified based
on macro-activity areas and the type of service provided, assigning each a corresponding level of

criticality based on its strategic importance to the organization. This mapping is structured across



multiple levels of depth and detail, beginning with a broader and more general perspective and

gradually narrowing down to increasingly specific aspects of operations performed.

Business Domain

Value Streams

Business Capabilities

Figure 3: Vendor mapping

As described in Figure 2, the mapping presents three levels of detail, through which it is possible to

collect criticality information for each vendor belonging to the service production chain:

Business Domain: This represents the highest level of the mapping and provides a macro-
structural view of the main operational areas of the organization. This level divides the
company into large activity segments that reflect the main functions and critical areas that
depend on external vendors.

Value Streams: These represent the second level of mapping detail and describe the value
flows through which the company generates products or services, highlighting the main
interdependencies between different operational units. At this level, it is analyzed how
external vendors contribute to key business processes, identifying the role that each vendor
plays within the value chain.

Business Capabilities: This is the most detailed level of the mapping, which specifically
describes the skills, resources, and technologies required to carry out operational activities. It
allows identifying specific business functions that depend on certain vendors and assessing

the organization’s degree of exposure to potential service disruptions.

In the case study analyzed in this thesis, this tool made it possible to obtain a detailed picture of the

company's supply chain structure and to identify possible vulnerability areas. Once the entire



corporate mapping was completed, a selection of vendors falling within the DORA perimeter was

carried out: only providers delivering IT-level services or supporting them were selected.

But how is the impact of these vendors and their related services then classified within the final

documentation and communicated to the competent authorities?

As discussed in Chapter 4.2, the RT.06.01 parameter of the official register has precisely the purpose
of clarifying the function and the connections between the various links in the service production
chain, aiming to highlight weaknesses in operational resilience. This underscores the importance of
standardizing the recognition processes for each of the main application areas of third-party vendors
and their relative impact on the company's value chain through a unique code called the "Function

Identifier" (Figure 3). This code represents the combination of three factors:

¢ Function Name: The first factor is the combination of the three levels of vendor mapping
previously described: first, the macro intervention area is defined, followed by the type of
value flows, and finally, the specific type of service that the third-party vendor provides to the
company.

e Legal Entity: The second factor clarifies the legal entity involved in the provided service,
indicating the jurisdiction under which and towards which the third-party vendor operates its
service.

e Licensed Activity: The third factor defines the type of good or service delivered to the final

customer by the company for which the register is being drafted (in this case: sample

company).
Business Domain
Function Name Value Streams
Business
Capabilities
Function Identifier Legal Entity

Licensed Activity

Figure 4: Function Identifier Composition



During this project phase, an in-depth analysis was conducted on all possible code combinations,
assigning each a specific level of criticality and vulnerability. Subsequently, this information was
integrated into the official DORA register, allowing for a dynamic assignment to each contract type

based on its specific characteristics.

For each contract to be registered, dedicated columns were set up to progressively determine the exact
position of the vendor within the mapping, automatically generate the Function Name, select the
Licensed Activity, which indicates the type of license authorizing the company to operate, and define

the Legal Entity of reference, namely the competent jurisdiction for the contract.

The result of this combination leads to the automatic generation of the identification code, which
provides the competent authorities with a clear and concise representation of the level of criticality
associated with the specific contract. As an example, Figure 4 illustrates how this information is

stored and structured within the official DORA register.

Business Domain Value Streams Business Capabilities Function Name Licensed Activity Legal Entity Function Identifier

Acquiring - Accept payment
Payment Capture transactions (payment
capture) - Payment Capture

Accept payment transactions
(payment capture)

Execution of payment

Acquirin
4 € transaction

Italy F1

Figure 5: Example of Function Identifier

In conclusion, this project phase focused on the management and classification of the company's
value chain has proven to be a key element in identifying the main vulnerabilities while ensuring

operational security, regulatory compliance, and digital resilience.

Once these initial categorization processes have been defined, adopting a proactive approach to risk
management, supported by advanced monitoring tools, structured evaluation methodologies, and
continuous adaptation to regulatory changes, will enable organizations to limit their exposure to
operational risks. At the same time, this strategy will help enhance their ability to respond to
unforeseen events, reducing the impact of potential critical issues and ensuring greater business

stability.



4.3.3 Project management processes for pre-existing contracts.

Once the process of defining the perimeter and mapping the vendors within the company’s value
chain was completed, the project entered the first phase of actual contract analysis and study.
Consequently, it became necessary to implement a structured framework for managing pre-existing
contracts, which represented a strategic activity aimed at ensuring a systematic and compliant
registration of contractual information already in use. To effectively manage the process, a
methodological approach was applied, structured in multiple phases, each aimed at ensuring the
progressive integration and normalization of contractual data within the centralized registration

system.

Based on the vendor mapping, extensively described in the previous chapter, a risk-based
prioritization was carried out for the contracts within the defined perimeter, categorizing them into
two macro-groups: critical contracts and non-critical contracts. This classification played a key role
in the management process, allowing for the prioritization of registration activities and the

optimization of the operational workload.

In this context, the competent authorities decided to require each company to participate in a
preliminary dry-run exercise: this initiative was designed to support and verify how different
institutions approached an initial data collection on a limited sample of contracts, which were
reviewed and assessed to provide feedback and guidelines on the work performed. To initiate the
process of onboarding contracts into the centralized register, a representative sample of 30 critical
contracts was selected, signed with vendors that had the greatest impact on the company’s value chain.
The feedback received highlighted several areas for improvement, leading to a refinement of data
entry criteria and the definition of a set of rules for data normalization. Consequently, adjustments
were implemented in the registration processes, aimed at reducing the error margin in data accuracy

and enhancing the overall quality of the contractual dataset.

Simultaneously, a structured process was launched for collecting all contractual documentation,
requiring buyers—who are responsible for negotiating and signing agreements with external
suppliers—to handle the procurement and transmission of the necessary information to the project
team. This operation proved essential in ensuring traceability and completeness of the documentation,

mitigating the risk of omissions or informational misalignments.

Once the registration activities began, a significant portion of the contracts was found to be obsolete,
expired, or no longer relevant to the defined perimeter. To manage this situation, a contract scope

reassessment operation was conducted, aimed at identifying and classifying all non-relevant contracts



as "out of scope". This review allowed for a dynamic update of the contractual perimeter, optimizing
the registration process and reducing inefficiencies related to the management of inactive contractual

entities.

To ensure continuous monitoring of the project's progress, operational workflows were implemented
to track in real time the percentage of processed contracts compared to the remaining backlog,
providing a solid data-driven foundation for reporting and process optimization. A supplementary
support document called "Screening Overview" was introduced, designed to offer a clear and

structured view of the project's progress and facilitate operational management.

Legal entity Agrg::;ent Vendor Critical Status DORA Relevant | Rol Presence Notes
Italy 3221 XXXXX Yes Active Yes Yes Cloud platform
agreement
Figure 6: Example of Contract in Screening
Llegal Entity CRITICAL NOT-CRITICAL TOTAL
Completed Total Completed Total

Italy 147 147 281 281 428
Denmark 15 15 88 88 103
Norway 3 3 21 21 24
Finland 1 1 9 9 10
Germany 2 2 45 45 47
Deutschland 33 33 30 30 63
Poland 8 8 7 7 15
Finland 5 5 11 11 16
Totale complessivo 214 214 492 492 706

Figure 7: Resuming Table of Completed Contract

As described in Figure 5, this document contains the main information for each contractual element,
such as the reference legal entity, the unique contract identification code, the criticality level, the
vendor with whom the agreement was signed, the contractual status, and its inclusion within the
DORA perimeter. Finally, for traceability purposes, the "ROI Presence" column was dedicated to

defining the actual registration of the contract within the register.

Furthermore, as illustrated in Figure 6, a dynamic pivot table was created, linked to the data entered
in this document, which categorizes the total number of contracts into critical and non-critical

contracts, keeping track of those that have already been completed in relation to the total, further



divided by legal entity. As can be observed, Figure 6 provides a frame taken at a final stage of the

project, displaying the total number of registered contracts.

Once the management of all legacy contracts was stabilized and automated, the registration process
was focused on contracts within the Italian perimeter, which, due to their more recurring structure,
were easier to register and categorize. Consequently, a dedicated team was established and assigned
the task of carrying forward the registration of these specific contracts within the register until

completion.

4.3.4 Execution of governance processes for foreign legal entities and subsidiaries.

After stabilizing the contract registration process for Italian legal entities, attention shifted to foreign
legal entities and subsidiaries. This phase represented a fundamental step in ensuring effective
contract governance at an international level, requiring the implementation of new procedures to
ensure alignment with corporate standards and local regulations. A crucial aspect was maintaining a
consistent approach to contract data management, avoiding discrepancies across different

jurisdictions and ensuring a unified view of the contractual perimeter.

The first phase involved an in-depth analysis of the existing contract management systems to identify
any differences in document storage and formatting methods. Unlike the Italian context, where
contracts were primarily stored as documents within corporate repositories based on SharePoint,
foreign countries used the SAP Ariba system for contract registration and storage. The adoption of
this platform represented a significant advantage, as it made information retrieval easier and allowed

for smoother integration into the centralized registry.

Since the Digital Operational Resilience Act (DORA) is a European-wide initiative, regulatory
directives remained uniform for all legal entities involved. This made it possible to standardize the
set of information required for contract registration, reducing the need for specific adaptations for
each jurisdiction. However, despite this regulatory harmonization, some differences emerged in
contract structure and drafting language, making additional measures necessary to ensure data

normalization and uniformity.

To ensure consistency with the classification framework adopted for Italian contracts, each legal
entity followed an internal mapping process, similar to the one already implemented for Italy. This
process led to the division of contracts into the two main categories already defined in the previous

chapter: critical and non-critical contracts, facilitating a targeted planning of registration activities.



The categorization thus enabled the assignment of priority levels to contracts, giving precedence to

those with a greater impact on the company's value chain.

A detailed operational plan was then defined to ensure a progressive and efficient registration process.
The first objective was to focus on the most strategically relevant entities, establishing a registration
order based on the importance and relevance of the contracts managed by each of them (critical
contracts). Once these priorities were defined, foreign teams received precise instructions on how to
proceed with data entry into the registry, including details on which information to extract from their

internal contract datasets.

To facilitate the data collection and registration process, reference teams were designated within each
legal entity, tasked with coordinating and supervising contract data acquisition and entry activities.
These teams worked closely with the one operating in the Italian headquarters, which provided
support in defining the best methodologies for registration. Preliminary meetings were organized for
each legal entity, with the goal of detailing the approach required by the DORA registry, specifying

the necessary data, and outlining the operational workflow to follow.

To standardize data collection and entry procedures, operational checklists and detailed guidelines
were developed. Periodic monitoring meetings were organized to check the progress of contract
registration and identify any critical issues. In particularly complex situations, where extracting
information from contractual documents was challenging, these collaborations proved to be
particularly useful: for some types of contracts, significantly more in-depth, the pre-existing
knowledge of contracts and the specific language from local teams, combined with the greater
mastery of the registry from the Italian team, worked in synergy to ensure a faster and more effective

contract entry procedure.

Communication between the headquarters and foreign branches was a key element in ensuring the
effectiveness of the process. Agile communication tools were adopted, including email exchanges
and video conference meetings, which allowed for constant coordination among the various entities
and timely resolution of any operational issues. This approach ensured close collaboration between

the different teams involved, contributing to an overall improvement in operational efficiency.

At the end of the registration of all contracts, final review meetings were scheduled for each legal
entity, with the goal of identifying and resolving any discrepancies in contract formats across different
jurisdictions. This concluding phase enabled the standardization of information between the now
consolidated Italian registry and foreign registries, ensuring a uniform level of detail and accuracy.

Once this harmonization process was completed, individual registries were integrated into a single



European registry, allowing for macro-level monitoring of the entire contractual perimeter and

offering a structured and centralized overview.

To ensure continuous control over project progress, a continuous monitoring system was activated,
allowing real-time tracking of progress and the status of contract entry operations. The Italian
management team supervised the progress of foreign contract registration, using the same tracking
tools adopted for Italian contracts: each contract was thoroughly recorded in the screening overview
document, which made it possible to monitor the number of contracts still to be registered, those

already completed, and the total overall.

The implementation of these governance processes ensured a structured, standardized, and efficient
approach to contract management for all legal entities and subsidiaries, like that used for the
management of the Italian area. Additionally, it strengthened operational resilience and regulatory
compliance on a European scale, ensuring centralized and transparent management of all contractual
information at the corporate level. This detailed and structured alignment across the organization's
various areas of competence represented a significant step in improving corporate governance,
helping to enhance operational efficiency and ensure a rigorous and unified approach in compliance

with current regulations.

4.3.5 Realization of a fully completed DORA register.

As described in the previous sections, the project has undergone extensive phases of analysis,
verification, and implementation, leading to a highly detailed definition of the current state of
interconnections within the sample company. After a long and structured process of contract
registration and management in compliance with the Digital Operational Resilience Act (DORA), the
project reached its final phase: the realization of a fully completed and integrated official DORA
register. This register serves as the cornerstone of contractual governance for all corporate entities,
both Italian and foreign, providing a centralized, structured, and detailed view of all active agreements

with ICT service providers.

The creation of a comprehensive and standardized contractual archive ensures not only transparency
and traceability but also facilitates operational management, risk control, and compliance with
European regulations. Each contract included in the register has been analyzed and classified

rigorously, with a level of detail that enables immediate identification of key information.



To ensure completeness and consistency, and above all an immediate understanding of the type of
information, the register has been divided into macro-areas of information, as outlined in Chapter 4.2
of this study. Each of these macro-areas collects specific data on contracts, involved entities,
economic conditions, contractual clauses, and ICT service providers. Below is a detailed description

of each macro-area and the information contained therein.

a. Identification of legal entities (B_01.01/02/03)

One of the fundamental aspects of building the DORA register concerns the identification of the legal
entities involved in contracts. This section allows for precisely establishing which legal entity

operates in the described contract. The collected data includes:

o Legal entity: The name of the legal entity, among those listed and approved by the regulation,

to which the contract refers.
e Country of the legal entity: The country where the company is registered and operates.

This information constitutes the initial part of the register, providing a clear and well-defined

approach to contract classification.

b. Identification of ICT providers (B_05.01)

Since DORA regulations focus particularly on managing risks related to ICT service provision, it is
essential to have a detailed overview of all external providers involved. This macro-area is therefore
responsible for collecting key data to track and monitor the digital service providers used by the

company. The main types of information contained include:

e Vendor identification code and type of identification code: Each provider is identified by a

unique code, which may correspond to a VAT number, LEI code, or another EUID code.
e Vendor legal name: The official name of the service provider company.

e Country of the vendor headquarters: The provider’s legal headquarters, useful for determining

the jurisdictions involved and potential regulatory risks.

e Currency used with this vendor: The currency used for payments to the provider, fundamental

for analyzing financial management and economic stability of the relationship.



Total estimated cost for 2024 on this vendor: The expected cost for ICT services provided by
this vendor in the reference year, which helps determine financial exposure and the strategic

relevance of the contract.

Ultimate parent of the vendor: If the provider is part of a larger corporate group, this
information allows for reconstructing the ownership chain and understanding any ties to other

economic entities.

Ultimate parent’s identification code: The unique identification code of the vendor’s parent

company, useful for tracking its corporate group aftiliation.

This macro-area enables a clear and structured control of all actors involved in ICT service provision,

highlighting potential concentration risks or critical dependencies.

C.

General contract information (B_02.01)

The core of the DORA register is the section dedicated to contracts. Each agreement is registered with

a complete set of information, allowing the identification of key characteristics, involved parties, and

financial details.

Contract identification code: A unique code assigned to each contract for rapid identification.

Type of contract: Distinction between single contracts and framework agreements regulating

multiple supplies or services.

Buyer of the contract and Contract owner: Internal entities responsible for negotiating and

managing the agreement.

Total estimated cost for 2024 on this contract and Currency for this contract: Details on

expected costs for the year and the currency used.

d. Specific contract information (B_02.02)

Once the general information on the contract has been defined, additional specifics are provided for

each contract, such as the type of service offered and contractual details, total estimated cost for 2024

on this contract and currency for this contract: Financial details for the reference year.

Type of services provided: Category of services supplied (software licenses, hardware, ICT

consulting, data analysis, etc.).



o Start date and End date: Contract start and expiration dates.
e Notice period for early termination (both for the vendor and the company).
e Governing law: Applicable legislation.

e Use of data storage and country of location: Crucial for managing GDPR compliance and

other data regulations.

e. List of intra-group contracts (B_02.03)

This section ensures a comprehensive mapping of contractual conditions, providing a unique and

updated reference for all parties involved.

o If the contract is an agreement between companies within the same group (Yes/No).

f. Entities signing contracts for receiving ICT services (B_03.01/02)

Once the general and specific contract information has been established, the DORA register reserves
a dedicated section for clarifying who signs contracts and with what authority, providing a clear
framework of responsibilities within the organization and relationships with external providers. Here,
internal actors authorized to sign ICT service acquisition contracts are identified, ensuring correct

attribution of responsibilities. The collected data includes:
e Name of the signatory entity or individual

o Identification code of the signatory entity or individual

g. Financial entities signing contracts for providing ICT services to other entities in the

group (B_03.03)

When an entity within the corporate group provides ICT services to another entity within the same
organization, the register keeps track of who signs the contract and regulates its terms, distinguishing
these contracts from those with external providers. This section ensures a clear separation between

internal and external responsibilities, facilitating control over delegation and signing procedures.



h. Identification of entities using ICT services (B_04.01)

This macro-area allows for the registration of which corporate entities actually utilize the ICT services
governed by the contracts. It is a fundamental section for understanding the scope of service usage

and ensuring that all entities relying on a service are properly registered and tracked within the system.
The collected information includes:

o Name of the entity using the service

o Identification code of the entity using the service

The inclusion of this section makes it possible to clearly link contracts to their final beneficiaries,

providing more effective monitoring of ICT service usage at the corporate level.

i. Vendor position in the ICT supply chain (B_05.02)

A critical aspect of operational risk management concerns the vendor’s position within the ICT supply
chain. This section helps understand how integrated a given provider is in the supply chain and

whether they represent a potential vulnerability in case of service disruptions.

1. The vendor is first-level, directly providing services to the company.

2. The vendor is second-level, providing services to another supplier of the company.

This distinction is essential for understanding the complexity of the ICT supply chain and identifying

potential vulnerabilities that could impact the functioning of the company's digital infrastructure.

j- Identification of functions and regulated activities (B_06.01)

Each contract can be associated with a specific corporate function or a regulated activity, as detailed
in Chapter 4.3.2. This section of the register allows contracts to be categorized based on their purpose

and operational impact, ensuring better organization and management of responsibilities.

The recorded fields include:
o Function identifier: Code that identifies the corporate function associated with the contract.
o Licensed activity: If applicable, the regulated activity for which the contract was signed.

o Legal entity: The legal entity to which the function is associated.



e Function name: The name of the corporate function that utilizes the ICT service.

e Number of types of services provided for this contract (1, 2, 3...): The number of different

ICT services covered by the agreement.

This section helps to link contracts to corporate functions, facilitating resource management and

operational responsibility allocation.

k. Risk assessment and vendor substitutability (B_07.01)

Another crucial aspect of the DORA register is the assessment of operational risks related to ICT
service providers. This section evaluates the criticality of each provider based on three key

parameters:

e Substitutability of the vendor: Measures how difficult it would be to replace the provider if

needed, classified into three levels:
o Low: The provider is easily replaceable.
o Medium: Replacement requires a certain level of effort.
o High: The provider is critical, and replacement is highly complex.

o Impact of discontinuity: Assesses the consequences of a potential service disruption, classified

as follows:

o Low: The impact of discontinuity is limited and does not affect the company's core

services.

o Medium: The impact of discontinuity affects some core services of the company, but

overall, operations can continue.

o High: The impact of discontinuity is significant and completely halts all corporate

services until resolved.

o Presence of an exit plan: Verifies whether there is a structured exit plan in case it becomes

necessary to terminate the contract with the current provider (Yes/No).

This section is fundamental to ensuring operational resilience and business continuity, reducing the

risk of critical dependencies that could jeopardize corporate functionality.



The DORA register represents a strategic milestone in the evolution of corporate contractual
governance, consolidating a structured, transparent, and regulation-compliant approach to managing
ICT contracts. Its realization marks a significant shift in how contractual relationships are managed
and monitored, allowing the company to maintain a clear, unified, and centralized view of all active

agreements with digital service providers.

By implementing a structured framework based on well-defined macro-areas, the register enables the
effective aggregation and organization of a vast range of contractual information. This includes
identifying involved entities, assessing operational risks associated with suppliers, analyzing financial

conditions, and defining the specific characteristics of each contract.

The implementation of this register is not just an endpoint but rather a starting point for the continuous
improvement of contractual governance. With a dynamic and updatable system, the company will be
able to quickly adapt to new regulations, evolving market conditions, and technological

advancements impacting the ICT sector.

Moreover, the adoption of a structured and standardized register lays the foundation for a smarter,
more efficient, and resilient approach to ICT contract management. This ensures greater security,
transparency, and competitiveness in an environment of increasing operational and regulatory

complexity.



5. Conclusion

5.1 Summary of the case study results

At the conclusion of this study, it is essential to draw the main conclusions that the analysis of the
state of the art and the case study conducted within the company have provided. The implementation
of the DORA register has indeed represented a crucial step in the evolution of corporate contract
governance in the IT sector, consolidating an innovative and structured approach to contract
management. The project has had a significant impact on various levels, providing a centralized and
uniform vision of contractual documentation and strengthening the company's ability to ensure

transparency, regulatory compliance, and operational resilience.

One of the key aspects of the implementation of the DORA regulation has undoubtedly been the
enhancement of operational risk management. A detailed model of the external service supply chain
and the dependencies on third-party entities has been introduced, enabling a precise evaluation of
vendor criticality, based on substitutability criteria and impact on business continuity. This
classification has allowed for the identification of vulnerabilities that could compromise the
continuity of ICT services, providing the company with the necessary tools to develop emergency

plans and risk mitigation strategies.

The final milestone and conclusion of the project was the consolidation of the official DORA register,
a fully integrated and standardized registration system, capable of collecting and organizing
contractual data from all corporate entities, both Italian and foreign. The adoption of a structure based
on clear and shared operational guidelines among all corporate entities has reduced the margin of
error in the entry and management of contractual data, providing a systematic vision of the
interconnections established by the sample company and ensuring a more efficient and targeted
management of information. This approach has not only simplified data retrieval and consultation but

has also provided a global and detailed perspective of the company's entire contractual perimeter.

One of the primary objectives achieved through the implementation of the regulation was the
complete alignment with European regulations, ensuring full compliance and uniformity across
various banking and payment sector entities. The project enabled the adoption of a coherent
regulatory framework for contract management, reducing the need for jurisdiction-specific
adaptations and increasing efficiency and speed in reporting and verification processes. The
integration of DORA directives has made it possible to enforce stricter control over contracts during
their definition phase, ensuring that each of them complies with the guidelines established by the

European Union regarding digital operational resilience. Finally, the application of this framework



has facilitated communication with regulatory authorities, allowing the company to more effectively

demonstrate its strengths and weaknesses in operational resilience.

5.2 Lessons learned and best practices

The results of this analysis on the implementation of the DORA regulation within an organization
have highlighted how a solid management of project management processes can play a crucial role
in the execution of complex and highly regulated projects. The approach adopted not only provided
significant evidence on contract governance dynamics and risk management but also laid the
foundations for a more structured and replicable operational model, capable of ensuring greater

efficiency, transparency, and regulatory compliance in the long term.

One of the most relevant aspects that emerged during the project is the importance of clear governance
and proper role allocation, which is essential for optimizing workflows and improving overall
efficiency. The creation of dedicated teams within each legal entity simplified the management of the
contract perimeter, enabling a more focused approach and greater accountability of the parties
involved. Furthermore, the adoption of a risk-based prioritization allowed resources to be
concentrated on the most critical contracts, thereby improving operational management and

minimizing delays in the registration processes.

Another crucial aspect concerns data standardization, an essential element to ensure regulatory
compliance and consistency across the different corporate entities. The use of a structured
categorization of contracts ensured uniformity in the storage and management of information,
facilitating data monitoring and analysis on a global scale. This approach has enabled a more solid
governance framework, reducing the risk of discrepancies and improving the overall quality of the

register.

Finally, the adoption of a continuous tracking system and accurate monitoring mechanisms has
ensured a high level of reliability and transparency in the registered contractual information. The
periodic validation sessions allowed for the verification of data quality and consistency, while the
introduction of dedicated monitoring documents enabled the constant control of contract status,
making it possible to track project progress in real-time and improving the company's ability to

respond to regulatory authorities' requests.

Drawing general conclusions, the experience gained from the implementation of the DORA register

demonstrates how strategic planning and the adoption of best practices in project management can



determine the success of a complex project. The presence of structured governance, well-defined
processes, clear roles, and advanced monitoring tools has made it possible to address the challenges
related to managing a large volume of data, coordinating international teams, and ensuring

compliance with stringent regulations.

A project of this magnitude requires a structured approach, in which each phase, from the initial
analysis to the final registration, is carefully planned and supported by appropriate tools. The
integration of agile management methodologies and advanced digital tools played a crucial role in
ensuring the necessary flexibility to adapt to operational needs, while at the same time improving

efficiency and the quality of the final outcome.

Thus, the implementation of the DORA register not only represents a significant achievement in terms
of regulatory compliance, but also constitutes a replicable model for other contract governance

projects.

5.3 Replicability of management processes and improvement opportunities

This study has highlighted the benefits that a solid project management methodology can bring to
complex and highly regulated project environments, similar to the implementation of the DORA
regulation. The dynamics and processes adopted not only enabled the achievement of high levels of
efficiency, regulatory compliance, and transparency, but also demonstrated their scalability and

adaptability in different contexts.

It is, therefore, possible to state that some of the methodologies and processes used in this project can
be adapted to institutions operating in similar sectors, such as banking, finance, IT service providers,

and insurance, which face the need to manage a multitude of complex contractual agreements.

One of the key aspects ensuring replicability is the structuring of the decision-making and operational

process, which can be divided into three fundamental elements:

e Standardization of procedures: The categorization of contracts and the adoption of macro-
areas of information facilitate the reuse of the model in different corporate contexts, ensuring
consistency and uniformity in management operations.

e Risk-based management: The prioritization of critical contracts, based on their impact on

operational continuity, can be applied in other sectors where resilience is essential.



¢ Continuous monitoring and improvement: The adoption of real-time tracking systems ensures
a more responsive and effective management, preventing discrepancies and improving the

ability to adapt to evolving regulations.
From these conclusions, can any improvements be identified in the replicability of these processes?

In this context, advanced automation based on AI and Natural Language Processing (NLP)
technologies could revolutionize the analysis and management of contracts, making these processes
more agile and automated and providing significant advantages to companies in terms of time and

resource optimization.

A system based on Artificial Intelligence, leveraging language analysis, could autonomously assess
contracts signed with suppliers, extract key information, and automatically insert it into a centralized
database. This Al-driven system could eventually replace the DORA register, transforming it into a
dynamic and adaptive system, capable of automatically updating and providing predictive analysis

on suppliers and risk management. The main benefits of an automated system could include:

e Reduction in registration time: Al could process a contract within seconds, drastically
reducing data entry times.

e Improved accuracy and error reduction: the use of Al eliminates the risk of manual errors,
ensuring greater consistency across registered information.

e Predictive analysis capability: thanks to machine learning, Al could anticipate future risks in
contracts based on historical trends, improving proactive risk management.

e Resource optimization: Ai can reduce manual effort and operational costs by automating the
contract analysis and data entry process, the system significantly decreases the need for human

involvement.

The implementation of the DORA register has demonstrated how a structured and methodical
approach to governance processes can lead to tangible results in terms of efficiency, compliance, and
operational resilience. However, the next evolutionary step will be the integration of advanced
automation tools, which will transform contract management into a more agile, intelligent, and

proactive system.

The future of contract governance will be increasingly oriented toward digitalization and intelligent
automation, allowing companies to transition from a reactive management approach to a predictive
and strategic model, capable of ensuring efficiency, compliance, and competitiveness in an

increasingly dynamic and regulated market.
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