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Abstract

In the last decade, our cities have undergone significant transformation due to the
widespread adoption of IoT (Internet of Things) sensors and smart devices owned
by citizens, resulting in significant improvements in urban life.

One of the most common and relevant research fields concerns the monitoring
of people’s movements, with the aim of enhancing services for citizens. This type
of monitoring also pertains to optimizing transportation infrastructure, bike lanes,
and public thoroughfares. However, it is also of crucial importance in identifying
and quantifying individuals in sensitive areas, such as ensuring safety during large-
scale events or at transit points. Additionally, it is essential to introduce new
technologies for tracking individuals in emergency situations, to reduce response
times and increase the likelihood of success.

In the context of this thesis, we focus on the WiFi fingerprinting technique,
which uses the MAC address of mobile devices as a proxy for people counting.
Due to European GDPR regulations and the stringent measures taken by major
smart device providers to enhance user privacy (e.g., through MAC address ran-
domization), most of the techniques examined in the past must be rethought and
redefined.

For this reason, we have adopted efficient probabilistic data structures called
Bloom filters for storing sensitive information. Thanks to their formal "deniability”
property, we are able to offer a solution that safeguards user privacy. Our solution
is also compatible with trajectory-based crowd monitoring, as these elements enable
set operations, such as intersection, for determining flows.
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Chapter 1
Introduction

Over the past years, Information and Communication Technologies (ICT) have ex-
perienced continuous development, thanks to advancements in both hardware and
software. The implementation of these technologies in cities has led to a signifi-
cant improvement in urban operations, with various terms coined to describe these
realities, such as "cyberville”, "digital city” and "smart city”.

The concept of a “smart city” represents the broadest abstraction among all the
used definitions, but there is still no final and universally accepted definition by
the academic community and industry experts. In simple terms, a smart city is
a place where traditional networks and services are made more efficient, flexible,
and sustainable through the use of information, digital, and telecommunication
technologies. The goal is to improve the city’s functioning for the benefit of its
inhabitants. In other words, a smart city leverages digital technologies to pro-
vide high-quality public services to its citizens while optimizing resource usage and
reducing environmental impact.

Monitoring people flows is another significant focus of digital city that aims to
enhance citizen services and ensure safety in sensitive areas and during transit.
It involves using advanced tracking technologies, which are particularly important
during health emergencies like the ongoing situation.

The world’s population has significantly increased in recent decades, as have
expectations regarding living standards. Projections indicate that by 2050, ap-
proximately 70% of the world’s population will reside in urban areas.

Turin, being the seventieth city worldwide and the fifth in Italy for the number
of in-person events held in 2022, faces the challenge of managing a high flow of
constantly moving people. This situation makes accurate people counting and
crowd monitoring essential elements for making effective decisions to ensure public
safety. The ability to precisely assess crowd dynamics, estimate necessary resources,
and optimize emergency response efforts is of vital importance for the authorities.
However, the task of counting and tracking individuals during large gatherings or
chaotic situations has always been a complex challenge.
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Introduction

The aim of this work is to find a solution to this problem using scanner (APs)
for scanning WiFi bands and probabilistic data structures called Bloom filters for
storing data classified as personal while ensuring complete privacy.

During this study, various issues and limiting factors will be addressed, some of
which are due to the system itself, including:

 Ability to detect only users carrying smart devices with enabled WiFi inter-
faces.

o Ability to detect a flow of users only under specific MAC address randomiza-
tion conditions.

o Inability to distinguish if a user is carrying multiple devices simultaneously,
such as smartwatches, smartphones, and tablets.

o Inability to fully counter the randomization of MAC addresses.

The second and last points in the list require important clarification. In recent
years, mobile device manufacturers have introduced MAC address randomization
techniques. This means that the same device uses random and different MAC ad-
dresses in various generated packets. This must be carefully managed by choosing
the most effective de-randomization systems to avoid counting the same client mul-
tiple times. It is also evident that monitoring flows under these circumstances is
extremely complicated.

Alternative solutions exist, such as those proposed by companies like Footfall
Cam, which offers various models. FootfallCam 3D Prowave uses depth data and
a custom radar system to measure area occupancy for collaboration. However, its
range of action is very limited, making the study of flows impractical. On the
other hand, the FootfallCam 3D Pro2 utilizes three-dimensional stereoscopic vision
technology to capture images, and its GPU runs artificial intelligence algorithms
that leverage depth, color, and texture models to identify individuals. However, in
this case, the main issue is privacy as it involves working with images of monitored
individuals.



Chapter 2
Technological issues

In this chapter, we will discuss the current state of WiFi probe requests, the im-
plementation of MAC address randomization in our smart devices, and touch upon
Bloom filters and their properties.

2.1 WiFi probe request

Discovering networks by scanning all possible channels and listening to beacons is
not considered very efficient (passive scanning). To improve this discovery process,
devices often use what is called active scanning.

In active scanning, devices iterate through all available channels and instead of
passively listening to signals in search of a network, they send a frame called Probe
request, asking which networks are available on that channel.

The Probe requests are sent to the broadcast address (FF:FF:FF:FF:FF:FF).
Upon receiving a probe request, an Access Point (AP) has the option to replay the
client of its presence by sending a probe response. However, if there are no APs
nearby or if the APs are in passive mode, the client will not receive any response.

Once a request is sent, the device starts a countdown called Probe Timer while
waiting for responses. At the end of the timer, the device processes the received
responses, and if nothing is received, it moves to the next channel and repeats the
discovery process. The process is illustrated in 2.1.

Devices sending Probe requests can specify the SSID they are looking for if they
are searching for a particular network. In such cases, only IBSS (Independent Basic
Service Set) stations or access points (APs) that support that SSID will respond.
The value of the SSID (Service Set IDentifier) can also be set to 0 (i.e., the SSID
field is present but empty). This is called a "Wildcard” SSID or "Null” Probe
request.

In 2.2, there is an example of the structure of a Probe request. We can now
analyze a list of information that can be found within it:
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Figure 2.1. Simplified probe transmission scheme

MAC header Frame body
bytes | 2 2 6 6 6 2 H Variable Variable 4
T T UL LI T 1T 17T 17T T Extemjﬂd T TT
Frame |Duration DA SA BSS ID Seq- | SSID ¢ Supported ¢ Supported 4 FCS
Control o Rates Eaptes '
1 1 | | | | Y T T | | | -

Figure 2.2.  Structure of probe request frame (reproduced from [1])

SSID: The name by which a WiFi network or WLAN identifies itself to its

users.

Supported Rates: Data rates supported by the device to enable a correct
connection; all indicated rates must be supported.

Request Information: Used to communicate various capabilities, preferences,
and requirements of the client device to the access points

Extended Supported Rates: Mandatory when the number of supported rates
exceeds eight; otherwise, its presence is optional.

DSSS Parameter Set: Used to indicate the channel.

Supported Operating Classes: List of operating classes or frequency ranges
that the client device is capable of using. Each operating class corresponds to
a specific set of WiFi channels.

HT Capabilities: MCS (Modulation and Coding Scheme) values which are
supported by the wireless network.

20/40 BSS Coexistence: Feature that allows devices to operate in both 20
MHz and 40 MHz channel bandwidths in the same Basic Service Set (BSS).
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2.1 — WiFi probe request

Extended Capabilities: Used to indicate specific features or functionalities
that the device supports beyond the basic capabilities defined in the standard
Wi-Fi specifications (802.11k, 802.11v, 802.11r)

SSID List: List of Service Set Identifiers (SSIDs) that the WiFi client device
is seeking or has previously connected to.

Channel Usage: Information about the current channel utilization of a WiFi
client device.

Interworking: Indicate the client device’s support for specific interworking
features. Interworking is the ability of a WiFi client to seamlessly connect and
switch between different types of networks, such as WiFi, cellular networks,
and other wireless technologies, in a unified and efficient manner.

Mesh ID: Used by device in a Mesh network to identify itself and indicate its
presence as a potential node or participant.

Vendor Specific: Used from manufacturers to include custom or proprietary

information in the probe request, which can be utilized by specific vendor-
specific features, services, or protocols.

Scans are essential to maintain WiFi connections during the device’s sleep state,

constantly seeking better signal strength to improve the user experience. Further-
more, search requests are crucial for connecting to hidden networks where access
points (AP) do not broadcast beacons.

1 2 3 4 5 6 7 8 9 10 1 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484 Center Frequency

22 MHz

Figure 2.3. Communication channels used by WiFi networks (reproduced from [1])

In 2.3, there is a depiction of the 14 distinct channels utilized by WiFi networks,

along with the central frequency spectrum for each of these channels. The illustra-
tion emphasizes Channels 1, 6, and 11, which are commonly employed by wireless
routers due to their lack of frequency spectrum overlap between one another.
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2.2 Bluetooth probe request

Bluetooth devices function within the globally unlicensed 2.4 GHz short-range radio
frequency spectrum. This unlicensed frequency allows Bluetooth technology to be
used without the need for regulatory approval or licensing, enabling its widespread
adoption worldwide.

When a device has its Bluetooth interface activated, it can be in two distinct
states, each serving different purposes and functions:

e Discoverable State: In this mode, the Bluetooth device actively broadcasts its
presence to other nearby Bluetooth devices, making itself visible and available
for pairing and communication. When in this state, the device is actively
seeking to establish connections with other compatible devices.

o Non-Discoverable State: When a device is in the non-discoverable state, it
does not actively broadcast its presence to other devices in the proximity.
This mode is useful for enhancing privacy and security, as the device remains
hidden and will not be detected by other Bluetooth devices during normal
scanning procedures. However, even in this state, the device can still connect
to other devices that are in the discoverable state, as long as they initiate the
pairing process.

Master time Slave

N
Send inquiry packets 4—

Send inquiry reply

Figure 2.4. Inquiry process

Bluetooth’s ability to switch between these two states allows for efficient and
controlled communication, striking a balance between user convenience and pri-
vacy. Users can decide when and how their devices interact with others, ensuring
a seamless and secure Bluetooth experience.

Bluetooth networks utilize a master/slave model to regulate the transmission of
data, determining when and where devices can exchange information. To discover
other Bluetooth devices, the Bluetooth protocol employs a method similar to WiFi
probe requests, known as the "inquiry mode”, as showed in 2.4. In this mode, a

10



2.3 — MAC address

Bluetooth device sends out inquiry packets, essentially broadcasting a request to
find nearby devices. Other devices within range and in inquiry scan mode can
respond with inquiry replies, providing the necessary information for establishing
a connection.

During the inquiry process, devices exchange relevant data, such as their MAC
addresses and other identification information, facilitating the setup of a connection
between them.

2.3 MAC address

MAC address stands for Media Access Control Address, which serves as a unique
identifier for an IEEE 802 network interface. IEEE 802 encompasses various stan-
dards used in networking technologies, including Ethernet, WiFi, ZigBee, FDDI
(Fiber Distributed Data Interface), and Bluetooth, among others. Each network
interface is assigned a distinct MAC address, allowing devices to be uniquely iden-
tified.

A device equipped with both a WiFi card and a Bluetooth card will have two
MAC addresses, one for each card. Specifically, a MAC address is a 48-bit code
created to be unique. It consists of two parts, each composed of 3 bytes: the
Organizationally Unique Identifier (OUI), which represents the manufacturer of
the network interface, and the serial number of the card itself. Additionally, the
IEEE offers the option to purchase a "private” OUI, which does not include the
company’s name in the registry.

MAC addresses are divided into two categories:

o Universally Administered Addresses: These addresses are assigned to devices
by manufacturers and are sometimes referred to as "burned-in addresses.” In
this case, the requirement is to be globally unique.

e Locally Administered Addresses: These addresses are assigned by the net-
work administrator, replacing the burned-in address. Locally administered
addresses do not include the OUI and are not required s11 be globally unique.

The distinction between universally administered addresses and locally admin-
istered addresses is determined by the second least significant bit of the first byte
(as shown in 2.5). If the bit is set to 0, the address is considered universally ad-
ministered; if it is set to 1, the address is considered locally administered.

2.3.1 MAC address randomization

Due to the fact that the MAC address serves as a unique identifier for a device, it can
be utilized to identify an individual. As explained in 2.2 and 2.1, both WiFi devices’
probe requests and Bluetooth devices’ inquiry packets require a MAC address.

11
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6 octets

J

1st octet]2st octet]3st octet]4st octet]5st octet|6st octet

or
3 octets 3 octets

» &
> ¢

v

<

Organizationally Unique|] Network Interface
Idehtifiers (OUI) Controller (NIC)

/ \

b7 | b6 | b5 | b4 [ b3 | b2 | b1 | b0

l 0: Globally Unique

1: Locally Administered

Figure 2.5. 48-bit MAC Address Structure

Consequently, smart devices belonging to users can be effortlessly tracked across
different time periods and locations as they continuously transmit their distinctive
identity.

To address this issue, a mechanism for randomizing MAC addresses has been
developed. When a device attempts to connect to an access point (AP), it sends
packets containing different source MAC addresses, preventing tracking attempts.
Due to this, in recent years, several public WiFi networks have been created in
various locations to easily monitor the flow of people. It should also be noted that
with recent updates to various operating systems, MAC address randomization is
not only used during the search phase but also during the connection phase to the
network.

2.3.2 How main OS implement MAC address randomiza-
tion

In the following we will discuss how major operating systems implement MAC
address randomization. It is crucial to note that randomization techniques and
their application on smart devices are constantly evolving. With each new software
version, manufacturers frequently make adjustments to improve user privacy and
enhance the effectiveness of these techniques.

12



2.4 — Privacy

Android

Starting from Android 8.0, as reported in [2], Android devices use randomized
MAC addresses when searching for new networks while not currently connected to
a network.

In Android 9, there is also an option in the developer settings (disabled by
default) that allows the device to use a randomized MAC address during the con-
nection to a Wi-Fi network.

In Android 10, MAC address randomization is enabled by default for client
mode, SoftAp, and Wi-Fi Direct.

Apple OS

Apple platforms, as mentioned in [3], use random MAC addresses both during
scans for WiFi networks and during ePNO (enhanced Preferred Network Offload)
scans, both when the device is not connected to a WiFi network and when the
processor is in a low-power state. ePNO scans are used to provide location-based
services on the device, such as automations triggered when arriving at a location
with a specific WiFi network. From iOS 14, watchOS 7, iPadOS 14, and onwards,
whenever a device connects to a WiFi network, it identifies itself using a random
MAC address. Users have the possibility to disable this feature, either manually or
through a new setting in the WiFi configuration. Under certain circumstances, the
device will revert to using its actual MAC address.

Windows

Windows systems, as stated in [5], do not use randomized MAC addresses by de-
fault, but depending on the versions of the operating system, it is possible to enable
this feature. Users can choose between using a random MAC address for all WiFi
networks or only for a specific WiFi network to which they are connected.

2.4 Privacy

The idea of privacy has captured considerable attention from both scholarly re-
searchers and the general media in recent times. Privacy lacks a single, unam-
biguous, and straightforward definition. Its interpretation hinges on the specific
circumstances in which it is employed. For instance, during the period when non-
electronic newspapers, magazines, and photographs were prevalent, privacy was
conceived as the "right to solitude”. When journalists compose articles about in-
dividuals’ experiences or lives in newspapers and release pictures of them without
their consent, this act could be considered an infringement on privacy since these in-
dividuals possess the right to seclusion and should not have their images distributed
publicly, particularly without their agreement.

13



Technological issues

Nevertheless, new modes of communication have surfaced due to technological
advancements, furnishing individuals with more opportunities to explore and ex-
change information. Consequently, the notion of privacy carries a somewhat distinct
implication in this situation, as users generally have the option to decide whether
or not to disclose information about themselves. To safeguard individuals’ privacy
in this new era, new regulations have been introduced by competent authorities
worldwide; for example, the GDPR issued by the European Union through the
European Data Protection Board.

2.4.1 GDPR

The GDPR (General Data Protection Regulation), also known as RGPD in Italian,
is a new European regulation concerning the protection of personal data [11]. Tts
goal is to harmonize rules regarding the collection and processing of data. Data
under GDPR can be divided into two different groups:

» Sensitive data: revealing information about race, religious, political, sexual
orientation, health status, economic and social status.

o Identifying data: personal details, residential address, and images allowing di-
rect identification of an individual. The GDPR also protects online identifiers,
such as email addresses, cookies, IP addresses, and geolocation data.

The new Privacy Regulation applies to both individuals and legal entities (pro-
fessionals and companies) processing personal data of European citizens, whether
inside or outside the European Union, online or offline. The GDPR involves four
key actors in data protection:

o Data Subject refers to an individual who possesses the data provided and
is entitled to the rights established by the new Regulation, excluding legal
entities such as companies.

» Data Controller refers to companies to whom users willingly share their data
(with prior consent to privacy). This role involves deciding the objectives
and procedures for data processing while implementing preventive measures
to ensure compliance with privacy protection regulations, including privacy by
design. Legally, they have a responsibility to meet the requirements outlined
by the regulation.

« Data Processor refers to a person appointed by the Data Controller to jointly
implement technical and organizational measures to ensure data security.

« Data Protection Officer (DPO or RPD) refers to a person that is responsi-
ble for ensuring adherence to the Regulation. They must possess specialized
knowledge of data protection regulations. Their appointment is compulsory
in cases explicitly stipulated by the GDPR.

14



2.4 — Privacy

2.4.2 Anonymization Techniques

Anonymization techniques are strategies and processes used to remove or alter iden-
tifying information from personal data. They enable data to be rendered anony-
mous or pseudonymous, thereby reducing the risk of recognition. The main ob-
jective is to balance the use of data for legitimate purposes such as research and
analysis, with the protection of individuals’ rights and privacy.

Hash

Hash functions are cryptographic algorithms used to convert data of any size into
a fixed-length value, known as a "hash” or "digest”. These algorithms are designed
to be one-way, meaning it should not be possible to reverse the function and go
from the digest back to the plain text (the conditional is used because certainty
cannot be guaranteed). As shown in 2.6, we can see an example of how it works.
Each input will be divided into fixed-sized blocks, which are called data blocks (the
size depends on the algorithm). If the blocks are not large enough, padding may
be added to fill them out. The hash function is then iterated as many times as the
number of data blocks, and each time, the output of the previously data block is
used as the input for the next block. Then the final output can be represented in
hexadecimal form.

1COD3A3A646A99CF5C25F7D

Car » Hash Function »| EEC28D949A2C88A6A26E9EA
D82E7322477FB200FA

AC76B931F7FCOD5871B19C0

Cars » Hash Function »| 6AA91943EE5C46C893723B53
AB8328CE924B7B275

| parked my 4064DAA8C345B7960AE0496

car in the » Hash Function ¥ C6826B04E42063537FA9997E
garage 7F7F95AF51DB1BD6C

Figure 2.6. Hash function

Hash functions have several important characteristics:

o Uniqueness: Every input will always produce the same output when the same
hash function is used. However, two different inputs should produce completely
different outputs.

e Speed: Hash functions must be efficient and fast in calculating the digest to
support the processing of large amounts of data.

15
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» Collision resistance: A collision occurs when two different inputs produce the
same output. Hash functions are designed to minimize the probability of this
happening as much as possible, making it difficult or practically impossible to
find two different values with the same hash.

o Data sensitivity: Even a small variation in the input data should produce
a completely different hash. This property is known as “diffusion” and con-
tributes to the security of the hash function.

Salted Hash

Salted hashing is a technique used to enhance security by introducing additional
layers of randomness during the hashing process as shown in 2.7. A random string
called "salt” is added to the input before hashing, making it challenging for an
attacker to determine the original plaintext without access to both the salt and
the hashed value. The concept of salting provides several key benefits for data
security. Firstly, it mitigates the vulnerability of common attacks such as rainbow
table attacks, wherein precomputed tables of hashed values are used to expedite the
reversal of hashes. Furthermore, salting offers defense against brute-force attacks
that attempt to guess the plaintext through an exhaustive search of possible inputs.

R RIK K

Password P4ssWOrD P4ssWOrD | P4ssWOrD  P4ssWOrD

Salt - - ehts43 cdéels

Hash FA90CE1 FA90CE1 DE25C1A  B78AC29

Figure 2.7. Salted hash function

Truncated Hash

Truncated hashing is a process in which the output of a hash function is shortened
to a specific number of bits. Instead of producing the full hash value, only a portion
of it is retained, as is possible to see in 2.8. Is also important to note that truncating
a hash reduces the entropy and increases the risk of collisions, where different inputs
produce the same truncated hash.
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1COD3A3A646A99CF5C25F7D
EEC28D949A2C88A6A26E9EA
D82E7322477FB200FA

L

Car Hash Function

v

1COD3A3A646A99CF5C25F7D |,
EEC28D949A2C88A6A

Truncate

Figure 2.8. Truncated hash function

2.4.3 Bloom filter

Bloom filters are probabilistic data structure used to represent groups of elements.
It is constructed using an array of bits Bfi/ with a length m and & hash functions.
Initially, the array’s bits are set to 0.

N

0
8

BFl1/0|1|0(0]|1 (0|01 1

Figure 2.9. Bloom filter

When an element has to be inserted into the Bloom filter, the input is processed
through the £ hash functions, which determine the positions in the array where the
value 1 should be inserted.

To check if an element is present in a Bloom filter, similar steps to insertion are
performed. The element is passed through the k hash functions, which indicate
which array cells to check. If all the indicated bits have a value of 1, the element
is considered "probably present” in the Bloom filter. However, if even a single bit
has a value of 0, the element is "definitely not inserted” in the Bloom filter. Before
proceeding, in 2.1 is possible to have a reminder of the notation used.
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Table 2.1. Notations and definitions

’ Notation \ Definition ‘

S Set of element stored in the Bloom filter

BF(S) Bloom filter storing a set S

n =S| | Number of element stored in the Bloom filter
m Size in bit of the Bloom filter
k Number of hash functions
ta Number of bits set to 1 in the Bloom filter A
V Hiding Set
U Set of elements in the universe
|U| Number of elements in U

False Positive

By encoding elements from a large universe into a smaller universe represented by a
bit-vector, there is a probability, calculable through appropriate equations, that an
element = not belonging to S has collisions for each output of the k£ hash functions.
When this happens, it is referred to as a false positive. Equation 2.1 below shows
how to calculate this probability.

Pr(false positive) = (1 — p)* = (1 — (1 - 1>mk>k ~ (1 —e nm)k (2.1)

n

To mitigate false positives, it is possible to adjust the parameters of the Bloom
filter, such as the size of the array and the number of hash functions, according to
the specific needs of the application. For this reason, given m and n, it is possible
to calculate the optimal number of hash functions using the following formula:

n
kopt = E ].Og(Q) (22)

2.5 Data Transport

Two major categories of application layer protocols exist in the realm of the In-
ternet of Things (IoT): Client/Server and Publish/Subscribe. CoAP (Constrained
Application Protocol) and MQTT (Message Queuing Telemetry Transport) stand
as the two most prevalent protocols, with the former being associated with the
Client/Server family and the latter falling under the Publish/Subscribe family.
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2.5.1 MQTT

The Message Queuing Telemetry Transport (MQTT) protocol had its genesis in
1999 thanks to an idea by Andy Stanford-Clark (IBM) and Arlen Nipper (Eu-
rotech). In MQTT workflow three primary “entities” play pivotal roles:

e The Publisher: This is the device responsible for transmitting data to a par-
ticular set of subscribers.

o The Subscriber: A Subscriber represents a device that seeks to obtain data
related to specific topics of interest.

o The Broker: Positioned at the core of the architecture serves as central hub.
Every client, whether functioning as a publisher or subscriber, establishes a
connection with the broker for the purpose of either receiving or sending mes-
sages.

The channels through which messages are disseminated are termed as topics. A
topic is an identified logical conduit denoted by a UTF-8 string segmented by the
forward slash ”/” symbol, which is recognized as the separator for topic levels. Each
segment of the topic separated by ”/” signifies a distinct topic level. Every message
conveyed within MQTT pertains to a topic, and the broker employs topic-based
filtration to dispatch the message to all subscribers demonstrating interest in that
particular topic.

In MQTT, wildcards offer a robust mechanism to enable the simultaneous sub-
scription to multiple topics. When a client opts to subscribe to a specific topic,
it can choose to either subscribe to precisely that topic or leverage wildcards to
expand the scope of its subscription. It’s noteworthy that wildcards can solely be
applied to subscriptions and are not applicable for the purpose of message publica-
tion. Two distinct categories of wildcards exist:

« Single level wildcard, denoted by the plus symbol (+), facilitates the substitu-
tion of a single topic level. When subscribing to a topic featuring a single-level
wildcard, any topic including an unspecified string in place of the wildcard
will be matched.

e Multi level wildcard encompasses numerous levels within a topic. It is repre-
sented by the hash symbol (#) and should be positioned as the final character
of the topic, following a forward slash.

For example, if the following list of topics is present, using the expression 2.3
will subscribe to the first and third topics. Conversely, with the expression 2.4, you
will subscribe to all the topics in the list.
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/home/groundfloor /livingroom/temperature
/home/groundfloor/livingroom /humidity
/home/groundfloor/kitchen/temperature
/home/groundfloor/kitchen /humidity

/home/groundfloor/ + [temperature (2.3)

/home /groundfloor | (2.4)

MQTT introduces three tiers of Quality of Service (QoS). The determination of
QoS takes place in mutual agreement between the sender and receiver (publisher-
broker and broker-subscriber), thereby rendering it unnecessary for the QoS level
to be consistent from the publisher to the subscriber. These three tiers encompass:

e QoS 0 (Figure 2.10): Approach based on best efforts where the sender does not
anticipate acknowledgment or assurance of message reception. Consequently,
the recipient does not acknowledge the receipt of the message, and the sender
does not retain or retransmit it. QoS 0 is often referred to as "fire and forget”
wherein the message is dispatched without subsequent monitoring or valida-

tion.
((( ))) Publish

MQTT Client MQTT Broker

Figure 2.10. QoS 0

e QoS 1 (Figure 2.11): The primary objective is to guarantee message delivery
to the receiver at least once. When a message is published the sender retains a
duplicate of the message until it obtains a PUBACK packet from the recipient.

( ( ) ) Publish

Puback

MQTT Client MQTT Broker

Figure 2.11. QoS 1
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In the event that the sender does not receive the PUBACK packet within a
reasonable timeframe, it initiates a retransmission of the message.

e QoS 2 (Figure 2.12): Represents the most elevated level of service guaran-
teeing precise single-time delivery of each message to the intended recipients.
To achieve this, QoS 2 employs a four-step interaction. When the recipient
receives a QoS 2 PUBLISH packet, it processes the publish message and re-
sponds by sending a PUBREC packet to acknowledge the receipt of the PUB-
LISH packet. In cases where the sender fails to receive a PUBREC packet
from the recipient, it persists in transmitting appending a duplicate (DUP)
flag. Following the successful reception of a PUBREC packet the sender re-
sponds with a PUBREL packet. Once the recipient obtains the PUBREL
packet, it discards all stored states and responds with a PUBCOMP packet.
Upon the culmination of the QoS 2 process, both parties attain assurance of
the message’s delivery.

Publish
((( ))) Pubrec
Pubrel

Pubcomp

MQTT Client MQTT Broker

Figure 2.12. QoS 2

2.5.2 CoAP

CoAP stands for Constrained Application Protocol, and it is a protocol optimized
for communication between devices with limited resources. It was developed by
the IETF (Internet Engineering Task Force) group known as CoRE (Constrained
Resource Environments). The interaction model is similar to that of HTTP (client-
server), but it differs in the context of M2M (Machine-to-Machine) communication,
where nodes can act as both clients and servers without a distinct differentiation of
entity roles. CoAP packets are significantly smaller compared to typical TCP flows
in HTTP, as CoAP utilizes UDP (User Datagram Protocol) for communication.
Retransmissions and packet ordering are managed at the application level.
In CoAP, there are four types of messages defined:

o Confirmable: To ensure greater reliability, a message can be marked as ”con-
firmable”; in such cases, the message requires a response (Acknowledgment).
Assuming no packet losses, each confirmable message will be followed by an
acknowledgment.

21



Technological issues

« Non-confirmable: Messages labeled as non-confirmable do not require sending
an acknowledgment; this message type is useful for regularly sent packets, such
as those containing sensor readings.

o Acknowledgment: These are responses to confirmable messages. Assuming a
request is confirmable, the acknowledgment can include the response (resource)
to the request; this is referred to as a "piggybacked response.” If the response is
not immediately available, it will be sent later in a separate message (”separate
response”).

o Reset: A reset message is sent in response to a request that the server cannot
process due to a lack of context.

CoAP utilizes a basic binary header configuration for its communication, em-
ploying two message categories: requests and responses. The most compact CoAP
message spans 4 bytes, excluding the token, options, and payload components.
Subsequent to the header, the token value (ranging from 0 to 8 bytes) is followed,
which could potentially be succeeded by an array of options in an optimized TLV
(Type Length Value) structure. Any bytes beyond the header, token, and options
(if present) are designated as the message payload. In 2.13 is depicted the structure
of a CoAP message.

Octet
offset

0 1 2 3

Bit
offset 012345 6/7 89 10 11 12 13|14 |15 16 17 18 19 20 21 22 23|24 25 26 27 28 29 30 31

token

4 32 ver | type length request/response code message 1D
8 64
token (0-8 bytes)
12 96
16 128 options (if available)
20 160 1111 (11111 payload (if available)

Figure 2.13. Structure of CoAP message (reproduced from [12])

CoAP provides support for the fundamental methods such as GET, POST, PUT,
and DELETE, which can be seamlessly correlated with their counterparts in HT'TP.

o GET: Retrieve the information pertaining to the representation of a specific
resource, identified by the URI of the request. The GET method is secure and
idempotent.

o POST: It requires a representation enclosed within a request to be processed.
The operation performed by the method is determined by the server provid-
ing the resource (origin server) and depends on the "target resource.” The
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operation can involve creating a new resource or updating the existing target
resource. The POST method is neither secure nor idempotent.

UPDATE: It necessitates that a resource identified by a request URI be up-
dated or created with the representation enclosed within the request. The
format of the representation is specified in the "Content-Format” option. The
PUT method is not secure but is idempotent.

DELETE: It demands that a resource, identified by a request URI, be deleted.
The DELETE method is not secure but is idempotent.
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Chapter 3
Proposal architecture

In this chapter will be presented the proposed architecture, represented in Fig-
ure 3.1. It allows tracking of people’s movements anonymously and in compliance
with the current regulations regarding the processing of personal data, as regulated
in Europe by the GDPR.

Server
 — 4 i
A pwﬁﬂ? — «
A A
[
Dashboard

Figure 3.1. Proposal architecture
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3.1 WiFi scanner

The devices used for scanning must also allow code execution. This is because data
processing is carried out locally, avoiding the transmission of sensitive data over the
network. Through specific analysis tools such as tshark or tcpdump, it is possible to
perform scans on the 2.4GHz and 5GHz bands. Specific data useful for future steps
must be extracted from the captures. Some frequently used pieces of information
can include:

Devices employed for scanning

o Source Address (SA): MAC address of the message sender, which in most
cases, as observed in Section 2.3.2, is a random value.

e Timestamp: The moment when the message was captured by the scanner,
necessary for de-randomization operations.

o RSSI: Received Signal Power Indicator, usable for filtering operations and
outlier removal.

o HT Capabilities: Set of information and parameters related to High Through-
put (HT) technology for WiFi networks visible in Figure 3.2. Potentially usable
to recognize messages generated by the same device but with different SAs.

Tag: HT Capabilities (802.11n D1.10)
Tag Number: HT Capabilities (802.11n D1.10) (45)
Tag length: 26
HT Capabilities Info: 0x006f
HT LDPC coding capability: Transmitter supports receiving LDPC coded packets
HT Support channel width: Transmitter supports 20MHz and 4@MHz operation
HT SM Power Save: SM Power Save disabled (@x3)
HT Green Field: Transmitter is not able to receive PPDUs with Green Field (GF) preamble
HT Short GI for 20MHz: Supported
HT Short GI for 40MHz: Supported
HT Tx STBC: Not supported
HT Rx STBC: No Rx STBC support (0x0)
HT Delayed Block ACK: Transmitter does not support HT-Delayed BlockAck
HT Max A-MSDU length: 3839 bytes
HT DSSS/CCK mode in 4@0MHz: Won't/Can't use of DSSS/CCK in 40 MHz
HT PSMP Support: Won't/Can't support PSMP operation
HT Forty MHz Intolerant: Use of 40 MHz transmissions unrestricted/allowed
HT L-SIG TXOP Protection support: Not supported

IS
i onn

S
o u

Figure 3.2. HT Capabilities

26



3.2 — Chain of processing

3.2 Chain of processing

Once captured, the information needs to be processed. To achieve this, it would
be advisable to create a chain of processing units, each with individual elementary
tasks, in order to ensure the scalability of the system.

As mentioned earlier in Section 3.1, from the captures, it’s necessary to extract
useful data, and to do this, it’s possible to create a compatibility layer, a specific
middleware.

After the preliminary phase is completed, packets originating from the same
SA are grouped, creating lists, while attempting to derive information about the
network card manufacturer by examining the OUI. Simultaneously, additional data
is obtained, such as the device’s dwell time within the scanner’s range and the
variation in received signal strength. This potentially allows the determination of
the means of transportation used. For each previously created list, the content is
analyzed, and filtering and elimination rules are defined based, for example, on the
number of occurrences or the average signal strength.

3.2.1 De-randomizer

The middle phase of the chain is the de-randomization operation, in which an
attempt is made to create clusters of captured probe requests originating from the
same device but with different source MAC addresses.

Considering two different MAC addresses captured by the sniffer: M AC; and
MAC;, de-randomization algorithm starts if:

 First view of M AC; is before last view of M AC;.
« HT capability of MAC; is similar to HT capability of M AC;.

To do this, since the available information is limited, it is necessary to calculate a
correlation probability between the two MAC addresses. The higher this probability
is, the greater the chances that they correspond to the same device. The score
represents the inverse proportion of:

o AT;;: The time gap between the final sighting of M AC; and the initial sight-
ing of M AC} serves to illustrate the uninterrupted flow of incoming received
frames.

« AP;;: The difference in sequence numbers across distinct MAC addresses
within the received frames reflects the ongoing nature of frame reception. This
is particularly relevant considering that the sequence number follows a cyclical
incremental pattern (ranging from 0 to 4095, resetting to 0 after reaching its
maximum value).
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o AS;;: The disparity in received signal power (RSSI) for each MAC address.
When the gap of average received signal power between the two MAC ad-
dresses is large, it becomes more likely that these two MAC addresses are not
associated with the same device.

Using the Equation 3.1 the score is computed:

! X ! X ! (3.1)
score;; = :
where:
ATy =t] — ! (3.2)
AP =p; — pi (3.3)
f l : ! !
§: — 8 if s3> s;
S, = J ¢ J ! 3.4
g {4095— (sb—s)y if s <l (34)
defining:

e s!: Sequence Number of the first view of MAC;
o s:: Sequence Number of the last view of M AC;
. tf : Timestamp of the first view of M AC;

o t!: Timestamp of the last view of M AC;

o p;: Average received signal power of M AC;

» pj: Average received signal power of M AC)

3.2.2 Bloom filter

The penultimate phase of the chain involves inserting the output information ob-
tained from the de-randomizer, which comprises groups of MAC addresses assimil-
able to the same device, into various Bloom filters. Two arrays, BF; and BF5, are
indeed used, each serving a specific purpose:

o BFi: The elements inserted are the arithmetic averages of the MAC addresses,
represented in hexadecimal format, for each defined group.

e BF,: The elements inserted are the individual MAC addresses.
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Through the first Bloom filter, it is possible to obtain, ensuring the correctness of
the de-randomization operation, the count of individual devices that have entered
the scanner’s range. With the second one, by intersecting multiple sets of data
from different scanners, it’s possible to perform the operation of tracking users’
movement flows.

It should be emphasized that, to comply with the current regulations for the
processing of personal data, both Bloom Filters are initially loaded with random
MAC addresses. All the details of this process will be covered in Chapter 4.

3.2.3 Data Transfer

The final phase of the entire chain concerns the transmission of information from
individual scanners to a server. This would then allow all flow analysis operations to
be carried out anonymously by intersecting the Bloom filters, as well as displaying
information on potential dashboards.

In section 2.5, we examined two different protocols, MQTT and CoAP, for data
transfer. Both employ the Client/Server paradigm, but MQTT, working over TCP,
supporting TLS, allowing for client state awareness, and offering three levels of QoS,
is preferred for implementation.

Thanks to this protocol, the two previously created Bloom filters, along with a
timestamp, will be sent to the server without the need for additional encryption
mechanisms.
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Chapter 4

Bloom filter for flow
tracking

This chapter will delve into the ways in which Bloom filters can be effectively
employed to achieve a dual purpose: safeguarding user privacy while simultaneously
enabling the implementation of people counting and crowd monitoring techniques.

4.1 Tuning

To properly size a Bloom filter, it’s necessary to analyze the usage context and
perform appropriate assessments in order to determine the right number of bits
and hash functions to use, while keeping the probability of false positives below an
acceptable threshold. Failure to do so could lead to two scenarios:

o A Bloom filter that is too small would result in an increased probability of
false positives, rendering it ineffective.

o A Bloom filter that is too large would lead to space wastage, which is especially
critical in resource-constrained contexts.

At this juncture, with n denoting the number of elements to be inserted into the
filter and m representing the bit size of the Bloom filter, what is the optimal value
for k that serves to minimize the probability of false positives?

e Small k increases the fraction of 0 bits in the arrays, available for an element
that is not a member of S

o Large k increases the probability of finding at least a 0 bit for an element that
is not a member of S
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Equation 4.1 illustrates how it is possible to determine the optimal value of "k”
to be used. n
kopt = % 10g(2) (41)

4.2 Privacy

To assess the level of privacy ensured by a Bloom filters, work [9] has examined
the extent to which an adversary can acquire information in various situations. To
achieve this objective, they analyze three attack scenarios that vary in terms of
the adversary’s awareness. In each scenario, the adversary remains unaware of the
specific elements within the stored dataset.

o Agnostic Outsider: In this scenario, an adversary possesses no knowledge
whatsoever about the algorithms, data structures, data format, and secrets
employed in the scheme. This situation could arise if, for instance, some data
is inadvertently leaked by an insider, and an external adversary captures the
data without any understanding of its content. In these situations, it is imper-
ative that the data does not disclose any particulars concerning its inherent
composition. However, given that data typically comes with contextual in-
formation and metadata, like data origin or file names, an adversary might
attempt to gather more information about the scheme using public data or
reverse engineering. Hence, the feasibility of this scenario is constrained due
to practical limitations.

o Outsider: In this case the attacker possesses an understanding of the algo-
rithms, data structures, and data format implemented within the scheme, but
lacks awareness of any concealed secrets. This scenario commonly arises when
an external adversary targets the scheme’s systems and networks, potentially
extracting data from an employee’s laptop. In such cases, the adversary might
gain access to documentation, applications, or even metadata associated with
the data structure and algorithms, if accessible within the system.

o Insider: In this scenario, the adversary possesses knowledge of the algorithms,
data structures, data format, and the shared secrets employed in the scheme,
yet remains unaware of the actual entries within the data set. This situation
is frequently encountered when dealing with an internal adversary, such as a
curious or disgruntled employee, or when a potent external adversary targets
various systems and networks.

4.2.1 Brute-Force Attack

A possible attack type is the brute-force attack, where elements are randomly
generated or taken from a dictionary, and then processed to be matched against
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the examined Bloom filter. For this purpose, we define the binary events A and B:
o A = Event where a query returns a positive result for a certain element x
o B = Event where the queried z exists in the original data set S

Using these events, we can define the privacy metric as follows:

Privacy = P(B|A) (4.2)

This is the probability that given a query returning a positive result for an
element x, this element belongs to the set S. This probability can be rewritten
using Bayes’ theorem as follows:

P(B|A) = P(A|B)P(B)/P(A) (4.3)

Recall that for a Bloom Filter, P(A|B) is 1 as it represents the probability that
a query for an element = belonging to S yields a positive result.
We can also define:

Privacyapsoiute = P(B|A)P(A) = P(A, B) (4.4)

This absolute metric describes the probability of correctly brute-forcing a single
element by chance. This can, for example, be used to estimate how many queries
will need to be executed to obtain a single correct positive match. The main
difference from the first metric is that we now consider negative results as well, as
P(A) is the probability of a positive query result.

However, a lower P(A) only affects the runtime of an attack and not directly
the privacy. Nevertheless, in cases where the probability of producing a positive
result P(A) is infinitesimal, a brute-force attack as described above could become
computationally infeasible for an adversary.

In order to assess the attack’s accuracy, we need to consider the probability
P(B). This probability depends on both the source data set being used and the
knowledge of the attacker. For this purpose, we assume that an adversary has some
data set used for a brute-force attack denoted by the set S,4,, or some algorithm
generating said data set. The size of this data set S,4, depends on the type of data
in S, the information available to the attacker, and the assumptions made. In cases
where no feasible data sets or generators of such exist, for example for schemes
using names of people, an adversary can only use information that is available to
them. Furthermore, in cases where a data set S,q, is too large for a brute-force
attack, thereby generating many false positives, an adversary might choose to limit
this data set by making certain assumptions. If S and S,4, are known, we can write
the probability that a randomly queried element z exists in S as follows:

P(B) = P(z € 8) =[S N Sadv|/|Saav| (4.5)
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If S is contained in S,4,, then the intersection will yield S, so knowing the size
of S is sufficient to calculate the probability. However, since no adversary will have
the same knowledge and skill, it’s impossible to make general assumptions about
the size of S q,.

4.3 Privacy Protection

The performance of a Bloom filter is not solely determined by its false positive
probability. In a range of applications, performance is additionally impacted by
the count of elements that seem to be added to the filter due to false positives,
even though they are not actually present.

As an example [7] explores the scenario of using Bloom filters as a cache memory
to reduce the cost of accessing the main memory, requesting information directly to
the filters. The paper illustrates that if the a priori probability that the element is
in the cache is low enough before accessing the Bloom filter, it is always better to
ignore the response from the cache and go directly to the main memory, even if the
access cost is higher. We now describe how Bloom filters can be used to preserve
anonymity, but before going further, we need to consider some definitions.

Definition 1

A set V is called Hiding Set for a Bloom filter BF(S) if V contains all the elements
v; € U s.t. v; ¢ S and a query for v; returns 1. Is also possible to say that v; is a
false positive. An expression proposed in [4] allow to calculate the cardinality of V'
represented by the random variable N, with a binomial probability distribution:

P{N, = v} = (’U|v_ ")wm, ke,n)°(1 — o (m, k,n))lV1=n (4.6)

and mean value E[N,| = (|U| — n)y(m,k,n). Figure 4.1 depicts an example of
a Hiding Set where a 10-bit Bloom filter with 2 hash functions has been used to
insert 3 elements (x, x5, x3). At the same time, 3 elements (v, v, v3) show up as
false positives since a query to the filter would yield a positive result.

Definition 2

An element z € S inserted in BF(S) is defined deniable if Vi € {1..k} exist at
least one element v € V, such that 35 € {1..k} s.t. H;(z) = H;(v). A BF(S) is
~v—deniable whenever a randomly chosen element x € S is deniable with probability
7.

Note that the definition of ~-deniability explicitly requires that the covering
elements do not belong to the original set S but rather to the hiding set V. Hence,
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Figure 4.1. Hiding set

an element is considered deniable if it can be substituted with items that were not
initially present in the Bloom filter, all while keeping the bit map unchanged.

It is also feasible to compute the size of the hiding set, as demonstrated in the
study [4], using the formula:

YBF(S)) ~ (1 —exp (m(l _hf_kn/m)»k (4.7)

= (|U| = n)e(m, k,n) = (JU] = n)(1 — e”*/m)* (4.8)

depicting the mean number of elements in the hiding set.

with

Definition 3

Considering a Bloom Filter BF(S) and = € S inserted in BF(S), z is K —
Anonymous if exists at least K — 1 hiding set elements (vi..vx 1) € V, such
that 3 (j;...7k—1) € 1.k s.t. Hy(z) = Hj,(v1) = ... = Hj,._,(vk_1). Consequently, it
is possible to say that a Bloom filter BF'(S) is vy — K anonymous if each randomly
chosen element is K —anonymous with probability ~.

Using 4.9 proposed in [4] is possible to compute the v — K —anonimity for a
specific Bloom filter configuration.

25,7089 ~ (1= e () S ORI

7

4.3.1 Anonymization Noise

For the reasons outlined in section 4.2, and specifically in section 4.2.1, it is neces-
sary to safeguard the privacy of the information inserted in a Bloom filter through
appropriate methodologies. In the context at hand, the filter will be used to store
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MAC addresses, which are considered sensitive data under the GDPR. Therefore,
we propose the utilization of the -deniability property, as defined in section 4.3,
to ensure the ability to deny the membership of all inserted elements. However,
as specified in 4.3, v represents the probability of being able to deny the presence
of a randomly chosen element, using another element that is not actually part of
the set S. To guarantee this possibility for all elements present in the Bloom filter,
it’s necessary for the value of v to reach its maximum, which is 1. This way, any
inserted element can be denied.

Initially, however, this probability is 0. In fact, when the Bloom filter is com-
pletely empty and the configuration parameters m and k, which are constants, are
ignored, the value of n (equal to 0) will nullify the equation 4.8, which will in turn
set the value of 4.7 to 0. To increase the value of v, it is necessary to insert elements
into the Bloom filter and after a certain number of insertions, /gamma will reach
1.

However, to protect privacy, it’s not possible to use MAC addresses captured
before v reaches its maximum value. For this reason, we introduce the concept of
anonymization noise. This noise consists of n,,;, randomly generated elements that
are not subject to protection constraints. They should be inserted as soon as the
Bloom filter is created to bring the value of v to 1.

4.3.2 Multiple Anonimity

In section 4.3.1, a method for ensuring the privacy of insertions into a Bloom filter
was analyzed using the definition 4.3. However, it’s important to consider that this
approach covers an actually inserted element with only one element not actually
present.

To fur<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>