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● Traditional PKI

○ Hierarchy of CAs

○ Downsides:

■ Single point of failure

■ Laborious revocation mechanisms

● Distributed systems

● Decentralized Blockchain-based PKI

○ Theoretical

○ Web of Trust

Introduction

Searching for 

decentralizing
alternatives

PoC realization



● DBPKI UI

● Cryptographic accumulator

● DBPKI Nodes

● Blockchain

● Dynamic trust weights

● PKCS#11

● HSM

Proof of Concept

Consensus mechanism

Integration as a 
Root of Trust



● Single machine

● Rounds

DBPKI User Interface

Setup Round 1 Round 2 Round 3 . . . Round 𝑛
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● Asymmetric key pair

● Trust weight

● Role

○ Root

○ Intermediate

○ Ordinary

DBPKI nodes

DBPKI consensus group

Block 𝑖

Accumulator



Accumulator
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● Enroll

● Update

● Revoke

● Verify

Procedures

Blockchain modification

Consensus 
group



Consensus mechanism: P.B.F.T.

MQTT



Consensus mechanism: P.B.F.T.

New round

• Leader node impersonation

• Operation selection
MQTT



Consensus mechanism: P.B.F.T.

Pre-prepare

• New block proposal

• Signed multicast pre-prepare 
message to all validators

MQTT



Consensus mechanism: P.B.F.T.

Prepare

• Validators check leader’s proposal

• Approval / Rejection carried by 
prepare messages

MQTT



Consensus mechanism: P.B.F.T.

Commit

• Check of prepare messages

• If enough approvals:
Commit to blockchain

• Else:
Failure

MQTT



Consensus mechanism: P.B.F.T.

Round Change

• Control left to DBPKI UI

• System gets ready for next round
MQTT



● Initial value depending on role type

● Weighted on time

● Reward-and-punishment mechanism

Trust weights

Commit successful if threshold

𝑇 = 2 𝑡 − 1 + 1 ⋅ 𝜔𝑎𝑣𝑔
𝑖

is reached



Trust weights



PoC model
DBPKI 
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DBPKI UI

User

MySQL DB

MQTT
Broker

HSM



● Single machine

● Multicast messages

● Proposed solution removes the need of digital certificates and CAs

● MQTT central broker

Results and conclusion

Up to 20 Root 
nodes during 

Setup

Trade-off 
between 

security and 
efficiency

Framework independent of 
communication protocol

○ Dynamic trust weights

○ Reward-and-punishment mechanism

○ PKCS#11 and HSM integration as RoT

Main improvements:



Thanks for your attention!

The end


