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Abstract

The world has entered in the Era of Data. The role of data centers is more
and more relevant due to the increased amount of data produced that have to be
computed and stored. Therefore the scientific and engineering interest focuses on
the research of new technologies to increase the computational power and storage
capacity of data centers, and at the same time on the necessity to reduce their
energy footprint.

Some of the available technological solutions, that can be used to meet the
requirements for performance and energy efficiency, are presented in the first part
of this thesis. They are the well-established NVMe protocol, designed to become an
industrial standard that exploits the performance given by the PCle it leverages,
and the computational storage. The combination of these two technologies is the
enabler framework for the near data computational paradigm also known as smart
storage. The idea is simple: move the computing close to the data reducing the data
movement, main source of energy dissipation, without compromising in processing
performance.

Then the attention is focused on the development of a computational storage
based on the NVMe protocol: the prototype is built on a Xilinx FPGA board, on
the basis of an open-source project of an NVMe SSD controller.

The created prototype represents a scalable and standard compliant solution: it
has been developed to experience and explore capabilities of the used technologies
and standard, and the possible benefits that they can provide to data centers.
Extensive benchmark tests have been carried out to characterize the device and
discover its performance limits, in terms of both data rate and latency. At the same
time, a general test application has been integrated in the prototype to evaluate, as
real-world example, the complexity that the deployment of hardware accelerators
involves.
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Chapter 1
Introduction

Despite never being in a data center, we live in a data-driven society and are depend
on the services provided by data centers, almost as much other primary services,
such as the water supply.

Every time we use the social networks or check our bank balance, or we create
a back up of our data in a cloud, we are interacting with a data center: nowadays
living without their existence seems to be nearly impossible.

A data center, or also called server farm, is a structure that hosts a large number
of networked servers, routers and storage. It is used by governmental organizations
and companies for remote storage and large-scale data handling and processing,
and operates 24/7 to provide secure and continuous service[1].

The requirements that a data center should meet to provide an optimal service
are:

e High performances (in terms of latency, IOPS and bandwidth);

e High memory capacity, to match the increase of data that have to be stored
and/or computed;

e Non-volatile capabilities, to protect data even in case of power outage (backup
server);

e Lower power consumption, to reduce costs for energy supply and cooling;

e Efficient management, to use the resources in the best way adapting to the
workload;

e Flexibility, to easily deploy new technologies and/or application while, at the
same time, leaving room for growth.

Through the years, the required processing capabilities of the data centers in-
creased in order to match the increase in demand of bandwidth and computing.
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This increase in performance can be provided in two main ways:

e increasing the workload on server processors, resulting in an excess of con-
sumed power and an increase in temperature;

e increasing the elasticity, the ability to respond to workload changes, through
the over-provisioning: underutilising hardware, in order to be able to meet
peaks in demand, is not sustainable since facility consumes a lot of energy
even when idle[2].

However, as demand for Internet traffic grows exponentially, the information
and communications technology could lead to an explosion in energy consumption
if eco-sustainable strategies are not implemented.

As shown in Figure 1.1, the data centers use more than one-third of the worst-
case expected consumption for ICT[3].

The Storage Networking Industry Association (SNIA) has been working to search
for improvements to increase the energy efficiency of data centers, regarding server
and storage devices, through its Green Storage Initiative. Companies are now
paying more attention to the type of technology they are going to deploy. As a
matter of fact, they are in need of lower power consumption as much as higher
performance and additional capacity [4].

1.1 Possible Solutions

To deal with these issues, current data centers must adopt new technologies and
resources.

A first solution is to exploit hardware accelerators to offload the processors for
different tasks, resulting in lower power consumption and higher energy efficiency:
in addition, they can offer higher throughput and lower latency compared to com-
mon server processors|b).

Common hardware accelerators can be divided in 3 main groups, based on the
platform used for their integration[6]:

e ASIC: integrated circuit designed for a specific application, improving the over-
all system speed as it focuses on performing just only or few functions;

e GPU: Originally designed for handling images, GPUs have more flexibility and
programmability in respect to the ASIC: nowadays they are able to support
different application with intensive computing.

This specialization results into GPUs consisting of a large number of simpler
processing cores with simple control logic, due to the handling of data that
have little to no branching conditions or data dependences, leading to a very
high parallelism.
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The chart above is an ‘expected case’ projection from Anders Andrae, a
specialist in sustainable ICT. In his ‘best case’ scenario, ICT grows to only
8% of total electricity demand by 2030, rather than to 21%.
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Figure 1.1: Energy Forecast - Nature, How to stop data centres from gobbling up
the world’s electricity

Different GPU organizations exhibit different performance and energy char-
acteristics, according to the needs of the user: for example, high-end GPUs
are mostly designed for hardware acceleration, with an architecture that can
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be more complex internally, but with less general diversity thanks to the or-
ganization in cluster (GPC), large number of cores and vast on-chip memory
resources, useful to achieve high performances.

FPGA: as opposed to the fixed design of the ASIC, FPGAs consist of an array
of logic blocks, DSPs, on-chip BRAMs, and routing channels, resulting in an
extreme flexibility of configuration. It can be customized to fit the needs of
specific computations, with an efficiency that can reach the one of a custom
architecture.

In FPGA, custom data paths can transfer data directly between computing
units and exploit data locality thanks to the distributed on-chip BRAMs, which
results in less access to the external memory.

This extreme flexibility, however, comes at a cost. First, FPGAs are not as
space efficient as its ASIC or GPU counterparts, which have higher internal
density. Then, with FPGAs, developers must verify that their design complies
with timing and space requirements.

Finally, FPGA require, lacking a fixed structure, the use of hardware synthesis
tools to create a configuration file that defines the architecture logic on the
device.

An alternative approach to realize reconfigurable hardware accelerators is the
use of architectures with higher abstraction level, such as CGRAs (Coarse-
Grained Reconfigurable Architecture), offering shorter compilation times but
lower configuration flexibility.

FPGA w/ SoC: Recent commercial SoCs also include reconfigurable hardware
fabrics, which are able to implement custom functions, such as hardware ac-
celerators.

With these devices it is possible to achieve hardware/software solutions in a
single chip, with the need to apply codesign approaches and hardware/software
partitioning. This means that the developer needs to separate the application
in parts that run on the CPU and those in the reconfigurable hardware.

The development of embedded applications targeting these reconfigurable sys-
tems is speed up by the progress of the hardware synthesis tools, shortening
the time to market of the final product.

However, moving data can be more expensive than processing them, or it can

be even worse if the transfers take place through an interconnect network. In fact,
transferring data from storage systems to processors (and viceversa) is one of the
major obstacle toward meeting performance and energy efficiency requirements.

To remove this obstacle, it is necessary to change a basic concept from “move data

to the process” to "move process to data”. This approach, called In-situ processing
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(ISP) and already present in framework such as Hadoop, can be fully exploited
thanks to the modern solid-state drives (SSDs) architecture and the availability of
powerful embedded processors, leading to the creation of computational storage.
The embedded processor has access to the data stored in the NAND flash memory
through an high speed and low power bus, avoiding both workload for the processor
and transfer from and to the memory and so reducing the energy consumption|7].

Computational storages and how they are implemented will be dealt with in
detail in section 2.3.

In order to fully exploit SSDs potential, the PCI Express, the interconnect bus
that is closest to the host CPU, has been widely deployed in the data center,
due to the ability to provide higher bandwidth and lower latency. The PCle is
currently one of the fastest I/O data highway available for storage and capable of
supporting fast processors with high number of cores and heavy traffic[8]. However,
the software protocols, that defines the traffic flow, need improvement to match the
high performance of the PCle.

A new storage protocol, that exploits the PCle and is called Non-Volatile Mem-
ory Express (NVMe)[9], has been designed, with its first specifications published
on March 2011, to take full advantage of the capabilities of SSDs.

NVMe allows applications that require the high performance servers and access
to local storage via fast I/O data highways to reach their performance potential.

NVMe provides what data centers and hardware accelerators require. In partic-
ular:

e Low latency, given by the direct CPU connection;
e High throughput;
e Low CPU overhead;

e Multi-core awareness, and so capable to withstand the hundred of cores in
data centers;

e Management at scale.

A Datacenter needs to manage everything on a single network: if the manage-
ment is not efficient and network traffic is heavy, the management would take a part
of the bandwith that could be sold to the costumer, resulting in a loss of profit. A
simple network, easy to control and analyse, is needed.

NVMe can easily manage any number of storage devices and hardware accelera-
tors, if they are all NVMe devices, thanks to NVMe Admin commands, that can for
example update the firmware, format or repair the drive and management devices.

From the point of view of the performance, NVMe protocol reduces the wait
time and latency through a more effective use of the PCle data highway. Infact,
while SATA only allows a single command queue that holds 32 commands, NVMe
enables 64K queues with 64K commands each[10].
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Figure 1.2: Comparison between SATA,SAS and NVMe - StoragelOblog.com

NVMe has been designed with more and deeper queues, supporting a larger
number of commands in those queues. In this way the SSD are able to receive a
large number of commands, exploiting the internal parallelism, and better optimize
command execution, achieving much higher concurrent IOPS.

Moreover, the specifications of the NVMe protocol includes many features for
power management: in particular, the presence of non-operational power states is of
great significance to further reduce the idle power of the devices[11], thus providing
an opportunity to reduce the over-provisioning energy impact.

Summing up, NVMe provides both flexibility and compatibility, provides lower
latency and allows higher number of concurrent 1/O operations to be completed,
thanks also to the PCle interface it leverages, while having higher power efficiency.
And last but not the least, the NVMe protocol has been developed with the idea
of creating a free and standard that would be equal for everybody: for all these
reasons, more and more large and small companies invest in the development of the
NVMe protocol.

Internet-of-Things and, in a near future, the Artificial Intelligence will totally
change the technology landscape: their requirements for data and processing power
are massive, leading to a huge increase in power consumption. NVMe is a first step
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that can have a big impact on the future of I'TC: shared solutions must be found in
order to satisfy the demands but, at the same time, stop data centers and all the
ICT infrastructure from gobbling up the world’s electricity[3].

1.2 Thesis Structure

The thesis is organized in 4 main chapters. A background section follows this intro-
duction and presents the relevant aspects of NVMe and Computational Storage. In
particular, this first chapter describes in detail the reasons that led to the adoption
of the PCIe and NVMe protocol. Then the discussion will move to the state of art
of computational storages.

The third chapter describes all the steps that were necessary to create an NVMe
hardware accelerator, starting from the base project Cosmos+ OpenSSD to the
final hardware accelerator, and the results of the various tests.

Then the final chapter sums up the obtained results, presenting the encountered
problems and the possible developments for future work.
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Chapter 2

State of Art

2.1 PCI Express

PCI Express (Peripheral Component Interconnect Express) is a high-speed serial
computer expansion bus standard, directly connected to the motherboard.

Its direct competitor was the Serial ATA (SATA)[8], a computer bus interface
that connects host bus adapters to mass storage devices: initially designed for
interfacing with hard-disk drives, the SATA interface became the IOPS bottleneck
with the coming of the new solid-state drives.

SATA was not able, in order to catch up with increasing speed of the SSDs, to
overcome the upper-limit of 6Gb/s (about 750MB/s), without any major and time
consuming changes and with solutions that would be less power efficient and more
expensive.

Thanks to better performance, due to low latency and high bandwidth, PCle is
becoming the predominant interface for storage devices[12].

g cou |2t |3 P 1 ssp
| | | | | | | PCle 550-based Systems [ 700kIOPS)
-0 - | Ell&aNE])E
a = L= = [ =] =] = =]

SATA 550-based Systems [560kIOPS)

Figure 2.1: Comparison between SATA and PCle in number of IOPS - Design &
Reuse

However, nowadays SATA and PCle still coexist: for example, SATA SSDs has
lower cost and better performance than the SATA HDD, making it widely used in
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consumer applications; on the other hard, PCle SSD are more expensive but are
much more performing, meeting the requirements of industial applications as the
data centers.

Defined by its number of lanes, the PCle has undergone several revision, reaching
very high throughput with the newer versions, as it can be seen in the Figure 2.2.

PCI Express link performancel3513¢]

Pcl Ex?ress I Line ﬁansfgr Throughputl!]
version code ratell x1 x2 x4 x8 x16

1.0 2003 | 8b/10b 25GT/s| 250MB/s| 0.50GB/s| 1.0GB/s| 2.0GB/s 4.0 GB/s
2.0 2007 | 8b/10b 5.0GT/s| 500MB/s| 1.0GB/s| 2.0GB/s| 4.0GB/s 8.0 GB/s
3.0 2010 | 128b/130b 8.0 GT/s | 984.6 MB/s| 1.97 GB/s| 3.94 GB/s| 7.88 GB/s| 15.75 GB/s
4.0 2017 |128b/130b | 16.0 GT/s| 1969 MB/s| 3.94 GB/s| 7.88 GB/s |15.75 GB/s | 31.51 GB/s
5.0 2019 | 128b/130b | 32.0 GT/slil| 3938 MB/s| 7.88 GB/s | 15.75 GB/s | 31.51 GB/s | 63.02 GB/s
6.0 (planned) 2021 |128b/130b | 64.0 GT/s| 7877 MB/s | 15.75 GB/s | 31.51 GB/s | 63.02 GB/s | 126.03 GB/s

Figure 2.2: PCle Generations - Wikipedia, PCI Express

NAND chips in consumer SSDs usually have a bus bandwidth of around 200MB/s:
consisting of 4-8 chips, a typical SSD can reach for up to 1.6GB/s transfer speeds,
that can easily supported with a PCle Gen2.0 x4.

2.2 NVM Express

However, PCle as storage protocol is not enough: Non-Volatile Memory Express is
a communication transfer protocol, designed to address the needs of both Enterprise
and Client systems, that has been especially developed for PCle-based SSDs, sup-
porting all form factors (U.2, M.2, AIC, EDSFF) and providing the capabilities to
meet the demands of cloud, internet portal data centers and other high-performance
computing environments.

2.2.1 Overview

The benefits that NVMe provides are[12, 13]:

e Driver standardization: NVME is open source and supported by the major op-
erating systems, and future NVMe features, such as vendor specific commands,
can be integrated in the standard driver;

e Performance increase, since a multi-queues management and submission of
practically unlimited number of commands are possible, as shown in Figure
1.2, and the SATA bottleneck has been removed:;

18



2.2 — NVM Express

e Scalability, with headroom for improvements;

e Optimized register interface and command set, to simplify host software and
device firmware;

e Reduced power consumption, resulting in a lower Total Cost of Ownership
(TCO) and carbon footprint.

Another important feature for data centers is the possibility to exploit the par-
allel processing capabilities of multi-core processors: the ownership of queues, their
priority and the arbitration mechanisms can be shared between different CPU cores,
achieving higher IOPS and lower data latency.

Controller

Management
Admin Admin
Submission Completion

NVMe Controller

Figure 2.3: General diagram of a Multi-core Host NVMe Management - IDF13,
Optimized Interface for PCI Express SSDs

As shown in Figure 2.3, each core has one or more I/O submission queues, a
completion queue, and the MSI-X interrupt.

While the cores manage the I/O commands, in the submission and completion
queues of the controller management takes place the management of the Admin
commands, that are used to obtain informations about the NVMe device, modify
its configuration or create the Submission and Completion Queues.

A write access from the host to the NVMe controller of a device can be described
in the following way[15]:

e The host submits new commands in the Submission Queue and sets the Sub-
mission doorbell register (tail/head mechanism) of the NVMe controller in
order to inform it that there is a new submission queue ready.

e The NVMe controller fetches the commands, including all the necessary infor-
mation (source and destination address, data size, priority, ect.), from Sub-
mission Queue into the host memory processes them;
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e The NVMe controller manages the data transfer and write the completion
of the commands in the host Completion Queue. As all the commands are
executed, the NVMe controller generate the MSI-X interrupt;

e Finally the host processes the completition and updates the Completion door-
bell register.

2.2.2 NVMe Hierarchy

The subsystem of an NVMe device subsystem consists of different elements:

e Namespaces — array of logical blocks;
e NVM Sets — groups of one or more namespaces;
e Endurance Groups — consisting of a fixed or variable number of NVM Sets;

e Domains — consisting of endurance groups, one or more NVMe controllers, etc.

The two type of endurance group identify two methods of management [16]:

e fixed capacity management, as shown in 2.4 for drives to satisfy the require-
ments of an hyperscalar system. If the number of namespace and NVMe set
for endurance group is fixed to 1 (NVMe sets are not needed anymore), the
host will have a high workload but will be able to optimize the wear leveling
of the storage;

e variable capacity management for an higher customization.

An NVMe namespace is a storage volume of non-volatile memory formatted
into logical blocks. Its range from the LBA 0 to LBA (n-1), where LBA stands for
Logical Block Address and n is the size of the namespace, and is backed by some
capacity of non-volatile memory.

Namespaces may be created and deleted using the Namespace Management of
the NVMe Controller of the device, and each namespace is indipendent of other
namespaces.

An identifier (NSID) is provided by the controller, using Namespace Attachment
Commands, in order for the host to have access to a namespace. A namespace, with
a given NSID, can be accessed by multiple NVMe controllers[17], as shown in Figure
2.5.

2.2.3 NVMe-oF

The NVMe over PCle is limited to the local use. Therefore, the natural evolution
of the NVMe protocol is the possibility to access an external NVMe device through
a network (Figure 2.6).

20



2.2 — NVM Express

Port Port

Controller

Controller

L]
]
L]
]

Set 2 Set3

|
|

(I
I

JEINIEN

RN

RN O

i

NVM Subsystem (SSD) NVM Subsystem (SSD)

End Grp 1 End Grp 2 End Grp 3 End Grp 4

Port

Controller

=[]

Endurance Group 1 (SLC)

0 O
(e [
0 O

Endurance Group 2 (QLC)

NVM Subsystem (SSD)

LI (e
LI (e

Figure 2.4: NVMe Hierarchy Types - SDC19, Managing Capacity in NVM
Express SSDs

This evolution allows to access a shared network, keeping the benefits of the
NVMe protocol. The additional advantages that the NVMe-oF provides are:

e sharing and provisioning;
e data and workload migration;
e better efficiency;

e better data protection.
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Figure 2.6: NVMe-oF General Scheme - NVM Express, NVMe Over Fabrics

The direct consequence of the NVMe-oF is the further consolidation of the po-
sition of the data centers as single shared and efficient infrastructure for both SAN
(storage area network) and DAS (direct-attached storage). Moreover, being able
to access any NVMe device over a network, it is even possible to use hardware
accelerator to transfer part of the local CPU workload, that can even be performed
in a more efficent way[20].

NVMe-oF is transport agnostic: it means that NVMe-oF supports all transport
protocols, like RoCE, TCP and Fibre Channel.

For Enterprise Storage, Fibre Channel fabric is the best choice: the Fibre Chan-
nel Protocol is stable, reliable, mature, very efficient and high speed, and it offers
consistently high performance.

However, not all organizations and costumers can use means like Fibre Channel
or RoCE: the TCP is the most diffused and simple, does not require special hard-
ware or networks, being based on Ethernet fabric, and can provide high performance
if the network design is properly set up[21, 22].
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2.3 Computational Storage

A computational storage is an architecture that couples hardware accelerators to
the storage. The benefits of this architecture are

e CPU offload, with the reduction of the host processor workload;
e increase in performance, due to the hardware acceleration;

e near storage computing, with the reduction of the amount of data that must
move between the storage plane and the compute plane, increasing efficiency.

As future prospective for the NVMe protocol, there is the possibility to create
a new namespace type, the NVMe Computation Namespaces. Operating Systems
will be able to treat these computation namespaces in a different way in respect
to storage namespaces. For instance, the computational storage will be seen as
< /dev/nvmeXcsY> and, if possible, the user-space will not know or care if it is
local (over PCle) or remote (over Fabrics)[24, 25].

Computational storage, generally referred as CSx, can be mainly implemented,
as shown in Figure 2.8, in three different ways:

e Computational Storage Processors (CSP);

e Computational Storage Drive (CSD);
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e Computational Storage Array (CSA).
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Figure 2.8: Different implementations of Computational Storage - SNIA
Computational Storage 2019, What happens when Compute meets Storage?

Any type of computational storage provides computational storage services (CSS)
that can be fixed (FCSS) or general/programmable purpose (PCSS)[26].

The CSP is the basic implementation of a computational storage: it is a com-
ponent that provides CSS to a storage, but does not provide any persistent storage
internally. The CSD, instead, is a component that provides CSS and persistent
storage, with the possibility to access directly both or only one between the CSP
and the storage. Finally, the CSA is a collection of computational storage drives,
computational storage processors and/or storage, managed by a control software.

Moreover, Peer-to-Peer (P2P) operations can be achieved using computational
storage.

As shown in Figure 2.9, the usual route followed to perform a data computation
has the following step:

e copy data from the storage to the DDR;
e compute data in the CPU;
e write back the data in the storage.

Using computational storage, to process the data instead of the CPU, and an
NVMe Controller Memory Buffer(CMB), to store the Submission and Completition
Queues, it is possible to compute a huge amount of data without any workload for
the host CPU, apart from the usual tasks like security.

The benefits that can be achieved are[27]:

e reduced data movement,
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Figure 2.9: Peer-to-Peer with an NVMe CSx Device - MSST 2019, How NVM
Express and Computational Storage can make your Al Applications Shine!

e CPU offload of processing and DMA traffic;

e power efficiency.

2.3.1 Commercial Hardware Accelerators

Some of the companies involved in the development of the NVMe protocol works
on creating computational storage.

The product that is going to be presented has been create by Eideticom, founded
in 2016 with the only objective of developing Computational Storage solutions for
cloud and data centers. It is called NoLoad® CSP!, the first nvme-based one to be
created in August 2019, as certified by the UNH-IOL.

Eideticom’s NoLoad CSP purpose is to accelerate storage and intensive work-
loads, reducing the utilization of the host CPU. The CSP is Plug-and-Play: it
utilizes drivers that are available on all major operating systems.

Moreover, it supports all types of form factors, P2P and CMB, NVMe-oF and
provides different type of computation services, like compression, encryption or data
analytics.

Different demonstrations were carried out by partners like Bittware and Xilinx,
respectively with the FPGA platforms 250-U2 and Alveo U50.

'Eideticom NoLoad: https://www.eideticom.com/uploads/images/NoLoad_Product_Spec.pdf
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Figure 2.10: NoLoad® CSP - SNTA SDC2017, An NVMe-based Offload Engine for
Storage Acceleration

On the other hand, there are several vendors developing CSDs not based on
NVMe. An example of FPGA-based CSD is the ScaleFlux 2000 Series? over PCle,
or the Samsung SmartSSD drive?, produced by Samsung.

However, while the SmartSSD memory is managed by a Samsung SSD controller,
the ScaleFlux 2000 is practically an open-channel SSD: the flash translation layer
(FTL) is not implemented in the FPGA, but it runs in the software on the host
system[29].

2ScaleFlux 2000 Series: http://scaleflux.com/product.html

3Samsung SmartSSD: https://www.nimbix.net/samsungsmartssd
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Chapter 3
Computational Storage Project

In this chapter all the steps necessary to build an FPGA-based NVMe Computa-
tional Storage are going to be analyzed. However, due its complexity, it is necessary
to first obtain the NVMe communication interface: an NVMe Controller. There-
fore, the open source project Cosmos+ OpenSSD has been chosen as the basis for
our goal due to matching the requirements.

3.1 Cosmos+ OpenSSD Project

The first step consists of analysis and adaptation of the OpenSSD project from the
original custom board to the Xilinx Zyng-7000 SoC ZC706.

3.1.1 Overview

Cosmos OpenSSD is an open source and FPGA-based SSD controller project that
has been developed since 2014 by the HYU ENC Lab of the Hanyang University in
South Korea, with research and education purposes[30].
A first version of the project was based on Indilinx Barefoot, a SoC over SATA2.
The project version that will be analyzed is the Cosmos+ OpenSSD: developed
in 2016, this version of the SSD controller supports the NVMe protocol. The project
has been developed using Xilinx Developer Tools, Vivado Design Suite and SDK.
The custom Cosmos+ FPGA board has the following main features:

e FPGA Xilinx Zyng-7000 with a Dual ARM Cortex-A9 1GHz Core;

— 1GB of DDRS3;
— AXI4-lite bus width of 32 bits;
— AXI4 bus width of 64 bits;
e dual PCIe Gen2 x8 End-Points (Cabled PCle Interface);
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Figure 3.1: OpenSSD project History - Cosmos+ OpenSSD 2017 Tutorial

e additional interfaces (JTAG,USB,Ethernet);

e up to 2 NAND Flash Modules, with 8 flash packages slot each.

In Figure 3.2 it is illustrated the internal system overview of the project.
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Figure 3.2: Cosmos+ OpenSSD project System Overview - Cosmos+ OpenSSD
2017 Tutorial

The Zynq processor is connected to the host through the Host Interface, called
NVMe Host Controller, which is responsible of:

e handling of the data from the host to the buffer with a DMA engine;
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e automated completion of the NVMe IO Command, without involving the Flash
Transition Layer (FTL), that will be described later.

The NAND Flash Controller is the interface between the NAND Flash and the
processor. It consists,as shown in the system block desing in Figure 3.3, of three
different hardware IP blocks:

e Tigerd NSC;
e Tiger4 Shared KES;

e V2NFC.
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Figure 3.3: Cosmos+ OpenSSD project System Design

The IP Tiger4d NSC is the responsible of the handling of command and data from
the processing system: the commands, consisting of information such as source and
destination of the operation, are written by the firmware driver in the Tiger4d NSC
registers and then elaborated.
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The data, instead, undergo different manipulations: in particular they pass
through a module responsible of the Error Detection and Correction, the Tigerd
Shared KES.

Finally, the data are handled by the V2NFC block, that physically performs the
low-level I/O operations in the NAND Flash Modules.

The operations have to be scheduled in order to be performed on the right
SSD package and die. As shown in Figure 3.4, each NAND module has up to 4
available channels, one every two packages, and each channel has 8 maximum ways,
corresponding to the maximum number of connected dies. The number of channels
is equal to the number of NAND Flash Controllers.
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Figure 3.4: Nand Modules Organization - Cosmos+ OpenSSD 2017 Tutorial

In the first version of the project, Cosmos, the way scheduling was managed
by the NFC block, while the channel one by the firmware Flash Transition Layer
(FTL): with the Cosmos+ one, both channel and way scheduling is managed by
the FTL, providing more flexibility.

The other main features of the FTL are:

e Least Recently Used (LRU) data buffer management;

e priority command scheduling, as shown in Figure 3.5, with the aim of enhanc-
ing the multi-channel and way parallelism;

e on demand garbage collection, triggered only when there is no more free user
block in each die;

The garbage collection is needed to recover free blocks for write requests: a
victim block with invalid data is selected, then the valid data are copied in a free
block while the victim one is erased.

However, while supporting the garbage collection, the firmware does not support
the wear leveling of the flash memory.

A schematic description of the firmware execution is shown in Figure 3.6.

In order to be executed, a received 10 command is first transformed in Slice
Requests, which number depends on the number of logic blocks requested. Then
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Command Priority
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LLSCommand_TxDMA
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Figure 3.5: Command Priority - Cosmos+ OpenSSD 2017 Tutorial
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Address translation

Figure 3.6: Firmware Overall Sequence - Cosmos+ OpenSSD 2017 Tutorial

each Slice Request undergoes a second transformation in DMA and, if there is no
buffer hit for read operations, NAND Requests. These requests are organized in
different queues: one for the free requests, three for the requests that are going to
be executed, one for each aforementioned type of requests, and two for the blocked
requests, either for buffer or row address dependencies. Then the requests are, if
not blocked, finally scheduled and executed.

3.1.2 Project Adaptation

The available platform is the Xilinx ZC706: in comparison with the original custom
board, it has:

e same FPGA Zyng-7000 SoC;
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e 4-line Gen2 PCle Connector, instead of the 8-lane of the custom board;

e no NAND module.

The first step to adapt the project is to modify the hardware!: there is no NAND
module, therefore the entire NAND Flash Controller hardware is not necessary.

At the same time, the NVMe Host Controller has to be changed from the 8-lane
PCle to the 4-lane one: this can be done by modifying the configuration of the
Xilinx PCIe Core IP. The result is shown in Figure 3.7. Likewise, the constraint
files have to be modified or removed, in order to match the pinout of the Xilinx
ZC706(31].

axi_bram_ctrl_0_bram

Figure 3.7: First Adaptation of the Cosmos+ OpenSSD project System Design

A BRAM Controller has been added to provide a destination address for the
firmware channel, substituting the TigerdNSC one: however, it has no active role
in the operations.

After exporting the new hardware file (.hdf), it is necessary to create a new
project with the new platform specifications.

Some modifications have also been made to the firmware:

e allocation of the memory arrays <MemSpace> in the DDR: the storage ca-
pacity is of 64 MB, due to the DDR already being used by the firmware FTL;

e different organization of the memory management unit (MMU) table and the
memory mapping, given the presence of the memory array;

e variation to the memory dimensions, number of channel and way;

e bypass of the status check and ECC functions;

!This modified project and all the following ones have been uploaded on the GitHub repository
<https://github.com/giuseppedongiovanni/nvme_comp_storage>
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e replacement of the NAND operations, represented by the write operation of
the commands in the Tiger4 registers, with the MemCpy function.

The memory array <MemSpace> is the replacement for the SSD: however, the
available storage is much smaller than what the firmware expects. Varying the FTL
configuration parameters, that should be left untouched, is necessary to avoid that
important memory location useful for the firmware execution are corrupted.

3.1.3 Functionality Tests

The first test that has been carried out is the functionality one, consisting of a
routine of power-up, partitioning and reset from both developer and host side, as
shown respectively in Figures 3.8, 3.9 and 3.10. Then the data correctness, that
corresponds to writing a file and reading it back, is verified in Figure 3.11 by the
matching MD5 values (practically the digital fingerprint of a file).

Finally, it is possible to send some NVMe Admin Commands to verify the pres-
ence of the namespace and, as well, obtain information about the device. As it can
be seen in Figure 3.13, the namespace id is set to 14740, equal to the storage capac-
ity in terms of NVMe blocks (4096 bytes): this namespace, defined by the project
creators, has been attached by the controller to the NSID 1, being the device seen
as <nvmeOnl>.

3.1.4 Performance Tests

Different performance tests are carried out: <dd> function and the software lome-
ter are used to evaluate IOPS and bandwidth; to measure the latency instead,
timers are used both in the firmware and in a c-file on the host side.

The Figures 3.14 to 3.16 refer to the performed tests for the read operation.

The results obtained are unexpected: performing operations from a DDR to an
host device through a PCle bus should imply very high performance, in the order
of GB/s for the bandwidth. Instead, the obtained one is around 100 MB/s, with
only 7000 IOPS.

More information can be obtained from the analysis of the latency test results,
shown in Figure 3.17.

The pie chart is divided in two main parts: the green one is related to the time
spent in the device firware, while the orange one includes all the other contributions,
in particular the host, the PCle bus and the NVMeHostController of the device.

The firmware execution takes up the 73% of the total latency: in particular, the
<MemCpy> function employs more than half of this time period to be performed,
slowing the entire execution. The obtained speed is of about 150 MB/s, while a
single-port DDR3, with a 32-bit bus-width at 533 MHz, has a maximum theoretical
bandwidth of 4 GB/s.
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Hello COSMOS+ OpenSSD !!!

11! Wait until FTL reset complete !!!

[ NAND device reset complete. ]

Press 'X' to re-make the bad block table.

[ bad block table of ch & way 6 exists.]

[ bad blocks of ch @ way © are checked. ]

new bad block table

Bad block remapping start...

No reserved block - Ch ® Way & virtualBlock ® is bad block
Bad block remapping end

Erase User block space...wait for a minute...
Done .

[ storage capacity 57 MB ]

[ ftl configuration complete. ]

FTL reset completel!!
Turn on the host PC
e Link: 1
e Link: @

reset!!!
e Link: 1
e Bus Master: 1
e Bus Master: ©
e IRQ Disable: @
e IRQ Disable: 1
e Bus Master: 1
e IRQ Disable: @
PCIe MSI Enable: 1, 0x0
NVME CC.EN: 1

NVMe ready!!!

Done Admin Command OPC: 6
num_of_queue 70007

Set Feature FID:7

DPCIe MSI Enable: @, 0x0
PCIe IRQ Disable: @

PCIe MSI Enable: 1, 0x@
one Admin Command OPC: 9
create cq: 0x00000003, Ox0OFFOOO1
Done Admin Command OPC: 5
create sq: @x00010001, 0x00FFOEO1
Done Admin Command OPC: 1
Done Admin Command OPC: 6
Done Admin Command OPC:
Done Admin Command OPC: 6
Done Admin Command OPC: 6
Done Admin Command OPC: 6
Done Admin Command OPC: 6
Done Admin Command OPC: 6
Done Admin Command OPC: 6
delete sq: 0x00000001
Done Admin Command OPC:
delete cq: 6x00000001
DNVME CC.SHN: 1

one Admin Command OPC: 4

NvMe shutdown!!!

PCIe MSI Enable: @, 0x@0
PCIe IRQ Disable: 1
PCIe Bus Master: @
PCIe Link: @

[NVME CC.EN: @

[NVME CC.SHN: @

NVMe disable!!!

Figure 3.8: Functionality test - Power-up, Partitioning and Reset - Development
PC

The cause of this problem has to be found in the project itself: both the pro-
cessing system and the NVMeHostController IP are running with a heavy memory
access loading through the same port of the DDR, that for this reason has become
the bottleneck of the project.

On the other hand, no write test are available: if the device is stressed with long
or continuous write operations, the DMA of the NVMe Host Controller freezes,
resulting in a Timeout Abort Error on the host.

In Figure 3.18 different variables were printed in the terminal to backtrack the
cause of the error: in particular, head.autoDmaRx is the hardware counter of the
completed DMA request, while tail.autoDmaRx is the software counter of the sub-
mitted DMA request: when the two counters coincide, the DMA operation is com-
pleted. It is possible to see that the DMA is stuck at head.autoDmaRx = 0xAA,
although other 2 requests are present in the queue, being tail.autoDmaRx = 0xAC.
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created a new DOS diskl with disk identifier 0x0d8af3sa. Recent. On This Computer

o

Command (m for help): @ Home Computer

Desktoy
P D ° 44 M8 Volume -
D Documents
(1-4, default 1): 1 o 1.078 Disk
739, default 256): 4096 =
+sectors of +size(K,M,G,T,P} (4096-14739, default 14739 & Music Networks

Created a new partition 1 of type 'Linux' and of size 41.6 MiB B Pictures =] Windows Network

command (m for help): w -

The partition table has been altered. ®

Calling loctl() to re-read partition table.

Syncing di
-

redsgreds: -5 sudo mkfs.extd /dev/nvmeonipt

nke2fs 1.44.1 (24-Mar-2018)

Creating fllesysten with 10644 4k blocks and 10656 tnodes

Allocating group table:

uriting inode tables: done

Creating journal (1624 blocks): done

Writing superblocks and filesystem accounting information: de Connect to server Enter server address o~

Figure 3.10: Functionality test - Formatting operation - Host PC

@ 44 M8 volume » Q

erminal Help
sudo cp ./Downloads/test_rand_2MB /media/reds/nvme_folder /write_tes Recent Name 4 size  Modified
t
[sudo] password for reds: Home write_test 2.0M 20:47
reds@reds:~S sudo cp /media/reds/nvme_folder/write_test ./Desktop/read_test

~5 diff ./Downloads/test_rand_2M8 ./Desktop/read_test

ds:~$ mdSsum /media/reds/nvme_folder /write_test Documents.

*«;L&:csafzamnsazsm c19a65410a /media/reds/nvme_folder/write_test

:~$ mdssun . /Downloads/test_rand_2MB Downloads
79c2eccsef24ch6s6352d3c19a65410a - /Downloads/test_rand_2HB

S mdssun . /Desktop/read_test
79c2eccaef24cb656352d3c19a65410a - /Desktop/read_test

reds@reds:~s [] Pictures

Desktop

Music

Videos

Trash

Other Locations

Figure 3.11: Functionality test - Data Correctness - Host PC

As it can be seen in Figures 3.19 and 3.20, the counter X of the submitted request
is incremented up to 0x30, however the last increment of head.autoDmaRx is due
to the count 0x2e.

Given multiple factors, between which the difficulty to easily reproduce and
backtrack the error and the altered timing due to the modifications, a solution to
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reds@reds:~$ sudo nvme id-ctrl -H /dev/nvmed
NVME Identify Controller:
i : @xledc
Oxledc
515T
: Cosmos+ OpenSSD
: TYPE®OOS
: 0
: 5cd2e4
(]
PCI

Single Controller
Single Port

sudo nvme get-ns-id fdev/nvme@ni
namespace-id:14740
@ $ sudo nvme id-ns /dev/nvme®nl
NVME Identify Namespace 14740:
: @x3994
: @x3994
: @x3994

Namespace Attribute Cchanged Event Not Supported
128-bit Host Identifier Not Supported

Doorbell Buffer Cenfig Not Supported
Virtualization Management N pported
NVMe-MI Send and Receive No por ted
Directives Not Supported

Device self-test Not Supported

NS Management and Attachment Not Supported
FW Commit and Downleoad Not Supported
Format NVM Not Supported

Security Send and Receive Not Supported

Firmware Activate Without Reset Not Supported i : 00000000000000000000000000000000
Number of Firmware Slots eui6 : 0000000000000060
Firmware Slot 1 Read-Only : ms:0  lbads:12 rp:0x2

Extended data for Get Log Page Not Supported
Command Effects Log Page No ported
SMART /Health Log Page per NS Not Supported

Admin vendor Specific Commands uses Vendor Specific Format

Fgre 3.12: Functionality test - NVMe Figure 3.13: Functionality test - NVMe
Identify Command - Host PC Namespace List - Host PC

reds@reds: ~

File Edit View Search Terminal Help

reds@reds:~5 sudo dd if=./Downloads/test_rand_8MB of=/dev/nvme@nl bs=4096
[sudo] password for reds:

2000+0 records in

2000+0 records out

8192000 bytes (8.2 MB, 7.8 MiB) copied, ©.0530143 s, 155 MB/s

reds@reds:~$ sudo dd if=/dev/nvmednl of=./Desktop/read_test bs=4096 count=1500
1500+0 records in

1568+0 records out

6144000 bytes (6.1 MB, 5.9 MiB) copied, 0.0644825 s, 95.3 MB/s

Figure 3.14: Performance test - dd function, write and read - Base Version

the problem was not found.

3.1.5 Optimized Firmware Version

At first, the cause for the poor performance has been attributed to the scheduling
of the NAND requests, having taken for granted that the <MemCpy> function was
extremely fast. Therefore an optimized version of the firmware was developed in
which the converted slice requests are directly executed, not creating any NAND
request.

Even if working correctly, performance were just slightly better than the ones
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results to file " Last Upd;

Update Frequency (seconds) |

~Display
Al Managers 7457 43 10000

Tt V03 per Secone [
Al Managers 30.55 MBPS (29.13 MiBPS 100

Total MBs per Second (Decimal) | | NN >
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Al Managers 032% 1%
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[Test Completed Successfully [ I 4

Figure 3.15: Performance test - lometer Sequential Read transfer size = 4k, block
size = 4k - Base Version

& lometer - 4
~ [ g 5|
=a| =D Ae8) o8 2|
Topology Disk Targets | Network Targets | Access Specifications Results Display |Test Setup |
Bl Results Since —— - Update Frequency (secands) |
DESKTOP-SRMOI B e ot [ Record st update | % Sl of Ted |
- giuseppezyng tothe progress bar of your choice.  ®sutsto file " Last Lpdate
= Worker 1
~Display

Al Managers 7136.47 10000
Tl V03 pr Scons e

Al Managers 116.92 MBPS (111.51 MIBPS) 1000
Total MBs per Second (Decmal) | (I >

All Managers 0.2802 1
Average 1/0 Response Time ms) || NN 2

All Managers 03427 1
Maximum 140 Response Time i) | | RN 2

All Managers 031% 1%
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Al Managers 0 0
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. N B— 2

Test Completed Successfully [ [ A

Figure 3.16: Performance test - lometer Sequential Read transfer size = 16k,
block size = 4k - Base Version

of the original firmware, as shown in Figures 3.21,3.22 and 3.23: this helped to
discover the real problem, but has lead to no significant improvements. For this
reason and to modify the original code the least possible to preserve stability, this
version was discarded and no further optimization was carried out.

37



Computational Storage Project

AND HARDWARE
521
27%

» HOST AND HARDWARE OTHER DA

OTHER
20,1
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F R:I'lz'l'ga' :RE DATA MEMCPY
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SPARE MEMCPY

I 10,9

6%

AEMCPY  w SPARE MEMCPY

Figure 3.17: Performance test - Read Latency - Base Version

reqSlotTag.reqCode: 10; nvmeDmaReqQ.reqCnt: 1, nvmehead: 6, nvmetail: 6
head.autoDmaRx: A9, tail.autoDmaRx: A9, taillIndex: A9, tailAssistInde 0; OverFlowCnt:
reqSlotTag.reqCode: €B; nvmeDmaReqQ.reqCnt: @, nvmehead: FFFF, nvmetail: FFFF
reqslotTag.reqCode: 1 numeDmaReqQ.reqCnt: 1, nvmehead: 5, nvmetail: 5
head.autoDmaRx: AA, tail.autoDmaRx: AA, tailIndex: AA, tailAssistInde OverFlowCnt:
reqSlotTag.reqCode: C€B; nvmeDmaReqQ.reqCnt: 8, nvmehead
reqslotTag.reqCode: 1 nvmeDmaReqQ.reqCnt: 1, nvmehead: 9 ]
head.autoDmaRx: AA, tail.autoDmaRx: AB, tailIndex: AB, tailAssistIndex: @; OverFlowCnt:
lotTag.reqCode: 10; nvmeDmaReqQ.reqCnt: 1, nvmehead: 9, nvmetail: 9
head.autoDmaRx: AA, tail.autoDmaRx: AB, tailIndex: AB, tailAssistIndex: 0; OverFlowCnt:
reqslotTag.reqCode: 10; nvmeDmaReqQ.reqCnt: 2, nvmehead: 9, nvmetail: A
head.autoDmaRx: AA, tail.autoDmaRx: AC, tailIndex: AC, tailAssistIndex: 0; OverFlowCnt:

b _ila 2

Waveform - bw ila_2

Dashboard Options

1112 HostCont rollerdL_0finst/user top_insto/nvme.../
s ne,

fw_ila_3

Waveform

02e

ear_sync_addr(9: 11Iozf
Figure 3.20: Waveform Error - Submitted DMA Request

Dashboard Options
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ch Term Hel

@ $ sudo dd if=./Downloads/test_rand_4MB of=/dev/nvme@nl bs=4096
[sudo] password for reds:
1000+0 records in

records out
bytes (4.1 MB, 3.9 MiB) copied, ©.8280594 s, 146 MB/s

records out
2048000 bytes (2.0 MB, 2.0 MiB) copied, 0.0216444 s, 94.6 MB/s

)

Figure 3.21: Performance test - dd function, write and read - Optimized Version
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Total L/Ds per Second >
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Al Managers 0.2456 1
Average /0 Response Time {ms) >
All Managers 02925 1
Maximum 1/0 Respanse Time {ms) >
Al Managers 0.29% 1%
% CPU Utiization fotal) >
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Total Emor Count >
< >

Figure 3.22: Performance test - lometer Sequential Read transfer size = 4k, block
size = 4k - Optimized Version
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= 0| = 2E= A o | qE 8] ¢
Topcloay Disk Targets | Network Targets | Access Specifications Results Display }Test Setup |
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All Managers 122.74 MBPS (117.06 MiBPS) 1000
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Test Completed Successfully

Figure 3.23: Performance test - lometer Sequential Read transfer size = 16k,
block size = 4k - Optimized Version
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3.2 Computational Storage Development

The objective is to develop an hardware accelerator consisting of a wrapper that
can host different types of acceleration core. However, before starting with the
development of the hardware accelerator, it is necessary to modify the project with
the addition of the AXI DMA IP, in order to match the general architecture of a
FPGA-based Computational Storage Drive 3.24.

\ 4
> X1
. 7 HP AXI-4
ARM MEMORY AXT g »  AXIDMA
‘ , NVMe HOST CPU INTERFACE HP [N Lal BLOCK
CONTROLLER
PCle AXI

GP

AXI-4
STREAM RX TX

AXI GP

HARDWARE
\CCELERATOR

Figure 3.24: General Architecture of a FPGA-based Computational Storage

3.2.1 32-bit AXI DMA

At first, the AXI DMA has been used as a replacement for the MemCpy function,
being simply closed on a loop-back. The only firmware modifications concern the
configuration of the DMA and, as mentioned above, the substitution of the MemCpy
with a DMA transfer.

Some preliminary performance tests are carried out to compare this version to
the one with <MemCpy> function.

In Figure 3.26 the <dd> test has been performed: however, due to the small
amount of data transferred, the results are not accurate. Instead, as it can be seen
in Figures 3.27 to 3.29, despite an increment in the latency, there is a slight increase
in both IOPS and bandwidth due to the introduction of the DMA, that reduces
the workload of the processing system and favors the increase of throughput.
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Figure 3.25: 32bit AXI DMA Adaptation of the Cosmos+ OpenSSD project
System Design

reds@reds: ~
File Edit View Search Terminal Help
reds@red S sudo dd i /Downloads/test_rand_2MB of=/dev/nvme@nl bs=4096
[sudo] password for reds
500+0 records in
500+8 records out
2048000 by (2.0 MB, 2.0 MiB) copied, ©.0251021 s, 81
reds@red $ sudo dd if=/dev/nvmeenl o /Desktop/read_test bs=4096 count=500
500+@ records in
500+8 records out
2048000 bytes (2.0 MB, 2.0 MiB) copied, ©.0236533 s, 86.6 MB/s

Figure 3.26: Performance test - dd function, write and read - 32bit AXTI DMA
Version
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Figure 3.27: Performance test - lometer Sequential Read transfer size = 4k, block
size = 4k - 32bit AXI DMA Adaptation
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Figure 3.28: Performance test - lometer Sequential Read transfer size = 16k,
block size = 4k - 32bit AXI DMA Adaptation

HOST AND HARDWARE
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FIRMWARE
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OTHER
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DATADMA
120,9
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= HOST AND HARDWARE

= OTHER

= DATA DMA

= SPARE DMA

Figure 3.29: Performance test - Read Latency - 32bit AXI DMA Adaptation
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3.2.2 First Prototype

The first prototype of hardware accelerator is a simple block which adds the value
of a parameter to the data that need to be processed. Its primary goal was to
provide a better understanding of the AXI-4 lite and stream protocols and the
NVMe Admin Command.

con
rrrrrrr

pu
pu
el
a

Figure 3.30: System Design of the first version of the Computational Storage
based on the Cosmos+ OpenSSD project

As shown in Figure 3.30, the accelerator is enclosed by two Data FIFO, in order
to decouple the DMA transfer from the computation.

The designed Finite State Machine (FSM) is shown in Figure 3.31.

The Configuration an Transfer_Configuration state handle respectively the mod-
ification and the reading of the configuration and parameter registers through the
Set Parameters NVMe Admin Commands. The feature identifiers of the commands,
a field that indicates for what feature the attribute are being specified for, are chosen
between the group of the vendor specific ones[32], being the registers custom.

On the acceleration branch, the different states are used to take care of all the
combination of the AXI-4 stream protocol signals and to recover any lost input
data in the occurrence of particular conditions (e.g. output not ready on the last
element).

The Accelerator has two configurations: the first is a simple pass-through, neces-
sary for the power-on procedure, while the second is the acceleration configuration
that, as previously said, is a simple addition of a parameter to the data. It is pos-
sible to change the values of the configuration and parameter registers through the
NVMe Set Parameter Command, as shown in Figure 3.32.

The test in Figures 3.33 to 3.36 shows a degradation in performance for this
solution due to the insertion of FIFOs and Accelerator block.
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FSM_ACCELERATOR N
Vv
LAST_RECOVER
ifflag = 0,2,3 //// ’/////
_~ —
\\\ — _—
v
Letter [Signals
m_axis tready && s axis tvalid
B m_axis tready &8& !'s axis tvalid && flag tlast
5 'm_axis_tread
D 's_axis_tvalid && !flag_tlast
E m_axis_tready &6 ((s_axis_tast &6 s_axis_tvalid)
F m_axis_tready && flag_tlast
G m_axis_trea
H m_axis_tready && flag
m axis tready && 'flag
s_axi_awvalid && s_axi_wvalid
s_axi_arvalid
s axi bread
[o] s_axi_rread

Figure 3.31: FSM of the first version of the Hardware Accelerator

File Edit
reds@reds

Search Terminal Help
5 sudo nvme set-feature fdev/nvme® -f 0xCO

[sudo] password for reds:
set-feature:c@ (Unknown), value:8x800801
reds@reds:~5 sudo nvme set-feature /dev/nvme® -f OxC1

Done Admin Command OPC:

Done Admin Command OPC

Done Admin Command OP

Done Admin Command OPC: 6

Set Accelerator Configuration: 1
Set Feature FID:CO

Done Admin Command OPC: 9

Set Accelerator Parameter: 7

Set Feature FID:C1

Done Admin Command OPC: 9

Figure 3.32: NVMe Set Parameter Admin Command - Addition of 0x7 to a 32-bit

sequence - Host and Developer PCs

3.2.3 128-bit AXI DMA

As it will be treated in the next section, the chosen acceleration core works on
128bit data packet: in order not to add complexity to the accelerator and achieve
higher performance, it is necessary to change the AXI DMA bus width from 32 to

128 bits.
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reds@reds: ~

File Edit View Search Terminal Help

reds@reds:~% sudo dd if=./Downloads/test_rand_2MB of=/dev/nvme®nl bs=4096
[sudo] password for reds:

500+0 records in

500+0 records out

2048080 bytes (2.0 MB, 2.8 MiB) copied, 8.8219603 s, 93.3 MB/s

reds@reds: sudo dd if=/dev/nvme@nl of=./Desktop/read_test bs=4896 count=500
500+8 records in

500+0 records out

Figure 3.33: Performance test - dd function, write and read - Computational
storage first prototype
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Figure 3.34: Performance test - lometer Sequential Read transfer size = 4k, block
size = 4k - Computational storage first prototype
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Figure 3.35: Performance test - lometer Sequential Read transfer size = 16k,
block size = 4k - Computational storage first prototype
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= HOST AND HARDWARE OTHER DATA DMA = SPARE DMA

Figure 3.36: Performance test - Read Latency - Computational storage first
prototype

Only two firmware modifications has to be carried out in order to perform the
128-bit DMA transfer:

e allocation of a new memory array for the spare data, called <SpaceArray>,
to avoid conflicts for consecutive transfers;

e use of an attribute to specify the minimum alignment for the memory arrays,
that has to be set to 16 bytes.

As for the previous versions, some preliminary tests are carried out to evaluate
the performance of the new configuration.

Help
ownloads/test_rand_2MB of=/dev/nvme@nl bs=4096

for reds:
n
ut
(2.0 MB, 2.8 MiB) copied, 0.0 78 s, 112 MB/s
do dd if=/dev/nvmednl of=. /D op/read_test bs=4096 count=500
n
00+0 recor ut
048000 bytes{'i.@ MB, 2.0 MiB) copied, ©.0198503 s, 183 MB/s

Figure 3.37: Performance test - dd function, write and read - 128bit AXI DMA
Version

The achieved performance, in terms of bandwidth, IOPS and latency, for the 128-
bit AXI DMA version are better than those of the 32-bit one thanks to the higher
speed of the data transfer from and to the PS. However, as seen in section 3.1.1,
the PS can provide only a 64-bit AXI interface, limiting the possible performance
increase.
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Figure 3.38: Performance test - lometer Sequential Read transfer size = 4k, block
size = 4k - 128bit AXI DMA Adaptation
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Figure 3.39: Performance test - lometer Sequential Read transfer size = 16k,
block size = 4k - 128bit AXI DMA Adaptation

3.2.4 Second Prototype

The first prototype is not very suitable as general wrapper because the AXI-4
stream protocol makes the management of cores with different timing difficult.
Therefore, the previous external FIFOs are then included in the hardware of this
second prototype, in order to separate the input and the output AXI-4 stream
signals, as shown in Figure 3.41.

In this second prototype, there are two FSMs, as shown in Figure 3.42: the
modification and the reading of the registers through NVMe Admin Commands is
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Figure 3.40: Performance test - Read Latency - 128bit AXI DMA Adaptation
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:Dm'4 LITE EPARAMETEE;

Figure 3.41: General diagram of the Hardware Accelerator

now divided from the acceleration branch.

The acceleration branch is simpler than in the first prototipe, due to the acceler-
ation process being indipendent from the AXI-4 stream protocol. The WAIT_PIPE
state is used to wait for the core to be ready, in the case its output is not immedi-
ately available.

AES Core and CTR Configuration

In order to verify the correct functioning of the block, it was necessary to choose
the acceleration function and, consequently, the core to be inserted.
The sought acceleration function has to be:

e widespread and standard;

e format-preserving: for construction limits (DMA transfer) the output data
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Figure 3.42: FSMs of the second version of the Hardware Accelerator

format has to be the same of the input one;
e used with a data stream: to achieve high performance.

Therefore, the chosen core is an encryption one based on the Advanced Encryp-
tion Standard (AES)[33], called "tiny_aes”. The AES encryption algorithm, that
is a specific implementation of the Rijndael one, has been adopted and standard-
ized by the National Institute of Standards and Technology (NIST) and the US
FIPS PUB in 2001 and is accepted all over the world. The AES is a symmetric
encryption algorithm, using a single key for both encryption and decryption. It is
a format-preserving encryption algorithm that works on a single fixed-length data
block of 128-bit. On the other hand, the key size can be 128,192 or 256 bit.

The encryption process consists of different rounds of transformations, which
number varies depending on the length of the key.

Five modes of operation were defined[34]:

e Electronic Code Book (ECB) mode: the simplest mode and, for this reason,
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generally not recommended. All the input data blocks, called plain text, are
encrypted with same key, allowing parallel encryption but resulting in low level
of security;

e Cipher Block Chaining (CBC) mode: the input block is xored with an initial-
ization vector (IV) and then encrypted. The resulting cipher text is used as
IV for the next block;

e Cipher FeedBack (CFB) mode: the key and the IV are the input of the en-
cryption block, which result is xored with the plain text. As in the CBC, the
resulting cipher text is used as IV for the next block;

e Output FeedBack (OFB) mode: as in the CFB, the key and the IV are the
input of the encryption block, which result is xored with the plain text to give
the cipher text. However the IV for the next block is given by the result of
the encryption block;

e Counter (CTR) mode: in this mode the IV is a counter. As in the CFB, the
key and the IV are the input of the encryption block, which result is xored
with the plain text to give the cipher text. However the IV for the next block
is given by the incremented counter.

Apart from the ECB, each mode has advantages and disadvantages: the choice on
which to use depends on the application. Given the requirements for the accelerator,
the best choice is the CTR mode: in fact in this mode the encryption and decryption
can be prepared in advance and the parallel computing is supported, providing in
this way the possibility to achieve high speed while ensuring security. Then the
hardware accelerator is modified according to the scheme shown in Figure 3.43, in
which each block is equivalent of a pipeline stage.

It is fundamental that a data block uses the same value of the counter in both
encryption and decryption. Otherwise, the operation is not completed correctly.

As described in the project specification[33], there are three cores available, one
for each key size: due to the limit in FPGA resources, only the AES-128 and
AES-256 are included in the hardware accelerator.

Functionality Tests

To verify the correct behavior of the developed accelerator, the NIST provides test
vectors[34] for both encryption and decryption operations.

By construction of the cores, input and output of the core have to be reversed
in order to be processed. This occurs for the opposite orientation of the software
and hardware vectors.

Accounting NIST test vectors to be in a reversed state, only the output of the
core is inverted: the key has to be inserted as it is. As well, to verify that results
match, both plain-text and cipher-text have to be reversed.
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The test are performed in three different ways:
e Module verilog test-bench;

e Module execution;

e General execution.

As shown in Figures the first vectors of the test-bench waveform are, respectively,
plain-text blocks, initial counter and key from NIST test vectors.

The plain-text is reversed in the <data_in_pipe> vector to ensure the correct be-
havior: the match of results can be verified by the vector <reverse_data>, inversion
of the accelerator output.

For the module execution test, the comparison between the obtained cipher-text
and NIST test vectors is directly executed by the software. In this type of test the
configuration still takes place with direct writing of configuration and parameter
registers.

Figures 3.48 and 3.51 shows the messages printed by the software, as a conse-
quence of the correct completion of the operations, for both configurations.

In Figures 3.49, 3.50, 3.52 and 3.53 instead, the complete execution waveforms
for the parameters configuration and the encryption phase only are shown.

As mentioned previously, it is possible to notice the difference between the time
passed in the state WAIT_PIPE (code 2) in the two encryption waveforms: the
process takes more rounds of transformations to complete the operations in the
case of the AES-256 core rather than the AES-128 one.
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Figure 3.45: Verilog Test-bench - AES-128 Decryption

Before performing the general test, is necessary to define in the firmware the Fea-
ture Identifiers of the Set Feature command. Their assignation to the configuration
and parameters registers is shown in Table 3.1.

Finally, it is possible to perform the general test. Figures 3.54 and 3.55 show,
from both host and developer PC sides, the configuration phase and write operation
to send the test vectors: <test_128.bin> is a binary file in which the NIST vectors
have been reversed. The printed output, which are the hexadecimal values of the
byte saved in the MemSpace array, are equivalent to test vectors reversed.

The write operations are always referred to a page (16kB): therefore, as it can
be seen in Figure 3.31, the amount of computed data is much larger than the 64
bytes of binary file.
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Encryption-Decryption - Press 'X' to start

transfer Dev-DMA successful
transfer DMA-Dev successful

Encryption completed successfully
transfer Dev-DMA successful
transfer DMA-Dev successful
Decryption completed successfully
done

Figure 3.48: Module execution - AES-128 Terminal

Same operations are performed for the AES-256 core in Figures 3.57 to 3.59.
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Figure 3.53: Module execution - AES256 Encryption

Feature Identifier Register Name Notes
0xCO0 Configuration Register 0 = Pass through; 1 = Adder;
2 = AES-128; 8 = AES-256

0xC1 Parameter 1 Register LSW of the key vector
0xC2 Parameter 2 Register

0xC3 Parameter 3 Register

0xC4 Parameter 4 Register ~MSW of the 128-bit key vector
0xCbh Parameter 5 Register

0xC6 Parameter 6 Register

0xC7 Parameter 7 Register

0xC8 Parameter 8 Register ~MSW of the 256-bit key vector
0xCA Parameter A Register LSW of the IV vector
0xCB Parameter B Register

0xCC Parameter C Register

0xCD Parameter D Register MSW of the IV vector

Table 3.1: Set Parameter - Feature Identifiers Assignation
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reds@reds: ~

File Edit View Search Terminal Help
reds@reds:~$ sudo nvme set-feature /dev/nvme®
[sudo] password for reds:
set-feature:c® (Unknown), value:0x000002
$ sudo nvme set-feature /dev/nvme® oxc1 0x09cf4f3c
c1 (Unknown), value:®x9cf4f3c
S sudo nvme set-feature /dev/nvmed® oxc2 0xabf71588
:c2 (Unknown), value:0xabf71588
$ sudo nvme set-feature /dev/nvme@ 0xC3 0x28aed2a6
set-feature:c3 (Unknown), value:0x28aed2a6
reds@reds:~5$ sudo nvme set-feature /dev/nvme® 0xC4 0x2b7e1516
set-feature:c4 (Unknown), value:0x2b7e1516
reds@reds:~$ sudo nvme set-feature /dev/nvme® @xCA oxfcfdfeff
set-feature:ca (Unknown), value:@xfcfdfeff
reds@reds:~$ sudo nvme set-feature /dev/nvme® 0xCB -v @xfsfofafb
set-feature:cb (Unknown), value:0xf8f9fafb
reds@reds:~$ sudo nvme set-feature /dev/nvme® OxCC -v OxF4f5f6f7
set-feature:cc (Unknown), value:0xf4f5f6f7
reds@reds:~$ sudo nvme set-feature /dev/nvme® -f @xCD -v exfafif2f3
set-feature:cd (Unknown), value:@xfefif2f3
reds@reds:~$ sudo dd if=./Desktop/test_128.bin of=/dev/nvmednl bs=4096
0+1 records in
0+1
64

Figure 3.54: General Execution - AES-128 Host PC Terminal
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Figure 3.56: General Execution - AES-128 Encryption Waveform
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reds@reds:

File Edit View Search Terminal Help
reds@reds:~$ sudo nvme set-feature /dev/nvmeo

$ set-feature /dev/nvme® -f Ox x0914df 4
set- feature c1 (Unknown), value:0x914dff4
$ sudo nvme set-feature /dev/nvmee -f Ox x2d9810a3
©x2d9810a3
set-feature /dev/nvme® -f Ox 0x3b6108d7
set-feature:c3 (Unknown), value:@x3b6108d7
reds@reds:~S sudo nvme set-feature /dev/nvmeo -f ox: x17352c07
set-feature:ca (Unknown), value:@x1f352c07
reds@reds:~$ sudo set-feature /dev/nvme® -f Ox x857d7781
set-feature:cs (Unknown), value:ex857d7781
reds@reds:~$ sudo nvme set-feature /dev/nvmee -f 6xC6 -v Ox2b73aefo
e:0x2b73aef0
o nvme set-feature /dev/nvmed -f Ox x15ca71be
set-feature:c7 (Unknown), value:ex1i5ca7ibe
$

oxf8fofafb

reds@reds:~$ sudo nvme set-feature /dev/nvmeo -f ox exfafsfef7
set-feature:cc (Unknown), value:exfafsfef7
reds@reds:~$ sudo nvme set-feature /dev/nvmeo X exfof1f2f3
oxfof1f2f3
096

Figure 3.57: General Execution - AES-256 Host PC Terminal
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Figure 3.59: General Execution - AES-256 Encryption Waveform
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Performance Tests

As in the previous cases, performance tests are carried out to evaluate IOPS, band-
width and latency for the final computational storage configured to perform the
cryptography.

As it can be seen in Figures 3.60 to 3.63, there is almost no degradation in
performance after the insertion of the hardware accelerator.

reds@reds: ~
File Edit View Search Terminal Help
reds@reds:~5 sudo nvme set-feature /dev/nvme® -f OxCO -v 8x2
ord for reds:
® (Unknown), value:0x008002

sudo dd if=./Downloads/test_rand_iMB of=/dev/nvme@nl bs=4096
ds in

250+0 records )ut
1.0 MB, 1000 KiB) copied, ©.0185096 s, 97.4 MB/s

B <ud) dd lf J/dev/nvmednl of=./Desktop/read test bs=4096 count=250
records in

records out

Figure 3.60: Performance test - dd function, write and read - 128bit AXI DMA

Version
@ lometer - x
g | | ——— "
=\ =) =S| A kLI
Topolagy Disk Targsts | Metwork Targets | Access Specifications  Resuts Display ITest Setup |
S All Managers Results Since . Update Frequency (seconds)
=3 JLsEppEzYng to the progress bar of your choice. resuits to file € Last Update
3 vwhorker 1
Display

All Managers 10658 55 100000
Total 1/0s per Secand ] 2|

All Managers 43.66 MBPS (41.63 MiBPS) 100
Total MBs per Second (Decimal) J

All Managers 0.1876 1
Average /0 Response Time (ms) ﬂ

All Managers 02253 1
Masimum 1/0 Response Time ims) | | NENNRNN >

Al Managers 0.25% 1%
% CPUJ Uiization fotal) 2|

All Managers 0 0
Total Emor Court J

< >

Test Completed Successfully

Figure 3.61: Performance test - lometer Sequential Read transfer size = 4k, block
size = 4k - Computational Storage
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Figure 3.62: Performance test - lometer Sequential Read transfer size = 16k,
block size = 4k - Computational Storage

OTHER
12,7
7%
HOST AND HARDWARE FIRMWARE DATAMEMCPY
573 1143 .
37% 63% 53%

SPARE MEMCPY
a7
— 3%

w HOSTAND HARDWARE ~ w OTHER = DATA MEMCPY  m SPARE MEMCPY

Figure 3.63: Performance test - Read Latency - Computational Storage

59



60



Chapter 4
Conclusion

This research aimed to experience and explore capabilities of an NVMe compu-
tational storage, as opportunity take data centers to the next level in terms of
performance and energy efficiency.

The developed computational storage is easily configurable from the host side,
thanks to the NVMe protocol on which is based: no additional software/driver in-
stallations is required due to the NVMe driver being open source and supported in
all major distributions. This involves the development of an NVMe controller as
interface block for the computational storage that, though, complies with specifica-
tions common to all the vendors. Moreover, the results provided by the performance
test carried out, summarized in Tables tables 4.1 and 4.2, show that the developed
hardware accelerator has good performance: in fact, it does not introduce signifi-
cant losses with respect to the standard version (without the acceleration block).

However, it was not possible to make a detailed analysis of the possible effects
which could result from the increase of the operating frequency for both DMA and
accelerator blocks due to performance limits. In fact, the obtained performance
results are much lower than the expected ones, being heavily affected by the high
memory traffic in the DDR: the problem could be solved using a platform with more
internal resources or expansion possibilities. Furthermore, it is necessary to find a
solution to the problem affecting the write operation, in order to finally obtain a
bidirectional device.

Further improvements can be carried out: the original project was not designed
to perform this type of operations, therefore a dedicated firmware can enhance
the performance, reducing the software latency. Lastly, the computational stor-
age, thanks to the NVMe protocol, could work in a peer-to-peer network, which
exploitation enables further reduction of the CPU workload and data movement,
resulting in higher efficiency and lower energy consumption.
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Iometer
Version Transfer size 4kB Transfer size 16kB
IOPS Bandwidth [MBPS] I0OPS Bandwidth [MBPS)]

Base 7457 30.55 7136 116.92

32-bit AXI DMA 8435 34.55 8359 136.95
First Prototype 6738 27.60 6674 109.36
128-bit AXI DMA 10727 43.94 10586 173.45
Final Prototype = 10658 43.66 10478 171.68

Table 4.1: Tometer Sequential Read Test - block size 4kB

Version Latency |[us]
Firmware Data Transfer Host & Hardware Total
Base 136.6 105.6 52.1 188.7
32-bit AXI DMA 140.9 120.9 66.2 207.1
First Prototype 140.7 121.6 74.3 215
128-bit AXI DMA 114.6 97.4 63.6 178
Final Prototype 114.9 97.4 67.3 182.2

Table 4.2: Latency Sequential Read Test - block size 4kB
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