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Figure 1.1: The general workflow.

Step 1: Creation of the entire network infrastructure.

Hardware setup, architecture design, configuration.

Step 2: Creation of the Virtual Farm.

Software setup, user-service development, integration.

Step 3: Creation of David.

NLP assistant, chatbot, innovative idea.
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Figure 1.2: A high-level diagram of the architecture.
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Figure 1.3: A Tag Cloud representing some topic related to the development of David.
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Figure 1.4: The workflow for the Alexa architecture.

Step 6: The response is sent back to Alexa.

Step 5: Amazon Alexa Service performs the Text-To-Speech.

Step 4: The Service Layer (David) performs the requested operation.

Step 3: The textual user query is sent to Watson Assistant for the intent recognition.

Step 2: Amazon Alexa Service performs the Speech-To-Text.

Step 1: Alexa received he input from the user.
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Figure 1.5: The workflow for the Telegram bot.

Step 5: The response is retrieved and sent back to the admin chat.

Step 4: It sends the intent to the Service Layer (David) to perform the requested operation.

Step 3: It performs Intent Recognition using Watson Assistant.

Step 2: A Node-RED flow is activated for the message.

Step 1: The admin send the message to the Telegram bot.
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Figure 2.6: Top-level diagram of the Network.
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Figure 2.7: The main rack. 
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Figure 2.8: The Network backbone using the MikroTik CR S106 fibre switch.
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Figure 2.9: The web interface for ZyXEL switch configuration.
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Figure 2.10: The Winbox utility used to configure and manage RouterOS

 

                                                           
(1) 

 



 
 

21 
 

 

Figure 2.11: The cascaded connection of the CAPs.

 

Figure 2.12: The radio link architecture for internet access in separate buildings. 
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Figure 2.13: The RAID 10 Schema. [11]
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Figure 2.14: The fully coloured rack, core of the network.
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Figure 2.15: The routing mark assignment and utilization.
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Figure 2.16: An example of firewall configuration using Winbox.
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Figure 2.17: The roof border architecture for wireless ISP.
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Figure 2.18: The logos of the exposed user and admin services.
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http://www.salaolimpo.cloud/
http://www.salaolimpo.eu/
http://nas.salaolimpo.eu/


 

29 
 

 

 

 

 

 

 

 

 

Figure 3.19: A screen of the vSphere 5.1 Client, connected to VMware ESXi Server 5.1.
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Figure 3.20: The DTAP cycle adopted for services development.
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Figure 3.21: The Active Directory logo.

 

Figure 3.22: The Active Directory Domain structure for the system.
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Figure 3.23: A small set of services that uses the LDAP database for authentication purpose.
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Figure 24: The MMC tool, used to issue and configure certificates.
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Figure 3.25: The Group Policy Management tool, used for GPO creation and deployment..

 

Figure 3.26: The green icon representing the Folder Redirection feature. 
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Figure 3.27: The Bind9 logo.
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CodeView 3.1:The olimpo.vsg Zone configuration file. 
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(2) 

$ORIGIN . 
$TTL 7200 ; 2 hours 
olimpo.vsg IN SOA VillaDNS.olimpo.vsg. hostmaster.olimpo.vsg. ( 

2018071203 ; serial (YYYY/MM/DD version) 
900  ; refresh (15 minutes) 
600  ; retry (10 minutes) 
86400  ; expire (1 day) 
3600  ; minimum (1 hour) 

) 
 

NS VillaDNS.olimpo.vsg. 
 
$ORIGIN olimpo.vsg. 
$TTL 7200 ; 2 hours 
 
VillaDC   A 10.0.10.10 
VillaDNS   A 10.0.10.11 
VillaRadius  A 10.0.10.12 
PaperSkiepp  A 10.0.10.13 
VillaDB   A 10.0.10.14 
CloudMail   A 10.0.10.15 
 
VillaProxy  A 10.0.10.16 
Rhea   A 10.0.10.17 
RielloBox   A 10.0.10.18 
VillaWeb   A 10.0.10.19 
VillaSamba  A 10.0.10.20 
David   A 10.0.10.21 
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Figure 3.28: The FreeRADIUS logo.
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Figure 3.29: The FreeRADIUS authentication and access protocol. [21]
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CodeView 3.2 The inner-tunnel RADIUS configuration file.

 

Figure 3.30: CUPS and PyKota logos

server inner-tunnel { 
 listen { 
  ipaddr = 127.0.0.1 
  port = 18120 
  type = auth 
 } 
 authorize { 
  mschap 
  eap { ok = return } 
  ldap 
  expiration 
  logintime 
  ntlm_auth 
 } 
 authenticate { 
  Auth-Type MS-CHAP   { mschap } 

Auth-Type ntlm_auth { ntlm_auth } 
  eap 
 } 
 session {  } 
 post-auth { 
  ldap 
  Post-Auth-Type REJECT { 
   attr_filter.access_reject 
   update outer.session-state { 
    &Module-Failure-Message := &request:Module-Failure-Message 
   } 
  } 
 } 
 pre-proxy {  } 
 post-proxy { 
  eap 
  update { 
   &outer.session-state: += &reply: 
  } 
 } 
} 
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Figure 3.31: The interaction of all PaperSkiepp components. 
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Figure 3.32: A screen of the CUPS web configuration panel.
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Figure 3.33: The operation performed using by objects of the Tea4CUPS beckend.
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CodeView 3.3: The PaperSkiepp bash script. 

 

#!/bin/bash 
PKRESULT=$(pkpgcounter -d $2 2>&1) 
 
#---Check if the print if A3 / A4--- 
if echo $PKRESULT | grep -q "A3" ; then 
        FORMAT=A3 
else 
        FORMAT=A4 
fi 
#---Check for the Duplex Option--- 
if echo $PKRESULT | grep -q "Duplex" ; then 
        SIXDUP=DUX 
else 
        SIXDUP=SIX 
fi 
#---Check for the Colors Option--- 
if echo $PKRESULT | grep -q "Color" ; then 
        COLORS=COL 
else 
        COLORS=BW 
fi 
 
#============================================================================ 
#---Get the number of pages--- 
pages=$(pkpgcounter $2) 
 
#---Retrieving prices and ID--- 
printerdata=$(mysql -u $USER -p$PASSW -h $IPVDB -D$DATAB -e "SELECT $FORMAT$SIXDUP$COLORS, ID_P FROM printers WHERE 
PSalias='$1'" -N -s -B) 
IDprinter=$(echo $printerdata | cut -f2 -d' ') 
 
#---Calculating the fee for the print job--- 
credit=$(echo $printerdata | cut -f1 -d' ') 
credit=$(bc <<< "$credit * $pages") 
 
#---Getting the actual credit--- 
userdata=$(mysql -u $USER -p$PASSW -h $IPVDB -D$DATAB -e "SELECT unlimited, can_print, credit, pages, ID_U FROM users 
WHERE username LIKE('$3')" -N -s -B) 
 
#============================================================================ 
#---Retrieving all the properties of the user--- 
userli=$(echo $userdata | cut -f1 -d' ') 
useren=$(echo $userdata | cut -f2 -d' ') 
usercr=$(echo $userdata | cut -f3 -d' ') 
userpg=$(echo $userdata | cut -f4 -d' ') 
userna=$(echo $userdata | cut -f5 -d' ') 

 
#---Is the user enabled? If NO: Stop--- 
if [[ "$useren" -eq "0" ]] ; then 
        return -1 
fi 
#---Is the user unlocked?--- 
if [[ "$userli" -eq "0" ]] ; then 
 
        #---If NO: has the use enough credit?--- 
        if (( $(echo "$usercr < $credit" | bc) )) ; then 
                return -1 
        fi 
fi 
 
#============================================================================ 
#--- printJob accepted --- 
 
#---Inserting job into print log--- 
mysql -u $USERN -p$PASSW -h $IPVDB -D$DATAB -e "INSERT INTO printlog (ID_U, ID_P, pdate, pages, title, payed) VALUES 
($userna, $idp, NOW(), $pages, '$4', $credit);" 
 
#---Calculating new credit & pages--- 
credit=$(bc <<< "$usercr - $credit") 
let "userpg = userpg + pages" 
 
#---Update user's credit & printed pages--- 
mysql -u $USERN -p$PASSW -h $IPVDB -D$DATAB -e "UPDATE users SET credit = $credit, pages = $userpg WHERE 
username='$3';" 
 
return 0 
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Figure 3.34: MySQL and InfluxDB logos.
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CodeView 3.4: Examples of InfluxDB commands.
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Figure 3.35: NextCloud and RoundCube logos.
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Figure 3.36: The NextCloud interface for installing applications.

 

CodeView 3.5: NextCloud cron operations for file synchronization.

 

 

                                                           
(1) 

*/5  * * * * php /var/www/html/nextcloud/occ files:cleanup 
*/10 * * * * php /var/www/html/nextcloud/occ files:scan --all 
*/15 * * * * php -f /var/www/html/nextcloud/cron.php 
*/60 * * * * php /var/www/html/nextcloud/occ preview:pre-generate 
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Figure 3.37: The NextCloud login screen

 

 

 



 

49 
 

 

CodeView 6: The telnet trace for SASL authentication for SMTP service.

 

 

Figure 38: a screen of the RoundCube webmail.

$  telnet localhost 25 
   Trying ::1... 
   Trying 127.0.0.1... 
   Connected to localhost. 
   Escape character is '^]'. 
   220 <hostname> ESMTP Postfix 
*  EHLO <token> 
   250-<hostname> 
   250-PIPELINING 
   250-SIZE 10240000 
   250-ETRN 
   250-AUTH PLAIN LOGIN 
   250-AUTH=PLAIN LOGIN 
   250-ENHANCEDSTATUSCODES 
   250-8BITMIME 
   250 DSN 
*  AUTH LOGIN 
   334 VXNlcm5hbWU6 
*  <base_64_username> 
   334 UGFzc3dvcmQ6 
*  <base_64_password> 
   235 2.7.0 Authentication successful 
*  QUIT 
   221 2.0.0 Bye 
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Figure 3.39: NGINX and Let's Encrypt logos.
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Figure 3.40: The NGIX reverse proxy operation with SSL offloading.
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CodeView 3.7: An example of configuration for the proxy-pass of alexa.salaolimpo.cloud using NGINX. 

server { 
listen 80; 
server_name alexa.salaolimpo.cloud; 

 
return 301 https://$host$request_uri; 

} 
server { 

listen 443 ssl; 
server_name alexa.salaolimpo.cloud; 

 
location / { 

proxy_pass http://10.0.10.21:8080; 
proxy_set_header Host $host; 
proxy_set_header X-Forwarded-Proto $scheme; 
proxy_set_header X-Real-IP $remote_addr; 
proxy_set_header X-Forwarded-For $proxy_add_x_forwarded_for; 

 
add_header Front-End-Https on; 

} 
ssl_certificate /etc/letsencrypt/live/cert_dir/fullchain.pem; #managed by Certbot 
ssl_certificate_key /etc/letsencrypt/live/cert_dir/privkey.pem; #managed by Certbot 
include /etc/letsencrypt/options-ssl-nginx.conf; #managed by Certbot 
ssl_dhparam /etc/letsencrypt/ssl-dhparams.pem; #managed by Certbot 

} 
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Figure 3.41: The Let's Encrypt algorithm for certificate issue.
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Figure 3.42: LAMP and Graphana logos.
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Figure 3.43: The user management section of Rhea Admin Console.
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Figure 3.44: The Graphana System Health dashboard.
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CodeView 3.8: An example of Telegraf configuration for Rhea machine.

 

Figure 45: The Riello UPS logo.

                                                           
(1) 

[agent] 
  interval = "15s" 
 
[[outputs.influxdb]] 
  url = "http://10.0.10.14:8086" 
  database = "grafana" 
  precision = "s" 
 
[[inputs.cpu]] 
  name_override = "cpu_17" 
  percpu = false 
  report_active = true 
 
[[inputs.disk]] 
  mount_points = ["/"] 
  name_override = "disk_17" 
 
[[inputs.mem]] 
  name_override = "mem_17" 
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Figure 3.46: The upsmon configuration using the built-in scripts.

 

CodeView 3.9: An example of output from the Apache2 API, reporting Riello UPS info from NUT.

{   
   "battery.capacity":"9",  "battery.charge":"100",  "battery.runtime":"1380", 
   "battery.voltage":"41.0", "battery.voltage.nominal":"36", "driver.name":"riello_usb", 
   "input .frequency":"50.00", "input .voltage":"220",  "ups.power.nominal":"1500", 
   "output.frequency":"50.00", "output.frequency.nominal":"50.0", "ups.temperature":"42", 
   ... 
} 
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Figure 3.47: The logo of the exposed services: TeamSpeak, WebCollab, MediaWiki.

 

Figure 3.48: The TeamSpeak3 Client.
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CodeView 3.10: An example configuration file for WebCollab over Apache2.

 

 

 

o 

 

<VirtualHost *:8080> 
  DocumentRoot "/var/www/html/webcollab" 
 
  TransferLog /var/log/apache2/webcollab_access.log 
  ErrorLog /var/log/apache2/webcollab_error.log 
</VirtualHost> 
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Figure 3.49: A screen of the WebCollab page with some opened tickets.

 

Figure 3.50: The MediaWiki Development Environment page, used as example.
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Figure 51: The Samba4 logo.
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Figure 3.52: The working principle of the Samba4 used to enforce permissions.

 

Figure 3.53: The configuration for the NextHome share.

[NextHome] 
read only  = No 
create mask = 0660 
directory mask  = 0770 
browseable = yes 
path  = /mnt/nextcloud/data/%U/files 
force user = www-data 
force group = www-data 
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Figure 4.54: The IBM Watson logo.
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Figure 4.55: An Amazon Echo Dot 2 device.

 

Figure 4.3: An Amazon Echo Dot 3 device.

                                                           
(1) A 

 



 

66 
 

 

Figure 4.4: The Alexa Developer Console.
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Table 4.1: The Intents and Entities of the given examples. 
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Figure 4.5: Watson Assistant dialog graph. 
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Table 4.2: Some example of noisy synonyms for some lemmas. 
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Figure 4.6: The intent and entity creation with Watson Assistant. 
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Figure 4.7: The architecture of the Alexa and David solution.
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Figure 4.8: The Apache Tomcat Manager screen.

 

Figure 4.9: The GitHub page for the project.
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Table 4.3: Some implemented functionalities with examples.
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Figure 4.10: The Alexa Developer Console testing the SalaOlimpo skill. 
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Figure 4.561: The BotFather logo.

                                                           
(1) 

 

(2) 

 



 

78 
 

 

 

 

 

 

 

Figure 4.57: The David Main flow.
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Figure 4.58: Examples of chat using textual messages, voice notes and photos..
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Figure 4.594: The Authentication flow.
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Figure 4.60: The David Voice/Photo flow.
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Figure 61: The David Notifier flow. 
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Figure 4.62: The Grafana dashboard for alert rules. 
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Figure 4.18: The RestFulController class and the project explorer screen.
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Table 4.4: Some classes of the service.magic package.
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Figure 4.63: The project explorer screen.
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CodeView 4.11: The runAlexa method of the MainFunctions class.

/** 
 * Method called for the Alexa service 
 *  
 */ 
public static String runAlexa(String payload) throws Exception { 
 JSONObject args  = new JSONObject(payload); 
 JSONObject watsonBody = null; 
 String  requestText; 
 
 //=== Retrieving session ID === 
 String sessID = args.getJSONObject("session").getString("sessionId"); 
 
 //=== If LaunchRequest, it doesn't contain intents === 
 if (args.getJSONObject("request").getString("type").equals("LaunchRequest")) { 
  watsonBody = buildWatsonData(""); 
   
  //--- Fire the Watson call for this specific case --- 
  JSONObject watsonResponse = getWatsonResponse(watsonBody); 
  String   textResponse  = watsonResponse.getJSONObject("output") 

.getJSONArray("text").getString(0); 
   
  LINK.setContext(sessID, watsonResponse.getJSONObject("context").toString(), General.ALEXA); 
  return buildAlexaResponse(textResponse, false) .toString(); 

} 
 

//=== If StopIntent, close david === 
if (args.getJSONObject("request").getJSONObject("intent").getString("name").equals("AMAZON.StopIntent")) { 

  LINK.delAlexaContext(); 
  return buildAlexaResponse("Closing david", true).toString(); 
 } 
 
 //=== If HelpIntent, handle with Assistant === 
 if (args.getJSONObject("request").getJSONObject("intent").getString("name").equals("AMAZON.HelpIntent")) { 
  requestText = "Help"; 
 } else { 
  requestText = args.getJSONObject("request").getJSONObject("intent") 
     
 .getJSONObject("slots").getJSONObject("EveryThingSlot").getString("value"); 
 } 
 
//-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.-.- 
 
 //=== Retrieving the contect and logging the query === 
 String watsonID = LINK.getContext(sessID, General.ALEXA); 
 LINK.logQuery(requestText, General.ALEXA); 
 
 //=== Building the body for Watson call === 
 if(watsonID == null) 
  watsonBody = buildWatsonData(requestText); 
 else 
  watsonBody = buildWatsonData(requestText, watsonID); 
 
 //=== Fire the Watson call === 
 JSONObject watsResponse = getWatsonResponse(watsonBody); 
 String  textResponse; 
 
 if(watsonResponse.getJSONObject("output").getJSONArray("text").length() > 0) 
  textResponse = watsonResponse.getJSONObject("output").getJSONArray("text").getString(0); 
 else 
  textResponse = "No response for this action"; 
 LINK.setContext(sessID, watsonResponse.getJSONObject("context").toString(), General.ALEXA); 
 
 //=== Execute the relative action === 
 try { 
  String actionResponse = null; 

if(watsResponse.getJSONObject("output").has("completedIntent")) { 
   actionResponse = TakeAction.pickCompleted( 
    watsResponse.getJSONObject("output").getString("completedIntent"), 
    watsResponse.getJSONObject("context") 
   ); 
   if(actionResponse != null) textResponse = actionResponse; 
  } else if(watsResponse.getJSONArray("intents").length() > 0) { 
   actionResponse = TakeAction.pickUp ( 

watsResponse.getJSONArray("intents").getJSONObject(0).getString("intent"), 
    watsResponse.getJSONObject("context") 
   ); 
   if(actionResponse != null) textResponse = actionResponse; 
   
 } catch (Exception ex) { 
  return buildAlexaResponse(ex.getMessage(), true) .toString(); 
 } 
 
 return buildAlexaResponse(textResponse, false) .toString(); 
} 
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Figure 5.1: The IBM Content Catalog, showing some services from the Watson Suite. 
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