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1. Abstract
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requirements for any industry in terms of efficiency, speed, traceability and customer
satisfaction. Companies are struggling in all industriesepkup with these new challenges.

The key capability is to be able to deliver the right information to the right people at the
right time for decisiormaking purposes. New technologies are nawailable to further
improve supply chain management in terms of dataaitbility, from cloud ERPs to
blockchain technology. This study will focus on how blockchain can be used in Supply Chain
Management to address challenges that have not yet been splwah specific focus on
Inbound Supply Chain issues in retailers. A business case study is presented to analyze

blockchain implementation in a food@mmerce retailer.

2. Goal and Research Questions

The purpose of this study is to highlight the ngas an new challenges that-eommerce
brought to Supply Chain Managemeits consequences and the positive impact that new
technologies such asblockchain,can have for companies in the revolutionized retail
business.The study was conducted thanks to a condtion of personal experience from
past internships in Supply Chaim P&G (Madrid) and Amazon (Munich), a deep literary
review and recent news analysis, along with two personal interviews with Blockchain
Researchers at TUMyndranik Tumasjan(12" September 2017, TUM Building 5, Munich,
Germany) andUlrich Gallersdorfer (14" September 2017, TUM Informatik Building,

Garching, Germany).



An initial understanding and analysisf the topic led to the formulation of research
guestions that were answetkin this studybefore presenting a business caseassess the

implementation of blockchain technology in arcemmerce retailer

Q1: What is the £ommerce revolutionHow did itimpact supply chain management?

What are the newy bornchallenges and which previous ones still remain?

Q2 How can technology support companies to further improve the efficiency of their supply

chain and lead to a Digital Supply Chain or Network?

Q3 What is the role of Blockchain in this panorama?

3. The ECanmerce Revolution

It was already in the 1960s that businesses started using primitive networks to exchange
business documents, such as order forms, invoices and shipping confirmations, across EDI
(Electronic Data Interchangélhe technology was inspired by the military ARPAnet, used to
ensure that crucial communications were circulating in titme1979, the American National
Standards Institute (ANSI), further improved this system introducing a universal standard
regarding tle format of the businessdocuments ASC X12The greatest networking
evolution arrived around 1982, when the military ARPAnet was transformed into TPI/IP
(Transmission Control Protocol and Internet Protocol). Not long later, individual computer
users couldaccess email services and shdoeuments over networks antthe first browsers
appeared when hypertexd 8 SR Ay T2NXIF GA2Y 41 & LIMPIOIZASR 0«

the first services for processing online credit card sales appeared thanks to companies like



Virtual and CyberCash. In 1995, Verisign entered the market and focused on encrypting and

securing ecommerce servergl)

In this context, Jeff Bezaiscorporated Amazon.com in 1994 addlivered the first book
ever sold on Amzon.comin 19930 | A& Y2dd2 gl a&a aDSG . A3 Clad
0KS FANERG -si8rts.LEy 2D@c8rBb@rQ1996mazon reached 180.000 customer
accounts after only one year of operation, and by Octob@97, the number boosted up to
1 million.InMF & wmMdppT> fSaa GKIFIYy w &SFENER | FGSNI 2LISy
having made any profiget, Amazon.com became a public company, quoted on the Nasdaq
market. Revenuestarted jumping up year per year and J8#zoswvas elected Person of the
Yearby the Timemagazinein 1999. At first it was books, then, by 1999, it was also music
and videos, consumer electronics, software, home improvement items, toys, games, and
much more.When he founded the company, the strategy was to not carry any inventory.
Thingschangel when the obsession for great customer experience led to the need of
achieving more control over deliveries. So in 1997, Amazon.com began holding inventory in
its own warelouses. th 200Q it started offering a service to smaller companiesdan

individuals to support them in selling through Amazon.com and in 2006-th&iment by

Amazon program saw the light as a further improvement of the previous se(gice.

At the same time, in September 1995, Pierre Omidygaeated AuctionWeb, an online
marketplace now known as eBay, in just one weekend. He sold a broken laser pointer for
14%, and started a popular marketplace, in which sellers listed all sorts of objects. In 1997,
the name officially changed to eBay atlte onemillionth item was sold. Its expansion

across the world began in 1999, launching in UK, Australia and Ger(@any.



In 1999, on the other side of the world, Jack Ma founded Alibaba Group, with the initial
intention of helpng Chinese exporters, manufacturers and entrepreneurs to sell
internationally. It is today more successful than eBagmazon and all the US retailepsit
together, selling in fiscal 2016, $485 billions of goods on its online marketplaces, which is

42% moe than the $341.7 billions that US online retailers sold for in 2Q05.

With eBay and Amazon notaking over althe western countriesAlibaba dominating
the Chinese miket and the surrounding areas and growing businesses like Jumia, part of the
Rocket Internet group, in Africacountries, ecommerce is an established reality that has

OKIYy3dSR Odzali2YSNEQ LISNOSLIWIA2Y 2F o0dzAy3Id

Ecommerceis defined by Investopedigh), asa type of business model, or segment of|a
larger business model, that enables a firm or individual to conduct business over an
electronic network, typically the internet. Electronic commerce operates in all four of the
major market segments: business to mess, business to consumer, consumer to consumer
and consumer to business. It can be thought of as a more advanced form ebnoheil
purchasing through aatalogue Almost any product or service can be offered via e
commerce, from books and music to fir@al services and plane tickets&commerce has
allowed firms to establish a market presence, or to enhance an existing market position, by

providing a cheaper and more efficient distribution chain for their products or services.

As the Ecommerce giantsevolutionized the retail businessupply chain management
suffered huge changes. First of all, the performance gap was no longer a secret: dot.com
companies highlighted the potential performance level that all supply chains could reach,
the bar was raiseé and keeps getting higher. New tealagies to support supply chain

management were developed and keep growing. Procurement, marketplace, planning and



fulfillment software development accelerated and tech companies remain aggressive in this
sense. Supplykchain had always been the tough node of all businesses, the area of
improvement withthe highestpotential but thatrequired greater effort. Thereluctanceto

invest andimprove has no chanceds persist. ecommerce provided new solutions to old
problemsand reduced all barriers, opening up to a crfwsctional, crosscompany and
crosscountry vision of the retail business and its supply chahe rise ofecommerce did

not change the structure and needs of supply chain management but rather the wag thes
are approachedThe-iinteraction between different actors of the supply chain has changed
and will keep changing, as well as the way in which supply chain operates between

companies and geographic boundarigs).

4. Impact onSupply Chain Management

A supply chain is considered to be an integrated network of organizations and/or
individuals delivering products or services to its customers. This typically in\ssvesal
different material (physical) cash (financialand inormation flows, the efficiencies of which
drive the overall quality of service to end customers and the associated ¢dst&
commerce has had an impact on all three of these flows. In terms of physical flows,
information can be used to avoid physical movements that were needed in the past.
Companies can now access more markets in an easier way, reducing physical flows. E
commerce solutions also changed the perception of product tracking and tracing, providing
24/7 and 365day access to information regarding products and deliveries. Regarding

financial flows, faster payment and settlement solutions affect all stages of th@ysapain.

(6)



Historically, Supply Chaimas always bee® I & SR 2y  {: kdhatility, ¥RudmNI + & ¢
velocity and visibility and professionals had the goal of optimizing results in terms of total
cost, service quality and suppNIi T2 NJ Ayy 20 A2y d® ¢ KSaS LINA 2 NJ
GAGK GKS yS&gs OKIH f-pabed Werll, newrdigital2téthndl&yies should (i

increase the level of performancé)

The roots of Supply Chain Managemeamé often attributed to Peter Drucker and his
article from 1962 in which he discussed the areas of business that could be improved to
achieve major efficiency gains and cost saving. Along the following two decades, supply
chain was still viewed as a segief disparate functions. Ondbese began to be integrated,
key themes emerged and became the main challenges for the following years. There was a
shift from a push to a pull supply chain, mainly demainden as customers were gaining
more power. Secondlynformation systems to gaibetter control of the supply chain were
enhanced. Cost saving strategies warelyzedand unnecessary inventory was found to be
a major source of cost that had to be eliminated. Maximum effectiveness could be achieved
only throughintegration and total cet optimization: ongoing relationships with trading
partners had to be establishe@he main challenge however was related to market demand
Agile supply chains need be highly responsive to market demand and the improvements in
information technology are&e& (2 O Ldil A2KS §/t@ Rnigrdv forécasting and

create a virtual supply chain between trading partn€gy.

Hence, he last couple of decades have witnessed a revolution in the integration of
supply chains, which wamssible thanks to synchronization of the activities and operational
flexibilittes. New information technologiesand increasing market uncertainty and

competition made these changesecessary. Starting in the 1990s with emerging ERP



systems, the dotomo dz& 4 Ay wHnnuX & f2y3 & 3Jt26k €Al

crisis, this change was acceleratétD)

The goal of supply chains in these times was to reduce transaction costs and improve the
gualty of information exchange amongst partnetscommerce was able to reinforce these
efforts: not only did it support synchronization and integration effoidst it alsochanged
the way supply chains are designed, operated and maintaifidd With the rise of e
commerce, new supply chain models have emerged: fuloramerce based such as
Amazon.com or duathannel such as Walmart, that kejhie traditional retail channel active

and added online buying options to the business.

Ecommerce is here to stay and will keep increasing its importance once established

standards for data transfer across the supply chain are real{2¢d.

Supply chains, to face this revolutionary change, are transforming from a staid sequence
to a dynamic, interconnected system, called DS#gital supply network or DS digital
supply chain. These are meant integrate information from many different ssuto enable

integrated views of the supply networ{8)

DSNis, in fact characterized by the strategic and operative exchange of information
between suppliers (financial, production, design, research, etc.) to enhance coicetion
between actors in the chaifl2) In modern DS$# integrated supply chain information
models are essential: information integration and service automatiorefbeen identified
as an important business drivél3). The information flows, if automated, eliminate the
need for manual entry and provide trustworthy information with reduced chances of human

error.

10



The benefits of DSHre also to reduce product and service costs, redusimgply chain

lead times and increasing the flexibility in supply chain degigh

New technologies thatan supportd RA IA G f ¢ &dzLILX & OKFAY Yl y
of Things, Big Data Analytics, Cloud Computing and neswelutionary systems such as
Blockchain. Efficiency and effectiveness of supply chain management strictly depend on IT
technology and its efforts in making reiahe data available and integrated, to improve both

the operational level and the decisiemaking procesq15)

w»
(N
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The rise of digital business changes traditional business models and, nimstlyywe
conduct business. In a world now operating 24/7, the pace of bssiracelerated. This
changed how businesses communicate, transact and interact with customers, suppliers and
partners. A study conducted lilge Institute of Supply Managemeit 2017(15), shows that
65% of thevalue o®2 YLIF y @ Q& LINP RdzOG a 2 NJ & Sslpoiesdad A &
supply chain impact everything: from quality, delivery and costs, to customer service and

satisfaction and profitability.

With the rise of Ecommerce, the relationship between logisti performance and
customer loyalty is much closer: the logistics service is directly provided to the final
customer, who has developed high expectations on the service level. The globalization of
companies increased the complexity of the logistics mottels now a key element to
improve and integratehe information systems. The complexity of decismoaking requires

data share in real timg15)

11
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If in traditional supply chains, information travelled in a linear form andficiehcies in
one stage impacted the following stages in cascameyadaysDSNs are capable of creating
integrated networkghat can overcome the actiereaction process using retime data and
enabkinrg collaboration. The figure below (fig.1) shows the shift from the traditional supply

chain to the digital supply network8)

Traditional supply chain Digital supply networks

Synchronized planning

=% B
\

Cognitive planning Dynamic Connected
) ) fulfillment customer
{ Quality sensing
W I
° } :)O :)O :j ::.O
Digital

Develop Plan Source Make Deliver Support core

Y

3D printing

Senser-driven replenishment -
Digital Smart

development factory

Intelligent
supply

Figurel. The evolution of SC (Deloitte, 2016)

Inthe presentation of its projectVatson Supply Chain, IBM declares we are in a new era
of supply chainSupply chain leaders now have to ensure top quality, delivery and supply
availability while reducing costs. Many potential disruptions must be taken actmunt,
from the common events like weather, delivery delays and quality defects, to major events
such as political issues, natural disasters or financial instability of Supdi @ ¢ KS Odza (i 2
expectations aregyetting higher and higher, as well as sdo/alues that the brand has to
represent. In this perspective, inbound supphainneeds to be just as focused on customer
experience as the outbound side. Fostering great efficiency, innovation and customer

satisfaction can be possible when all actofghe supply chain are able to collaborate. The

12



main challenge that the collaborative supply chain model encountered is lack of visibility and
transparency. Critical links in supply chain processes often lack of visibility. The root cause is
often the inaility to combine and make available to all the overwhelming amount of data
companies arenow collecting from different processes, sources and systems. Establishing
greater visibility is the key to surviving the challenges of this new era. Not only wdugd i
easier to predict and mitigate disruptions and risks, but it would also help companies to
boost the value of the busines®ne shared viewf supply chain data and intelligence across

all actors, showing both internal and external sources of data, woulthé&dey to increase

visibility (16)

As already clarified, changing business and customer requiremenisuétieg new and
greater pressure on the business. New technologies are offering interesting ways of working
FNRPdzyR GKA&a OKIfftSyasSe ¢KS 2fR glea 2F 2N
OKI Ay YwillanotSoblFakde to last long in their firstlace performance if digital
transformation will not take place fast. The view of Id@@ernational Data Corporatigr{17)
Ad OGKFG GKS adzllX e OKFAY Ydzad 6S02YS || GG KA:
possible daa sources, to enable fast analytics, clehased networksln 2017, thanks to
social media and IoT, supply chaingi¥&a50 times more data available to themdkn 5
years ago. Less than a quarter of it is beanglyzedin near real time. Companies that are
leading their business are moving extremely fast to improve their use of this data, slower

ones may very soon become uncompetitiyE?)

¢ KS ! efféct 2 WB |j dzA NB & & dzisibdiedcertrik, withydigect $efling @[S O dz
individual consumers in redilme, to be dynamic, agile, accurate and maintain integrity.

Supply chains are expected to be dRNA GSy > | f gl e&a a2yé |yR RSY
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maintaining their resilience towards external forces and risks. Revolutionary technology is
helping in this disruption, as it is enabling new capabilities and new business models that are

not yet possible otherwisdt is essential that supply chains acguaccess to the available

data, which is perhaps existing but unstructured, and hence inaccessible through basic
algorithms and human languager not yé visible to organizationsL 5/ Q& @A &aAz2y
GOKAY 1Ay 3¢  invalzb3Ldnérmoud Kokenkfis: dataot previously utilized, or

utilizable, could beanalyzedin real time and become part of the decistamaking process,

becoming more efficient and effective, avoiding internal and external disruptions and
supporting new business model®C has defined & 0 KAy { Ay 3¢ adzLlLid & OK

G§SOKy2ft238 (MBYyRaY aFADS [/ aé¢o

1. Connected. The ability taccess as much data as possible, integrating the data
sources and automating all documents across both internal functions and supply
chain partners. Connected also means being able to access unstructured data from
social media, 10T and combining them taditional datasets such as ERP.

2. CollaborativeAs IDC estimated that over 508fthe value of manufactured products
comes from suppliers, improving collaboration is crucial. Clwaged networksan
enable multi-enterprise collaboration and engagement.

3. Cyberaware. Paying attention to cybémtrusions and hacks is nowadays crucial.
Hardening database security, while opening them to a wider network of users is the
biggest challenge.

4. Cognitively enabled. An automated and deHirning supply chain couldelihe future

of optimization and efficiency. Platforms could conduct decisions and next best

14



actions in an automated and timely waynderstanding the business impact of data
and events and prioritizing attention based on the potential impact.
5. Comprehensie. Analytics must be scaled with data and real time. Speed is the key to

having better performance than humans.

Digital technologies in supply chain led to great rationalization inscddte automation
of procedures in, for instance, the purchase of digg enableda reduction in costs of
approximately 12%. Webased models are playing a critical role in companies, mostly in
terms of generation of value. Not only is the benefit present in the improvement of physical
flows, such as supply purchases, bbe tbiggest gain is perhaps the improved flow of
information and the tighter structure or relationships between supplier, manufacturers,

distributors and customerg18)

6. Technological optiongor Supply Chain

Technology offercompanies the option of reducing internal management ccastsl
increasing efficiency through the digitalization of networks. Technology focuses on where a
transaction occurs and when goods, services or information are transferred across activities
and sytems. Data models need to be designed so that the information flow can be

transferred electronically entb-endto secure interoperability within systems.

Nowadays, the paymerdnd exchange of supply chain documents invelerd party,

trusted intermediate companies. These services hagmitant limitations from a DSN

15



perspective, as they are still often using a comptiapercomputer manual operation
model. This aspect along with the involvement of more parties makeset transactions
costineffective and slowlntermediaries, including banks, are often lacking fundamental
functionalities: standards, timestamping of transactions, monitoring and tracking of
information flows and secure enb-end delivery of information Many of these missing
functionalities could be granted by cestfective integration models: private cloud (ERP/Hub

companies), public cloud (ERP/SME) and Blockchain public cloud.

Global Trade Network and Clodoased Technology

A global trade network ia living ecosystem of supply chain partners all connected through
one cloudbased technology platformThe focus of this model is on interactive collaboration
among carriers, shippers, suppliers, 3PLs and customers. The connectivity thabatmatl
technology can promote creates mg benefitsthat-ean-helping companies improve their

adzllL) @ OKIFAya FyR FLFOS GKS a!YliTl2y STFSOG¢

N e ﬂ
|
Forwarder

Global Trade
x\ Network ﬂ

v Y, -

arrier

Figure2. Global Trade Network19)

Thanls to could computing, the amoumtf data available will improve decisignaking.

By providing reatime dataand removing the black holes and the guesswork on what is

16



happening in the supply chain. The demand for big data analytics is among the mainsreason
for cloud subscriptions. Among the 5 key benefits of a Global Trade Network highlighted by
Blue Jay Solutions are, in fact, improving the access to capacity data and performance to
guide decisions in selecting a partner, giving an-endnd supply chainvisibility, and
moving towards a macroptimization that can search for cesaving opportunities not ol

internally in the sipply chain but through the wholeetwork. (19)

IBM is an early pioneer in the cognitive computisgace, thanks to its Watson
technology. Watson Supply Chain has brought notable capabilities to the supply chain space.
These platforms enable organizations to build supply chains that are more intelligent,
demand sensitive and customer centric. Watson @yChain can predict, assess, mitigate
disruptions and risks while establishing a business partner network that helps organizations
to become more efficient and agile in meeting the demand of digital businetsesting
case studies can demonstrate hdw. a a2t dziA2ya FINB 2y GKS g1l @&

supply chain possibl€16)

IBM Supply Chain Insights (SCI) can optimize supply chain by predicting, assessing and
mitigating disruptions and risks. Cognitigaabled insigts and recommendations are
available thanks to learned best practices to drive collaboration. Smart alerts are provided in

case of exceptions or disruptiond.6)

IBM Supply Chain Business Network (SCBN) is focused on estghtishnections with
suppliers and partners in order to automate, digitize and correlate B2B documents. Real
time information on the entire business transaction landscape can be searched and viewed.
SCBN has blockchain capabilities that provide sharedipadly visibility around key

business transactions. Blockchain technology will be the topic of the next chgp&r.

17



AdvancedERPSystems

ERP system&nterprise Resource Planninig)egrate all internal processes into a single
system, sharing the same database. Finance, HR, manufacturing, supply chain, procurement
and others united under the same technology to provide visibility, analytics and efficiency.
ERP facilitates the flow ofeaktime information across departments. The planning
applications are connected and share the database, to eliminate information silos and give
everyone one single source of truth. The most advanced versions of ERP, proposed by SAP,

are on clouds and atable to any company siz€0)

7. Focus on Inbound Supply Chain

Most businesses have invested money and time in optimizing and improving the
outbound procesghain to the end customer, and the space for improvement is decrgasin
Untapped potential can be found in inbound logistics: controlling all the workflows from
procurement and goods receifgd the supply of production or distributiomenters There
are five basic parts in inbound supply chaas stated by AER1) that can be highly

improved and show great potentiébr technological applicationshown in the graph below.

18



1. Inbound 3. Integrated

transportation loading dock

management management
2. Freight cost 4. Inbound
management customs

management

5. Supply chain visibility and collaboration

Figure3. Inbound Supply ChainAreas of Improvemen{21)

Inbound transportation management involves transportation processes. Inbound
shipping is one of the most important cost factors in the supply chaason for which
many big actors in retail are looking at internalizing transports. This is stredtlyed to
freight cost management, where the greatest potenti@s in invoice auditing (checking

Ol NNXR S NEeQtablsiing dartieBHEps, Ineasuring immediate impact, etc.

Loading dock processes are also a crucial area of improverismetryday inbound
deliveries in the retail and consumer goods industry are causing unscheduled wait times and

inefficiencies.

Globalization in trades did not erase customs from the picture: customs batrriers are still
often slowing down processes due to ameect, delayed or missing import declarations.
Automating this paperwork and declaring the goods while they are still in traaslt highly

improve the performance.

General supply chain visibility strictly depends on kyghlity data Integration is

essential, especially in this node of the supply chain, where different actors are sharing

19



information that is crucial for performance, without a uniform standard for exchanging
information: integrating partners becomes complex. EDI (Electronic Data latggeh allows
different systems to transmit data one to the other, after agreeing on a common messaging
standard. Imagining we are managing incoming goods wamehouse, the combination of
purchase orders, order confirmation, delivery date and quantities gpecific good is the
information we need to optimally plan resources, capacities and processes. The more
precisely you can estimate which transport volumes will arrive at your storage facility and

when, the better you can plan and coordinate your dotweam processeg21)

8. The Bullwhip Effect

The bullwhip effect, also known as the Forrester effect, refers to the phenomenon of
demand variability amplification as moving up in the supply chain: from the point of actual
demand to the point of originln a typical supply chain, as we move up in thaic from
retailers to wholesalers and to manufacturers, each stage in the chain distorts demand and
the variability in demand keeping increasings the illustration shows, the effect occurs
when the eestumerconsumerplaces an order (whip) and the fluetions build upstream
the supply chain, increasing the variability. This effect has quite a negative imgastiply
chain efficiency. It leads to excessive safety stock, higher logistics costs, lost sales, and so on.
The four major causes of the bullwhip effect were identified by Lee e{22l) include
demand forecasting updating, order batching, price fluctuation, rationing and shortage
gaming. Impacts are inefficient inventory managemeydacklogged orders and poor service,

unpredictable production schedules, lost revenuésitiatives to deal with the bullwhip

20



effect are mostly related to information sharing in order to help reduce the variability,

improve forecasts, coordinate systemeact rapidly to changes in the SC, reduce lead times.
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Figure4. Bullwhip Effect Example Graph

9. Blockchain technology

As stated in the previous paragraphs, digital supply chain integration is becoming
increasingly dynamicCustomer demand must be shared effectively, product and service
deliveries must be tracked in real time provide visibility. fn@nd integration of product
data is the main requirement for the supply chain industry. There have been intermediate
companiesoperating to establish process and data integration, by providing interoperability
through the mapping and integration of organizations and systems. Blockchain technology
could be the next revolution to electronic data exchange over the internet betwesmbss
partners. DSC (Digital Supply Chain) aims at integrating data, but still uses trusted third
parties. Blockchain (BC) promises to minimize the unnecessary use of third party

intermediaries.In this way, it would simplify B2B integration and enablerm level 10T

integration(23).
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This chapter will, first of all, describe what blockchain is and how it works. In a second
section, the focus will be on investigating how such technology could support DSC

integration.

Whatis Blockchain?

The blockchaina decentralized and encrypted digital ledger, veaknowledgedas one
of the top 10 emerging technologies in the World Economic Forum in ZIb6kchain is
nothing more than a data structurdt can be viewed as a decentwdd database in which
information can be stored. This database is distributed across all participating nodes, which
all agree on a certain set of rules, related to the alloveethaviorin the network and to the
structure of the information stored. Blockchain is designed so that all stored contents are
immutable. This allows all nodes to have access to the ledgan immutablesource of

data. (24)

Clients

B § § 8
al al al al

Database

Figue 5. Blockchain structure (Coindesk)
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The creator of bitcoin Nakamoto, created not only a digital currendyatso a protocol
of consensus, providing trust even without the central intermediary and working on a peer
to-peer network. The protocol is based on three basic pillars to provide this trust within the
system: decentralization consensusand cryptography Decentralizationmeans that the
database is distributed with participants in the system: everyone has the possibility of
accessing a full copy. Due to this decentralization, more versions of the database could exist:
this is where theconsensusomes inParticipants have to agree on the source of traifd
this is possible thanks to computational powand the Proof of WorkMiners (specific
nodes) are constantly working to solve mathematical problems using computational power
and energy: once the prohte is solved a new block can be added to the database. So within
the blockchain system, the source of truth is the longdsaic (25). The third pillar is,
perhaps, the most importantcryptography Cryptographic technologies are necessary for
the digital signatures and data integrity. SB26 cryptography is applied within the bitcoin
blockchain to generate hash values that, combined with the other 3 pillars, make the bitcoin
protocol unique. SHAR56 ensures data integrity thanks to its em&y hash value creation:
input data always derive a hash value, but the hash value cannot be reconverted in the
original data input. This concept is at the base of digital signatures, for example. So what is a
block? For every transaction, a unique hash is calculated. Numerous transactions are
combined and aggregated under one unique hash value. The time stamp, the hash value of
the previous block and a nonce, the mathematical problem of the Proof of Work concept,

make a new block26)

90SY AF UKS yIYS Got201O0OKFEAY¢ RAR y24 | LIS

it is the name that was later given to this concept of distributed ledger technology for the
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financial sector. Mst studied applications are, in fact, strictly related to financial and legal
transactions, in which this technology represents a disruptive innovg@a@n However, a
blockchain can be used in different ways and the usagesdép on the group supervising

the network(24). Some faturesare useful and innovative also for other business aréas.
following characteristics of blockchain are, in fact, the ones that could support Supply Chain

applicatons.

One of the main features of blockchain technology is that it maintainsopen
distributed ledger of transactionsthat is copied to all the nodes of the networkf a
transaction is changeda new block is created and chained to the previous bldokdger
data between nodes of the blockchain network are matched at random intervals (on average
every ten minutes). This is what makes this technology secure from hackers, as there is no
bank inbrmation or identities of the parties and the data is pubhcreattime. From the
practical perspective, a traditional business transaction involves two parts: a public ledger
entry about the transaction and private messages between the parties invohealt
identities, security keys for transactions and location. The combination of these two parts
makes it possible to avoid the intermediary third party and execute the transaction rapidly,
at very low cost and in secure way. How does this practicallpérap The seller (or initiating
party) notifies the other party about the existence and exchangeability of DSC documents,
using the public key infrastructure messaging. At the same time, the seller sends the buyer
(other party) an element of PKI software decrypt and encrypt the transaction identifier(s)
that are attached to the documents exchanged. If the buyer (or receiving party) forgets this
single key security message, the transaction will not be valid and must be repeated. In this

case, a new blocken entry and a new security message will be generated. The solution of
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the exchange depends on tleembination of public and private keyAdditionally, in order
to conduct the transactions and document exchange, the panirist agree on how that is

done this iswherethe smart contract comes it§28), (29)

The smart contractg F & FANRGE & STAYSR Ay GKS wmdoddna
transaction protocothat executes the terms of a contract. Tgeneral objectives of a smart

contract design are to satisfy common contractual conditions, minimize exceptions and
minimize the need for trusted intermediaries. Related economic goals include lowering fraud

loss, arbitration and enforcement costs, ando® NJ  NJ y a | (8D)i Sn#ay cortracts (| & & ¢

are extremely flexible and can be used to automate DSC transactions at a very detailed level

There are three types of blockchai31) decentralized,hybrid or permissioned or
centralized. These differences are based on the users that set the rules related to accessing,
reading or writing transactions. The decentralized blockchain is governed by everyone who
participates. The hybrid is governed by a Smtium of users and the supervisors are
preselected. The centralized blockchain is where only one entity sets the rules of the
blockchain. Additionally, there is a distinction between public and private, where public
means that anyone can access the netkvand read the informatiomand private means that

the access is restricted.

The use of blockchain in Digital Supply Chain integration

To address the limitations of traditional systems that have been deeply described above,
we consider the use of blockcimatechnology mostly focusing onhie public ledger of
transactions copied to alhodes of the blockchain network without transactiqrarty

identities, on the use of public kewyfrastructure PKI to decrypt and encrypt a transaction
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and to notify the counterparties about the existence of an executable transaction with

unique singletime keys and on the concept of smart contra@3)

Based on the needs of supply chain management and on the challenges of Digital Supply
Chain integration, the suggested type of blockchain discussed in a personal interview with
Dr. Ulrich Gallersdorfe(32) is the hybrid one.n fact, it would be a group of companies,
dzadz- t £t & OFfftSR a/2ya2NIlAdzyé Ay (KAa O2yGSEG>

write, with a combination of public and private keys.

Blockchain technology is able to provide security and flexibdttyower costs than
traditional transactions and more rapidlyHowever, a limit for use in supply chain
management is that it does not provide standardization of electronic supply chain
documents: international document standards should be used, relyingtheir future

development to ensure fully automated transfer ad@iments between organizatior{23).

DSC integration design should take into account the requirements of business
stakeholders and related system functionalities. One of the few methods for designing and
analyzinglarge business networks is the DBE frameW@@RB), which has been used by
Tapscott (30) to integrate blockchain functionalities and activities into the architecture of a

network.

Korpela, Hallikas and Dahlbe(g3) interviewed blockchain technology experts and
deeplyanalyzediterature to integrate blockchain functionalities within the DBE framework:
transaction data, processing ledger or smart contract, storing blocks to-tpgeser

networks and managing blocky mining experts.

! DBE, Design by Expectation, provides a collaborative scheme for genetic algorithms andsp@uodiin
knowledge to carry out the engineering design optimiza{jda).
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Their study was conducted by first understanding the current stage of supply chain
integration and the requirements to reach it. Using the QmBthod, the supply chain
Fdzy OuA2y It AGASEa O0GoKIFGaAgdwL FFNBE O2YOAYSR GAGF
integration. The results show that business experts consider that blockchain functionalities
could support good integration thanks to the ledgerdathe smart contract, but less for
transactions and hash. This can be explained by the fact that blockchain can support data
integration but does not offer a data model to solve etadend integration, which needs to
be standardized. So overall, BC couddibtegrated for its system security and privacy and
for the contracting.The most interesting functionalities which make BC the most promising
technology are the timestamping of transactions, the data encryption that enables secure

data transfer and the igital signatures for smart contracting.
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As big organizations often use ERP systems as a private cloud and their supplier are often
SMEs just entering the cestfective cloud servicesblockchain technology offers a public
cloud model that can help integte smaller and larger companies, also enabling agile new
start-ups to enter the market. If a data model could eventually be agreed upon and
standardized both for B2B and M2M IloT transactions, the cloud integration through BC

could lead to a disruptive [5(23)

Blockchain Technologgccording tolBM
IBM declared that 2017 is the year of Blockchain enterprise deployment. An analysis by

IDC, Vendor Profil84) explores the blockchain story of IBM, currently in a great position in
this emerging market thanks to a wédirmulated and a weltcommunicated blockchain
strategy. IBM Bluemix Garage is the initiator of this strategy that started researching on the
topic in 2014, very early for the blockchain space. They are now one of the leaders in the

Hyperledger Project

IBM is focusing most of its attention on enterprssady solutions that can overcome
the technological limitations in terms of privacy, confidatity, performance and scalability.
This is of great support when looking to meet enterprise requirements and support the

creation of networks, whose members can have different accessing r{G#s.

The first applicatiorwaspart of the Global Financing prograand affecting transaction
disputes.Many of the projects announced for 2017 are withire financial service sector,

however various deployments are also outside of it, such as the-ti@agability system

% Hyperledger Project was launched by the Linux Foundation in 2015 with IBM and 29 other partners. The goal was to
develop a framework for enterprise blockchain deployment. In the first 10 months, over 100 paying members including IT

vendors and large financial services players joined. (34)
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built for Walmart and transaction management among shippers, ocean carriers, freight

forwarders, ports, customtc. in collaboration with Maersk.

Currently, IBM offers blockchain as a service (BaaS) built on top of Hyperledger
deliverables in the IBMIBemix cloud environment. In 2016, IBM blockchain projects were
at their initial stages, but the expectation was to have growing source of revenue in 2017
L . s goal to develop enterpriseeady blockchain solutions to overcome the existing
limitations oftechnology in terms of privacy, confidentiality, auditability, performance and
scalability. IBM is aiming at increasing the speed of blockchain operations: the initial
platforms are designed to handle Bitcoin transactions at a speed of 7/10 transactions pe
second and take approximately 10 minutes to add a block to the cliais far from the
enterpriseuse requirements. Another goak to develop permissioned networks: for
enterprise use of blockchain technology, the existing model of free accesadwmidual
actors cannot be applied. IBM is working to develop a network membership management

(34)

Iy AYLRNIFYyd SEFYLXS 2F L. aQdais Spp§y Caifiis | & LIS N
the project on food provenance carried out with Walmart. The goal of the project is building
an endto-end food traceability system that provides a single view of the purchase order life
cycle across the supply chain. This use casa isngortant blueprint for the industry of
physical assets management. Blockchain is particularly suitable, in this case, for addressing
pain pointssuch as low efficiency, lack of automation or manual and gorone workflows.

(34)
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Example Us€ases
Example Case 1: Walmart

IBM has partnered with a Consortium of food companies including Unilever, Nestlé,
Walmart and Krogeto promote food safety. Walmart had already adopted blockchain
previously and is now extending the technology to the whole consortium. The main goal is
reducing costs and timings of recalling unsafe food batchis. initial investment to move
all data to a blockchain and create new simpler standards to ease thkirtgaprocess is
justified by the cost savings and the brand awareness that follows. In food supply chain,
when it comes to safety, there are three main costs that retailers face: human loss of health
and life (according to the WHO 420 thousand people dieaverage each year due to food
poisoning(35)), the cost of recalling a tainted gopthat depends on the producer and the
volume of sales, and the overall losses in sales of the product, even from other producers.
These lastosts are estimated to be, only in the US, from $4.4 billion to $93.2 billion per year

(36)

Example Case 2: NepCon

NepCon is an international neggrofit organization that has been working on sustainable
land use and respondib trade of forest commodities for the past 20 years. Its case study
was presented and used during a Blockchain Summer School in the University of
Copenhagen inAugust 2017(37) and solved thanks to the application of blockchain
technology.The case study is related to the supply chain of timber, from the forest to the
final consumer after transformation in many different produdtsis a good example of how

blockchain can be apipd to solve traceability issues and maintain a solid data integration
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along all nodes in the supply chain. In the specific case of NepCon, the main challenge is to
be able to track the timber along the supply chain, to verify that illegal trade is ridt so
under the FSC Certificatdhe complexity of the supply chain causes initial producers and
the certificationauthority to lose track of the total certified volume. The output of certified

wood is, in fact, greater than the input, as shown below.

The solution proposed during the Summer School is a private Ethereum blockchain that
can support the volume reconciliation. This is done by assigning a specific token as a digital
representatio/) 2 F GKS LIK&&AOFT I3 anSte blackcanl This AsS R 4 2
enabled by Smart Contracts and results in the ability to control that the initial volume of
certified wood is maintained along the transformation. The figure below shows the flow of
the tokens in such system. In the final node of the supply chain, it is possible to verify the
ownership of the tokens, that were transferred to the following node of the supply chain as
certified wood was being sold and transformed. The overall volumtls#ns is constant

and is owned only by those that used certified wood.
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Figure 7. Token solution for NepCon
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This case study leads émalyzinga critical element of applying Blockchain to SCM. When
NBLINSASYGAy3a LIKeaAOlf aasSda ¢gAGK RAIAGEE O
twA y'la the NepCon case, for instance, the overall volume can be controlled, but reality is
more complex. If, for example, a truckload of certified wood is stolen and exchanged with a
non-certified one, tokens cannot track this and uncertified wood wilkieated as certified.
¢KAa Aa | 3F22R SEFYLES 2F (KS GRAIAGEHE GoA

paragraph.

Example Case 34ediLedger Project
The Medikedger Project(38) launched ly The LinkLab and Chronicledims at

developing a distributed ledger solution for the pharmaceutical industry. The goal is to
manage records of ownership and transfer among all supply chain partners, including
producers, wholesale distributors, hospitals and pharmacies, to track raae prescription
medicines. Genentech, Pfizer and others have defined the industry reqgeirss to start a

pilot program: aprototype system for registration and verification of medicines on the

blockchain, while keeping business information private frathrer participants.

Example Case 4: Provenance

Provenance is a collaboration platform that connects producers, suppliers, retailers and
end-customers in order to broker trust in thibod supply chain. It gives each product a

digital passport to authenticate key information, ending fake claims and counterf@@y.
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Figure8. Provenance
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identity, location, material attributes, certifications and audit information of a specific batch

ID. This data is then stored immutably in the blockchain. Along withgrt sent by SMS by

the local fisherman related to a catch, local NGOs provide information on the conditions of

the location in terms of compliance to standards. Raw material transformation is a contract

that will be implemented in the blockchain to haedhe transformation of a same batch of

raw material to different final products. The blockchain system will use mass balancing to

verify the amount of ingredients used in the transformation. Blockchain provides an audit

layer on top of an existing ERP tlalows data to be shared and mass balancing of certified

product to be conducted along the supply chain.
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10. Limitations to data integration:édigital twing

¢ KS & RA3IA 0 I(40)isibasadybs theYidedrtBat a digital informational construct
about a physical system could be created as an entity on its own. This digital information
g2dz2 R 06S | alGoAyé 2F GKS Ay T2NYI&ystenyitself KI G
and be linked with that physical system through the entire lifecycle of the sysldms.
concept was presentedh a formation course of Product Lifecycle Management through
figure 9, that shows the data flow that links the real space and the virtual space and sub

spaces.

Figure9. Digital Twin Model

The model is based on the idea that these are two separate systems: the physical has

always existed and the new virtual system contains all the information about i

As Professor Gallersdorf¢B2) commented during our conversatiornhe relationship
between the real space and the virtual space has limitations. These are mainly due to the
fact that manypossible events that can affectdlphysical space, cannot be reflected in the
virtual one. Generally, if we think about blockchain as a virtual space that reproduces

physical space, we can encounter issgesh as identified batchebat are substituted in a
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truck, or full truckgruckloads that are exchangedn example of this was described in the
Nep-Con case studylhere are limitations to virtual spaces and data in this sense and any

application of blockchain technology will be affected but some form of inaccuracy due to it.

11. Case Study

Based on the theoretical background explained up to now, the second part dfttlig
is a business casproposition This casestudy is meant to assess the best options of the
blockchain technology inupply Chain Management with specificfocus on Inbound Supply

Chain.

As already mentioned in the previous chapters, the current ERP systems have limitations
in terms of creating a global and connected supply chain network. The goal of applying
blockchain technologies to SCM is to combine BREemms of all actors in the supply chain,
to improve visibility and redaime data access as well as guaranteeing traceability and

compliance to standards. The main challenges that BC technology can help to face are:

1 Promoting transparency, trusting theformation, in terms of creating one single
version of the truth, available to all
1 Reducing the blind spots in transportatioBil{ of LadingBOL is nowadays still
manual and sent once shipment is received)
¢ 1 00SaaAy3d (KS adzLlLInwShidwdetdegndidng G 2 NBY DA &
1 Synchronizing demand planning and forecasting along the SC to reduce/avoid

Bullwhip Effect

1 Realtime data availability
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1 Improving traceability and compliance to standards

1 Supporting Invoice Management

More specifically, the isssethis case study must appoint are optimizing and increasing
visibility in inbound flows by applying blockchain technology fexoenmerce retailersThe

F20dza oAttt 0S 2y dzaAy3d 6ft2010KIFIAYy G2 a02yySO

The casestudy will be structured into different parts: deription of the business case
and main challengesanalysis of different blockchaiaptions with pros and cons for use,
proposal plan foblockchainadoption, pilot projecfor the Italianmarket anddeepdive on a

product line to assess costs and implementation issues

& C NI @apeRescription

Our ecommerce food retailer & C NI & |lo2ated in Europe and buys from suppliers
worldwide, bothlarge multinational companies anthedium orsmaller ones. There are 10
warehouses and 3 distribution centers across Europe, located in different areas to ensure
fast delivery in any location. Suppliers can either deliver at a «tosking center or directly

at selected warehouses, they are in chargf the first product order delivery. A specific
carrier iscontractedby our retailer to ensure deliveries from the credscking center to the
warehouses and from warehouse to warehouse for inventory balancing andfeatbck

emergencies.
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Figurel0. Fresko locations in Europe

Thekey payersare:

1 the ecommerceretailer, specificalljthe supply chain management teaamd the
warehouse managers,

f suppliers in terms of & dzLJLJt sugpljEcieain teams for outbound and
transportation,

I carriers

1 producersand manufacturers(if different from the supplier that delivers the

finished product)
1 certifiers and auditors (where applicable, these agents are the inspectors of

standards that assign certifications, e.g. Fairtrade o+ &bels)

The graph below shows the simplified structure of the part of supply chain we are

focusing on, to highlight the nodes involved ane flows of data and physical goods.
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Figurell. Inbound Supply Chain Process

As described in a document by URE) no matter the size and geographical
distribution of the supply network, inbound operations begin with the Product Order
confirmation. In this case study, we assume agoemerce retailer that predicts
customer demand and forecasts volume to ensure product availability and atmotét
shortages and ordes accordingly from its supplier$he POs can be regular or urgent
based on the irstock situation and on forecast accura@nce the supplier confirms the
PO, in terms of quantitieand delivery date either suppliefowned transportation or
third party carriers are in charge of picking up the truck loBdsed on the PO request
and the agreements between supplier and retailer, a destination warehouse or
distribution center is selected for the delivery. If the supplier is a medium to large sized

company ad uses EDI systems, &uvanced Shipment Notice (ASI)then created,

3 ASN is an EDI message that is sent to involved nodes of the supply chain, regarding detailed information
of delivered goods, in terms of quantity, packaging information, etc. In 2010, ASKxpected to help save
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which is an EDI documenbntaining details on théelivery frder information, product
description, physical characteristics, type of packaging, markings, carrier information,
and canfiguration of goods within the transportation equipmenthanks to the ASN, the
receiving warehouse should have visibility on the incoming goods as soon as the delivery
is plannedh dzZNJ NB Gl Af SND&a 61 NBK2dzaSa | NB ljdzA G S
doors for truck unloading, so the carriers have to request a time slot for delivery. Once
the booking is confirmed, the carrier can plan its delivery to the distribution center or

warehouse.

When the truck arrives at the warehouse,baund physicabperations take place:
unloading, scanninghipment barcodessignature of the B of Lading and shipping
documents placng the load on the inbound dock. The inbound dock is where pallets will
be temporarily stored, trying to maintain FIFO and value astre in physical queues,
then moved to the receiving areavhere operators will receivgscan}the SKUs and send
it to the stowing area Our inbound operations end when the operators scie
delivered productand we consider it receivedBased on the teclology the supplier
uses, our receiving station will be able to receilsg scanninghe ASN at a pallet level,
since the pallet barcodeontains SKU level details, thie pallet will have to be unpacked

and each SKU will have to be scanned individually.

Based on the description of the inbound process, weltghlight the key issues that
we need to appoint in order to improve and optimize operations. Proceeding in order of

operations:

around 40% in receiving coqts3). ASN accuracy depends on the level of details (truck/shipment level or
pallet, carton, unit level) as well as the SKU mix or sipgiduct delivery, size and EDI development of the
vendor, amongther factors.
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1 PO quantity confirmation may not be accurate: the supplier can confirm
amount, but due to unexpected owf-stock, they mightsend a different
guantity at the time ofloading

1 Not all suppliers use EDI systems and can prosatderrateASN

1 Traffic situation, customs operations, unexpected weather conditionsdeday
delivery operationsand cause missed timeslot appointment and all consequent
issues

1 Details on incoming deliveries are crucial for capaplgnning,labor planning,
process management and future adjustments in terms of appointments when
needed

1 Wrong or naccurate information of incoming goods can slow down receiving
area, due to unpacking and no identification of the goods. Specificities on product
type will be part of the scenario analysis.

1 KPIs araffected by incomingapds: forecast accuracy amabound lead time

1 Bullwhip effectaffects demand along the SC

BlockchainOptionsfor Supply Chain Implementation

All these challenges can be appointed with the features that Blockchain technology
offers. Using blockchain protocols in supply chain would m@&aating a flow of information
like summarized in the graph below. The ultimate goal is to connect blockchain to current
ERP systems, to guarantee interoperability. Projects are already active on this point, such as

Finlyn@a { !t Ay { S 3 Nandganey(42FI2yNR Aa/ACRNEBOS2(®)i Q& . f Sd O

According to the guidelines proposed by IEN#) the driving principles in adopting

blockchain in an enterprise are: business blueprint, technology blueprint and integration.
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What blockchain promises is to create atwork of value based on trusthis will be

guaranteed by thdollowingfeatures

1 Consensusg padies to a shared fact know that the fact they see is the same as
the fact that other stakeholders sé¢45)

1 Validity. algorithms are setup to designate whiapdates in the system are valid

1 Uniquenessthere is oty one version of the fact, there can be two valid updates
but if they conflict, only one will be globally agreedinrthe network

1 Immutability and Authenticationdata cannot be changed and every action is

secured with a key, there is noadministrator account that has more power

From the technological blueprint perspective, TPS (transactions per second), integration
and compliance requirements are fundamental when assigning a budget to a blockchain

project and mitigating risks.

Among thevariety of Blockchain technologies that are already in place and applied in
different areas of business, the following are three of the best known ones. Each blockchain
has different technical characteristickence different applicatiomptions and benefs. In
this case study, we will compare the characteristics of Hyperledger Fabric, Ethereum and
Corda blockchairalternativesin order to assess which one would be more beneficial to

supply chain managemempplications

Hyperledger Fabric

The project, already introduced in the previous chaptetsas been driven by concrete
use cases and provides a modular and extendable architecture that can be employed in

various industries. Already adopted in SCM by Walmart and IBM, it is a very flexible
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blockchain tlat can be applied to different situationslyperledger Fabric provides a modular
architecture that allows a variety of implementations on cryptography, identity and
consensus algorithms thatan be adapted to the needs of the Consortium. This structure

makes the system scalable across the business network and industries.

Conseasus: operating in a permissioned mode, Fabric provides a moregfaiaed
access control. Performance gains are achieved thanks to less participants in the consensus
transaction. Pdicipants are differentiated based on their role of clients, peerssuppliers
Different consensus algorithm can be applied based on the needs of the business

requirements.

The current performance goal is to achieve 100,000 transactions per second in a
standard production environment of about 15 validating nodes running in close proximity

(46).

HyperledgerProject recently gained SAP as a part(#r), whose goal is to integrate

blockchain intats existing variety of products.

Ethereum

Ethereumis anopensource, publicblockchairbaseddistributed computingplatform
featuringsmart contract(scripting) functionality(48). All smart contracts are stored publicly
on every node of thelbckchain.The downside is that performance issues arise in that every
node is calculating all the smart contracts in real time, resulting in lower speesi®f

January 2016, the Ethereum protocol could process 25 transaction®pend(48).

Consensus: all participants have to reach consensus, irrespectively of whetldrahe

taken part in the transaction or not based on the pradfwork scheme. This hasnegative
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impact on the speed ofransactions, causkby the need of all participants to access all

entries recorded and it can be critical in case of higher degree of privacy.

R3 Corda

Mainly meant for the financial services industryCarda network is permissioned and
communication letween nodes is pointo-point, so without global broadcast of dat@orda
rejects the idea that all data should be available to all participants, even if encrypted. The
focus is on agreements and on interoperabilityere is a doorman that grants accésshe

network.

Figurel2. Example of Network sharing

The graph shows an example of fact sharing in @mdanetwork, and in hybrid

blockchain in generallthough three participants are aware of fact 3, Alice and Bob are not.

In Corda, smart contracts are allowed to have legal prose added to the code, this is due

to the original development for the financial services industry, that requires legal legitimacy.

Corda follows the general BC concepts in a specific way:

1 Consensusoccurs only between pées to deals, not all partipants
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