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Abstract

Graph anomaly detection (GAD) aims to identify nodes that behave differently
from the rest of the graph. It is an important task for many applications, from
fraud detection to network security, and it becomes particularly challenging when
only a small number of anomalous nodes are labeled - a common situation in
practice, where anomalies are rare by nature and expensive to annotate. While
unsupervised methods can achieve good performance without labeled data, they
are unable to exploit that limited supervision that is often available in real-world
scenarios.

In this work, we study GAD under very few labels and propose a training
augmentation framework based on Subgraph Forest Fire Sampling (SFFS). Given a
small set of labeled anomaly seeds, SFFS builds local subgraphs by expanding from
each seed to its surrounding neighborhood. The nodes discovered in these subgraphs
are added to the training set, enriching the structural context available to the
detector without modifying node features or introducing additional architectural
components. A GraphSAGE classifier is then trained on the augmented training
set.

We evaluate the proposed framework on six benchmark datasets - Cora, Citeseer,
BlogCatalog, Flickr, ACM, and Pubmed - with labeled ratios ranging from 1%
to 10% of known anomalies. Results show that SFFS augmentation consistently
improves detection performance. The gains are particularly evident in AUC-PR,
with improvements up to +0.183 on Pubmed and +0.157 on Cora at 10% labeled
ratio, while AUC-ROC improvements are more moderate and dataset-dependent.
The improvements are more pronounced at higher supervision levels and vary across
datasets with different structural characteristics. This indicates that the method
benefits from the presence of informative local neighborhoods around anomaly
seeds, whose quality and density depend on the graph structure.
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Chapter 1
Introduction

Graph-structured data provide a natural representation for many real-world scenar-
ios, including social networks, financial transactions, and communication infrastruc-
tures. In these domains, Graph Anomaly Detection (GAD) aims to identify rare,
abnormal patterns that deviate from the expected behavior of the system itself.
These anomalies often correspond to critical events such as fraud, cyber-attacks, or
the spread of misinformation, which makes their detection an important practical
problem.

Despite the progress achieved in recent years, most GAD methods rely on the
availability of a sufficiently large set of labeled data. In the real-world, however,
labeled anomalies are extremely scarce: they are rare by nature and expensive to
annotate, often requiring expert knowledge. This has led to growing interest in
weakly supervised settings, where only a very small number of labeled anomalies is
available to guide the learning process. A particularly extreme case of this regime
is Few-Shot Graph Anomaly Detection (FS-GAD), where models must operate
with only a handful of labeled examples - in some cases, as few as one or two.

In this few-label setting, recent methods have explored several learning paradigms)
including contrastive learning, meta-learning, prompt tuning, and data-centric
strategies. Among these, data-centric strategies have shown promising results by
augmenting the training signal through structural patterns, such as metapath-based
subgraphs. As an example, "Label-based Graph Augmentation with Metapath for
Graph Anomaly Detection” [1] introduces a mechanism to construct local subgraphs
around labeled anomalies and use them to enrich node representations through
a specialized dual encoder. However, since the subgraph construction and the
detection model are jointly trained, it is difficult to assess whether the improvement
comes from the structural augmentation itself or from the architecture. This raises
a natural question: Can structural subgraph augmentation alone - applied at the
data level, independently of the detection model - improve anomaly detection when
only a few labels are available?
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In this thesis, we address this question by proposing a training augmentation
framework based on Subgraph Forest Fire Sampling (SFFS). Given a small set
of labeled anomaly seeds, SFFS builds local subgraphs by expanding from each
seed to its surrounding neighborhood. The nodes discovered in these subgraphs
are added to the training set, enriching the structural context available to the
detector without modifying node features or introducing additional architectural
components. A GraphSAGE classifier is then trained on the augmented training
set.

Our framework is evaluated on six benchmark datasets - Cora, Citeseer, Blog-
Catalog, Flickr, ACM, and Pubmed - with labeled ratios ranging from 1% to 10%
of known anomalies. We also investigate multiple subgraph construction strate-
gies, from free stochastic expansion to schema-guided variants based on metapath
patterns, and study their impact through systematic ablation experiments.

Results show that SFFS augmentation consistently improves detection per-
formance across datasets. The gains are particularly evident in AUC-PR, with
improvements up to +0.183 on Pubmed and +0.157 on Cora at 10% labeled ratio,
while AUC-ROC improvements are more moderate and dataset-dependent.

1.1 Objectives

This thesis pursues the following objectives:

1. Design a data augmentation framework. We propose an an approach
based on Subgraph Forest Fire Sampling (SFFS) that constructs local sub-
graphs around labeled anomaly seeds and uses them to augment the training
set. The goal is to enrich the structural context available during training while
keeping the detector architecture unchanged.

2. Systematic experimental evaluation. Evaluation of the proposed frame-
work on six benchmark datasets - Cora, Citeseer, BlogCatalog, Flickr, ACM,
and Pubmed - using GraphSAGE as the base classifier, with ablation studies
covering:

« labeled anomaly ratios from 1% to 10%;
« subgraph budgets from 4 to 50 nodes;
e burning probability from 0.2 to 0.8;
» subgraph construction strategies.
3. Analysis of subgraph construction strategies. We investigate four

different strategies for building anomaly-centered subgraphs - fe_generic,
fe_path, fe_schema, and fe_wind - ranging from unconstrained stochastic

2
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expansion to more structured variants, and study their robustness across
different label ratios and graph densities.

The goal is to understand how structural constraints and expansion policies
affect the quality of the extracted neighborhoods and the final detection
performance. We investigate the robustness of each strategy across different
label ratios and graph densities.

1.2 Thesis Structure

The thesis is organized as follows:

o Chapter 2 introduces the necessary background on graphs, Graph Neural
Networks, and graph anomaly detection, including the evaluation metrics used
throughout this work.

o Chapter 3 reviews the state of the art in weakly supervised graph anomaly
detection, with a particular focus on few-shot settings. It presents a structured
taxonomy of representative methods organized by learning paradigm, together
with a discussion of experimental practices in the literature.

o Chapter 4 presents the proposed framework. It describes the SFFS-based
subgraph construction mechanism and the training set augmentation procedure,
together with the four subgraph construction strategies investigated in this
thesis.

o Chapter 5 reports the experimental evaluation, organized as follows:

— Main results on all six benchmark datasets, comparing baseline Graph-
SAGE with and without SFFS augmentation.

— Ablation study on the labeled anomaly ratio, ranging from 1% to 10%.

— Ablation study on the subgraph budget, evaluating budgets from 4 to 50
nodes.

— Ablation study on the burning probability, evaluating values from 0.2 to
0.8.

— Ablation study on subgraph construction strategies comparing free stochas-
tic expansion, path-only, schema-guided, and wind-expanded variants.

— A coverage analysis characterizing the structural properties of SFFS
subgraphs.

— A discussion of the key findings across all experiments.

o Chapter 6 concludes the thesis with a summary of contributions, an analysis
of the limitations of the proposed framework, and directions for future work.

3



Chapter 2
Background

This chapter introduces the fundamental concepts required to understand the
proposed method. We first present graph representations and attributed graphs,
which define the basis data setting of this work. We then introduce Graph Neural
Networks (GNNs), which are commonly used for learning representations on graph-
structured data. Finally, we formalize the GAD problem and describe the few-shot
setting, together with the evaluation metrics used in this thesis.

2.1 Graph Fundamentals

A graph is a mathematical structure used to model pairwise relationships between
objects. Formally, a graph is defined as G = (V, £), where V = {vy,va,...,v,} is a
set of m nodes and £ CV x V is a set of edges representing connections between
nodes.

The structure of a graph is typically encoded in its adjacency matrix A €
{0,1}™*", where A;; = 1 if there exists an edge between nodes v; and v;, and
A;; = 0 otherwise. For undirected graphs, A is symmetric.

Figure 2.1 illustrates a simple example of a graph with its corresponding adja-
cency matrix and node feature matrix.

U1

\/ A

V4

O = = O
O = O =
o = O O

—_ O

Figure 2.1: Example of an unidirected graph (left) and its adjacency matrix A
(right).
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Graphs can be categorized according to different properties:

e Directed and undirected graphs: in directed graphs, edges have an
orientation, while in undirected graphs connections are symmetric.

« Homogeneous and heterogeneous graphs: homogeneous graphs contain a
single type of nodes and edges, whereas heterogeneous graphs involve multiple
node or edge types.

o Static and dynamic graphs: static graphs remain fixed over time, while
dynamic graphs evolve as nodes, edges, or node attributes change.

These graph categories are commonly adopted in the graph learning literature [2].

In many real-world applications, nodes are not only connected by edges but are
also associated with additional descriptive information. This leads to the notion
of an attributed graph, where each node is represented by a feature vector.
Formally, this can be encoded in a feature matrix X € R"*? where d denotes the
dimensionality of the node features and each row x; corresponds to the attribute
representation of node v;.

Citation networks such as Cora and Citeseer are representative examples of
attributed graphs. In these datasets, nodes correspond to academic publications,
edges represent citation links, and node features are typically derived from bag-of-
words representations of the paper text.

2.2 Graph Neural Networks

Graph Neural Networks (GNNs) are a family of deep learning models designed to
operate directly on graph-structured data. Unlike standard neural networks, which
assume independent and identically distributed inputs, GNNs explicitly exploit
the relational structure of a graph by propagating information between connected
nodes. This makes them particularly well suited for tasks where the neighborhood
of a node carries discriminative information.

2.2.1 The Message Passing Framework

Most Graph Neural Networks can be described using the message passing frame-
work (Figure 2.2) [3]. The main idea is that, at each layer, a node updates its
representation by combining information received from its neighboring nodes.

Given a node v, let A/(v) denote its set of neighbors. At layer [, a message is
first computed by aggregating the representations of neighboring nodes:

m{) = AGGREGATE ({A{™" : u € N'(v)}) (2.1)
5
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The node representation is then updated using both the previous node embedding
and the aggregated message:

h{) = UPDATE (h{~", m{") (2.2)

v

where h{!) € R? denotes the embedding of node v at layer I. At the input layer,
each node is represented by its original feature vector, i.e., h{?) = z,,.

Figure 2.2: Message passing mechanism in GNNs. Neighboring nodes contribute
to the aggregation step, while the previous representation of node v is combined in
the update function to produce hff).

The choice of the AGGREGATE and UPDATE functions distinguishes different
GNN architectures, as we discuss in Sections 2.2.3 and 2.2.4. Common choices for
aggregation include sum, mean, and max pooling, while the update step typically
involves a learnable linear transformation followed by a non-linear activation.

By stacking multiple layers, each node progressively incorporates information
from nodes that are farther away in the graph. After L layers, the representation
of a node aggregates information from its entire L-hop neighborhood.

This message passing mechanism allows GNNs to jointly capture structural and
attribute information from neighboring nodes. However, repeatedly aggregating
neighborhood information across multiple layers may also introduce important
limitations. In particular, node representations can become indistinguishable as
depth increases, a phenomenon known as over-smoothing.

2.2.2 Over-smoothing and its Implications

One of the main limitations of GNNs based on neighborhood aggregation is the
phenomenon known as over-smoothing [4]. As the number of layers increases, node

6
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representations progressively become more similar to one another, losing their
discriminative power.

Intuitively, each GNN layer aggregates information from neighboring nodes.
After several layers, a node receives information from a larger portions of the graph,
erasing local differences and making nodes difficult to distinguish.

This issue is particularly problematic in GAD. The goal of a GAD model is
precisely to distinguish anomalous nodes from their normal neighbors,which requires
preserving the local feature differences that make anomalies recognizable. However,
if node representations become overly smooth, the differences between anomalous
and normal nodes may be suppressed, making anomalies harder to detect.

For this reason, many GAD methods use shallow architectures to limit the
over-smoothing effect [5][6].

2.2.3 Graph Convolutional Networks

Graph Convolutional Networks (GCN), introduced by Kipf and Welling [kipf2017semi]|
are a simple and effective class of GNNs widely used in graph representation learning
and form the backbone of the anomaly detectors used in this thesis. They imple-
ment a direct form of the message passing framework by iteratively aggregating
information from neighboring nodes.

Given an attributed graph G = (A, X), where A € {0,1}"*" is the adjacency
matrix encoding the graph structure and X € R"*? is the node feature matrix,
self-loops are first added to the adjacency matrix, obtaining A = A +1.

The degree matrix D is a diagonal matrix where each entry D;; represents the
degree of node v; in the graph with self-loops.

A single GCN layer is defined as:

H® = ¢(D~:AD:H"VW0) (2.3)

where H) denotes the node representations at layer [, W is a learnable weight
matrix, and o is a non-linear activation function.

Intuitively, each layer updates a node representation by combining its own
features with those of its neighbors. This operation can be seen as a normalized ag-
gregation of neighboring features, similar to a weighted average where contributions
are scaled according to node degrees.

By stacking multiple layers, each node gradually incorporates information from
its multi-hop neighborhood. However, as discussed in Section 2.2.2, increasing the
depth of the network may lead to over-smoothing, preferring GCN-based models
for anomaly detection
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2.2.4 Other GNN Variants

While GCN is simple and effective, it also presents some important limitations.First,
neighboring nodes are aggregated using coefficients determined by the graph
structure and node degrees, rather than learnable weights per edge. Second, each
layer aggregates information from the full neighborhood of every node, which can
limit scalability on large graphs. These limitations motivated the development of
alternative GNN architectures that aim to improve either scalability, flexibility in
neighborhood aggregation, or expressive power. In this section, we briefly review
three representative models: GraphSAGE, Graph Attention Networks (GAT), and
Graph Isomorphism Networks (GIN).

GraphSAGE. GraphSAGE [7] was proposed to address the scalability limitations
of GCNs on large graphs. In standard GCNs, each node aggregates information
from all of its neighbors, which can become computationally expensive for highly
connected graphs.

To reduce this cost, GraphSAGE samples only a fixed-size subset of neighbors
at each layer. This makes the computation independent of the node degree and
enables efficient training on large-scale graphs.

Given a node v, GraphSAGE computes its representation by aggregating infor-
mation from the sampled neighborhood:

h{) = o(W® - AGG (h{™V {h{™ : u € Sy(v)})) (2.4)

where Sy (v) denotes the sampled set of neighbors of node v, AGG is a
permutation-invariant aggregation function such as mean, sum, or max pooling,
and W is a learnable weight matrix applied at layer [.

Intuitively, instead of using the entire neighborhood, GraphSAGE learns node
representations by combining information from a small sampled portion of the graph,
followed by a learnable aggregation function. This sampling strategy significantly
improves scalability while still preserving local structural information.

Another important advantage of GraphSAGE is its inductive capability, meaning
that the model can generalize to unseen nodes or entirely new graphs without
requiring retraining.

Graph Attention Networks (GAT). Graph Attention Networks [8] were
introduced to overcome one of the main limitations of GCNs: all neighboring nodes
contribute to the aggregation with fixed weights determined only by the graph
structure.

In many real-world graphs, however, not all neighbors are equally informative.
GAT addresses this limitation by introducing a learnable attention mechanism that
automatically assigns different importance scores to different neighbors.

8
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For each edge (v,u), the model computes an attention coefficient a,, that
measures how relevant node wu is for updating node v:

Qly, = softmax,, (LeakyReLU (aT [Whv||Whu]>) (2.5)

where h, and h, denote the feature representations of nodes v and u, W is a
learnable linear transformation, a is a learnable attention vector, and || denotes
vector concatenation.

The LeakyReLU activation introduces non-linearity in the attention computa-
tion, while the softmax function normalizes the attention coefficients across the
neighborhood so that their values sum to one.

The node representation is then updated through a weighted aggregation of
neighboring features:

hg”:o( 3 awWhg’U) (2.6)

ueN (v)

Intuitively, GAT allows the model to focus more strongly on the most relevant
neighbors while reducing the influence of less informative ones.

Although this attention mechanism improves flexibility and adaptivity, comput-
ing attention coefficients for every edge introduces additional computational cost,
making GAT less efficient on very large graphs.

Graph Isomorphism Network (GIN). Unlike GraphSAGE and GAT, which
mainly focus on scalability and adaptive neighbor weighting, respectively, Graph
Isomorphism Networks (GIN) [9] were designed to maximize the expressive power
of the message passing framework.

The main motivation behind GIN is that averaging-based aggregation functions,
such as those used in the other GNNs, may fail to distinguish different graph
structures. To address this limitation, GIN uses sum aggregation combined with a
multi-layer perceptron (MLP!), which provides stronger discriminative capability.

The GIN update rule is defined as:

h® = MLP® ((1+e)h§f—1>+ > th—U) (2.7)
ueN (v)

where € is a learnable parameter controlling the relative contribution of the
central node representation.

LA Multi-Layer Perceptron (MLP) is a neural network composed of stacked fully connected
layers with non-linear activations.
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Intuitively, the sum aggregation preserves more structural information than
mean-based aggregation, while the MLP enables the model to learn more expressive
transformations of the aggregated neighborhood features.

However, the increased expressive power also leads to higher model complexity
and a greater risk of overfitting, especially on small datasets.

Summary of GNN Variants. The three architectures discussed above address
different limitations of the basic GCN model from complementary perspectives.
GraphSAGE improves scalability by restricting neighborhood aggregation through
sampling. GAT introduces a learnable attention mechanism that allows the model
to assign different importance to different neighbors. GIN maximizes expressive
power by combining sum aggregation with MLP-based updates.

A high-level comparison of these architectures is reported in Table 2.1, which
summarizes their differences in terms of aggregation strategy, parameterization?,
scalability®, and expressive power?.

Despite these improvements, all the methods discussed above are still based
on the message passing paradigm and therefore inherit its fundamental limita-
tions. This shared limitation motivates the design choices of this thesis, where
shallow architectures and feature augmentation strategies are adopted to preserve
discriminative node-level information.

Table 2.1: Comparison of common GNN architectures.

Model Aggregation Weights Scalability Expres.
GCN Mean (normalized) Fixed Low Low
GraphSAGE Mean/Sum/Max Fixed High Medium
GAT Attention-weighted mean Learned  Medium Medium
GIN Sum Fixed Medium High

Note: Scalability and expressiveness are qualitative comparisons intended to provide
general intuition. Their practical behavior may vary depending on the dataset, graph
size, implementation details, and computational resources.

2Parameterization refers to whether the aggregation mechanism depends on learnable parame-
ters (e.g., attention weights) or is fixed and determined only by the graph structure.

3Ability of a model to efficiently handle large graphs in terms of memory and computational
cost.

4Ability of a model to distinguish nodes or subgraphs with similar local neighborhoods but
different connectivity patterns.

10
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2.3 Graph Anomaly Detection

Graph anomaly detection is the task of identifying nodes, edges, or subgraphs that
deviate significantly from the expected behavior of the rest of the graph [10, 11,
12]. In many real-world applications - including fraud detection, network intrusion
detection, and misinformation identification - anomalies are rare events that, if
missed, can have serious consequences.

Most existing GAD methods operate in an unsupervised setting, where no labeled
examples are available and anomalies are identified purely based on how much
a node deviates from the normal patterns of the graph. While effective in many
scenarios, unsupervised approaches cannot incorporate prior knowledge about the
specific type of anomalies one is looking for. This limitation has motivated growing
interest in settings where a very small number of labeled anomalies is available to
guide the detection process. These approaches are variously referred to as weakly
supervised GAD or few-shot GAD, depending on the number of labeled examples
available and how they are used — this is precisely the setting addressed in this
thesis.

2.3.1 Anomalies in Graphs

Compared to traditional anomaly detection, graph-based settings are inherently
more complex since anomalies may depend not only on node attributes but also on
the relational structure between nodes.

Different types of anomalies can arise in graph data:

e Node anomalies: nodes whose structural connectivity or attribute informa-
tion significantly differs from the surrounding neighborhood. In attributed
graphs, this is the most common anomaly detection setting.

o Edge anomalies: abnormal or unexpected connections between nodes that
do not conform to the overall graph structure.

e Subgraph anomalies: groups of nodes and edges that collectively exhibit
unusual structural patterns. In this case, the anomalous behavior emerges
from the interaction between multiple graph components rather than from a
single node.

o Graph-level anomalies: entire graphs that significantly deviate from the
normal graph distribution. This setting is common in applications where each
sample is itself represented as a graph.

In attributed graphs, as explained in [13], anomalies are commonly divided into
two main categories, as illustrated in Figure 2.3:

11
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e Structural anomalies: nodes, edges, or subgraphs whose connectivity pat-
terns significantly differ from the normal graph structure. Examples include
unusually high-degree nodes, unexpected cross-community links, or irregular
dense subgraphs.

o Attribute anomalies: nodes whose feature vectors are inconsistent with
their surrounding context, even if their structural connections appear normal.
In attributed graphs, these anomalies are particularly important because they
capture discrepancies between node attributes and graph topology.

Since this thesis focuses on attributed graphs and node-level anomaly detec-
tion, particular attention is given to anomalies involving node features and their
relationship with the local graph topology.

(a) Structural anomaly (b) Attribute anomaly

X2 X3

X5
O normal node O normal node (similar features)
O anomalous node v* _____ anomalous edge

Figure 2.3: Two types of node anomalies in attributed graphs. (a) Structural
anomaly: node v* forms unexpected connections across two separate communities.
(b) Attribute anomaly: node v* has features inconsistent with its neighbors.

2.3.2 Problem Formulation

Let G = (V,&,X) be an attributed graph, where V is the set of n nodes, £ is the
set of edges encoded in the adjacency matrix A € {0,1}"*", and X € R"*? is the
node feature matrix.

Node-level graph anomaly detection aims to assign an anomaly score s, € R
to each node v € V, such that anomalous nodes receive higher scores than normal
ones. Formally, the task is to learn a scoring function:

12
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f:Vxg—R (2.8)

such that f(v,G) > f(u,G) whenever v is anomalous and u is normal. Nodes are
then ranked by their score and the top-k are reported as anomalies.

In the weakly supervised setting addressed in this thesis, a small labeled set
L C V of known anomalies is additionally provided, with |£| < |V|. The scoring
function f can then exploit this prior knowledge to improve detection, while the
majority of nodes remain unlabeled.

2.3.3 Detection Approaches

Graph anomaly detection methods can be broadly categorized according to the
level of supervision available during training and the detection principle they rely
on.

Unsupervised methods. The majority of GAD methods operate in a fully
unsupervised setting, where no labeled anomalies are available.

Among these, reconstruction-based approaches are the most widely adopted:
a model is trained to reconstruct the graph structure, node attributes, or both,
and nodes with high reconstruction errors are flagged as anomalous [14]. Graph
autoencoders (GAESs) [15] [16] provide a natural framework for this paradigm, using
a GNN encoder to produce node embeddings and a decoder to reconstruct the
adjacency matrix or the feature matrix.

Other unsupervised approaches flag nodes that are isolated in the embedding
space or structurally distant from their neighbors, based on the intuition that
anomalies tend to appear in sparse, poorly connected regions of the graph.

Due to their independence from labeled data, unsupervised methods often lack
the prior knowledge needed to distinguish true anomalies of interest from irrelevant
outliers or noise, which may lead to a higher number of false positives.

Supervised and semi-supervised methods. When labeled examples are
available for both normal and anomalous nodes, graph anomaly detection can be
formulated as a standard node classification problem, allowing the model to directly
learn discriminative decision boundaries.However, labels are rarely available in
practice, especially for anomalies, due to the high cost of manual annotation and
the rarity of anomalous events.

Semi-supervised approaches address this limitation by using a small number of
labeled nodes together with many unlabeled ones, propagating the label information
across the graph to improve detection performance. Although they use fewer labels
than fully supervised methods, these approaches still rely on a reasonable amount
of labeled anomalies.
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Weakly supervised and few-shot methods. More recently, increasing atten-
tion has been devoted to settings where only a very limited number of labeled
anomalies is available - too few for supervised training but enough to provide useful
prior knowledge. Common strategies include contrastive learning, meta-learning,
prompt tuning, and data augmentation, often combined to maximize the utility of
the scarce labeled information.

Depending on the amount of supervision and the learning strategy adopted,
these methods are commonly referred to as weakly supervised or few-shot graph
anomaly detection methods. Since this thesis focuses on this setting, a more
detailed discussion of existing approaches is provided in Chapter 3.

2.3.4 Evaluation Metrics

Evaluating graph anomaly detection methods requires metrics that refers to the
highly imbalanced nature of the task: anomalous nodes typically represent only
a small fraction of the graph, often between 3% and 6% in standard benchmarks,
as shown in Table 3.2. In this setting, accuracy is not an informative metric - a
classifier that labels every node as normal would still achieve over 94% accuracy
on a dataset with 6% anomalies.

Moreover, graph anomaly detectors typically produce continuous anomaly scores
rather than binary predictions. For this reason, threshold-independent ranking
metrics are generally preferred. This thesis therefore adopts two standard evaluation
metrics widely used in anomaly detection: the Area Under the ROC Curve (AUC-
ROC) and the Area Under the Precision-Recall Curve (AUC-PR).

AUC-ROC

Graph anomaly detectors typically assign an anomaly score s; € R to each node v;,
where higher values indicate stronger evidence of anomalous behavior. Based on
these scores, nodes can be classified as anomalous or normal by applying a decision
threshold 7, such that nodes with s; > 7 are predicted as anomalous, while the
remaining nodes are considered normal. Rather than evaluating performance at a
single threshold, AUC-ROC measures the quality of the ranking induced by the
anomaly scores across all possible thresholds.

The Receiver Operating Characteristic (ROC) curve plots the True Positive
Rate (TPR) against the False Positive Rate (FPR):

B TP(7) B FP(7)
RO = ey PR = mpm TN (29)

where TP, FP, FN, and TN denote true positives, false positives, false negatives,
and true negatives respectively. The AUC-ROC summarizes the ROC curve into a
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scalar value in [0,1], where 1 corresponds to a perfect ranking and 0.5 to a random
classifier. It can also be interpreted as the probability that a randomly selected
anomalous node receives a higher anomaly score than a randomly selected normal
node[17].

AUC-ROC is widely used because it is threshold-independent and evaluates the
relative ordering of anomaly scores rather than their absolute values. However,
it has a known limitation in highly imbalanced settings: since normal nodes
outnumber anomalies, even a weak detector may achieve a relatively high AUC-
ROC by correctly ranking most normal nodes among themselves, while performing
poorly on the rare anomalous nodes [18].

AUC-PR

The Precision-Recall (PR) curve is designed to better evaluate performance in
highly imbalanced settings by focusing exclusively on the positive class. It plots
Precision against Recall across all possible decision thresholds 7:

. B TP(7) B TP(7)
Precision(7) = TP(r) = FP(r)’ Recall(7) = TP() + FN(7) (2.10)

The AUC-PR summarizes this curve into a single scalar in [0,1]. Its value
depends on the class distribution: in particular, a random classifier achieves an
AUC-PR equal to the proportion of positive examples in the dataset (i.e., the
anomaly rate ), while a perfect classifier achieves AUC-PR = 1.

Compared to AUC-ROC, AUC-PR is more sensitive to the quality of the top-
ranked predictions, since it directly evaluates performance on the positive class.
Intuitively, it captures how well the model ranks true anomalies at the top of the
ranking while penalizing false positives.

This property makes AUC-PR particularly suitable for highly imbalanced
anomaly detection problems, where the main objective is to retrieve the few true
anomalies among the top-ranked predictions. For this reason, AUC-PR is widely
adopted in the anomaly detection literature, especially in imbalanced graph-based
settings [19].

Figure 2.4 illustrates this difference, where two detectors with similar ROC
performance show a clear separation in PR space.
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Figure 2.4: Comparison of two anomaly detection algorithms in ROC space
(left) and Precision—Recall space (right) on a highly imbalanced dataset with a
5% anomaly rate. Although the two methods appear relatively similar in ROC
space, the difference becomes significantly more pronounced in PR space, showing
that AUC-PR is more sensitive to the ranking quality of the top-scored anomalous
nodes.
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Chapter 3

Related Work

This chapter surveys recent methods for graph anomaly detection under limited
supervision, with a particular focus on settings where only a very small number
of labeled anomalies is available to guide the learning process; a case that in the
literature is often referred to as Few-Shot Graph Anomaly Detection. The goal of
this chapter is to provide clear overview of how the field deals with this label-scarce
setting and to highlight the gap that motivates this thesis. We first describe the
methodology used to select and organize the reviewed works, along with the main
statistical trends in the field. We then analyze each learning paradigm in detail
- contrastive learning, meta-learning, prompt tuning, data-centric learning, and
generative, reinforcement, and knowledge distillation approaches - discussing their
core ideas, how they adapt to few-label scenarios, and their limitations. The
chapter concludes with a discussion of recurring inconsistencies in experimental
practices, and places the proposed Feature Enhancement framework within the
existing literature.

3.1 Overview of the Literature

This section reports how the relevant literature was collected and summarizes
the main trends observed across the surveyed works in terms of methods, graph
settings, application domains, and evaluation practices.

3.1.1 Selection Methodology

To provide a comprehensive overview, we conducted a systematic literature search
across major academic platforms, including Google Scholar, arXiv, ACM Digital
Library, and IEEE Xplore.

The search strategy and the query combined the core terms “graph anomaly
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detection” or “GAD” with supervision-related terms such as “few labels”, “limited
labels”, “weakly supervised”, and “few-shot”.

Papers were selected based on four criteria: relevance to FS-GAD, methodological
novelty, publication recency, and clarity of experimental evaluation.

Following this procedure, we identified a curated set of 20 representative works.
Each paper is described in Table 3.1 in terms of method category, publication year,
graph type, anomaly granularity, application domain, core idea, and evaluation
metrics, allowing for a consistent comparison across heterogeneous approaches.

It is important to note that while Table 3.1 assigns each paper to a single
primary category for taxonomic clarity, many methods are inherently hybrid. For
instance, meta-learning and prompt tuning works often integrate contrastive learn-
ing objectives to refine embedding representations. Our classification prioritizes the
core methodological paradigm or primary contribution of the paper, as emphasized
by the authors.

3.1.2 Key Trends and Statistics

From the collected works, several key trends emerge.

o« Methodological trends. Contrastive learning is the dominant paradigm,
followed by meta-learning and prompt-based approaches. Data-centric and
generative methods appear less frequently, while reinforcement learning and
knowledge distillation remain relatively marginal. Overall, most approaches
rely on representation learning and adaptation techniques to cope with limited

labeled data.

o Graph settings and anomaly granularity. Most surveyed methods focus
on static graphs (19 out of 20 works), indicating that dynamic settings remains
largely underexplored. Node-level detection is also predominant (16 out of
20 methods), whereas edge-level and graph-level anomaly detection receive
significantly less attention.

o Application domains and datasets. The majority of methods are eval-
uated on general-purpose benchmark datasets rather than domain-specific
scenarios, as also shown in Table 3.2. Only a limited number of works target
specific applications such as financial fraud detection, blockchain analysis, or
cybersecurity.

o Evaluation practices. AUC-ROC and AUC-PR are the most commonly
used metrics, mainly because of the strong class imbalance typical of anomaly
detection tasks, as discussed in Section 2.3.4.
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3.2 Learning techniques

This section describes the main learning approaches adopted in the surveyed litera-
ture for graph anomaly detection under very few labels, grouped by their dominant
methodological paradigm. As summarized in Table 3.1, existing methods can
be broadly categorized into contrastive learning, meta-learning, prompt tuning,
data-centric learning, generative models, reinforcement learning, and knowledge
distillation. Each paradigm tackles the label-scarce setting from a different per-
spective, and the following subsections present their core principles and design
patterns.

3.2.1 Contrastive Learning

Contrastive learning is the most widely adopted paradigm in the surveyed literature.
Its main idea is to learn node representations by bringing similar samples closer in
the embedding space while pushing dissimilar ones apart. This makes it particularly
suitable for settings where only a few labeled examples are available.

A common design choice across existing methods is the use of multiple augmented
views of the same graph. By applying perturbations such as edge dropping, feature
masking, or subgraph sampling, models learn to preserve invariant structural and
semantic information while being robust to noise. In this context, the supervision
from a small number of labeled anomalies is typically used to guide the separation
between normal and anomalous representations, rather than to directly train a
classifier.

Several works extend this general idea in different directions. FMGAD [22]
combines contrastive learning with a reconstruction objective, using multiple
views of local subgraphs to enforce consistency and propagate anomaly signals to
unlabeled nodes. SADMCL [21] introduces a multi-level contrastive framework
that operates at multiple levels — sample, instance, and class — building explicit
prototypes for normal and anomalous nodes to improve separability under weak
supervision. Similarly, CGNN [23] integrates contrastive learning in a context-aware
representation space, where node semantics are decomposed into category-specific
subspaces to better separate fraudulent behavior from normal patterns.

Other approaches adapt the contrastive paradigm to more specific tasks. FEAE [24]
focuses on edge-level anomalies and combines contrastive separation of real and
corrupted edges with a reconstruction-based objective, while AD-GSCL [20] extends
the framework to rumor detection by combining supervised contrastive learning on
labeled data with self-supervised learning on unlabeled data.

Overall, contrastive methods show high performance in few-label settings. How-
ever, their effectiveness strongly depends on the quality of graph augmentations
and on how positive and negative pairs are defined. In many cases, the notion of
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“similarity” is task-dependent, which can limit their ability to generalize across
different domains.

3.2.2 Meta-Learning

The core idea of meta-learning approaches is to learn transferable knowledge across
multiple tasks or graphs, so that the model can quickly adapt to a new target
graph with only a few labeled anomalies and effectively "learn how to learn” from
limited supervision.

Most approaches in this category are built on episodic training strategies inspired
by MAML [39]', where the model is repeatedly trained on different few-shot tasks
in order to develop a general ability to adapt to new GAD scenarios. MA-GAD [25]
applies this idea in graph anomaly detection by training a model that can rapidly
adapt to new tasks after a few gradient steps, while also using graph compression?
to reduce redundancy in the learned representations. MetaGAD [26] combines meta-
learning with self-supervised learning using a bi-level optimization framework. This
helps the model learn shared representations across different tasks while adapting
them to each specific task, improving robustness of the learned embeddings.

Other approaches focus on making the framework more robust to noise and
variability in graph data. GMFITD [27] introduces a more flexible modeling of the
graph structure, where connections and relationships are treated in a probabilistic
way rather than as fixed, which helps the model better handle uncertain or noisy
labels. This is particularly relevant in domains such as cybersecurity, where anno-
tations are often unreliable. DARGAT-GDN [28] extends this idea to cross-graph
settings, enabling knowledge transfer between different datasets while preserving
the ability to distinguish between normal and anomalous nodes.

Overall, meta-learning methods work well in the few-label setting because they
are designed for fast adaptation. However, they often require building multiple
auxiliary tasks or graphs, which can be expensive and may not always be possible
when only one target graph is available.

3.2.3 Prompt Tuning

Prompt tuning methods leverage the power of pre-trained models to avoid fully
retraining on scarce target data. The main idea is to keep the pre-trained encoder
frozen and introduce a small set of learnable parameters, called prompts, to provide

IMAML (Model-Agnostic Meta-Learning) is a meta-learning framework that trains a model
to find an initialization from which it can adapt to a new task using only a few gradient updates.

2Graph compression refers to reducing redundant or less informative parts of the graph
structure to improve efficiency and reduce noise during training.
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task-specific information. This allows the model to adapt to different graphs and
anomaly types even with few labeled examples, making this approach particularly
effective in few-label settings.

AffinityTune [29] reformulates anomaly detection as an affinity judgment problem,
introducing prompt tokens that capture node relationships at different levels of
granularity and using contrastive learning to improve separation between normal
and anomalous patterns. CDFS-GAD [30] extends this idea to cross-domain
settings, where prompts are used to adapt the model to new graph distributions
while maintaining consistency across domains. AnomalyGFM [32] proposes a graph
foundation model that learns general prototypes for normal and anomalous patterns
during pre-training, and refines only the normal prototype at inference time using
a small set of labeled nodes, leaving the encoder unchanged. AnomalyLLLM [31]
aligns graph representations with the embedding space of a large language model
(LLM), using in-context prompts that include a few labeled examples to guide the
classification of new edges without any parameter updates. This makes the model
suitable for dynamic or evolving graph scenarios.

Overall, prompt tuning methods are attractive because they require little super-
vision without fully retraining the base model. However, their performance strongly
depends on the quality of the pre-trained model and on how well the prompts
capture task-specific patterns, which can limit their effectiveness when applied to
very different graph settings.

3.2.4 Data-Centric Learning

Data-centric approaches focus on improving the quality and diversity of the training
data rather than designing more complex models. The main idea is to use the
available labeled anomalies to construct additional structural or synthetic informa-
tion that enriches node representations and makes normal and anomalous patterns
more separable.

Among the surveyed methods, MGAD [1] is the most directly relevant to
this thesis, as discussed in Section 3.4. It assigns node types based on available
labels - anomalous or unknown - and generates metapath-based subgraphs via
random walks that match specific structural patterns around labeled anomalies.
These subgraphs are then processed by a dual encoder that combines global and
local structural information. EnGraph [33] combines graph embeddings with a
GAN-based augmentation step that generates pseudo-anomalies; then aggregates
multiple base detectors through ensemble scoring to produce a robust final anomaly
ranking. MSLP [34] follows a different direction by propagating a small number
of labeled anomalies in blockchain transaction graphs and filtering the resulting
pseudo-labels through a confidence-based selection mechanism to build a cleaner
and more balanced training set.
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Overall, data-centric methods show that improving or expanding the training
data can be as important as model design in few-label settings. However, the
quality of the augmented data depends heavily on the availability and reliability of
the few labeled anomalies, and poorly designed augmentations can introduce noise
that may reduce performance.

3.2.5 Generative, Reinforcement, and Knowledge Distilla-
tion

The remaining methods in the survey are less common and explore alternative
strategies to address the GAD under very few labels.

Two works leverage generative models to address the scarcity of labeled anomalies
by creating additional synthetic training examples. GenGA [35] uses a diffusion
model that generates synthetic node attributes based on the graph structure,
augmenting the training set of existing detectors to improve their ability to learn a
better decision boundary under extreme class imbalance. GUDI [36] pre-trains a
diffusion model in a self-supervised way on large unlabeled graphs. At inference
time, a lightweight classifier is used to guide the model in identifying anomalous
nodes, allowing it to generalize to new domains without additional fine-tuning.

Reinforcement learning approaches treat anomaly detection as a sequential
decision problem. REGAD [37] learns a policy that identifies and prunes suspicious
edges in the graph, optimizing detection performance through reward signals.

Knowledge distillation methods focus on transferring knowledge from a larger
model (teacher) to a smaller and simpler one (student). Dual-KD [38] follows this
idea, where a pre-trained teacher model guides a student on the target graph using
both its predictions and internal representations, enabling effective learning even
with only a few labeled anomalies.

3.3 Problem Settings and Experimental Issues

Despite the growing number of works on few-label GAD, there are still several
inconsistencies and ambiguities in experimental settings, which limit a fair compar-
ison across methods. In this section, we summarize the most common issues that
appear in the literature.

Labeling assumptions and unlabeled data. A recurring ambiguity concerns
the labeling of nodes outside the anomalous set. In many studies, it is unclear
whether the remaining nodes are entirely unlabeled or partially annotated as normal.
Some works explicitly adopt a Positive-Unlabeled (PU) learning setting [22], where
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only anomalous nodes are labeled and all others are treated as unlabeled, while
others introduce the concept of gray samples to denote nodes of uncertain class [23].

Few-shot definitions and dataset scale. Another important issue is how
few-shot settings are defined. Most works use fixed numbers of labeled anomalies
(e.g., 3-shot, 5-shot, 10-shot), while others rely on ratio-based definitions. However,
absolute shot settings are not scale-invariant: the same number of labeled anomalies
can represent very different supervision levels depending on the graph size. Moreover,
the literature rarely defines a clear boundary between a true few-shot setting and a
more general limited-label scenario, making comparisons across works less consistent.
For this reason, some studies instead use percentage-based ratios, which better
reflect the relative amount of supervision and allow more consistent comparisons
across datasets [1].

Class imbalance. Class imbalance is a central challenge in few-label graph
anomaly detection, as anomalous nodes are typically rarer than normal ones. Some
studies preserve the original imbalance during sampling [23], while others explicitly
control it through imbalance ratios used to guide a cost-sensitive loss functions that
assign higher weight to anomalies [26]. However, maintaining realistic imbalance
while ensuring sufficient training examples remains a non-trivial issue.

Noisy labels and contamination. Few-label settings are also highly sensitive to
noisy labels and data contamination. In real-world graphs, some labeled anomalies
may be incorrect, and unlabeled nodes may still contain hidden anomalies. Even a
small amount of noise can significantly degrade performance. To study this, some
works explicitly introduce noise ratios [37] or contamination ratios [26] to evaluate
model robustness under imperfect supervision.

3.4 Positioning of this Work

The methods presented in this chapter address graph anomaly detection with limited
labeled data through a variety of learning strategies. Despite their differences, most
of these methods are designed for a specific model or training strategy, making it
difficult to evaluate the contribution of individual components.

Among them, the method proposed in [1] is the most closely related to this
thesis, as it shares the core intuition that structural proximity tolabeled anomalies
can provide useful information even when only a few labelsare available. Their idea
is based on the generation of metapath-based subgraphs around labeled anomalies
via random walks and processes them through a dual encoder that combines global
graph information with local anomaly-aware context.
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The proposed framework shares this intuition but takes a different approach.Rather
than designing a new detection architecture, we use SFFS-generated subgraphs
to augment the training set of a GraphSAGE classifier. Nodes structurally close
to known anomalies are added to the training set, providing additional structural
context during learning. This design allows us to evaluate the contribution of
structural neighborhood augmentation independently of the detection architecture.
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Table 3.1: Taxonomical overview of the surveyed papers in GAD under under
very limited supervision.

Paradigm Method Year | Graph | Anomaly Domain Core Idea Metrics
AD-GSCL [20] 2025 Static Graph Rumor FS-GAD via supervised and un- | Acc, Pre, Rec,
. supervised contrastive learning | F1, AUC
Contrastive
Learning SADMCL [21] 2024 Static Node Generic Multi-view contrastive learning | AUC-ROC,
to separate the two classes Pre, Rec
FMGAD [22] 2023 Static Node Generic Multi-view contrastive with | AUC-ROC,
message-enhanced reconstruc- | AUC-PR
tion
CGNN [23] 2025 Static Node Financial Contrastive  learning  on | F1, Pre, Rec
category-specific subspaces
FEAE [24] 2025 Static Edge Net. Security | Hybrid self-supervised con- | F1, Pre
trastive and reconstruction
learning
MA-GAD [25] 2025 Static Graph Biochemical | MAML meta-learning with | AUC-ROC
Meta graph compression
Learning MetaGAD [26] 2024 Static Node Generic Bi-level meta-learning with | AUC-ROC,
RAN adapting self-supervised | AUC-PR
embeddings
GMFITD [27] 2024 Static Node Cybersecurity | Episodic meta-learning with | Acc, F1
soft edges and adversarial prun-
ing
DARGAT-GDN [28] | 2025 Static Node Generic Cross-graph meta-learning | AUC-ROC,
with node-differentiated atten- | AUC-PR
tion
AffinityTune [29] 2025 Static Node Generic Prompt-tuning with multi- | AUC-ROC,
Prompt granularity contrastive learning | AUC-PR
Tuning CDFS-GAD [30] 2024 Static Node Generic Cross-domain few-shot with | AUC-ROC,

domain-adaptive contrastive, | AUC-PR
prompt-tuning

AnomalyLLM [31] 2024 | Dynamic Edge Generic In-context prompts after GNN- | AUC
LLM alignment
AnomalyGFM [32] | 2025 | Static Node Generic Graph  foundation — model | AUC-ROC,

with residual prototypes and | AUC-PR
prompt-tuning

Data-Centric EnGraph [33] 2025 Static Node Generic Pseudo-anomaly  generation | AUC-ROC,
apa-lentre and ensemble of base detectors | AUC-PR, F1
Learning

MGAD [1] 2024 | Static Node Generic Metapath-guided ~ subgraph | AUC
augmentation with dual en-
coder
MSLP [34] 2024 Static Node Financial Minimal substitution label | F1, Rec
propagation
Generative GenGA [35] 2024 Static Node Generic Diffusion-based synthetic node | F1, AUC,
Learning generation AUC-PR
GUDI [36] 2024 Static Node Generic Domain-agnostic diffusion pre- | AUC-ROC,
training with few-shot adapta- | Rec@k
tion
Rolnforcgtmf‘,nt REGAD [37] 2024 Static Node Generic GCN-based RL policy to prune | AUC, AUC-
Learning L ,
suspicious edges PR
g:;ffﬁfﬁfz Dual-KD [38] 2025 | Static Node Generic Dual-level distillation via soft | AUC-ROC,
predictions and representation | AUC-PR,
alignment Pre@QK

Note: AUC-ROC: Area Under the ROC Curve; AUC-PR: Area Under the Precision-
Recall Curve; Acc: Accuracy; Pre: Precision; Rec: Recall; F1: Fl-score.
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Table 3.2: Statistics of benchmark datasets used in the surveyed GAD under very
limited supervision.

Dataset ‘ Domain ‘ #Nodes ‘ #Edges ‘ #Features ‘ #Anomalies ‘ Ratio ‘ Type ‘ #Papers
Clitation Networks

Cora Citation 2,708 11,606 1,433 150 | 5.5% | Inj. 6
Citeseer Citation 3,327 10,154 3,703 150 | 4.5% | Inj. 5
Pubmed Citation 19,717 44,338 500 600 | 3.0% | Inj. 3
ACM Citation 16,484 71,980 8,337 600 | 3.6% | Inj. 3
Social Networks

BlogCatalog | Social 5,196 171,743 8,189 300 | 5.8% | Inj. 5
Reddit Social 10,984 168,016 64 366 | 3.3% | Org. 5
Flickr Social 7,575 239,738 12,047 450 | 5.9% | Inj. 4
Weibo Social 8,405 407,963 400 868 | 10.3% | Org. 4
Wiki Social 9,227 18,257 64 217 2.4% | Org. 3
Tolokers Social 11,758 519,000 10 2,563 | 21.8% | Org. 2
Questions Social 48,921 153,540 301 1,467 | 3.0% | Org. 2
Facebook Social 1,081 55,104 576 25| 2.3% | Org. 1
E-commerce and Review Networks

Amazon E-commerce 13,752 515,042 767 694 | 5.0% | Inj.

YelpChi Review 45,954 | 3,846,979 32 6,677 | 14.5% | Org.

Disney Co-purchase 124 335 28 6| 4.8% | Org.

Financial and Blockchain Networks

T-Finance Financial 39,357 | 21,222,543 10 1,803 | 4.6% | Org. 3
Elliptic Blockchain 46,564 73,248 93 4545 | 9.8% | Org. 3
DGraphFin | Financial 3,700,550 — — — | 1.3% | Org. 1
Other Domains

T-Social Social 5,781,065 | 73,105,508 10 174,280 |  3.0% | Org. 2
CERT Cybersecurity — — — — — | Org. 1

Note: Type: Inj. = injected anomalies, Org. = organic anomalies. #Papers = number
of surveyed works using the dataset. Ratio = proportion of anomalous nodes over total
nodes.
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Proposed Method

This chapter presents the proposed framework for graph anomaly detection with
very few labels. The core idea is to exploit a small set of labeled anomaly seeds
to construct local subgraphs around them and use these subgraphs to augment
the training set. This augmentation is performed through Subgraph Forest Fire
Sampling (SFFS) [40], a stochastic expansion mechanism that builds local neigh-
borhoods around each labeled seed and adds the discovered nodes to the training
set before model training. The approach requires no modification to the detector
architecture and no additional feature engineering.

Building on the GAD formulation introduced in Section 2.3, we assume that a
small set of labeled anomaly seeds S C Vipain is available, with |S| < [V|. The goal
is to exploit this limited supervision to enrich the training set with nodes that are
structurally close to known anomalies, providing the detector with a richer and
more informative training context.

4.1 Overview

The proposed pipeline is illustrated in Figure 4.1 and consists of four main stages.

The method starts from an attributed graph G = (V, &, X) and assumes the
availability of a small set of labeled anomaly seeds & C Viain, sampled only from
the training partition. The goal is to exploit these few labels to enrich the training
data with structurally relevant nodes.

1. SFFS subgraph construction. For each labeled seed vy, € S, a local
subgraph S; is generated using Subgraph Forest Fire Sampling (SFFS), a
stochastic expansion process that explores the neighborhood of the seed
(Section 4.2.1). The expansion is controlled by a burning probability p and a
budget B.
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2. Training set augmentation. The nodes collected in the subgraphs are
added to the original training set, producing an augmented training set

S|
t,rain - Vtrain U U Sk (41)
k=1

Node features remain unchanged, and only the set of training nodes is modified.

3. GraphSAGE training. A GraphSAGE-based binary classifier [7] is trained
on the augmented training set. The model performs message passing over the
graph structure and learns to distinguish anomalous from normal nodes using
the available labels.

4. Anomaly scoring. After training, the model assigns an anomaly score s; to
each node v; € V. Evaluation is performed exclusively on the original test
partition, which remains untouched during training.

This design ensures that the SFF'S procedure acts purely as a data-level aug-
mentation mechanism, without modifying the GraphSAGE architecture or intro-
ducing additional feature engineering. This allows us to isolate and evaluate the
contribution of structural neighborhood augmentation on detection performance
independently of model design choices.

4.2 Subgraph Construction via SFFS

Given the set of labeled anomaly seeds S, the first step of the pipeline is to construct
a local subgraph around each seed node. These subgraphs define the structural
neighborhoods whose nodes will be added to the training set.

4.2.1 Forest Fire Sampling Mechanism

We adopt a stochastic expansion procedure inspired by the Forest Fire graph
generation model [40]. Starting from a seed node vs € S, a subgraph is constructed
by recursively expanding to unvisited neighbors in a probabilistic manner.

At each step, a fraction of neighbors is selected based on a stochastic burning
process. Specifically, a value p is drawn from a triangular distribution:

p ~ Triangular(0, p, 1)

where p € (0,1) is the burning probability that controls the expansion intensity.
The number of neighbors selected for expansion is then:

T = maX<17 min( Lp' ‘Nu(UMJ? B— |Ss‘)) (42)
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Figure 4.1: Overview of the proposed SFFS-based training augmentation frame-
work. Starting from an input graph, a small set of labeled anomaly seeds is selected
from the training partition. Local subgraphs are constructed via SFFS and used to
augment the training set. A GraphSAGE model is then trained on the augmented
graph and evaluated on the test set.

where N, (v) denotes the unvisited neighbors of node v and B is the subgraph
budget.

The process iterates until either the budget B is reached or no further expansion
is possible. The parameter p controls how the subgraph grows: small values of
p produce thin, path-like subgraphs, while large values lead to wider and more
connected subgraphs.

Compared to the original Forest Fire model [40], which generates entire graphs
through recursive stochastic expansion, our procedure samples a local subgraph
from an existing graph starting from a fixed anomaly seed. Two key design choices
are particularly important in our setting:

o Per-seed locality. One independent subgraph is constructed per labeled seed,
each with its own budget B, rather than a single global structure shared across
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all seeds. This preserves the structural locality of the sampled neighborhood
around its anomaly seed.

o Connected termination. Expansion stops when no unvisited neighbors

remain, rather than restarting from a random node to fill a global budget.
This ensures that each subgraph remains structurally connected to its original
seed node.

Algorithm 1 summarizes the construction procedure.

Algorithm 1 SFFS Subgraph Construction. Starting from a seed node, the fire
spreads stochastically through the graph until the budget B is reached or the queue
is exhausted. The burning probability p controls the breadth of the expansion.

10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:

1:
2:
3
4:
5:
6
7
8
9

procedure SFFS(G, v, p, B)
> G = (V,€) is the input graph
> vg € S is the labeled anomaly seed
> p € (0,1) is the burning probability
> B is the subgraph budget
> Initialization
Ss + {vs} > subgraph initialized with seed
queue <— [vg]
visited + {vs}
> Expansion
while queue # () and |S;| < B do
v < queue.popleft()
Nu(v) + {u e N(v) | u ¢ visited} > unvisited neighbors
if MV, (v) =0 then
continue
end if
pct ~ Triangular(0, p, 1) > sample burning fraction
x < max(1, min(|pct - [N, (v)|], B —|Ss])) > neighbors to burn
V, < sample(N, (v), x) > randomly select = neighbors
for u eV, do
S + S; U{u}
visited « visited U {u}
queue.append(u)
end for
end while
return S; > local subgraph centered around vy
end procedure
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4.2.2 Subgraph Construction Strategies

We investigate four strategies for constructing subgraphs around labeled seeds,
ranging from unconstrained stochastic expansion to schema-constrained variants.
All methods build on the SFFS procedure described in Section 4.2.1 and differ in
how structural constraints are enforced during expansion. Their main properties
are summarized in Table 4.1.

fe_generic

The fe_generic strategy applies the SFFS procedure without any structural
constraint on node types. Starting from a seed node, the expansion proceeds freely
until the budget B is reached or no further neighbors are available. This strategy is
fully robust and always produces a valid subgraph for each seed. On sparse graphs,
the final subgraph may contain fewer than B nodes due to limited neighborhood
availability.

fe_path

The fe_path strategy constructs subgraphs by searching for predefined schema
paths that describe specific sequences of anomalous (A) and normal (N) nodes.
We consider three schemas:

o ANA: anomaly — normal — anomaly;
o ANNA: anomaly — normal — normal — anomaly;

o ANAN: anomaly — normal — anomaly — normal.

Starting from a seed node, the search explores the graph step by step, selecting at
each stage a neighbor whose label matches the schema requirements. If a complete
valid path is found, the nodes along the path form the resulting subgraph, with
no additional expansion. If no valid path exists in the local neighborhood of the
seed, the seed is discarded and does not contribute a subgraph. As a consequence,
the strategy may fail when the required schema pattern is not present in the local
neighborhood of the seed.

fe_schema

The fe_schema strategy combines stochastic expansion with schema verification. A
subgraph is first generated using SFFS with a depth constraint consistent with the
selected schema (ANA, ANNA, or ANAN). The schema constraint is then verified
a posteriori: the subgraph is kept only if it contains at least one valid schema path.
This strategy has a higher failure risk on sparse graphs, where the expansion may
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not encounter a valid schema path within the depth constraint, especially at low
labeled ratios.

fe_wind

The fe_wind strategy first guarantees the existence of a valid schema path (ANA,
ANNA, or ANAN) through repeated random walk attempts (maximum 200).
Once a valid path is found, the subgraph is expanded around it using the SFFS
procedure until the budget B is reached. This design ensures both schema validity
and controlled subgraph size, providing a more robust and reliable construction
strategy. It combines the strict structural constraints of fe_path with the richer
neighborhood coverage of fe_generic. The strategy may still fail when no valid
schema path can be identified after the maximum number of attempts, although
this occurs rarely in practice.

Table 4.1: Summary of subgraph construction strategies.

Strategy Schema Budget Avg. size Failure risk
fe_generic None Fixed B <B None
fe_path Yes Path only 34 nodes Medium
fe_schema  Yes Depth-limited ~ Variable  High (sparse/dense)
fe wind Yes Fixed B <B Low
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Chapter 5
Experiments

This chapter presents the experimental evaluation of the proposed SFFS training
augmentation framework. The goal is to assess whether enriching the training
set with nodes structurally close to known anomalies can improve graph anomaly
detection under limited supervision, and to analyze the factors influencing the
effectiveness of the augmentation.

We first describe the experimental setup, including datasets, the GraphSAGE
classifier, implementation details, and evaluation protocol. We then report the main
results on six benchmark datasets, followed by ablation studies investigating the
effect of the main components of the framework: labeled ratio, subgraph budget,
burning probability, and construction strategy. Finally, we present a coverage
analysis of the generated subgraphs and a complexity analysis of the additional
computational cost introduced by the augmentation step.

Unless otherwise specified, experiments use the default configuration: a subgraph
budget of B = 20, burning probability p = 0.6, labeled anomaly ratio p = 10%,
and the fe_generic construction strategy.

Due to the strong class imbalance characterizing the anomaly detection setting,
the discussion of the results places particular emphasis on AUC-PR, while AUC-
ROC is also reported as a complementary measure of ranking performance.

5.1 Experimental Setup

This section describes the experimental setup used throughout the evaluation of the
proposed SFFS training augmentation framework. We first present the benchmark
datasets, followed by the classifier, implementation details, and evaluation protocol.
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5.1.1 Datasets

We evaluate the proposed framework on six benchmark datasets commonly used
in graph anomaly detection: Cora, Citeseer, BlogCatalog, Flickr, ACM, and
Pubmed. The datasets include both citation networks and social networks, covering
a broad range of graph sizes, feature dimensionalities, and structural properties.
All datasets follow the anomaly injection protocol adopted in [5], where anomalies
are synthetically injected through two mechanisms:

e Structural anomalies: selected nodes are connected together to form dense
cliques, creating unusual structural patterns in the graph.

o Attribute anomalies: selected nodes have their feature vectors replaced
with those of semantically distant nodes, creating abnormal attribute patterns.

The two types are injected independently and do not overlap, meaning that
each anomalous node is either a structural or an attribute anomaly, but not both.
Table 5.1 reports the key statistics of the six datasets used in our experiments.

Table 5.1: Statistics of the six benchmark datasets used in our experiments.
Anomalies are synthetically injected

Dataset Nodes Edges Features Anomalies Ratio
Cora 2,708 5,429 1,433 150  5.5%
Citeseer 3,327 4,732 3,703 150  4.5%
BlogCatalog 5,196 172,759 8,189 208  5.7%
Flickr 7,575 241,277 12,047 445  5.9%
ACM 16,484 82,175 8,337 597  3.6%
Pubmed 19,717 46,424 500 600  3.0%

The six datasets cover a variety of graph types and sizes, including both citation
networks (Cora, Citeseer, ACM, and Pubmed) and social networks (BlogCatalog
and Flickr). They differ in the number of nodes, edges, feature dimensions, and
anomaly ratios, providing a diverse benchmark for evaluating the proposed method.
In particular, Cora and Citeseer are relatively small and sparse graphs, while
BlogCatalog and Flickr are much denser. ACM and Pubmed represent the largest
datasets considered in our experiments.

5.1.2 Classifier

We use GraphSAGE [7] as the base classifier for all experiments. A detailed
description ofthe model is provided in Section 2.2.4.
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GraphSAGE was selected because its inductive nature allows a clear separation
between training and test nodes, making it particularly suitable for evaluating the
effect of the proposed training augmentation strategy.

The architecture consists of two GraphSAGE layers with hidden dimension 64
and output dimension 32, followed by a linear classification layer. ReLLU activations
are applied after each GraphSAGE layer and a dropout layer with rate 0.3 is
inserted after the first layer.

The model is trained as a binary classifier using a weighted Binary Cross-Entropy
loss:

1
|Vt/rain |

L= S [w-yilog i + (1 - y;)log(1 — ;)] (5.1)

viEVé

rain

where w = nyeq/Npos 1s the positive class weight to account for class imbalance,
y; € {0,1} is the ground-truth label, and §; € [0,1] is the predicted anomaly
probability.

Given the augmented training set V{,;, produced by SFFS, GraphSAGE is
trained using only the nodes contained in V[, . Both message passing and loss
computation are restricted to this augmented set, while evaluation is performed
exclusively on the original test partition.

5.1.3 Implementation Details

All experiments are implemented using PyTorch and PyTorch Geometric [41]. All
datasets are split using a fixed 80/20 train-test partition with random seed 42 to
ensure reproducibility. Results are averaged over 3 independent runs with different
random seeds; standard deviations are reported for all metrics.

For the SFFS-based subgraph construction, the default configuration uses a
subgraph budget B = 20 and a burning probability p = 0.6. The labeled anomaly
ratio p determines the fraction of training anomalies used as seeds, with |S| =
|p - | Atrain| |, where Again denotes the anomalous nodes in the training partition.

The GraphSAGE model is trained for 200 epochs with learning rate 0.01 and
weight decay 5 x 107, using the Adam optimizer.

5.1.4 Evaluation Protocol

We adopt a standard inductive evaluation protocol. The model is trained exclusively
on the training partition Vi, - or its augmented version V[, in the SFFS setting.
After training, the model assigns an anomaly score s; € [0,1] to each node in the
test partition Viet.

Performance is evaluated using two standard metrics: Area Under the ROC
Curve (AUC-ROC) and Area Under the Precision-Recall Curve (AUC-PR), both
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described in Section 2.3.4. These metrics are computed exclusively on the test
partition, which remains untouched during training and augmentation.

The baseline is GraphSAGE trained on the original training set V. without
any SFFS augmentation. The proposed method trains the same model on the
augmented training set V[, keeping all other settings identical. The difference
in performance between the two settings isolates the contribution of the SFFS
training augmentation.

5.2 Main Results

Table 5.2 reports the performance of baseline GraphSAGE and GraphSAGE aug-
mented with SFFS at a labeled anomaly ratio of 10% across the six benchmark
datasets. The choice of 10% follows the experimental setting adopted in MGAD [1],
which serves as one of the main inspirations for the proposed framework. We also
studied the effect of varying this ratio in a more few-shot setting in Section 5.3.1.

Results are averaged over three independent runs with standard deviations
consistently below 0.005 across all configurations, indicating stable and reproducible
results. We report both AUC-ROC and AUC-PR, together with the absolute
improvement (A) introduced by SFFS augmentation.

Table 5.2: Main results on the six benchmark datasets at labeled ratio 10%. A
denotes the absolute improvement introduced by SFFS augmentation. Best results
are reported in bold.

AUC-ROC AUC-PR
Dataset
Baseline | +SFFS A Baseline | +SFFS A

Cora 0.728 0.763 | +0.035 0.221 0.379 | 40.157
Citeseer 0.749 0.794 | +0.045 0.181 0.314 | +0.132
BlogCatalog 0.861 0.890 | +0.029 0.306 0.358 | +0.052
Flickr 0.829 0.861 | +0.032 0.324 0.406 | +0.082
ACM 0.854 0.863 | +0.009 0.263 0.296 | +0.033
Pubmed 0.926 0.944 | +0.017 0.477 0.660 | +0.183

Overall, SFFS augmentation improves performance on all six datasets. The
gains are particularly evident in AUC-PR, which is generally considered the more
informative metric in anomaly detection due to the severe class imbalance between
anomalous and normal nodes. Across the benchmark, improvements in AUC-PR
range from +0.033 on ACM to +0.183 on Pubmed, while AUC-ROC gains are
smaller and more variable, ranging from +0.009 on ACM to 40.045 on Citeseer.

The strongest improvements are observed on Pubmed and Cora, where AUC-PR
increases by +0.183 and +0.157 respectively. These results suggest that the local
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neighborhoods around anomaly seeds contain useful structural information that
can be exploited through augmentation.

On ACM, the improvements are more moderate (+0.009 AUC-ROC, +0.033
AUC-PR), while remaining consistently positive. This suggests that the effectiveness
of SFFS is not only driven by the quality of the local neighborhoods around anomaly
seeds, but also by their relative contribution to the training set. In ACM, the
combination of a larger graph size and a fixed subgraph budget reduces the influence
of the augmented samples, even in the presence of meaningful structural enrichment.

Citeseer also benefits substantially from SFFS augmentation,achieving the largest
AUC-ROC improvement among all datasets (40.045) together with a strong AUC-
PR gain (40.132). These results indicate that the proposed augmentation strategy
remains effective across different graph structures and anomaly distributions.

BlogCatalog and Flickr present a different behavior. For these graphs, which
are the densest ones in our benchmark, the SFFS expansion tends to include many
normal nodes alongside anomalous ones, reducing the anomaly concentration in the
generated subgraphs. Despite this, improvements are still consistently observed on
both AUC-ROC and AUC-PR, suggesting robustness to noisier structural contexts
and confirming that even a partially enriched augmentation can provide useful
signal to the classifier.

Overall, the results indicate that SFFS-based augmentation consistently improves
anomaly detection performance across datasets with different structural properties.
The magnitude of the improvement varies depending on the interaction between
the structural characteristics of the graph and the effectiveness of the generated
subgraphs. In particular, the effectiveness of SFFS appears to depend on two
complementary factors: the anomaly concentration in the local neighborhoods
around the seeds and the relative impact of the augmented subgraphs with respect
to the training set. When these conditions are favorable the benefits of the method
become more pronounced. The coverage analysis in Section 5.4 helps explain
these differences by linking performance to the level of anomaly enrichment in the
generated subgraphs.

5.3 Ablation Studies

This section investigates the contribution of the main components and hyperparam-
eters of the proposed SFFS training augmentation framework. The goal of these
experiments is to evaluate how the method behaves under different supervision
levels and subgraph sampling configurations.

Unless otherwise specified, all ablation studies use the fe_generic strategy with
default parameters: subgraph budget B = 20, burning probability p = 0.6, and
labeled anomaly ratio p = 10%. Experiments are conducted on all six benchmark
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datasets and evaluated using both AAUC-ROC and AAUC-PR with respect to
the baseline GraphSAGE without augmentation. Reported results correspond to
the mean over three independent runs; standard deviations are below 0.05 across
all configurations.

The ablation analysis focuses on four main aspects:

o Effect of Labeled Ratio. We analyze how the amount of available supervi-
sion influences performance by varying the percentage of labeled anomalous
nodes used as seeds, from 1% to 10%.

o Effect of Subgraph Budget. We study the impact of the subgraph budget
B, which controls the maximum number of nodes explored during SFFS and
determines the size of the generated subgraphs.

o Effect of Burning Probability. We evaluate the impact of the burning
probability p, which controls the breadth of the subgraph expansion during
sampling.

o Effect of Subgraph Construction Strategy. We compare four subgraph
construction strategies - fe_generic, fe_path, fe_schema, and fe_wind -
to study how different ways of building anomaly-centered subgraphs affect
detection performance across datasets with different structural properties.

5.3.1 Effect of Labeled Ratio

Tables 5.3 and 5.4 report the effect of varying the labeled anomaly ratio p on
AAUC-ROC and AAUC-PR respectively. The ratio represents the percentage of
training anomalies used as seeds for subgraph construction. For each value of p,
the number of seeds is defined as |S| = [p + |Atrain|]. For example, on Cora, the
training split contains approximately 120 anomalous nodes. Therefore, a ratio
of p = 1% corresponds to using only one labeled anomaly seed, while p = 10%
provides around twelve seeds for subgraph construction.

The results show that SFFS augmentation remains effective across different
supervision levels. In general, increasing the labeled anomaly ratio leads to larger
improvements, as more seeds allow the method to construct a higher number
of anomaly-centered subgraphs and provide the classifier with a richer training
context.

The most consistent trend is observed on Pubmed, where the improvement in
AUC-PR increases from +0.062 at 1% supervision to +0.183 at 10%. A similar
behavior can be observed on Cora, where the largest gain is obtained at the
highest ratio (+0.157 AUC-PR). These results suggest that when additional labeled
anomalies are available, SFFS can better exploit the local graph structure around
anomalous regions.
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Table 5.3: Effect of labeled anomaly ratio on AAUC-ROC (fe_generic, B = 20,
p = 0.6). Best per row in bold.

Dataset 1% 3% 5% 7% 10%

Cora +0.031 | 4+0.041 | +0.036 | +0.035 | 4+0.035
Citeseer +0.003 | +0.006 -0.025 | -0.018 | 4+0.045
BlogCatalog | -0.023 -0.012 -0.003 | +0.006 | +0.029
Flickr +0.018 | +0.014 | +0.012 | +0.021 | 4+0.032
ACM +0.004 | +0.016 | +0.010 | +0.006 | +0.009
Pubmed +0.001 | +0.007 | +0.013 | +0.017 | +0.017

Table 5.4: Effect of labeled anomaly ratio on AAUC-PR (fe_generic, B = 20,
p = 0.6). Best per row in bold.

Dataset 1% 3% 5% 7% 10%

Cora +0.077 | +0.088 | 4+0.090 | +0.090 | 40.157
Citeseer -0.013 | +0.002 | +0.014 | +0.007 | 4+0.132
BlogCatalog | -0.009 | +0.011 | 40.043 | +0.039 | +0.052
Flickr +0.020 | +0.017 | +0.027 | +0.027 | 4+0.082
ACM +0.015 | 40.014 | +0.020 | +0.020 | +0.033
Pubmed +0.062 | +0.118 | +0.146 | +0.173 | +0.183

Citeseer presents a less stable behavior at low supervision levels. The AUC-
ROC improvement is close to zero or slightly negative for small ratios, while the
performance increases significantly at 10% supervision (40.045 AUC-ROC and
+0.132 AUC-PR). This indicates that, in sparse graphs, a small number of seeds may
provide limited structural coverage, while additional seeds allow the augmentation
process to capture more representative anomaly neighborhoods.

BlogCatalog shows a similar trend, with small negative improvements at 1% and
3% ratios that become positive as more seeds are introduced. Since BlogCatalog is
a dense graph, individual subgraphs generated from a small number of seeds may
represent only a limited portion of the training distribution. Increasing the number
of seeds improves the coverage of the augmented training set.

For Flickr and ACM, improvements remain positive across all ratios, although
the magnitude is smaller compared to Pubmed and Cora. This suggests that
the method is robust even when the structural signal around the seeds is less
pronounced.

Overall, these results show that SFFS augmentation does not require a large
amount of labeled anomalies to provide benefits, but its effectiveness generally
increases as more supervision becomes available. The impact of the ratio is therefore
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related not only to the number of seeds, but also to how representative the generated
subgraphs are with respect to the underlying graph structure.

5.3.2 Effect of Subgraph Budget

Tables 5.5 and 5.6 report the effect of varying the subgraph budget B € {4,10,20,30,50}
on AAUC-ROC and AAUC-PR respectively, while keeping the other parameters
fixed (p = 10%, p = 0.6).

Table 5.5: Effect of subgraph budget on AAUC-ROC (fe_generic, p = 10%,
p = 0.6). Best per row in bold.

Dataset 4 10 20 30 50

Cora +0.003 | +0.034 | +0.035 | 40.052 | 4+0.090
Citeseer +0.003 | +0.002 | +0.045 | +0.039 | 4+0.073
BlogCatalog | -0.015 -0.006 | +0.029 | +0.040 | 40.041
Flickr 40.015 | +0.006 | +0.032 | +0.031 | 40.045
ACM +0.008 | +0.023 | +0.029 | +0.028 | 4+0.031
Pubmed +0.002 | 4+0.021 | +0.017 | +0.014 | 4+0.017

Table 5.6: Effect of subgraph budget on AAUC-PR (fe_generic, p = 10%,
p = 0.6). Best per row in bold.

Dataset 4 10 20 30 50

Cora +0.021 | +0.073 | +0.157 | +0.175 | +0.258
Citeseer +0.007 | +0.075 | +0.132 | +0.210 | +0.164
BlogCatalog | +0.002 | -0.001 | +0.052 | +0.085 | +0.140
Flickr +0.014 | +0.023 | +0.082 | +0.095 | +0.128
ACM +0.025 | +0.112 | +0.116 | +0.155 | +0.174
Pubmed +0.048 | +0.175 | +0.184 | +0.200 | +0.244

The subgraph budget controls the amount of structural context added around
each labeled anomaly seed. Small budgets generate compact subgraphs that may
capture only a limited portion of the local neighborhood, while larger budgets allow
the augmentation process to include more surrounding nodes.

The results show that increasing the budget generally improves AUC-PR, in-
dicating that larger augmented subgraphs provide additional useful information
for identifying anomalous nodes under class imbalance. This effect is particu-
larly evident on Cora and Pubmed, where AAUC-PR reaches 40.258 and +0.244
respectively at B = 50.
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The behavior of AUC-ROC is more variable. While some datasets benefit from
larger budgets, others reach their best performance with smaller subgraphs. For
example, on Pubmed the highest AUC-ROC improvement is obtained at B = 10
(4+0.021), while increasing the budget further leads to similar or slightly lower values.
This suggests that very large subgraphs may introduce additional nodes that are
less informative for the global ranking measured by AUC-ROC, even though they
can still improve the detection of anomalous nodes reflected by AUC-PR.

BlogCatalog shows the largest sensitivity to the budget. With small budgets
(B =4 and B = 10), the improvement is limited or negative, while larger budgets
provide a clear benefit. Since BlogCatalog is a dense graph, very small subgraphs
may not capture enough neighborhood information, and a larger context is required
before the augmentation becomes effective.

Overall, the results indicate that larger budgets usually provide richer structural
information, especially for AUC-PR, but increasing the budget does not always
improve AUC-ROC. A budget of B = 20 offers a good compromise between
performance and computational cost and is therefore used as the default setting in
the remaining experiments.

5.3.3 Effect of Burning Probability

Tables 5.7 and 5.8 report the effect of varying the burning probability p €

{0.2,0.4,0.6,0.8} on AAUC-ROC and AAUC-PR respectively, with all other
parameters fixed at their default values (p = 10%, B = 20).

Table 5.7: Effect of burning probability p on AAUC-ROC (fe_generic, p = 10%,
B = 20). Best per row in bold.

Dataset p=0.2 | p=0.4 | p=0.6 | p=0.8
Cora +0.038 | +0.052 | +0.035 | +0.037
Citeseer +0.054 | +0.081 | +0.045 | +0.055
BlogCatalog | +0.029 | +0.029 | +0.029 | +0.029
Flickr +0.029 | 4+0.034 | +0.032 | +0.032
ACM 4+0.034 | +0.023 | 40.029 | +0.030
Pubmed +0.017 | +0.019 | +0.017 | +0.019

The burning probability controls the breadth of the SFFS expansion: low values
of p produce more chain-like subgraphs that explore deeper paths from the seed,
while high values produce wider local neighborhoods. With a fixed budget B = 20,
both exploration styles capture the same number of nodes, differing only in how
they are selected

The results indicate that the burning probability has a relatively limited influence
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Table 5.8: Effect of burning probability p on AAUC-PR (fe_generic, p = 10%,
B = 20). Best per row in bold.

Dataset p=0.2 | p=0.4 | p=0.6 | p=0.8
Cora +0.136 | +0.178 | +0.157 | 40.169
Citeseer +0.171 | 4+0.173 | +0.132 | +0.163
BlogCatalog | +0.052 | +0.052 | +0.052 | 40.052
Flickr +0.074 | +0.084 | +0.082 | +0.082
ACM +0.148 | 40.139 | +0.116 | +0.120
Pubmed +0.183 | +0.186 | +0.184 | 4-0.191

on detection performance. No consistent trend emerges across datasets. On Coraand
Citeseer, intermediate values around p = 0.4 produce the best results, whereas
ACM slightly favors smaller values. On Pubmed, performance remains almost
unchanged across the entire range of tested values.

A particularly interesting case is BlogCatalog, where all burning probabilities
produce exactly the same results. This behavior suggests that, due to the high
density of the graph and the fixed budget (B=20), the SFFS the expansion rapidly
reaches the maximum allowed size regardless of the burning probability. As a result,
the generated subgraphs are very similar and the impact of p becomes negligible
since it has little opportunity to alter the composition of the generated subgraphs.

Overall, the results indicate that the burning probability is not a highly sensitive
hyperparameter. Although some datasets achieve slightly better performance with
p = 0.4, the differences are small and no consistent optimal value emerges across
datasets.

5.3.4 Effect of Subgraph Construction Strategy

Tables 5.9 and 5.10 report the effect of different subgraph construction strategies on
AAUC-ROC and AAUC-PR respectively. For schema-guided strategies (fe_path,
fe_schema, fe_wind), we report the best result among the three metapath schemas
(ANA, ANNA, ANAN).

The results show that unconstrained and schema-guided strategies capture
complementary aspects of the graph structure.

The fe_generic strategy provides the most stable behaviour across datasets,
as it does not require a valid schema path and always produces a subgraph for
each seed, making it robust to sparse graphs and low labeled ratios. This makes
it robust when the expected anomaly-normal relationships are not consistently
present in the local neighborhood.

However, schema-guided strategies can provide additional benefits on datasets
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Table 5.9: Effect of subgraph construction strategy on AAUC-ROC (fe_generic,
p =10%, B = 20, p = 0.6). For schema-guided strategies, the best result across
ANA, ANNA, ANAN is reported together with the corresponding schema. Best
per row in bold.

Dataset fe_ generic | fe_ path | fe_ schema | fe_ wind | Best schema
Cora +0.035 +0.022 +0.035 +0.038 ANNA
Citeseer -+0.045 +0.021 4+0.016 +0.001 ANNA
BlogCatalog +0.029 -0.014 +0.019 +0.017 ANAN
Flickr +0.032 +0.013 +0.030 +0.028 ANNA
ACM +0.009 +0.008 +0.031 +0.024 ANNA
Pubmed +0.017 +0.005 +0.016 +0.015 ANAN

Table 5.10: Effect of subgraph construction strategy on AAUC-PR (fe_generic,
p =10%, B = 20, p = 0.6). For schema-guided strategies, the best result across
ANA, ANNA, ANAN is reported together with the corresponding schema. Best
per row in bold.

Dataset fe_ generic | fe_ path | fe_ schema | fe_ wind | Best schema
Cora +0.157 +0.038 +0.134 +0.131 ANNA
Citeseer +0.132 -0.002 +0.020 +0.001 ANNA
BlogCatalog +0.052 -0.009 +0.052 +0.070 ANA
Flickr +0.082 +0.030 +0.069 +0.073 ANNA
ACM +0.033 +0.028 +0.142 +0.132 ANNA
Pubmed +0.183 +0.071 +0.160 +0.164 ANNA

where specific local patterns are informative. For example, on ACM, fe_schema
achieves the largest improvement in AUC-PR (+0.142), outperforming fe_generic
(40.033). This suggests that enforcing the presence of anomaly-normal struc-
tural relations can provide more discriminative information than unconstrained
expansion.

Similarly, fe_wind often provides competitive performance, combining the struc-
tural constraint of schema-guided exploration with the larger neighborhood coverage
obtained through SFFS expansion. This is particularly evident on BlogCatalog,
Flickr and Pubmed, where fe_wind achieves the highest AUC-PR improvements.

On the other hand, fe_path consistently underperforms the other strategies.
Since it only keeps nodes that belong to a valid schema path, it focuses on satisfying
the structural constraint rather than maximizing neighborhood coverage. As a
consequence, the resulting subgraphs are smaller and may contain less contextual
information for the detector.
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The optimal metapath schema also varies across datasets. Although no single
schema is universally optimal, ANNA emerges as the most frequently selected
pattern, particularly on Cora, Citeseer, Flickr, ACM and Pubmed. In contrast,
BlogCatalog tends to favor shorter or alternative anomaly-normal relations. This
suggests that the usefulness of a schema depends on the local organization of
anomalous and normal nodes, and that different graph structures may benefit from
different types of structural constraints.

Overall, the results indicate that no single construction strategy dominates
across all datasets. While fe_generic represents a reliable default due to its
robustness and simplicity, schema-aware strategies can improve performance when
the graph contains informative anomaly-normal structural patterns.

5.4 Coverage Analysis

To better understand why SFFS augmentation produces stronger improvements
on some datasets than others, we analyze the structural properties of the sub-
graphs constructed by fe_generic. Specifically, we measure three complementary
quantities for each dataset across labeled ratios p € {1%, 3%, 5%, 7%, 10%}:

o Coverage measures the fraction of unlabeled anomalous nodes that are
reached by at least one generated subgraph. Higher coverage means that SFFS
is able to discover more anomalous nodes that were not used as seeds during
training.

o Enrichment measures how concentrated anomalies are inside the generated
subgraphs compared to the full graph. Formally, it is the ratio between the
anomaly rate inside the subgraphs and the global anomaly rate. For example,
if the graph contains 5% anomalies but the generated subgraphs contain 30%
anomalies, the enrichment factor is 6x, meaning that SFFS is sampling a
neighborhood that is six times more anomaly-rich than a random sample of
the same size.

o Overlap measures how similar the generated subgraphs from different seeds
are. Low overlap means that different seeds explore different regions of the
graph and provide complementary information instead of repeatedly sampling
the same nodes.

Table 5.11 reports the full results, while Figure 5.1 shows the anomaly enrichment
trends across datasets and labeled ratios.

The results show that SFFS consistently produces subgraphs that are richer
in anomalies than the original graph, with enrichment values above 1x across all
datasets. This confirms that the expansion process is not equivalent to random
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Figure 5.1: Anomaly enrichment of fe_generic subgraphs (B = 20, p = 0.6)
across datasets and labeled ratios. Enrichment is defined as the ratio between the
anomaly density inside the subgraphs and the anomaly rate in the original graph.
The dashed line represents the random baseline (1x).

sampling: starting from labeled anomalous seeds, SFFS tends to reach structurally
related anomalous regions. However, higher enrichment does not necessarily corre-
spond to higher labeled ratios. When only few seeds are available, SFF'S tends to
focus on very local regions around known anomalies, which can result in highly
concentrated subgraphs. As more seeds are introduced, the generated subgraphs
cover a larger portion of the graph and reach additional anomalous nodes, but they
may also include more normal nodes from different regions. Therefore, coverage
can increase while enrichment decreases, reflecting a trade-off between discovering
more anomalies and maintaining high anomaly concentration.

Pubmed shows the strongest enrichment across all settings, reaching 17.66x at
1% supervision and remaining above 12x at 10%. This strong anomaly concentra-
tion explains the large improvements observed in AUC-PR, since the augmented
training samples provide a highly informative signal for the classifier.

Cora follows a similar trend, with high enrichment especially at low ratios. When
only few seeds are available, they are likely located in dense anomalous regions,
producing highly focused subgraphs. Increasing the number of seeds improves
coverage but slightly reduces enrichment, as additional regions of the graph are
explored.

ACM represents an interesting case. Although its enrichment is higher than
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Table 5.11: Coverage analysis of fe_generic subgraphs (B = 20, p = 0.6).
Coverage: fraction of unlabeled anomalies reached. Enrichment: anomaly density
in subgraphs vs global rate. Overlap: mean Jaccard overlap between subgraph
pairs.

Labeled ratio
1% 3% 5% 7% | 10%
Coverage | 0.094 | 0.102 | 0.103 | 0.105 | 0.209
Cora Enrichment | 13.54 | 7.74 | 5.23 | 3.68 | 4.13
Overlap | 0.000 | 0.000 | 0.003 | 0.002 | 0.009
Coverage | 0.000 | 0.020 | 0.200 | 0.210 | 0.321
Citeseer Enrichment | 1.11 | 2.38 | 7.94 | 7.01 | 6.97
Overlap | 0.000 | 0.037 | 0.014 | 0.007 | 0.004
Coverage | 0.010 | 0.041 | 0.045 | 0.064 | 0.102
BlogCatalog | Enrichment | 2.24 | 2.40 | 1.84 | 1.87 | 2.02
Overlap | 0.026 | 0.002 | 0.001 | 0.003 | 0.003
Coverage | 0.018 | 0.023 | 0.040 | 0.059 | 0.100
Flickr Enrichment | 3.12 | 1.81 | 1.90 | 2.01 | 2.19
Overlap | 0.000 | 0.007 | 0.008 | 0.007 | 0.006
Coverage | 0.019 | 0.094 | 0.148 | 0.183 | 0.255
ACM Enrichment | 5.18 | 6.83 | 6.59 | 5.99 | 5.92
Overlap | 0.000 | 0.000 | 0.003 | 0.002 | 0.002
Coverage | 0.065 | 0.169 | 0.234 | 0.298 | 0.361
Pubmed Enrichment | 17.66 | 17.04 | 14.38 | 12.98 | 12.05
Overlap | 0.000 | 0.029 | 0.019 | 0.012 | 0.012

Dataset Metric

Cora at 10% (5.92x vs 4.13x), the performance gains are smaller. This suggests
that enrichment alone does not determine the effectiveness of the augmentation.
The impact also depends on how many new nodes are added compared to the
size of the graph. Since ACM is much larger than Cora, the same budget B = 20
introduces a smaller amount of additional information, reducing the overall benefit
of the augmentation.

Citeseer highlights the importance of the number of available seeds. At very low
supervision, coverage is limited and enrichment is close to the random baseline. As
more labeled anomalies are available, SFFS is able to discover additional anomalous
regions, leading to stronger performance improvements.

Finally, BlogCatalog and Flickr show lower enrichment values compared to
the other datasets. Due to their denser structure, the expansion process includes
more normal nodes together with anomalies, reducing the anomaly concentration
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inside the generated subgraphs. Nevertheless, the augmentation still improves
performance, showing that even partially enriched neighborhoods can provide useful
structural information.

The overlap remains consistently low across datasets, indicating that differ-
ent seeds generally explore different graph regions and provide complementary
information rather than redundant samples.

Overall, the analysis suggests that the effectiveness of SFFS depends on two
main factors: the anomaly enrichment of the generated subgraphs and and how
much the added nodes influence the training set. High enrichment provides more
informative samples, while smaller graphs benefit more from the same augmentation
budget.

5.5 Complexity Analysis

A key practical advantage of the proposed framework is its very low computational
cost. The SFFS augmentation step - which includes subgraph construction and the
extension of the training set - is performed only once before training and does not
require any gradient-based optimization.

Table 5.12 reports the SFFS augmentation time and the GraphSAGE training
time across all datasets, averaged over 3 runs of 200 epochs.

Table 5.12: Computational cost of SFFS augmentation compared to GraphSAGE
training time. Each measurement corresponds to a single training run of 200 epochs,
averaged over 3 runs. p = 10%, B = 20, p = 0.6.

Dataset SFFS time (s) | GraphSAGE training (s)
Cora 0.009 + 0.005 ~ 5.3

Citeseer 0.007 £ 0.000 ~11.8
BlogCatalog | 0.078 4 0.004 ~ 259.9

Flickr 0.106 £0.013 ~ 446.5

ACM 0.081 £ 0.052 ~ 1224

Pubmed 0.027 £ 0.002 ~ 7.7

The results show that the computational overhead introduced by SFFES is
negligible. Across all datasets, the augmentation step requires less than 0.11
seconds, while GraphSAGE training ranges from approximately 5 seconds to more
than 440 seconds. Consequently, the augmentation cost representsonly a very small
fraction of the total runtime.

Another interesting observation is that the augmentation time does not scale
directly with the number of nodes. For example, Pubmed (19,717 nodes) is faster
than BlogCatalog(5,196 nodes) and Flickr (7,575 nodes) despite being much larger.
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This suggests that the cost of SFFS depends more on the local graph structure
around the seeds than on the total graph size. In particular, denser graphs require
more neighborhood exploration during the expansion process, leading to slightly
higher preprocessing times.

A similar effect can be observed for GraphSAGE training. The longest training
times are obtained on BlogCatalog and Flickr, which are also the densest graphs
in the benchmark. In contrast, Pubmed requires only 7.7 seconds despite being
the largest graph. This indicates that graph density has a stronger impact on the
computational cost than the number of nodes alone.

Overall, the results confirm that SFFS augmentation adds negligible compu-
tational overhea to the anomaly detection pipeline while providing consistent
performance gains. This makes the proposed framework a practical and efficient
solution for graph anomaly detection with very few labels.

5.6 Discussion

We summarize the main findings of the experimental evaluation and discuss what
they reveal about the behavior of the proposed SFFS training augmentation
framework.

SFFS augmentation consistently improves detection performance. Across
all six datasets and five labeled ratios, SFFS augmentation consistently improves
anomaly detection performance. This result is particularly exceptional because the
datasets have very different structural characteristics, including graph size, density,
feature dimensionality, and anomaly rate. Since the method only modifies the
training set without changing the classifier architecture, it can be easily integrated
into existing graph anomaly detection pipelines.

AUC-PR is more informative in the few-shot setting. AUC-PR provides
a more informative view of the improvements in this setting due to the strong
class imbalance between normal and anomalous nodes. Across several datasets,
AUC-ROC improvements are relatively small, while AUC-PR shows larger gains.
This suggests that SFFS augmentation is particularly effective at improving the
ranking of anomalous nodes among the most suspicious predictions, which is more
relevant when anomalies are rare.

The quality of the subgraphs plays a key role. The largest improvements
are observed on Pubmed and Cora, where the coverage analysis reveals the highest
anomaly enrichment values. This means that SFF'S naturally reaches additional
anomalous nodes when expanding from labeled seeds, providing GraphSAGE with a
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more informative training context. The effectiveness of the augmentation therefore
depends not only on the number of seeds, but also on how anomaly-rich the local
neighborhoods are.

Coverage and enrichment reveal a trade-off. The coverage analysis shows
that increasing the number of labeled seeds generally improves coverage, allowing
SEFF'S to discover a larger fraction of unlabeled anomalies. However, higher coverage
does not always correspond to higher enrichment. As more seeds are added, the
generated subgraphs explore more diverse graph regions and may include a larger
number of normal nodes. This creates a natural trade-off between discovering more
anomalies and maintaining highly concentrated anomaly-rich neighborhoods.

Graph size interacts with augmentation impact. The relative contribution
of the augmented nodes to the training set also influences performance. On smaller
graphs like Cora, the nodes added by SFFS represent a larger fraction of the
training set, amplifying the impact of the augmentation. On larger graphs like
ACM, the same budget B = 20 adds proportionally fewer nodes, limiting the
relative benefit even when enrichment is substantial.

fe_generic is the most reliable construction strategy. Among the tested
subgraph construction strategies, fe_generic provides the most stable behavior
across datasets. It never fails during subgraph construction and consistently
achieves competitive results. Schema-guided strategies such as fe_schema and
fe_wind can outperform fe_generic on specific datasets - particularly ACM - but
their effectiveness depends on the local graph structure supporting the required
metapath patterns. When prior knowledge about the local anomaly structure is
available, schema-guided strategies may therefore be preferred over fe_generic.

The burning probability is a robust hyperparameter. The ablation study
on the burning probability shows that performance is largely insensitive to the
value of p. No consistent optimal value emerges across datasets, and the differences
between values are small. This confirms that p does not require careful tuning and
that the default value p = 0.6 is a reliable choice.

Larger budgets generally improve AUC-PR. Increasing the subgraph budget
B consistently improves AUC-PR across all datasets, as larger subgraphs capture
more structural context around the anomaly seeds. The effect on AUC-ROC is more
variable, suggesting that additional nodes help identify anomalies more precisely
but do not always improve the global ranking performance.
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The method remains effective with very few labels. Even at a labeled
ratio of 1% - corresponding to as few as 1 labeled seed on some datasets - SFFS
augmentation produces meaningful improvements on most datasets. This confirms
that the method can exploit very limited supervision and remains effective in realistic
anomaly detection scenarios where labeled anomalies are scarce and expensive to
obtain.

The generated subgraphs provide complementary information. The
overlap analysis shows consistently low overlap values across all datasets and labeled
ratios. This indicates that different seeds tend to explore different regions of the
graph instead of repeatedly sampling the same nodes. As a result, the augmented
nodes provide complementary structural information rather than redundant training
examples.

The method is computationally efficient. The complexity analysis shows
that SFF'S augmentation introduces negligible computational overhead. The aug-
mentation step always requires less than 0.11 seconds and is executed only once
before training, while GraphSAGE training requires from several seconds to several
minutes depending on the dataset. This makes the proposed framework practical
and scalable even for large graphs
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Conclusion

This thesis investigated the problem of graph anomaly detection under very few
labels, a realistic setting in which only a limited number of anomalous nodes are
available during training. In such scenarios, the main challenge is to exploit the
scarce supervision effectively while still providing the model with enough structural
information to identify previously unseen anomalies.

To address this problem, we proposed a training augmentation framework based
on Subgraph Forest Fire Sampling (SFFS). Starting from a small set of labeled
anomaly seeds, SFFS constructs local subgraphs around the seeds and augments
the training set with the discovered nodes. This allows the classifier to learn from
a richer structural context without modifying the underlying model architecture.

The proposed framework was evaluated on six benchmark datasets covering cita-
tion and social networks with different sizes, densities, and anomaly distributions.
The experimental results show that SFFS augmentation consistently improves
anomaly detection performance while introducing negligible computational over-
head.

This chapter summarizes the main contributions of the thesis, discusses the
principal findings of the experimental evaluation, highlights the limitations of the
proposed approach, and outlines possible directions for future work.

6.1 Summary of Contributions

The main contributions of this thesis can be summarized as follows:

e A training augmentation framework for few-label graph anomaly
detection. The proposed method enriches the training set with nodes struc-
turally close to known anomalies. The framework operates as a preprocessing
step and can be integrated with graph classifiers without modifying their
architecture.
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o« An SFFS-based subgraph construction methodology. The proposed
framework leverages Subgraph Forest Fire Sampling to explore the local
neighborhoods around labeled anomaly seeds and generate anomaly-centered
training contexts.

« An extensive analysis of subgraph construction strategies. We inves-
tigated and systematically compared four variants of SFFS-based subgraph
construction - free stochastic expansion (fe_generic), path-only (fe_path),
schema-guided (fe_schema), and wind-expanded (fe_wind) - covering a spec-
trum from unconstrained to structurally constrained approaches.

e A structural coverage analysis. We introduced a quantitative and struc-
tural analysis based on coverage, enrichment, and overlap to better understand
the properties of the generated subgraphs and explain the differences observed
across datasets.

e A comprehensive experimental evaluation. We evaluated the framework
on six benchmark datasets across multiple labeled ratios and hyperparam-
eter settings, including ablation studies on the subgraph budget, burning
probability, and construction strategy.

6.2 Main Findings

The experimental evaluation reveals several consistent findings.

SFF'S augmentation consistently improves detection performance. Across
all six benchmark datasets, SFFS augmentation improves anomaly detection per-
formance compared to training on the original data alone. The strongest gains
are observed on Pubmed and Cora, where AUC-PR increases by up to +0.183
and 40.157 respectively. These results demonstrate that structural neighborhood
augmentation can effectively exploit limited anomaly supervision.

AUC-PR is the most informative metric in this setting. Due to the
strong class imbalance inherent to graph anomaly detection, AUC-PR provides a
more informative assessment than AUC-ROC. Across multiple datasets, AUC-PR
improvements are substantially larger than AUC-ROC gains, indicating that SFFS
is particularly effective at improving the ranking of anomalous nodes among the
most suspicious predictions.

Coverage and enrichment explain the effectiveness of the augmentation.
The coverage analysis shows that the quality of the generated subgraphs is a key

52



Conclusion

factor in determining performance improvements. High enrichment indicates that
the generated subgraphs contain a higher concentration of anomalies than the
original graph, while high coverage allows SFFS to reach additional anomalous
nodes that were not used as seeds. The interaction between these two factors
largely explains the differences observed across datasets.

Graph size influences the impact of augmentation. The effectiveness of
SFES depends not only on the quality of the generated subgraphs but also on
their relative contribution to the training set. On smaller graphs, the nodes added
by SFFS represent a larger fraction of the available training data, making the
augmentation more influential. On larger graphs, the same augmentation budget
has a smaller relative impact.

fe_generic is the most robust construction strategy. Among the evaluated
strategies, fe_generic provides the most stable performance across datasets. It
consistently generates useful subgraphs without requiring schema information or spe-
cific structural assumptions. Schema-guided strategies can outperform fe_generic
on particular datasets, but their effectiveness depends on the presence of suitable
local structural patterns.

The method remains effective with very few labels. Even in few-shot
settings, SFFS augmentation often produces measurable improvements. This
suggests that useful structural information can be extracted even from very limited
anomaly supervision.

The method is computationally efficient. The complexity analysis shows
that the augmentation step requires at most a fraction of a second and is executed
only once before training. Compared to GraphSAGE training times, the additional
computational cost is negligible, making the framework practical even for larger
graphs.

6.3 Limitations

Despite its effectiveness, the proposed framework presents several limitations.

Dependence on labeled anomaly seeds. The method requires at least one
labeled anomalous node to construct subgraphs. Consequently, it cannot be directly
applied in fully unsupervised settings. Moreover, when very few seeds are available,
particularly in sparse graphs, the generated subgraphs may contain limited useful
information.
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Dependence on local graph structure. The effectiveness of SFF'S depends
on the quality of the local neighborhoods around the labeled anomaly seeds. If the
generated subgraphs contain informative structural patterns, the augmentation
can significantly improve detection performance. However, when anomalies are
isolated or their neighborhoods provide little useful information, the impact of the
augmentation may be more limited.

Synthetic anomaly benchmarks. The datasets used in the experimental evalu-
ation contain anomalies generated through standard anomaly injection procedures.
Although these benchmarks are widely adopted in the literature, the behavior of
the method on datasets containing naturally occurring anomalies may differ.

Fixed augmentation budget. The current framework uses a fixed subgraph
budget across all datasets and seeds. As graph size increases, the relative contri-
bution of the augmented nodes decreases, potentially limiting the impact of the
augmentation on very large graphs.

6.4 Future Directions

Several directions for future research emerge from this work.

Evaluation on organic anomaly datasets. A natural next step is to evaluate
the framework on datasets containing naturally occurring anomalies rather than
synthetically injected ones. Such experiments would provide additional evidence
regarding the applicability of the method in real-world scenarios.

Improved seed selection strategies. The current implementation samples
anomaly seeds uniformly at random from the labeled anomalies. A more informed
approach could select seeds that maximize coverage, enrichment, or structural
diversity, potentially generating more informative subgraphs.

Adaptive subgraph construction. Future work could investigate adaptive
versions of SFFS that automatically adjust the subgraph budget or expansion
behavior according to local graph characteristics. This could improve robustness
across graphs with different densities and structural properties.

Extension to heterogeneous graphs. The current framework operates on
homogeneous graphs. Extending it to heterogeneous graphs would allow the use of
richer metapath definitions that capture domain-specific relational patterns, opening
new application domains such as knowledge graphs and biomedical networks.
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Automatic schema discovery. Future work could explore a wider range of meta-
path schemas of different lengths and structures, or design data-driven approaches
that automatically select the most informative schema fora given dataset.

Weakly supervised subgraph construction. The strongest limitation of the
current framework is its dependence on labeled anomaly seeds. Future work could
investigate the use of weak supervision, pseudo-labels, or self-supervised objectives
to guide subgraph construction, reducing the reliance on labeled anomaly seeds.

Integration with advanced graph anomaly detectors. GraphSAGE was
used throughout this thesis to isolate the effect of the proposed augmentation
strategy. Future work could investigate whether more expressive architectures -
such as attention-based GNNs or detectors with separate structure and attribute
encoders - would benefit from the SFFS augmentation.

6.5 Closing Remarks

In conclusion, the results of this thesis show that structural neighborhood augmenta-
tion represents a simple and effective way of exploiting limited anomaly supervision.
By enriching the training set with nodes that are structurally related to known
anomalies, SFF'S provides additional context that improves detection performance
while maintaining low computational cost. These findings suggest that subgraph-
based augmentation is a promising direction for few-label graph anomaly detection
and deserves further investigation in more realistic and challenging settings.
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