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Abstract

Cyber threats spread through online social networks by exploiting users’ susceptibility, which
is shaped by individual characteristics and cognitive mechanisms. Typically, models that sim-
ulate the spread of cyber threats assume time-aggregated networks and static susceptibility,
which limit the applicability of modeling findings to realistic scenarios. This thesis inte-
grates the temporal dynamics of online social networks with the decision-making processes of
individuals by implementing a cognitive model that describes users’ phishing susceptibility.

We combine three main components: i) a time-varying network, in particular an Activity
Driven Network (ADN) with non-homogeneous susceptibility, expressed in terms of gulli-
bility (i.e. infection propensity) and time to recover, over which cyber threats spread; ii)
a Susceptible-Infected-Susceptible (SIS) model; and iii) an Instance-Based Learning Model
(IBLM). In an ADN, each node has its own activity, which governs its propensity to cre-
ate connections. In the IBLM, the decision to interact with potentially phishing content is
based on the retrieval of past experiences from memory. We develop a comprehensive model
combining these three components. In more detail, we model the messages (e.g. emails) ex-
changed within the network and define how gullibility is represented within the IBLM. Each
node in the network is assigned a memory that represents its past experience with emails.
The memory consists of instances containing the features of the message and the associated
action, reflecting the node’s gullibility through its quality, that is, how accurate the associ-
ations between features and actions are. We then model the spread of cyber threats using
a SIS model. Contagion is mediated by the IBLM, which generates users’ decisions based
on the retrieval of past instances most similar to the current message. We also introduce
the effect of trust in the sender. The chosen action and the features of the new message are
stored in memory and used in future decisions. If a node opens a message containing phishing
content, it becomes infected. Unbeknownst to the node, the malware sends phishing emails
whenever the infected node contacts another node, propagating through the network.

Our results show three main findings. First, our implementation of the cognitive model
reproduces the qualitative behavior reported for humans in the literature. Second, although
contagion is mediated by the IBLM rather than by a fixed infection probability, we find that
the integrated model still exhibits threshold behavior. We find an approximate mapping to
a standard SIS process that recovers the epidemic threshold of the integrated model for large
recovery rates. Third, we investigate network effects, showing that vulnerability increases
when activity and gullibility are positively correlated. We then propose an extension of the
IBLM that adjusts individuals’ decision-making processes based on trust in other users, find-
ing that the SIS stationary infected density increases when trust is considered in the model.
This result shows that system vulnerability is shaped by the interplay between network struc-
ture and cognitive processes, suggesting that susceptibility should be modeled as a dynamic
property.

Overall, this thesis proposes a framework that links network science, computational epi-
demiology, and cognitive science, and provides a basis for future improvements in cyber-threat
modeling.
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Chapter 1

Introduction

The spread of cyber threats is one of the most challenging problems facing our digital,
interconnected society. Today, many of our activities, services, and communications rely
on digital infrastructure, often connected to the internet. As with other human infrastruc-
tures and technologies, its vulnerabilities are often exploited by malicious actors for criminal
purposes. Cybercrime is responsible for huge financial losses. According to the European
Commission, cybercrime costed EUR 5.5 trillion in 2020 [1]; further estimates suggest USD
12.2 trillion by 2031 [2]. To understand the impact of these criminal actions, the Inter-
national Monetary Fund estimated in a 2018 report, based on cyberattack frequency data
from 2011 to 2016, that losses due to cybercrime could amount to approximately 9% of the
annual net income of banks [3]. In parallel, spending on cybersecurity has also increased,
reaching around USD 208 billion globally in 2024, and it is expected to grow to USD 352
billion by 2030 [4]. Despite the significant amounts spent to tackle cybercrime, the risks
associated with digital infrastructures remain high, as indicated by the Internet Security
Threat Reports published by Symantec [5].

In this context, our attention turns to social engineering attacks, a class of cyber threats
that exploit trust in online relationships, and which are among the most relevant in online
social networks [6]. They are characterized by the use of deception to exploit vulnerabilities
in human psychology, making them effective against users [7]. In particular, they are able to
exploit behavioral and emotional factors typical of human beings, with the aim of provok-
ing specific reactions that allow malicious actors to pursue their criminal goals [7]. Social
engineering attacks span a range of different threats. These include, for instance, phishing,
where attackers pretend to be a trusted entity; smishing, where phishing is carried out via
text messages; file masquerading, where malicious content is presented as legitimate; and
sharebaiting, where attackers use social media posts to spread malicious contents [8].

Various research areas have developed over time to contrast this class of cyber threats.
The first one focuses on the development of automated threat detection systems, so that
cyber threats do not reach users, who are often considered the weak link in the security
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chain, even though this assumption has been challenged in more recent years [8, 9]. However,
these automated detection systems can only contrast a fraction of total social engineering
attacks. Indeed, such threats often exploit legitimate functionalities and leave very few
technical and objective characteristics for detection systems to analyze [8].

The second area of research deals with how properties of different types of networks
influence the spread of cyber threats. The literature shows how the heterogeneity of online
social contacts - the presence of hubs, for instance - in the network makes it more fragile
and vulnerable to this type of attack [10, 11]. Topological properties of online interactions
therefore play a fundamental role in driving the propagation of such cyber threats [12,
13]. Historically, this line of research has presented two main limitations. First, many
studies have ignored the fact that not all users are susceptible to cyber threats in the same
way [14]. Second, few studies considering heterogeneous susceptibility often assume it to be
a static property, thus disregarding its dynamic nature, which often depends on cognitive
processes [15, 16]. One of the first models developed to overcome these limitations was
proposed by Brett et al., who addressed the temporal dynamics and heterogeneity of social
contacts, as well as heterogeneous user susceptibility [17]. They proposed a model to study
the spread of cyber threats on time-varying networks, specifically Activity-Driven Networks
(ADNs), as introduced by Perra et al. [18], which realistically capture the heterogeneous
and dynamic nature of online social contacts. Furthermore, they account for the non-
homogeneous susceptibility of users by introducing Q categories that characterize users’
susceptibility in terms of their gullibility and recovery rates; more gullible nodes are more
easily infected [17]. Since susceptibility also depends on socio-demographic factors [19],
belonging to a given class could influence the link-creation process. Indeed, homophily,
the principle that people tend to form ties with others similar to themselves, is a strong
social mechanism [17]. The Susceptible-Infected-Susceptible (SIS) model is used to describe
the spread of cyber threats in the network. Although the propagation of biological viruses
and computer viruses is different, compartmental models are widely used in the literature
to study cyber threats [11, 20–24]. The model allows epidemic thresholds to be derived
analytically; these are a function of the interplay between social dynamics and contagion
dynamics. The research shows how, under certain conditions, this interplay produces a
dynamic that increases the vulnerability of the system [17]. Despite developments in this
area, susceptibility is still considered a static property of the user.

Finally, the last area of research concerns the characterization of user susceptibility,
based on the assumption that it is not possible to ignore the human element from the secu-
rity chain [25]. The literature shows that several factors contribute to high susceptibility,
including obedience to authority [26], submissiveness [27] and certain socio-demographic
characteristics [19]. These characteristics are difficult to measure legally and ethically in
work contexts [28]. The literature has therefore shown that other easily measurable indica-
tors, such as security training, familiarity with the system and frequency of usage, are good
predictors of susceptibility [28–30]. The importance of these indicators has been confirmed
by cognitive science methods with the aim of describing decision-making processes [16].
There are models based on Instance-Based Learning Theory (IBLT) [31], called Instance-
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Based Learning Models (IBLM), that accurately reproduce user behavior in various cyber-
security tasks, particularly phishing detection [15, 32]. Studies show that susceptibility is
influenced by past experiences, cognitive biases (frequency/recency), and limited rational-
ity [15, 16, 32]. According to experimental evidence, key factors in identifying phishing
emails are knowledge and experience [30]. However, the typical experimental setup involves
testing the individuals alone, ignoring the fact that in reality they are actually connected
to other users [33, 34]. Such connections can modulate the probability of being deceived by
cyber threats [35, 36]. In fact, in the context of social networks, one factor that can influ-
ence susceptibility is trust in other users of the network [36]. Users are much more likely
to fall victim to phishing if contacted by someone who seems familiar [37]. Furthermore,
the success rate of this type of attack, in cases where the email appears to come from a
friend or acquaintance, is not always maximum, but it can succeed in over 70% of cases [37].

This is the context in which our research fits. We define a coherent framework that in-
tegrates i) the model proposed by Brett et al. for describing the dynamics and heterogene-
ity of online social networks, ii) the SIS dynamics evolving on such networks, and iii) the
cognitive processes governing users’ phishing susceptibility through an IBLM that models
decision-making mediated by cognitive mechanisms.

Indeed, despite efforts to improve the realism of current models, important limitations
still remain. In models of online social networks, users’ susceptibility is typically modeled
as a static property, even when heterogeneity across individuals is taken into account. In
reality, however, it depends on experience and knowledge, which inherently evolve and adapt
over time. Similarly, contagion dynamics are often parameterized using fixed probabilistic
parameters, neglecting the fact that contagion outcomes emerge from individual decision-
making processes that take place in a dynamic context. Lastly, although cognitive models
of phishing susceptibility can reproduce individual decision-making with good accuracy by
modeling the cognitive mechanisms involved, they usually treat individuals in isolation,
ignoring the fact that exposure to cyber threats and learning take place within a dynamic
social network. Our goal is to develop a model that provides a more realistic description of
the spread of cyber threats; to this end, these limitations must be overcome.

In our integrated model, we define the messages exchanged over the network (e.g.
emails), their generation and comparison, and the translation of the concept of gullibil-
ity into the mechanisms of the cognitive model. Each node in the network is then assigned
a memory that represents its past experience with online content, in particular with emails.
The memory consists of instances containing the features of the message and the associ-
ated action, reflecting the node’s gullibility through its quality, that is, how accurate the
associations between features and actions are. We then model the spread of cyber threats
on the temporal network using a SIS model. Infection, however, is now mediated by the
IBLM sitting on top of each node. Nodes decide whether to open a new message by solving
an optimization problem that takes into account both past experience and the trust in the
sender. In other words, each node selects the most suitable action by evaluating the sim-
ilarity between the new message and those stored in memory, retrieving the actions taken
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in the most relevant past situations, and considering the level of trust in the sender. The
chosen action, together with the characteristics of the new message, is then stored in mem-
ory and used in future decisions. If a node opens a message perceived as safe but actually
containing phishing content, it becomes infected. Unbeknownst to the node, the malware
then sends compromised emails whenever the infected node contacts another node, until it
recovers and returns to the susceptible state. In this way, the cyber threat can propagate
through the network. To measure the impact of these additions and changes, we conducted
extensive numerical simulations.

What we find is that the proposed integrated model offers a coherent framework for study-
ing cyber threats spread in which susceptibility emerges from decisions based on past ex-
perience mediated by cognitive mechanisms. The IBLM qualitatively reproduces human
phishing-detection behavior and the resulting spreading dynamics preserve the main quali-
tative features of SIS dynamics on ADN. In addition, the mapping to the standard SIS model
provides a useful tool to interpret epidemic thresholds. Finally, we demonstrate through nu-
merical simulations that network effects, such as trust within communities mediated by the
cognitive mechanisms, can influence contagion outcomes. Overall, our framework provides
a basis for future developments that could lead to more realistic models of cyber threats
spread, for instance by incorporating a learning mechanism.

1.1 Thesis organization

We structured the thesis as follows:

• Chapter 1: in this first chapter we introduce the topic of the thesis, providing the
context in which our project is developed and presenting the state of the art.

• Chapter 2: in this chapter we introduce some basic concepts of graph theory. Next,
we introduce a class of time-varying networks, the Activity Driven Network (ADN).
In this chapter, we focus on the network generation algorithm and its properties.

• Chapter 3: in this chapter we focus on the model that allows us to study the spread
of cyber threats. In particular, we present an epidemiological model, widely used in
the study of biological virus propagation, which belongs to the class of compartmental
models. We begin with a brief introduction to compartmental models and then exam-
ine a notable case that corresponds to the model we will actually use. We will then
focus on analyzing how cyber threats spread on the ADN and derive the epidemic
threshold analytically, first in the absence of heterogeneous susceptibility and then
with its inclusion.

• Chapter 4: in this chapter we focus on presenting the modeling of individuals’ learn-
ing and cognitive processes. We begin the chapter with the introduction of Instance-
Based Learning Theory (IBLT), whose mechanisms, introduced in the Adaptive Con-
trol of Thought-Rational (ACT-R) cognitive model, have shown excellent applicability
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to the recognition of phishing emails in the literature. This is followed by an explana-
tion of the Instance-Based Learning Model (IBLM) that has been chosen to implement
phishing email detection in the integrated model with the network.

• Chapter 5: in this chapter we first define the framework of the integrated model,
explaining the solutions adopted to integrate all components in a coherent way sup-
ported by the literature. We then discuss the results of the simulations, that can be
divided into three parts. The first presents the results on the implementation of the
IBLM, describing our implementation of the model and showing that it can reproduce
human behavior in a qualitatively accurate way. The second defines the mapping be-
tween standard SIS dynamics and the integrated model with the IBLM, and tests its
accuracy and limitations. The third introduces a community effect into the cognitive
model and analyzes the consequences of this addition.

• Chapter 6: in this chapter, we summarize the main findings of the thesis on cyber-
threat spreading, discuss the strengths and limitations of the proposed cognitive-
network framework, and outline possible future developments.
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Chapter 2

Network modeling

In order to model the dynamic interaction processes that occur among different individu-
als, it is necessary to start from some basic concepts and introduce graphs, or networks,
depending on the field of science in which we are operating. In the following, the terms
graph and network will be used interchangeably. In the following sections, we will introduce
a class of time-varying networks, which is essential for our purposes. In this chapter, we
focus exclusively on the network generation mechanism and its properties; the interaction
with dynamical processes unfolding on it will be discussed in the next chapter.

2.1 Basic concepts of graph theory

A graph is a mathematical structure used to represent the relationships between objects.
These objects are called vertices or nodes, forming the set denoted by V . Each vertex/node
is assigned a unique index, so that V = {1, 2, 3, . . . , N}, where N is the total number of
nodes. The relationships between nodes are represented by connections called edges (or
links), which together form the set E ⊆ V × V . Each edge is expressed as a pair of nodes,
e = (i, j), where i and j are two distinct nodes.

Graphs can be categorized based on the type of interactions between nodes. Specifically,
we can distinguish:

• Directed or undirected: depending on whether the connections have a specific
direction or if they are bidirectional.

• Weighted: if each edge (i, j) is assigned a real value wij representing the strength of
the connection.

• Time-varying: in this case, the structure (i.e. the set of edges E) and/or weights
of the network change over time, which is commonly observed in epidemic spreading
scenarios.
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A graph can be represented by an adjacency matrix A ∈ RN×N , where each entry Aij

encodes whether an edge between nodes i and j exists. Formally:

Aij =

{
1 if (i, j) ∈ E

0 otherwise

If the graph is undirected, both (i, j) and (j, i) belong to E; the adjacency matrix is there-
fore symmetric, Aij = Aji.

The degree of a node corresponds to the number of connections it has. More formally,
the neighborhood of a node i is the set of nodes that are directly connected to it. This
set is denoted by ∂i and is formally defined as:

∂i = {j ∈ V : (i, j) ∈ E}

and the degree of node i is ki = |∂i|. In directed graphs, edges are ordered pairs (i.e.
(i, j) ̸= (j, i)), and it is possible to distinguish between in-degree, kini , and out-degree, kouti ;
one notes that:

kini + kouti = ki (2.1)

It is useful to introduce the concept of path. A path from node i to node j is defined as a
finite sequence of distinct nodes

(v0, v1, . . . , vℓ)

such that v0 = i, vℓ = j, and (vm−1, vm) ∈ E for all m = 1, . . . , ℓ. In directed graphs, a
path must respect the direction of the edges.

A graph is said to be connected if there exists a path between any pair of nodes. More
generally, a graph can be divided into connected components, which are maximal sub-
sets of nodes such that any pair of nodes in the same subset is connected by a path.

In this work, we focus on directed, unweighted and time-varying graphs. We fur-
thermore assume that self-loops are not allowed.

2.2 Activity Driven Network (ADN)

As anticipated in Chapter 1, network dynamics play a crucial role in the spread of cyber
threats. It is therefore essential to provide a realistic description of how networks evolve
over time, taking into account the fact that connections between individuals are changing
rapidly and are characterized by processes with a very short timescale [12, 38]. Most models
are connectivity driven, meaning that the structural organization of the network provided
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the basis for the algorithm generating the network itself. It is important to note that con-
nectivity driven networks, where network topology is central, are effective in capturing the
essential characteristics of systems where connections persist over time [39, 40]. It should
be noted that connectivity driven networks produce a time-aggregate representation, which
can fail to describe the dynamic evolution of many networks. Connectivity driven net-
works are not effective in replicating the dynamics of connection and disconnection between
agents. This is especially true in our case where the timescales of the virus spread are of-
ten comparable to those governing network evolution. Indeed, choosing a time-aggregated
representation implicitly assumes that the dynamics occurring on them have much shorter
characteristic times than those of the network.

Another important factor is the heterogeneity in individuals’ propensity to engage in inter-
actions [17, 41, 42]. In real-world scenarios, individuals do not all interact with the same
frequency; some are more active than others. In order to account for this heterogeneity,
we adopt the activity-driven model introduced by Perra et al. [18]. This model, which we
refer to as the Activity Driven Network (ADN), provides a suitable framework for time-
varying networks, precisely because it captures the temporal nature of interactions in highly
dynamic systems while accounting for heterogeneous activity patterns among individuals.

2.2.1 A data-driven model

The authors begin by analyzing three real-world datasets of networks with time-resolved
interactions: collaborations in the journal “Physical Review Letters ” (PRL) published by
the American Physical Society [43], messages exchanged over the Twitter microblogging
network and the activity of actors in movies and TV series as recorded in the Internet
Movie Database (IMDb) [44].

What the authors observe, when analyzing the datasets, is that the activity of individ-
ual agents in the network - for example, the number of collaborations in the case of the
PRL dataset - depends on the time window considered. The choice of the time window
clearly affects both the network topology and the degree distribution. The smaller the
window, the more the network consists of disconnected components. As the length of the
window increases, the link density of the network rises and heterogeneous connectivity pat-
terns emerge.

The authors’ aim is to define a model (a data-driven model) to generate a network ca-
pable of reproducing empirical evidence, starting from the analysis of datasets. This model
should primarily be able to reproduce a heterogeneous distribution of human activity.

2.2.2 The activity potential

The authors analyze three real-world datasets of networks with time-resolved interactions
and, for each agent, evaluate an empirical quantity - called the activity potential - that
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characterizes its level of interaction with other agents. The activity potential is formally
defined as the number of interactions performed, in a given time window, by each node
divided by the total number of interactions made by all the nodes in the same time window.
Focusing our attention on node i, we have that its activity potential is:

xi =
mi∑
j mj

(2.2)

with mi the number of interactions in a time interval ∆t performed by node i with any of
the other N − 1 nodes in the network and

∑
j mj the total number of interactions within

the same time interval; in the end we have a set of activity potentials {xi}. We understand
that:

1. 0 ≤ xi ≤ 1 ∀i

2.
∑
i

xi =

∑
imi∑
j mj

= 1

meaning that the activity potential xi may be interpreted as the probability of node i to be
active, where active means that the node is involved in some kind of interaction. The set of
activity potentials {xi} can also be used to estimate the probability distribution function
F (x), which gives the probability that a randomly selected node i has activity potential
x. It is observed empirically that F (x) ∝ x−γ (see Figure 2.1). To prevent the divergence
of the probability distribution, the possible values that x can assume are constrained such
that x ∈ [ε, 1], with 0 < ε≪ 1. Imposing the normalization:∫ 1

ε
F (x)dx =

∫ 1

ε
Kx−γdx = 1 ⇐⇒

∫ 1

ε
x−γdx =

1

K

Then: ∫ 1

ε
x−γ γ ̸=1

=

[
x1−γ

1− γ

]1
ε

=

[
1

1− γ
− ε1−γ

1− γ

]
=

1− ε1−γ

1− γ

So, given that γ ̸= 1, the probability distribution F (x) reads:

F (x) = Kx−γ with K =
1− γ

1− ε1−γ
(2.3)

2.2.3 Activity driven network model

The following section provides a detailed description of the model proposed by Perra et
al. [18]. The authors consider N nodes (the individuals) and assign to each node i ∈
[1, . . . , N ] an activity defined as:

ai = ηxi with xi ∼ F (x) (2.4)
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Figure 2.1 Cumulative distribution of activity potential (FC(x)) measured empirically
across four time windows and shown schematically. Panel A: Twitter; Panel B: IMDb;
Panel C: PRL. Panel D: model schematic. The network is plotted here for 3 different time
steps, with red nodes showing active/firing ones. Final visualization shows the network
integrated over all time steps. Reproduced from [18].

defined as the probability per unit time to create new contacts or interactions with other
individuals. We observe that η is a rescaling factor defined such that the average number
of active nodes per unit time is η ⟨x⟩N . In order to fulfill the definition of probability we
must set η = 1, indeed:

1. 0 ≤ ai ≤ 1 ⇐⇒ 0 ≤ xi ≤
1

η

2.
∑
i

ai = η
∑
i

xi = η

Therefore ai ∼ F (a).
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Let us now proceed to understand the rules governing the network’s generative process.
The rules are the following:

• At the beginning of each time step t the network Gt consists of N disconnected
vertices;

• Each node i becomes active with probability ai and connects tom other nodes selected
at random. Non-active nodes can still receive connections from active nodes;

• Then, at the next time step t+∆t, all the connections in the network Gt are deleted.
This definition implies that all interactions have a constant duration ∆t.

The model described is random and Markovian, as agents do not retain memory of past time
steps. Consequently, the entire network dynamics and the resulting structural properties
are fully determined by the activity potential distribution F (x).

At each time step the network is a simple random graph Gt with low average connec-
tivity (sparse graph); the graph is made up of many small disconnected components. As
activity is aggregated over progressively larger time windows T , the accumulation of con-
nections gives rise to a skewed (asymmetric) degree distribution with broad variability. The
emergence of heterogeneities and hubs - nodes with a large number of connections - stems
from the wide dispersion of activity rates in the system and the presence of highly active
agents. Furthermore, the model provides a good reproduction of the empirical observations
from the dataset, despite its simplifications.

The model allows for an analytical treatment. The integrated network is defined as the
union of all the networks obtained in each previous time step, that is:

GT =
t=T⋃
t=0

Gt (2.5)

The instantaneous network generated at time t will consist of a set of slightly interconnected
nodes corresponding to active agents at that time, plus agents that received connections
from them. Each active node will create m links and the average total number of edges per
unit time is:

⟨E⟩ = Nmη ⟨x⟩ = Nm ⟨a⟩ (2.6)

This defines the network’s average degree per unit time, or contact rate:

⟨k⟩u = 2
⟨E⟩
N

= 2m ⟨a⟩ (2.7)

for an undirected graph, and

⟨k⟩d =
⟨E⟩
N

= m ⟨a⟩ (2.8)
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Figure 2.2 The first row shows the degree distribution of the PRL dataset for three different
time scales (1, 10 and 30 years). As the degree distributions show, the topological structure
of the network is affected by the time scale used to construct it. The second row is the degree
distribution obtained with ADN for three different time scales (1, 10 and 20 time steps).
Interestingly, despite the fact that the model is random and Markovian by design, we observe
behaviour that is qualitatively similar to that observed in the PRL case. Reproduced from
[18].

for a directed graph.

Star-like structures form around active nodes in the instantaneous network at each time
step. In contrast, the integrated network, which is the union of past time steps, is generally
dense (see Figure 2.1). For large T and N , the degree of agent i in the integrated network
is shown to be equal to:

ki(T ) = N
(
1− e−

Tmηxi
N

)
(2.9)

from which the degree distribution PT (k) can be derived:

PT (k) ∼ F

[
k

Tmη

]
(2.10)

The key result is that the integrated network’s degree distribution mirrors the distribution
of individual activity. The activity potential distribution function F (x) shapes the net-
work structure over time, linking the emergence of hubs to the heterogeneous activity of its
agents. This correspondence is roughly observed in empirical data (see Figure 2.2), though
discrepancies arise from real-world factors not captured by the model, such as link memory,
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relation persistence, and weighted or multiple connections.

To summarize, the ADN parameters are:

• N , the total number of nodes,

• γ, the exponent of probability distribution F (x),

• m, the number of random connections that an active node creates,

• ε, lower bound introduced in order to avoid divergence of F (x),

• η, the rescaling factor.

2.2.4 ADN with susceptibility classes and homophily

In this section, we will analyze the extension proposed by Brett et al. [17] to the ADN
model proposed by Perra et al. [18]. In order to account for the heterogeneity of users’
susceptibility, the authors introduce susceptibility classes into the model. Each node is
assigned to one of Q classes describing susceptibility to cyber threats, measured in terms of
gullibility (propensity to fall for deception) and the time needed to recover from a success-
ful attack. The authors then hypothesize that susceptibility classes may influence the link
formation process. Since susceptibility is often related to socio-demographic characteristics,
the authors hypothesize that belonging to a specific class may influence contact creation
mechanisms. This relevant social mechanism is called homophily and is known to influence
the structure and organization of social relationships.

As mentioned, to model contact between agents, the authors use a generalization of the
ADN framework. They therefore propose an extension of the model that considers ho-
mophily, modifying the link creation process:

• with probability p, each node randomly selects a target within the group of nodes
belonging to the same category;

• with probability 1− p, on the other hand, the target is chosen from nodes belonging
to different categories.

The parameter p regulates the network’s susceptibility to cyber threats in relation to its
level of homophily.

2.2.5 ADN with communities

In the following section, we analyze the addition of modularity, i.e., the presence of commu-
nities, in time-varying networks, as proposed by Nadini et al. [45]. To this end, the authors
introduce a generative model of a temporal network with adjustable modularity capable
of reproducing various characteristics observed in real temporal graphs, starting from the
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ADN model proposed by Perra et al. [18]. In this model, each node belongs to a single
community. In line with empirical evidence, the size s of the communities is extracted
from a heavy-tailed distribution: P (s) = Cs−ω, s ∈ [smin, N ], where C is a normalization
constant. In this way, they do not fix the number of modules a priori, but let it emerge
from the model parameters and the distribution of community sizes.

Given this framework, the generative model of the network is defined as follows:

• At each discrete time step t, the network initially consists of N disconnected nodes;

• With probability ai∆t, each node i becomes active and can create m connections.
Each link generated by i is directed:

– with probability pc towards a node in the same community as i;

– with probability 1− pc towards a node belonging to a different community.

In both cases, the target node is selected uniformly at random within the chosen
community;

• At the next step t+∆t, all connections in Gt are removed and the process repeats.

In this scheme, the parameter pc directly controls the degree of modularity of the contacts
over time, allowing us to explore the influence of community structure on the dynamic
processes of the network (see Figure 2.3). In general, adding community structure makes
the system more fragile when individuals can be reinfected, whereas it slows the spread
when they acquire immunity after infection.

14



Figure 2.3 This is a schematic representation of the model. Active nodes are shown in
red. Straight lines show connections within the same community and links show connec-
tions between different communities. The bottom right panel shows the integrated network
obtained by combining G1, G2 and G3. Reproduced from [45].
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Chapter 3

Cyber threats spreading modeling

In the previous chapter, we described the time-varying network model, outlining its evolu-
tion and main characteristics. In this chapter, we focus on the model that allows us to study
the spread of cyber threats. In particular, we employ an epidemiological model, widely used
in the study of biological virus propagation, which belongs to the class of compartmental
models. We begin with a brief introduction to compartmental models and then examine a
notable case, that corresponds to the model we will use later. We will then focus on ana-
lyzing how cyber threats spread on an ADN and derive the epidemic threshold analytically,
first in the absence of susceptibility classes and then with their inclusion.

3.1 Compartmental models for contagion processes

Early compartmental-type models appear in Hamer (in 1906) [46] and in Ross’ work on
malaria pathometry (formalized in 1916) [47], while Kermack and McKendrick (1927) pro-
vided a fundamental formulation of epidemic dynamics [48].

Compartments are used to categorize individuals within a population according to the
various stages of infection they may experience during an epidemic. One of the simplest
compartmental models is structured as follows:

• Susceptible (S): the compartment contains healthy individuals who can potentially
contract the infection;

• Infected (I): the compartment contains infected individuals who are capable of trans-
mitting the disease to susceptible individuals;

• Recovered (R): the compartment contains individuals who have recovered from the
disease and are no longer susceptible to infection.

The structure of a compartmental model typically determines its name. The model just
described is commonly called the SIR model, derived from the initial letters of its compart-
ments (Susceptible–Infected–Recovered). Additional compartments can also be included,
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μ

Figure 3.1 Schematic representation of SIR model; the arrows show the direction of the
allowed transitions.

for instance for deceased individuals (D), vaccinated individuals (V), or those in a la-
tent/exposed state (E). Furthermore, it is possible to define separate compartments for
two or more competing diseases. A wide range of models can be created by combining dif-
ferent compartments and adjusting the transition rates. These models can represent diverse
populations and pathogens.

The total population is generally a function of time, N(t), and the sum of the popula-
tions in all compartments must satisfy the constraint of being equal to the total population.
The total population is constant N(t) = N if birth and deaths are not included in the model;
we will consider N as a constant. The number of individuals inside of a compartment is
time dependent and is labeled with capital letters (S(t), I(t), R(t)).

Individuals move between compartments according to transition rates and interactions.
In compartmental models, transitions are generally classified into two basic types:

• Spontaneous transitions: an individual spontaneously moves from one compart-
ment to another. An example is the recovering process of an infected (I → R);

• Transitions involving interactions: an individual changes compartment as a result
of interaction with another individual. This occurs when susceptible individuals, upon
interacting with infected individuals, become infectious themselves, as described in the
SIR model (S + I → 2I).

Transitions of the first type are governed exclusively by the transition rate (i.e. the recovery
rate (µ)). The second type of processes depends both on a rate (λ), and on the topology of
contacts between individuals of different compartments. The most straightforward method
for calculating the contacts between compartments is the homogeneous mixing approxima-
tion, in which the probability of interaction is directly proportional to the product of the
two individual densities involved in the process. The constant that characterizes the pro-
portionality is the average degree of the network, ⟨k⟩, that is as a measure of the average
number of interactions an individual experiences with others over a specified time period.

The movement of individuals between compartments can be visualized as a flow. The
SIR model is a useful example. The arrows in Figure 3.1 show the possible directions of
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Figure 3.2 Schematic representation of SIS model; the arrows show the direction of the
allowed transitions.

transitions; they can be visualized as flows between the various compartments. Focusing
on the infected compartment (I), we observe an inflow and an outflow:

• The inflow is characterized by the probability of a susceptible individual being infected
by an infected individual, denoted by λ, and average degree ⟨k⟩ per unit time; in the
literature, the product of λ and ⟨k⟩ is typically referred to as β;

• The outflow is characterized by the recovery rate, denoted by µ.

We can therefore derive the discrete equation governing the evolution of the total population
in compartment I:

I(t+∆t) = I(t) + λ ⟨k⟩∆tS(t)I(t)− µ∆tI(t)

In this way, it is possible to write equations for all compartments of the model.

In the next section, our focus will be on the Susceptible-Infected-Susceptible (SIS) model
and the derivation of the equations that govern the system’s evolution.

3.1.1 SIS model

We introduce now the Susceptible-Infected-Susceptible (SIS) model (see Figure 3.2). Unlike
biological viruses, cyber threats do not provide immunity after infection. This makes the
SIS model the most suitable for describing the process of ”cyber” contagion. In the classical
formulation of compartmental models, the population is assumed to undergo homogeneous
mixing. Under this assumption, individuals interact uniformly and randomly: each individ-

S I R

S I S

S I
β = λ⟨k⟩

μ

Figure 3.3 Schematic representation of SIS model flow.

ual has the same probability of coming into contact with any other individual.
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Within a mean-field approximation and looking at Figure 3.3, the discrete dynamical equa-
tions can be written as follows:

St+∆t = St + µ∆tIt − λ ⟨k⟩∆t
St

N
It (3.1)

It+∆t = It + λ ⟨k⟩∆t
St

N
It − µ∆tIt (3.2)

Performing the continuous limit (∆t→ 0), one obtains:

dS(t)

dt
= µI(t)− λ ⟨k⟩ S(t)

N
I(t) (3.3)

dI(t)

dt
= λ ⟨k⟩ S(t)

N
I(t)− µI(t) (3.4)

One possible approach to solve the system of equations is to use the early-stage approxima-
tion, which consists of studying the system at the beginning of the epidemic. This means
that the number of infected individuals (I) is negligible (at t = 0, the infected population
is a minimal fraction of the total population) and that S ∼= N . Under this approximation,
the ODE system becomes:

dS(t)

dt
∼= µI(t)− λ ⟨k⟩ I(t) = (µ− λ ⟨k⟩) I(t) = K · I(t) (3.5)

dI(t)

dt
∼= λ ⟨k⟩ I(t)− µI(t) = − (µ− λ ⟨k⟩) I(t) = −K · I(t) (3.6)

with K = µ− λ ⟨k⟩. In matrix form, we have that:(
Ṡ

İ

)
=

(
0 K
0 −K

)
·
(
S
I

)
(3.7)

Since the solution for I(t) can grow and actually generate an outbreak only if the sign of
the exponential is greater than zero, we impose this condition on the largest eigenvalue of
the Jacobian. Therefore, we find that the condition for an epidemic not to die out is:

R0
.
=

λ⟨k⟩
µ

> 1 (3.8)

where we have defined R0, a fundamental quantity called the reproductive number of an
infection. The reproductive number indicates the average number of secondary cases caused
by a single primary case within a fully susceptible population. If R0 is greater than 1, then
the epidemic sustains itself and spreads; otherwise, it dies out.

3.2 SIS model on ADN

We have introduced the SIS model into the homogeneous mixing assumption. We will now
study it in the case of ADN, presenting the analytical solution proposed by Perra et al. [18].
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With an ADN of N nodes, each node is associated with a specific activity ai ∼ F (a),
with F (a) ∝ a−γ . Working with the set of activities {ai}, it is possible to derive epidemic
evolution equations that couple the spread process with network dynamics.

At the mean-field level, the epidemic process is characterized by the number of infected
individuals in the activity class (a) at time (t), denoted by Ita. The number of infected
individuals in class (a) at time (t+∆t) is given by:

It+∆t
a = Ita − µ∆tIta + λm

St
a

N

∫
da′a′∆tIta′ (3.9)

where:

• λmSt
a

N

∫
da′a′∆tIta′ is the inflow term, proportional to the expected number of infected

nodes that are active during ∆t,
∫
da′a′∆tIta′ , the probability of contacting a suscep-

tible nodes in class a, St
a/N , the number m of links created by each active node and

the transmission probability λ per contact;

• µ∆tIta is the outflow term, proportional to the number of infected nodes and the
recovery rate.

Multiplying by
∫
da the latter equation, we get:∫

da It+∆t
a =

∫
da Ita −

∫
da µ∆tIta +

∫
da λm

St
a

N

∫
da′a′∆tIta′

Then:

It+∆t = It − µ∆tIt +
λm∆t

N

∫
da St

a

∫
da′a′ Ita′ =

= It − µ∆tIt +
λm∆t

N

∫
da

(
Na − Ita

) ∫
da′a′ Ita′ =

∼= It − µ∆tIt +
λm∆t

N

∫
da Na

∫
da′a′ Ita′

where we have used the early-stage approximation (neglecting second-order terms in the
infected population It). Then:

It+∆t ∼= It − µ∆tIt + λm∆tθt

where we have defined θt
.
=

∫
da aIta. Performing the continuous limit (∆t→ 0):

dI(t)

dt
= −µI(t) + λmθ(t) (3.10)
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The next step is to find the dynamical equation for θ(t). Multiplying by
∫
da a equation

(3.9), we get:

θt+∆t =

∫
da aIt+∆t

a =

∫
da aIta −

∫
da aµ∆tIta +

∫
da aλm

St
a

N

∫
da′a′∆tIta′ =

= θt − µ∆tθt +
λm∆t

N

∫
da aSt

a

∫
da′a′Ita′ =

= θt − µ∆tθt +
λm∆t

N

∫
da a

(
Na − Ita

) ∫
da′a′Ita′ =

∼= θt − µ∆tθt +
λm∆t

N

∫
da aNa

∫
da′a′Ita′ =

= θt − µ∆tθt + λm∆t ⟨a⟩ θt

where we have used again the early-stage approximation. Performing the continuous limit
(∆t→ 0):

dθ(t)

dt
= −µθ(t) + λm ⟨a⟩ θ(t) (3.11)

This system of two equations can be rewritten in matrix form:(
İ

θ̇

)
=

(
−µ λm
0 −µ+ λm ⟨a⟩

)
·
(
I
θ

)
(3.12)

Computing the characteristic polynomial, we get:

(−µ− Λ) (−µ+ λm ⟨a⟩ − Λ) = 0

µ2 − λm ⟨a⟩µ+ µΛ + µΛ− λm ⟨a⟩Λ + Λ2 = 0

Λ2 + (2µ− λm ⟨a⟩) Λ +
(
µ2 − λm ⟨a⟩µ

)
= 0

Λ2 + bΛ + c = 0

with b = 2µ − λm ⟨a⟩ and c = µ2 − λm ⟨a⟩µ. The eigenvalues are the solution of the
characteristic polynomial:

Λ1,2 =
−b±

√
b2 − 4c

2
=

=
−2µ+ λm ⟨a⟩ ±

√
(2µ− λm ⟨a⟩)2 − 4 (µ2 − λm ⟨a⟩µ)

2
=

=
−2µ+ λm ⟨a⟩ ±

√
4µ2 + λ2m2 ⟨a⟩2 − 4λm ⟨a⟩µ− 4µ2 + 4λm ⟨a⟩µ

2
=

=
−2µ+ λm ⟨a⟩ ± λm ⟨a⟩

2
=

= −µ+
λm ⟨a⟩

2
± λm ⟨a⟩

2
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Figure 3.4 In this plot, we show the SIS stationary infected density as a function of R0.
The plot was obtained with N = 105 and µ = 1/40. We note that the curve starts to
increase around R0 = 1.

For exactly the same reasons explained in the previous section, we require the largest
eigenvalue −µ+ λm ⟨a⟩ of the Jacobian to be greater than zero, obtaining:

−µ+ λm ⟨a⟩ > 0 ⇒ λ

µ
>

1

m ⟨a⟩

Therefore, for a directed graph, one finds that the reproductive number is:

R0
.
=

λ

µ
m ⟨a⟩ > 1

To summarize, the parameters of SIS model are:

• λ = probability of a node to be infected by an infected node,

• µ = rate of recovery (of an infected node).

The authors of the article observe that the results of SIS simulations on time-aggregated
networks are misleading in terms of both the threshold and the magnitude of the stationary
state, compared to simulations on networks generated using the ADN (see Figure 3.5).
Time-aggregated networks assume that links are always available to transmit the infection,
ignoring the fact that in reality they may or may not be active depending on the particular
activity of the agents.
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Figure 3.5 The plot shows the value of the fraction of infected individuals in the steady
state (i∞) as the epidemic threshold varies (R0). Each curve was obtained from numerical
simulations of the SIS model on a network generated using the activity driven model and
two other networks. The latter two were obtained by integrating the model over 20 and 40
time steps. Reproduced from [18].

3.3 SIS model on ADN with susceptibility classes

When susceptibility classes and the phenomenon of homophily are taken into account, in ad-
dition to distinguishing infected nodes based on their activity class (a) at time (t), it is also
necessary to consider their membership to a susceptibility class (x), with x ∈ {1, . . . , Q}.
Each susceptibility class is characterized by its own gullibility, λx, and recovery rate, µx.
We will now present the analytical solution proposed by Brett et al. [17].

The discrete dynamical equation for Ita,x reads:

It+∆t
a,x = Ita,x − µx∆t Ita,x

+ λxm
St
a,x

Nx
p

∫
da′ a′∆t Ita′,x

+ λxm(1− p)
∑
y ̸=x

St
a,x

N −Ny

∫
da′ a′∆t Ita′,y.

(3.13)
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where the third term on the right-hand side represents the inflow from the same gullibility
class and the fourth term represents the inflow from all other classes. Multiplying by

∫
da:

It+∆t
x =

∫
da It+∆t

a,x =

∫
da Ita,x − µx∆t

∫
da Ita,x+

+
λxmp∆t

Nx

∫
da St

a,x

∫
da′a′Ita′,x+

+ λxm(1− p)∆t

∫
da St

a,x

∑
y ̸=x

∫
da′a′

Ita′,y
N −Ny

=

= Itx − µx∆tItx+

+
λxmp∆t

Nx

∫
da

(
Na,x − Ita,x

) ∫
da′a′Ita′,x+

+ λxm(1− p)∆t

∫
da

(
Na,x − Ita,x

)∑
y ̸=x

∫
da′a′

Ita′,y
N −Ny

=

∼= Itx − µx∆tItx+

+
λxmp∆t

Nx

∫
da Na,x

∫
da′a′Ita′,x+

+ λxm(1− p)∆t

∫
da Na,x

∑
y ̸=x

∫
da′a′

Ita′,y
N −Ny

=

= Itx − µx∆tItx+

+ λxmp∆tθtx+

+ λxm(1− p)∆t
∑
y ̸=x

Nx

N −Ny
θty

where we have used the early-stage approximation. Performing the continuous limit (∆t→
0):

dIx(t)

dt
= −µxIx(t) + λxm

pθx(t) + (1− p)
∑
y ̸=x

Nx

N −Ny
θy(t)

 (3.14)

24



The next step is to find the dynamical equation for θ(t). Multiplying by
∫
da a equation

(3.13), we get:∫
da aIt+∆t

a,x = θt+∆t
x =

∫
da aIta,x − µx∆t

∫
da aIta,x+

+
λxmp∆t

Nx

∫
da aSt

a,x

∫
da′a′Ita′,x+

+ λxm(1− p)∆t

∫
da aSt

a,x

∑
y ̸=x

∫
da′a′

Ita′,y
N −Ny

=

∼= θtx − µx∆t

∫
da aIa,x+

+
λxmp∆t

Nx

∫
da aNa,x

∫
da′a′Ita′,x+

+ λxm(1− p)∆t

∫
da aNa,x

∑
y ̸=x

∫
da′a′

Ita′,y
N −Ny

=

= θtx − µx∆tθtx+

+ λxmp∆t ⟨a⟩x θ
t
x+

+ λxm(1− p)∆t ⟨a⟩x
∑
y ̸=x

Nx

N −Ny

∫
da′a′Ita′,y =

= θtx − µx∆tθtx+

+ λxmp∆t ⟨a⟩x θ
t
x+

+ λxm(1− p)∆t ⟨a⟩x
∑
y ̸=x

Nx

N −Ny
θty

where we have used again the early-stage approximation. Performing the continuous limit
(∆t→ 0):

dθx(t)

dt
= −µxθx(t) + λxm ⟨a⟩x

pθx(t) + (1− p)
∑
y ̸=x

Nx

N −Ny
θy(t)

 (3.15)

To summarize:İx = −µxIx + λxm
[
pθx + (1− p)

∑
y ̸=x

Nx
N−Ny

θy

]
.
= gx for x = 1, . . . , Q

θ̇x = −µxθx + λxm ⟨a⟩x
[
pθx + (1− p)

∑
y ̸=x

Nx
N−Ny

θy

]
.
= hx for x = 1, . . . , Q
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The system of 2Q equations can be rewritten in matrix form as:



İ1
...
˙IQ
θ̇1
...
˙θQ


= J ·



I1
...
IQ
θ1
...
θQ


=



∇g1
...
∇gQ
∇h1
...
∇hQ


·



I1
...
IQ
θ1
...
θQ


=



∂g1
∂I1

. . . ∂g1
∂IQ

∂g1
∂θ1

. . . ∂g1
∂θQ

...
. . .

...
...

. . .
...

∂gQ
∂I1

. . .
∂gQ
∂IQ

∂gQ
∂θ1

. . .
∂gQ
∂θQ

∂h1
∂I1

. . . ∂h1
∂IQ

∂h1
∂θ1

. . . ∂h1
∂θQ

...
. . .

...
...

. . .
...

∂hQ

∂I1
. . .

∂hQ

∂IQ

∂hQ

∂θ1
. . .

∂hQ

∂θQ


·



I1
...
IQ
θ1
...
θQ


In our case:

J =



−µ1 . . . 0 pλ1m λ1m(1− p)C1,2 . . . λ1m(1− p)C1,Q
...

...
. . .

...
...

. . .
...

0 . . . −µQ λQm(1− p)CQ,1 λQm(1− p)CQ,2 . . . pλQm

0 . . . 0 −µ1 + β1p (1− p)β1C1,2 . . . (1− p)β1C1,Q
...

...
. . .

...
...

. . .
...

0 . . . 0 (1− p)βQCQ,1 (1− p)βQCQ,2 . . . −µQ + βQp


where βx = mλx⟨a⟩x and we have defined Cx,y

.
= Nx

N−Ny
. We observe that:

J =

(
A B

0 C

)
Thanks to the specific form of the Jacobian matrix, one can calculate the determinant as:

det (J − tI) = det(A− tI) · det(C − tI) =

= det

−µ1 − t . . . 0
...

. . .
...

0 . . . −µQ − t

 · det
−µ1 + β1p− t . . . (1− p)β1C1,Q

...
. . .

...
(1− p)βQCQ,1 . . . −µQ + βQp− t

 =

= (−µ1 − t) . . . (−µQ − t) · det

−µ1 + β1p− t . . . (1− p)β1C1,Q
...

. . .
...

(1− p)βQCQ,1 . . . −µQ + βQp− t


We see that−µ1, . . . ,−µQ are eigenvalues of matrixA; this means that the largest eigenvalue
would be associated with matrix D:

det(D) = det

−µ1 + β1p− t . . . (1− p)β1C1,Q
...

. . .
...

(1− p)βQCQ,1 . . . −µQ + βQp− t


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The biggest eigenvalue tmax would be of the form:

tmax = −
∑
x

µx + p
∑
x

βx + Ξ > 0

with Ξ a function that depends on the combined effects of each class’s average activation,
infection rate, and recovery rate, as well as on the mixing between classes. The reproductive
number R0 is then:

R0
.
=

p
∑

x βx + Ξ∑
x µx

> 1

To summarize, the parameters are:

• Q = number of gullibility classes,

• {λx} = set of λ’s,

• {µx} = set of µ’s,

• p = prob. to select a node (between m nodes) from the same susceptibility class.

Case Q = 1

In this case one finds, thankfully, the solution found in the absence of susceptibility classes,
indeed (with p = 1): (

İ1
θ̇1

)
=

(
−µ1 λ1m
0 −µ1 + λ1m ⟨a⟩1

)
·
(
I1
θ1

)
and so R0 =

λ1
µ1
m ⟨a⟩1.

Case Q = 2

In this case we have that:
İ1
İ2
θ̇1
θ̇2

 =


−µ1 0 pλ1m (1− p)λ1mC1,2

0 −µ2 (1− p)λ2mC2,1 pλ2m
0 0 −µ1 + pβ1 (1− p)β1C1,2

0 0 (1− p)β2C2,1 −µ2 + pβ2

 ·

I1
I2
θ1
θ2


We calculate the determinant as:

det (J − tI) = det(A− tI) · det(C − tI) =

= det

(
−µ1 − t 0

0 −µ2 − t

)
· det

(
−µ1 + pβ1 − t (1− p)β1C1,2

(1− p)β2C2,1 −µ2 + pβ2 − t

)
=

= (−µ1 − t)(−µ2 − t) · det
(
−µ1 + pβ1 − t (1− p)β1C1,2

(1− p)β2C2,1 −µ2 + pβ2 − t

)
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Focusing on the second determinant:

det

(
−µ1 + pβ1 − t (1− p)β1C1,2

(1− p)β2C2,1 −µ2 + pβ2 − t

)
=(−µ1 + pβ1 − t) (−µ2 + pβ2 − t)+

− ((1− p)β1C1,2) ((1− p)β2C2,1) =

= (−µ1 + pβ1) (−µ2 + pβ2) + t2+

− (−µ1 + pβ1) t− (−µ2 + pβ2) t+

− (1− p)2 β1β2C1,2C2,1 =

=µ1µ2 + p2β1β2 − µ1pβ2 − µ2pβ1 + t2+

− (−µ1 − µ2 + pβ1 + pβ2) t+

−
(
1 + p2 − 2p

)
β1β2C1,2C2,1

Then:

µ1µ2 + p2β1β2 − µ1pβ2 − µ2pβ1 + t2 − (−µ1 − µ2 + pβ1 + pβ2) t−
(
1 + p2 + 2p

)
β1β2C1,2C2,1 =

= t2 − (p(β1 + β2)− (µ1 + µ2)) t+ µ1µ2 + p2β1β2 − p(µ1β2 + µ2β1)− (1− p)2 β1β2C1,2C2,1 = 0

Denoting: {
B = (p(β1 + β2)− (µ1 + µ2))

C = µ1µ2 + p2β1β2 − p(µ1β2 + µ2β1)− (1− p)2 β1β2C1,2C2,1

we simply obtain:

t2 −Bt+ C = 0

The solution is:

t1,2 =
B ±

√
B2 − 4C

2
=

=
p (β1 + β2)− (µ1 + µ2)

2
+

±

√
[p (β1 + β2)− (µ1 + µ2)]

2 − 4
[
µ1µ2 + p2β1β2 − p(µ1β2 + µ2β1)− (1− p)2 β1β2C1,2C2,1

]
2
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Considering only the argument of the square root:

[p (β1 + β2)− (µ1 + µ2)]
2 − 4

[
µ1µ2 + p2β1β2 − p(µ1β2 + µ2β1)− (1− p)2 β1β2C1,2C2,1

]
=

=p2 (β1 + β2)
2 + (µ1 + µ2)

2 − 2p (β1 + β2) (µ1 + µ2)+

− 4µ1µ2 − 4p2β1β2 + 4p(µ1β2 + µ2β1) + 4 (1− p)2 β1β2C1,2C2,1 =

=p2β2
1 + p2β2

2 + 2p2β1β2 + µ2
1 + µ2

2 + 2µ1µ2 − 2pβ1µ1 − 2pβ1µ2 − 2pβ2µ1 − 2pβ2µ2+

− 4µ1µ2 − 4p2β1β2 + 4p(µ1β2 + µ2β1) + 4 (1− p)2 β1β2C1,2C2,1 =

=p2β2
1 + p2β2

2 + 2p2β1β2 + µ2
1 + µ2

2 + 2µ1µ2 − 2pβ1µ1 − 2pβ1µ2 − 2pβ2µ1 − 2pβ2µ2+

− 4µ1µ2 − 4p2β1β2 + 4pµ1β2 + 4pµ2β1 + 4 (1− p)2 β1β2C1,2C2,1 =

=p2(β2
1 + β2

2 − 2β1β2) + (µ2
1 + µ2

2 − 2µ1µ2)− 2p(µ1 − µ2)(β1 − β2) + 4(1− p)2β1β2C1,2C2,1 =

= [p(β1 − β2)− (µ1 − µ2)]
2 + 4(1− p)2β1β2C1,2C2,1

Therefore:

t1,2 =
p (β1 + β2)− (µ1 + µ2)

2
±

√
[p(β1 − β2)− (µ1 − µ2)]

2 + 4(1− p)2β1β2C1,2C2,1

2

The biggest eigenvalue is:

t2 =
p (β1 + β2)− (µ1 + µ2)

2
+

√
[p(β1 − β2)− (µ1 − µ2)]

2 + 4(1− p)2β1β2C1,2C2,1

2
=

=
−
∑

x=1,2 µx + p
∑

x=1,2 βx + Ξ

2
> 0

We have found the specific form of Ξ:

Ξ2 = [p(β1 − β2)− (µ1 − µ2)]
2 + 4(1− p)2β1β2C1,2C2,1

When Q = 2:

C1,2 =
N1

N −N2
=

N1

N − (N −N1)
= 1 = C2,1

Therefore:

Ξ2 = [p(β1 − β2)− (µ1 − µ2)]
2 + 4(1− p)2β1β2 (3.16)
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The reproductive number R0 is:

−
∑
x=1,2

µx + p
∑
x=1,2

βx + Ξ > 0 ⇒ R0
.
=

p
∑

x=1,2 βx + Ξ∑
x=1,2 µx

> 1 (3.17)

For Q = 2 and µ1 = µ2 = µ, the authors show that, with 0 < p < 1:

min
x

R
(x)
0 ≤ R0(p) ≤ max

x
R

(x)
0

with R
(x)
0 = βx/µ (i.e. the reproductive number as if the nodes in class x were isolated

from all the others, p = 1). Furthermore, they show that for µ1 ̸= µ2, there is a regime,
p > p∗, where p∗ can be computed analytically, in which mixing can increase fragility, i.e.

R0(p) > max
x

R
(x)
0 . The coupled network is more vulnerable than each isolated category.
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Chapter 4

The modeling of cognitive
processes

This chapter focuses on presenting the modeling of individuals’ learning and cognitive
processes. We begin the chapter with an explanation of Instance-Based Learning The-
ory (IBLT), whose mechanisms, introduced in the Adaptive Control of Thought-Rational
(ACT-R) cognitive model, have shown excellent applicability to the recognition of phishing
emails in the literature. This is followed by an explanation of the Instance-Based Learning
Model (IBLM) that has been chosen to implement phishing email detection in the integrated
model with the network.

4.1 The Instance-Based Learning Theory (IBLT)

In this section, we will be looking at the Instance-Based Learning Theory as it was presented
in the paper by Gonzalez et al. [31]. The theory is relevant to Dynamic Decision-Making
(DDM), which describes the decision-making processes that occur in a dynamic environment
involving multiple interdependent decisions made in real time within a changing context.

4.1.1 Introduction to instance-based learning theories

According to the studies of Simon and Langley [49], learning is a process that modifies
the cognitive system in a relatively stable manner, improving future performance. Fur-
thermore, they introduce several useful concepts for learning mechanisms: the Knowledge
base refers to the accumulation of information in a declarative form, such as facts and
experiences that can be retrieved and declared, Recognition refers to the ability to dis-
criminate among familiar classes of objects and Strategies refer to the possible ways of
acting and deciding that evolve with experience and feedback. Evaluation functions are
used to judge the utility of possible alternatives, for example, deciding whether to continue
searching for new options or to select the most suitable one.
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Simon and Langley observe that decision-makers perform better when they apply heuristics
(general rules) in a more flexible way. They interpret this as meaning that decision-makers
increasingly rely on their accumulated knowledge over time, using past experience to guide
their choices. Based on these findings, they propose that the most realistic learning process
in DDM involves creating and recalling specific decision scenarios or examples.

There are several theories that support this intuition; briefly:

• The Chunking Theory by Chase and Simon [50]. It suggests that learning occurs
through the accumulation of chunks in long-term memory and that experts in a given
field recognize these chunks and save links to them in short-term memory. Experts
conduct selective searches, relying on environmental cues to direct their attention.
This theory contributes to the Knowledge base, Recognition and Strategies mecha-
nisms.

• The Instance-based recognition model by Hintzman [51, 52]. In the proposed model
each experience is stored as a memory trace containing a set of task features. In this
framework, retrieval occurs through similarity-based matching between a probe and
stored traces.

• The models based on similarity by Medin and Schaffer [53] and Nosofsky [54]. Medin
and Schaffer assumes that decisions are based on similarity to previous examples, while
Nosofsky presents a mathematical function for quantifying similarity. The concept of
similarity is fundamental to many instance-based learning theories, and it is believed to
have a crucial role in the mechanisms of Recognition, Strategy and for the Evaluation
functions.

• The Instance Theory of Automatization by Logan [55]. The theory presents a model of
skill acquisition which relies on the retrieval of examples from memory. Furthermore,
it describes the transition from rule-based (algorithm-based) performance to instance-
based performance. Indeed the author hypothesizes that people shift from applying
rules to retrieving information from memory as instances accumulate. Unlike previous
theories and models, Logan’s theory does not rely on the concept of similarity in
memory retrieval; it retrieves only identical examples. Nosofsky and Palmeri [56]
extended Logan’s model by proposing that memory retrieval is based on similarity.
Logan’s theory and its subsequent extensions play a role in both Strategy mechanism
and for the Evaluation functions.

• Case-Based Reasoning (CBR) by Gilboa and Schmeidler [57]. It asserts that knowl-
edge of complex tasks is developed by accumulating information about the state of
the environment, the chosen solution, and the outcome.

In summary, instance-based learning theories share the following characteristics: the accu-
mulation of instances in memory, the development of situation recognition and alternative
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Figure 4.1 Schematic representation of main IBLT steps in DDM. Reproduced from [31].

research, a similarity-based memory retrieval and the transition from rule-based to instance-
based performance. The authors argue that the features of instance-based learning theories
make them particularly applicable to DDM.

4.1.2 Instance-based mechanisms in dynamic decision making context

This section presents the learning mechanisms within IBLT, as described by Simon and
Langley [49], in the context of dynamic decision-making.

The definition of an instance in IBLT is a triplet with slots for situation, decision and
utility (SDU). The situation (S) is a set of indicators that characterize the instance and
will be useful for understanding how similar it is to a new situation, the decision (D) is the
action taken, and the utility (U) is an evaluation of the outcome of that action.

As proposed by Simon and Langley, IBLT operates through five learning mechanisms in
the context of a decision-making process:

1. Instance-based knowledge: accumulation of knowledge in the form of instances (as
SDU);

2. Recognition-based retrieval: retrieval from memory based on similarity between cur-
rent situation and past experiences;

3. Adaptive strategies: transition from heuristic strategies to instance-based strategies
with time;
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4. Necessity-based choice: managing of the trade-off between the research of possible
alternatives and the choice of the best solution;

5. Feedback updates: update the utility of past SDUs according to the results of actions.

The main steps of the decision-making process outlined by IBLT are: recognition, judgment,
choice and feedback (see Figure 4.1). Let us take a closer look at each of these steps.

Recognition This step involves recognizing the current situation; this skill improves over
time, moving from heuristic-based approaches to directly retrieving a solution that depends
on the specific context at hand. An inexperienced individual undertakes an inefficient and
random exploration of possible options. Over time, they begin to identify familiar situations
and retrieve the most appropriate solution. Furthermore, as they accumulate experience,
decision makers learn to focus on the most significant elements. Through practice, individ-
uals become increasingly selective about the information they use. IBLT also suggests that
this increasing selectivity and attention to the most informative elements derive from the
similarity (a measure of the distance between the characteristics of previous instances and
those of the current one) between past decisions (SDUs) and the current situation. Recog-
nition depends on attention, which is shaped by prior knowledge and guided by similarity
between cases.

A new situation may be typical or atypical:

• Typical. A new situation is considered typical if similar instances exist in memory;

• Atypical. A new situation is atypical when no similar situations can be found in
memory.

Judgment After categorizing a new situation as typical or atypical, decision makers eval-
uate which action might be the most appropriate. The IBLT proposes two judgment proce-
dures, one for atypical situations and one for typical situations. Again, the IBLT proposes
that decision makers adapt their strategies from heuristic-based judgments to instance-based
judgments. More precisely:

• Atypical situation. In atypical situations, decision makers use heuristics to evaluate
the utility of a decision. Judgments can be based, for example, on the instructions
provided or even on random heuristics. Time heuristics, for example, recommend
making a decision based on the time remaining.

• Typical situation. In typical situations, the IBLT proposes that decision makers de-
termine the utility of an action by combining the utility of similar cases stored in
memory. The evaluation of an action is a weighted sum of the similarity between
situations and actions, both current and stored. To this end, the IBLT introduces the
concept of activation associated with each SDU in memory, with the aim of deter-
mining its pertinence in relation to the current situation. Activation is a measure of
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the relevance of an instance in memory in the current context. Once activation has
been evaluated for each instance in memory, the stored utility values of all instances
are combined to evaluate the current situation. A new SDU instance is then created
whose utility is the result of all previous knowledge.

Choice Following the evaluation process, decision makers determine the action to be
taken, presumably the best option. Rational theories of choice assume that all possible
alternatives are known, enabling the decision maker to select the optimal option. However,
in the context of DDM, this does not work, which is why the IBLT proposes an intermediate
strategy. This strategy involves evaluating alternatives one by one, with the decision maker
then choosing between continuing the search for further alternatives or implementing the
currently preferred alternative after each evaluation. This choice is determined by the
decision maker’s level of necessity. The level of necessity indicates the need to make a
decision and is determined by subjective or objective factors such as the remaining time.
The level of necessity directly affects how many alternatives are evaluated before a decision
is made. If no time is available, the decision maker will implement the best available
alternative. Implementing a decision modifies the environment and the SDU stored in
memory to indicate the selected alternative.

Feedback In order to improve performance, decision-makers should be able to measure
the consequences of their decisions. For this reason, the process includes a feedback step.
Instance-based learning models typically offer little to no information on how to implement
a feedback mechanism. The IBLT, however, uses feedback to refine the SDUs of decision
makers. When an SDU is created, its utility value is only a prediction based on experience,
and its actual utility value remains unknown until feedback is provided. Once this is known,
decision makers update the utility value in the SDUs, replacing the initial prediction. This
updating process increases the weight that these SDUs will have in the future, as they have
been refined based on feedback.

4.2 An ACT-R implementation of IBLT

An Instance-Based Learning Model (IBLM) was constructed in the Adaptive Control of
Thought-Rational (ACT-R) cognitive architecture. The ACT-R mechanisms and parame-
ters, as introduced by Anderson and Lebiere [58], are presented next.

ACT-R is an architecture for cognitive modeling, based on principles of cognition, sup-
ported by many studies and experiments. The ACT-R architecture is particularly well
suited for implementing the IBLT mechanisms, as it represents knowledge in two forms:
procedural (If-Then rules) and declarative (chunks). Chunks are used for learning and are
formed when a goal is achieved; this knowledge can be retrieved through a range of meth-
ods. This framework appears to be the optimal setting for implementing the proposals of
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Logan’s theory that were presented earlier. Furthermore, in ACT-R, knowledge stored in
declarative form is retrieved based on the activation level associated with each chunk.

4.2.1 ACT-R mechanisms and parameters

As we have just mentioned, the ACT-R cognitive architecture includes the concept of chunk
activation in memory, which is also present in IBLT itself. Within ACT-R, the activation
associated to chunk i is defined as:

Ai = Bi +
∑
j

WjSji

with Bi a base-level activation of chunk i, Sji a measure of the relevance of chunk j with
respect to chunk i and Wj a weighting factor for the j-th chunk (i.e. the “attention” given
to it).

The ACT-R architecture defines the Partial Matching (PM) mechanism, which allows a
variable number of chunks to be retrieved that may only partially match the current situa-
tion. The Partial Matching Equation reads:

Mip = Ai −MP
∑
v,d

(1− Sim(v, d))

where Mip is the match score between chunk i and current situation p, Ai is the activation
just defined, Sim(v, d) is a measure of similarity (similarity function) between the value v,
from the current situation, and d, from the chunk, and MP is a constant factor used to
calibrate the impact of dissimilarity in the match score. We observe that the subtracted
term acts as a penalty in cases of dissimilarity, being equal to zero in cases of perfect match-
ing, Mip = Ai. MP can be modulated to find the best compromise between activation and
matching.

More generally, the Blending mechanism is introduced. Blending is a generalization of
PM that compute a result from multiple chunks of memory instead of selecting a single
chunk. While PM retrieves the chunk with the highest match score relative to the current
situation, blending involves each chunk participating with a value Vi, with each chunk’s
contribution weighted by its activation and similarity. The final result, V ∗, is therefore a
weighted average of the values proposed by the chunks, taking into account how much each
chunk is similar to the current situation. The Blending Equation reads:

V ∗ = argmin
V

{∑
i

Pi (1− Sim(V, Vi))
2

}

with V the set of possible actions. The probability Pi of recovering a chunk i is defined as
a function of its match score Mip, compared with the match scores of all other chunks. The

36



formula is given by the Boltzmann equation:

Pi =
e

Mip
t∑

j e
Mjp
t

where t is an activation noise (such as temperature).

Blending is a mechanism in ACT-R that allows an aggregate value to be calculated from
multiple chunks (units of knowledge) present in memory. Rather than selecting a single
chunk, the idea is to combine information from all relevant chunks based on their activation
and similarity to the current situation.

4.3 The Instance-Based Learning Model (IBLM)

In this section, we introduce the Instance-Based Learning Model (IBLM) proposed by Cran-
ford et al. [15]. This framework will be used in the integrated model with the network. The
model they developed, in particular, simulates users’ responses to receiving phishing emails.

Building on the strong foundations of the IBLT implemented in ACT-R, the authors pro-
pose simplifications and changes that are specific to the phenomenon being modeled: the
reaction of users to phishing emails. The authors argue that for emails, there is usually a
gap between actions and feedback on an email’s actual maliciousness. So, for this task, they
only represent the context and the action in the elementary knowledge element (chunk), not
the outcome (the utility). The context elements (features) of an email are the sender’s email
address, the subject line, the email body and the link. The possible actions are to either
click or not click the link. Therefore, for each new email received (see Figure 4.2), the model
considers the email’s context and generates an action by retrieving past instances in memory.

In ACT-R the retrieval of an instance depends on the activation strength of the associ-
ated chunk in memory. The activation Ai of a chunk i reads:

Ai = ln

 n∑
j=1

t−d
j

+MP ·
∑
j

Sim
(
vj , c

(k)
j

)
+ εi (4.1)

where:

• the first term accounts for the forgetting (recency) phenomena; tj is the time since
the jth occurrence of chunk i and d is the decay rate of each occurrence (ACT-R sets
this value equal to 0.5);

• the second term resembles a partial matching process; Sim
(
vj , c

(k)
j

)
is the similarity

between the jth feature value in memory c
(k)
j of chunk k and the corresponding value in
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Figure 4.2 An example phishing attack scenario. The third (phishing) email shares some
features with both the first (phishing) and the second (safe) email. Reproduced from [15].

the current situation vj (is scaled by the mismatch penalty (MP), set by default equal

to 1). We note that Sim(vj , c
(k)
j ) value ranges from -1 to 0, representing maximum

dissimilarity and perfect matching, respectively.

• the third term is a noise, sampled from a logistic distribution with a null mean and
variance parameter s (ACT-R sets this value equal to 0.25), introduced to add stochas-
ticity in retrieval.

It should be mentioned that the authors used real emails with textual content and employed
the University of Maryland Baltimore County’s (UMBC) semantic-textual-similarity tool
to assess similarity.

The probability of retrieving a specific instance is calculated using the Boltzmann equa-
tion, which takes into account the strength of the activation Ai and the temperature t (set
to 1):

Pi =
eAi/t∑
j e

Aj/t

The IBLM uses ACT-R’s blending mechanism. The blending equation reads:

V ∗ = argmin
V

{∑
i

Pi · (1− Sim (V, Vi))
2

}
with V the set of possible actions. The solution V ∗ is the one that minimizes the difference
between the possible action V and the actual answer Vi contained in chunk i, weighted

38



Figure 4.3 Here is represented the memory dynamics. In the plot are shown the effects of
the addition of new instances (1, 2, 3) in memory. One observes that the areas associated
with the action ”click” and ”not click” change over time; the third email is a phishing email,
but it seems to be more similar to a safe one; the decision maker falls victim to a virus.
Reproduced from [15].

by the probability of retrieval Pi (a measure of chunk i relevance in the current situation).
After an action is generated, the experience (the context plus the action) is stored in declar-
ative memory as a new instance (or chunk); such instance will influence future decisions
(see Figure 4.3).

The authors validated the model with experiments involving human participants. On av-
erage, the model can predict human behavior in 58.6% of cases involving benign emails
and 63.4% of cases involving phishing emails. The model was more accurate in predicting
behavior in cases involving phishing emails than in cases involving benign emails. As with
humans, the model responded to a high quantity of phishing emails (39.7% and 39.0%,
respectively). However, while humans responded to a higher number of harmless emails
(47.9%), the model responded to only 39.5% of harmless emails. This suggests that the
model has difficulties distinguishing between the two types of email. This could be partly
explained by the fact that participants were less cautious than they would be in a real-life
situation, which led, given the structure of the experiment, to a bias in the model’s response.
The model generally performs well in predicting general human behavior. However, it is
less accurate in classifying a benign email as safe.

A few years later, the model was improved by Cranford et al. [32] as part of research
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exploring the impact of frequency on phishing detection training. This model was then
validated by reproducing the Phishing Training Task (PTT) in Singh et al. [34]. Without
going into the details of the experiment at this stage, the changes to the model essentially
involve adjusting the parameter values in the activation Ai. These changes are summarized
in the following list:

• Mismatch penalty MP = 1 → 2; increasing this value accentuated the differences
between different emails while reinforcing the similarities between similar ones. This
increased the overall discriminability of the model;

• The temperature t = 1→
√
2 · s; the value of 1 results in a more even distribution of

weights among instances during retrieval. Reducing this value creates a less smooth
distribution, with peaks around instances with higher activation. This means that
more similar instances have a greater weight in the decision-making process;

• Decay rate d = 0.5 → 0; the decay rate is linked to the fact that the impact of old
instances on current decisions should be small (recency effects). Setting it to 0 means
that all instances play a more similar role in the retrieval process, which reduces the
effects of recency. Studies have shown that, for longer-lasting tasks, this new value is
better at representing recency effects in the retrieval process. The ability to recognize
phishing emails comes from a great amount of accumulated experience which must
play a role. This experience has essentially reached a constant level. An acceptable
solution for representing this memory phenomenon is to distribute activation more
evenly across old and new instances.

We report that the model was initialized with an equal number of ham and phishing emails,
despite the fact that humans actually experience many more ham emails than phishing
emails in reality.

Let’s now turn our attention to PTT, an experiment conducted by Singh et al. [34], later
used by Cranford et al. [32] to validate their IBLM. The aim of the PTT was to study the
impact of various learning factors (e.g. frequency effects) on phishing detection decisions.
The PTT is divided into three phases:

1. Pre-test: participants receive 10 emails (2 phishing and 8 legitimate) and are asked
to classify them.

2. Training: participants are presented 40 emails of which 10,20 or 30 are phishing emails.
In this phase, feedback is provided on the actual nature of the emails received.

3. Post-test: participants receive 10 emails (2 phishing and 8 legitimate) and are asked
again to classify them, in order to test the effect of frequency.

Cranford et al. run the model 10 times per participants (298 participants), exposing the
model to the same stimuli as the humans. To model PTT, Cranford et al. initialized the
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Figure 4.4 TPR vs FPR of phishing decision accuracy across three phases of the PTT for
humans (black) and model (gray). The model provides an accurate representation of human
behavior. Note, however, that human behavior is far from perfect. Reproduced from [32].

memory of the nodes with 10 emails (half malicious and half ham).

Cranford et al. use the definitions of True-Positive Rate (TPR) and the False-Positive
Rate (FPR):

TPR =
TP

P
=

TP

TP + FN
(4.2)

FPR =
FP

N
=

FP

FP + TN
(4.3)

with P the total number of Positive emails (malicious email), N the total number of Nega-
tive emails (ham emails), TP the True Positive (malicious email categorized as malicious),
FP the False Positive (ham email categorized as malicious), FN False Negative (malicious
email categorized as ham) and TN (ham email categorized as ham).

A brief review of the results indicates that the model replicates human behavior accurately
across the various phases and conditions (see Figure 4.4).
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Chapter 5

Results

5.1 Modeling framework

In previous chapters, we introduced all the necessary components for developing the inte-
grated model. We presented a model for the time-varying network and studied how cyber
threats spread on such network. Finally, we presented a model for describing the human
cognitive processes exploited by cyber threats. In this chapter, we will define the framework
of the integrated model, explaining the measures, simplifications, and solutions adopted to
integrate all components in a coherent way supported by the literature.

The system we intend to describe is a dynamic network, whose connections vary over time,
in which each node, or individual, is characterized by its own individual experience, which
is used to make decisions. The nodes in the network continuously exchange emails, both
safe and phishing; infected nodes send both safe and phishing emails. There is a possibility
that a malicious email could infect a contacted node, but this would be dependent on its
own decision. This enables the cyber threat to spread throughout the network.

5.1.1 Email definition, generation and comparison

In order to perform simulations, it is essential to define how emails are modeled. In the
IBLM presented in the previous chapter, real emails are used, with textual content, sender
email address, subject line and links. Due to the complexity of the model, it was considered
methodologically correct to start with a simplified version of the emails in order to avoid
heavy computations, as well as to make the results as interpretable as possible.

In general, an email, even with textual content, can be modeled as vector of s features:

C⃗ = (C1, . . . , Cs)

The features represent the textual content, the sender’s email address, and so on. If we
consider node i with Mi instances in memory, the memory chunks (or in can be visualized
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as follows:

Chunk 1 →
[
C⃗(1) =

(
C

(1)
1 , . . . , C(1)

s

)
+ choice(1) = ”to click”

]
...

Chunk Mi →
[
C⃗(Mi) =

(
C

(M)
1 , . . . , C(Mi)

s

)
+ choice(Mi) = ”to click”

]
The number Mi of instances (or chunks) in memory of node i is not fixed, but it changes
over time, Mi = Mi(t). In general Mi ̸= Mj for i ̸= j.

We model the email with one feature (s = 1). Therefore:

C⃗ = (C1)

We have defined the single feature such that it takes numerical values C1 ∈ R in a prede-
termined interval, C1 ∈ [0, Cmax], where the extrema corresponds to “not suspicious at all”
and “highly suspicious”:

• C1 = 0 ←→ “not suspicious at all”,

• C1 = Cmax ←→ “highly suspicious”.

The feature is therefore an aggregate variable that takes into account all the characteristics
of the email, such as its content and subject line. Therefore, if the feature of an email is close
to Cmax, it is perceived as potentially phishing, while if it is close to 0, it is perceived as safe.

Once the emails in our model have been defined, it is necessary to design the email gen-
eration process, which is fundamental for studying the spread of cyber threats. Since the
feature takes numerical values, the most immediate solution is to sample it from a probabil-
ity distribution function. In particular, we introduce two probability distribution functions:
one for phishing emails, fp(C1), and one for safe emails, fs(C1). More specifically, the prob-
ability distributions will be asymmetric, with a peak at C1 = Cmax and C1 = 0, respectively.
In our model, we use truncated Gaussian distributions (see Figure 5.1). Therefore, a phish-
ing email is sampled from the probability distribution fp(C1), which, on average, generates
values closer to C1 = Cmax, although lower values are not excluded. It is precisely these
more deceptive phishing emails (i.e. those with lower C1 values) that are most likely to be
mistaken for safe emails and infect their victims. Similarly, a safe email is sampled from
the probability distribution fs(C1), which, on average, generates values closer to C1 = 0.

We know that a necessary step of the IBLM is the evaluation of the activation Ai of memory
chunk i, which is required to compute Pi and, then, to solve the optimization problem. We
recall that the activation Ai is:

Ai = ln

 n∑
j=1

t−d
j

+MP ·
∑
j

Sim
(
vj , c

(i)
j

)
+ εi (5.1)
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Figure 5.1 In the plot we see the probability distribution functions for the generation of
phishing emails in red, fp(C1), and safe emails in blue, fs(C1). In general the Gaussian
distribution takes values in R and is fully characterized by its average µ (here µ = 0, Cmax)
and the standard deviation σ (here σ = 3). Here the truncated Gaussian distributions are
normalized over the interval [0, Cmax]. Here Cmax = 10.

The activation relies on the similarity function Sim(vj , c
(i)
j ), which quantifies the distance

between the features of the email stored in memory and those of the email just received.
In our model, each email is characterized by a single numerical feature C1 ∈ [0, Cmax];
therefore, we can omit the index j. Since Sim(v, c) ∈ [−1, 0], we define it as linear function
of v:

Sim (v, c) = − |v − c|
max {c, Cmax − c}

If we set c = 2 and Cmax = 10 we obtain:

Sim (v, 2) = − |v − 2|
max{2, 10− 2}

= −|v − 2|
8

=


0 if v = 2

−1
4 if v = 0

−1 if v = 10

Below we show the plot of Sim(v, 2):
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We note that this definition is consistent with the properties of the similarity function: it
equals 0 when the match between v (the feature of the current email) and c (the feature of
the email in memory) is perfect, and -1 when they are maximally dissimilar.

5.1.2 Adaptation of gullibility in the cognitive model

A key question is how the concept of gullibility, that in our case determines the phishing
susceptibility, can be translated into a framework with the cognitive model. We recall that
gullibility is a measure of how easily users can be deceived, i.e. their level of naivety: the
higher their gullibility, the greater their propensity to fall into phishing traps. Without
the cognitive model, differences in gullibility between individuals translated into different
probabilities of infection (λ): the greater the gullibility, the greater the probability of being
infected after receiving a phishing email. The introduction of the cognitive model means
that this probability no longer exists; contagion is the result of the particular experience and
knowledge of the individuals. As mentioned in the Introduction, knowledge and experience
are fundamental factors in identifying phishing emails. The knowledge of the nodes (i.e.
the instances in their memory) directly determines whether they will click on the link of a
phishing email. The solution for the adaptation of gullibility into the integrated framework
originates from this fact.

The idea is that knowledge should affect the chances of an individual falling victim to
phishing. This depends on the quality of the knowledge, where with quality we mean the
correct correspondence between the email feature in memory and the associated action. We
expect an expert individual with excellent knowledge - where the majority of stored in-
stances have the correct feature-action correspondence - to have a low probability of falling
victim to phishing, as they can recognize safe and malicious emails quite well. In the oppo-
site case we have an inexperienced individual with low-quality knowledge with an incorrect
correspondence between features and actions; he decides, on average, randomly. This pic-
ture is therefore consistent with what has been shown in the literature.

For this reason, we introduce a fundamental parameter for defining memory quality, and
therefore the gullibility of individuals: Pgul. The parameter just introduced is a probabil-
ity, therefore 0 ≤ Pgul ≤ 1, which regulates the fraction of instances in initial memory in
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which the correspondence between feature and action is random. More precisely, Pgul is the
probability that the action stored in the initial memory chunks is random, and therefore
uncorrelated with the email feature. We have just mentioned that each node has an initial
knowledge (memory). Such initial memory is initialized when the simulation starts; we will
discuss this in more detail in the next section. We observe that:

• Low gullibility: the probability Pgul of having instances in initial memory with uncor-
related feature and action is small

• High gullibility: the probability Pgul of having instances in initial memory with un-
correlated feature and action is large

So, to summarize, in the integrated framework, gullibility is no longer modeled as a prob-
ability of infection (λ), but as a property of the individual’s initial knowledge. We encode
it through the memory quality parameter (Pgul), which sets the ratio for the random asso-
ciation between the feature and the action stored in the initialized memory chunks. A low
value of Pgul corresponds to high-quality memory and lower susceptibility to phishing, while
a high value of Pgul produces a more confused initial knowledge and a higher probability of
selecting incorrect actions when receiving new emails.

5.1.3 Integrated model flow

The following section will go through the flow of the integrated model. The integrated
model involves the study of SIS dynamics on a time-varying network, specifically an ADN,
with the addition of the IBLM. The network dynamics are those described in the dedicated
chapter, Chapter 2. The contagion dynamics is described by the SIS model as presented in
Chapter 3. The mechanisms of the IBLM are those presented in Chapter 4.

In the integrated model, we have N individuals, each represented by a node in the activity-
driven network. The fundamental difference is that the parameter λ is no longer applicable,
as it is replaced by the IBLM. Indeed, during the simulation, when a node receives a message
(i.e., an email), it must decide whether to click on the link; this decision is made through
the IBLM decision-making process, mediated by the individuals’ cognitive mechanisms.

Memory initialization We observe that individuals require an initial memory in order
to make an action. For this reason, the first step is to initialize the individuals’ memory. We
do this by fixing the number of instances in the initial memory, M , and the gullibility level,
i.e. the parameter Pgul. As suggested in the IBLM literature, the memory initialization
process for each node consists of providing an initial memory containing an equal number
of safe and phishing emails. For each of the M chunks in memory, an email is generated
according to the procedure described in the previous section (either safe or phishing). Then,
with probability Pgul the corresponding action is assigned at random, while with probability
1− Pgul the action is assigned consistently with the email type, i.e. depending on whether
its feature was sampled from the safe or phishing probability distribution.
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Figure 5.2 We visualize the initial memory of a node with Pgul = 0 (first plot) and Pgul = 1
(second plot) of size M = 10; the position of the dots represent the value of the feature
stored in each chunk, from 0 to Cmax = 10. The dot color is the action associated in the
chunk.

At the end of the memory initialization, all nodes have an initial memory that reflects
their own gullibility and has size Mi, with i = 1, . . . , N . We visualize in Figure 5.2 the
memory of a node with Pgul = 0 (first plot) and Pgul = 1 (second plot). We recall that
C1 = 0 stands for a legitimate email, while C1 = Cmax stands for a malicious email. We
observe that:

• when Pgul = 0 (first plot), the correspondence between the sampled feature and the
associated action is always respected. We observe a dot whose feature lies within the
range typically associated with legitimate emails, even though the node registered not
to click. This can be interpreted as a phishing email that was successfully detected
despite being well disguised (as suggested by its feature value). Of course, we can
also observe the opposite case: an email whose feature suggests it is phishing, but the
node decided to click (possibly because the sender looked familiar);

• when Pgul = 1 (second plot), the associated action is always random; it is as if a
person with no prior experience with email decided whether to click or not randomly,
regardless of the email feature, precisely because they lack the specific knowledge
needed to recognize phishing emails.

47



SIS dynamics At the beginning of the SIS dynamics, a small fraction of nodes is infected;
this very small fraction of the population is necessary to allow the cyber threats to spread.
The SIS model has two compartments, infected (I) and susceptible (S). The recovery rate,
indicated by µ, governs the transition I → S, while the transition I + S → 2I is mediated
by the IBLM.

Sending and receiving emails At each iteration of the SIS dynamics, nodes in the
network activate according to their activity. Active nodes can be:

• Susceptible: in this case, the node sends one message to each of them contacts selected
according to the mechanisms described in Chapter 2. A susceptible node sends only
safe emails; therefore, the features of the m emails are sampled from the safe-email
probability distribution;

• Infected: in this case, the node sends one safe email and one phishing email to each of
the m selected contacts, for a total of 2m messages. The email features are sampled
from the corresponding probability distributions.

When a node receives an email, it decides which action to take according to the decision-
making process presented in Chapter 4. In particular, it evaluates the activation Ai for all
the M instances in memory, it computes all the Pks (with Pk the probability to retrieve the
kth instance) and it finally solves the optimization problem (blending mechanism) in order
to decide which is the best action according to its knowledge. All emails received by the
nodes are stored in memory once all nodes have completed the email sending and receiving
process. Each node stores them as instances (feature + action) in its memory.

5.2 Results of the numerical simulations

In this section, we will discuss the results of the numerical simulations.

5.2.1 IBLM implementation

The first part of this section shows that our implementation of the IBLM - despite its as-
sumptions and simplifications - accurately reproduces the results of the more realistic model
and, more importantly, captures human behavior as reported in experiments from the liter-
ature. We first show that our IBLM implementation can distinguish phishing emails from
legitimate ones when Pgul = 0.

Recalling the model definition, each individual is initialized with a memory of size M .
Following the literature used to validate the model, this memory is initialized with an equal
number of phishing and legitimate emails, representing past experience. In our implementa-
tion, we introduced the parameter Pgul, which controls the quality of this initial knowledge,
as described in the previous chapter.
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We observe Figure 5.3 where the outcome of the decision-making process of an individ-
ual with Pgul = 0 (first and second plots) and Pgul = 1 (third plot) is visualized. We note
that:

• when Pgul = 0 (first plot), the individual’s choice reflects past experience. In particu-
lar, for low values of the received email’s feature, the node decides to click, as it did
in the past, whereas for high values it decides not to click, suspecting the email may
be malicious. We observe a transition region in which red and blue areas frequently
alternate; this happens because, in this range, the node is uncertain about the nature
of the email. The noise introduced in the activation of each chunk plays here a bigger
role than in the rest of the spectrum of C1. Further evidence that past experience
influences future choices can be seen in the second plot, where a red dot appears in
the region typically associated with phishing emails. As a result, for certain feature
values, emails whose features are similar to that stored in memory are clicked.

• when Pgul = 1, also in this case the individual’s choice reflects past behavior. The
individual’s low-quality experience leads him to decide to open emails across most of
the C1 spectrum, potentially clicking on malicious ones as well. The opposite case
can also occur.

We now proceed to show that our implementation of the IBLM can reproduce human be-
havior. To this end, we rely on the Phishing Training Task (PTT) experiment conducted
by Singh et al. [34], later used by Cranford et al. [32] to validate their IBLM.

We already presented the structure of the PTT experiment at the end of Chapter 4. We
briefly review that it consists of three phases: pre-test, training and post-test. During the
training three groups of participants are exposed to different frequencies of malicious emails
(25%, 50% and 75%) and receive a feedback about the real nature of the email; the pre-test
provides a ground truth while the post-test captures the effects of the training. The results
reported by Cranford et al. are shown in Figure 4.4. We tested our implementation of
the IBLM, showing its ability to qualitatively reproduce the results of Cranford et al. and,
more importantly, human behavior. For this purpose, it is useful to plot TPR vs FPR,
as this provides insight into the nodes’ ability to detect malicious emails (TPR) and their
propensity to avoid excessive false alarms (FPR).

As a first step, we calibrated σ, the standard deviation of the probability distributions
(fp(C1) and fs(C1)) from which emails are sampled during generation, such that the results
would reproduce human behavior. Indeed, σ controls how much the two distributions over-
lap, and therefore how easy it is to distinguish between malicious and legitimate emails.
Comparing the column of the pre-test phase in Cranford et al. experiment in Figure 4.4 and
the curves in Figure 5.4, we note that an appropriate choice for the standard deviation σ
would be σ = 3. From now on the standard deviation σ of fp(C1) and fs(C1) is set equal to 3.
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Figure 5.3 The plots show the action selected as a function of the feature value of the
received email, for an individual with Pgul = 0 (first and second plots) and Pgul = 1 (third
plot); each node has a memory size of M = 6 and Cmax = 10. In the red regions, an email
with those feature values would be clicked, whereas the blue regions correspond to feature
values for which the individual would not click. The dot color corresponds to the action of
the instance in memory: red (“click”) and blue (“no click”).
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Figure 5.4 This plot shows the points (TPR, FPR) for different values of the standard
deviation σ. Each point is obtained by reproducing the pre-test phase of PTT running the
model 10 times (with Pgul = 0.2) for each of the 298 participants.

We investigated how the ability to detect phishing emails and to avoid excessive false
alarms changes, for an expert node (Pgul < 0.5) and an inexperienced one (Pgul > 0.5),
as the number of received emails increases (see Figure 5.5). We observe no substantial
difference between more experienced and less experienced individuals: in both cases, the
average TPR and FPR remain roughly constant, with a slight improvement in TPR for
small numbers of received emails. So both expert and less experienced individuals, in ab-
sence of a feedback, maintain their initial skills, when they are exposed, on average, to an
equal mix of safe and phishing emails.

We explored the effect of different values of Pgul on the TPR vs FPR plot (see Figure 5.6).
What we observe is that, as individuals’ gullibility increases (from Pgul = 0 to Pgul = 1),
their ability to detect malicious emails worsens. The limit case Pgul = 1 is equivalent to an
individual who makes a random choice between clicking and not clicking.

Finally we performed the complete PTT experiment using our implementation of the IBLM
(see Figure 5.7). Comparing the results in Figure 4.4, we observe that we obtain the same
qualitative behavior:

• At low frequency (25%): human participants showed no substantial change in TPR
and an improvement in FPR (fewer false alarms). The model appears to reproduce
this behavior, although it shows a slight decrease in TPR.

• At medium frequency (50%): human participants improved TPR, while slightly wors-
ening FPR. The model shows slight changes between the pre-test and post-test, with
an improvement in the TPR value.
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Figure 5.5 In this plot, we show how TPR (i.e. the ability to detect malicious emails)
and FPR (i.e. the propensity to generate false alarms) change as a function of the number
of received emails. Each point is an average over 3000 simulations; in each simulation, a
single node is exposed to an increasing number of emails (on average, half malicious and
half legitimate). In this case the initial memory size is M = 10.

• At high frequency (75%), human participants improved TPR but worsened FPR (more
false alarms). The model seems to capture this trend, although the relative changes
in both TPR and FPR are smaller; in general false alarms increase.

Therefore, our implementation of the IBLM can qualitatively recover human behavior when
the model is exposed to different phishing-email frequencies. At low frequencies, individuals
become less subject to false alarms, but their ability to detect malicious emails decreases.
The opposite occurs at higher phishing frequencies: individuals are better at identifying
potentially malicious emails, at the cost of a larger number of false alarms, exactly as ob-
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Figure 5.6 In this plot, we show how TPR and FPR vary as a function of individuals’
gullibility (i.e. Pgul).

Figure 5.7 We reproduced the PTT experiment with 3000 individuals modeled by IBLM
divided into three groups (Low, Medium and High frequency); all nodes have gullibility
Pgul = 0.

served in human participants.

This email representation, while simplifying the model and reducing its realism, enables
simulations with very large populations, N , without requiring, for example, a (necessarily
finite) database of real emails with textual content, while still providing evidence of its
reliability in reproducing human behavior.
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5.2.2 Mapping between standard SIS dynamics and the IBLM

One of the limitations of the IBLM is that it does not allow the epidemic threshold to be
derived analytically, due to the optimization problem behind it. For this reason, we looked
for a relationship that would connect the model in which contagion is purely probabilistic
(parameterized by λ) and our model that incorporates the IBLM. We derived a mapping
that, in its current formulation, relies on a linear relationship. This mapping allows us to
use the existing results for the probabilistic SIS model to a certain extent.

Before defining the mapping, we investigated the equilibrium value of the infected pop-
ulation (the SIS steady-state infection ratio, I∞) by studying how it varies with Pgul. These
preliminary analyses helped us to construct the mapping. We consider the Figure 5.8, which
shows, in the first column, the value of I∞ as a function of Pgul for three different values of
the recovery rate µ. In all three cases, we can identify a threshold, a critical value of Pgul,
such that the fraction of infected individuals is null below it and becomes greater than zero
above it. We also observe that this critical value of Pgul differs for the three recovery rates
µ. The critical value increases as µ increases, in other words, as the average time spent
in the infected state decreases. This is consistent with what intuition suggests: for the
epidemic to be sustained when µ is larger, individuals must be more susceptible in order to
compensate for the faster average return to the susceptible state. In our integrated model,
this increase in susceptibility is associated with an increase in Pgul. In the second column
of Figure 5.8 is shown the result of the lifetime computation. The lifetime is defined as
the time the virus needs either to die out or to reach a fraction Y of the population. The
lifetime behaves like a second-order phase-transition susceptibility and enables a numerical
estimation of the SIS threshold; the peak of the lifetime corresponds to the critical value
of Pgul. We observe good agreement between the critical values obtained from I∞ and the
lifetime.

From these results, we see that plotting I∞ as Pgul varies leads to results with the same
qualitative behavior to those of the SIS model with probabilistic contagion, as in Figure 3.4,
where I∞ is plotted as a function of R0. We therefore find that also in the integrated model
with the IBLM the system exhibits a threshold behavior. Since we obtain a similar behavior
to the model with probabilistic contagion as Pgul varies, then Pgul must be related to the
threshold.

The main idea is that the infection probability depends on individuals’ susceptibility to
phishing emails. In our implementation of the IBLM, this susceptibility is controlled by the
parameter Pgul; it directly affects an individual’s initial experience and, consequently, their
propensity to fall victim to a cyber threat. This motivates linking the infection probability
λ of the probabilistic SIS model to Pgul. We also expect λ to increase with Pgul, since the
probability of contagion should increase as an individual’s expertise decreases (i.e. as Pgul

increases).
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Figure 5.8 In this plot we observe the following: in the first column, the SIS stationary
infected density as a function of Pgul, and in the second column, the lifetime as a function
of Pgul. The first row shows the results for µ = 1/40, the second for µ = 1/50, and the
third for µ = 1/60. All nodes in the network have the same Pgul. In these plots: N = 104,
γ = 1.7, ε = 10−3, Q = 1, M = 20, Cmax = 10. Each point is the average of 100 realizations.
The shaded blue area represents the 50% confidence interval.

We would like then to find a relation between λ and Pgul, a function like λ = λ(Pgul).
To do so, we recall that both Pgul ∈ [0, 1] and λ ∈ [0, 1]. We first asked what values this
function should take in two limit cases:

• When Pgul = 1, what λ (Pgul = 1)
.
= λ1 is equal to?

In this case the memory of the individuals is fully randomly initialized; the probability
of the individuals to get infected is then on average λ1 = 0.5.
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Figure 5.9 In this plot we visualize the probability λ (Pgul = 0); that is the probability
that the feature of the received phishing email is between 0 and Cmax/2 (Cmax = 10), as
M →∞.

Figure 5.10 We observe in this plot the predicted individual’s action for large M (in this
case M = 10000 instances). The red region corresponds to ”click” action, while blue region
corresponds to ”no click”; the dashed line corresponds to C1 = Cmax/2, with Cmax = 10.
We observe that the dashed line well separates the two regions.

• When Pgul = 0, what λ (Pgul = 0)
.
= λ0 is equal to?

In this case the memory of the individual is initialized at its best quality. So the
individual is an expert and in the limit M →∞, with M the number of instances in
the memory (considering that the probability distribution functions in the generation
process of the emails are symmetric with respect to Cmax/2), the probability of the
expert node to get infected may be considered equal to the probability that a phish-
ing email (sampled from the phishing email distribution) has a feature smaller than
Cmax/2 (see Figure 5.9). In fact, in the limit where the individual’s memory is large,
thanks to the symmetry of fs(C1) and fp(C1) with respect to Cmax/2, the individual’s
action, on average, depends only on their position relative to Cmax/2, as can be seen
in Figure 5.10. We therefore compute such probability as:
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λ (Pgul = 0) = P
(
C1

∣∣∣
phishing

< Cmax/2

)
where C1

∣∣∣
phishing

∈ [0, Cmax] is the feature sampled from fp(C1), the probability dis-

tribution function for the phishing emails. Then:

λ (Pgul = 0) =

∫ Cmax/2

0
fp(C1) dC1

If we set Cmax = 10 and σ = 3, we find that:

λ (Pgul = 0) =

∫ Cmax/2

0
fp(C1) dC1 = λ0

∼= 0.095

We now visualize the two points we have just identified:
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Having identified the mapping values at the extremes of the domain, the next question was
to determine how λ depends on Pgul. For simplicity, we assumed a linear dependence and
verified that this was a reasonable assumption. Defining ∆λ

.
= λ1 − λ0, we have that the

mapping is:

λ (Pgul) = λ0 +∆λPgul (5.2)

We will now discuss the results of the simulations to determine whether this mapping is
reasonable. Looking at Figure 5.11, we can see that the two extreme points of the domain
match our assumptions. For Pgul = 1, the simulated value and the theoretical value es-
sentially coincides. For Pgul = 0, there is a slight discrepancy between the simulated and
theoretical value, although the agreement remains good. This difference is due to the fact

57



Figure 5.11 In this plot we compare the real dependence of λ on Pgul and the mapping.
The curves are evaluated for different values of size memory M = {10, 20, 50}. Each point is
the median obtained sending 103 phishing emails to N = 105 isolated individuals, without
adding the new emails to the memory; the shaded area corresponds to the 50% confidence
interval.

that the theoretical value was derived in the M → ∞ limit, i.e. assuming many instances
stored in memory. Indeed, we observe that the value of λ at Pgul = 0 approaches the theo-
retical prediction as M increases.

The largest discrepancy between the simulation outcomes and the mapping occurs for in-
termediate values of Pgul. In this regime, the actual value of λ is lower (and therefore the
infection probability is smaller) than the mapping prediction. Individuals modeled with
the IBLM therefore appear to be slightly less susceptible than what the linear assumption
suggests. Furthermore, susceptibility decreases with increasing memory size M at constant
Pgul. It should be noted that the plot in Figure 5.11 is evaluated using isolated nodes that
receive a certain number of phishing emails, without adding those emails to their memory.
This does not reflect what happens in real network dynamics, both because individuals
interact with one another (through the network) and because the emails received by the
nodes become part of their experience. The actual behavior of the mapping as Pgul varies
also depends on other parameters, including the recovery rate µ.

Given these considerations, we find a mapping that approximate the simulation behav-
ior, allowing us to reuse analytical results for the SIS model on ADN, in particular the
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Figure 5.12 In this plot we observe the following: in the first column, the SIS stationary
infected density as a function of R0, and in the second column, the lifetime as a function of
R0. The first row shows the results for µ = 1/40, the second for µ = 1/50, and the third for
µ = 1/60. All nodes in the network have the same Pgul. In these plots: N = 104, γ = 1.7,
ε = 10−3, Q = 1, M = 20, Cmax = 10. Each point is the average of 100 realizations. The
shaded blue area represents the 50% confidence interval.

epidemic thresholds, R0, as presented in Chapter 3. We recall that:

R0 =
λ

µ
m ⟨a⟩ and R0 =

p
∑

x βx + Ξ∑
x µx

where the first expression does not consider susceptibility classes, whereas the second does
account for it. Now that we have defined a mapping that relate the parameters of the
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Figure 5.13 In this plot, we show the empirical behavior of λ(Pgul) obtained from SIS
simulations with different values of µ for M = 20, the initial memory size. The mapping
curve is also shown. In this plot: N = 104, γ = 1.7, ε = 10−3, Q = 1, M = 20, Cmax = 10.
Each point is the median of 50 realizations. The shaded areas represents the 50% confidence
interval.

integrated framework to the contagion probability λ, we can determine the thresholds as
follows:

R0 =
λ (Pgul)

µ
m ⟨a⟩ (5.3)

R0 =
p
∑

x βx (Pgul) + Ξ (Pgul)∑
x µx

(5.4)

with βx (Pgul) = m ⟨a⟩λ (Pgul) and Ξ (Pgul) a function of Pgul through λ (Pgul).

We used these thresholds, that exploit the mapping, to validate the thresholds of the in-
tegrated model. We observe in Fig. 5.12 that the threshold estimated via R0, using the
mapping, captures the actual epidemic threshold for µ = 1/40 and µ = 1/50. This is
not the case for µ = 1/60, where the curve of the infected fraction begins to deviate from
zero well before the predicted threshold. To understand the reason of this behavior, we
investigated the actual behavior of λ as Pgul varies; the results are shown in Figure 5.13.
A possible explanation is that, by decreasing µ - and thus increasing the time individuals
remain in the infected state - many more malicious emails circulate through the network

60



Figure 5.14 In this plot, we show the SIS stationary infected density as a function of R0

with more than one gullibility class, specifically Q = 2, so the class x ∈ {1, 2}. Each point
is the average over 100 realizations; all nodes in gullibility class x = 1 have Pgul = 1. In this
plot: N = 104, γ = 1.7, ε = 10−3, µ = 1/40, M = 20, Cmax = 10, p = 0.6. Each point is the
average of 100 realizations. The shaded blue area represents the 50% confidence interval.

and end up in the nodes’ memory. These emails are incorporated without any feedback
mechanism, meaning that a node never learns whether a message was actually safe or not.
As a result, for intermediate levels of gullibility, the node’s memory becomes less reliable as
emails are accumulated; this increases the probability of clicking on malicious emails, mak-
ing nodes more susceptible. In the end λ is larger. We observe that the differences among
the curves (i.e. among the different recovery rates µ) diminish as Pgul approaches 0 and 1:
for experienced nodes (Pgul = 0), the number of phishing emails in the network has little
effect, and the same holds for completely inexperienced nodes (Pgul = 1). Furthermore, we
note that a lower recovery rate µ may be associated with higher phishing susceptibility; a
more gullible individual is expected to recover more slowly than a less gullible one. In the
absence of a feedback mechanism, having more infected individuals in the network (which
depends on µ, i.e. the average time people remain infected) makes high-gullible nodes even
easier to infect, increasing λ.

To summarize, we derived a mapping that approximates the actual epidemic threshold
R0. In particular, the mapping used to calculate R0 is more reliable for larger values of µ,
whereas it deviates from the real behavior for lower µ. It is clear that, from these results,
the mapping can’t capture the effects of different recovery rates µ. Specifically when µ
is larger, the fraction of infected nodes in the network increases and the mapping cannot
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Figure 5.15 In this plot, we show the existence of a correlation between activity and
gullibility. The first panel is the baseline, with no correlation. In the second, the most
active nodes are those with the highest gullibility (Pgul = 1), whereas in the third, the most
active nodes are the least gullible (Pgul = 0). In this plot: N = 104, γ = 1.7, ε = 10−3,
µ = 1/40, Q = 2, M = 20, Cmax = 10, p = 0.7. Each point is the average of 50 realizations.
The shaded blue area represents the 50% confidence interval.

capture this effect on nodes gullibility.

Considering the case with the addition of susceptibility classes, we can use the mapping
to calculate the threshold, as shown in equation 5.4. Looking at Figure 5.14, we observe
that also in this case the mapping is able to roughly capture the critical behavior of the
spreading process and its threshold.

We also explored network effects, specifically the correlation between gullibility and ac-
tivity. We observe in Figure 5.15 how the density of infected nodes in the network behaves
in three different scenarios. Specifically, the first case is the baseline, with no correlation
between activity and gullibility; the second corresponds to the case in which the most active
nodes are also the most gullible; and finally, in the third case the most active nodes are
the most experienced and therefore less gullible. We note that in the second case the more
gullible nodes allow the contagion dynamics to be sustained, whereas in the third case,
since the least gullible nodes are the most active, the cyber threat is not able to spread. We
recover, with the integrated model with the IBLM, the result of Brett et al. [17], showing
that a correlation between activity and gullibility leads to different responses of the system,
and therefore different epidemic thresholds.

5.2.3 Cognitive model with community effect

The goal is to include into the cognitive model an effect driven by the presence of the
network and its community structure. As mentioned in the Introduction, emails received
from trusted senders (i.e. nodes in the same community) are perceived as safer; conse-
quently, individuals should be more prone to click messages sent by others within their own
community. To implement this mechanism within the IBLM framework, we modify the
optimization problem to increase the propensity to click the emails when the sender and
receiver belong to the same community. To understand how this mechanism was added,
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let’s begin by making some useful observations.

We recall the IBLM optimization problem:

argmin
V ∈{T,F}

{SMi(V )} = argmin {SMi(T ), SMi(F )} with SMi(V ) =

Mi∑
k=1

Pk · [1− Sim(V, Vk)]
2

with V the set of the possible actions; in our model V = {T, F}, with T = “click” and
F = “no click”. We observe that, since Sim(V, Vk) ∈ [−1, 0]:

1 ≤ 1− Sim(V, Vk) ≤ 2 ⇒ 1 ≤ [1− Sim(V, Vk)]
2 ≤ 4

Multiplying it by Pk and then summing over all Mi chunks in node’s memory:

Pk ≤ Pk · [1− Sim(V, Vk)]
2 ≤ 4Pk

Mi∑
k=1

Pk ≤
Mi∑
k=1

Pk · [1− Sim(V, Vk)]
2 ≤ 4

Mi∑
k=1

Pk

1 ≤ SMi(V ) ≤ 4

So we derived that:

1 ≤ S(V ) ≤ 4 with V ∈ {T, F}

where we omitted the Mi to simplify the notation. As already mentioned, our goal is
to boost the “click” response, or to penalize the “no click” response, when the sender’s
community matches the receiver’s one. In any case, this addition must remain comparable
to S(V ). Firstly, we observe the behavior of the median distance between S(T ) and S(F )
evaluated for the emails sent in one time step. We define the distance between S(T ) and
S(F ) for one received email as:

∆S
.
= |S(T )− S(F )|

Therefore the median between ∆S of all the email sent in one time step is:

∆t
.
= median (∆S)

∣∣∣
emails sent during step t

We now look at Figure 5.16. We observe that ∆t increases in time, both for Pgul = 1 and
Pgul = 0. To explain this behavior, we recall that:

S(T ) = SMi(T ) =

Mi∑
k=1

Pk · [1− Sim(T, Vk)]
2

S(F ) = SMi(F ) =

Mi∑
k=1

Pk · [1− Sim(F, Vk)]
2
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Figure 5.16 In this plot, we show the evolution of ∆t during the SIS dynamics when all
nodes are highly gullible (blue) and when they are weakly gullible (orange). The shaded
blue area represents the 90% confidence interval.

where 0 < Pk < 1 is the probability that measures the relevance of that email in memory
with respect to the current context. Considering the contribution of k-th chunk:

Contribution to S(T ) : Pk · [1− Sim(T, Vk)]
2 =

{
Pk if Vk = T

4Pk if Vk = F

Contribution to S(F ) : Pk · [1− Sim(F, Vk)]
2 =

{
4Pk if Vk = T

Pk if Vk = F

Therefore, when for example Vk = T , the contribution of the k-th chunk is maximum in
S(F ) and minimum in S(T ).

At the beginning, memory is sparse and the stored instances have fairly similar weights
in the optimization problem, even though they correspond to different memorized actions.
As a consequence, S(T ) and S(F ) assume similar values. As time progresses, nodes re-
ceive many emails that accumulate in memory. Over time, the whole range between 0 and
Cmax becomes populated. As a result, there is always a small number of instances that
closely match the current situation (with similar feature value) and therefore carry signifi-
cant weight, while an increasingly large number of instances have negligible weight. Since
the instances with the highest probability Pk contribute to S(T ) and S(F ) in opposite ways,
the gap between the two increases over time.
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For both experienced (Pgul = 0) and inexperienced (Pgul = 1) nodes, over time, the whole
range of possible feature values is explored. This defines the regions of feature space where,
according to the node, an email is legitimate or not, regardless of whether this is actually
true, as it only reflects the particular knowledge and experience of the node. Without a
feedback mechanism, individuals can mistakenly believe that they are learning and think
that they are experts.

We furthermore observe that there is a difference at the beginning between ∆t for Pgul = 1
and Pgul = 0. In this case, the difference is due to the different memory initialization.
For experienced nodes, there is initially a correct correspondence between the email feature
value and the associated action; as a result, the terms in the sum SMi(V ) contribute either
with the minimum or the maximum value to the presumably “correct” action, T or V . This
does not hold for less expert nodes, for which the contributions may be essentially random
and can lead to more similar values of S(T ) and S(F ).

We now introduce the addition in the optimization problem to consider that emails re-
ceived from nodes in the same community are perceived as safer. At the moment the
optimization problem reads:

argmin
V ∈{T,F}

{SMi(V )} with SMi(V ) =

Mi∑
k=1

Pk · [1− Sim(V, Vk)]
2

The idea is to penalize the action F (“no click”) when the community of sender, cs, is the
same as the receiver, cr. Then the new quantity to be minimized would be:

SMi(V ) + δV,F · f(cs, cr)

with δV,F the Kronecker delta defined as:

δV,F =

{
1 if V = F

0 if V ̸= F

We define:

f(cs, cr) =

{
K if cs = cr

0 if cs ̸= cr
= Kδcs,cr

with K ∈ R>0 (a positive constant > 0). We define the new quantity to be minimized as:

S̃Mi(V ) = SMi(V ) +Kδcs,crδV,F

Let us check that it works exactly as intended. For cr ̸= cs we have that:{
S̃Mi(T ) = SMi(T ) +Kδcs,crδT,F = SMi(T )

S̃Mi(F ) = SMi(F ) +Kδcs,crδF,F = SMi(F )
⇒

{
S̃Mi(T ) = SMi(T )

S̃Mi(F ) = SMi(F )
(no change)
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For cr = cs we have that:{
S̃Mi(T ) = SMi(T ) +Kδcs,crδT,F = SMi(T )

S̃Mi(F ) = SMi(F ) +Kδcs,crδF,F = SMi(F ) +K
⇒

{
S̃Mi(T ) = SMi(T )

S̃Mi(F ) = SMi(F ) +K

We note that the constant K only appears as a positive addition in the case in which the
action is “no click” and cs = cr, penalizing such action.

Next, we had to determine the value of the constant K. To do so, we consider the case
cs = cr; the individual in the network receives an email. Considering the “old” quantity
S(V ), if:

1) S(T ) < S(F ) the individual opens the email

2) S(F ) < S(T ) the individual does NOT open the email

Let us investigate how S̃(V ) behaves in these two cases.

1) In this case, we have that:

S(T ) < S(F ) ⇔ S(T ) < S(F ) +K ⇒ S̃(T ) < S̃(F )

since K is a positive constant. Therefore

S(T ) < S(F ) ⇒ S̃(T ) < S̃(F )

So, if the individual decides to click on the email with the old quantity SMi(V ), he continues
to open it even with the new S̃Mi(V ).

2) In this case, we would like K to be large enough to reverse the ordering S(F ) < S(T ),
obtaining S̃(T ) < S̃(F ). The condition to obtain it is:

S̃(T )− S̃(F ) = S(T )− S(F )−K < 0 ⇒ K > S(T )− S(F )

The first observation is that, given:

S(T )− S(F ) > 0 and − 3 ≤ S(T )− S(F ) ≤ 3 ⇒ 0 < S(T )− S(F ) ≤ 3

then:

S̃(T )− S̃(F ) = S(T )− S(F )︸ ︷︷ ︸
≤3

−K ≤ 3−K

The individual opens the email if S̃(T )− S̃(F ) < 0, that means:

3−K < 0 ⇒ K > 3
.
= Kupper
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Figure 5.17 In this plot, we show the evolution of ∆t during the SIS dynamics when all
nodes are highly gullible (blue) and when they are weakly gullible (orange). We run until
1000 time steps. The shaded blue area represents the 90% confidence interval.

For K > Kupper, it is guaranteed that if an individual receives an email from a member of
its own community, the email will be clicked.

The second observation is that, in the extreme case where the difference S(T ) − S(F )
assumes its maximum value (S(T )−S(F ) = 3), the parameter K should not be so large as
to reverse the preference between the two actions. In this situation, the individual has ac-
cumulated very strong evidence in favor of F action (“no click”), which can be interpreted
as a high level of experience: the fact that an email comes from a trusted sender is not
sufficient to click if the email’s features appear typical of phishing. As mentioned in the
Introduction, it has in fact been shown that even when an email is received from a sender
perceived as safe, the cyber attack does not always succeed. Then:

K < Kupper

In this way, we obtained an upper bound for K; so 0 < K < Kupper.

It remains to determine the precise value of this constant. We recall that the condition
on K is:

K > S(T )− S(F )

If this condition is respected for every received email by the individuals in the network,
then every node will open the email from a trusted sender. We want only a portion of in-
dividuals to rely exclusively on trust in the sender, and this fraction depends on the choice
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Figure 5.18 In this plot, we show how ⟨∆t⟩ varies with Pgul, highlighting the minimum
and maximum values, found at Pgul = 1 and Pgul = 0, respectively.

of K. One possibility is to set it equal to the average of ∆t over the entire simulation, so
that, on average, about half of the individuals would click on the email simply because it
comes from the same community (see Figure 5.17).

We notice that the average of ∆t depends on Pgul (see Figure 5.18). It is reasonable to
expect that choosing K between its minimum (⟨∆t⟩ in Pgul = 1) and maximum (⟨∆t⟩ in
Pgul = 0) values will produce heterogeneous behavior: more gullible nodes will tend to rely
on trust in the sender (belonging to the same community) rather than on their past experi-
ence, whereas smarter nodes will continue to base their decisions primarily on accumulated
evidence, and thus on experience.

We investigated the effects of this addition by evaluating the SIS stationary density of
infected nodes, I∞, for different gullibility values and as a function of K, while keeping
all other parameters fixed. We begin by looking at Figure 5.19, where we observe that, in
general, the value of I∞ is higher when the community effect is taken into account. This
means that including this effect in the optimization problem allows the cyber threat to
spread more easily.

Looking at Figure 5.20, we observe how I∞ varies for different values of K. It is inter-
esting to observe that for K = 0 (i.e. the case without the community effect) the contagion
dynamics would not be able to sustain itself, whereas for K = 1, 2, 3 we obtain values of I∞
different from zero, whose value increases with K. Since K modulates the strength of the
community effect - and thus of trust - this suggests that trust in a group of individuals (the
community), perceived as safer, can make the system more vulnerable, leading to a higher
infected population.
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Figure 5.19 In this plot we show how the SIS stationary infected density I∞ varies with
Pgul, with the community effect (orange) and without it (blue). In this plot: N = 104,
γ = 1.7, ε = 10−3, µ = 1/50, Q = 1, M = 20, Cmax = 10, pc = 0.75, C = 500, K = 2. Each
point is the average of 20 realizations.

Figure 5.20 In this plot we show the value of the SIS stationary infected density I∞ for
the following values of K = 0, 1, 2, 3. We note that the case K = 0 corresponds to the case
without the community effect.

We note that K is a parameter and should be estimated from real data, if available.

To summarize, in this section we introduced what we have called the community effect.
Adding this effect to our integrated framework is supported by evidence in the literature
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that users’ trust in others within online relationships can be exploited by cyber threats, in
particular by social engineering attacks, as a vulnerability, since users are much more likely
to fall victim to phishing when contacted by someone who seems familiar. We therefore
modified the cognitive model to account for this effect by introducing a parameter K that
controls the strength of trust in individuals’ decision-making processes. We observe that,
for K > 0, the fraction of infected individuals in the network is larger than in the K = 0
case (i.e. the case without the community effect). This shows that trust has a strong impact
on the spread of cyber threats and can actually be exploited to facilitate their propagation.
Moreover, we observe that the larger the value of K, and so the strength of trust, the larger
the fraction of infected individuals in the network.

70



Chapter 6

Conclusion

In this thesis, we develop a coherent framework that integrates the dynamics of online social
networks, through which cyber threats spread, with individuals’ decision-making processes
mediated by cognitive mechanisms, as described in cognitive science.

In order to do so, we combine three main components: i) a time-varying network, in par-
ticular an Activity Driven Network (ADN) with non-homogeneous susceptibility, expressed
in terms of gullibility and time to recover, on which cyber threats spread; ii) SIS dynamics;
and iii) an Instance-Based Learning Model (IBLM). The ADN is able to reproduce the
heterogeneity of social contacts in a time-varying network, showing how this heterogene-
ity affects contagion dynamics. The cognitive model is based on Instance-Based Learning
Theory (IBLT), which defines a set of cognitive mechanisms that mediate decision-making
processes. It is based on evidence that experience, knowledge, and the cognitive biases
derived from them play a fundamental role in decision-making in dynamic environments.
We therefore define how messages are generated and exchanged within the network, and
translate the concept of gullibility into the quality of the memory assigned to each node
in the network. Each node is in fact modeled as an autonomous IBLM. The memory of
each node consists of a finite set of past instances, each containing the characteristics of
a received message and the action taken in response to it. This experience is then used
to make decisions about newly received messages, together with the perceived trust in the
sender. If a node clicks on a message containing phishing content, it becomes infected, and
the malware sends malicious messages to the nodes contacted by that node. In this way,
the cyber threat propagates through the network.

The main contribution of this thesis is the development of an integrated framework that
bridges models of online social networks, spreading dynamics, and cognitive processes. More
specifically, the results can be divided into three main areas. The first concerns the imple-
mentation of the IBLM. We show that our implementation is able to distinguish between
legitimate and phishing emails. We also validate the model using the results of the Phishing
Training Task (PTT) experiment, showing that it is able to qualitatively reproduce not only
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the results of more complex IBLMs, but, more importantly, human behavior. The second
concethe mapping results. By studying the fraction of infected nodes in the stationary state,
we find that threshold behavior is also present with the IBLM. We derive a mapping that
reproduces the epidemic threshold quite well for large values of the recovery rate. Finally,
the third deals with the results on the community effect. We introduce into the cognitive
model an effect associated with network topology; nodes belonging to the same community
are perceived as more reliable. Through numerical simulations, we find that trust within
communities is a factor that contributes to increasing the number of infected nodes in the
network. We also find that the more individuals rely on trust, the more vulnerable the
network becomes.

More generally, the proposed framework suggests that susceptibility should be modeled
as a dynamic property, defining a model for studying the spread of cyber threats in which
susceptibility arises from decisions based on past experience and mediated by cognitive
mechanisms, possibly including network effects in users’ susceptibility characterization. The
reliability of the IBLM implementation, the connection established through the mapping,
and the flexibility of the model make this approach a solid basis for future developments. In
particular, the framework can be extended to include additional network effects, such as the
community effect, providing a more realistic description. By adding a cognitive model, this
framework makes it possible to include new dynamics in the description of cyber threats
spread, with a potential impact on network vulnerability. The versatility of the model
therefore opens the way to more realistic representations of cyber-threat spread.

At the same time, our work has also revealed a number of limitations and critical issues.
First, the use of artificial emails rather than real ones may reduce the realism of the spread-
ing dynamics, resulting in an oversimplified model. Second, although the mapping provides
a link to the probabilistic model, it still presents some limitations: it performs better for
large values of the recovery rate, suggesting that a better understanding of the role of the
recovery rate as gullibility varies is still needed. Third, and perhaps most importantly,
the absence of a feedback mechanism could influence the dynamics of contagion. Indeed,
according to IBLT, learning is a fundamental component of cognitive processes. Finally,
computational cost may represent a critical issue. Since each node is modeled as an au-
tonomous IBLM, the model is computationally demanding, which must be compared with
the actual improvement in the representation of the spreading phenomenon.

Given these limitations, several future research directions emerge. The most promising
is certainly the introduction of a feedback mechanism, which could justify the use of a more
computationally demanding model. In addition, one could consider adding further network
effects that directly influence user susceptibility, and therefore network vulnerability, im-
proving the applicability of modeling findings to realistic scenarios. Finally, the realism of
the model could be improved by using real emails or by refining the way emails are modeled.
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Appendix A

Inverse transform sampling

Consider a random variable X with a continuous probability density function P (x), defined
for x ∈ R. We also assume that we know its cumulative distribution function:

P<(x) = P (X < x) =

∫ x

−∞
P (y) dy

Our goal is to generate random samples according to P (x) using a uniform random gener-
ator. Let u ∼ Unif(0, 1) be a random variable uniformly distributed on the interval [0, 1],
that is:

Unif(u) =

1 if 0 ≤ u ≤ 1

0 otherwise.

We introduce the inverse of the cumulative function, denoted by P−1
< (x), such that:

P−1
< (P<(x)) = x

We now define a new variable:
x′ = P−1

< (u)

where u is a uniform random variable. We want to determine the distribution of x′. To do
so, we compute its cumulative distribution function:

P (x′ < x) = P
(
P−1
< (u) ≤ x

)
By applying the inverse function property of P<, we can rewrite this as:

P
(
P−1
< (u) ≤ x

)
= P

(
u ≤ P<(x)

)
Since u is uniformly distributed over [0, 1], we have:

P (x′ < x) = P (u ≤ P<(x)) =

∫ P<(x)

0
1 du′ = P<(x)
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Thus, we find that the cumulative distribution of x′ is exactly P<(x). Consequently,

x′ ∼ P (x)

We have shown that if the inverse cumulative distribution function P−1
< (u) is known, then

by drawing u from a uniform distribution on [0, 1], the transformed variable

x′ = P−1
< (u)

is distributed according to the target probability distribution function P (x).
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