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Abstract

In modern computer networks, optimizing routing decisions is critical for main-
taining high performance, low latency, and efficient resource utilization. The
programmability offered by Software-Defined Networks (SDNs) has paved the path
for the adoption of Machine Learning (ML) solutions to create innovative routing
schemas. In particular, this thesis integrates Reinforcement Learning (RL) and
Federated Learning (FL) within SDN to create a global routing model trained in a
cooperative fashion.

Reinforcement Learning autonomously learns optimal routing policies that adapt
to changing network conditions. Concurrently, Federated Learning allows multiple
networks to collaboratively develop a global model without sharing raw traffic data,
thereby maintaining privacy.

We rigorously tested our framework using Python simulations and the Mininet
emulator, integrated with the Ryu SDN controller, and real-world traffic matrices.
The results demonstrate that our approach consistently produces a generalizable
model that is effective across various network topologies, significantly reducing
training time while allocating the requested demand.
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Chapter 1

Introduction

In modern computer networks, the efficient management of traffic is critical to
ensuring high performance, low latency, and optimal resource utilization. As the
scale and complexity of these networks increase, achieving such efficiency has become
an increasingly challenging task. Traditional routing protocols, often based on static
configurations or simple heuristics, are not well equipped to cope with the dynamic
and unpredictable nature of contemporary network environments [1]. Factors such
as varying traffic demands, link failures, congestion, and fluctuating bandwidth
availability require routing strategies that can adapt quickly and intelligently to
changing conditions [2].
Software-Defined Networking (SDN) has emerged as a powerful paradigm to address
some of these challenges by decoupling the control plane from the data plane.
SDN allows centralized control of the network, enabling programmability and
dynamic adjustment of routing policies. However, even with SDN, the task of
determining optimal routing decisions in real time remains complex. The centralized
controller must process vast amounts of information and make decisions that
balance competing objectives, such as minimizing latency, avoiding congestion,
and optimizing resource usage. Recent advancements suggest that integrating
distributed learning frameworks, such as Federated Reinforcement Learning, can
help manage this complexity while maintaining data privacy and efficiency [3].
Researchers have explored the use of machine learning techniques, particularly
Reinforcement Learning (RL), to enable the network to learn optimal routing
policies through interaction with the environment. RL offers the advantage of
allowing the system to autonomously discover strategies that adapt to changing
network conditions without requiring a predefined model of the network’s behavior
[4]. However, most existing approaches assume that all data is available at a central
point, which introduces significant challenges in terms of scalability, privacy, and
cross-domain collaboration.
In real-world scenarios, networks are often operated by different administrative
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Introduction

domains, such as Internet Service Providers (ISPs), data centers, or enterprise
networks. These entities may be unwilling or unable to share detailed traffic data
due to privacy concerns, regulatory constraints, or business interests. This lack of
data sharing limits the ability to build comprehensive models that could benefit
from a broader view of network behavior across domains.
To address these challenges, this thesis proposes a novel approach that combines Re-
inforcement Learning (RL) and Federated Learning (FL) within SDN environments.
While RL enables networks to autonomously learn optimal routing strategies based
on local observations and feedback, FL allows multiple networks to collaboratively
improve their models without sharing raw data. Instead, only model updates are
exchanged, preserving data privacy and respecting the sovereignty of each network
domain.
Specifically, this work integrates TEAL [5], a state-of-the-art RL framework for
traffic engineering, with Flower [6], a flexible FL framework that supports hetero-
geneous participants. The proposed system enables multiple networks to jointly
train traffic engineering models while maintaining local control over sensitive data.
Simulations are conducted using Mininet with the Ryu SDN controller, evaluating
performance on realistic topologies such as GEANT and Abilene, using traffic
matrices that reflect real-world demand patterns.
The main contributions of this thesis are:

• The design of a privacy-preserving, federated reinforcement learning framework
for SDN traffic engineering.

• The extension of the Reinforcement Learning Agent to operate in a federated
setting using Flower, enabling distributed learning across multiple networks.

• A thorough evaluation of the proposed approach through simulations on
realistic topologies, demonstrating its potential to improve routing efficiency
while preserving privacy.

Our work directly addresses this critical and multifaceted gap by proposing and
rigorously evaluating a novel Federated Reinforcement Learning framework specif-
ically tailored for **Traffic Engineering with Adaptive Learning (TEAL)** [5].
Our system fundamentally differentiates itself from prior art through several key
innovations. A core contribution is the framework’s ability to allow multiple dis-
tributed TEAL agents, each operating autonomously within its respective SDN
domain, to collaboratively learn an optimal global routing policy. Crucially, this
collaborative learning is achieved without any raw, sensitive traffic data ever leav-
ing the local network boundaries. This architectural choice inherently upholds
paramount privacy requirements for multi-provider networks and inter-enterprise
collaborations, contrasting sharply with centralized DRL approaches that demand
full data visibility. Furthermore, the federated architecture inherently distributes
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the computational burden of DRL model training across numerous client devices.
This significantly mitigates the scalability bottlenecks and computational strain
associated with a single, monolithic centralized controller, allowing the system to
gracefully scale to a larger number of heterogeneous network domains and traffic
loads while offering substantial efficiency gains through parallel training.
From a technical implementation perspective, our approach uniquely synergizes the
adaptive, real-time decision-making capabilities of Deep Reinforcement Learning
with the inherent programmability of SDN. Each local SDN controller acts as
the immediate environment for its respective TEAL agent, providing real-time
state observations and executing the learned routing policies through flow rule
manipulation. To realize this, we utilize the Flower framework [6] to orchestrate
the federated learning process. Flower’s modularity and robust aggregation strate-
gies provide a solid, open-source foundation for handling complex aspects like
model aggregation and client selection, demonstrating the feasibility of building
such a system using contemporary FL tools. To our extensive knowledge, a com-
prehensive investigation into the performance characteristics, training efficiency,
and practical deployment considerations of FRL specifically applied to dynamic,
multi-domain Traffic Engineering—rigorously evaluated using a modern framework
like Flower—has not been thoroughly explored in existing academic literature.

1.1 Thesis Structure
The remainder of this document is organized as follows. Chapter 2 provides the
necessary background on SDN, traffic engineering, RL, and FL, while Chapter
3 reviews the related work in these fields. Chapter 4 defines the problem and
the specific objectives of this research in detail. The methodology, including the
design of the proposed system and the experimental setup, is described in Chapter
5. Subsequently, Chapter 6 presents the results and discusses their implications.
Finally, Chapter 7 concludes the thesis and outlines potential directions for future
work.
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Chapter 2

Background

The evolution of computer networks has led to increasingly complex architectures
that must handle diverse applications, dynamic traffic patterns, and stringent
performance requirements. From the early days of packet-switched networks to the
current era of ubiquitous connectivity, the demands placed on network infrastruc-
ture have grown exponentially. This necessitates continuous innovation in network
management and optimization strategies. In this context, several technological
paradigms have emerged to improve flexibility, efficiency, and intelligence in manag-
ing networks. This section introduces the key concepts that form the foundational
pillars of this thesis. Understanding these individual components is crucial before
exploring their synergistic integration within our proposed framework.

2.1 Software-Defined Networking (SDN)
Software-Defined Networking (SDN) represents a fundamental shift in network
architecture, decoupling the control plane from the data plane. Traditionally,
network devices (routers, switches) integrate both control logic (e.g., routing
protocols, management interfaces) and data forwarding capabilities. This tight
coupling often leads to vendor lock-in, complex configurations, and slow innovation
cycles. SDN addresses these limitations by centralizing network intelligence in a
logically centralized controller, often referred to as the SDN controller or network
operating system. This controller maintains a global, unified view of the entire
network topology and its current state.
The key benefits of SDN are manifold. Firstly, it provides a programmable interface
(e.g., OpenFlow) to dynamically configure and manage network devices, allowing
network administrators to define forwarding behavior through high-level policies
rather than device-specific commands. OpenFlow is the most widely adopted
southbound protocol in SDN, enabling the controller to install flow rules in switches,
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Figure 2.1: SDN vs Traditional Networks

query statistics, and receive notifications about unmatched packets. Software
switches such as Open vSwitch (OVS) implement the OpenFlow protocol and
maintain flow tables with complex matching criteria (Layer 2 through Layer 4
headers), supporting actions such as forwarding, dropping, or modifying packets.
This programmability enables faster deployment of new services, facilitates rapid
experimentation with novel routing algorithms, and simplifies network operations.
Secondly, the global view provided by the controller is a significant advantage
over traditional distributed routing protocols (like OSPF or BGP), which rely
on localized information and often converge slowly to network changes. With
a centralized view, the SDN controller can make more optimal, global routing
decisions in response to changing network conditions, traffic demands, or even
security threats. This centralized control and programmability lay the groundwork
for intelligent traffic management and optimization.

2.2 Traffic Engineering (TE)
Traffic Engineering (TE) is a crucial discipline in network management, focusing
on optimizing the performance of a network by intelligently adjusting how traffic
flows through the network infrastructure. The primary objectives of TE are
multifaceted and often involve a delicate balance between various performance
metrics. These objectives typically include minimizing network congestion by
preventing bottlenecks, balancing load across multiple available paths to ensure
efficient resource utilization, reducing latency for time-sensitive applications, and
improving overall network throughput and resource efficiency. Effective TE can
significantly enhance user experience, reduce operational costs, and improve the
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resilience of the network.
In traditional networks, TE relies heavily on configuring static routing policies,
adjusting link weights, or deploying protocols like MPLS (Multiprotocol Label
Switching) for explicit path control. However, these methods can be rigid and slow
to adapt to dynamic traffic patterns or network failures. In contrast, SDN-enabled
networks offer a more agile and effective platform for TE. The centralized SDN
controller, with its real-time visibility into traffic statistics and network topology,
can collect comprehensive information about current network conditions. This rich
data allows the controller to apply sophisticated algorithms – ranging from classical
optimization techniques to advanced machine learning models – to determine and
enforce optimal routing decisions dynamically. This capability transforms TE from
a static configuration task into a dynamic, adaptive process, crucial for modern,
highly dynamic network environments.

2.3 Reinforcement Learning (RL) for TE
Reinforcement Learning (RL) is a powerful paradigm within machine learning
where an intelligent agent learns to make optimal decisions through interaction
with an environment. Unlike supervised learning, which requires labeled datasets,
or unsupervised learning, which focuses on finding patterns in unlabeled data, RL
operates on a trial-and-error basis. The agent performs actions in the environment,
observes the resulting state changes, and receives feedback in the form of numerical
rewards or penalties. The goal of the RL agent is to learn a policy – a mapping
from states to actions – that maximizes the cumulative reward over time. In
the context of traffic engineering, an RL agent can effectively represent the SDN
controller. The environment would be the network itself, with its dynamic traffic
patterns, link capacities, and node states. The actions an RL agent could take
include adjusting routing paths, modifying forwarding rules, or applying traffic
shaping policies. The rewards could be designed to reflect desired network perfor-
mance objectives, such as minimizing latency, maximizing throughput, or avoiding
congestion. RL’s inherent ability to adapt to dynamic and uncertain conditions
makes it particularly well-suited for the challenges of TE, where network conditions
are constantly fluctuating and a precise mathematical model of network behavior
might be difficult or impossible to formulate. Various RL algorithms have been
explored in this domain, including model-free methods like Q-learning and its deep
learning extension, Deep Q-Networks (DQN), which leverage neural networks to
approximate the Q-value function, and Actor-Critic methods, which learn both a
policy and a value function concurrently. These algorithms enable the system to
learn optimal routing strategies autonomously without explicit programming for
every conceivable network state.
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Figure 2.2: Reinforcement Learning

2.4 Federated Learning (FL)

Federated Learning (FL) is a distributed machine learning technique that
addresses the critical challenge of data privacy and sovereignty in collaborative AI. In
a traditional centralized machine learning setup, all data is collected and processed
at a central server. However, this model becomes problematic when dealing with
sensitive data (e.g., patient records, financial transactions, or private network
traffic data) or when data is geographically dispersed across multiple administrative
domains due to regulatory or privacy concerns. FL provides an elegant solution: it
enables multiple participants (referred to as clients) to collaboratively train a shared
machine learning model without ever exchanging their raw local data. Instead, each
participant trains the model locally on their own dataset. Only model updates, such
as gradient vectors or trained model parameters, are shared with a central server (or
an aggregator). The aggregator then combines these updates from all participants
to create an improved global model, which is then sent back to the clients for their
next round of local training. This iterative process allows for the construction of a
robust global model while ensuring that sensitive raw data remains on the client
devices. FL is particularly valuable in scenarios where data privacy, sovereignty,
regulatory compliance (e.g., GDPR, HIPAA), or bandwidth limitations prevent the
sharing of sensitive information. In the context of multi-domain traffic engineering,
FL offers a groundbreaking approach for different administrative domains (e.g.,
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Figure 2.3: Federated Learning

Internet Service Providers, enterprise networks) to collaborate on learning better,
more efficient routing policies without exposing their detailed, proprietary traffic
data or internal network configurations.
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Chapter 3

Related Work

This chapter provides an exhaustive review of the existing academic literature that
forms the intellectual bedrock for our proposed Federated Reinforcement Learn-
ing (FRL) framework for Traffic Engineering (TE) in Software-Defined Networks
(SDN). Our exploration meticulously dissects advancements across three pivotal,
yet often disparate, research domains: the application of Reinforcement Learning
(RL) and Deep Reinforcement Learning (DRL) for dynamic network management,
the paradigm of Federated Learning (FL) in distributed and privacy-sensitive
networking environments, and the emerging synthesis of these two, Federated
Reinforcement Learning. By undertaking a detailed analysis of methodologies,
experimental setups, achieved contributions, and inherent limitations of prior re-
search, this chapter precisely positions our novel contribution, delineates its unique
attributes, and clearly articulates the specific, unresolved research challenges that
our work endeavors to overcome in the pursuit of scalable, privacy-preserving, and
highly efficient traffic engineering solutions.

3.1 Reinforcement Learning-based solutions
The architectural revolution brought forth by Software-Defined Networking (SDN),
characterized by the decoupling of the control plane from the data plane, has
fundamentally transformed network programmability and fostered a global network
observability. This shift has established an unprecedented opportunity for the
application of Reinforcement Learning (RL) and particularly Deep Reinforcement
Learning (DRL) to address the intrinsically complex and dynamic optimization
problems prevalent in modern networks, with Traffic Engineering (TE) standing as
a prime example. In this paradigm, DRL agents, typically integrated within the
logically centralized SDN controller, gain the ability to comprehensively observe
network states (e.g., link bandwidth utilization, queue depths, end-to-end delays,
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traffic matrices), learn optimal routing and resource allocation policies through
iterative interactions with the network environment, and dynamically enforce
these policies by adjusting flow rules or modifying link weights to achieve specific
performance objectives such as minimizing congestion, reducing latency, maximizing
throughput, or ensuring Quality of Service (QoS).
A diverse array of DRL algorithms has been ingeniously adapted and applied to TE
in SDN environments. Early pioneering works predominantly leveraged value-based
methods, most notably Deep Q-Networks (DQN). For instance, Liu et al. [7]
proposed a framework where the agent learns to select optimal paths within the
network to minimize end-to-end delay for incoming flows. Their model mapped
the complex network state directly to Q-values for each possible routing action,
demonstrating promising results in smaller topologies. However, a significant
limitation of traditional DQN is its reliance on discrete action spaces, which
becomes a bottleneck when dealing with the vast, continuous, or combinatorially
explosive action spaces inherent in large-scale or multi-path routing scenarios. The
curse of dimensionality quickly renders such approaches impractical for real-world
deployments.
To circumvent the limitations of discrete action spaces and to improve learning
stability and convergence, policy-gradient methods and their variants, such as Actor-
Critic (AC), Asynchronous Advantage Actor-Critic (A2C), and Proximal Policy
Optimization (PPO), have gained substantial traction. Liu et al. [8] demonstrated
the efficacy of a DRL-based agent in developing robust routing policies capable
of adapting to highly fluctuating traffic demands and handling dynamic network
events like link failures. Their approach showcased superior adaptability and perfor-
mance metrics compared to heuristic or traditional routing protocols. Furthermore,
acknowledging the intrinsic graph-structured nature of network topologies, re-
searchers have begun integrating Graph Neural Networks (GNNs) with DRL. Jiang
et al. [2] introduced a GNN-enhanced DRL framework that could learn intricate,
high-dimensional representations of network topology, traffic patterns, and link
capacities. This synergy enabled the DRL agent to make more intelligent and
scalable routing decisions, especially across diverse and evolving network graphs,
by capturing relational dependencies between network elements. Comprehensive
surveys by Abbasova et al. [4] and Bhattacharjee [1] provide invaluable overviews,
systematically classifying these DRL-based routing optimization techniques based
on their underlying algorithms, network state representations, action space defini-
tions, and reward functions. They highlight that while DRL offers unprecedented
adaptability, the centralized paradigm remains predominant.
Despite these significant methodological advancements, the vast majority of DRL-
based TE solutions fundamentally operate under a centralized learning and decision-
making paradigm. This architecture necessitates that the DRL agent, typically
integrated into the SDN controller, maintains access to real-time, global, and highly
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granular network state information. While this centralized data aggregation is
feasible for tightly controlled, single administrative domains or laboratory sim-
ulations, its application to expansive, multi-domain networks introduces several
critical challenges.
Foremost among these is a fundamental scalability and performance bottleneck; as
network size grows, a single entity processing a deluge of global data struggles with
the computational load, often leading to delayed policy updates. This architectural
centralized reliance also creates a single point of failure where a central malfunction
can result in widespread outages. Furthermore, the continuous reporting of detailed
states from distributed elements generates excessive communication overhead that
consumes bandwidth and introduces latency. Beyond performance, there are
profound privacy concerns, as operators are often legally or competitively prohibited
from sharing raw, proprietary traffic data with an external central entity. Finally,
centralized models frequently struggle with data heterogeneity, failing to generalize
across diverse domains with unique topologies and operational policies.
While some literature explores distributed RL for traffic management, particularly
in urban environments like intelligent traffic signal control, they generally do not
fully address the privacy implications in a multi-domain, competitive context. For
example, Abdulhai et al. [9] pioneered the use of RL for adaptive traffic signal
control, where individual intersection agents learn independently. More sophis-
ticated approaches like Tan et al. [10] extended this to multi-agent systems for
large-scale urban traffic, where agents might coordinate through shared states or
message passing. However, these works typically focus on cooperative scenarios
without explicit privacy-preserving mechanisms or secure model aggregation tech-
niques inherent to Federated Learning, which are essential for sensitive network
management applications involving multiple stakeholders. On the contrary, we
propose a Federated Reinforcement Learning framework for SDN traffic engineering
that explicitly incorporates these privacy-preserving mechanisms and secure model
aggregation, enabling multiple network domains to collaboratively learn optimal
routing policies without ever sharing raw traffic data—thereby addressing the very
requirements that distributed RL approaches have left unmet in multi-stakeholder,
competitive network environments.

3.2 Federated Learning-based solutions
Federated Learning (FL) stands as a groundbreaking distributed machine learn-
ing paradigm that fundamentally redefines how collaborative intelligence can be
achieved while rigorously preserving data privacy. Its core principle dictates that
multiple clients collectively train a shared global model without ever exposing
their raw, sensitive local datasets. Instead, clients perform computations on their

11



Related Work

local data and only transmit aggregated model updates (e.g., gradients, weight
differences, or model parameters) to a central server. This server then performs a
robust aggregation (e.g., Federated Averaging) to synthesize a refined global model,
which is subsequently disseminated back to the clients for the next round of local
training. This unique architecture inherently safeguards data privacy, significantly
reduces communication bandwidth requirements by avoiding raw data transfer, and
mitigates the need for a single, massive data repository, making FL exceptionally
well-suited for a myriad of applications within the networking domain.
FL has demonstrated its transformative potential across a diverse spectrum of
network management and security challenges. In the realm of Intelligent Trans-
portation Systems (ITS) and Vehicular Ad-hoc Networks (VANETs), FL has proven
highly effective for predictive traffic management. For instance, Liu et al. [11]
introduced a privacy-preserving traffic flow prediction framework that enables
collaborative learning of traffic patterns. Their approach allows distributed entities
to optimize service access and make routing decisions while preserving individual
data privacy and significantly reducing the communication overhead associated
with centralized data collection. These studies underscore FL’s unparalleled capa-
bility to leverage distributed, real-time data from mobile entities for collaborative
intelligence in dynamic environments.
Beyond traffic management, FL offers a powerful mechanism for collaborative
anomaly detection and the development of robust Intrusion Detection Systems
(IDS). Ferrag et al. [12] provided a comprehensive analysis highlighting FL’s pivotal
role in cybersecurity, demonstrating its application in detecting sophisticated
malware, Distributed Denial of Service (DDoS) attacks, and various network
intrusions. By allowing different network entities—such as IoT devices, enterprise
network segments, and ISP routers—to train models on their local security logs
without sharing raw data, FL enables the construction of a more generalized
and robust threat detection model. This approach fosters collaborative threat
intelligence while rigorously protecting sensitive network forensic data.
In the context of next-generation cellular networks (5G and beyond) and Mobile
Edge Computing (MEC), FL facilitates distributed resource allocation, dynamic
spectrum sharing, and intelligent load balancing. Research by Chen and Liu
[13] explored FL for dynamic resource management in MEC environments, where
edge servers or base stations collaboratively learn optimal strategies for allocating
computational and communication resources. This distributed learning paradigm
minimizes latency, enhances scalability, and ensures privacy by avoiding the cen-
tralization of sensitive network performance data. Furthermore, as the proliferation
of Internet of Things (IoT) devices generates vast datasets at the network edge,
FL has become a natural fit for enabling on-device model training. Hameed and
Mohamad [14] provided a systematic review of FL applications in IoT scenarios,
underscoring its crucial role in facilitating privacy-preserving data analytics and
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collaborative intelligence directly at the network edge.
The integration of FL within Software-Defined Networking architectures is also an
actively evolving area of research. Recent works have explored how SDN’s logically
centralized control plane can serve as the orchestration layer for the FL training
process, managing model aggregation and distribution, while its distributed data
plane ensures that sensitive raw data remains localized at the client [15]. This body
of work delves into critical challenges specific to FL in SDN, including ensuring com-
munication efficiency, achieving robustness against malicious client contributions,
and managing data heterogeneity. While Federated Learning (FL) has effectively
addressed many privacy and scalability challenges inherent in centralized machine
learning, its applications in networking have traditionally focused on supervised
or unsupervised tasks, such as predictive analytics and traffic classification. In
recent years, however, the integration of FL with Reinforcement Learning (RL)
has emerged as a promising paradigm, demonstrating greater potential for tackling
complex, adaptive, and real-time network control problems—such as dynamic traffic
routing—thereby paving the way for more intelligent and decentralized network
management strategies.

3.3 Federated Reinforcement Learning (FRL)
The synergistic fusion of Federated Learning and Reinforcement Learning has
given rise to Federated Reinforcement Learning (FRL), an emergent and highly
promising paradigm. FRL aims to combine the benefits of decentralized, privacy-
preserving collaborative model training from FL with the adaptive, sequential
decision-making capabilities of RL. This makes FRL particularly relevant for
complex, distributed control systems where multiple agents or entities need to learn
a common optimal policy through interaction with their local environments, all
while rigorously preserving the privacy of their raw state-action observations and
reward signals. FRL methodologies can be broadly categorized based on the specific
components of the RL process that are federated. The most prevalent approach is
the Federated Averaging of Policy or Value Network Parameters, often referred to
as Model Federation. In this schema, each client trains its local RL agent—such as
DQN, PPO, or DDPG—using its local environmental interactions. Periodically,
clients transmit their local model parameters, such as the weights of their policy
or value function networks, to a central server. The server then aggregates these
parameters, typically using Federated Averaging (FedAvg), to produce an improved
global model that is subsequently broadcast back to the clients. Qi et al. [3]
provide a foundational review of these FRL techniques, discussing variants of
federated averaging applied to different underlying RL algorithms. This method
effectively preserves privacy as only model updates, rather than raw experiences,
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are shared. Alternatively, systems may utilize Federated Averaging of Gradients,
where clients compute gradients based on their local losses and send only these
gradients to the server for aggregation. A less common approach, due to heightened
privacy concerns and data heterogeneity, is the Federated Averaging of Experiences
or Trajectories. In this data federation model, clients might share aggregated
summaries or sanitized versions of their experience trajectories to train a central
agent, though this requires strong privacy mechanisms like differential privacy.
Finally, in actor-critic architectures, clients may participate by sending Aggregated
Actor/Critic Outputs, such as value estimates or policy distributions, rather than
full model weights.
However, the implementation of FRL faces a compounded set of challenges that
stem from the complexities of intersecting FL with RL. A critical hurdle is the
often severe non-i.i.d. (non-independent and identically distributed) nature of client
environments. Unlike typical FL where data may be statistically independent but
differently distributed, in FRL, each client’s environment might possess unique
dynamics, distinct reward structures, varying state-action spaces, or different causal
relationships. This profound heterogeneity can significantly hinder global model
convergence, lead to unstable training, or result in a suboptimal global policy
that performs poorly for individual clients. Nevertheless, the research community
has proposed concrete mitigation strategies: for instance, Jin et al. [16] introduce
federated RL algorithms with personalization heuristics that achieve convergent
policies despite environment heterogeneity, while the broader FRL literature [3]
surveys techniques for communication-efficient aggregation, event-triggered synchro-
nization, and model compression. Furthermore, RL training typically demands a
large number of interactions and frequent updates to converge, leading to challenges
regarding communication efficiency and latency sensitivity. The transmission of
model parameters, especially for large deep neural networks, can incur substantial
communication overhead and undermine the real-time responsiveness required for
dynamic control applications. These issues are exacerbated by convergence stability
concerns; the inherent non-stationarity of the RL environment, combined with the
asynchronous nature of FL updates, makes balancing exploration and exploitation
highly complex. Finally, while FL minimizes raw data exposure, FRL introduces
enhanced privacy and security concerns, as model updates could potentially leak
sensitive information through reconstruction attacks, or malicious clients could
contribute poisoned updates to degrade global model performance. However, ro-
bust aggregation schemes [17] and differential privacy extensions available in FL
frameworks offer established mitigations for these risks. In light of these existing
mitigations, we adopt FRL for SDN traffic engineering and explicitly evaluate
our system with respect to convergence behaviour, communication overhead, and
performance under heterogeneous topologies in Chapters 5–7, demonstrating that
FRL remains a viable and effective approach when these considerations are taken
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into account.
Despite these formidable challenges, FRL demonstrates immense promise in various
distributed control domains. In networking, FRL frameworks have been proposed
for resource management and, more recently, for routing. El Houda et al. [18]
present an FRL approach for network routing in wireless environments, where
geographically distributed agents train policy models in a fully distributed manner to
obtain optimal routing policies while preserving data privacy. Li et al. [19] introduce
FedRDR, a federated reinforcement distillation-based routing algorithm for UAV-
assisted networks in emergency scenarios, reducing communication overhead by
approximately 29% compared to standard FRL. Nguyen et al. [20] apply federated
deep RL to traffic monitoring and flow-rule optimization in SDN-based IoT networks,
improving match-field efficiency and DDoS detection. Beyond routing, Chen and
Liu [13] explored FRL for dynamic resource allocation and task offloading in
MEC environments, while surveys [3, 15] have highlighted FRL’s potential for
future communication systems. Crucially, however, these prior FRL routing works
address distinct problems: wireless ad-hoc path selection [18], UAV-based emergency
routing [19], and SDN flow-rule control for monitoring and security [20]—none target
the specific task of multi-path traffic engineering in SDN, where the objective is to
optimize flow allocation across candidate paths to maximise demand satisfaction and
minimise link utilisation under multi-domain, privacy-preserving constraints. To our
knowledge, our work is the first to apply FRL specifically to SDN traffic engineering
for multi-domain WAN and backbone networks, integrating a state-of-the-art GNN-
based RL agent [5] with a federated learning orchestration framework [6], and to
provide rigorous empirical evaluation of performance, convergence, and training
efficiency under heterogeneous topologies.
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Chapter 4

Problem Definition and
Research Objectives

Building on the background introduced in Chapter 2, this chapter defines the specific
problem this thesis addresses, explains why it is non-trivial to solve, and outlines
at a high level the approach taken. The detailed methodology and experimental
setup follow in subsequent chapters.

4.1 The Problem Statement
Modern networks must route traffic across complex topologies under continuously
changing demand, while meeting strict performance requirements. As illustrated in
Figure 4.1, we propose that within a single SDN domain the controller observes
the network state — available link capacities and per-source-destination traffic
demands — and must decide how to split each flow across candidate paths. The
quality of this decision is measured by three concrete objectives that this thesis
targets directly: maximising the Flow/Demand ratio (the fraction of offered
traffic that is successfully routed), minimising the maximum link utilisation (to
prevent congestion bottlenecks), and keeping the inference runtime low enough
for real-time enforcement. Static protocols such as OSPF assign traffic to shortest
paths and are oblivious to current load, which leads to congested links on popular
paths while other capacity goes unused. Deep Reinforcement Learning (DRL)
addresses this by letting an agent learn adaptive routing policies through repeated
interaction with the network, directly optimising these performance objectives
without requiring an explicit analytical model.
The challenge deepens considerably when moving beyond a single operator. In
reality, the internet is divided into many independently administered domains

— ISPs, enterprise networks, content providers — each operating its own SDN
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Figure 4.1: Traffic engineering within a single SDN domain. The controller must
allocate each flow across candidate paths to maximise satisfied demand and avoid
congested links (shown in red). Static shortest-path routing concentrates load on
direct paths, while a learned policy can redistribute traffic adaptively.

controller and serving distinct traffic profiles. A natural way to exploit this diversity
would be to train a shared DRL model on data from all domains, producing a
policy that generalises across different topologies and demand patterns. Figure 4.2
depicts the naive approach: raw telemetry from every domain is streamed to a
single central entity that aggregates it, trains a global model, and pushes routing
decisions back. This architecture fails on three fronts. First, traffic matrices and
link statistics are commercially sensitive and may be legally protected; no ISP
or enterprise will expose them to a third party. Second, the central aggregator
becomes a scalability bottleneck and a single point of failure: as the number of
domains grows, so does the volume of raw data to be transmitted and processed,
stretching the control loop and degrading the responsiveness that real-time TE
requires. Third, heterogeneity works against a centralised model — a topology as
sparse as a wide-area backbone and one as dense as a data-centre fat-tree require
very different routing strategies, and pooling their raw data does not automatically
produce a policy that is optimal for either.
These three obstacles — privacy, scalability, and generalisation — motivate an
alternative where domains collaborate without sharing raw data. Figure 4.3
illustrates the approach pursued in this thesis: each domain retains full ownership
of its traffic data and trains a local DRL agent using only its private observations.
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Domain A(ISP) Domain B(Enterprise) Domain C(CDN)

Central Aggregator
raw data + training

raw telemetry
raw telemetry

raw telemetry

Privacy risk
Bottleneck / SPOF

heterogeneous topologies and traffic — a single model struggles to generalise

Figure 4.2: Naive centralised approach: raw telemetry from every domain is sent
to a single aggregator for training. This violates data privacy, creates a scalability
bottleneck and single point of failure (SPOF), and yields a model that generalises
poorly across heterogeneous domains.

Periodically, each agent sends only its model parameters (weights of the policy
network) to a federated server, which aggregates them — for instance via a weighted
average — into a global model and distributes it back. No traffic matrix, link
statistic, or internal topology detail ever leaves the domain. The global model
benefits from diverse routing experiences across different network environments,
improving generalisation; the local agents retain operational autonomy; and the
communication overhead is bounded by the size of the model, not by the volume
of telemetry. This is the core problem setting this thesis addresses: how to enable
effective, privacy-preserving, multi-domain traffic engineering through federated
reinforcement learning in SDN.

The central question this thesis addresses is therefore: how can adaptive traffic
engineering — optimising the Flow/Demand ratio, maximum link utilisation, and
routing responsiveness — be realised across multiple heterogeneous and privacy-
sensitive SDN domains through federated reinforcement learning, without requiring
the exchange of raw network data?
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Domain A(ISP) Domain B(Enterprise) Domain C(CDN)

Federated Server
model aggregation only

model params global model
model params global model

model paramsglobal model

Privacy preserved
scalable, generalisable

data stays local data stays local data stays local

Figure 4.3: Proposed federated reinforcement learning approach: each domain
trains a local RL agent on private data and shares only model parameters with
the federated server (solid blue arrows). The server aggregates them into a global
model and distributes it back (dashed orange arrows). No raw traffic data ever
leaves any domain.

4.2 Challenges
Solving the problem described above is not straightforward, and three interrelated
challenges stand in the way of a direct solution.
The first and most fundamental is data privacy and sovereignty. Traffic matrices,
link utilisation statistics, and internal topology configurations are sensitive assets
for any network operator. ISPs compete commercially, enterprises are bound by
regulation, and research networks operate under institutional agreements — none
of these actors can expose raw operational data to an external party, let alone a
shared central server. Any solution that requires centralising this data in order to
train a joint model is therefore practically inadmissible, regardless of its theoretical
performance.
The second challenge is scalability and control-loop responsiveness. Even
if privacy were not a concern, continuously aggregating raw telemetry from many
geographically distributed domains at a single point creates severe bandwidth and
processing overhead. The central entity becomes a bottleneck: as the number of
participating domains grows, so does the volume of data to ingest and the latency
of the control loop. Real-time traffic engineering requires routing decisions to be
computed and enforced on timescales of seconds; a centralised architecture that
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struggles to keep pace with incoming telemetry fundamentally undermines this
requirement.
The third challenge is generalisation across heterogeneous environments.
Different domains do not share the same topology, traffic regime, or performance
objectives. A wide-area backbone operated by an ISP has very different structural
properties from the fat-tree topology of a data-centre network, and the demand
patterns they carry differ accordingly. A routing policy that performs well in one
setting may degrade significantly when applied to another. Achieving a model that
transfers usefully across such diversity — rather than averaging it into mediocrity

— requires exposure to varied training environments, which is precisely what
centralised collection would theoretically provide but privacy constraints prevent.
These three challenges are tightly coupled: solving privacy without addressing
scalability simply moves the bottleneck, and solving both without attention to
generalisation produces a system that works in the lab but fails to adapt when
deployed across real heterogeneous infrastructure.

4.3 Proposed Approach
The approach taken in this thesis addresses all three challenges through a single
architectural decision: replacing raw data exchange with model parameter exchange.
Rather than aggregating telemetry, each administrative domain trains a local
Reinforcement Learning agent [5] — entirely on its own private data. The
agent observes local link capacities and traffic demands, and learns a routing policy
that maximises the Flow/Demand ratio while keeping maximum link utilisation
low and inference time short.
Periodically, each federated Reinforcement Learning agent shares only the
parameters of its policy network with a central federated server, implemented using
the Flower framework [6]. The server aggregates these parameters — using a
weighted average proportional to each domain’s training data volume — into a
single global model and distributes it back. No traffic matrix, link statistic, or
topology detail ever leaves any domain. Privacy is preserved structurally, not by
policy.
This federated formulation also addresses scalability: the communication overhead
per round is bounded by the size of the model weights, which is fixed and small
relative to continuous telemetry streams. Local training runs in parallel across all
domains simultaneously, so the wall-clock time per federated round does not grow
with the number of participants. The control loop within each domain remains
entirely local and unaffected by the federated aggregation, which operates on a
slower timescale in the background.
Generalisation improves because the global model is shaped by routing experience
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drawn from multiple distinct topologies and traffic regimes. A policy update that
helps Domain A navigate a congested backbone link carries information that may
benefit Domain B when it encounters analogous congestion in a different topology

— without either domain disclosing the specifics of its network. The degree to
which this cross-domain transfer actually improves routing performance, and under
what conditions it does so, is one of the central empirical questions this thesis
investigates. The evaluation is conducted through simulation using Mininet with
the Ryu SDN controller, across realistic network topologies with realistic traffic
matrices — providing a controlled and reproducible basis for assessing the approach
against both isolated single-domain learning and traditional routing baselines.
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Chapter 5

Methodology

This chapter provides a detailed exposition of the methodology employed in this
thesis, meticulously explaining how the proposed Federated Reinforcement Learning
for Traffic Engineering system was designed, implemented, and experimentally
evaluated. The goal is to offer a comprehensive and transparent understanding
of the system’s inner workings, enabling both comprehension of its theoretical
foundations and insights into its practical realization.
The presentation adopts a top-down, procedural approach, moving from the over-
arching system architecture to the granular details of its components, data man-
agement, and experimental setup. This structured explanation ensures clarity and
facilitates understanding of the complex interplay between Reinforcement Learning
and Federated Learning within our Software-Defined Networking context.

1. A high-level architectural overview, delineating the main components and
their interactions (§5.1).

2. An in-depth description of the Reinforcement Learning agent, which forms
the core of local intelligence within each network domain (§5.2).

3. The detailed explanation of the federated Reinforcement Learning agent
protocol, orchestrated by the federated learning framework, which enables
privacy-preserving collaborative learning (§5.3).

4. A description of the data preparation and management processes, covering
network topologies and traffic matrices (§5.4).

5. The specifics of the experimental setup and parameterisation used for evaluat-
ing the system’s performance (§5.4).

6. Considerations for reproducibility of the results (§5.4).
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5.1 System Architecture
The proposed system adopts a distributed architecture where multiple network do-
mains collaborate to train a shared traffic engineering model under the coordination
of a central aggregation server. Each domain retains full ownership of its private
data — topology and traffic matrices — while contributing to a global routing
policy through periodic exchange of model parameters. Figure 5.1 illustrates this
high-level design, showing the primary components and the flow of information
between them.

FL Rounds: Initialization ↔ Local Train-
ing ↔ Upload ↔ Aggregation ↔ Broadcast

FL Server

Client 1

RL
Agent

Data
Store

SDN
Emu-
lator

Local RL Training

Global Model
(Params)Updated Model

(Params, Metrics)

. . .

Client N

RL
Agent

Data
Store

SDN
Emu-
lator

Local RL Training

Global Model
(Params)

Figure 5.1: High-Level System Architecture of Federated Reinforcement Learning
for Traffic Engineering.
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The proposed system adopts a distributed architecture, central to the Federated
Learning paradigm, where multiple network domains (clients) collaboratively train
a shared traffic engineering model under the coordination of a central server. This
architecture is designed to enable collective intelligence without compromising the
privacy of local network data. Figure 5.1 visually illustrates this high-level design,
highlighting the primary actors and their interactions, and the flow of information
within the system.
The federated server acts as the central coordinator. Its role is to aggregate
model updates received from participating clients, compute a weighted average of
their parameters, and broadcast the resulting global model back to all participants.
The server never accesses raw network data; it operates exclusively on model
weights. The aggregation follows the Federated Averaging (FedAvg) algorithm,
where each client’s contribution is weighted by the volume of training data it used
locally, ensuring that domains with more traffic history influence the global model
proportionally.
Each client represents an independent administrative domain — an ISP, enterprise
network, or data centre — that participates in the federated training process. The
client holds private network topology information (nodes, links, capacities) and
historical traffic matrices (demand snapshots over time). Within each client, a local
RL agent learns a routing policy by interacting with a simulated representation
of its network. After a fixed number of local training epochs, the client serializes
its updated model parameters and transmits them to the server. Alongside the
parameters, the client also reports validation metrics (e.g., achieved flow/demand
ratio, maximum link utilisation) to allow the server to monitor global performance
trends, but no raw topology or traffic data ever leaves the client’s local environment.
The RL agent embedded in each client is responsible for learning an adaptive
routing policy. The agent observes the network state — link capacities and
current traffic demands — and outputs a distribution of traffic across candidate
paths for each source-destination pair. Training proceeds through policy-gradient
optimization: the agent samples actions (path allocations), receives rewards based
on how well those allocations satisfy demand and balance load, and adjusts its
policy network parameters to increase the probability of high-reward actions. The
specifics of the RL formulation, including state representation, action space, and
reward functions, are detailed in Section 5.2.
The data store within each client contains the input data for training: network
topology (graph structure with link capacities) and traffic matrices (historical
demand snapshots). This data remains strictly local and is never shared with the
server or other clients. The privacy guarantee of the federated approach rests on
this strict data localization: only derived model parameters, which do not directly
reveal raw traffic patterns or internal network structure, are exchanged.
An SDN emulator is used offline within each client to validate learned policies
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under realistic packet-level dynamics. After training, the learned routing decisions
can be tested in an emulated network environment to assess their real-world
behavior, including effects of queueing, packet loss, and protocol interactions. This
validation step is particularly important for bridging the gap between abstract
RL training (which operates on traffic matrices) and actual network deployment
(which must handle real packets). The emulation setup and its role in evaluation
are discussed further in Chapter 7.

5.1.1 Training Cycle
The federated learning process operates in rounds. At the start of each round, the
server broadcasts the current global model to all participating clients. Each client
then loads this global model into its local RL agent and performs a fixed number of
local training epochs (E), during which the agent interacts with its private network
data and refines its policy using gradient-based optimization. Once local training
completes, the client extracts the updated model parameters and sends them back
to the server, along with validation metrics computed on a held-out slice of its
local data.
The server collects parameter updates from all clients and performs weighted
aggregation. The weight assigned to each client is proportional to the number
of training samples (traffic matrices) it used during the local phase, ensuring
that clients with richer datasets contribute more to the global model. The server
then computes the weighted average of all received parameters, producing a new
global model. This updated model is broadcast back to all clients, completing
one federated round. The cycle repeats for a predefined number of rounds (R),
progressively refining the global routing policy through distributed collaboration.
Throughout this process, no client ever accesses another client’s data, and the server
never sees raw traffic matrices or topologies. The only information crossing domain
boundaries consists of model parameters and scalar validation metrics. This design
preserves privacy while enabling collective learning: the global model benefits from
diverse routing experiences across heterogeneous network environments, improving
its ability to generalize to new topologies and traffic patterns that no single domain
encountered during training.

5.2 The Reinforcement Learning Agent
The Reinforcement Learning agent is a sophisticated module designed to learn
effective traffic engineering policies within a given network. Its design incorporates
a custom environment to interact with, a specialized Graph Neural Network (GNN)-
based policy network, and a robust constraint-handling mechanism.
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5.2.1 Environment
The environment defines the interaction interface for the RL agent, mimicking a
network environment. It is responsible for constructing the state space, defining
valid actions, and computing rewards based on the agent’s actions.

State Construction For the RL agent to make informed decisions, the network’s
current state must be accurately represented. The state vector s is constructed by
concatenating two critical pieces of information:

s = c ∈ R|E|ü ûú ý
link capacities (available bandwidth)

∥ d ∈ RK×|P |ü ûú ý
demand per source-destination pair and candidate path

,

where |E| is the number of edges (links) in the network, c represents the maximum
capacity of each link, and d encodes the traffic demand. Specifically, K denotes
the number of pre-computed candidate paths per source-destination pair, and |P |
represents the total number of such candidate paths across all node pairs. This
comprehensive state allows the agent to perceive both the network’s structural
capabilities and its current traffic load.

Path Generation To provide the agent with a diverse set of routing options,
candidate paths for each source-destination pair are pre-computed. These are
specifically edge-disjoint K-shortest paths, ensuring that each set of K paths
between a given source and destination pair utilizes distinct network links as much
as possible. This design choice enhances network resilience and allows for better
load balancing by avoiding single points of failure. Pre-computed paths can be
cached for efficiency.

Reward Functions The reward function is critical in RL, guiding the agent
towards desired network behaviours. The Reinforcement Learning agent supports
two primary reward functions, which can be configured based on the optimization
objective. The first, Total Flow, is defined as R = q

k

q
p xk,p, where xk,p

represents the amount of traffic flow for demand k utilizing path p. Maximising
this reward encourages the agent to satisfy as much of the offered traffic demand
as possible, effectively optimising for overall network throughput. The second,
Min-Max Link Utilisation, is expressed as R = − maxe

1
ce

q
k,p:e∈p xk,p. Its

objective is to minimise the maximum link utilisation across the entire network.
By penalising the highest loaded link, this reward function encourages the agent
to distribute traffic evenly across available paths, thereby mitigating congestion
and preventing bottlenecks. This is crucial for maintaining network stability and
performance under heavy load.
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5.2.2 Policy Network
The policy network, often referred to as the actor in actor-critic methods, is the
core of the RL agent’s decision-making process. It maps the observed network
state to a distribution over possible actions (traffic allocations). The Reinforcement
Learning agent’s policy network incorporates a Graph Neural Network (GNN)
architecture, well suited for processing graph-structured network data.
The central component consists of L stacked layers of linear graph convolution.
Graph Neural Networks are particularly effective for network traffic engineering
tasks because they can inherently capture the topological relationships and de-
pendencies between nodes and links. This architecture transforms initial per-edge
and per-path embeddings of the network state into a rich, high-dimensional rep-
resentation that encodes complex network dynamics. Following the GNN layers,
a fully-connected layer acts as the mean head, taking the processed output and
directly producing a mean allocation for each candidate path, which represents the
agent’s preferred traffic distribution. To facilitate exploration during the learning
process, the policy network introduces stochasticity, either through a fixed standard
deviation (σ) or by learning the log-variance of the action distribution. Exploration
is typically limited to the training phase, allowing for more deterministic actions
during inference.

5.2.3 Training Loop
The training loop orchestrates the local Reinforcement Learning process within
each client. It encapsulates the core cycle where the Reinforcement Learning agent
interacts with its environment and updates its policy network parameters.
The training loop proceeds as follows for each demand matrix:

1. State Observation and Action Sampling: The agent first observes the
current network state s, which includes link capacities and traffic demands.
Based on this state, the policy network samples a raw action a representing a
proposed traffic allocation across the candidate paths.

2. Environment Step Execution: The sampled action a is then passed to the
environment, which performs several crucial operations:

(a) It transforms the raw action a into concrete traffic flows.
(b) It calculates and returns a numerical reward r, reflecting the performance

of the refined action â based on the chosen reward function (e.g., Total
Flow or Min-Max Link Utilization). It also provides the next state, though
for this specific formulation, the next state is independent of the action
in the immediate step.
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3. Loss Accumulation: The agent then accumulates the Reinforcement Learn-
ing loss. For policy gradient methods, this typically involves the nega-
tive log-probability of the chosen action multiplied by the received reward
(− log πθ(â|s) r). This loss function is designed to increase the probability of
actions that lead to higher rewards.

4. Gradient Descent Update: After processing a batch of demand matrices
and accumulating sufficient loss, the agent performs a gradient-descent up-
date to its policy network parameters (θ) to minimize the accumulated loss.
Optional early-stopping on a validation reward can be employed to prevent
overfitting and ensure generalization.

5.3 Federated Learning Protocol
A federated learning framework provides the backbone for our setup, enabling
multiple Reinforcement Learning agents to collaborate without direct data sharing.
Each client hosts its own RL agent; the federated learning protocol orchestrates the
coordination between these agents and the central server so that they train together
by periodically exchanging model weights. The following paragraphs describe the
client-side and server-side protocols.

5.3.1 Client Protocol
Our setup comprises multiple RL agents, one per client (network domain), each
adhering to the federated learning client API. The agents work together through
the federated protocol: each time they complete local training, they send their
updated model weights to the FL server; the server aggregates these weights and
broadcasts the updated global model back to all clients, who then use it as the
starting point for the next round of training. This cycle repeats for a predefined
number of rounds.
Within a single round, each client first receives the current global model param-
eters θglobal from the FL server (from the previous round’s aggregation, or from
initialization) and loads them into its local policy network πθ. The client’s RL
agent then performs local training for a fixed number of epochs E, iterating over
batches of traffic matrices from its private dataset Dtrain. For each batch, the
agent observes the network state s (link capacities and traffic demands), samples
a traffic allocation action a from πθ(· | s), executes the action in the simulated
environment to obtain a reward r, accumulates the policy gradient loss, and updates
the policy parameters via gradient descent. Once all epochs complete, the client
stores the updated parameters as θlocal and records the number of training samples
n = |Dtrain|.
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The client then serializes θlocal into a compact format suitable for transmission and
evaluates the model on its held-out validation set Dval to compute metrics M (e.g.,
flow/demand ratio, max-link utilisation). It sends the tuple (θlocal, n, M) to the
server. No raw traffic matrices, topology information, or any other sensitive data
ever leaves the client — only model weights and scalar metrics are exchanged.

5.3.2 Server Strategy
The FL server coordinates the federated learning process: it receives model weights
from each of the multiple RL agents (clients), aggregates them into a single global
model, and broadcasts the updated model back to all clients. Our implementation
extends the standard FedAvg strategy with a custom aggregation strategy.
At the start of each federated round, the server broadcasts the current global
model to all participating clients. Each client trains its local RL agent and
returns its updated parameters, sample count, and validation metrics. Once all
clients have responded, the server performs weighted aggregation: it computes a
weighted average of the received model weights, where each client’s contribution is
proportional to the number of training samples n it used. This produces a new
global model that reflects the combined learning from all RL agents. The server
then broadcasts this updated model back to every client, who load it and begin
the next round of local training. Thus, each RL agent benefits from the collective
experience of all participating agents, while raw data remains local.
Beyond standard FedAvg, our strategy collects and logs both aggregated global
metrics (e.g., average validation reward across all clients) and individual per-client
metrics. For this research, the strategy enforces all-clients participation in each
round, and the server uses user-definable convergence heuristics to terminate when
performance plateaus or a maximum number of rounds is reached.

5.3.3 Privacy Considerations
A cornerstone of this research is the rigorous adherence to data privacy principles.
The federated learning protocol inherently mitigates confidentiality concerns by
design. Crucially, no raw topologies, sensitive traffic matrices, or any other propri-
etary network data ever leave a client’s local environment; this is the fundamental
privacy guarantee of Federated Learning. The only information exchanged between
clients and the FL server consists of model weights (parameters of the neural
network). These aggregated, non-interpretable numerical values do not reveal
individual client data. While the primary focus is on preventing raw data leakage,
advanced privacy attacks such as gradient inversion (where raw data might theoret-
ically be reconstructed from gradients) are acknowledged. Countermeasures such
as differential privacy extensions, available in federated learning frameworks, are

29



Methodology

noted as valuable avenues for future work, should more stringent privacy guarantees
be required.

5.4 Experimental Setup
Effective training and evaluation of the proposed system rely on meticulously
prepared network data. Network topologies are represented as graphs in which
each node represents a network device (e.g., router) and each edge represents a link
annotated with its capacity, typically measured in Megabits per second (Mbps). To
ensure the practical relevance of our evaluations, these topologies are sourced from
real-world research and education networks, like B4, which provides a complex
and realistic foundation for simulating traffic flow. Traffic matrices, which capture
network demand, are square matrices of size |V | × |V | where |V | is the number of
nodes; an entry TM [i, j] denotes the amount of traffic, in Mbps, demanded from
source node i to destination node j. Each matrix represents a snapshot of demand
at a specific point in time.
Experiments were conducted within a controlled simulation environment on a
desktop machine configured for deep learning workloads, with sufficient memory
and computational resources to handle the demands of reinforcement learning
and network simulation. The performance of the proposed federated RL-based
traffic engineering system is quantitatively assessed using three key metrics: the
Total Flow Ratio, which measures the ratio of satisfied demand to offered demand
and reflects the efficiency of the routing policy; the Max-Link Utilisation, which
captures the worst-case link load percentage across the network and indicates load
balancing quality; and the Inference Runtime, which measures the mean time
required for a single forward pass through the policy network and is crucial for
real-time applicability. To ensure a robust and unbiased evaluation, the available
traffic matrix slices for each topology are systematically split into distinct sets.
Slices from index [0, 20) form the training set for local RL training, slices from
[20, 28) constitute the validation set for monitoring and early-stopping, and slices
from [28, 36) form the completely unseen testing set on which the final performance
metrics are reported.
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Chapter 6

Simulation Results

This chapter presents a detailed experimental evaluation of the proposed Federated
Reinforcement Learning system for Traffic Engineering. We systematically assess
the system’s performance, efficiency, and scalability under various configurations
and comparative scenarios. The objectives of this evaluation are twofold: first, to
understand the impact of critical hyperparameters on the model’s learning and
performance; and second, to demonstrate the practical advantages of a federated
approach compared to traditional centralized or isolated training paradigms.

6.1 Hyperparameter Analysis: Local Epochs and
Federated Rounds

The performance of a Federated Reinforcement Learning system is profoundly in-
fluenced by the interplay between local training intensity (epochs) and the number
of global aggregation cycles (federated rounds). To understand this relationship
and identify optimal training configurations, we conducted a comprehensive hyper-
parameter study.

6.1.1 Impact on Traffic Routing Performance
We investigated the impact of varying the number of local epochs (E) per federated
round and the total number of federated rounds (R) on the system’s overall
traffic routing performance. The primary metric for this analysis was the average
Flow/Demand ratio (satisfied demand / offered demand) across all three distinct
network topologies used in our experiments. The results are visually represented in
the heatmap in Figure 6.1, where warmer colors indicate higher performance.
As observed from Figure 6.1, there is a clear trend of increasing Flow/Demand
performance as both the number of local epochs and federated rounds increase. The
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Figure 6.1: Heatmap of Average Flow/Demand Performance across different
combinations of Local Epochs and Federated Rounds.

highest performance, reaching 97% Flow/Demand, is achieved with 8 local epochs
and 9 federated rounds. This indicates that providing the TEAL agents with more
local training time and allowing for more global model updates contributes to a
more robust and effective traffic engineering policy. However, the gains show a
diminishing return, especially in the later stages of the tested parameter ranges (e.g.,
from 6 to 8 epochs and 6 to 9 rounds), suggesting that continuous increases might
yield marginal benefits beyond a certain point. This trade-off between performance
and computational cost is further explored in the next section.

6.1.2 Training Time vs. Performance Trade-off
While higher performance is desirable, it often comes at the cost of increased
training time. In distributed systems like Federated Learning, understanding this
trade-off is crucial for practical deployment. We analyzed the total training time
for various configurations of local epochs and federated rounds, measured on the
MacBook Pro with an 8-core Apple M1 CPU. Figure 6.2 illustrates how the total
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training time scales with the complexity of the training process.
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Figure 6.2: Total training time for different Epochs-Rounds configurations (Mac-
Book Pro, Apple M1 CPU).

Figure 6.2 clearly demonstrates that training time increases significantly with both
local epochs and federated rounds, as expected due to the increased computational
workload. For instance, moving from (2 epochs, 3 rounds) at 3.0 minutes to (8
epochs, 9 rounds) at 34.8 minutes represents a substantial increase in training
overhead.
Considering both the Flow/Demand performance (Figure 6.1) and the associated
training time (Figure 6.2), the configuration with 4 local epochs and 6 federated
rounds emerges as a highly efficient choice. This configuration achieves a robust
94% Flow/Demand performance while requiring only 13.6 minutes of training time.
This represents an excellent balance between achieving high traffic engineering
performance and maintaining practical training efficiency, making it the selected
reference configuration for subsequent comparative analyses.

6.2 Comparative Performance Analysis
To validate the effectiveness and efficiency of our proposed Federated Reinforcement
Learning approach, we conducted a series of comparative experiments against
relevant baselines.
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6.2.1 Federated vs. Single-Client Performance

A key hypothesis underlying this work is that federated learning can provide
comparable or superior performance to isolated, single-client training while offering
crucial privacy benefits and enabling collaborative intelligence. To test this, we
compared the performance of the federated TEAL model against a version where
each TEAL agent was trained in isolation (i.e., a "single-client" approach without
federated aggregation) on its own local data. The comparison focuses on the
Flow/Demand scores achieved across two representative network topologies: B4
and UsCarrier.
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Figure 6.3: Flow/Demand comparison: Federated vs. Single-client TEAL perfor-
mance across different topologies.

As depicted in Figure 6.3, the federated learning approach demonstrates highly
competitive performance. For the B4 topology, the single TEAL client achieves
97% Flow/Demand, while the Federated (FL) model achieves 96%. For the
UsCarrier topology, both approaches yield 88% Flow/Demand. This indicates that
the federated model, despite exchanging only aggregated model parameters and
never accessing raw client data, can achieve performance virtually on par with, or
very close to, a TEAL agent trained purely on its own local data. This finding
strongly emphasizes the benefits of cross-network collaboration within the federated
framework, allowing for shared learning and potentially improved generalization
without compromising individual network privacy.
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6.2.2 Training Efficiency: Federated vs. Sequential Train-
ing

Beyond performance, the practical feasibility of deploying such a system hinges
on its training efficiency. A core advantage of federated learning is its inherent
parallelism, where multiple clients train concurrently. To quantify this benefit,
we compared the total training time of the federated approach (where clients
train in parallel) against a hypothetical sequential training scenario (where each
client’s network is trained one after another using a single TEAL instance). This
comparison highlights the speedup gained from federated parallelism.
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Figure 6.4: Total training time comparison: Federated (parallel) vs. sequential
per-client training.

Figure 6.4 vividly illustrates the substantial speedup offered by the federated
training approach. The Federated (FL Parallel) configuration completes training
in 13.6 minutes, which is significantly faster than the 27.9 minutes required for the
Sequential training of each network. This reduction in total training time, roughly
by half, is a direct consequence of the parallel execution of local training phases
across multiple clients. This efficiency, combined with the comparable performance
shown in the previous section, solidifies the federated approach as a scalable and
highly practical choice for larger-scale traffic engineering environments, where the
simultaneous training of many network domains is essential.
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Chapter 7

Emulation Results

This chapter validates the proposed Federated Reinforcement Learning system
through network emulation using real SDN components. While Chapter 6 demon-
strated the system’s performance through simulation-based experiments, this chap-
ter focuses on emulation-based validation that provides a crucial bridge between
theoretical simulation and practical deployment. The emulation employs three
key technologies working in concert: Mininet creates realistic virtual networks
with actual packet processing, Ryu provides the SDN controller framework with
integrated federated Reinforcement Learning agents, and a federated learning frame-
work orchestrates the training protocol. This combination enables validation of the
system’s behavior in a realistic environment while maintaining the reproducibility
necessary for rigorous experimental evaluation.

7.1 Emulation Infrastructure

7.1.1 Mininet
Mininet [21] is a network emulation platform that creates realistic virtual networks
on a single machine by leveraging Linux kernel features. Unlike pure simulation
environments that model network behavior through mathematical abstractions,
Mininet takes a fundamentally different approach by creating actual operating
system-level network namespaces, virtual Ethernet pairs, and software switches
that process real packets through the Linux kernel’s network stack. Each emulated
host runs in an isolated network namespace with its own routing tables, firewall
rules, and network interfaces, while connections between hosts and switches use
virtual Ethernet pairs that act like virtual network cables. This architecture
provides critical advantages for validating SDN-based traffic engineering systems
because Mininet runs the actual Linux TCP/IP stack implementation rather than a
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simplified model, meaning TCP congestion control, UDP behavior, and all protocol
mechanisms operate exactly as they would on physical hosts. The switches process
actual OpenFlow protocol messages over TCP connections, revealing timing issues
and performance bottlenecks that simulations might miss.
In our federated traffic engineering system, Mininet serves as the data plane
infrastructure for the network domain. The emulation uses a single Mininet
instance that emulates the B4 topology with 12 switches and 12 hosts. The
Mininet instance loads its topology from specifications that define node IDs, link
connections with capacity specifications, and host-to-switch attachments with IP
address assignments. The Mininet instance then constructs the physical topology
by creating switches as Open vSwitch instances with OpenFlow 1.3, attaching hosts
to each switch via veth pairs, and establishing inter-switch links with bandwidth
constraints. Each switch is configured to connect to a remote Ryu controller rather
than operating in standalone mode, ensuring that all forwarding decisions are
made by the controller integrated with the Reinforcement Learning agent based on
real-time traffic observations.

7.1.2 Ryu
Ryu is a component-based, open-source SDN controller framework written in Python
that provides a comprehensive platform for building sophisticated SDN control
plane applications. Developed by NTT and released under the Apache 2.0 license,
Ryu supports various southbound protocols including OpenFlow, Netconf, and
OF-Config, as well as northbound interfaces through REST APIs and WebSocket
connections. The framework follows a modular and event-driven architecture where
interactions with network devices are represented as events that are dispatched to
registered handlers, naturally capturing the reactive nature of SDN control where
decisions are triggered by network state changes.
In our implementation, the emulation deploys a customized Ryu-based controller
that integrates both a reinforcement learning agent and a federated learning client
within a unified control framework. The controller combines reactive forwarding,
network monitoring, and adaptive routing optimization in a continuous operation
cycle. When packets arrive at switches without matching flow rules, the controller
handles these Packet-In events and installs appropriate forwarding rules to ensure
basic connectivity. Simultaneously, the controller periodically collects port statistics
from all connected switches to estimate current traffic conditions and construct
the network state. Based on these observations, the integrated Reinforcement
Learning agent computes updated routing policies through GNN inference, which
are then translated into OpenFlow rules and installed in the data plane. Running
in parallel, the federated learning client participates in federated training rounds by
exchanging model parameters with the central aggregation server, enabling the site
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to perform local traffic optimization while contributing to the shared global model.

7.1.3 Overall system architecture
The complete emulation system integrates Mininet, Ryu, and the federated learn-
ing components into a cohesive architecture that realizes multi-domain traffic
engineering with real network components. Figure 7.1 illustrates how these com-
ponents interact, showing the flow of both network traffic and federated learning
communications.

FL Server
FedAvg Aggregation

Port 8080

Ryu Con-
troller

+ RL Agent
+ FL Client

Port 6633

Mininet
Network

B4 Topology
12 switches, 12 hosts

19 bidirectional links

Global Model
Parameters

OpenFlow RulesPort Stats
Packet-In

Figure 7.1: Emulation architecture showing the integration of the federated
learning server, Ryu controller with federated Reinforcement Learning agent, and
Mininet network for federated traffic engineering.

The architecture embodies a clear separation of concerns across three distinct layers.
At the lowest layer, the data plane consists of the actual network infrastructure
emulated by Mininet, creating OpenFlow-capable Open vSwitch instances, Linux
network namespaces representing end hosts, and virtual Ethernet pairs connecting
them with realistic bandwidth constraints and propagation delays. The emulation
uses IP addresses in the 10.0.0.0/24 subnet, with iperf processes generating UDP
or TCP flows between hosts to create realistic traffic patterns. The middle layer
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implements the control plane through a Ryu controller integrated with the federated
Reinforcement Learning agent, which maintains OpenFlow connections to all
switches, handles Packet-In events for unknown traffic, periodically collects port
statistics every 5 seconds to estimate traffic matrices, performs Reinforcement
Learning agent inference every 20 seconds to compute routing policies, and installs
the resulting flow rules on switches. The top layer orchestrates model training
through the federated learning framework, where a centralised server runs the
FedAvg algorithm to aggregate model parameters from the client embedded in
the controller, enabling the site to improve its model through collaboration while
preserving data privacy since raw traffic matrices and network topology never leave
the local environment.

7.2 Implementation Details

7.2.1 Network Emulation
The emulation implements a single-site scenario to validate the federated learning
approach. The B4 topology is used, which represents Google’s production inter-
datacenter WAN connecting large-scale data centers across continents. The publicly
documented B4 topology comprises 12 nodes and 19 bidirectional links, resulting in
38 directed links with capacities ranging from 5 to 10 Gbps. This topology exhibits
high connectivity with an average node degree of approximately 3.2, providing
multiple paths between most node pairs, which is essential for demonstrating the
benefits of adaptive multipath routing. The network diameter of 4 hops and the
presence of long-distance links representing inter-continental connections make it
representative of core WAN backbones where traffic engineering is most critical.
The emulation is represented by a complete, isolated stack. It runs with switches
identified as s1 through s12, hosts h1 through h12 with IP addresses in the
10.0.0.0/24 subnet, and connects to a Ryu controller listening on port 6633. The
site participates in the federated learning mechanism, exchanging model parameters
with the central server without exposing private traffic data or network topology.
This configuration demonstrates that federated learning preserves operational
independence and privacy requirements.

7.3 Experimental Setup and Execution
The experimental configuration was designed to create realistic network conditions
that test the system’s ability to perform adaptive traffic engineering under dynamic
load. The emulation used the B4 topology with its 12 nodes, 38 directed links, and
link capacities ranging from 5 to 10 Gbps, providing a realistic representation of
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a core WAN backbone. Traffic generation employed iperf3 to create flows with
characteristics representative of production network traffic. We used UDP flows to
generate constant-bitrate traffic, which provides direct observation of how routing
policies affect packet delivery and congestion without the confounding effects of
TCP’s adaptive behavior. Flow rates were randomly selected from a uniform
distribution, representing a mix of moderate enterprise traffic, video streaming, and
database replication workloads. Source-destination pairs were selected uniformly
at random from all possible node pairs, and flows were initiated at random times
throughout the experiment to create temporal variation.
Repeatability: Each configuration was executed 3 times to assess variability.
Results showed low variance (standard deviation < 2% for demand satisfaction
metrics), indicating that the emulation produces stable, reproducible results. The
reported metrics represent averages across these three runs.

7.4 Emulation Results
To validate the practical effectiveness of the federated RL-based traffic engineering
system, we conducted comprehensive emulation experiments comparing the learned
FRL routing policy against static ECMP routing. The experiments ran on the
B4 topology (12 nodes, 38 directed links, 5 Gbps per link) using real traffic flows,
real OpenFlow message exchange, and actual packet processing through the Linux
network stack. The evaluation ran for 296 seconds total (including warmup and
drain periods) with a 180-second active traffic window, using the real B4 traffic
matrix at 1.0x scale. The FRL policy performed routing updates every 20 seconds
using FlowGNN inference, while ECMP used fixed routes computed at startup.

7.4.1 Flow Completion Time Distribution
Flow completion time is the primary metric for evaluating routing quality from
an application perspective, measuring how long individual flows take to transmit
their data from source to destination. Table 7.1 compares the FCT performance
between the FRL-based routing policy and static ECMP routing.

Table 7.1: Flow completion time comparison

Metric FRL ECMP
Mean FCT 25.5 s 27.4 s
Median FCT 15.0 s 17.0 s
Std Deviation 30.4 s 33.9 s

The FRL policy achieves a mean FCT of 25.5 seconds compared to 27.4 seconds
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for ECMP, representing a 6.9% improvement. The median FCT shows an even
larger improvement at 11.8% (15.0s vs 17.0s), indicating that typical flows complete
faster under adaptive routing. The standard deviation is also lower for FRL (30.4s
vs 33.9s), demonstrating more consistent performance. This improvement stems
from FRL’s ability to distribute traffic across multiple paths based on current load,
avoiding persistent congestion on heavily used paths.

7.4.2 Flow Completion Time Variability

Beyond mean performance, the distribution of FCT reveals important characteristics
about routing consistency. Figure 7.2 presents the cumulative distribution function
of flow completion times for both algorithms.
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Figure 7.2: Cumulative distribution function of flow completion times. The FRL
policy (blue) shows a steeper rise, indicating that a larger fraction of flows complete
within any given time compared to ECMP (red).

The CDF in Figure 7.2 highlights the advantage of FRL in both typical and
worst-case performance. The FRL curve lies to the left of the ECMP curve, which
means that, for any given cumulative probability, the corresponding flow completion
time is lower under FRL. In practical terms, a larger fraction of flows completes
earlier, and the tail of the distribution is shorter, indicating reduced worst-case
latency. This more predictable behaviour is valuable for applications with latency
requirements or service-level agreements.

41



Emulation Results

7.4.3 Routing Decision Time

While adaptive routing improves traffic performance, it introduces computational
overhead at the controller. We measure the routing decision time — the duration
required for the controller to compute new routing policies using GNN inference
and action transformation — to assess the real-time feasibility of the approach.
Figure 7.3 shows the decision time for each of the FRL policy’s 13 routing updates
during the experiment.
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Figure 7.3: Routing decision time over the experiment duration. The FRL policy
performs GNN inference every 20 seconds (blue dots), with mean 23.3 ms and
median 22.2 ms. ECMP uses pre-computed routes with approximately 2.8 ms
dictionary lookup (red dotted line).

The FRL policy’s mean routing decision time is 23.3 milliseconds per active cycle,
with a median of 22.2 milliseconds. The measurements range from 9.3 ms to 39.6
ms, reflecting variations in network state complexity and system load. In contrast,
ECMP has no periodic ML decision — its routes are fixed at startup, requiring
only a simple dictionary lookup averaging approximately 2.8 milliseconds when
forwarding decisions are needed. However, routing updates occur only every 20
seconds in the FRL monitoring cycle, meaning the 23.3 ms computation represents
less than 0.12% of the cycle duration. The remaining 99.88% of the time, the
controller is idle or handling lightweight packet-in events using cached routing
decisions. This demonstrates that the FRL-based approach remains practical for
real-time traffic engineering despite its higher per-decision computational cost,
as the update frequency is deliberately chosen to balance responsiveness with
computational efficiency.
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7.4.4 Demand Satisfaction and Emulation Validation

The average demand satisfaction ratio achieved in emulation — approximately
88% — demonstrates that the federated Reinforcement Learning agent-based traffic
engineering system operates effectively in a realistic emulation environment. These
results are reasonably aligned with the simulation results presented in Chapter 6,
which showed 96% demand satisfaction for the B4 topology. The emulation results
are approximately 7–8 percentage points below simulation, which can be attributed
to several factors inherent to real network operation.
Emulation involves actual packet forwarding through the Linux kernel’s network
stack, including real routing table lookups, ARP resolution, queuing in traffic
control layers, and physical buffer management in Open vSwitch. These oper-
ations introduce microsecond-level delays and occasional packet reordering that
are abstracted away in simulation. When routing updates occur, there is a brief
transition period where old and new flow rules coexist, during which some packets
may take suboptimal paths. Compounding this, flow rule installation requires
actual OpenFlow message exchange between the controller and switches, with each
FlowMod message involving TCP transmission, switch-side processing, and acknowl-
edgment. For the B4 topology, updating routing for a single source-destination
pair may require installing rules on several intermediate switches, and during this
installation window packets continue following old rules, reducing instantaneous
demand satisfaction.
Controller computation time also contributes to the gap. Reinforcement Learning
agent inference takes 5–15ms for the B4 topology, during which the controller
cannot process packet-in events, leading to brief queueing of arriving packets.
While these delays are small individually, they accumulate over multiple routing
updates during the experiment. Additionally, real iperf3 flows exhibit natural
rate variations due to UDP socket buffering, kernel scheduling, and system load,
meaning the estimated traffic matrix may not perfectly match actual traffic and can
lead to slightly suboptimal routing decisions. Finally, port statistics are collected
at discrete 5-second intervals, introducing up to 5 seconds of staleness in traffic
observations compared to the continuous monitoring possible in simulation.
Despite these emulation-specific challenges, the close alignment between simulation
and emulation results provides strong validation that the federated Reinforcement
Learning system operates effectively with real network components and protocol
implementations. Demand satisfaction varied from approximately 80% at minimum
to 95% at peak across routing updates, reflecting the dynamic nature of traffic
patterns and the controller’s adaptation to changing conditions. The observed
demand satisfaction correlated with traffic load, with lower ratios during periods
of very low or very high demand and higher satisfaction during moderate traffic
periods where the routing problem is well-defined and the traffic matrix estimation
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is most accurate.

7.4.5 Federated Learning Convergence
Figure 7.4 illustrates the performance evolution observed during routing updates in
the emulation environment, showing how demand satisfaction varies as the system
adapts to changing traffic patterns.
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Figure 7.4: Demand satisfaction across routing updates in the emulation environ-
ment. Each point represents the performance at a specific routing update for the
B4 topology. The variation reflects the dynamic nature of traffic patterns and the
system’s adaptive response.

Performance Evolution Characteristics

The performance evolution shown in Figure 7.4 reveals how the system adapts
over successive routing updates. The emulation shows performance variation
across updates (80–95%), reflecting adaptation to changing traffic patterns. After
the initial low performance during system initialisation at Update 1, the system
shows improvement in subsequent updates, reaching a peak of 94.7% at Update
4. This demonstrates that the Reinforcement Learning agent’s routing algorithm
successfully adapts to observed traffic conditions as the experiment progresses and
the traffic matrix estimation stabilises. Performance remains in the 80–95% range
throughout, with no sustained degradation, confirming that routing updates do not
destabilise the network and that the system maintains operational stability across
the full experiment duration.
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Comparing the emulation results with simulation provides further insight into how
the system performs under realistic conditions. Simulation achieved 96% demand
satisfaction for the B4 topology, while emulation achieved an average of 88%, a gap
of approximately 8 percentage points. This difference is expected and reflects the
additional complexities of real network operation discussed above. Emulation also
shows wider performance variation than simulation’s more stable results, which is a
natural consequence of real packet processing delays, OpenFlow protocol overhead,
and discrete statistics collection. Despite this gap, the emulation confirms that the
system operates correctly with actual network components and achieves reasonable
demand satisfaction under realistic operating conditions, validating the practical
feasibility of the approach.

7.4.6 Comparison with Simulation Results
A critical validation of the emulation implementation is comparing its performance
with the simulation results from Chapter 6. This comparison assesses whether
the system behaves consistently across different evaluation methodologies and
whether the additional complexities of emulation (real packet processing, OpenFlow
protocol, timing variations) significantly impact performance. Figure 7.5 presents
a side-by-side comparison for the B4 topology.
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Figure 7.5: Comparison of demand satisfaction ratios between simulation (Chap-
ter 6) and emulation results for the B4 topology. The emulation achieves ap-
proximately 8 percentage points lower performance than simulation, reflecting the
additional complexities of real network emulation.

The comparison between simulation and emulation results for the B4 topology,
shown in Figure 7.5, reveals a performance gap of approximately 7.7 percentage
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points (96% vs. 88.3%). This gap reflects the additional complexities and overhead
introduced by real network operation that are inherently abstracted away in
simulation. Actual packet forwarding through the Linux kernel and Open vSwitch
introduces processing delays and queueing, statistics are collected at discrete
5-second intervals rather than continuously, flow rule installation requires real
OpenFlow message exchange with TCP transmission latency, and iperf3 flows
exhibit rate variations due to system scheduling. Each of these factors contributes
modestly to the overall gap, and their combined effect accounts for the observed
difference. While the 8% gap is non-trivial, it is well within the expected range for
simulation-to-emulation comparisons in SDN research, and the emulation results
validate that the system operates successfully with real network components even
if absolute performance is lower than simulation predictions.
The comparison also validates several critical properties of the proposed system.
Reinforcement Learning agent models trained in simulation transfer effectively to
emulation environments without requiring retraining, which is essential for practical
deployment where training in production networks may be infeasible. The system
maintains high performance despite the combined effect of all real-world factors,
demonstrating robustness to the kinds of imperfections that are unavoidable in pro-
duction settings. The federated learning mechanism operates correctly throughout,
with model aggregation and parameter exchange completing reliably without dis-
rupting the real-time network control loop. These findings suggest that production
deployments should expect performance in the 85–90% demand satisfaction range,
and that the performance gap observed here highlights concrete opportunities for
future optimisation, such as more frequent statistics collection, faster flow rule
installation pipelines, or improved traffic matrix estimation algorithms better suited
to the discrete sampling constraints of real OpenFlow deployments.

7.5 Practical Insights and Observations
The emulation experiments revealed several practical insights that complement the
simulation-based evaluation and are relevant to real deployment considerations.

7.5.1 Controller Responsiveness
The Ryu controller integrated with the Reinforcement Learning agent maintained
responsive operation throughout the experiments, with routing updates completing
within 1–2 seconds of each inference cycle. The event-driven architecture of Ryu
proved well-suited to this workload: packet-in events were handled promptly even
during routing recomputation, preventing packet loss or excessive buffering at
the controller. The multi-timescale design, where reactive forwarding operates at
millisecond timescales and routing updates occur every 20 seconds, allowed the
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controller to remain responsive to individual flows while periodically optimising the
global routing policy. This separation of timescales is an important design principle

— collapsing the two timescales into a single loop would either make routing updates
too infrequent or make the controller unresponsive to individual packet events,
both of which would degrade performance. The experiments confirmed that the
two-loop design is not only architecturally clean but practically necessary for stable
operation.

7.5.2 OpenFlow Overhead
Port statistics collection and flow rule installation introduced measurable but
acceptable overhead. Statistics requests completed in 10–50ms per switch, and flow
rule installation took 5–20ms per rule. For the B4 topology with 12 switches, a full
routing update required installing rules across all switches within approximately
1–2 seconds, leaving ample headroom before the next 20-second update cycle. The
overhead is not constant, however — it grows with topology size and with the
number of active source-destination pairs requiring updated rules. For very large
networks, it may be necessary to pipeline rule installation or prioritize the most
congested source-destination pairs to ensure that the most critical routing decisions
take effect before the next statistics collection interval. The current implementation
installs rules sequentially, which is sufficient for the topologies tested but would
benefit from parallelization at larger scales.

7.5.3 Federated Learning Communication
Model parameter exchange between federated learning clients and the server added
minimal overhead to the system. Each upload and download cycle completed in
100–300ms depending on model size, which is negligible compared to the 60–120
second federated round duration. The bandwidth requirements for model parameter
exchange are modest even for the GNN-based Reinforcement Learning agent model,
confirming that the federated learning protocol does not introduce a communication
bottleneck even on standard network connections. Crucially, the federated learning
client runs in a separate thread within the controller process, ensuring that federated
learning operations never block the real-time network control loop. This threading
design is essential for any production deployment where network responsiveness
cannot be compromised by the periodic overhead of model synchronization.

7.5.4 Scalability Considerations
The emulation successfully handled the B4 topology (12 nodes) on a single machine,
demonstrating that the system is not inherently resource-constrained at moderate
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scales. Resource utilisation scales with topology size; for larger networks, CPU
utilisation during active routing updates would increase primarily due to the GNN
inference pass over a larger graph. For production deployments spanning hundreds
or thousands of nodes, the controller architecture would need to be adapted — for
instance by running the Mininet emulation, the Ryu controller, and the federated
learning server on separate physical machines — and the GNN inference pipeline
may benefit from hardware acceleration to keep decision times within acceptable
bounds.
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Chapter 8

Conclusion and Future Work

This thesis investigated how Federated Reinforcement Learning can be used to
improve traffic engineering in Software-Defined Networks while preserving the
privacy of individual network domains. The work was motivated by three core
challenges: the need for adaptive routing under dynamic traffic conditions, the
impracticality of centralizing sensitive network data across multiple administrative
domains, and the difficulty of obtaining routing policies that generalize across
heterogeneous environments. To address these issues, the thesis proposed a federated
architecture in which local Reinforcement Learning agents train on private topology
and traffic data, periodically exchange model parameters with a central aggregation
server, and collaboratively refine a shared global routing policy without exposing
raw data.
The methodology combined a Reinforcement Learning-based traffic engineering
agent with a federated training protocol and evaluated the resulting system through
both simulation and emulation. In simulation, the results showed that increasing
local epochs and federated rounds improved routing performance, although with
diminishing returns at higher configurations. Among the tested settings, the
configuration with 4 local epochs and 6 federated rounds provided a strong balance
between effectiveness and efficiency, achieving 94% Flow/Demand performance with
a training time of 13.6 minutes, while the highest tested configuration reached 97%.
Comparative experiments further showed that the federated approach remained
highly competitive with isolated training, achieving 96% Flow/Demand on the B4
topology compared with 97% for a single Reinforcement Learning agent, while also
reducing overall training time substantially through parallelism. The federated
setup completed training in 13.6 minutes, compared with 27.9 minutes for sequential
training, demonstrating that collaborative learning can improve scalability without
materially sacrificing routing quality.
The emulation study extended these findings by validating the system with real
SDN components, including Mininet and Ryu. The results showed that the learned
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routing policy remained effective in a realistic packet-level environment, achieving
an average demand satisfaction ratio of approximately 88% on the B4 topology.
Although this performance was lower than the 96% observed in simulation, the
difference was consistent with the additional overheads introduced by real packet
forwarding, OpenFlow rule installation, statistics collection delays, and controller-
side computation. The emulation also showed that the Reinforcement Learning
agent improved flow completion time relative to Shortest Path routing, reducing
mean FCT from 27.4 seconds to 25.5 seconds and median FCT from 17.0 seconds
to 15.0 seconds. Moreover, routing decisions remained computationally practical,
with a mean inference time of 23.3 milliseconds, which is small relative to the
20-second routing update interval. Taken together, these results indicate that the
proposed approach is both effective and feasible, and that the benefits observed in
simulation transfer meaningfully to more realistic deployment conditions.
Overall, the thesis makes three main contributions. First, it presents a privacy-
preserving framework for traffic engineering in SDN based on Federated Reinforce-
ment Learning. Second, it demonstrates that collaborative model training through
federated learning can achieve performance close to isolated local training while
significantly improving training efficiency. Third, it validates the practicality of
the approach through emulation, showing that the learned routing policies remain
beneficial under realistic network and controller behavior. These findings support
the conclusion that Federated Reinforcement Learning is a promising direction for
intelligent, adaptive, and privacy-aware traffic engineering in modern networked
systems.

8.1 Future Work
Several directions can extend the work presented in this thesis. A first natural step is
to evaluate the system in larger and more heterogeneous federated settings, involving
additional domains, topologies, and traffic regimes. Although the simulation study
already considered multiple topologies, broader experiments would help assess
how well the global model scales and generalizes as the diversity of participating
environments increases. In particular, future work could investigate stronger
forms of heterogeneity, including domains with different routing objectives, traffic
distributions, and operational constraints.
A second direction concerns privacy and security. In this thesis, privacy is achieved
by avoiding the exchange of raw data and sharing only model parameters. While
this is already a strong practical improvement over centralized training, future
work could integrate stronger privacy-preserving mechanisms such as differential
privacy, secure aggregation, or protection against gradient inversion attacks. These
techniques would make the framework more suitable for deployment in highly
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sensitive operational environments where even model updates may be considered
sensitive.
Another important avenue is to improve the learning and control mechanisms them-
selves. Future work could explore alternative Reinforcement Learning algorithms,
richer state representations, more expressive Graph Neural Network architectures,
and adaptive reward formulations that better capture domain-specific traffic engi-
neering goals. It would also be valuable to investigate personalization strategies,
in which the global model provides a strong shared initialization while each client
retains the ability to specialize for its own local topology and traffic patterns.
Such hybrid global-local optimization could improve robustness in highly non-i.i.d.
federated settings.
From a systems perspective, future work could extend the emulation platform toward
more realistic deployment conditions. This includes evaluating the framework across
multiple interacting domains, testing on larger topologies, increasing traffic diversity,
and studying the effects of failures, controller delays, and asynchronous updates.
It would also be useful to investigate more efficient rule-installation pipelines,
faster traffic-matrix estimation methods, and hardware acceleration for inference,
especially if the framework is to be deployed in environments with stricter timing
requirements.
Finally, future work should compare the proposed approach against a broader set
of baselines and optimization strategies. In addition to Shortest Path routing,
comparisons with more advanced traffic engineering heuristics, optimization-based
solvers, and alternative machine learning methods would provide a more complete
picture of where Federated Reinforcement Learning offers the greatest benefit. Such
studies would help clarify the practical trade-offs between performance, training
cost, interpretability, and deployment complexity, and would further strengthen
the case for adopting federated approaches in operational SDN traffic engineering.
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