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Abstract

Artificial intelligence (AI)–based perception systems have become a fundamental com-
ponent of advanced driver assistance and automated driving platforms. These systems
rely on deep neural networks (DNNs) to perform safety-critical tasks, such as object
detection, drivable area segmentation, and lane line estimation. Unfortunately, several
studies have shown that the modern generation of devices, with the latest semiconductor
technologies, are specially vulnerable to premature faults in the hardware. Such physical
defects arise as a product of two main time-dependent phenomena: i) temporal impacts,
and ii) environmental and operational impact variations. The temporal impacts are re-
lated to effects arising from long-term operations, such as premature silicon aging and
wear-out. Instead, the second effect arises from the system’s exposure to harsh operative
conditions (e.g., external radiation, electromagnetic fields, or high operational temper-
atures). Additionally, post-production test scapes might contribute to higher levels of
fault susceptibility on a device.
In particular, when deployed on embedded hardware, neural networks may experience
hardware faults that perturb stored weights without causing immediate system crashes.
Instead, such perturbations can silently propagate through the network and degrade per-
ception outputs in subtle yet safety-critical ways. A systematic strategy that considers the
interaction between the application and the underlying hardware characteristics remains
partially explored and requires structured evaluation frameworks.
This thesis introduces the FIERA framework (Fault Injection and Evaluation for Robust
Automotive Perception), a configurable tool designed to evaluate the impact of errors
on AI-based perception models. FIERA uses a unified real-time framework to perform
the analysis and evaluation of object detection and dual segmentation tasks within a
single forward pass. The framework injects controlled perturbations (i.e., soft-errors)
into convolutional weight tensors and compares faulty outputs against golden references
using multiple evaluation metrics.
More in detail, FIERA can instrument a neural-network application with up to five state-
of-the-art structured error models from hardware-aware fault patterns: Single-Point,
Row, Column, Bullet-Wake, and Shattered-Glass. The primary perturbation model em-
ploys intensity-based controlled Gaussian noise to enable progressive degradation analy-
sis. Furthermore, conventional strategies, such as bit-flip injection, are also included to
represent discrete hardware-like corruption. The output degradation is quantified using
task-specific metrics, including mean Intersection over Union (mIoU), Pearson correla-
tion, segmentation area difference, centroid shift, detection consistency rate, confidence
drop, and detection count variation. A unified usability classification rule is defined to
determine whether a scenario produces functionally unacceptable perception output. A
classical proportion-based sampling method is applied independently to each fault pattern
to ensure statistically meaningful results within the large experimental universe.
For the experimental analysis and evaluation of the framework, YOLOP was used as a
representative AI-based perception model to validate the proposed approach. In partic-
ular, for each sub-universe of 204,000 possible configurations, 385 scenarios are executed
to achieve a 95% confidence level with a 5% margin of error. The results demonstrate
that application vulnerability is strongly dependent on the corruption fault model and
its geometry. Indeed, structured errors, particularly Row and Shattered-Glass patterns,
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produce significantly higher corruptions than isolated single-point faults. Moreover, lane-
line segmentation is observed to be the most sensitive perception output, while detec-
tion confidence exhibits comparatively higher robustness. The findings indicate that
spatially structured weight corruptions primarily induce geometric and structural degra-
dation rather than abrupt detection collapse. By combining structured fault modeling
with statistical inference and usability-based evaluation, FIERA provides a systematic
methodology for assessing the impact of hardware-like disturbances on automotive AI
perception systems.
The proposed framework is intended to establish a reproducible foundation for robustness
profiling and contribute to the development of reliability-aware validation strategies in
safety-critical AI-powered applications.
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Chapter 1

INTRODUCTION

1.1 Deep Learning in Automotive Perception

The transformation of the automotive industry over the past decade has been driven by
the rapid integration of artificial intelligence into vehicle perception and decision-making
systems [1], [2], [3], [4]. Indeed, Advanced Driver Assistance Systems (ADAS) and auto-
mated driving platforms increasingly rely on deep learning models to interpret complex
road environments in real time [5], [6]. Tasks such as object detection, drivable area
estimation, and lane boundary recognition are no longer implemented using handcrafted
features or classical computer vision pipelines. Instead, they are executed by deep neural
networks that learn hierarchical feature representations from large datasets. This tran-
sition has enabled remarkable improvements in perception accuracy and system respon-
siveness, making autonomous functionality feasible in increasingly diverse operational
conditions. Particularly, such developments have been possible due to the combination
of two factors: i) effective and efficient deployment algorithms and ii) the availability of
suitable hardware platforms and devices [7]. However, while performance improvements
have received significant attention, technical concerns regarding functional safety, relia-
bility, and propagation susceptibility under hardware faults remain partially unexplored
for such complex systems [8].
In particular, modern deep-learning-based perception systems are deployed on high-
performance Domain-Specific Accelerators (DSAs) and embedded hardware accelerators,
including Graphics Processing Units (GPUs), Vector Processing Units (VPUs), and ded-
icated Neural Processing Units (NPUs), such as Tensor Processing Units (TPUs) or
custom accelerators [9], [10], [11], [12], [13], [14], [15], [16], [17], [18]. These platforms
are designed to deliver real-time inference within strict power and thermal constraints.
As semiconductor technologies scale down to nanometer regimes, hardware components
become more susceptible to transient physical defects, commonly referred to as soft errors
[8], [19], [20], [21], [22], [23], [24]. In fact, soft errors may arise from radiation induced
charge fluctuations, voltage instability, aging phenomena, or manufacturing variability.
Unlike permanent faults, soft errors do not cause lasting hardware damage. Instead, they
may temporarily corrupt stored values or intermediate computations.
In safety-critical domains, such as automotive perception, even transient corruptions may
propagate through a neural network and influence the final output. The difficulty lies in
the nonlinear and highly interconnected structure of deep models, where small numerical
perturbations may either be masked internally or amplified through successive layers.
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1.2 Reliability Challenges in Deep Neural Networks

Traditional reliability analysis in automotive systems has historically focused on deter-
ministic control algorithms and hardware-level fault tolerance [8], [19], [25], [26], [27],
[28]. Standards and safety guidelines emphasize functional safety, redundancy, and failure
detection mechanisms for classical embedded software. However, deep neural networks
introduce a fundamentally different paradigm. Indeed, their internal behavior is governed
by millions of learned parameters stored in memory. These parameters are continuously
accessed during inference and directly influence every computation in the network. A
corruption in a single weight tensor may subtly alter feature extraction and ultimately
modify object detection confidence, segmentation boundaries, or lane geometry estima-
tion. Since neural networks are data-driven and nonlinear, predicting the impact of
perturbations and corruptions analytically is extremely challenging [29], [30].
The automotive sector imposes strict requirements for dependability and robustness. ISO
26262 and related safety standards mandate systematic analysis of potential failure modes
and their consequences [31]. At the same time, the Safety of the Intended Functionality
standard addresses hazards arising from functional insufficiency and performance limita-
tions rather than explicit hardware faults [32]. In fact, Deep learning based perception
systems intersect both domains. They are vulnerable not only to environmental uncer-
tainties but also to hardware-induced disturbances that may degrade their internal numer-
ical stability. Consequently, evaluating reliability in this context requires methodologies
that bridge hardware fault modeling and application-level performance assessment.

1.3 Limitations of Existing Reliability Studies

Existing literature has investigated soft error effects in digital circuits and microproces-
sors for decades [33, 34, 35, 36, 37, 38, 39, 40, 41]. With the growing deployment of neural
networks, research has begun to examine how bit flips and numerical perturbations affect
inference accuracy [30, 42, 43, 44, 45, 46]. Many studies focus on classification networks
trained on benchmark datasets, where output correctness is measured in terms of top-one
accuracy. In [47], [48], the authors analyze the effects of faults on an AI-powered percep-
tion application using closed-loop analysis. Unfortunately, the evaluation was limited to a
few perception applications (mostly line-lane detection) in a mono-modal fashion. While
such investigations provide insight into model sensitivity, they do not directly address the
multi-task and spatially structured nature of automotive perception. In a driving con-
text, degradation cannot be evaluated solely through classification labels. Instead, one
must consider object detection stability, segmentation overlap, geometric displacement,
and structural similarity of predicted masks. Moreover, automotive perception networks
often integrate multiple tasks within a single architecture, meaning that a fault may affect
object detection and lane detection differently.
Another limitation of current research lies in the absence of unified experimental infras-
tructures. Fault injection studies vary across the selected abstraction and method to
inject faults, errors, or failures into a system, from bitflips on logic up to corruptions on
interconnections or communications at system levels [8], [49], [50], [51], [52]. Furthermore,
such frameworks are frequently performed using ad hoc instrumentation or are limited
to specific technologies and platforms. In addition, some instruments can perturb (inject
fault effects or errors) on selected parameters of a system or workload without systematic
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sampling or statistically justified stopping criteria.
In some other cases, the results are often reported for limited sets of layers or intensi-
ties, making it difficult to generalize conclusions. In particular, on large-scale perception
models containing hundreds of convolutional tensors, the experimental space becomes
enormous. Each tensor may be perturbed at multiple intensity levels and random seeds,
resulting in tens of thousands of potential scenarios, e.g., evaluations on simplified versions
of a workload near the hardware might involve more than 10,000 days! [53]. Thus, exhaus-
tively exploring this fault space universe is computationally infeasible, especially when
inference must be performed over video sequences. Therefore, a statistically grounded
sampling strategy is essential to obtain representative estimates of failure probability
while maintaining practical feasibility.

1.4 Problem Statement and Motivation

The central problem addressed in this thesis arises from two main issues: 1) current AI-
powered applications are data-intensive, so conventional hardware-aware strategies for
their analysis and evaluation of reliability can hardly be applied due to computational
power and performance needs, and 2) the characterization of hardware-aware error effects
on multi-modal AI-powered perception applications might require specialized frameworks
and level abstractions to automate and speed up the process.
While deep learning based automotive perception systems are increasingly deployed in
safety-critical environments, there is a lack of systematic hardware-aware reliability anal-
ysis techniques that evaluate the impact of errors at the layer’s tensor level. Moreover,
quantifying perception degradation requires application-specific metrics and yields statis-
tically interpretable results. Without such a framework, it is difficult to determine which
internal components are most vulnerable, how often a system becomes unusable under
representative disturbances, and whether the evaluation campaign has achieved sufficient
statistical precision.
The motivation for this work is therefore rooted in the need to move beyond accuracy-
centric evaluation toward reliability-centric assessment. Performance metrics under nom-
inal conditions do not guarantee resilience against hardware disturbances. A perception
model that achieves high accuracy on validation datasets may still exhibit significant
vulnerability when its internal parameters are perturbed. For automotive applications,
understanding this vulnerability is crucial. If certain convolutional layers are dispropor-
tionately sensitive, targeted hardening strategies may be developed. If particular fault
patterns consistently lead to unusable outputs, system-level mitigation mechanisms may
be prioritized accordingly. Ultimately, reliability analysis contributes to the safer deploy-
ment of autonomous driving technologies.

1.5 Introduction of the FIERA Framework

To address these challenges, this thesis introduces FIERA, a structured framework for
Fault Injection and Evaluation for Robust Automotive Perception. FIERA is imple-
mented through a set of Python-based tools that perform inference while injecting con-
trolled faults into the neural network weights. The framework generates both quantitative
outputs, in the form of performance metrics, and qualitative outputs through video-based
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analysis, thereby enabling the systematic evaluation of the impact of injected faults on
the perception system.
The complete codebase, fault injection pipelines, and experimental data developed for
this research are publicly available online.1

The framework is designed to inject controlled perturbations into the trained weight
tensors of a realistic multi-task perception network and evaluate the resulting degradation
using both qualitative and quantitative methods. Rather than modifying the network
architecture or retraining under noise, the framework focuses on post-training reliability
evaluation. This perspective aligns with real-world deployment, where trained models
are stored in memory and executed repeatedly under varying hardware conditions.
In addition, the choice of fault model is guided by the need for both realism and con-
trollability. Gaussian distributed perturbations are adopted as the primary numerical
disturbance model. While not a direct physical replication of transistor-level behavior,
Gaussian noise provides a statistically consistent abstraction of aggregate numerical de-
viations. By scaling noise magnitude relative to the standard deviation of the original
weights, perturbations remain proportional to the inherent numerical distribution of each
tensor. In addition to Gaussian perturbations, bit-level modifications are supported as
a complementary injection mode, enabling comparison between continuous and discrete
disturbance models. In particular, five hardware-aware structured fault patterns are
implemented to explore different spatial organizations of corruption within reshaped con-
volutional tensors. These patterns emulate isolated, row-oriented, column-oriented, and
clustered disturbances, allowing investigation of how spatial structure influences propa-
gation.

1.6 Statistical Methodology and Reliability Interpre-

tation

In addition, this work adopts a statistical methodology to reduce the computational
power and performance required to evaluate complete workloads. Rather than relying on
iterative stopping rules tailored to simple Bernoulli experiments [42], a classical sample-
size determination approach is employed to determine the number of scenarios required for
each fault pattern. By selecting a confidence level of ninety-five percent and a conservative
margin of error, the campaign ensures that estimated failure probabilities are statistically
interpretable. This approach enables the definition of a clear stopping criterion once the
measured margin of error falls below the target threshold. As a result, conclusions drawn
from the experiments are supported by quantitative and representative trends.
Reliability in deep learning perception must also be interpreted through the lens of re-
silience. Indeed, resilience describes the ability of a system to maintain an acceptable
level of functionality despite the presence of disturbances, faults, or unexpected perturba-
tions [54]. For segmentation outputs, acceptable functionality may be defined in terms of
minimum overlap with nominal masks and bounded geometric displacement. For object
detection, resilience implies stable detection counts, consistent bounding box localiza-
tion, and limited confidence degradation. By defining task-specific usability thresholds,
the framework transforms continuous metric deviations into binary usability outcomes.

1Henceforth, every time the author refers to the implementation or the codebase, it im-
plies the resources provided in the author’s public repository, available at https://github.com/

alafidmunir94-collab/Thesis_Reliability-of-DL-Based-Automotive-Perception.
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This transformation enables estimation of the overall unusable probability and facilitates
tensor level vulnerability ranking.
The broader significance of this thesis lies in bridging hardware reliability concepts with
application-level perception evaluation. By focusing on weight-tensor perturbations and
examining their impact on multi-task outputs, the work provides insight into how low-
level disturbances manifest at the system level. It demonstrates that reliability analysis
for deep learning cannot remain confined to hardware abstraction or simple classifica-
tion accuracy metrics. Instead, it requires integrated frameworks that consider model
structure, task-specific evaluation criteria, and statistically justified experimentation.
The remainder of this thesis is organized as follows. Chapter 2 provides the background
necessary to understand the study, including an overview of deep learning based automo-
tive perception, the YOLOP architecture, the organization of its weight tensors, and the
fault models considered in this work. Chapter 3 presents the proposed FIERA framework
and describes the fault injection mechanism together with the inference and evaluation
pipelines used to analyze the impact of faults. Chapter 4 explains the experimental
methodology, including scenario generation, evaluation metrics, statistical analysis pro-
cedures, and the high performance computing execution strategy used for large scale
experiments. Chapter 5 presents the experimental results and discusses the reliability
implications of the observed faults. Chapter 6 describes the Future Work. Finally, Chap-
ter 7 concludes the thesis and outlines possible directions for future work.
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Chapter 2

BACKGROUND

2.1 Deep Learning Based Automotive Perception

The development of automated driving systems has led to the integration of deep learn-
ing models as the core component of perception stacks. Modern perception systems must
simultaneously detect surrounding vehicles and pedestrians, estimate drivable regions,
and extract lane boundaries. These tasks require high spatial resolution, temporal con-
sistency, and robust generalization under diverse environmental conditions. Multi-task
learning architectures have emerged as an efficient solution by sharing feature extrac-
tion layers across several perception objectives. Such architectures reduce computational
redundancy and enable joint optimization of correlated tasks.
Among the architectures designed for automotive perception, YOLOP is a representative
example of an end-to-end multi-task model capable of performing object detection, driv-
able area segmentation, and lane line detection within a unified neural network [55]. The
choice of YOLOP in this thesis is motivated by its realistic complexity and deployment
relevance. This perception benchmark model is designed to operate in real-time scenarios.
Therefore, it provides an appropriate basis for reliability and fault propagation analysis.
The next subsection describes the YOLOP architecture, the underlying implementation
platform, and the fault models used in this work.
A general perception pipeline for automated driving is illustrated in Fig. 2.1. The system
begins with multiple sensors, such as cameras, radar, and LiDAR, which capture raw data
from the surrounding environment. This data is first processed and filtered, and then
combined in a sensor-fusion stage to produce a unified representation of the scene. The
perception module uses deep learning models to extract meaningful information from this
representation. Typical perception tasks include object detection (identifying vehicles,
pedestrians, and other traffic participants), drivable area segmentation (classifying road
regions that can be safely traversed), and lane line detection (identifying lane boundaries
and road markings). These outputs provide a structured representation of the environ-
ment, which higher-level modules, such as planning and control, use to generate safe
driving decisions.

2.2 YOLOP Architecture

YOLOP, which stands for You Only Look Once for Perception, extends the single stage
object detection philosophy introduced in the original YOLO family of model [56, 57]
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Figure 2.1
A general scheme of an AI-Based Perception system in automotive. Adapted from [48].

toward a multi task automotive perception context. The architecture integrates three
perception tasks into a single inference pipeline:

• Object Detection (DE)

• Drivable Area Segmentation (DA)

• Lane Line Detection (LL)

Unlike traditional perception stacks where each task is processed by a separate neural
network, YOLOP employs a shared backbone for feature extraction followed by task
specific branches. This design improves computational efficiency and enables cross task
feature reuse.

2.2.1 Backbone

The backbone is responsible for extracting hierarchical visual features from the input
image. It consists of multiple convolutional layers that progressively reduce spatial res-
olution while increasing feature abstraction. Early layers capture low-level features such
as edges and textures, whereas deeper layers represent high-level semantic information.

From a reliability perspective, backbone layers are particularly important because faults
injected at early stages may propagate to all downstream tasks. Since the backbone feeds
into every head, perturbations in these tensors have the potential to influence detection
and segmentation simultaneously.

2.2.2 Neck

The neck stage performs multi-scale feature fusion. It aggregates information from dif-
ferent resolution levels to balance spatial precision and contextual awareness. This stage
is critical for object detection performance, especially for small or distant objects.

Feature fusion layers typically contain convolutional weight tensors that combine spatial
and channel information. Because these layers integrate features from multiple sources,
they may exhibit different sensitivity characteristics compared to purely sequential con-
volutional blocks.
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2.2.3 Task Specific Heads

The architecture branches into three heads:

• The object detection head predicts bounding boxes, class probabilities, and confi-
dence scores.

• The drivable area head produces a pixel-wise segmentation mask indicating safe
road regions.

• The lane line head outputs a segmentation map representing lane markings.

Each head contains convolutional weight tensors that specialize the shared features for
task-specific outputs. Fault injection into head tensors may produce localized degradation
limited to a single task, whereas backbone perturbations may have a multi-task impact.
As shown in Figure 2.2.

The multi task structure of YOLOP makes it particularly suitable for studying cross task
fault propagation and structured degradation patterns.

Figure 2.2
A general architectural scheme of YOLOP.
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2.3 Role of YOLOP in This Thesis

YOLOP is adopted in this thesis as the reference perception model on which the
proposed fault injection and evaluation framework is developed and validated. As a state-
of-the-art multi-task automotive perception network, YOLOP performs object detection,
drivable area segmentation, and lane line detection within a unified architecture. These
characteristics make it representative of modern perception stacks used in automated
driving systems.
The use of YOLOP in this work provides a realistic and complex benchmark for evaluating
the effects of hardware-induced faults on deep learning–based perception. By operating on
a multi-task perception architecture with shared feature representations, YOLOP allows
the study of how low-level perturbations can propagate through different perception tasks
and affect the overall understanding of the driving scene.

The main contribution of this thesis is the design and implementation of a custom fault
injection and analysis framework targeting internal neural network parameters and ten-
sors within the YOLOP model. Controlled faults are injected into selected components of
the network to emulate hardware-induced perturbations such as transient bit corruptions.
The resulting impact on inference behavior is then systematically analyzed.

Figure 2.3
A general view of the YOLOP multi-modal inference operation on the frame of a video.

The objective of the fault injection campaign is to evaluate the sensitivity and vulnerabil-
ity of the perception model to faults affecting its internal parameters. By systematically
injecting faults and observing their effects, the framework enables:

• Identification of the most vulnerable components within the perception network.

• Analysis of how faults propagate across different perception tasks.

• Quantification of performance degradation under faulty conditions.

This evaluation provides the foundation for a controlled, reproducible, and statistically
meaningful analysis of reliability in deep learning–based automotive perception systems,
which is further explored in the subsequent chapters of this work.
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2.4 YOLOP Weight File

The YOLOP model used throughout this thesis relies on a pre-trained weight file,
referred to as End-to-end.pth. This file contains the complete set of learned pa-
rameters resulting from the end-to-end training of the YOLOP architecture, including
the shared backbone, neck, and all task-specific heads for object detection, drivable area
segmentation, and lane line detection.

The weight file represents the functional state of the perception system and encodes all the
knowledge acquired during training. During inference, these parameters are continuously
accessed by the hardware accelerator and directly influence the numerical computations
performed in each layer. As a result, the integrity of this weight file is critical to the
correctness and stability of the perception outputs.

In the context of this thesis, End-to-end.pth serves as the golden reference model,
representing fault-free operation. All fault injection experiments are conducted by in-
troducing controlled perturbations to selected parameters derived from this file, while
preserving the original weights for comparison and repeatability. The structure and
naming of tensors within the weight file also enable precise targeting of specific layers
and components of the YOLOP architecture as shown in 2.4.

By consistently using the same pre-trained weight file across all experiments, this work
ensures:

• Reproducibility of results,

• Fair comparison between fault-free and faulty executions,

• Isolation of fault effects from training-related variability.

For the remainder of this thesis, End-to-end.pth is therefore treated as the baseline
perception model, and all evaluations of fault impact, robustness, and degradation are
performed relative to its nominal behavior.

2.5 Tensor Organization within the YOLOP Weight

File

The YOLOP weight file, End-to-end.pth, stores the trained parameters of the network
in the form of tensors, which are multi-dimensional numerical arrays used by the neural
network during inference. Each tensor corresponds to a specific functional element of the
model, such as a convolutional filter, a normalization parameter, or a bias term.

From a structural point of view, tensors in the weight file can be broadly categorized
based on their role in computation.

• Convolutional weight tensors, typically four-dimensional, which encode spatial
filters applied to feature maps,

• Batch normalization tensors, which include scale, bias, and running statistics
used to stabilize activations,
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• Bias and auxiliary tensors, which provide additive or structural parameters for
specific layers.

These tensors are organized hierarchically and are uniquely identified by descriptive
names that reflect their position within the YOLOP architecture. This naming structure
enables precise and reproducible access to individual tensors during inference, which is
essential for controlled fault injection experiments.

During execution, tensor values are repeatedly read from memory and processed by the
underlying hardware accelerator. As a result, they represent a realistic abstraction of
hardware-visible data, making them particularly relevant for modeling the effects of
transient hardware faults such as soft errors. A corruption affecting even a small subset of
tensor elements can influence intermediate feature representations and propagate through
subsequent layers, potentially altering perception outputs.

In this thesis, tensors are treated as the primary unit of fault injection and anal-
ysis. Faults are introduced by selectively perturbing tensor values during inference,
allowing the study of localized and structured error patterns without modifying the net-
work architecture or training process. This tensor-level perspective provides a flexible
and fine-grained mechanism for evaluating how hardware-induced disturbances manifest
at the level of AI-based perception.

To support clarity and reproducibility, a visual representation of the tensor structure
within the YOLOP weight file is provided in this thesis. This illustration highlights how
tensors are shaped figure 2.4, indexed, and associated with different architectural com-
ponents, serving as a conceptual bridge between abstract neural network parameters and
their concrete implementation in memory.
The figure 2.4 illustrates the internal structure of the YOLOP weight file and the distri-
bution of its learned parameters (Indicates how many numerical values are contained in
the tensor.) across the main architectural components of the network, including the back-
bone, neck, and task-specific heads. Each entry represents a parameter tensor stored in
the .pth file, specifying its name, dimensional shape, and number of parameters. These
tensors correspond to convolution weights, normalization parameters, and other train-
able values learned during training. In this research, these tensors serve as the target
elements for fault injection experiments to analyze how parameter perturbations affect
the perception outputs.
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Figure 2.4
Weight File Contents in YoloP.

2.5.0.1 Tensor Structure Interpretation

Original Tensor Shape
Consider the convolutional weight tensor used as an example in this work:
(out channels, in channels, kernel height, kernel width) = (32, 12, 3, 3)
This tensor contains:

• 32 output channels (filters),

• 12 input channels per filter,

• each input channel associated with a spatial kernel 3× 3.

2.5.1 Internal Two-Dimensional Tensor View

It is important to describe how the convolutional tensors of the YOLOP model are orga-
nized. In the original model, convolutional weights are stored as four-dimensional tensors
with the structure:
(out channels, in channels, kernel height, kernel width)
which then reshapes the tensor into a two-dimensional form: (32, 12× 3× 3) = (32, 108)
This transformation is central to how faults are applied.
Interpretation:
Rows (32) Each row corresponds to one output channel, i.e., one complete convolutional
filter. They are interpreted as Row 0 to Row 31.
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Columns (108) Each column corresponds to one scalar weight value, obtained by flattening
all input channels and spatial kernel positions. They are interpreted as Column 0 to
Column 107.

Important:
Although the original tensor has 12 input channels, the framework does not treat “12”
as columns, Instead, each input channel contributes 9 columns (from the 3×3 kernel),
resulting in 108 columns total.

2.5.2 Conceptual Visual Representation

Original tensor (conceptual):

Filter 0: Filter 1: Filter 2: Filter 31:

Channel 0 → 3× 3 Channel 0 → 3× 3 Channel 0 → 3× 3 Channel 0 → 3× 3

Channel 1 → 3× 3 Channel 1 → 3× 3 Channel 1 → 3× 3 Channel 1 → 3× 3

... ... ... ...

Channel 11 → 3× 3 Channel 11 → 3× 3 Channel 11 → 3× 3 Channel 11 → 3× 3

Table 2.1
A general scheme of the original Tensor Shape.

Reshaped 2D tensor used for fault injection:

Row 0 → [W0,0 W0,1 . . . W0,107]

Row 1 → [W1,0 W1,1 . . . W1,107]

. . . . . .

Row 31 → [W31,0 W31,1 . . . W31,107]

Each row is a flattened version of all (12 × 3 × 3) weights of one output filter.The Figure
(2.5) Shows the Original Tensor Shape. Also show in table 2.1

Figure 2.5
A general scheme of the original Tensor Shape.
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2.5.3 Linearized Tensor View

For indexing and memory access, the two-dimensional tensor can be viewed linearly as:
Row0–Col0 Row0–Col1 · · · Row0–Col107
Row1–Col0 Row1–Col1 · · · Row1–Col107

...
...

. . .
...

Row31–Col0 Row31–Col1 · · · Row31–Col107


This linear view explains how faults targeting contiguous indices may affect multiple
spatial or channel-related weights.

2.6 PyTorch

The implementation of YOLOP used in this thesis is based on PyTorch, an open source
deep learning framework widely adopted in both research and industrial applications [58].
PyTorch provides automatic differentiation, dynamic computation graphs, and efficient
tensor operations optimized for both CPU and GPU execution. These features make it
suitable for developing and evaluating deep learning based perception systems.

PyTorch represents neural network models as collections of tensors and computational
modules that can be easily inspected and manipulated. All learned model parameters
are stored within a state dictionary, where each parameter is represented as a multi
dimensional tensor. This structure enables direct programmatic access to the internal
weights of the network.

From an experimental analysis perspective, PyTorch also facilitates controlled inference
execution. By disabling gradient computation and configuring deterministic execution
settings, experiments can be performed in a reproducible and stable manner.

Furthermore, PyTorch provides flexible tensor operations that allow individual weight
values or groups of parameters to be accessed and analyzed without modifying the network
architecture. This capability makes the framework particularly suitable for studying the
internal behavior of deep neural networks used in automotive perception systems.
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2.7 Error Models and Fault Injection Patterns

To analyze reliability, it is necessary to define fault models that approximate hardware
induced disturbances. In this thesis, two perturbation mechanisms are considered:

• Gaussian distributed numerical perturbations

• Bit-level modifications

While Gaussian perturbations constitute the primary research model, bit flips are in-
cluded as a complementary mechanism. Both approaches target weight tensors during
inference.

Beyond the perturbation mechanism itself, the spatial organization of faults within ten-
sors plays a crucial role. Five structured fault patterns are implemented to emulate
different corruption footprints [55]. These patterns are defined after reshaping convolu-
tional weight tensors into a two-dimensional representation for indexing purposes.

2.7.1 Single Point Fault

The Single Point Fault [55] represents the most localized disturbance. In this pattern,
only one scalar weight value within a tensor is perturbed. All other elements remain
unchanged. The depiction of Single Point Fault is shown in Figure 2.6.

This pattern models isolated soft errors affecting a single memory cell. Its impact depends
heavily on the importance of the specific weight location. In many cases, the effect
may be masked by surrounding computations, but in sensitive regions it may propagate
significantly.

Figure 2.6
A general scheme of a Single Point Fault.
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2.7.2 Row Wise Fault

In the Row Wise Fault pattern [55], a contiguous segment of elements within a selected
row of the reshaped tensor is perturbed. Since each row corresponds to a flattened
convolutional filter, this pattern affects multiple weights within a single output channel.
The depiction of Row Fault is shown in Figure 2.7.

This can be interpreted as corruption of one convolutional filter. Because a filter con-
tributes to the generation of a feature map, perturbations may alter entire activation
patterns. This pattern approximates scenarios where a localized hardware disturbance
affects multiple adjacent memory cells along a row buffer.

Figure 2.7
A general scheme of a Row Fault.

2.7.3 Column Wise Fault

The Column Wise Fault is an additional pattern added from the inspiration of paper [55],
which affects a fixed column index across multiple rows. In the reshaped representation,
a column corresponds to a specific spatial kernel position across all output channels.

This pattern models disturbances that impact a shared computational path or memory
column. Since the same kernel position is corrupted across several filters, correlated
degradation may occur across feature maps.
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Figure 2.8
A general scheme of a Column Fault.

2.7.4 Bullet Wake Fault

The Bullet Wake [55] Fault Figure 2.9 introduces a structured diagonal pattern across the
reshaped tensor. It simulates a disturbance that propagates vertically and horizontally
with controlled sparsity.

This pattern reflects more complex hardware like effects where perturbations are not
confined to a single row or column but follow a trajectory. Its structured nature allows
investigation of correlated multi channel corruption and its propagation characteristics.

Figure 2.9
A general scheme of a Bullet Wake Fault.
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2.7.5 Shattered Glass Fault

The Shattered Glass [55] Fault figure 2.10 represents clustered corruption. Multiple
adjacent rows and columns are perturbed simultaneously, creating a dense region of dis-
turbance.

This pattern approximates more severe localized hardware disturbances where several
contiguous memory elements are affected. Due to its density and spatial coverage, it
typically produces stronger degradation and serves as a stress test for resilience analysis.

Figure 2.10
A general scheme of a Shattered Glass Fault.

Each of these five patterns enables systematic exploration of how spatial structure influ-
ences fault propagation in convolutional weight tensors.

2.8 Reliability Perspective on Weight Corruption

Weight corruption affects the internal representation learned by the network. Since convo-
lutional filters encode spatial feature extraction patterns, perturbing these filters modifies
the response of feature maps to input stimuli.

From a system level perspective, corruption may result in:

• Reduced segmentation overlap

• Structural distortion in masks

• Geometric displacement of lane boundaries
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• Missing or unstable object detections

• Confidence score degradation

The nonlinear nature of deep neural networks makes it difficult to predict which tensors
are most vulnerable. Some perturbations may remain internally compensated, while
others may amplify through successive layers.

Understanding this behavior requires systematic experimentation across multiple tensors,
intensities, and seeds. The five fault patterns described above provide a structured basis
for analyzing vulnerability distribution across the network.
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Chapter 3

PROPOSED FRAMEWORK

3.1 Overview of the Framework

FIERA, which stands for Fault Injection and Evaluation for Robust Automotive Percep-
tion 3.1, is the reliability analysis framework developed in this thesis to systematically
evaluate the impact of hardware disturbances on deep learning-based automotive percep-
tion systems.

FIERA is composed of the following tools;
1) A Random Scenarios Generator for fault injection 4.2.
2) Custom Scenario Generated by user with parameter setup of spatial coordinates 4.1.1.
3) A Video-based inference pipeline, used to visually observe perception degradation un-
der fault conditions 3.6.4.
4) A Metrics-based inference pipeline, used to evaluate perception deviations using task-
specific similarity and robustness measures quantitatively 3.6.5.
5) A video comparison tool to compare the Original vs Faulty Segmented videos4.1.6.

The FIERA framework consists of dedicated Python-based execution pipelines, which are
the following:

• Video Based Pipeline.py for video-based inference pipeline.

• Metrics Based Pipeline.py for Metrics-based inference pipeline.

• GenerateScenarios.py for generating multiple scenarios as a txt file based on
JSON lines

• Enhanced Compare videos.py for comparing the Golden Vs Faulty Video

FIERA has two operational modes. The first Operational mode is the Green Activity
from the figure 3.1 that takes the Random Scenarios from the script GenerateScenarios.py
and the second Operational mode is Blue Activity from figure 3.1 which is Custom based
Approach, in which the user explicitly defines the exact coordinate locations to inject the
Fault inside the Tensors, which is a slow process if done for numerous Tensors.
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Figure 3.1
FIERA Framework

The framework 3.1 supports multiple structured fault patterns, including Single Point,
Row, Column, Bullet Wake, and Shattered Glass [55], and allows the selection of different
fault models, such as Gaussian noise and bit flips to corrupt neural network weight tensors.
Scenarios are generated either by automated Python scripts or by predefined configuration
files, thereby ensuring controlled randomness and reproducibility.
These scenarios define the target tensor, fault type, intensity, and other tuning parameters
used during execution.

The framework executes the perception model under nominal and perturbed conditions,
enabling direct comparison between fault-free and faulty outputs. It produces two main
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types of results: Visually segmented outputs for qualitative inspection and quantitative
performance metrics, such as IoU, Pearson Coefficient Metrics, and detection consistency,
stored in structured data files for statistical analysis.

Through this integrated design, FIERA provides a systematic and reproducible methodol-
ogy for identifying vulnerable weight tensors, estimating failure probability, and analyzing
resilience in multi-task automotive perception models.

3.2 Fault Models

This thesis considers two fault models for evaluating reliability under hardware-like dis-
turbances: Gaussian noise injection and Bit flip injection, both applied to neural
network weight tensors during inference.

The Gaussian noise model adds zero-mean normally distributed perturbations to selected
weight elements, with magnitude scaled according to the tensor statistics. It provides a
continuous and controllable abstraction of transient numerical disturbances. For this
research, Gaussian noise is the primary fault model and forms the basis of the statistical
analysis.

The bit flip model modifies specific bits in the floating point representation of weight
values, emulating memory level soft errors. In this thesis, bit flip injection is implemented
as a complementary model, while the main experimental campaign relies on the Gaussian
noise strategy.

3.3 Framework Strategy for Emulating Hardware Faults

The objective of the proposed framework FIERA is to evaluate the impact of hardware
faults on AI-based perception systems by emulating realistic fault effects at the neural
network level. Since direct experimentation on physical hardware accelerators is often
impractical, this work adopts a software-based fault-injection strategy that targets the
internal parameters of the perception model during inference. In particular, the frame-
work operates by injecting controlled perturbations into selected weight tensors of the
YOLOP model while preserving the original network architecture and training configu-
ration. Faults are introduced dynamically and temporarily, allowing inference to proceed
under faulty conditions and then restoring the fault-free state. This design choice ensures
repeatability, isolation of fault effects, and fair comparison between nominal and faulty
executions.

To emulate the behavior of transient hardware faults, the framework employs Gaus-
sian noise-based perturbations, whose magnitude is scaled according to the statistical
properties of the original weights. This approach allows the injection process to remain
systematic, measurable, and proportional to the natural distribution of model parameters.
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Figure 3.2
A general example of gaussian noise for Hardware fault simulation.

3.4 Gaussian Noise in magnitude error corruption

Gaussian noise is considered a safe and accepted choice for framework for several technical
and methodological reasons.

First, it provides a statistically grounded abstraction of transient hardware disturbances.
Real soft errors in modern semiconductor devices often manifest as small, unpredictable
numerical deviations in stored or computed values. When observed at the algorithmic
level, the aggregate effect of such disturbances can be reasonably approximated as stochas-
tic noise. Gaussian distributions [59] are widely used in engineering to model random
fluctuations due to their theoretical properties and empirical validity.

Second, Gaussian noise enables controlled and scalable perturbation intensity. By scaling
the injected noise relative to the standard deviation of each weight tensor, the disturbance
remains proportional to the natural numerical range of the model parameters. This avoids
unrealistic distortions and ensures that the fault injection remains context aware rather
than arbitrarily destructive.

Third, it supports smooth sensitivity analysis. Unlike discrete bit flips, which may cause
abrupt and non uniform changes, Gaussian perturbations allow gradual variation of fault
severity. This makes it possible to study degradation trends, vulnerability thresholds,
and resilience behavior in a systematic and statistically interpretable manner.

Gaussian noise is widely used in robustness and reliability research [60], [61] as a proxy
for hardware-induced perturbations in neural networks. Its use is academically accepted
because it captures functional impact at the application level without requiring detailed
transistor-level modeling.
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Importantly, the goal of this noise model is not to simulate exact bit-level behavior, but
to approximate the functional impact of hardware faults on neural computations. This
abstraction is well suited for evaluating perception degradation and fault propagation at
the application level.

3.5 Relationship to Real Hardware Faults

Although Gaussian noise is an abstract model, it exhibits strong conceptual alignment
with real hardware fault behavior observed in modern computing systems.

In hardware accelerators used for AI inference:

• Soft errors may affect memory cells, registers, or arithmetic units.

• Such faults often result in temporary corruption of numerical values rather than
permanent failure.

• Such faults often result in temporary corruption of numerical values rather than
permanent failure.

• Such faults often result in temporary corruption of numerical values rather than
permanent failure.

• The exact location and magnitude of the error are typically unpredictable.

• Such faults often result in temporary corruption of numerical values rather than
permanent failure.

The proposed framework reflects these characteristics by:

• Injecting temporary perturbations during inference rather than permanently mod-
ifying weights,

• Allowing faults to affect localized or structured regions of weight tensors,

• Supporting both sparse and contiguous corruption patterns.

Additionally, by extending Gaussian noise injection to structured patterns (e.g., single-
point, row-wise, column-wise, or spatially correlated perturbations), the framework ap-
proximates realistic fault scenarios such as memory row failures, column disturbances, or
clustered corruption effects.

While this approach does not replicate the physical origin of hardware faults at the
transistor or bit level, it captures their observable consequences at the algorithmic level,
which is the primary concern for AI-based perception reliability, as reported by several
works in the state-of-the-art [62], [61], [63]. As such, the framework provides a practical
and effective means to evaluate how transient hardware faults can influence perception
outputs in automotive systems.
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3.6 Fault Injection Framework Implementation

As depicted in the FIERA figure 3.1 the implementation of the proposed fault injec-
tion framework developed to analyze the impact of transient hardware faults on AI-based
perception. The framework is built around the YOLOP perception model and is imple-
mented through two complementary execution of Python scripts pipelines:

* A Video-based inference pipeline, used to visually observe perception degra-
dation under fault conditions;

* A Vetrics-based inference pipeline, used to quantitatively evaluate perception
deviations using task-specific similarity and robustness measures.

Both pipelines share a common inference structure and fault injection logic, while differing
in the form of output they produce. Together, they enable a comprehensive evaluation
of fault effects at both qualitative and quantitative levels.

3.6.1 General Inference Workflow

In both pipelines, inference follows a consistent execution flow. The YOLOP model is
loaded once at startup using a pre-trained checkpoint and configured for evaluation. The
input video is then processed sequentially, frame by frame, using the same preprocess-
ing and post-processing steps as the standard YOLOP inference procedure. For each
frame, the network produces three outputs: 1) Object detection (DE), 2) Drivable Area
segmentation (DA), 3) lane line segmentation (LL).
Detection outputs are post-processed using non-maximum suppression, while segmenta-
tion outputs are resized and converted into pixel-level masks. This common inference
path ensures that any observed deviation in the output can be attributed to the injected
fault rather than to differences in preprocessing or post-processing.
The proposed framework allows the user to configure several parameters, including the
target tensor or layer, the type of fault model (e.g., Gaussian noise or bit-flip), the fault
location within the tensor, the perturbation intensity, the fault injection time window
during inference, and the random seed used for scenario generation. These parameters
enable controlled and reproducible experiments for evaluating the sensitivity of the per-
ception model to injected faults. More details will be provided in Chapter 4.

3.6.2 Targeting of Network Parameters

Fault injection experiments are configured through external scenario descriptions, which
specify the target parameter tensor, fault pattern, and injection configuration. Each
target is identified by its unique parameter name within the YOLOP model, allowing
direct and reproducible access to specific tensors.

During execution, the selected parameter tensor is retrieved from the model’s parameter
set. A fault-free copy of the tensor is preserved to allow restoration after each faulty
inference step. This mechanism ensures that faults are introduced in a controlled and
temporary manner, without permanently altering the model state.
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The parameter selection strategy enables experiments to be conducted across different
architectural components of YOLOP, including backbone, neck, and task-specific heads,
without imposing architectural exclusions.

3.6.3 Fault Injection Timing and Application

Fault injection is performed during inference over a configurable frame interval, referred to
as the fault window. For frames outside this window, inference proceeds under nominal
conditions. For frames inside the window, the target tensor is modified immediately
before the forward pass and restored immediately after inference.

This time-localized injection strategy allows the analysis of transient fault effects and
supports frame-by-frame comparison between nominal and faulty outputs. It also enables
the evaluation of temporal stability and recovery behavior once the fault window ends.

The framework does not alter the computational graph or network structure during in-
ference. Instead, faults are applied directly to parameter values used during the forward
computation, ensuring compatibility with standard inference pipelines.

3.6.4 Video-Based Evaluation Pipeline

The Video-Based pipeline (Video_Based_Pipeline.py) produces an annotated output
video for each fault scenario. Each frame displays (OD), (DA) and (LL).

This pipeline is intended for qualitative analysis, enabling visual inspection of how per-
ception outputs change under injected faults. It is particularly useful for identifying
failure modes such as missing detections, distorted segmentation boundaries, or temporal
instability.

3.6.5 Metrics-Based Evaluation Pipeline

The Metrics-Based Pipeline is (Metrics_Based_Pipeline.py) implemented as a dedi-
cated script that executes the YOLOP perception model under predefined fault injection
scenarios and records the resulting quantitative deviations in structured CSV files.

The script loads a pre-trained checkpoint, reads a scenario file describing the target
tensor, fault type, noise model, perturbation intensity, and temporal fault window, and
then processes the input video frame by frame. For each injected frame, the pipeline
performs both golden and faulty inference, compares the corresponding outputs, and
computes task-specific metrics for object detection, drivable area segmentation, and lane
line segmentation.

The resulting measurements are aggregated per scenario and stored in metrics summary.csv,
while optional frame-level results can be exported to metrics per frame.csv for detailed
analysis.

Reliability of DL-Based Automotive Perception Page 37



CARS Center Politecnico Di Torino

3.7 Summary

The framework presented in this chapter enables systematic experimentation on the ef-
fects of transient parameter perturbations during inference in a multi-task perception
model. By combining controlled fault injections, time-localized activation, and both vi-
sual and quantitative evaluation pipelines, the framework provides a structured basis for
analyzing how hardware-like faults influence perception outputs in automotive scenarios.

The results produced by this framework form the foundation for the experimental analysis
and statistical evaluation presented in the following chapters.
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Chapter 4

EXPERIMENTAL
METHODOLOGY

4.1 A. Custom Scenarios Parameters (BLUE Activ-

ity)

The custom scenario parameters define how a fault is spatially placed and propagated
inside a selected tensor. In the proposed framework 3.1, the user can directly specify the
spatial coordinates of the fault location instead of relying only on random selection.
This makes the injection process configurable and reproducible, since the same tensor
region can be targeted repeatedly across different runs. The coordinates are provided
through the scenario description and are read by both the metrics pipeline and the video
pipeline, where they are passed to the selected fault injection function through the coords
field.

These parameters are introduced to control the spatial location of the corruption inside
the reshaped tensor representation. Depending on the selected fault pattern, the coordi-
nates can identify a single point, a row interval, a column interval, or a structured region
affected by broader spatial corruption.

In this way, the framework supports both random fault generation and user guided spa-
tial targeting, allowing the same experimental infrastructure to be used for exploratory
campaigns as well as controlled case studies.
The role of this subsection is to introduce the parameter group that governs spatial
targeting. The next subsection explains how these spatial parameters are used for the
different fault patterns and how the corresponding coordinate definitions are interpreted
in practice.
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4.1.1 Spatial Targeting Parameters

Convolutional layers in the perception model are represented as four-dimensional tensors
of the form:
(out channels, in channels, kh, kw)

For fault injection purposes, these tensors are internally reshaped into a two-dimensional
representation to facilitate row-wise and column-wise indexing. The following parameters
control spatial fault localization:

Variable Description / Meaning Purpose in Fault Modeling

r Selected row index in the reshaped
2D tensor representation

Targets a specific output feature
map (filter) for row-oriented or
structured fault patterns

r0 Starting row index of a contiguous
fault region

Defines the beginning of a multi-row
corruption span

c0 Starting column index of the fault
region

Defines the horizontal start of struc-
tured corruption

c1 Ending column index of the fault re-
gion

Defines the horizontal boundary of
structured corruption

Table 4.1
Fault Modeling Variables

r: Represents the selected row index within the logical two-dimensional representation
of the tensor. In practice, this corresponds to selecting a specific output feature map
or filter. This parameter is central to row-oriented and structured fault patterns. r0:

Defines the starting row index when the injected fault spans multiple contiguous rows.
It is primarily used in row-wise and shattered-glass patterns. c0, c1: Define the column

boundaries of the fault region.

• c0 specifies the starting column index.

• c1 specifies the ending column index.

These variables can be set in two scripts in FIERA:
Video Based Pipeline.py and Metrics Based Pipeline.py, which control the ex-
act spatial location of the injected fault. In practice, they define the row and column
boundaries of the corrupted region in the reshaped tensor, enabling controlled and re-
peatable spatial fault injection across different fault patterns and experiments, see the
available open-source repository 1.

1https://github.com/alafidmunir94-collab/Thesis_Reliability-of-DL-Based-Automotive-Perception.
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4.1.2 Repetition and Persistence Parameters

Transient hardware faults may manifest as isolated single events or as recurring distur-
bances over time. To capture this variability, the framework includes repetition-related
parameters:

Table 4.2
Parameters used in the fault injection model.

Variable Description / Meaning Purpose in Fault Modeling

repeats Number of times a fault is re-
applied during inference.

Simulates persistent or recurring
transient disturbances.

keep prob Probability that the injected fault
remains active during repetitions.

Models intermittent faults and par-
tial fault masking behavior.

repeats: Defines how many times a fault is re-applied to the same tensor location across
consecutive inference passes. A value greater than one simulates persistent or recurring
disturbances, whereas a value of one models a single-event transient fault.

keep prob: Represents the probability that a fault remains active during repeated in-
jections. This parameter introduces controlled stochasticity, allowing faults to probabilis-
tically disappear between iterations. It models partial masking or intermittent hardware
instability.

keep prob takes values in the interval (0, 1], where values close to 0 correspond to low
fault persistence, and 1 corresponds to full persistence during repeated injections. The
parameter repeats is selected according to the desired observability of the fault pattern.
For example, in the Single Point pattern, a value such as repeats = 10 produces only
weak visible degradation, whereas repeats = 50 makes the fault effect more clearly
observable in the video outputs.

4.1.3 Fault Extent Parameters

This parameter is particularly relevant for row-wise and shattered-glass fault patterns,
where spatial continuity is a defining characteristic and clustered perturbations more
closely approximate correlated hardware disturbances. In particular, these patterns might
affect contiguous regions. Thus, the parameter controlling this spatial extent is:

row span: Defines the number of consecutive rows affected by a fault.

• A value of 1 corresponds to a single-row disturbance.

• Larger values produce extended row-wise corruption.
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Table 4.3
Parameter controlling spatial fault propagation patterns.

Variable Description / Meaning Purpose in Fault Modeling

row span Number of consecutive rows af-
fected by a fault.

Controls the spatial continuity of
row-wise or clustered corruption
patterns.

4.1.4 Temporal Control Parameters

To ensure controlled experimentation and fair comparison across scenarios, fault activa-
tion is temporally constrained during inference as follow:

Table 4.4
Temporal parameters controlling the fault injection window.

Variable Description / Meaning Purpose in Fault Modeling

Injection window Range of inference steps or
video frames during which
faults are active.

Ensures that faults are injected
only within controlled experi-
mental intervals.

inject every Periodicity of fault injection
within the defined window.

Simulates regularly occurring
transient disturbances instead
of continuous corruption.

fault start Starting frame index of the in-
jection window.

Defines the beginning of tem-
poral fault activation.

fault end Ending frame index of the in-
jection window.

Defines the termination of fault
activation.

Injection window: Defines the temporal interval, in terms of frames or inference steps,
during which faults are active. Outside this window, the model operates under nominal
conditions.

inject every: Specifies the periodicity of fault application within the injection window.
For example, injecting every Nframes simulates regularly occurring disturbances rather
than continuous corruption.

Temporal control is particularly important in video-based perception, where stability and
consistency across frames directly influence downstream planning and control systems.

4.1.5 Key Fault Injection Parameters

The tuning parameters are intentionally decoupled from the network architecture and
inference logic. This separation ensures that identical configuration strategies can be
consistently applied across different layers, tensors, and fault patterns.

By combining spatial targeting, persistence modeling, extent control, and temporal schedul-
ing, the framework enables systematic exploration of the fault space while remaining
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interpretable from a hardware reliability perspective. This structured parameterization
supports both qualitative inspection and statistically grounded quantitative analysis.

Table 4.5
Fault injection configuration parameters used in the experimental setup.

Variable Description / Meaning Purpose in Experimental De-
sign

intensity Magnitude of Gaussian perturba-
tion applied to selected tensor el-
ements.

Controls the severity of numeri-
cal disturbance introduced during
fault injection.

seed Random seed used for perturba-
tion reproducibility.

Ensures deterministic and sta-
tistically fair experimentation
across runs.

fault type Selected fault pattern (Single,
Row, Column, Bullet Wake,
Shattered Glass).

Defines the spatial organization
of the injected corruption.

noise model Fault mechanism used for per-
turbation (Gaussian noise or Bit-
flip).

Determines the strategy used to
perturb tensor values.

target tensor Selected convolutional weight
tensor targeted for injection.

Identifies the specific model com-
ponent under evaluation.

4.1.6 Visual Frame Difference Analysis

To complement the quantitative metric evaluation, a visual comparison tool was de-
veloped to analyze perception degradation at the frame level. The auxiliary script,
Enhanced_Compare_videos.py, performs synchronized comparison between a fault-free
inference video and its corresponding fault-injected counterpart.

1) Processing Pipeline: For each synchronized frame pair (golden vs faulty), the script
performs the following steps:

• Resizes both frames to a uniform resolution to ensure pixel-wise comparability.

• Converts frames to HSV color space to facilitate robust extraction of perception
overlays.

• Computes task-specific difference maps by isolating overlay regions corresponding
to object detection bounding boxes, drivable area segmentation masks, and lane
detection regions.

• Computes an overall pixel-wise absolute RGB difference map to capture global
deviation.

This multi-level comparison enables separation of task-specific degradation from overall
visual distortion.

Reliability of DL-Based Automotive Perception Page 43



CARS Center Politecnico Di Torino

2) Visualization Output:
The script Enhanced Compare videos.py generates a composite visualization con-
taining the Original frame, the Fault-injected frame, the Overall difference map, and the
Task-Specific difference maps. In particular, the differences are classified according to
the perception targets:

• Object detection differences

• Drivable area differences

• Lane detection differences

Furthermore, for representation and analysis, each displayed frame includes metadata,
including the frame index, overall difference magnitude, and per-task difference values.
Figure 4.1 illustrates an example of a typical frame-by-frame analysis between a refer-
ence video and the produced video when errors corrupt the operation of the AI-based
perception task. As observed, the reference frame (Left) correctly identifies the drivable
areas in the scenario. Instead, the faulty frame (Center) exhibits slight inconsistencies
and corrupted regions due to error effects. On the right, the difference frame highlights
the areas and regions in the scenario that are affected by the error in the IA-powered
perception application.
The red map represents differences in object detection, with highlighted red regions in-
dicating changes in detected bounding boxes or object-related overlays. The green map
represents differences in drivable area; the green regions highlight where the estimated
road region differs between the reference and faulty outputs. The blue map represents
differences in lane detection, with the blue regions indicating changes in the detected lane
structure.

Figure 4.1
An example of the performed comparison between reference videos (left), faulty videos
(Center), and the overall pixel-per-pixel area difference (right).
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4.2 B. Random Scenario Generation (Green Activ-

ity)

The scenario generation stage, illustrated in Figure 3.1, constitutes the input preparation
phase of the FIERA framework. Its primary objective is to construct statistically fair and
reproducible fault-injection configurations before the execution of the inference pipeline.

The scenario generation produces a structured, configuration-based JSON text file that
defines how faults are injected into the neural network weights during inference. Each
experimental campaign requires preparing a batch of randomized scenarios for each of
the five supported fault patterns: single point, row, column, bullet wake, and shattered
glass. For this purpose, a JSON-based scenario definition file is employed.

4.2.1 JSON-Based Scenario Definition:

Each scenario is represented as a single JSON object, stored on a separate line in a
plain-text file generated by GenerateScenarios.py.
An example configuration file, such as Scenarios.txt , contains multiple JSON entries,
each describing an independent fault injection experiment to be performed by the FIERA
tool. In particular, organizing the fault injection experiments in this format ensures
modularity, human-readable documentation, and compatibility with automated parsing
mechanisms, as illustrated in Listing 1.

The Scenarios.txt file is used as input to the following scripts:
Video Based Pipeline.py, which generates the video outputs, and
Metrics Based Pipeline.py, which generates the CSV results.

Each JSON entry includes:

target tensor Specific convolutional weight tensor selected for injection

noise model Fault mechanism (e.g., Gaussian or bit-flip)

fault type Spatial fault pattern (e.g., row, column, or another)

intensity Perturbation magnitude (0.0 - 1.0)

seed Random seed for reproducibility (1 - 20)

And additional tuning parameters as described earlier in section 4.1 such as repeats,
keep prob, row span, inject every, fault start, and fault end.
This line-wise JSON representation allows efficient batch processing while preserving
traceability of individual experimental conditions.

Listing 1
JSON format for Batch Scenarios

1 # Fixed parameters:

2 # - noise_model: gaussian

3 # - repeats: 10

4 # - keep_prob: 0.1
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5 # - row_span: 0.7

6 # - coords: null

7 # - inject_every: 1

8 # - min_seg_len: 2

9 # Random ranges:

10 # - intensity: 100 levels from 0.01 to 1.00

11 # - seed: integers 1..20

12 # - target_tensor: cycles in the same order as tensors file

13 # Key mapping:

14 # - noise_model = gaussian

15 # - fault_type = one of: single,row,column,bullet_wake,shattered_glass

16

17 {"target_tensor": "model.0.conv.conv.weight", "noise_model": "gaussian",

"fault_type": "bullet_wake", "intensity": 0.19, "seed": 4, "repeats":

10, "keep_prob": 0.1, "row_span": 0.7, "coords": null, "inject_every":

1, "min_seg_len": 2, "fault_start": 1, "fault_end": 400, "gauss_mean":

0.0}

,→

,→

,→

,→

18 {"target_tensor": "model.1.conv.weight", "noise_model": "gaussian",

"fault_type": "bullet_wake", "intensity": 0.02, "seed": 3, "repeats":

10, "keep_prob": 0.1, "row_span": 0.7, "coords": null, "inject_every":

1, "min_seg_len": 2, "fault_start": 1, "fault_end": 400, "gauss_mean":

0.0}

,→

,→

,→

,→

19 {"target_tensor": "model.0.conv.conv.weight", "noise_model": "gaussian",

"fault_type": "shattered_glass", "intensity": 0.49, "seed": 5,

"repeats": 10, "keep_prob": 0.1, "row_span": 0.7, "coords": null,

"inject_every": 1, "min_seg_len": 2, "fault_start": 1, "fault_end":

668, "gauss_mean": 0.0}

,→

,→

,→

,→

20 {"target_tensor": "model.1.conv.weight", "noise_model": "gaussian",

"fault_type": "shattered_glass", "intensity": 0.71, "seed": 12,

"repeats": 10, "keep_prob": 0.1, "row_span": 0.7, "coords": null,

"inject_every": 1, "min_seg_len": 2, "fault_start": 1, "fault_end":

668, "gauss_mean": 0.0}

,→

,→

,→

,→

21 {"target_tensor": "model.2.cv1.conv.weight", "noise_model": "gaussian",

"fault_type": "bullet_wake", "intensity": 0.23, "seed": 12, "repeats":

10, "keep_prob": 0.1, "row_span": 0.7, "coords": null, "inject_every":

1, "min_seg_len": 2, "fault_start": 1, "fault_end": 400, "gauss_mean":

0.0}

,→

,→

,→

,→

22 {"target_tensor": "model.0.conv.conv.weight", "noise_model": "gaussian",

"fault_type": "bullet_wake", "intensity": 0.06, "seed": 12, "repeats":

10, "keep_prob": 0.1, "row_span": 0.7, "coords": null, "inject_every":

1, "min_seg_len": 2, "fault_start": 1, "fault_end": 668, "gauss_mean":

0.0}

,→

,→

,→

,→

23 {"target_tensor": "model.1.conv.weight", "noise_model": "gaussian",

"fault_type": "bullet_wake", "intensity": 0.8, "seed": 3, "repeats":

10, "keep_prob": 0.1, "row_span": 0.7, "coords": null, "inject_every":

1, "min_seg_len": 2, "fault_start": 1, "fault_end": 668, "gauss_mean":

0.0}

,→

,→

,→

,→
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4.2.2 Fair Random Sampling Strategy

To ensure statistical validity, the scenarios are generated using a controlled random
sampling procedure implemented in the script GenerateScenarios.py

The design follows three principles:

a. Uniform Tensor Coverage

Target tensors are selected from a predefined tensor list. The generator cycles through
the tensor list in file order to guarantee balanced coverage and prevent selection bias.

b. Controlled Randomization of Fault Parameters

For each scenario:

* Intensity is selected from a predefined discrete set of levels.

* Random seeds are drawn from a bounded range to ensure reproducibility.

* Fault patterns are sampled from the specified subset corresponding to the experi-
ment.

c. Fixed Structural Parameters
Certain parameters such as repeats, keep prob, and row span remain constant across
scenarios to isolate the effect of the primary variable under investigation. This structured
randomness ensures that no tensor is disproportionately represented while maintaining
independence between scenarios.

4.2.3 Integration with the Metrics-Based Inference Pipeline

Once generated, the scenario text file (Scenarios.txt) is provided as input to the main
execution script Metrics Based Pipeline.py
During runtime, the script:

* Reads each JSON line sequentially.

* Validates and normalizes the configuration.

* Applies the specified perturbation to the selected weight tensor.

* Executes inference over the defined injection window.

* Computes performance degradation metrics.

* Stores summary statistics in CSV format.

Thus, the scenario file acts as a declarative experiment specification layer, decoupling
configuration from execution logic. This separation enhances reproducibility, enables
large-scale batch experimentation, and simplifies statistical post-processing.
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4.2.4 Role in Statistical Reliability Analysis

The scenario generation stage is essential for achieving statistically meaningful reliability
estimation. Instead of manually selecting tensors or perturbation conditions, the frame-
work produces a sufficiently large and randomly distributed set of configurations, using
state-of-the-art strategies [64].
This enables:

* Estimation of failure probability per fault pattern

* Vulnerability ranking of weight tensors.

* Confidence interval computation for degradation metrics.

* Controlled stopping criteria based on margin of error.

By ensuring fair random sampling across tensors and parameter combinations, the Green
Activity guarantees that subsequent statistical conclusions are not biased by manual
configuration choices.

4.3 Core Framework Metrics Used

The core of the framework is implemented in the script Metrics Based Pipeline.py ,
which automates three critical tasks:
1. Applying the fault injection to selected weight tensors.
2. Executing inference on the same input sequence under golden vs faulty conditions.
3. Computing and logging metrics that quantify perception degradation.

4.3.1 “Golden vs Faulty” Evaluation Concept

A key design choice in this thesis is to evaluate faults against the model’s own golden
output (Fault-free), rather than ground truth labels. In other words, the framework
compares:

Mgolden vs Mfaulty

This is intentional because the primary research goal is to determine the fault-induced de-
viation measurement under identical inputs and inference settings. Therefore, all metrics
are implemented in a differential form:

∆M = Mfaulty −Mgolden (4.1)

This design isolates the effect of injected perturbations and avoids confounding effects
due to dataset annotation noise.

4.3.1.1 Segmentation Overlap – Mean Intersection over Union (mIoU)

For segmentation outputs (Drivable Area and Lane Line), the overlap between golden
and faulty segmentation masks is computed using Intersection over Union (IoU) [65].
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IoU =
|Mg ∩Mf |
|Mg ∪Mf |

(4.2)

where Mg denotes the golden segmentation mask and Mf denotes the faulty segmentation
mask.
The scenario-level mean IoU over all injected frames is:

mIoU =
1

N

NX
i=1

IoUi (4.3)

Segmentation degradation relative to the golden inference is defined as:

Degradation = 1−mIoU (4.4)

Unusable condition [66]: mIoU < 0.90

4.3.1.2 Structural Correlation – Pearson Correlation Coefficient

To measure structural similarity between golden and faulty segmentation masks, the
Pearson correlation coefficient [67] is computed between flattened masks.

ρ =

P
(xi − µx)(yi − µy)pP

(xi − µx)2 ·
pP

(yi − µy)2
(4.5)

where xi and yi represent corresponding pixels from golden and faulty masks, while µx

and µy denote the respective mean values.
Unusable condition: ρ < 0.85 is empirically selected to flag substantial structural devia-
tion.

4.3.1.3 Detection Consistency Rate

Object detection outputs from golden and faulty inference are matched using an IoU-
based rule [68].

IoU(boxg, boxf ) ≥ τ (4.6)

where τ = 0.5 is the matching threshold used in the implementation.
The detection consistency rate is defined as:

Consistency =
Nmatch

Ng

(4.7)

where Nmatch represents the number of golden detections successfully matched with faulty
detections and Ng represents the number of golden detections.
Unusable condition: Consistency < 0.90 is empirically selected

4.3.1.4 Area Difference (Segmentation Size Distortion)

To capture segmentation size distortion caused by fault injection, the framework computes
the relative area difference between the golden and faulty segmentation masks [66]. The
area of a segmentation mask is defined as the number of foreground pixels predicted by
the network.
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Let Mg and Mf denote the golden and faulty segmentation masks for a given perception
task (drivable area or lane line). The corresponding mask areas are defined as:

Ag =
X

1(Mg ̸= 0), Af =
X

1(Mf ̸= 0) (4.8)

where Ag represents the number of foreground pixels in the golden mask and Af represents
the number of foreground pixels in the faulty mask.
The relative area difference is then computed as:

∆A =
|Af − Ag|
Ag + ε

(4.9)

where ε is a small constant used to prevent division by zero (in the implementation,
ε = 10−12).
The scenario-level area distortion is obtained by averaging the per-frame area differences
across the injected frames:

∆A =
1

N

NX
i=1

∆Ai (4.10)

where N denotes the number of frames within the fault injection window.
Unusable condition as Threshold Calibration:

∆A > 0.10 (4.11)

A relative area difference greater than 10% indicates that the segmentation mask has
expanded or contracted significantly compared to the golden reference. Such distortion
may lead to incorrect estimation of drivable space or lane geometry, potentially affecting
downstream decision-making modules in autonomous driving systems.

4.3.1.5 Position Shift – Normalized Centroid Displacement

To quantify geometric displacement between segmentation masks, the centroid shift be-
tween golden and faulty masks is computed. The position-shift metric is adapted from
position-based segmentation monitoring ideas in [66].

d =
q

(xf − xg)2 + (yf − yg)2 (4.12)

The displacement is normalized by the image diagonal in order to obtain a resolution-
independent metric.

PositionShift =
d√

H2 +W 2
(4.13)

where H and W denote the height and width of the segmentation mask.

4.3.1.6 Confidence Drop (Object Detection Reliability)

ConfDrop = confg − conff (4.14)

where confg represents the confidence score in the golden inference and conff represents
the corresponding score in the faulty inference [69].
The scenario-level confidence degradation is computed as the mean confidence drop across
matched detections and injected frames.
Unusable condition: ConfDrop > 0.15 is empirically calibrated
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4.3.1.7 Detection Count Difference

∆Count = Countf − Countg (4.15)

where Nf is the number of detected objects in the faulty inference and Ng is the number
detected in the golden inference.
This metric captures instability caused by disappearance or spurious creation of detections
during fault injection.

4.3.1.8 Combined Usability Decision Rule

A scenario is classified as unusable if at least one of the following conditions is satisfied:

• mIoU < 0.90

• Pearson correlation < 0.85

• Detection consistency < 0.90

• Confidence drop > 0.15

• Area Difference > 0.10

Otherwise, the scenario is considered usable. These metrics jointly capture overlap degra-
dation, structural distortion, geometric displacement, and detection instability. The
thresholds were selected using a two-step procedure. Metrics related to segmentation
degradation, such as mIoU and area difference, were initialized from the 10% criticality
criterion reported in prior literature, while the remaining thresholds were tuned on a
representative subset of faulty scenarios to separate minor deviations from substantial
corruption. Since the final rule is OR-based, conservative thresholds were adopted so
that noticeable degradation in the faulty output is not overlooked
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4.4 HPC-Based Execution and SLURM Workflow

4.4.1 Introduction

The large-scale fault injection experiments conducted in this thesis required repeated ex-
ecution of the YOLOP inference framework across hundreds of randomly generated fault
scenarios. Executing these experiments manually on a local machine would be inefficient
due to the computational cost associated with video processing, neural network infer-
ence, and metric computation. Therefore, the experiments were executed on Politecnico
di Torino’s High Performance Computing (HPC) infrastructure (HPC@PoliTo2), which
handles support for SLURM scheduling.
SLURM provides automated job scheduling, resource allocation, and execution moni-
toring. Using the HPC infrastructure allowed the reliability analysis experiments to be
executed in a scalable and reproducible manner while efficiently utilizing available com-
putational resources.

4.4.2 HPC Computing Environment

The experiments were conducted on the HPC cluster using the cpu sapphire partition.
This partition provides compute nodes equipped with modern multi-core processors suit-
able for CPU-based machine learning inference tasks.
The configuration used in this work was:

• Architecture: CPU Sapphire 45

• Access mode: Open

• Priority class: Standard

• Maximum walltime: 24 hours

Each compute node provides up to 45 CPU cores which can be requested through SLURM
resource directives. However, instead of requesting the full node capacity, the jobs were
configured to request between 24 and 28 CPUs per task. This configuration provided a
balanced trade-off between execution speed and queue waiting time.

4.4.3 Software Environment and Dependencies

The execution of the YOLOP fault injection framework required a dedicated software
environment containing the necessary Python libraries and machine learning dependen-
cies. A Conda environment was used to ensure consistent package management across
all HPC jobs.
The environment used for the experiments was named yolop313. The primary packages
included:

• Python 3.13

• PyTorch for loading and executing the YOLOP neural network model

2https://hpc.polito.it/
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• Torchvision for preprocessing and image transformations

• OpenCV for video frame extraction and processing

• NumPy for numerical computations

• SciPy for mathematical and statistical operations

• Pandas for metrics aggregation and CSV file generation

• Openpyxl for exporting results to Excel format

• PIL and ImageIO for image and video data handling

Additionally, the YOLOP project modules were made accessible by exporting the project
root directory to the PYTHONPATH variable during job execution.

4.4.4 SLURM Job Scheduling

SLURM (Simple Linux Utility for Resource Management) is a widely used workload
manager in HPC systems. It allows users to submit computational jobs which are auto-
matically scheduled and executed when the required resources become available.
In this work, SLURM was used to:

• allocate computational resources

• schedule fault injection experiments

• manage job queues

• record execution logs

• automate repeated experiment runs

This approach enabled the reliability analysis experiments to be executed in a fully au-
tomated and reproducible manner.

4.4.5 Structure of the SLURM Batch Script

The experiments were executed using a SLURM batch script which defines both the
computational resources required and the sequence of commands executed during the
job.

4.4.5.1 Resource Allocation

Resource requirements are specified using #SBATCH directives which inform the SLURM
scheduler about the resources needed for the job. The parameters defined include:

• job name

• compute partition

• number of CPUs per task
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• memory allocation

• maximum runtime

• output and error log paths

• email notification settings

These directives allow the scheduler to place the job appropriately within the cluster
queue.

4.4.5.2 Path Initialization

The batch script defines the required paths for the experiment, including:

• the YOLOP project root directory

• the Python metrics-generation script

• the scenario file directory

• the output directory

• the YOLOP model weights

• the input video file

Defining absolute paths ensures that the job can execute correctly regardless of the di-
rectory from which the job is submitted.

4.4.5.3 Dynamic Parameter Passing

The batch script uses environment variables passed through the SLURM submission
command using the --export flag. Two important variables are passed during job sub-
mission:

• SCEN FILE, which specifies the scenario file containing the fault injection configu-
rations

• PAT NAME, which specifies the name of the fault pattern being executed

This approach allows the same batch script to be reused for multiple experiments without
modification.

4.4.5.4 Environment Initialization

Before running the Python framework, the batch script initializes the software environ-
ment by loading Conda shell support and activating the yolop313 environment. Ad-
ditionally, the PYTHONPATH variable is set to the YOLOP project directory so that all
project modules can be imported correctly.
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4.4.6 Execution of the Fault Injection Framework

After the environment is prepared, the batch script executes the custom Python scripts
responsible for performing the fault injection experiments:

Video_Based_Pipeline.py

and

Metrics_Based_Pipeline.py

This script performs the following operations:

1. Loads the trained YOLOP model weights.

2. Reads the input video frame by frame.

3. Parses the fault injection scenario file.

4. Injects the specified fault pattern into the selected neural network tensor.

5. Executes YOLOP inference for the corrupted model.

6. Computes evaluation metrics comparing faulty and golden outputs.

4.4.7 Results Storage and Post-Processing

After processing all scenarios, the computed metrics are aggregated and stored in a CSV
file within the output directory associated with the current fault pattern. Each row in
the CSV file corresponds to a single fault injection scenario.
Following this step, an additional Python routine converts the CSV file into Excel format
to facilitate easier inspection and statistical analysis.

4.4.8 CPU Resource Selection Strategy

Although the CPU Sapphire nodes provide up to 45 CPU cores, requesting all available
cores for a job is not always optimal.

4.4.8.1 Scheduler Constraints

If a job requests all 45 CPUs, the SLURM scheduler must wait until all cores on a node
become available simultaneously. In busy cluster environments this may significantly
increase queue waiting time.

4.4.8.2 Queue Waiting Time

The total turnaround time of a job consists of both queue waiting time and execution
runtime. Requesting fewer CPUs often reduces queue waiting time, allowing the job to
start earlier.
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4.4.8.3 Efficient Cluster Utilization

Requesting fewer CPUs improves cluster utilization and allows multiple jobs to run simul-
taneously. In this work, requesting approximately 28 CPUs provided a suitable balance
between computational performance and scheduling efficiency.

4.4.9 Overall Execution Workflow

The complete HPC workflow used in this thesis can be summarized as follows:

1. A SLURM job is submitted for each fault pattern using the batch script.

2. SLURM schedules the job based on the requested computational resources.

3. The batch script initializes the execution environment.

4. The YOLOP fault injection framework processes the video and applies the specified
fault scenarios.

5. Performance metrics are computed for each scenario.

6. Results are aggregated and saved as CSV and Excel files.

7. The generated datasets are used for statistical reliability analysis.

4.4.10 Summary

The use of SLURM and HPC infrastructure enabled efficient execution of large-scale fault
injection experiments for the YOLOP perception framework. The automated batch-based
workflow ensured reproducibility, efficient resource utilization, and scalable execution
across multiple scenario configurations. By carefully selecting computational resources
and leveraging the HPC scheduling system, the experimental campaign was completed
efficiently while producing reliable datasets for subsequent statistical reliability analysis.
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4.5 Statistical Analysis Choice: Classical One-Step

Sampling

In [42], [64], the authors propose an iterative statistical fault injection approach in which
the sample size is dynamically refined according to the observed failure rate and margin
of error at each iteration.
Such methodology is particularly suitable when the following conditions hold:

• The experimental outcome is binary (success or failure).

• The experiment directly estimates a failure probability, such as the Silent Data
Corruption (SDC) rate.

• Bernoulli trial assumptions are strictly satisfied.

However, the FIERA evaluates a significantly more complex output space. Specifically,
the analysis includes:

• Continuous degradation metrics such as mIoU, Pearson correlation, centroid shift,
and confidence drop.

• Multi-task perception outputs including Object Detection (OD), Drivable Area
(DA), and Lane Line (LL).

• A composite usability decision rule derived from multiple metrics rather than a
single binary outcome.

Since the evaluation space is multi-dimensional and not strictly Bernoulli distributed at
the metric level, an iterative SFI stopping rule based purely on binary success probability
would not adequately capture the experimental objective.
For this purpose, FIERA adopts a classical statistical inference approach based on fixed-
sample size estimation[64].

n =
Z2p(1− p)

e2
(4.16)

Symbol Description

n Required sample size
Z Standard normal value for selected confidence level
p Assumed probability of occurrence
e Desired margin of error

For this thesis the following parameters are selected:

Parameter Value

Confidence Level 95%
Z value 1.96
Margin of Error e = 0.05
Assumed Probability p = 0.5

The assumption p = 0.5 represents the maximum uncertainty scenario, which produces
the largest possible sample size and therefore ensures a conservative estimation.
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4.6 Universe Definition, Tier-1 Tensor Selection, and

Sample Size Determination

4.6.1 Sub-Universe Definition per Fault Pattern

The complete experimental space is divided into five independent sub-universes, each
corresponding to one fault pattern evaluated in the framework: Single Point Fault, Row
Fault, Column Fault, Bullet-Wake Fault, and Shattered-Glass Fault.

Each sub-universe contains the same number of potential scenarios since the following
parameter dimensions are identical across patterns:

• Target tensors (Tier-1)

• Intensity levels

• Random seeds

Therefore, statistical sampling is performed independently for each fault pattern.

4.6.2 Tier-1 Tensor Selection Rationale

Tier-1 tensors figure 4.2 consist primarily of conv.weight parameters from convolutional
layers. The selection of Tier-1 tensors is not based on their backbone position but on the
following technical rationale:

• Convolutional weight tensors directly determine learned feature extraction.

• Perturbations in these tensors propagate through multiple downstream layers.

• They represent the dominant trainable parameter group influencing perception out-
puts.

• Faults in these tensors produce observable degradation across OD, DA, and LL
tasks.
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Figure 4.2
Tier1 Tensors.

4.6.2.1 Tier-2 tensors

Tier-2 tensors include BatchNorm weights and BatchNorm bias parameters.

4.6.2.2 Excluded tensors

The following parameters are excluded from the campaign:

• Running mean

• Running variance

• Tracking counters

BatchNorm running statistics are excluded because they are not directly analogous to
stored weight memory elements under the chosen fault model.
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4.6.3 Population Size for One Fault Pattern

Each fault-pattern sub-universe is defined by three independent parameters:

Parameter Value

Tier-1 tensors in YoloP 102
Intensity levels 100
Random seeds 20

N = 102× 100× 20 (4.17)

N = 204,000 (4.18)

Npattern = 204,000 (4.19)

4.6.4 Sample Size Calculation

n =
Z2p(1− p)

e2
(4.20)

n =
(1.96)2 × 0.5(1− 0.5)

(0.05)2
(4.21)

n =
3.8416× 0.25

0.0025
(4.22)

n = 384.16 ≈ 385 (4.23)

Therefore the required representative sample per fault pattern is:

n = 385 (4.24)

Since five independent fault patterns are evaluated:

ntotal = 5× 385 (4.25)

ntotal = 1, 925 (4.26)

Thus, 1,925 statistically representative scenarios are executed across all fault patterns.
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4.6.5 Fixed Parameters and Fair Randomness

To ensure fair comparison across fault patterns and tensor groups, several framework
parameters are kept constant throughout the campaign.

Table 4.6
Fixed Parameters (Section 4.6.5.1)

Parameter Name Description

repeats Number of times the injection is repeated.

keep prob Probability of keeping original values.

row span Range of rows affected by the operation.

inject every Frequency of the fault injection.

min seg len Minimum segment length for the operation.

fault start Starting point of the fault injection.

fault end Ending point of the fault injection.

Gaussian mean The mean value for Gaussian distribution
faults.

4.6.5.1 Variable parameters

Table 4.7
Variable Parameters (Section 4.6.5.2)

Parameter Name Description

target tensor The specific tensor to which the fault is ap-
plied.

fault type The category or nature of the fault being in-
jected.

intensity The magnitude or strength of the fault.

seed Random seed for reproducibility of the re-
sults.

The scenario generation script GenerateScenarios.py guarantees:

• Uniform sampling across the Tier-1 tensor list

• Controlled randomness through seed specification

• Deterministic cycling of tensor order

• Reproducibility of experiments

This design prevents overrepresentation of specific tensors, clustering of intensity levels,
and bias toward specific seed values.
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4.7 Statistical Results and Interpretation

This chapter explains the results produced by the statistical fault injection campaign
using the Excel workbook ShatteredGlass SFI Approach.xlsx.

4.7.1 Workbook Structure

Sheet Description

Data Scenario-level dataset with metrics and failure flags
Stats Statistical estimation of failure probability
Documentation Notes on formulas and compatibility
Tensors Vulnerability Tensor ranking based on failure statistics

4.7.2 Failure Rate Estimation

The estimated failure probability is

p̂ =
x

n
(4.27)

The measured margin of error is

ê = z

r
p̂(1− p̂)

n
· FPC (4.28)

where the finite population correction factor is

FPC =

r
N − n

N − 1
(4.29)

The confidence interval is

[max(0, p̂− ê),min(1, p̂+ ê)] (4.30)

The stopping rule is defined as

STOP if ê ≤ Egoal (4.31)
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4.7.3 Failure flags (binary usability evaluation)

For each metric, the workbook assigns a threshold-based failure indicator as discussed in
Section 4.3.

Table 4.8
Failure Flags Used for Binary Usability Evaluation

Category Failure Indicators

Segmentation (Drivable Area)
Fail mean iou da

Fail mean pos shift da

Fail mean pearson da

Fail mean area diff da

Segmentation (Lane Line)
Fail mean iou ll

Fail mean pos shift ll

Fail mean pearson ll

Fail mean area diff ll

Object Detection Stability
Fail det consistency rate

Fail mean det iou
Fail mean det conf drop

Finally, Fail ANY = 1 if at least one failure flag is triggered for that scenario.
This is the “overall unusable” label used in the statistical estimation.
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Chapter 5

EXPERIMENTAL RESULTS

5.1 Overview of the Chapter

This chapter presents the results of the experimental campaign carried out with the
proposed FIERA framework and is organized to move from scenario-level evidence to
cross-scenario comparative analysis. The first part focuses on selected video-based sce-
nario the results obtained from the fault injection campaign conducted using the proposed
FIERA framework. The experiments analyze the reliability of the YOLOP perception
model under controlled perturbations injected into its weight tensors, where three repre-
sentative fault patterns are discussed in detail: Single Point as the low-severity reference
case, and Bullet Wake and Shattered Glass as the two most severe structured fault pat-
terns. For these patterns, the chapter reports the statistical results, representative visual
comparisons, and the corresponding tensor-level observations for the City Driving sce-
nario which comes from the Samples of YOLOP model. The remaining detailed
results for Lane Change (LCH), CUT-OUT (CUTOUT), CUT-IN (CUTIN),
and Accelerate and Lane Change (ACLH) Driving Scenarios (were generated from
the SCANer Tool) are provided in the Appendix, while the main chapter concentrates
on the most representative cases and their interpretation.

The second part of the chapter performs the fault-pattern based analysis, in which
the results of all five fault error shapes/geometries are compared across all five driving
scenarios through summary tables and aggregated rankings. This section highlights how
the severity of degradation changes with the spatial organization of the injected corruption
and how different driving contexts respond to the same fault pattern.

The third part presents the metrics-based and task-based analysis, to identify which
evaluation metrics are the most sensitive to tensor perturbations and which perception
task—Drivable Area, Lane Line, or Object Detection—is most affected under the studied
fault conditions. In this way, the chapter progresses from showing representative scenario
outcomes, to comparing the global severity of fault patterns, and finally to examining the
sensitivity of individual metrics and perception tasks. Throughout the chapter, the focus
remains on presenting and interpreting the observed results, while the final synthesis and
broader implications are reserved for the dedicated conclusion chapter that follows.
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5.2 Statistical Analysis Results for Reliability As-

sessment

The results presented in this chapter are derived from the statistical dataset generated
during the experimental campaign and stored in the corresponding Excel workbooks.
These datasets include scenario level measurements, statistical estimations of failure
probability, and tensor level vulnerability rankings derived from the evaluation metrics.
The analysis combines statistical reliability estimation, graphical visualization of failure
trends, tensor vulnerability ranking, and qualitative inspection of perception outputs
through video comparison.

5.2.1 Statistical Validation and Stopping Criterion

The first step in the results analysis is to verify that the experimental campaign satisfies
the statistical requirements defined in the methodology. As described in the previous
chapter, the number of executed scenarios was determined using a classical statistical
sampling approach.
The sampling process was configured using a confidence level of ninety five percent and a
target margin of error of five percent as shown in the Table 5.1. Using these parameters,
the classical sample size formula was applied to estimate the number of scenarios required
for each fault pattern. The resulting campaign produced a representative dataset that
satisfies the predefined stopping criterion once the measured margin of error falls below
the target threshold.

The statistical validation confirms that the collected experimental data provides reliable
estimates of system failure probability within the defined experimental universe. The
workbook sheet dedicated to statistical estimation computes the estimated failure rate,
the measured margin of error, and the associated confidence interval for each monitored
metric. Once the calculated margin of error becomes smaller than the target threshold,
the campaign is considered statistically sufficient and the experiments are stopped.

Table 5.1
Statistical description of the driving scenarios and number of planned experiments per
scenario (n).

Data Values

Population N (N) 204,000
Sample n (rows) 385
Confidence Level (1− α) 0.95
tcrit (zα/2) 1.959963985
Target MOE (Egoal) 0.05
Assumed p (planning) 0.5
Planned n (Eq.4) 383.4257448
FPC = sqrt((N-n)/(N-1)) 0.999058376
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5.2.2 Failure Metrics and Binary Usability Evaluation

To evaluate whether a fault injection scenario leads to an unacceptable degradation of
perception performance, threshold based failure indicators are defined for each monitored
metric. These thresholds convert continuous metric values into binary failure flags.

Metric Label Data Column Direction Threshold
Seg IoU – Drivable Area mean iou da < 0.9
Seg IoU – Lane Line mean iou ll < 0.9
Pearson – Drivable Area mean pearson da < 0.85
Pearson – Lane Line mean pearson ll < 0.85
Area RelDiff – Drivable Area mean area diff da > 0.1
Area RelDiff – Lane Line mean area diff ll > 0.1
Pos Shift – Drivable Area mean pos shift da > 0.05
Pos Shift – Lane Line mean pos shift ll > 0.05
Detection Consistency Rate det consistency rate < 0.9
Detection Mean IoU mean det iou < 0.9
Detection Mean Conf Drop mean det conf drop > 0.15

If any of these metrics violates its predefined threshold as discussed in section ??, the
corresponding failure indicator is triggered. These individual failure flags are then com-
bined into a global usability indicator denoted as Fail ANY, which represents whether
the perception system becomes unusable for that scenario.
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5.3 Graphical Analysis and Interpretation of Exper-

imental Results

Following the definition of the failure metrics and usability criteria described in the pre-
vious section, the remaining analysis of the experimental campaign is primarily presented
through graphical representations derived from the statistical dataset. The purpose of
these graphs is to visualize the failure behavior of the perception system under the five
evaluated fault patterns and to identify the internal model components that exhibit the
highest sensitivity to injected perturbations.
First, the distribution of metric failures is analyzed by plotting the relationship between
the evaluated metrics and the number of observed failures across the executed scenarios.
These graphs provide an overview of how frequently each metric violates its corresponding
usability threshold and therefore indicate which perception properties are most affected
by internal parameter perturbations.
The experimental results are then used to evaluate the vulnerability of the model’s weight
tensors. Using the statistical dataset, tensors are ranked according to their observed fail-
ure behavior using two complementary evaluation approaches. The first method evaluates
vulnerability using the global usability indicator Fail ANY, which represents the occur-
rence of an overall system failure when at least one metric violates its threshold. The
second method analyzes failures at the individual metric level, allowing the identification
of tensors that are particularly sensitive to specific perception degradations. Based on
this analysis, the top ranked vulnerable tensors are visualized through dedicated graphs.

In addition to tensor ranking, the experimental results are also analyzed separately for
the three perception tasks performed by the YOLOP network: object detection, drivable
area segmentation, and lane line estimation. This separation allows the identification
of which perception components are most exposed to failures under the injected fault
conditions.

Finally, qualitative observations are obtained through visual comparison of the inference
of unmasked Driving Scenario (Figure 5.1) generated during the experiments. These
masked videos (Figure 5.5) comparisons provide additional insight into how the injected
perturbations propagate through the neural network and affect the perception outputs
in real driving scenes.

All analyses described in this section are repeated for each of the five evaluated fault pat-
terns and across the different driving video scenarios used in the experimental campaign.
The results are summarized through graphical comparisons that allow the identification
of the fault pattern that produces the most significant reliability degradation in the per-
ception system.
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5.3.1 City Driving Scenario

Figure 5.1
A general overview of a frame in the City Drive Scenario.

5.3.1.1 Single Point Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 12 385 0.0312 0.0173 0.0138 0.0485STOP 46 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Area RelDiff – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Area RelDiff – Lane Line 10 385 0.0260 0.0159 0.0101 0.0418STOP 39 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Figure 5.2
Single Point Stop Criterion
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The Table in Figure 5.2 shows that the margin of error is smaller than the target threshold
and the STOP Criterion is met, the campaign is considered statistically sufficient, and
the experiments are stopped. Furthermore, the statistical Analysis was done twice with
2nd order Scenarios.txt for all the Fault Pattern and they meet the same STOP criterion.
The per-metric statistical results show that most metrics did not violate their defined
thresholds, indicating stable behavior of the perception outputs under the evaluated per-
turbations.
Among the evaluated metrics, Lane Line IoU, Lane Line Area Difference, and Lane Line
Pearson correlation recorded the highest number of failures, highlighting the higher sen-
sitivity of lane-line segmentation compared to drivable area and detection metrics.
All detection-related metrics remained within acceptable limits across the sampled sce-
narios. When applying the combined usability rule (Fail ANY), 11 failures were observed
out of 385 scenarios, resulting in an estimated overall failure probability of 2.86%. This
indicates that only a small fraction of scenarios produced outputs classified as unusable
under the defined thresholds.

Top Vulnerable Tensors for Single-Point Fault Injection: The statistical analy-
sis was further used to identify the top 20 most vulnerable weight tensors as shown
in the Table of Figure 5.3 under the single-point fault injection pattern. The ranking
was based on the estimated failure probability phat any, which represents the proportion
of scenarios where at least one metric violated its defined threshold. Among the ana-
lyzed tensors, model.40.cv1.conv.weight showed the highest vulnerability with a fail-
ure probability of 1.0, followed by model.40.cv3.weight, model.40.cv4.conv.weight,
and model.40.m.0.cv1.conv.weight, each with a probability of 0.67. These tensors
mainly exhibited failures associated with lane-line segmentation metrics, particularly
the area difference and Pearson correlation. The remaining tensors showed lower failure
probabilities or no observed failures within the sampled scenarios, indicating relatively
higher robustness to single-point perturbations.
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p_mean_
det_iou

p_mean_
det_conf
_drop

model.40.cv1.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000

model.40.cv3.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.40.cv4.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.666666667 0 0 0 0.666667 0 0.666667 0 0 0 0 0

model.31.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0.333333 0 0 0 0 0 0

model.42.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 5.3
SP Top 20 Vulnerable Tensors
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Figure 5.4
SP Bar Graph

Ranking of Top 20 Vulnerable Tensors: The Bar Graph 5.4 shows the Ranking
of Top 20 Vulnerable Tensors. From the Graph we see that model.40.cv1.conv.weight
with Rank 1 is most Vulnerable weight Tensor that was affected by Single Point Fault
Injection.

Ranking of Tensors Based on Individual Metrics: To further investigate the sen-
sitivity of different tensors, the results of the fault injection experiments were analyzed
separately for each evaluation metric Charts 5.5. These Charts are divided in a Task
Based Charts each belonging to metrics related to Drivable Area, Lane Line and Object
Detection. The x axis of the charts consists of Tensors whose suffix (.weight) and prefix
(model.) are truncated for better readability. For every metric, the failures observed
during the experiments were aggregated for each tensor to determine how frequently a
specific tensor contributed to a violation of that metric.
Based on these observations, a probability of failure was computed for each tensor with
respect to the corresponding metric. The tensors were then ranked in descending order.

• Rank 1 (The Dip): This identifies the single tensor that is most vulnerable to
fault injection.

• Rank 2 (The Flat Line): A higher number indicates lower vulnerability. In this
case, all other tensors tied for second place for Drivable Area, Sixth place for Lane
Line and first place for Object Detection, meaning they share the exact same, lower
rate of failure.

In subfigure 5.5a the vulnerable Tensor is 31.cv4.conv, while in 5.5b 40.cv1.conv is the
most vulnerable Tensor with Rank1 and finally in 5.5b none of the Tensors is vulnerable.
Using this ranking method, the most vulnerable tensors are identified for each metric
individually. This analysis provides deeper insight into how faults affecting specific tensors
influence different perception tasks of the network.
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Figure 5.5
SP Task Based Charts
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City Drive Video Comparison Single Point Fault

Figure 5.6
SP CTD Comparison

From the Figure 5.6 it is observed that the Lane Line was affected from the Single Point
Fault Injection. The object detection always shows a difference in position which is
negligible and the Drivable Area is Robust in this case.
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5.3.1.2 Bullet Wake Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 17 385 0.0442 0.0205 0.0237 0.0647 STOP 65 0

Seg IoU – Lane Line 73 385 0.1896 0.0391 0.1505 0.2287 STOP 236 0

Pearson – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205 STOP 16 0

Pearson – Lane Line 23 385 0.0597 0.0237 0.0361 0.0834 STOP 86 0

Area RelDiff – Drivable Area 6 385 0.0156 0.0124 0.0032 0.0279 STOP 24 0

Area RelDiff – Lane Line 37 385 0.0961 0.0294 0.0667 0.1255 STOP 133 0

Pos Shift – Drivable Area 3 385 0.0078 0.0088 0.0000 0.0166 STOP 12 0

Pos Shift – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166 STOP 12 0

Detection Consistency Rate 22 385 0.0571 0.0232 0.0340 0.0803 STOP 83 0

Detection Mean IoU 12 385 0.0312 0.0173 0.0138 0.0485 STOP 46 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Overall (ANY metric violates its 
threshold) 42 385 0.1091 0.0311 0.0780 0.1402 STOP 149 0

Figure 5.7
Bullet Wake Stop Criterion

The Table in Figure 5.7 shows that the margin of error is smaller than the target threshold
and the STOP Criterion is met, the campaign is considered statistically sufficient, and
the experiments are stopped. Furthermore, the statistical Analysis was done twice with
2nd order Scenarios.txt for all the Fault Pattern and they meet the same STOP criterion.
The per-metric statistical results show that most metrics did not violate their defined
thresholds, indicating stable behavior of the perception outputs under the evaluated
perturbations.
All the metrics were affected with number of failures, highlighting the higher sensitivity of
lane-line segmentation compared to drivable area and detection metrics. When applying
the combined usability rule (Fail ANY), 42 failures were observed out of 385 scenarios,
resulting in an estimated overall failure probability of 10.91%. This indicates that only
a small fraction of scenarios produced outputs classified as unusable under the defined
thresholds.

Top Vulnerable Tensors for Bullet Wake Fault Injection: From the Figure 5.8 it
is observed that there are several ties in rank 1 which shows the top vulnerable Tensors
affected with BW Fault injection.
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p_mean_
pearson_

ll

p_mean_
area_diff

_da

p_mean_
area_diff

_ll

p_mean_
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p_mean_
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nsistency
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p_mean_
det_iou

p_mean_
det_conf
_drop

model.1.conv.weight 4 4 1.0000 1.0000 1.0000 0.5000 1.0000 0.5000 1.0000 0.5000 0.5000 1.0000 0.7500 0.0000
model.40.cv4.conv.weight 3 3 1 0 0 0 0.333333 0 1 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 3 1 0 0 0 1 0 1 0 0 0 0 0

model.42.conv.weight 3 3 1 0 0 0 0.666667 0 1 0 0 0 0 0

model.0.conv.conv.weight 4 3 0.75 0.75 0.75 0.25 0.75 0.25 0.75 0.25 0.25 0.75 0.25 0

model.2.cv3.weight 4 3 0.75 0.75 0.75 0 0.75 0 0.75 0 0 0.75 0.25 0
model.2.cv4.conv.weight 4 3 0.75 0.75 0.75 0.25 0.75 0.5 0.75 0 0 0.75 0.75 0

model.8.cv2.conv.weight 4 3 0.75 0.75 0.75 0 0 0 0.75 0 0 0.75 0 0

model.34.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.cv1.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.2.cv1.conv.weight 4 2 0.5 0 0 0 0 0 0.5 0 0 0.5 0 0

model.24.m.2.weight 4 2 0.5 0 0 0 0 0 0 0 0 0 0.5 0
model.3.conv.weight 4 2 0.5 0 0 0 0 0 0 0 0 0.5 0 0

model.4.cv3.weight 4 2 0.5 0 0 0 0 0 0.5 0 0 0 0 0

model.36.m.0.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.40.cv3.weight 3 1 0.333333333 0 0 0 0.333333 0 0.333333 0 0 0 0 0
model.2.cv2.weight 4 1 0.25 0 0 0 0.25 0 0.25 0 0 0.25 0 0
model.24.m.1.weight 4 1 0.25 0 0 0 0 0 0 0 0 0 0.25 0

model.4.cv4.conv.weight 4 1 0.25 0.25 0.25 0 0.25 0.25 0.25 0 0 0.25 0.25 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure 5.8
BW Top 20 Vulnerable Tensors
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(c) Individual Metrics Ranking - Detection Metrics

Figure 5.9
BW Task Based Charts

Reliability of DL-Based Automotive Perception Page 76



CARS Center Politecnico Di Torino

In subfigure 5.9a it is observed that Mean iou DA, Mean pearson DA and
Mean pos shift DA has vulnerable Tensor 1.conv while in Mean area diff DA has a tie of
rank 1 between 1.conv and 2.cv4.conv. Similarly we see Vulnerable Tensors in Subfigure
5.9b and 5.9c

Figure 5.10 illustrates a comparison of Golden vs Faulty Videos on Frame 42 and 64. On
frame 42 it is observed that the BW Fault injection heavily degraded the AI perception
of Lane line and Drivable area. The Green color of the (DA) is masked on the (LL) and
the Red Color of (LL) is masked on the whole frame. There is a slight Shift in the Object
detection bounding Box. On Frame 64 there is a slight degradation in (DA) and a slight
shift in Bounding boxes of Object Detection.
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City Drive Video Comparison Bullet Wake Fault

Figure 5.10
BW CTD Comparison
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5.3.1.3 Shattered Glass Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 16 385 0.0416 0.0199 0.0216 0.0615STOP 61 0

Seg IoU – Lane Line 68 385 0.1766 0.0381 0.1386 0.2147STOP 223 0

Pearson – Drivable Area 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pearson – Lane Line 19 385 0.0494 0.0216 0.0277 0.0710STOP 72 0

Area RelDiff – Drivable Area 14 385 0.0364 0.0187 0.0177 0.0550STOP 54 0

Area RelDiff – Lane Line 34 385 0.0883 0.0283 0.0600 0.1166STOP 124 0

Pos Shift – Drivable Area 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Pos Shift – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Detection Consistency Rate 20 385 0.0519 0.0221 0.0298 0.0741STOP 76 0

Detection Mean IoU 14 385 0.0364 0.0187 0.0177 0.0550STOP 54 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 44 385 0.1143 0.0318 0.0825 0.1460STOP 155 0

Figure 5.11
Shattered Glass Stop Criterion

The Table in Figure 5.11 shows that the margin of error is smaller than the target
threshold and the STOP Criterion is met, the campaign is considered statistically
sufficient, and the experiments are stopped. Furthermore, the statistical Analysis was
done twice with 2nd order Scenarios.txt for all the Fault Pattern and they meet the same
STOP criterion.
The per-metric statistical results show that most metrics did not violate their defined
thresholds, indicating stable behavior of the perception outputs under the evaluated per-
turbations.
All the metrics excluding Detection Mean Conf Drop were affected with number of fail-
ures, highlighting the higher sensitivity of lane-line segmentation compared to drivable
area and detection metrics. When applying the combined usability rule (Fail ANY), 44
failures were observed out of 385 scenarios, resulting in an estimated overall failure prob-
ability of 11.43%. This indicates that only a small fraction of scenarios produced outputs
classified as unusable under the defined thresholds.

Top Vulnerable Tensors for Shattered Glass Fault Injection: The Bar Graph
5.12 shows the Ranking of Top 20 Vulnerable Tensors. From the Graph we see that the
most vulnerable Tensor is model.40.cv1.conv.weight ranked 1, along with other vulnerable
tensors with lower ranking.
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p_mean_
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model.40.cv1.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.3333 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.2.cv2.weight 4 3 0.75 0.75 0.75 0 0.75 0.75 0.75 0 0 0.75 0.75 0

model.2.cv3.weight 4 3 0.75 0.75 0.75 0 0.75 0.5 0.75 0 0 0.75 0.5 0

model.24.m.1.weight 4 3 0.75 0 0 0 0 0 0 0 0 0 0.75 0

model.4.cv4.conv.weight 4 3 0.75 0.5 0.5 0 0.5 0.25 0.75 0 0 0.5 0 0

model.31.cv4.conv.weight 3 2 0.666666667 0 0 0 0 0.666667 0 0 0 0 0 0
model.36.cv1.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.cv3.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.40.cv4.conv.weight 3 2 0.666666667 0 0 0 0.666667 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.0.conv.conv.weight 4 2 0.5 0.5 0.5 0.5 0.5 0.5 0.5 0.25 0.5 0.5 0.5 0

model.1.conv.weight 4 2 0.5 0.25 0.25 0.25 0.5 0.25 0.5 0.25 0.25 0.5 0.25 0
model.2.cv4.conv.weight 4 2 0.5 0.5 0.5 0 0.25 0.25 0.5 0 0 0.5 0.25 0

model.2.m.0.cv2.conv.weight 4 2 0.5 0 0 0 0 0 0 0 0 0.5 0 0

model.24.m.2.weight 4 2 0.5 0 0 0 0 0 0 0 0 0 0.5 0

model.8.cv2.conv.weight 4 2 0.5 0.5 0.5 0 0 0.25 0.5 0 0 0.5 0 0
model.33.conv.weight 3 1 0.333333333 0.333333333 0.333333 0 0 0.333333 0 0 0 0 0 0
model.36.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 1 0.333333333 0 0 0 0.333333 0 0.333333 0 0 0 0 0

model.40.m.0.cv2.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

Figure 5.12
SG Top 20 Vulnerable Tensors
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(c) Individual Metrics Ranking - Detection Metrics

Figure 5.13
SG Task Based Charts
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City Drive Video Comparison Shattered Glass Fault

Figure 5.14
SG CTD Comparison

Figure 5.14 illustrates a comparison of Golden vs Faulty Videos on Frame 44 and 71. On
frame 44 it is observed that the SG Fault injection degraded the AI perception of Lane
line. Some Red Color dots of (LL) is masked on the frame. There is a slight Shift in the
Object detection bounding Box. On Frame 71 there is a slight shift in Bounding boxes
of Object Detection and Lane Line perception.
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5.4 Fault Pattern Based Analysis

This section compares the five evaluated fault patterns across all driving scenarios in or-
der to examine how the spatial organization of corruption influences the overall severity
of perception degradation. The comparison is performed at three complementary levels.
First, the overall failure analysis compares the probability that a scenario becomes un-
usable according to the combined binary usability rule, where a scenario is classified as
failed when at least one monitored metric violates its threshold.

Second, a task-balanced failure analysis is introduced to verify whether the same trend
remains visible when the degradation is aggregated separately over the three perception
tasks, namely Drivable Area, Lane Line, and Object Detection.

Third, the rank-1 tensor analysis is used to identify which tensors emerge as the most
vulnerable for each fault-pattern and driving-scenario combination, together with a
frequency-based summary of how often these tensors recur across the complete exper-
imental matrix.

5.4.1 Overall Failure Comparison Across Fault Patterns

The first level of comparison is based on the overall failure probability of each fault
pattern across the five driving scenarios as shown in Table 5.15. This view captures
the global severity of the injected perturbations and provides the clearest summary of
how likely each fault geometry is to make the perception output unacceptable under the
adopted usability rule. In this representation, each row corresponds to one fault pattern
and each column corresponds to one driving scenario, while the final columns report the
mean score and the associated ranking. This table therefore serves as the primary global
comparison of fault-pattern severity.

1) Overall Failure Analysis for all videos considering p_hat_any

Fault CTD LCH CUTOUT CUTIN ACLH Mean Std Rank  

SP 0.029 0.023 0.036 0.034 0.042 0.033 0.007018 3

Row 0.023 0.018 0.021 0.010 0.021 0.019 0.004996 4

Column 0.008 0.008 0.003 0.005 0.013 0.007 0.003853 5

BW 0.109 0.068 0.083 0.052 0.182 0.099 0.051031 2

S Glass 0.114 0.088 0.112 0.055 0.158 0.105 0.038112 1

Figure 5.15
Overall Fault Pattern Failure Analysis
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The results show a clear separation between localized fault geometries and structured
spatial corruptions. The two most severe patterns are the structured perturbations,
while the more localized patterns remain substantially lower in mean severity.
The analysis shows a clear and consistent ranking of the five fault patterns. Shattered
Glass is the most destructive pattern overall, followed closely by Bullet Wake. Single Point
shows moderate severity, while Row is less harmful and Column is the least destructive
pattern. This ranking is obtained from the overall failure analysis based on p hat any.
Most Affected Driving Scenario: From Table 5.15 it is clear that the (ACLH) Driving
Scenario is the most vulnerable to rank 1 Fault Pattern i.e. Shattered Glass with mean
value of 0.158, followed by (CTD), (CUTOUT), (LCH) and (CUTIN)

Figure 5.16 presents the mean overall failure severity of the five fault patterns, where
the comparison is based on the global failure probability considering p hat.any. The
bar heights show that Shattered Glass has the highest mean overall failure, followed
very closely by Bullet Wake. In contrast, Column has the lowest mean value, while
Row remains low and Single Point occupies an intermediate position. The vertical error
bars represent the standard deviation across the five driving scenarios. Their magnitude
indicates how much the failure severity varies from one scenario to another: larger error
bars mean stronger scenario dependence, while smaller ones indicate more stable behavior.
In particular, Bullet Wake and Shattered Glass not only show high mean failure severity
but also larger variation, whereas Column and Row remain comparatively more consistent
across scenarios.

0.033

0.019

0.007

0.099

0.105

SP ROW COLUMN BW S GLASS

Mean Overall Failure

Figure 5.16
Overall Fault Pattern Failure Bar Graph

5.4.2 Task-Balanced Failure Analysis

While the overall failure table provides the most direct indication of global severity, it
is also useful to verify whether the same trend remains visible when the degradation is
aggregated at the level of perception tasks. For this purpose, a task-balanced severity
score is computed Figure 5.17, by first grouping the metric failure probabilities into the
three perception branches—Drivable Area, Lane Line, and Object Detection—and then
averaging them with equal weight. In this way, the comparison does not depend only on
the global usability outcome, but also reflects how broadly each fault pattern affects the
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three functional components of the perception system.

2) Secondary Analysis Task Based Failure Analysis

Fault CTD LCH CUTOUT CUTIN ACLH Mean Std Rank

SP 0.0056 0.0041 0.0061 0.0056 0.0080 0.0059 0.001398 3

Row 0.0052 0.0030 0.0030 0.0019 0.0037 0.0034 0.001191 4

Column 0.0015 0.0013 0.0004 0.0009 0.0018 0.0012 0.000541 5

BW 0.0457 0.0196 0.0258 0.0164 0.0543 0.0324 0.016762 2

S Glass 0.0442 0.0259 0.0286 0.0164 0.0558 0.0342 0.015685 1

Figure 5.17
Task Based Fault Pattern Failure

The same ranking is also confirmed by the secondary task-balanced failure analysis. This
means that the conclusion does not depend on only one aggregation method. Both the
global usability-based analysis and the task-level analysis identify Shattered Glass and
Bullet Wake as the most critical fault geometries, while Column remains the least harmful.
This agreement makes the result more robust and reliable.
Figure 5.18 shows the mean task-based failure severity, where the results are aggregated
across the three perception tasks: Drivable Area, Lane Line, and Object Detection. The
same trend is observed again. Shattered Glass remains the most severe fault pattern,
followed by Bullet Wake, while Column remains the least severe. The relative positions
of Single Point and Row are also preserved, confirming that the ranking is consistent even
when the degradation is measured from a task-balanced perspective rather than from the
global usability rule alone.

0.0059

0.0034 0.0012

0.0324
0.0342

SP ROW COLUMN BW S GLASS

Mean Task Based Failure 

Figure 5.18
Task Based Fault Pattern Failure Bar Graph
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5.4.3 Rank-1 Vulnerable Tensor Matrix

After comparing the fault patterns at the scenario and task levels, the next step is to
identify which tensors become the most vulnerable under each fault-pattern and scenario
combination. For this purpose, a rank-1 tensor matrix is taken from the Method-2 of
Statistical Analysis workbook. The matrix typically shows that the most vulnerable
tensor is not identical in all cases. Instead, the rank-1 set depends on both the fault
pattern and the driving context as shown in Figure 5.19.

Fault CTD LCH CUTOUT CUTIN ACLH

SP 40.cv1.conv 40.m.0.cv1.conv 40.cv3 40.cv3 40.cv1.conv

40.m.0.cv1.conv

Row 40.cv1.conv 40.m.0.cv1.conv 42.conv 42.conv 42.conv

40.m.0.cv1.conv

42.conv

Column 40.cv3 40.m.0.cv1.conv 40.m.0.cv1.conv 40.m.0.cv1.conv 40.m.0.cv1.conv

BW 1.conv 0.conv.conv 2.cv3 40.m.0.cv1.conv 0.conv.conv

40.cv4.conv 40.m.0.cv1.conv 31.cv3

40.m.0.cv1.conv 40.cv1.conv

42.conv 42.conv

8.cv2.conv

S Glass 40.cv1.conv 0.conv.conv 0.conv.conv 31.cv3 0.conv.conv

1.conv 31.cv4.conv 31.cv4.conv 2.cv3

2.cv3 40.cv1.conv 40.cv1.conv 31.cv4.conv

40.cv3 40.cv3 40.cv1.conv

40.m.0.cv1.conv 40.m.0.cv1.conv 40.cv3

42.conv 42.conv 40.m.0.cv1.conv

42.conv

Figure 5.19
Rank 1 Vulnerable Tensors in All Scenarios

The occurrence of tied rank-1 tensors is also an important observation, since it shows
that multiple tensors may reach the same maximum vulnerability level within the same
experimental condition.

5.4.4 Tensor Frequency Analysis

To complement the rank-1 matrix, a tensor frequency summary is used to count how often
each tensor appears in the rank-1 set across the complete combination of fault patterns
and videos. Figure 5.20 provides a global view of tensor recurrence and helps distinguish
between tensors that are critical and tensors that repeatedly emerge as highly vulnerable
across multiple conditions.
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Tensor Frequency as Rank-1

40.m.0.cv1.conv 14

42.conv 9

40.cv1.conv 8

40.cv3 6

0.conv.conv 5

Figure 5.20
Rank1 Tensors Occurence

A corresponding frequency chart as shown in Figure 5.21 used to visualize these re-
currence counts. This chart is especially effective because it condenses the entire rank-1
matrix into a single frequency-based comparison, making it easier to identify the tensors
that should be regarded as globally critical from a reliability perspective.
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Figure 5.21
Rank1 Tensors Occurence Bar Graph
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5.5 Metrics Based Analysis

The metrics-based analysis is structured in two complementary stages. The first stage
examines the behavior of each evaluation metric across the five driving scenarios for
every fault pattern separately. The second stage aggregates these scenario-level results
into mean values in order to compare the sensitivity of the metrics across all fault patterns
and to obtain an overall ranking of metric vulnerability.

5.5.1 Scenario-Level Metric Analysis

At the first stage, the analysis is carried out independently for each fault pattern. For a
given fault geometry, the eleven evaluation metrics are observed across the five driving
scenarios, namely CTD, LCH, CUTOUT, CUTIN, and ACLH. The value associated
with each metric in a given scenario represents the corresponding failure probability. By
considering these values together, it becomes possible to identify how strongly a given
fault pattern activates each metric under different driving conditions.
This representation serves two purposes. First, it preserves the scenario-dependent vari-
ability of the degradation, showing how the same fault pattern may affect different per-
ception properties with different intensity depending on the video context. Second, by
averaging the scenario-level values for each metric, it provides a mean severity score that
allows the metrics to be ranked within the same fault pattern. In this way, the analysis
retains the detail of the individual scenarios while also identifying the dominant metrics
associated with each specific fault geometry.
Within the main body of the chapter, it is appropriate to present the detailed scenario-
level metric tables 5.22, 5.23 only for Single Point and Shattered Glass, as these two
patterns represent the low-severity and high-severity ends of the evaluated fault spectrum.
The remaining detailed scenario-level results for Row, Column, and Bullet Wake can be
placed in the Appendix.

1) Single Point Fault

Metric_Label
p_hat 
(CTD)

p_hat 
(LCH)

p_hat 
(CUTOUT)

p_hat 
(CUTIN)

p_hat 
(ACLH)

p_hat 
mean

Rank 

Seg IoU – Drivable Area 0.0000 0.0000 0.0026 0.0000 0.0052 0.0016 5

Seg IoU – Lane Line 0.0312 0.0208 0.0286 0.0260 0.0364 0.0286 1

Pearson – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0026 0.0005 6

Pearson – Lane Line 0.0078 0.0052 0.0078 0.0078 0.0104 0.0078 3

Area RelDiff – Drivable Area 0.0026 0.0026 0.0078 0.0078 0.0130 0.0068 4

Area RelDiff – Lane Line 0.0260 0.0208 0.0260 0.0260 0.0286 0.0255 2

Pos Shift – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 7

Pos Shift – Lane Line 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 7

Detection Consistency Rate 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 7

Detection Mean IoU 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 7

Detection Mean Conf Drop 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 7

Figure 5.22
SP Fault Vulnerable Metrics
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5) Shattered Glass Fault

Metric_Label
p_hat 
(CTD)

p_hat 
(LCH)

p_hat 
(CUTOUT)

p_hat 
(CUTIN)

p_hat 
(ACLH)

p_hat 
mean

Rank 

Seg IoU – Drivable Area 0.0416 0.0545 0.0649 0.0104 0.0416 0.0426 3

Seg IoU – Lane Line 0.1766 0.0987 0.1143 0.1039 0.2052 0.1397 1

Pearson – Drivable Area 0.0078 0.0156 0.0156 0.0026 0.0208 0.0125 8

Pearson – Lane Line 0.0494 0.0286 0.0260 0.0208 0.0649 0.0379 5

Area RelDiff – Drivable Area 0.0364 0.0468 0.0442 0.0104 0.0571 0.0390 4

Area RelDiff – Lane Line 0.0883 0.0494 0.0571 0.0416 0.0805 0.0634 2

Pos Shift – Drivable Area 0.0052 0.0104 0.0078 0.0000 0.0026 0.0052 10

Pos Shift – Lane Line 0.0078 0.0000 0.0026 0.0000 0.0234 0.0068 9

Detection Consistency Rate 0.0519 0.0000 0.0000 0.0000 0.1065 0.0317 6

Detection Mean IoU 0.0364 0.0052 0.0078 0.0052 0.0234 0.0156 7

Detection Mean Conf Drop 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 11

Figure 5.23
SG Fault Vulnerable Metrics

The Complementary Tasked Based Ranking in Figure 5.24 shows that the Single Point
has (LL) as the most vulnerable Metric and the (OD) the least Vulnerable. However in
the the subfigure (b) the least vulnerable metrics is the (DA). This analysis show that
the driving scenario also influences the severity of degradation of Tasks.

1) Single Point Fault

Tasks Mean Rank

Drivable Area (DA) 0.0022 2

Lane Line (LL) 0.0155 1

Object Detection (OD) 0.0000 3

(a) Single point Task Based Ranking.

5) Shattered Glass Fault

Tasks Mean Rank

Drivable Area (DA) 0.0248 3

Lane Line (LL) 0.0619 1

Object Detection (OD) 0.0433 2

(b) Shattered Glass Task Based Ranking.

Figure 5.24
Task Based Ranking

5.5.2 Aggregated Metric Ranking Across Fault Patterns

The second stage of the analysis focuses on the comparison of metric sensitivity across
all fault patterns as illustrated in Figure 5.25. For each fault pattern, the mean failure
probability of every metric is first obtained by averaging its values across the five driving
scenarios. These mean values are then placed side by side so that the same metric
can be compared under Single Point, Row, Column, Bullet Wake, and Shattered Glass
perturbations.
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An overall mean is subsequently computed for each metric by averaging its fault-pattern
means. This value provides a global sensitivity score for the metric across the entire
experimental campaign, and the metrics are ranked accordingly. This ranking makes it
possible to determine which evaluation measures are the strongest indicators of tensor
vulnerability when all fault patterns are considered together.
The aggregated results show that lane-line related metrics occupy the highest
ranks overall. In particular, Seg IoU – Lane Line emerges as the most sensitive
metric, followed by Area RelDiff – Lane Line. This indicates that the degrada-
tion induced by tensor perturbations is expressed most strongly through loss of lane-line
overlap and distortion of lane-line segmentation extent. At the opposite end of the rank-
ing, Detection Mean Confidence Drop remains negligible, indicating that confidence
degradation is the weakest indicator of tensor vulnerability in the present campaign.

Mean Values

Metric_Label SP ROW Column BW S Glass
Overall 
Mean

Overall 
Rank 

Seg IoU – Drivable Area 0.0016 0.0010 0.0000 0.0384 0.0426 0.0167 3

Seg IoU – Lane Line 0.0286 0.0182 0.0062 0.1408 0.1397 0.0667 1

Pearson – Drivable Area 0.0005 0.0000 0.0000 0.0094 0.0125 0.0045 8

Pearson – Lane Line 0.0078 0.0036 0.0005 0.0327 0.0379 0.0165 4

Area RelDiff – Drivable Area 0.0068 0.0010 0.0005 0.0317 0.0390 0.0158 5

Area RelDiff – Lane Line 0.0255 0.0166 0.0062 0.0592 0.0634 0.0342 2

Pos Shift – Drivable Area 0.0000 0.0000 0.0000 0.0052 0.0052 0.0021 9

Pos Shift – Lane Line 0.0000 0.0000 0.0000 0.0031 0.0068 0.0020 10

Detection Consistency Rate 0.0000 0.0000 0.0005 0.0369 0.0317 0.0138 6

Detection Mean IoU 0.0000 0.0000 0.0000 0.0140 0.0156 0.0059 7

Detection Mean Conf Drop 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 11

Figure 5.25
Aggregated Vulnerable Metrics

5.5.3 Task Based Analysis

In addition to the metric-level ranking, the same analysis is extended to the task level by
grouping the eleven metrics according to the three perception branches of the network:

• Drivable Area (DA), including the four drivable-area segmentation metrics,

• Lane Line (LL), including the four lane-line segmentation metrics,

• Object Detection (OD), including the three detection-related metrics.

For each task, a mean severity value is computed from the overall metric means that
belong to that group. A ranking (Figure 5.26) is then assigned to the three task means.
This provides a compact interpretation of which perception branch is most affected by
the fault injection campaign when all metrics are considered together.
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Aggregated Metrics Analysis

Tasks Mean Rank

Drivable Area (DA) 0.0098 2

Lane Line (LL) 0.0298 1

Object Detection (OD) 0.0066 3

Figure 5.26
Aggregated Task Based Vulnerability

The task-based results show that Lane Line has the highest mean severity and therefore
ranks first, followed by Drivable Area, while Object Detection ranks last. This
indicates that the impact of tensor perturbations is concentrated more strongly in the
segmentation branches, and particularly in lane-line estimation, than in the detection
branch. The Bar Graph in Figure 5.27 shows the overall Ranks of all the Metrics.
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Figure 5.27
Aggregated Vulnerable Metrics Bar Graph
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Chapter 6

FUTURE WORK

Although the proposed framework provides a structured methodology for analyzing the
reliability of deep learning based automotive perception under tensor-level perturbations,
several important extensions remain open for future investigation. The present work
focuses primarily on controlled corruption of tensors stored in the weight file and evaluates
their effect on object detection, drivable area segmentation, and lane line estimation. A
natural continuation of this research is to broaden the fault space and study additional
sources and locations of corruption within the inference pipeline.

6.0.1 Analysis of Feature Maps

A promising extension concerns the analysis of feature maps. Since the present study
is based on faults injected into tensors of the weight file, the internal activations of the
network are only observed indirectly through the final output metrics. Future work
could instead target the feature maps directly, with the objective of understanding how
corrupted intermediate representations evolve through the different layers of the network.
This would allow the study of error amplification, masking, and propagation inside the
model, and would help clarify whether specific layers or branches of the architecture are
more sensitive because of the weights themselves or because of the dynamics of their
generated activations.

6.0.2 New Fault Patterns

Another useful extension would be the introduction of additional fault geometries and
perturbation patterns. The current framework evaluates five structured corruption mod-
els, namely Single Point, Row, Column, Bullet Wake, and Shattered Glass. Future work
could define new patterns with different spatial densities, temporal persistence properties,
or correlations across channels and layers. This would enable the framework to represent
a broader range of realistic disturbances and to study whether certain perception tasks
are more vulnerable to specific classes of structured corruption. Future work could ex-
pand this approach by adding other error models attached to GPUs, Vector processors,
domain-specific hardware accelerators, or embedded platforms.
Such an analysis would make it possible to observe how faults propagate through con-
volution, activation, normalization, pooling, and feature fusion stages, and to identify
which operators are intrinsically more exposed to functional degradation. This would
provide a more complete view of reliability, moving from parameter-level perturbation
toward computation-level vulnerability analysis.
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6.0.3 Extension of Evaluation Metrics

The evaluation methodology can also be enriched through the introduction of additional
performance metrics. While the present work already combines overlap, structural, geo-
metric, and detection-based measures, further metrics could be included to better char-
acterize degradation in temporal consistency, object localization stability, false positive
behavior, or sensitivity of downstream driving decisions. A richer metric space would
improve the interpretability of the results and provide a more detailed understanding of
how faults affect different aspects of perception quality.

6.0.4 Sensor-Side Noise and Propagation into Tensors

A further extension concerns the inclusion of disturbances originating from the sensor side.
In the current framework, corruption is introduced internally at the tensor level. Future
work could investigate the effect of sensor noise and disturbances entering the network
from the input stage, such as noise in camera frames, illumination variations, blur, or
compression artifacts. Studying how noise arriving from sensors propagates into tensors
and feature maps would create an important bridge between input-side uncertainty and
internal model vulnerability. This would make the framework more representative of real
automotive operating conditions, where both hardware-level perturbations and imperfect
sensor signals may interact.

6.0.5 Closed-loop evaluation on automotive scenarios

A final extension might involve the closed-loop evaluation of driving agents, sensors, and
dynamic driving scenarios, interacting in a closed-loop.

6.0.6 Overall Perspective

Overall, these extensions would broaden the framework from a weight-tensor reliability
analysis tool into a more comprehensive platform for studying robustness and fault prop-
agation across the full perception pipeline. Such developments would support a deeper
understanding of how faults emerge, propagate, and ultimately affect AI-based automo-
tive perception in realistic deployment conditions.
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Chapter 7

Conclusion

This thesis presented FIERA as a structured framework for studying the reliability of
deep learning-based automotive perception under controlled corruption of weight tensors.
The experimental campaign showed that faults injected into the internal parameters of
YOLOP do not affect all components of the perception system in the same way. Instead,
the observed degradation depends strongly on the type of fault pattern injected,
the tensor being corrupted, and the perception property used to evaluate the
output. Across the complete evaluation campaigns, the results consistently showed
that structured corruptions (e.g., shattered glass) produce broader and more severe
degradation than localized errors (e.g., single faults), and that the response of the model
is concentrated in specific tensors and specific perception outputs rather than being
uniformly distributed across an AI-based perception network.

7.1 Fault Pattern Severity

The comparison of fault patterns (5.4.1) identified Shattered Glass as themost critical
fault pattern and Column as the least critical fault pattern. In the overall failure
analysis, Shattered Glass reached the highest mean severity, while Bullet Wake followed
very closely. Single Point occupied an intermediate position, Row remained lower,
and Column produced the smallest mean severity. The same ordering was preserved
in the task-based comparison, where Shattered Glass again remained first, and Column
remained last.
This repeated ordering is significant because it shows that the ranking is not dependent on
only one aggregation rule. It indicates that dense and spatially extended corruption
patterns are substantially more harmful than localized or narrowly constrained
perturbations. Therefore, the results show that fault geometry is a dominant factor
in determining the severity of perception degradation.

7.2 Most Corrupted Tensors

The tensor ranking results 5.4.3 showed that vulnerability is concentrated in
a limited subset of tensors rather than being distributed evenly across
the whole network. In the representative Single Point analysis for the
City Driving scenario, model.40.cv1.conv.weight emerged as the most vulner-
able tensor, followed by model.40.cv3.weight, model.40.cv4.conv.weight, and
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model.40.m.0.cv1.conv.weight. These tensors were mainly associated with failures
in lane line related metrics.
The Figure 5.4.3 also shows the Vulnerable Tensors for each Fault Pattern Belonging to
different Video Scenarios.
When the broader tensor ranking results are considered across fault pat-
terns and scenarios, repeated appearances were observed for tensors such as
model.40.m.0.cv1.conv.weight and model.42.conv.weight. Under more severe
structured perturbations, earlier tensors such as model.0.conv.conv.weight and
model.1.conv.weight also appeared among the critical cases. Taken together, these
findings indicate that tensors around the model.40 and model.42 regions form the
most repeatedly exposed vulnerable subset, while a few earlier backbone tensors become
critical under stronger structured fault conditions.

7.3 Metric Vulnerability

The metric based analysis in section 5.5.2 showed that the most sensitive degradation
indicators are those related to lane line segmentation. Among all the evaluated met-
rics, Seg IoU for Lane Line emerged as the most vulnerable metric, followed by
Area Relative Difference for Lane Line. These results indicate that the effect of
tensor perturbations is expressed most strongly through loss of lane line overlap and
distortion in lane line segmentation extent. In addition, Pearson correlation for
Lane Line also showed noticeable sensitivity, further confirming the fragility of the lane
line branch.
By contrast, Detection Mean Confidence Drop remained the least vulnerable
metric. Its values stayed negligible throughout the reported analyses, showing that
confidence degradation was not the dominant manifestation of tensor corruption in the
present campaign. The position shift metrics also remained comparatively low, which
suggests that the dominant effect of the faults was not large geometric displacement, but
rather structural degradation of the predicted outputs.
Overall, the metric based results demonstrate that the strongest signs of vulnerability
are captured by lane line overlap and lane line area distortion, whereas detection
confidence degradation provides the weakest indication of failure.

7.4 Task Level Vulnerability

At the task level, the results 5.5.3 consistently showed that Lane Line is the most vul-
nerable task, while Object Detection is the least vulnerable task. Drivable Area
occupies an intermediate position between the two. This pattern is clearly supported by
the ranking of the metrics, where lane line related measures dominate the upper part of
the table and detection related measures remain comparatively more stable.
The task based aggregation therefore confirms that the degradation is concentrated more
strongly in the segmentation branches, and particularly in lane line estimation,
than in the detection branch. This means that, under tensor perturbation, the network
is least able to preserve reliable lane line perception, moderately affected in drivable area
estimation, and most robust in object detection.
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7.5 Final Remarks

In summary, this thesis shows that the reliability of YOLOP under fault injection is gov-
erned by a clear interaction between fault geometry, tensor location, and perception
task sensitivity. The most severe degradation is produced by Shattered Glass, fol-
lowed closely by Bullet Wake, while Column faults remain the least harmful. The
most repeatedly exposed tensors are concentrated around the model.40 and model.42
regions, with some earlier tensors becoming critical under stronger structured patterns.
At the output level, lane line metrics are the most sensitive indicators of corruption,
whileDetection Mean Confidence Drop is the least sensitive. At the task level, Lane
Line is the most vulnerable branch, Drivable Area follows, and Object Detection
is the least vulnerable overall. These findings demonstrate that reliability analysis for
automotive perception must go beyond a single global accuracy measure and instead
consider the internal structure of the model, the geometry of the fault, and the
specific perception function under evaluation.
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Appendix

Reliability of DL-Based Automotive Perception Page 97



Appendix A

Overview

The Appendix provides the results for the remaining driving scenarios across all five
fault patterns. For each scenario, the procedure used to identify and rank the vulnerable
tensors is consistent with the methodology outlined in Section 5.3.

Furthermore, the Appendix contains the remaining three out of five scenario-level metric
analysis rankings for the Row, Column, and Bullet Wake fault patterns, along with their
corresponding task-based rankings, as discussed in Section 5.5.1. The related tables are
presented in Section A.110.

A.0.0.1 Row Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 9 385 0.0234 0.0151 0.0083 0.0385STOP 35 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 9 385 0.0234 0.0151 0.0083 0.0385STOP 35 0

Figure A.1
CTD Row Stop Criterion
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model.40.cv1.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.m.0.cv1.conv.weight 3 3 1 0 0 0 0.333333 0 1 0 0 0 0 0

model.42.conv.weight 3 3 1 0 0 0 1 0 1 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.2
CTD ROW TOP 20 Vulnerable Tensors

R
eliab

ility
of

D
L
-B

ased
A
u
tom

otive
P
ercep

tion
P
age

99



CARS Center Politecnico Di Torino

0

0

0

1

1

1

1
R

an
k

Tensors

Individual Metrics Ranking

Mean_iou_DA Mean_pearson_DA Mean_area_diff_DA Mean_pos_shift_DA

(a) Individual Metrics Ranking - DA Metrics

0

1

1

2

2

3

3

4

4

5

R
an

k

Tensors

Individual Metrics Ranking

Mean_iou_LL Mean_pearson_LL Mean_area_diff_LL Mean_pos_shift_LL

(b) Individual Metrics Ranking - LL Metrics

0

0

0

1

1

1

1

R
an

k

Tensors

Individual Metrics Ranking

Det_consistency_rate Mean_det_iou Mean_det_conf_drop

(c) Individual Metrics Ranking - Detection Metrics

Figure A.3
CTD ROW Task Based Charts
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CARS Center Politecnico Di Torino

City Drive Video Comparison Row Fault

Figure A.4
Visual comparison of the city driving scenario under Row fault injection.
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A.0.0.2 Column Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Figure A.5
CTD Column Stop Criterion
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Figure A.6
CTD COL BAR Graph
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model.40.cv3.weight 3 2 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.m.0.cv1.conv.weight 3 1 0.333333333 0 0 0 0.333333 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.2.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.7
CTD COL TOP 20 Vulnerable Tensors
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Figure A.8
CTD COL Task Based Charts

Reliability of DL-Based Automotive Perception Page 104



CARS Center Politecnico Di Torino

City Drive Video Comparison Column Fault

Figure A.9
Visual comparison of the city driving scenario under column fault injection.
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A.0.1 Lane Change Driving Scenario

Figure A.10
Lane Change Driving Scenario (LCH)

A.0.1.1 Single Point Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 8 385 0.0208 0.0142 0.0065 0.0350STOP 31 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Area RelDiff – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Area RelDiff – Lane Line 8 385 0.0208 0.0142 0.0065 0.0350STOP 31 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 9 385 0.0234 0.0151 0.0083 0.0385STOP 35 0

Figure A.11
LCH Single Point Stop Criterion
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model.40.m.0.cv1.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.3333 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.cv3.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.31.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0.333333 0 0 0 0 0 0

model.40.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.40.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.42.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0
model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.12
LCH SP Top 20 Vulnerable Tensors
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Figure A.13
LCH SP Task Based Charts
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LCH Drive Video Comparison Single Point Fault

Figure A.14
Visual comparison of the LCH driving scenario under SP fault injection.
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A.0.1.2 Row Fault Injection LCH

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Seg IoU – Lane Line 7 385 0.0182 0.0133 0.0048 0.0315 STOP 27 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Pearson – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Area RelDiff – Lane Line 7 385 0.0182 0.0133 0.0048 0.0315 STOP 27 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Overall (ANY metric violates its 
threshold) 7 385 0.0182 0.0133 0.0048 0.0315 STOP 27 0

Figure A.15
LCH Row Stop Criterion
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Figure A.16
LCH ROW Bar Graph
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model.40.m.0.cv1.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.cv1.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.17
LCH ROW TOP 20 Vulnerable Tensors
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.18
LCH ROW Task Based Charts
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LCH Drive Video Comparison Row Fault Fault

Figure A.19
Visual comparison of the LCH driving scenario under Row fault injection.
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A.0.1.3 Column Fault Injection LCH

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Figure A.20
LCH Column Stop Criterion
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Figure A.21
LCH COL Bar Graph
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model.40.m.0.cv1.conv.weight 3 2 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.cv3.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.2.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.22
LCH COL TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.23
LCH COL Task Based Charts
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LCH Drive Video Comparison Column Fault Fault

Figure A.24
Visual comparison of the LCH driving scenario under Column fault injection.
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A.0.1.4 Bullet Wake Fault Injection LCH

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 16 385 0.0416 0.0199 0.0216 0.0615STOP 61 0

Seg IoU – Lane Line 41 385 0.1065 0.0308 0.0757 0.1373STOP 146 0

Pearson – Drivable Area 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pearson – Lane Line 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Area RelDiff – Drivable Area 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Area RelDiff – Lane Line 14 385 0.0364 0.0187 0.0177 0.0550STOP 54 0

Pos Shift – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pos Shift – Lane Line 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 26 385 0.0675 0.0250 0.0425 0.0926STOP 97 0

Figure A.25
LCH BW Stop Criterion
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Figure A.26
LCH BW Bar Graph
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p_mean_
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p_mean_
pos_shift
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p_det_co
nsistency
_rate

p_mean_
det_iou

p_mean_
det_conf
_drop

model.0.conv.conv.weight 4 4 1.0000 1.0000 1.0000 0.2500 0.2500 0.7500 0.5000 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.m.0.cv1.conv.weight 3 3 1 0 0 0 0 0 1 0 0 0 0 0

model.2.cv4.conv.weight 4 3 0.75 0.75 0.75 0 0 0.5 0.5 0 0 0 0 0

model.2.m.0.cv1.conv.weight 4 3 0.75 0.75 0.75 0 0 0.75 0 0 0 0 0 0

model.40.cv3.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0
model.31.cv3.weight 3 1 0.333333333 0.333333333 0.333333 0 0 0.333333 0 0 0 0 0 0

model.31.cv4.conv.weight 3 1 0.333333333 0.333333333 0.333333 0.333333 0 0.333333 0 0 0 0 0 0

model.33.conv.weight 3 1 0.333333333 0.333333333 0.333333 0 0 0 0 0 0 0 0 0

model.40.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.40.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.2.cv2.weight 4 1 0.25 0.25 0.25 0 0 0 0 0 0 0 0 0
model.2.cv3.weight 4 1 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0.25 0 0 0

model.2.m.0.cv2.conv.weight 4 1 0.25 0.25 0.25 0 0 0 0 0 0 0 0 0

model.24.m.1.weight 4 1 0.25 0 0 0 0 0 0 0 0 0 0.25 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.27
LCH BW TOP 20 Vulnerable Tensors
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Figure A.28
LCH BW Task Based Charts
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LCH Drive Video Comparison BW Fault Fault

Figure A.29
Visual comparison of the LCH driving scenario under BW fault injection.
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A.0.1.5 Shattered Glass Fault Injection LCH

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 21 385 0.0545 0.0227 0.0319 0.0772STOP 79 0

Seg IoU – Lane Line 38 385 0.0987 0.0298 0.0689 0.1285STOP 137 0

Pearson – Drivable Area 6 385 0.0156 0.0124 0.0032 0.0279STOP 24 0

Pearson – Lane Line 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Area RelDiff – Drivable Area 18 385 0.0468 0.0211 0.0257 0.0678STOP 68 0

Area RelDiff – Lane Line 19 385 0.0494 0.0216 0.0277 0.0710STOP 72 0

Pos Shift – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 34 385 0.0883 0.0283 0.0600 0.1166STOP 124 0

Figure A.30
LCH SG Stop Criterion
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Figure A.31
LCH SG Bar Graph
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p_det_co
nsistency
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p_mean_
det_iou

p_mean_
det_conf
_drop

model.0.conv.conv.weight 4 3 0.7500 0.7500 0.7500 0.2500 0.5000 0.5000 0.5000 0.0000 0.0000 0.0000 0.0000 0.0000
model.1.conv.weight 4 3 0.75 0.75 0.75 0.5 0.75 0.75 0.75 0.5 0 0 0 0

model.2.cv3.weight 4 3 0.75 0.75 0.75 0.5 0.5 0.75 0.75 0.5 0 0 0 0

model.31.cv4.conv.weight 3 2 0.666666667 0.333333333 0.333333 0.333333 0 0.666667 0 0 0 0 0 0

model.33.conv.weight 3 2 0.666666667 0.666666667 0.666667 0 0 0.666667 0 0 0 0 0 0

model.40.cv3.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0
model.40.cv4.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.2.cv2.weight 4 2 0.5 0.5 0.5 0 0 0.5 0 0 0 0 0 0

model.2.cv4.conv.weight 4 2 0.5 0.5 0.5 0 0.25 0.25 0.25 0 0 0 0 0

model.24.m.1.weight 4 2 0.5 0 0 0 0 0 0 0 0 0 0.5 0
model.8.cv2.conv.weight 4 2 0.5 0.5 0.5 0 0 0 0 0 0 0 0 0

model.31.cv3.weight 3 1 0.333333333 0 0 0 0 0.333333 0 0 0 0 0 0

model.31.m.0.cv1.conv.weight 3 1 0.333333333 0.333333333 0.333333 0 0 0 0 0 0 0 0 0

model.40.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0
model.2.m.0.cv1.conv.weight 4 1 0.25 0.25 0.25 0 0 0.25 0.25 0 0 0 0 0
model.2.m.0.cv2.conv.weight 4 1 0.25 0.25 0.25 0 0 0.25 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.32
LCH SG TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.33
LCH SG Task Based Charts
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LCH Drive Video Comparison SG Fault Fault

Figure A.34
Visual comparison of the LCH driving scenario under SG fault injection.
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A.0.2 CUT OUT Driving Scenario

Figure A.35
CUT-OUT Driving Scenario

A.0.2.1 Single Point Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Seg IoU – Lane Line 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Area RelDiff – Drivable Area 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Area RelDiff – Lane Line 10 385 0.0260 0.0159 0.0101 0.0418STOP 39 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 14 385 0.0364 0.0187 0.0177 0.0550STOP 54 0

Figure A.36
CUTOUT Single Point Stop Criterion
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p_mean_
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p_mean_
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model.40.cv3.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.3333 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.m.0.cv1.conv.weight 3 3 1 0 0 0 0.666667 0 1 0 0 0 0 0

model.31.cv4.conv.weight 3 2 0.666666667 0 0 0 0 0.666667 0 0 0 0 0 0

model.40.cv1.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.31.cv3.weight 3 1 0.333333333 0 0 0 0 0.333333 0 0 0 0 0 0
model.31.m.0.cv1.conv.weight 3 1 0.333333333 0.333333333 0.333333 0 0 0 0 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.37
CUTOUT SP TOP 20 Vulnerable Tensors
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Figure A.38
CUTOUT SP Task Based Charts
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CUTOUT Drive Video Comparison Single Point Fault

Figure A.39
Visual comparison of the CUTOUT driving scenario under SP fault injection.
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A.0.2.2 ROW Fault Injection CUTOUT

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Seg IoU – Lane Line 6 385 0.0156 0.0124 0.0032 0.0279STOP 24 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 6 385 0.0156 0.0124 0.0032 0.0279STOP 24 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 8 385 0.0208 0.0142 0.0065 0.0350STOP 31 0

Figure A.40
CUTOUT ROW Stop Criterion
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Figure A.41
CUTOUT ROW Bar Graph
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p_mean_
det_iou

p_mean_
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model.42.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.33.conv.weight 3 2 0.666666667 0.666666667 0.666667 0 0 0 0 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.42
CUTOUT ROW TOP 20 Vulnerable Tensors
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.43
CUTOUT ROW Task Based Charts
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CUTOUT Drive Video Comparison ROW Fault

Figure A.44
Visual comparison of the CUTOUT driving scenario under ROW fault injection.
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A.0.2.3 Column Fault Injection CUTOUT

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Figure A.45
CUTOUT COL Stop Criterion
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p_mean_
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p_mean_
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model.40.m.0.cv1.conv.weight 3 1 0.3333 0.0000 0.0000 0.0000 0.0000 0.0000 0.3333 0.0000 0.0000 0.0000 0.0000 0.0000
model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.2.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.2.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.46
CUTOUT COL TOP 20 Vulnerable Tensors
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Figure A.47
CUTOUT COL Bar Graph
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Figure A.48
CUTOUT COL Task Based Charts
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CUTOUT Drive Video Comparison COL Fault

Figure A.49
Visual comparison of the CUTOUT driving scenario under ROW fault injection.
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A.0.2.4 Bullet Wake Fault Injection CUTOUT

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 21 385 0.0545 0.0227 0.0319 0.0772STOP 79 0

Seg IoU – Lane Line 38 385 0.0987 0.0298 0.0689 0.1285STOP 137 0

Pearson – Drivable Area 7 385 0.0182 0.0133 0.0048 0.0315STOP 27 0

Pearson – Lane Line 9 385 0.0234 0.0151 0.0083 0.0385STOP 35 0

Area RelDiff – Drivable Area 15 385 0.0390 0.0193 0.0197 0.0583STOP 58 0

Area RelDiff – Lane Line 19 385 0.0494 0.0216 0.0277 0.0710STOP 72 0

Pos Shift – Drivable Area 5 385 0.0130 0.0113 0.0017 0.0243STOP 20 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 32 385 0.0831 0.0275 0.0556 0.1107STOP 117 0

Figure A.50
CUTOUT BW Stop Criterion
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Figure A.51
CUTOUT BW Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
iou_ll

p_mean_
pearson_

da

p_mean_
pearson_

ll

p_mean_
area_diff

_da

p_mean_
area_diff

_ll

p_mean_
pos_shift

_da

p_mean_
pos_shift

_ll

p_det_co
nsistency
_rate

p_mean_
det_iou

p_mean_
det_conf
_drop

model.2.cv3.weight 4 4 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 1.0000 0.7500 0.0000 0.0000 0.0000 0.0000
model.1.conv.weight 4 3 0.75 0.75 0.75 0.5 0.5 0.75 0.75 0.25 0 0 0.25 0

model.2.cv4.conv.weight 4 3 0.75 0.75 0.75 0 0 0.5 0.75 0 0 0 0 0

model.31.cv3.weight 3 2 0.666666667 0.666666667 0.666667 0 0 0.666667 0 0 0 0 0 0

model.40.cv1.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.cv4.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0
model.40.m.0.cv1.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.0.conv.conv.weight 4 2 0.5 0.5 0.5 0.25 0.25 0.5 0.25 0.25 0 0 0 0

model.2.cv1.conv.weight 4 2 0.5 0.5 0.5 0 0 0 0 0 0 0 0 0

model.2.m.0.cv1.conv.weight 4 2 0.5 0.5 0.5 0 0 0 0 0 0 0 0 0

model.24.m.1.weight 4 2 0.5 0 0 0 0 0 0 0 0 0 0.5 0

model.31.cv4.conv.weight 3 1 0.333333333 0.333333333 0.333333 0 0 0.333333 0 0 0 0 0 0
model.40.cv3.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.42.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.2.cv2.weight 4 1 0.25 0.25 0.25 0 0 0.25 0 0 0 0 0 0

model.24.m.2.weight 4 1 0.25 0 0 0 0 0 0 0 0 0 0.25 0
model.8.cv2.conv.weight 4 1 0.25 0.25 0.25 0 0 0 0 0 0 0 0 0
model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.52
CUTOUT BW TOP 20 Vulnerable Tensors
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.53
CUTOUT BW Task Based Charts
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CUTOUT Drive Video Comparison BW Fault

Figure A.54
Visual comparison of the CUTOUT driving scenario under BW fault injection.
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A.0.2.5 Shattered Glass Wake Fault Injection CUTOUT

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 25 385 0.0649 0.0246 0.0403 0.0895STOP 93 0

Seg IoU – Lane Line 44 385 0.1143 0.0318 0.0825 0.1460STOP 155 0

Pearson – Drivable Area 6 385 0.0156 0.0124 0.0032 0.0279STOP 24 0

Pearson – Lane Line 10 385 0.0260 0.0159 0.0101 0.0418STOP 39 0

Area RelDiff – Drivable Area 17 385 0.0442 0.0205 0.0237 0.0647STOP 65 0

Area RelDiff – Lane Line 22 385 0.0571 0.0232 0.0340 0.0803STOP 83 0

Pos Shift – Drivable Area 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pos Shift – Lane Line 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 43 385 0.1117 0.0314 0.0803 0.1431STOP 152 0

Figure A.55
CUTOUT SG Stop Criterion
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Figure A.56
CUTOUT SG Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_
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p_mean_
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p_mean_
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nsistency
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p_mean_
det_iou

p_mean_
det_conf
_drop

model.0.conv.conv.weight 4 4 1.0000 1.0000 1.0000 0.2500 0.2500 1.0000 0.2500 0.2500 0.0000 0.0000 0.0000 0.0000
model.31.cv4.conv.weight 3 3 1 0.666666667 0.666667 0 0 1 0 0 0 0 0 0

model.40.cv1.conv.weight 3 3 1 0 0 0 0 0 1 0 0 0 0 0

model.40.cv3.weight 3 3 1 0 0 0 0.666667 0 1 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 3 1 0 0 0 0.333333 0 1 0 0 0 0 0

model.42.conv.weight 3 3 1 0 0 0 0.333333 0 1 0 0 0 0 0
model.1.conv.weight 4 3 0.75 0.75 0.75 0.5 0.25 0.5 0.5 0.25 0 0 0 0

model.2.cv2.weight 4 3 0.75 0.75 0.75 0 0 0.5 0 0 0 0 0 0

model.2.cv3.weight 4 3 0.75 0.75 0.75 0.5 0.5 0.75 0.75 0.25 0.25 0 0 0

model.8.cv2.conv.weight 4 3 0.75 0.75 0.75 0 0 0.25 0 0 0 0 0 0

model.33.conv.weight 3 2 0.666666667 0.666666667 0.666667 0 0 0 0 0 0 0 0 0

model.40.cv4.conv.weight 3 2 0.666666667 0 0 0 0.666667 0 0.666667 0 0 0 0 0
model.2.m.0.cv2.conv.weight 4 2 0.5 0.5 0.5 0 0 0.25 0.25 0 0 0 0 0

model.24.m.1.weight 4 2 0.5 0 0 0 0 0 0 0 0 0 0.5 0

model.31.cv3.weight 3 1 0.333333333 0.333333333 0.333333 0.333333 0 0.333333 0 0 0 0 0 0

model.2.cv1.conv.weight 4 1 0.25 0.25 0.25 0 0 0 0 0 0 0 0 0
model.24.m.2.weight 4 1 0.25 0 0 0 0 0 0 0 0 0 0.25 0
model.4.cv4.conv.weight 4 1 0.25 0.25 0.25 0 0 0 0.25 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.57
CUTOUT SG TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics
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Figure A.58
CUTOUT SG Task Based Charts

Reliability of DL-Based Automotive Perception Page 145



CARS Center Politecnico Di Torino

CUTOUT Drive Video Comparison SG Fault

Figure A.59
Visual comparison of the CUTOUT driving scenario under SG fault injection.
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A.0.3 CUT IN Driving Scenario

Figure A.60
CUT IN Driving Scenario

A.0.3.1 CUT-IN Single Point Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 10 385 0.0260 0.0159 0.0101 0.0418STOP 39 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Area RelDiff – Drivable Area 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Area RelDiff – Lane Line 10 385 0.0260 0.0159 0.0101 0.0418STOP 39 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 13 385 0.0338 0.0180 0.0157 0.0518STOP 50 0

Figure A.61
CUTIN Single Point Stop Criterion
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target_tensor n_t x_any p_hat_any
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p_mean_
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p_mean_
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p_mean_
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model.40.cv3.weight 3 3 1.00 0.0000 0.0000 0.0000 0.6667 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.31.cv4.conv.weight 3 2 0.67 0 0 0 0 0.666667 0 0 0 0 0 0

model.40.cv1.conv.weight 3 2 0.67 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.67 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.67 0 0 0 0 0 0.666667 0 0 0 0 0

model.31.cv3.weight 3 1 0.33 0 0 0 0 0.333333 0 0 0 0 0 0
model.40.cv4.conv.weight 3 1 0.33 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.13.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.14.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.17.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

Figure A.62
CUTIN SP TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.63
CUTIN SP Task Based Charts
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CUTIN Drive Video Comparison Single Point Fault

Figure A.64
Visual comparison of the CUT IN driving scenario under SP fault injection.
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A.0.3.2 CUT-IN ROW Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 5 385 0.0130 0.0113 0.0017 0.0243STOP 20 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Figure A.65
CUTIN ROW Stop Criterion
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Figure A.66
CUTIN ROW Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_
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p_mean_
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p_mean_
det_iou

p_mean_
det_conf
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model.42.conv.weight 3 2 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.67
CUTIN ROW TOP 20 Vulnerable Tensors
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.68
CUTIN ROW Task Based Charts
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CUTIN Drive Video Comparison ROW Fault

Figure A.69
Visual comparison of the CUT IN driving scenario under ROW fault injection.
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A.0.3.3 CUT-IN Column Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Lane Line 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Figure A.70
CUTIN COL Stop Criterion
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Figure A.71
CUTIN COL Bar Graph
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p_mean_
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model.40.m.0.cv1.conv.weight 3 2 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000
model.0.conv.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.18.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.2.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.2.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.72
CUTIN COL TOP 20 Vulnerable Tensors
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Figure A.73
CUTIN COL Task Based Charts
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CUTIN Drive Video Comparison COL Fault

Figure A.74
Visual comparison of the CUT IN driving scenario under COL fault injection.
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A.0.3.4 CUT-IN Column Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Seg IoU – Lane Line 37 385 0.0961 0.0294 0.0667 0.1255 STOP 133 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Area RelDiff – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Area RelDiff – Lane Line 17 385 0.0442 0.0205 0.0237 0.0647STOP 65 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 20 385 0.0519 0.0221 0.0298 0.0741STOP 76 0

Figure A.75
CUTIN BW Stop Criterion
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Figure A.76
CUTIN BW Bar Graph

Reliability of DL-Based Automotive Perception Page 159



C
A
R
S
C
en
ter

P
olitecn

ico
D
i
T
orin

o

target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
iou_ll

p_mean_
pearson_

da

p_mean_
pearson_

ll

p_mean_
area_diff

_da

p_mean_
area_diff

_ll

p_mean_
pos_shift

_da

p_mean_
pos_shift

_ll

p_det_co
nsistency
_rate

p_mean_
det_iou

p_mean_
det_conf
_drop

model.40.m.0.cv1.conv.weight 3 3 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.1.conv.weight 4 3 0.75 0 0 0 0.75 0 0.75 0 0 0 0.25 0

model.31.cv3.weight 3 2 0.666666667 0.333333333 0.333333 0 0 0.666667 0 0 0 0 0 0

model.40.cv1.conv.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0.666667 0 0.666667 0 0 0 0 0

model.2.cv3.weight 4 2 0.5 0.5 0.5 0 0.5 0.5 0.5 0 0 0 0 0
model.2.cv4.conv.weight 4 2 0.5 0.25 0.25 0 0.5 0 0.5 0 0 0 0 0

model.40.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 1 0.25 0 0 0 0.25 0 0.25 0 0 0 0 0

model.24.m.2.weight 4 1 0.25 0 0 0 0 0 0 0 0 0 0.25 0

model.4.cv4.conv.weight 4 1 0.25 0 0 0 0.25 0 0.25 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.77
CUTIN BW TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.78
CUTIN BW Task Based Charts
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CUTIN Drive Video Comparison BW Fault

Figure A.79
Visual comparison of the CUT IN driving scenario under BW fault injection.
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A.0.3.5 CUT-IN SHattered Glass Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Seg IoU – Lane Line 40 385 0.1039 0.0305 0.0734 0.1343STOP 143 0

Pearson – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pearson – Lane Line 8 385 0.0208 0.0142 0.0065 0.0350STOP 31 0

Area RelDiff – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Area RelDiff – Lane Line 16 385 0.0416 0.0199 0.0216 0.0615STOP 61 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 21 385 0.0545 0.0227 0.0319 0.0772STOP 79 0

Figure A.80
CUTIN SG Stop Criterion
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Figure A.81
CUTIN SG Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
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p_mean_
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p_mean_
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p_mean_
pos_shift

_da

p_mean_
pos_shift

_ll

p_det_co
nsistency
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p_mean_
det_iou

p_mean_
det_conf
_drop

model.31.cv3.weight 3 2 0.6667 0.3333 0.3333 0.0000 0.0000 0.6667 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.31.cv4.conv.weight 3 2 0.666666667 0.666666667 0.666667 0.333333 0 0.666667 0 0 0 0 0 0

model.40.cv1.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.40.cv3.weight 3 2 0.666666667 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.666666667 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.42.conv.weight 3 2 0.666666667 0 0 0 0.666667 0 0.666667 0 0 0 0 0
model.1.conv.weight 4 2 0.5 0 0 0 0.5 0 0.5 0 0 0 0.25 0

model.2.cv4.conv.weight 4 2 0.5 0.25 0.25 0 0.25 0 0.5 0 0 0 0 0

model.40.cv4.conv.weight 3 1 0.333333333 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 1 0.25 0 0 0 0.25 0 0.25 0 0 0 0 0

model.2.cv3.weight 4 1 0.25 0 0 0 0 0 0.25 0 0 0 0 0

model.24.m.2.weight 4 1 0.25 0 0 0 0 0 0 0 0 0 0.25 0
model.4.cv4.conv.weight 4 1 0.25 0 0 0 0 0 0.25 0 0 0 0 0

model.10.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv3.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0
model.13.cv4.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0 0 0 0 0 0 0 0 0 0 0 0

Figure A.82
CUTIN SG TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.83
CUTIN SG Task Based Charts
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CUTIN Drive Video Comparison SG Fault

Figure A.84
Visual comparison of the CUT IN driving scenario under SG fault injection.
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A.0.4 Accelerate and Lane Change Driving Scenario

Figure A.85
Enter Caption

A.0.4.1 ACC Single Point Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Seg IoU – Lane Line 14 385 0.0364 0.0187 0.0177 0.0550STOP 54 0

Pearson – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pearson – Lane Line 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Area RelDiff – Drivable Area 5 385 0.0130 0.0113 0.0017 0.0243STOP 20 0

Area RelDiff – Lane Line 11 385 0.0286 0.0166 0.0119 0.0452STOP 43 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 16 385 0.0416 0.0199 0.0216 0.0615STOP 61 0

Figure A.86
ACC Single Point Stop Criterion
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target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
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p_mean_
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p_mean_
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_da

p_mean_
pos_shift

_ll
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nsistency
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p_mean_
det_iou

p_mean_
det_conf
_drop

model.40.cv1.conv.weight 3 3 1.00 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.31.cv3.weight 3 2 0.67 0.666666667 0.666667 0.333333 0 0.666667 0 0 0 0 0 0

model.31.cv4.conv.weight 3 2 0.67 0 0 0 0 0.666667 0 0 0 0 0 0

model.40.cv3.weight 3 2 0.67 0 0 0 0.333333 0 0.666667 0 0 0 0 0

model.40.cv4.conv.weight 3 2 0.67 0 0 0 0 0 0.666667 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.67 0 0 0 0.333333 0 0.666667 0 0 0 0 0
model.42.conv.weight 3 2 0.67 0 0 0 0.666667 0 0.666667 0 0 0 0 0

model.31.m.0.cv1.conv.weight 3 1 0.33 0 0 0 0 0.333333 0 0 0 0 0 0

model.0.conv.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.13.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.13.m.0.cv2.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.14.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

Figure A.87
ACC SP TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics
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(c) Individual Metrics Ranking - Detection Metrics

Figure A.88
ACC SP Task Based Charts
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ACC Drive Video Comparison Single Point Fault

Figure A.89
Visual comparison of the ACC driving scenario under SP fault injection.
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A.0.4.2 ACC ROW Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Seg IoU – Lane Line 6 385 0.0156 0.0124 0.0032 0.0279 STOP 24 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Pearson – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166 STOP 12 0

Area RelDiff – Drivable Area 2 385 0.0052 0.0072 0.0000 0.0124 STOP 8 0

Area RelDiff – Lane Line 6 385 0.0156 0.0124 0.0032 0.0279 STOP 24 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Detection Consistency Rate 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000 STOP 385 0

Overall (ANY metric violates its 
threshold) 8 385 0.0208 0.0142 0.0065 0.0350 STOP 31 0

Figure A.90
ACC ROW Stop Criterion
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Figure A.91
ACC ROW Bar Graph
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target_tensor n_t x_any p_hat_any
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p_mean_
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p_mean_
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p_mean_
det_iou

p_mean_
det_conf
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model.42.conv.weight 3 3 1.00 0.0000 0.0000 0.0000 1.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.40.m.0.cv1.conv.weight 3 2 0.67 0 0 0 0 0 0.666667 0 0 0 0 0

model.31.cv4.conv.weight 3 1 0.33 0 0 0 0 0.333333 0 0 0 0 0 0

model.33.conv.weight 3 1 0.33 0 0 0 0 0.333333 0 0 0 0 0 0

model.40.cv1.conv.weight 3 1 0.33 0 0 0 0 0 0.333333 0 0 0 0 0

model.0.conv.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.13.m.0.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.17.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.17.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.m.0.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

Figure A.92
ACC ROW TOP 20 Vulnerable Tensors
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(a) Individual Metrics Ranking - DA Metrics
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(b) Individual Metrics Ranking - LL Metrics

0

0

0

1

1

1

1

R
an

k

Tensors

Individual Metrics Ranking

Det_consistency_rate Mean_det_iou Mean_det_conf_drop

(c) Individual Metrics Ranking - Detection Metrics

Figure A.93
ACC ROW Task Based Charts
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ACC Drive Video Comparison ROW Fault

Figure A.94
Visual comparison of the ACC driving scenario under ROW fault injection.
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A.0.4.3 ACC Column Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Seg IoU – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pearson – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pearson – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Area RelDiff – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Area RelDiff – Lane Line 3 385 0.0078 0.0088 0.0000 0.0166STOP 12 0

Pos Shift – Drivable Area 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Pos Shift – Lane Line 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Consistency Rate 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Detection Mean IoU 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 5 385 0.0130 0.0113 0.0017 0.0243STOP 20 0

Figure A.95
ACC COL Stop Criterion
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Figure A.96
ACC COL Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
iou_ll

p_mean_
pearson_

da

p_mean_
pearson_

ll

p_mean_
area_diff

_da

p_mean_
area_diff

_ll

p_mean_
pos_shift

_da

p_mean_
pos_shift

_ll

p_det_co
nsistency
_rate

p_mean_
det_iou

p_mean_
det_conf
_drop

model.40.m.0.cv1.conv.weight 3 3 1.00 0.0000 0.0000 0.0000 0.0000 0.0000 1.0000 0.0000 0.0000 0.0000 0.0000 0.0000
model.31.cv3.weight 3 1 0.33 0 0 0 0 0.333333 0 0 0 0 0 0

model.0.conv.conv.weight 4 1 0.25 0 0 0 0 0 0 0 0 0.25 0 0

model.1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.10.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.13.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.cv4.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.13.m.0.cv2.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.14.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.17.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv2.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv3.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.17.cv4.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0
model.17.m.0.cv2.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.18.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

model.2.cv1.conv.weight 4 0 0.00 0 0 0 0 0 0 0 0 0 0 0

Figure A.97
ACC COL TOP 20 Vulnerable Tensors
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Figure A.98
ACC COL Task Based Charts
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ACC Drive Video Comparison COL Fault

Figure A.99
Visual comparison of the ACC driving scenario under COL fault injection.
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A.0.4.4 ACC Bullet Wake Fault Injection

Metric_Label Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 16 385 0.0416 0.0199 0.0216 0.0615STOP 61 0

Seg IoU – Lane Line 82 385 0.2130 0.0409 0.1721 0.2538STOP 257 0

Pearson – Drivable Area 4 385 0.0104 0.0101 0.0003 0.0205STOP 16 0

Pearson – Lane Line 18 385 0.0468 0.0211 0.0257 0.0678STOP 68 0

Area RelDiff – Drivable Area 25 385 0.0649 0.0246 0.0403 0.0895STOP 93 0

Area RelDiff – Lane Line 27 385 0.0701 0.0255 0.0446 0.0956STOP 100 0

Pos Shift – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pos Shift – Lane Line 2 385 0.0052 0.0072 0.0000 0.0124STOP 8 0

Detection Consistency Rate 49 385 0.1273 0.0333 0.0940 0.1605STOP 171 0

Detection Mean IoU 8 385 0.0208 0.0142 0.0065 0.0350STOP 31 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates its 
threshold) 70 385 0.1818 0.0385 0.1433 0.2203STOP 228 0

Figure A.100
ACC BW Stop Criterion
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Figure A.101
ACC BW Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
iou_ll

p_mean_
pearson_

da

p_mean_
pearson_

ll

p_mean_
area_diff

_da

p_mean_
area_diff

_ll

p_mean_
pos_shift

_da

p_mean_
pos_shift

_ll

p_det_co
nsistency
_rate

p_mean_
det_iou

p_mean_
det_conf
_drop

model.0.conv.conv.weight 4 4 1.00 0.2500 0.2500 0.2500 0.2500 0.5000 0.2500 0.2500 0.2500 1.0000 0.2500 0.0000
model.31.cv3.weight 3 3 1.00 0.666666667 0.666667 0 0 1 0 0 0 0 0 0

model.40.cv1.conv.weight 3 3 1.00 0 0 0 0.666667 0 1 0 0 0 0 0

model.42.conv.weight 3 3 1.00 0 0 0 0.666667 0 1 0 0 0 0 0

model.8.cv2.conv.weight 4 4 1.00 0.75 0.75 0 0 0.75 0.5 0 0 1 0 0

model.1.conv.weight 4 3 0.75 0.75 0.75 0.25 0.75 0.75 0.75 0 0.25 0.75 0.5 0
model.2.cv2.weight 4 3 0.75 0.5 0.5 0 0.5 0.75 0.5 0 0 0.75 0 0

model.2.cv4.conv.weight 4 3 0.75 0.5 0.5 0.5 0.5 0.5 0.5 0 0 0.75 0.25 0

model.3.conv.weight 4 3 0.75 0 0 0 0 0.5 0.25 0 0 0.75 0 0

model.4.m.0.cv1.conv.weight 4 3 0.75 0 0 0 0 0.25 0 0 0 0.75 0 0

model.4.m.2.cv1.conv.weight 4 3 0.75 0 0 0 0 0 0 0 0 0.75 0 0

model.8.cv1.conv.weight 4 3 0.75 0 0 0 0 0.25 0 0 0 0.75 0 0
model.34.conv.weight 3 2 0.67 0 0 0 0.666667 0 0.666667 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 2 0.67 0 0 0 0 0 0.666667 0 0 0 0 0

model.17.m.0.cv1.conv.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0

model.2.cv1.conv.weight 4 2 0.50 0 0 0 0.25 0.5 0.25 0 0 0.5 0 0
model.2.cv3.weight 4 2 0.50 0.5 0.5 0 0.5 0.5 0.5 0 0 0.5 0 0
model.2.m.0.cv2.conv.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0

model.24.m.0.weight 4 2 0.50 0 0 0 0 0 0 0 0 0 0.5 0

model.4.cv1.conv.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0

Figure A.102
ACC BW TOP 20 Vulnerable Tensors
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Figure A.103
ACC BW Task Based Charts
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ACC Drive Video Comparison BW Fault

Figure A.104
Visual comparison of the ACC driving scenario under BW fault injection.
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A.0.4.5 ACC Shattered Glass Fault Injection

c Failures_x n p_hat ê (MOE) CI_low CI_high STOP n_required_for_Egoal Additional_needed

Seg IoU – Drivable Area 16 385 0.0416 0.0199 0.0216 0.0615STOP 61 0

Seg IoU – Lane Line 79 385 0.2052 0.0403 0.1649 0.2455STOP 250 0

Pearson – Drivable Area 8 385 0.0208 0.0142 0.0065 0.0350STOP 31 0

Pearson – Lane Line 25 385 0.0649 0.0246 0.0403 0.0895STOP 93 0

Area RelDiff – Drivable Area 22 385 0.0571 0.0232 0.0340 0.0803STOP 83 0

Area RelDiff – Lane Line 31 385 0.0805 0.0272 0.0534 0.1077STOP 114 0

Pos Shift – Drivable Area 1 385 0.0026 0.0051 0.0000 0.0077STOP 4 0

Pos Shift – Lane Line 9 385 0.0234 0.0151 0.0083 0.0385STOP 35 0

Detection Consistency Rate 41 385 0.1065 0.0308 0.0757 0.1373STOP 146 0

Detection Mean IoU 9 385 0.0234 0.0151 0.0083 0.0385STOP 35 0

Detection Mean Conf Drop 0 385 0.0000 0.0000 0.0000 0.0000STOP 385 0

Overall (ANY metric violates 
its threshold) 61 385 0.1584 0.0364 0.1220 0.1949STOP 205 0

Figure A.105
ACC SG Stop Criterion
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Figure A.106
ACC SG Bar Graph
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target_tensor n_t x_any p_hat_any
p_mean_iou_

da
p_mean_
iou_ll
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p_mean_
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p_mean_
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_ll

p_mean_
pos_shift

_da

p_mean_
pos_shift

_ll

p_det_co
nsistency
_rate

p_mean_
det_iou

p_mean_
det_conf
_drop

model.0.conv.conv.weight 4 4 1.00 1.0000 1.0000 0.7500 1.0000 1.0000 1.0000 0.0000 0.7500 1.0000 0.7500 0.0000
model.2.cv3.weight 4 4 1.00 0.5 0.5 0 0.5 0.5 0.5 0 0 1 0.25 0

model.31.cv4.conv.weight 3 3 1.00 1 1 0.333333 0 1 0 0 0 0 0 0

model.40.cv1.conv.weight 3 3 1.00 0 0 0 0.333333 0 1 0 0 0 0 0

model.40.cv3.weight 3 3 1.00 0 0 0 1 0 1 0 0 0 0 0

model.40.m.0.cv1.conv.weight 3 3 1.00 0 0 0 1 0 1 0 0.333333 0 0 0
model.42.conv.weight 3 3 1.00 0 0 0 1 0 1 0 0.333333 0 0 0

model.2.cv4.conv.weight 4 3 0.75 0.5 0.5 0.5 0.5 0.5 0.5 0 0.5 0.75 0.5 0

model.40.cv4.conv.weight 3 2 0.67 0 0 0 0.666667 0 0.666667 0 0 0 0 0

model.1.conv.weight 4 2 0.50 0.5 0.5 0.5 0.5 0.5 0.5 0.25 0.5 0.5 0.5 0

model.2.cv1.conv.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0

model.2.cv2.weight 4 2 0.50 0.5 0.5 0 0.5 0.5 0.5 0 0 0.5 0 0
model.2.m.0.cv1.conv.weight 4 2 0.50 0 0 0 0 0.5 0.25 0 0 0.5 0 0

model.3.conv.weight 4 2 0.50 0 0 0 0 0.25 0.25 0 0 0.5 0 0

model.4.cv4.conv.weight 4 2 0.50 0.25 0.25 0 0.25 0.25 0.25 0 0 0.5 0 0

model.4.m.1.cv2.conv.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0
model.8.cv1.conv.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0
model.9.cv2.weight 4 2 0.50 0 0 0 0 0 0 0 0 0.5 0 0

model.33.conv.weight 3 1 0.33 0 0 0 0 0.333333 0 0 0 0 0 0

model.36.m.0.cv1.conv.weight 3 1 0.33 0 0 0 0 0 0.333333 0 0 0 0 0

Figure A.107
ACC SG TOP 20 Vulnerable Tensors
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Figure A.108
ACC SG Task Based Charts
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ACC Drive Video Comparison SG Fault

Figure A.109
Visual comparison of the ACC driving scenario under SG fault injection.
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2) ROW Fault

Metric_Label
p_hat 
(CTD)

p_hat 
(LCH)

p_hat 
(CUTOUT)

p_hat 
(CUTIN)

p_hat 
(ACLH)

p_hat 
mean

Rank 

Seg IoU – Drivable Area 0.0000 0.0000 0.0052 0.0000 0.0000 0.0010 4

Seg IoU – Lane Line 0.0286 0.0182 0.0156 0.0130 0.0156 0.0182 1

Pearson – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Pearson – Lane Line 0.0104 0.0000 0.0000 0.0000 0.0078 0.0036 3

Area RelDiff – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0052 0.0010 4

Area RelDiff – Lane Line 0.0234 0.0182 0.0156 0.0104 0.0156 0.0166 2

Pos Shift – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Pos Shift – Lane Line 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Detection Consistency Rate 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Detection Mean IoU 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Detection Mean Conf Drop 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Figure A.110
ROW Fault Vulnerable Metrics

2) ROW Fault

Tasks Mean Rank

Drivable Area (DA) 0.0005 2

Lane Line (LL) 0.0096 1

Object Detection (OD) 0.0000 3

Figure A.111
ROW Task Based Ranking
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3) Column Fault

Metric_Label
p_hat 
(CTD)

p_hat 
(LCH)

p_hat 
(CUTOUT)

p_hat 
(CUTIN)

p_hat 
(ACLH)

p_hat 
mean

Rank 

Seg IoU – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Seg IoU – Lane Line 0.0078 0.0078 0.0026 0.0052 0.0078 0.0062 1

Pearson – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Pearson – Lane Line 0.0026 0.0000 0.0000 0.0000 0.0000 0.0005 3

Area RelDiff – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0026 0.0005 3

Area RelDiff – Lane Line 0.0078 0.0078 0.0026 0.0052 0.0078 0.0062 1

Pos Shift – Drivable Area 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Pos Shift – Lane Line 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Detection Consistency Rate 0.0000 0.0000 0.0000 0.0000 0.0026 0.0005 3

Detection Mean IoU 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Detection Mean Conf Drop 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 6

Figure A.112
COL Fault Vulnerable Metrics

3) Column Fault

Tasks Mean Rank

Drivable Area (DA) 0.0001 3

Lane Line (LL) 0.0032 1

Object Detection (OD) 0.0009 2

Figure A.113
COL Task Based Ranking
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4) Bullet Wake Fault

Metric_Label
p_hat 
(CTD)

p_hat 
(LCH)

p_hat 
(CUTOUT)

p_hat 
(CUTIN)

p_hat 
(ACLH)

p_hat 
mean

Rank 

Seg IoU – Drivable Area 0.0442 0.0416 0.0545 0.0104 0.0416 0.0384 3

Seg IoU – Lane Line 0.1896 0.1065 0.0987 0.0961 0.2130 0.1408 1

Pearson – Drivable Area 0.0104 0.0078 0.0182 0.0000 0.0104 0.0094 8

Pearson – Lane Line 0.0597 0.0052 0.0234 0.0286 0.0468 0.0327 5

Area RelDiff – Drivable Area 0.0156 0.0286 0.0390 0.0104 0.0649 0.0317 6

Area RelDiff – Lane Line 0.0961 0.0364 0.0494 0.0442 0.0701 0.0592 2

Pos Shift – Drivable Area 0.0078 0.0026 0.0130 0.0000 0.0026 0.0052 9

Pos Shift – Lane Line 0.0078 0.0026 0.0000 0.0000 0.0052 0.0031 10

Detection Consistency Rate 0.0571 0.0000 0.0000 0.0000 0.1273 0.0369 4

Detection Mean IoU 0.0312 0.0026 0.0104 0.0052 0.0208 0.0140 7

Detection Mean Conf Drop 0.0000 0.0000 0.0000 0.0000 0.0000 0.0000 11

Figure A.114
BW Fault Vulnerable Metrics

4) Bullet Wake Fault

Tasks Mean Rank

Drivable Area (DA) 0.0212 3

Lane Line (LL) 0.0590 1

Object Detection (OD) 0.0494 2

Figure A.115
BW Task Based Ranking
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Holgúın, “Analyzing the reliability of stream sparse matrix-vector multiplication

accelerators: A high-level approach,” in 2024 IEEE 25th Latin American Test Sym-

posium (LATS), 2024, pp. 1–4. doi: 10.1109/LATS62223.2024.10534624.

[39] J. E. Rodriguez Condia, J.-D. Guerrero-Balaguera, E. J. Patiño Núñez, R. Limas,
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