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Abstract

With the continuous advancement of technology and the increasing demand for
advanced systems inside vehicles, the number of Electronic Control Units (ECUs)
has significantly grown. This evolution requires new communication systems
capable of handling large amounts of data while ensuring high speed and low
latency. Modern vehicles increasingly integrate applications such as Advanced
Driver Assistance Systems (ADAS), including Automatic Emergency Braking
(AEB) and Adaptive Cruise Control (ACC), as well as Vehicle-to-Everything
(V2X) communication, which enables vehicles to connect with other vehicles and
surrounding infrastructure. For this reason, traditional in-vehicle communication
systems such as CAN, MOST, and LIN, each with their own characteristics, are
gradually being replaced by Automotive Ethernet.

Automotive Ethernet is a communication technology based on the IEEE 802.3
standard that provides high data rates while maintaining low latency even under
high data traffic. Like standard Ethernet, it follows the OSI reference model.
The main difference between standard Ethernet and Automotive Ethernet lies in
the physical layer. In particular, Automotive Ethernet uses unshielded twisted
pair (UTP) cables, typically consisting of a single pair of wires, allowing high
transmission speeds while reducing wiring weight and overall vehicle cost.

With the adoption of Automotive Ethernet, the need for robust security mecha-
nisms has become fundamental in order to protect the data exchanged between
ECUs. One of the most suitable security protocols for in-vehicle networks is
MACsec, standardized under IEEE 802.1AE. MACsec operates at the Data Link
Layer (Layer 2 of the OSI model) and provides confidentiality, integrity, and au-
thentication by modifying the Ethernet frame structure through the addition of a
SecTAG and an Integrity Check Value (ICV). Secure communication is established
through a key exchange mechanism that allows ECUs to authenticate each other
before transmitting data. This ensures protection against various attacks such as
eavesdropping, man-in-the-middle, packet modification, and replay attacks.

The effectiveness of MACsec was evaluated through an experimental setup using

tools provided by Intrepid Control Systems, specialized in Automotive Ethernet



communication analysis. The practical implementation allowed the verification of

MACsec behavior in a realistic in-vehicle communication scenario.
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Chapter 1
Introduction

This first chapter of the thesis provides an overview of the evolution of the auto-
motive industry, describing how vehicles have progressively evolved into systems
characterized by electronic control units and network-based communication. Over
the years, the increasing integration of electronic components has significantly
changed the internal architecture of vehicles, leading to the development of ad-
vanced communication systems and new technological challenges.

In the next section, the goals of the thesis and its structure are introduced.

1.1 Goals and Thesis Structure

This work of thesis begins with a historical overview of the evolution of in-vehicle
systems, describing the transition from a limited number of Electronic Control
Units to numerous interconnected modules distributed following new in-vehicle
architectures.

After introducing the most widely used in-vehicle communication protocols, the
focus moves to Automotive Ethernet, analyzing its fundamental principles.

Furthermore, the thesis will concentrate on cybersecurity, with specific interest
on the security protocol MACsec. The working principle of the MACsec is explained,
and its behavior and performance are evaluated through an experimental setup,
simulating an Automotive Ethernet environment.

The thesis is structured as follows:

Chapter 1 provides a historical overview of in-vehicle networks and their

1



Introduction

evolution.

Chapter 2 focuses on automotive electronics, discussing system requirements
and electronic architectures.

Chapter 3 displays the most used in-vehicle communication protocols.

Chapter 4 focuses on Automotive Ethernet, describing its characteristics,
differences from standard Ethernet, and its operation principle across the OSI
layers.

Chapter 5 introduces MACsec, explaining its mechanisms and its role in order
to protect sensitive data transmitted within the vehicle network.

Chapter 6 describes the experimental setup and the tools used to evaluate the
effectiveness of MACsec.

Chapter 7 contains the data collected during the simulation.

Chapter 8 concludes the thesis and suggests possible future improvements.

1.2 Literature Review

In the last years, with the large usage of Ethernet in vehicle domain and not,
cybersecurity has been the subject of many studies from industry side, and also by
academia.

Ethernet connections, even if they are useful for sending and receiving large
amounts of data, were not originally designed with security in mind. This limitation
became very important, in particular when networks usage expanded beyond simple
local environments. For this reason, both academia and industry have focused their
attention on developing and studying common security protocols. This protocol
has been relevant since the 1990s, when the Internet started to become widely used
in private and commercial applications. An important example is given by the
article cited in [1], where the authors, in the early 2000s, highlighted the need for
enhanced security mechanism in Local Area Networks, by discussing the common
weakness of traditional Ethernet and proposing possible solutions to protect data
exchanged into the network.

Moreover, the problem of security became crucial in the automotive domain.
With the increasing number of Electronics Control Units inside modern vehicles,

the amount of exchanged data has significantly increased, leading to a higher need
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for secure communication. For this reason, many automotive suppliers started to
focus on improving security mechanisms inside the vehicle network.

At the beginning, security was not considered a priority in in-vehicle networks.
As a consequence, it was difficult for automotive companies to introduce security
protocols, since no specific standards were initially defined for this purpose. So, in
the early 2000s, several research consortia created projects with the common goal of
improving in-vehicle security. The most well-known projects are E-safety Vehicle In-
trusion proTected Applications (EVITA) [2] in 2008, Secure Vehicle Communication
(SeVeCom) [3] in 2006, PRivacy Enabled Capability In Co-Operative Systems and
Safety Applications(PRECIOSA) [4], and PREparing SEcuRe V2X communication
systEms (PRESERVE) in 2010 [5]. These projects focused on providing secure and
trustworthy communication both inside the vehicle and between vehicles, as well
as between vehicles and infrastructure.

Moreover, research in automotive security mainly focused on the different
communication protocols used inside the vehicle. Several works analyzed the differ-
ent threats affecting bus communication protocols used in a vehicle, by studying
potential attacks and corresponding countermeasures. Many of these studies con-
centrated on the most widely used in-vehicle communication protocol, the Control
Area Network (CAN). For example, in the work cited in [6], the SAE international
authors present a detection method for CAN buses that identifies spoofing attacks
without requiring modification to the ECUs. Later, security research was extended
to other communication protocols, such as for Local Interconnect Network (LIN)
[7], and FlexRay [8].

The Automotive Ethernet protocol represents a new solution for in-vehicle
networks. For this reason, the security topic in Automotive Ethernet networks is
not yet extensively studied as other traditional bus systems. Due to its similarity
with standard Ethernet communication, researchers and manufacturers initially
referred to existing Ethernet security solutions, such as those discussed in LAN
security studies [9], and tried to adapt them to the automotive environment
[10]. However, many traditional security methods were not fully compatible with
automotive requirements, especially in terms of high bandwidth and low latency
constraints [10].

Among the available solutions, MACsec is considered one of the most suitable

protocols, since it provides confidentiality, authenticity, and data integrity at the
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link layer. Nevertheless, only a limited number of works try to implement MACsec
in an Automotive Ethernet scenario [11]. Another relevant contribution is presented
in the paper cited in [12], where the authors evaluate the performance of MACsec
in a simulated Automotive Ethernet environment.

Although several studies, including those mentioned above, analyze MAC-
sec from a theoretical or simulation-based perspective, limited research has been
conducted on experimental validation using real automotive hardware and indus-
try tools. In particular, there is a lack of experimental studies performed with

professional validation tools such as those developed by Intrepid Control Systems.

1.3 Historical Overview

Technological advancements in electronics had a profound impact on the automotive
industry, transforming vehicles from simple transportation devices into sophisticated
machines. The evolution of electronic systems in the latter half of the 20th
century significantly advanced the automotive industry, enabling the integration of
sophisticated technologies to improve vehicle performance, safety, and efficiency.
In particular, starting from the 1970s, a true technological revolution took place:
many mechanical and hydraulic systems were gradually replaced by electronic
systems, leading to significant improvements in both passenger comfort and vehicle

safety.

Total no. of functions .
APS,
EMB, System
ACC, innovations
P55
etc
ESC. &=— Anti-heat glass
ek W B New wiper blade materials
&— Particulate filter
— TV —_—Tv
= DVD F—OVD single
—— Keyless entry &=— Keyless entry innovations
— ABS &=— Xenon light &— Xenon light
&=— Injection &= Injection &— Injection
=—— Air conditioning #&=— Air conditioning &=— Air conditioning
&— Ignition &=— Ignition &=— Ignition &— Ignition
#&=— Three-point safety belt & — Three-point safety belt #=— Three-point safety belt &— Three-point safety belt
=— 12V = 12V . mlraj =—12v
1960 1980 2000 ’ 2015

Please note: ABS = anti-lock braking system, ESC = electronic stability control, EPS = electronic power steering,
APS = adaptive power steering, EMB = electro-mechanical braking, ACC = adaptive cruise control, PSS = predictive safety systems

Figure 1.1: Evolution of Automotive Electronics over the years[13]
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During these years, many electronic systems were added, which are also very
important now, that assist the driver: they are regarding the steering, traction
(control of the driving torque), or braking, like, for example, the ABS (Anti-lock
Braking System), ESP (Electronic Stability Program) and EPS (Electric Power
Steering). Moreover, the use of on-board systems also extends to the control of
various devices in the vehicle, such as light, wipers, doors, and windows as well
as infotainment and entertainment systems like radios, hands-free phones and
navigation units.

These advancements are made possible by the widespread use of numerous
Electronic Control Units (ECUs). Initially, the use of the ECUs was not very
useful: until the 90s, all the ECUs were connected to each other, using a large
amount of cables to compensate the large amount of communication channels.
With the increasing of ECUs over the years, the number of wires and connectors
also grew. The point-to-point method was not useful due to problems of weight,
cost, complexity, and reliability.

In order to solve this problem, the automotive industries had to find a solution to
reduce the amount of cabling inside a vehicle. For this reason, the use of industrial

communication network or fieldbus became strictly needed.
In the beginning of the 1980s, Robert Bosch GmbH evaluated the serial bus

systems to understand if they were suitable in the automotive industry. Since all the
existing technologies were not appropriate, in 1986 Bosch presented "Automotive
Serial Controller Area Network"', the CAN. Initiallyy, CAN was made in order
to add new functionalities in the vehicle, but it was very useful to reduce all
the cabling in the vehicle, replacing them with a shared network. The German
automotive company BMW was the first firm to use the CAN protocol in their cars,
in particular in 1986 with their 850 CSI model. Subsequently, other companies also
used this protocol network, such as Mercedes-Benz, which in 1992 implemented
it in all S series vehicles, where CAN was used for engine control and body and
comfort electronics. After the invention of CAN by Bosch, other companies also
tried to implement their own protocol on the basis of CAN, e.g. Volkswagen with
the A-BUS (Automobile Bitserielle Universal-Schnittstelle) and Renault with VAN
(Vehicle Area Network). For this reason, CAN was standardized initially in ISO
11519-2, and after two years with ISO 11898, in which there was an extended
version of CAN.
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In the following years, more topologies of CAN were created in order to surpass
the problems of the original CAN. For example, to have more data on the bus,
CAN-FD (Flexible Data) was created; or higher levels protocols were made, such
as CAN Kingdom, CAN Open or DeviceNet, in order to have easier maintenance
and more open to future developments.

In order to achieve different requirements, other network protocols were created,
such as LIN, MOST, FlexRay and Automotive Ethernet. All the characteristics of
these fieldbus protocols will be discussed later.

Figure 1.1 shows the evolution of the automotive electronics over the years. It
highlights how the growing number of Electronic Control Units (ECUs) is closely
related to the increasing integration of safety systems, as well as comfort and
infotainment features. In fact, a typical family-size car contains around 70 ECUs,
a number that increases in the case of luxury vehicles, which can feature up to 100
ECUs [14].

Nowadays, the complexity of the electronics in the cars increases day by day.

The new technologies present in the car now are:

« ADAS (Advanced Driver-Assistance): It is a technology that thanks to
components like sensors (LiDAR, Radar), cameras and artificial intelligence
help the driver during the road trip. It is possible to divide ADAS into six
different levels, as shown in Figure 1.2.

2 © © © © ©

Figure 1.2: ADAS Levels [15]

« V2X (Vehicle-To-Everything): this technology thanks to sensors, cameras
and wireless connectivity (e.g. Wi-Fi or 5G), allows cars to communicate and
share information with each other. Table 1.1 summarizes the main types of

V2X communication.

By combining all the information, the goal of V2X technology is to increase
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Table 1.1: Different V2X communications|[16]

Name Description

V2v Vehicle-to-Vehicles
V2I Vehicle-to-Infrastructure
V2p Vehicle-to-Pedestrian
V2N Vehicle-to-Network

safety for both drivers and pedestrians, as well as to improve efficiency by,

for example, optimizing driving routes and reducing fuel consumption [16].

The increasing complexity of in-vehicle networks, combined with the lack of
built-in security mechanisms in legacy protocols, highlights the need for secure and
high-bandwidth communication solutions. For this reason, the thesis will focus on
Automotive Ethernet and, in particular, on the MACsec protocol as a candidate

technology to guarantee confidentiality, integrity, and authentication.



Chapter 2

Automotive Electronics and

Fundamental Requirements

2.1 Domain in Modern Vehicle

In the automotive industry, fundamental domains refer to the most important
functional areas into which a vehicle’s electronic components are logically divided.
Organizing all the ECUs of a vehicle into well-defined domains is very important

for managing development, integration, and safety.

Gateway

Secure Connectivity I SRRl AU Body Control Domain
Network Management 1 HVAC
Seat Module
=T —— —. Comfort Modules

]

I EVHEV
Engine
Transmission
Chassis
Steering

Vision
Radar

Ultrasonic
Autonomous

eCockpit

Figure 2.1: Graphical representation of automotive domains[17]
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Automotive Electronics and Fundamental Requirements

Each domain represents a specific area of vehicle functionality. The most

traditional functional domains are[18]:

o Powertrain: This domain contains all the systems of a vehicle that play a
crucial role in vehicle propulsion. Therefore, components such as the engine,
transmission, and gearbox are part of it. Optimizing all systems in this
domain is essential to improve parameters such as drivability, driving comfort,

and fuel consumption.

In order to improve the power and efficiency of the vehicle, advanced onboard
computing units are needed to handle the data gathered by a large number
of sensors. As a result, precise timing becomes essential: systems must be
able to process and respond to information in microseconds, guaranteeing

minimal latency and real-time operation[19, 20].

o Chassis: This domain includes all vehicle systems related to the interaction
between the road and the vehicle, including all electronics that play an
important role in vehicle driving dynamics, stability, and maneuverability.
Typical components involved in this domain include wheels, suspension,

steering, and braking systems.

Like in the powertrain domain, sensors play a key role in this area. For this
reason, it is essential that the system can respond in real time with minimal

delay.

« Body and Comfort: This domain contains all the features that do not
affect the movement or the drivability of the vehicle, but concentrate to
the features that help the passengers during a trip. Climate control, roof,
windows, door control, seat control are an example of system included in this

domain.

Since these features do not have an important role, they are not subject
to strict performance constraints. As a result, these systems can operate
using communication networks characterized by low bandwidth and higher

latencies, making them a more economical solution[19, 20].

o Multimedia, Infotainment, HMI: This domain contains all the systems

of a vehicle dedicated to the interaction between the driver and passengers
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Automotive Electronics and Fundamental Requirements

with the vehicle itself, in terms of infotainment, entertainment and control.
This domain is different from the others because its goal is not the driving
and the stability of the vehicle, but is the user experience. All of this is
possible thanks to the Human-Machine Interface (HMI) that comprehends

touchscreen, physical buttons and also vocal commands.

Infotainment includes systems that provide functionalities such as navigation,
radio, audio/video playback, smartphone connectivity (e.g., via Bluetooth),
and access to online services and apps. On the other hand, the multimedia
part includes devices like central displays, rear-seat screens for passengers,

and microphones used for phone calls.

Since these systems are not critical for vehicle safety, they do not require
extremely fast response times. However, they do need a medium /high band-
width to support video transmission, music streaming, and, especially system
updates.

e ADAS: This domain includes all the features that can assist the driver
during the driving process, as well as all the systems that can increase the
safety, not only for the driver, but also for the passengers and pedestrians.
Examples of driver assistance systems include navigation, cruise control, and
automatic parking. On the other hand, systems such as the lane departure
system, collision avoidance systems, blind spot detection, and intelligent

speed adaption are more focused on increasing safety.

All these safety systems receive data from the numerous sensors distributed
around the vehicle. The collected signals are interpreted in order to support
the driver to have the control of the vehicle and can act with almost all
embedded vehicle systems. For these reasons, this domain requires a higher
communication bandwidth with the sensors and must keep latencies very low
to work correctly[19, 20].

A visual overview of the automotive domains introduced in this chapter is
provided in Figure 2.1.
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2.2 Requirements

As mentioned above, all the components in a vehicle have different tasks, some

less important and others more important, such as those related to passenger

safety. As a result, components in different domains are governed by distinct and

domain-specific prerequisites[21]:

Fault Tolerance: Faults, errors, and failure can cause a system malfunction.
In order to have a system that can work also when a failure occurs, they
are constructed using redundant hard- and software architectures. This can

improve the ability to provide error containment.

Latency: It is the control of the timing about the transmission and the
receiving of the messages. A determinist communication system has the

ability to know the timeline of a message.

Bandwidth: It takes into account the amount of messages that a system has
to transmit. High bandwidth requires higher cost, so in many cases cheaper

communication buses with lower bandwidth are sufficient.

Flexibility: It is the ability to deal with numerous event- and time-triggered
messages and to manage large amount and/or number of messages on the

network.
Security: Very important parameter, fundamental to ensure the security

of the system, especially when the messages exchanged are reachable from

outside the vehicle.

Nowadays, in order to fulfill all these requirements, different field-buses commu-

nication technologies are used.

Table 2.1 presents all the domains previously introduced in Section 2.1 along

with their main requirements. In particular, it includes specific values for latency

and bandwidth. Among all domains, only ADAS includes cybersecurity as a system

requirement.
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Table 2.1: Communication Requirements by Automotive Domain[20, 21]

Domain  Fault Tolerance Latency Bandwidth Flexibility Security
. Yes Yes
Powertrain Some < 10ps (Low) Some No
. Yes Some
Chassis Yes <10ps (Low) No No
Body
. pre o
Comfort
. . Some Some
Multimedia No < 10ms (Varies by system, increasing) Yes No
ADAS No Some yes Yes Yes

<20pusor <1ms  (20-100 Mbps per camera)

2.3 Architectures

In the last decades, technological progress in the field of electronics had a strong
impact on the automotive industry. Modern vehicles contain a large number of
Electronic Control Units (ECUs), sensors and communication interfaces, increasing
the overall complexity of the vehicle.

This has made the role of system architecture more and more important. It is
not just about organizing components, but a well-designed architecture can help
lower overall costs and can strongly affect aspects such as performance, energy
efficiency, and the ability to meet the requirements mentioned in the previous
section 2.2[22].

In order to make vehicles more efficient and high-performing in all aspects, the
industry has moved from using domain architectures to adopting zonal architec-
tures|23].

2.3.1 Domain Architecture

The Domain Architecture is represented in figure 2.2. All the electronics in the
vehicle are organized into function groups, the domains, such as Powertrain, Body
and Comfort, ... (see section 2.1 ).

Every domain in this architecture has a dedicated controller or gateway, that
process all the data within that function. The presence of these controllers helps

to reduce the overall loads and this makes it possible to solve more specific tasks.
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Figure 2.2: Domain (left) and Zonal (right) architectures
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For this reason, this type of architecture is well suited for vehicles with specific
functions that can work independently from each other.

This specific architecture does not reduce the amount of physical layers in the
vehicle, such as cabling. Instead, its main advantage is the ability to simplify
updates, expansion, and testing of a singular domain, without affecting the others.
This means that changes can be made without modifying the architecture itself, or

impacting the vehicle’s global performance[22].

2.3.2 Zonal Architecture

To enhance the overall functionality of modern vehicles, automotive companies
are increasingly pushing towards the adoption of zonal architectures(figure 2.2).
The main goal of this approach is to divide the vehicle into different physical or
geographical zones, such as front, rear, and sides. Each of these zones is managed
by a zonal controller, responsible for handling all specific functions within its area,
including lighting, sensors, and climate control.

All the zonal gateways are interconnected through a central processing module
and communicate via Automotive Ethernet, enabling real-time data processing
across the entire vehicle. Standards like 100BASE-T1 and 1000BASE-T1 are used

to ensure high speed communication while keeping the amount of wiring low but
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optimized for the vehicle[22].

Compared to domain-based architectures, which are more rigid and harder
to scale, zonal architectures offer a modular and flexible design. This allows
manufacturers to update, test, or expand individual zones without affecting the rest
of the system. As a result, the total amount of cabling is significantly reduced (up
to 40% less cabling), which helps to lower vehicle weight (20-30% weight reduction)
and increase energy efficiency[24].

In fact, the zonal architecture gives more control to Original Equipment Manu-
facturers (OEMs) regarding the vehicle’s software lifecycle. It makes possible high
level maintenance operations through over-the-air (OTA) and firmware-over-the-air
(FOTA) updates, and it is always connected on cloud to make it easier to introduce
new features and/or improve existing ones, such as autonomous driving capabilities.
This can help OEMs to adopt a service-oriented software architecture, for example
by relocating real time control loops to the zone modules. The modular setup
further simplifies system updates and diagnostics, as interventions can be per-
formed directly in the affected zone, improving both scalability and maintainability.
Additionally, zonal modules allow for more efficient power distribution and make it
possible to power down unused components — a significant advantage for electric
and hybrid vehicles[22, 23].

Alongside these advantages, however, there is an important issue related to
the use of Automotive Ethernet: it is crucial to establish a secure communication
channel. Today, it is pretty easy to find guides online on how to perform hacking
attacks on Ethernet networks, and these can be replicated in vehicles. Figure
2.3 shows the main areas of the vehicle that can be hacked without cybersecurity
protection. If security is compromised in the vehicle’s network, all communication
between ECUs becomes unreliable. For this reason, cybersecurity cannot be treated
as a simple add-on, it needs to be approached in a holistic way, covering the entire
vehicle lifecycle, from design to maintenance. To address this, new standards like
ISO/SAE 21434 have been introduced specifically for automotive cybersecurity
engineering, similar to ISO 26262, that is used for functional safety.

Due to the variety of data types and bandwidth requirements, it is not enough
to apply traditional software-based solutions like IPsec for everything. While IPsec
can work well for low-bandwidth control data, streaming audio or high resolution

sensor data requires continuous communication and fast authentication. Doing all
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Figure 2.3: In-Vehicle attack points and surfaces|25]

this in software would add too much processing overhead. For this reason, more
efficient and hardware-supported security solutions are being explored to ensure
both safety and performance in modern vehicle networks.

One promising solution to overcome these problems is to use a lower-level
encryption and authentication protocol like MACsec. It operates in Layer 1 or 2
of the Ethernet protocol stack and can be integrated directly into the Ethernet
MAC or physical layer, to enable authentication, encryption of the payload, or
both, without affecting the line rate[23].
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Chapter 3
Communication protocols

As mentioned before, to ensure that all the systems in a vehicle, such as the engine
control, braking system, infotainment, and body electronics, can communicate
with each other, they are connected using linguistic frameworks, also known as
automotive communication protocols. Without these communication languages,
a vehicle would only be a collection of isolated ECUs, unable to exchange data,
which would significantly reduce its overall cohesion and safety.

There are various communication protocols, some of which are more widely used
than others, and each has its own characteristics. For this reason, different types
of protocol can coexist within a vehicle. The choice of a specific communication
protocol depends on the requirements of a given domain, such as bandwidth or

latency.

3.1 CAN

The Controller Area Network (CAN) was first introduced by Bosch in 1986 and,
thanks to its numerous advantages, it remained the most widely used communication
network for more than 30 years.

Being an open ISO standard,CAN can be adapted by manufacturers to achieve
specific requirements, which makes it highly flexible. Moreover, it is very easy to
implement, since it is a "plug and play" solution. It is characterized by a UTP
(Unshielded Twisted Pair) that lowers the cost of the network inside a vehicle. The
two cables are designed as CAN High (CAN__H) and CAN Low (CAN_L), both
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starting from a nominal voltage of 2.5 V. The communication is based on a binary
signaling system with two possible states: the dominant state (logical 0), where
CAN_ H rises to 3.5 V and CAN__L drops to 1.5 V, producing a differential voltage
of 2 V, and the recessive state (logical 1), where both lines remain at their nominal
2.5 V[26].

voltage
A
CAN high
S Vit i = e Pt e
_;
3
g
2.5V 4 / ’g
2 $ny pepat o i CANJOWHE 14540 Tt
1 [
T T > time
RECESSIVE DOMINANT RECESSIVE

Figure 3.1: Nominal voltage for CAN High and CAN Low [26]

The maximum data rate of CAN goes from 125 Kbps up to 1 Mbps. It depends
mainly on the bus length (higher the speed, shorter the length) with 1 Mbps
achievable for 40 meters bus length. Secondly, the performance also depends on
the number of connected nodes, which is typically limited to about 30 in order to

maintain high-speed communication[18, 26].

To overcome these limitations, two extensions of the protocol were developed:
CAN FD and CAN XL. Both provide higher data rates compared to standard CAN,
with CAN FD supporting up to 5 Mbps and CAN XL up to 20 Mbps against 1
Mbps of regular CAN. They also allow for larger payloads: up to 64 bytes for CAN
FD and up to 2048 bytes for CAN XL, compared to the 8-byte limit of classical
CAN[18].
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CAN Low

Figure 3.2: Linking of ECUs via the CAN bus|26]

3.2 LIN

The Local Interconnect Network (LIN) protocol was first introduced in the late
1990s, when companies such as BMW and Volvo considered CAN too complex
and expensive for certain applications due to its UTP cabling. LIN was therefore
developed as a low-cost solution, based on a single wire and without the need for a
dedicated controller[26].

This network is based on master-slave architecture, where all of them share the
same physical medium. An optimum configuration consists of a master and up
to sixteen slave nodes, with a maximum bus length of 40 meters[26]. The single
master node controls the communication by sending frame headers, while the slave

nodes can only respond when requested by the master[27].

Due to its low cost and single-wire design, LIN supports a maximum speed of
20 Kbps, which is the main reason why this network is only used for low-bandwidth

applications[27].

Master Slave Slave
EEEEN

Figure 3.3: LIN topology [28]
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3.3 MOST

The Media Oriented System Transport (MOST) was developed in 1998 by BMW,
Harman and Daimler. As the name suggests, this network was specifically designed
to handle in-vehicle infotainment systems, such as GPS, audio, speakers, and
display screens.

MOST is based on a ring topology, in which data circulates sequentially through
all nodes in the network. In the ring, one device acts as the Timing Master,
responsible for clock synchronization and for continuously sending frames to the
other devices, which operate as Timing Slaves. The maximum distance between
ECUs is 20 m, and up to 64 nodes can be connected within a single ring. Using
plastic optical fiber (POU) as a transmission medium, MOST can reach a speed
rate of 150 Mbps[26].

Over the years, standard MOST has evolved to increase bandwidth, leading
to different versions such as MOST25, MOST50, and MOST150. In particu-
lar, MOST150 introduced, in addition to synchronous, asynchronous and control

channels, a dedicated channel for Ethernet communication[29].

ECU1 ECU 2 ECUn
MOST RING

Figure 3.4: MOST topology [30]

3.4 FlexRay

In 2000, a consortium including companies such as Volvo, Daimler and Bosch,
developed a new communication network to overcome the limitations of CAN in
x-by-wire applications, such as steer-by-wire, brake-by-wire, and so on.

FlexRay can be configured in different topology options, including linear bus,
passive star, active star, and point-to-point. In the linear bus topology, the network

can reach a maximum length of 24 m with up to 22 connected nodes; these values
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can be increased when using an active star configuration. FlexRay achieves data
rates up to 10 Mbps and allows payloads of up to 256 bytes.

The main limitation of FlexRay is that is was designed primarly for x-by-wire
applications; Therefore, it does not provide the bandwidth or protocol support
needed for uses outside this domain. For instance, it is not suitable for infotainment
systems, which makes it less flexible. Due to the low versatility, FlexRay is expected
to be replaced by Automotive Ethernet[26].

FlexRay FlexRay
Node Node
FlexRay | . FlexRay
Node Node
Puint-lo—p.oint FlexRay | ! FlexRay
Connection Node Node
Line Topology
FlexRay FlexRay FlexRay FlexRay
FlexRay FlexRay FlexRay FlexRay Node Node Node Node
Node Node Node Node
- - » .
Active 8
v
Star Col
. Star Node o= .
Passive Active
Star Topology Star Topology

Figure 3.5: Different FlexRay topologies [31]
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Chapter 4

Automotive Ethernet

Automotive Ethernet is an adaptation of the traditional Ethernet technology for
the automotive domain, with its main differences lying in the physical layer. This
layer is specifically designed to meet the fundamental requirements for automotive
applications, such as high-speed communication between the various electronic
components of a vehicle. For decades, standard Ethernet has been the reference
technology for Local Area Networks (LANs). As a result, numerous transmission
methods and protocols have already been developed, including TCP/IP, a protocol
that enables Internet connectivity and supports essential services such as e-mail,
web access, file transfer, and instant messaging. Another example is Audio Video
Bridging (AVB), a communication standard designed to run over Ethernet, that
allows high-quality real-time audio and video streaming. These protocols, each
with different functions, are defined in standards developed by organizations such
as the Institute of FElectrical and Electronics Engineers (IEEE) and the Internet
Engineering Task Force (IETF). Since protocols and utilities are designed to
be compatible with any form of Ethernet, they are also available in Automotive
Ethernet. The large availability of protocols and applications makes it possible
to design innovative in-vehicle solutions, such as high-quality audio and video

streaming or vehicle-to-infrastructure communication.
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4.1 Standard Ethernet

The invention of Ethernet is attributed to Robert Metcalfe, who, together with
colleagues at Xerox PARC, developed it in 1972. Initially, Ethernet was conceived
as an experimental network to connect Alto computers and laser printers, with a
maximum data rate of 2.94 Mbps. Later, in 1979, Xerox, together with Digital
Equipment Corporation and Intel Corporation, formed an association with the
goal of standardizing Ethernet and making it available to all the companies. This
consortium, known as "DIX", launched the first version of Ethernet, the Ethernet
Version 1 or DIX Ethernet Stardard Version 1, operating at 10 Mbps.

In parallel, the IEEE initiated the development of IEEE 802.3 standard, which
introduced some differences compared to the DIX specification, mainly at the Data
Link and Physical Layer levels. In the 1990s, IEEE 802.3 defined the 100 Mbps
standard, called 100BASE-TX, and in the early 2000s, the 10 Gbps (GbE) Ethernet

standard was introduced.

4.2 OSI Layer

As mentioned before, the main differences between the standard Ethernet and the
Automotive Ethernet are in the physical layer. It is defined by the IEEE 802.3
and OPEN (One-Pair EtherNet) Alliance standards. In order to understand all
the functionalities of AE and its integration within the in-vehicle communication
architecture, it is very useful to introduce the OSI reference model. The Open
System Interconnection (OSI) model divides the communication network in 7
different layers, from the most concrete to the most abstract: Physical, Data Link,
Network, Transport, Session, Presentation, and Application. It is important to
note that the OSI reference model represents a conceptual framework, because in
practice several protocols span across multiple layers. For example, the SOME/IP
protocol operates across the Session, Presentation and Applications layers (5 to 7)
and the AVB/TSN protocol does not use the layers from 3 to 7, as is possible to

see from figure 4.1.
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Figure 4.1: OSI Reference Model and Automotive Ethernet

4.2.1 Physical Layer

The first main difference between Standard Ethernet and Automotive Ethernet lies

in the cabling. To meet the specific requirements of the automotive environment,

the company Broadcom developed a new technology called BroadR-Reach, also

known as 100BASE-T1.

100Base-TX (Standard Ethernet)
Upstream and downstream use two different pairs
to form a full-duplex link.

) \ /\/
VN e

1000Base-T (Standard Ethernet)
Full-duplex operation over 4 twisted pair of wires.

N VAV
e \ S\ S
= A VAV

100Base-T1 (Automotive Ethernet)
Full-duplex operation over a single twisted pair.

A\VAV/

1000Base-T1 (Automotive Ethernet)
Full-duplex operation over a single twisted pair.

\VAV/

Figure 4.2: 100BASE-TX (Standard Ethernet) vs 100BASE-T1 (Automotive

Ethernet)

Unlike other Ethernet standards, such as 100BASE-TX, the 100BASE-T1
standard complied with the radiated emission limits established by the Comité
International Spécial des Perturbations Radioélectriques (CISPR) 25 Class 5[32].
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For this reason, it is considered the first Ethernet standard suitable for automo-
tive applications. It solves several in-vehicle challenges by providing higher data
transmission speed (100 Mbps) using just one unshielded twisted pair (UTP) cable
for sending and receiving data, as is possible to see in figure 4.2. This reduced the
weight of the wiring and also lowered the overall cost of the vehicle’s network.

In the following years, based on the model of the 100BASE-T1, new stardards
were introduced, such as 1000BASE-T1 and MultiGBASE-T1. The notation of these
standards follows a specific structure, which divides the acronym into three parts.

For instance, in the format XXBASE-YZ, each element has a precise meaning;:

o XX: indicates the data rate of the interface in Mbps. For higher speeds, the
letter “G” is used to denote Gigabit;

« BASE: shows that the interface uses baseband signaling;

e YZ: defines the transmission medium. In particular, the "Y" can be "F" for
fiber or "T" for twisted pair cabling. On the other hand, "Z" distinguishes
among fiber or twisted-pair variations, and it can also be a number, that
indicates the number of pairs being used: for example, T4 stands for four

twisted pairs.

100BASE-T1

The 100BASE-T1, originally known as BroadR-Reach and later standardized by
the IEEE as 802.3bw, was the first Ethernet standard specifically designed for
automotive applications. As said before, 100BASE-T1 had a significant impact
on in-vehicle networks: by using techniques such as superposition, encoding, and
scrambling schemes, it reduced electromagnetic interference (EMI), cabling weight,
cost, and footprint size. Moreover, it enabled data transmission and reception
over a single unshielded twisted-pair cable, achieving a data rate of 100 Mbps
with a maximum communication distance of 15 meters. With these characteristics,
100BASE-T1 allows the communication of different topologies of data, such as
audio, video, connected car, firmware/software, and calibration data, in particular
thanks to the Audio Video Bridging (AVB) standards.

100BASE-T1 uses a particular encoding process, involving 4-bit to 3-bit (4B3B),
3-bit to 2-ternary pair (3B2T) and three-level pulse amplitude modulation (PAM3).
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A key role is played by the Media Independent Interface (MII), which links the
MAC (Media Access Control to the PHY (Physical Layer) chip. In 100BASE-T1,
the MII remains unchanged, as the standard preserves transparency at the MAC

level. Four different variants of MII can be used, each with its own specific features:
o MII: 4-bit-wide data interface with receive and transmit controls and clocks;

e Reduced MII (RMII): 2-bit-wide data interface with receive and transmit

controls and a single clock reference;

» Reduced Gigabit MIT (RGMII): 4-bit-wide data interface with reduced pin

count, including receive and transmit controls and clocks;

« Serial Gigabit MII (SGMII): 2-pin low-voltage differential signaling (LVDS)
receive path and 2-pin LVDS on the transmit path.

After receiving the MAC data, the Ethernet PHY encodes, scrambles, and
serializes the data, to prepare the transmission of the data over the single UTP

cable.

4B Data 0101 1000 1111 1001 1010 0011 | Ml

3B Data 010 | 110| 007 | 111 | 100 | 110 | 100 | 011

2T T+ +10(|-10 [+1+1({0+1 |+10|0+1 |0 -1
+H1V |—
PAM3 oV J |_ MDI
REVAS=
) b
333

Mbaud ~ Mbaud

(a) Cable with connector. (b) PAMS.

Figure 4.3: a) 100BASE-T1 cable and b) PAM3 encoding from MII to GMI

The first conversion, from 4 bit to 3 bit, is considered as a simply clock conversion,
that converts the 4 bit sent by the MII at 25 MHz into 3-bit blocks with a clock
rate of 33 1/3 MHz to maintain the 100 Mbps bit rate. After that, by using each
group of three bits, pairs of ternary symbols are encoded, following a particular

symbol mapping. 2 ternary symbols can have 9 possible values compared to 3 bits
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that can have only 8: this leaves a single symbol pair unused. Therefore, the (0,0)
combination is reserved only for control functions. In the end, the ternary pair
vector is transmitted through 3-level pulse amplitude modulation, or PAM3. To
maintain a nominal speed rate of 100 Mbps, 66 2/3 sets of ternary symbols per
microsecond must be sent, yielding to a fundamental frequency of 66 2/3 MHz.
The final signal is sent using three voltage levels (+1V, 0V, —1V) with less than
2.2 V peak-to-peak.

1000BASE-T1

Even if 100Mbps was an enormous upgrade in automotive networks, in some cases
this speed is insufficient. To address this limitation, in 2016 the 1000BASE-T1
standard (IEEE 802.3bp-2016) was introduced, allowing data rates of 1 Gbps over
a single twisted-pair copper cable.

In general, 1000BASE-T1 is very similar to 100BASE-T1. A notable difference
is the optional Auto-Negotiation layer, which allows the PHY to detect and adapt
to the capabilities of the link partner. Regarding the Media Independent Interface
(MII), only GMII, RGMII, and SGMII can be used, since the higher bandwidth of
1 Gbps exceeds the limits of the standard MII.

As in 100BASE-T1, after the reception of the data from the MAC through the
MII, the Ethernet PHY encodes, scrambles, and serializes the data. The first step
is an 80B/81B conversion: over ten clock cycles of data, 80 bits are encoded in
81-bit block containing both encoded data and control information. The first bit
of the block indicates whether the content is purely data (0) or includes control
information (1). After that, to compensate for bit errors, the Reed-Solomon Forward
Error Correction (RS-FEC) is applied, adding 396 parity bits (or 44 symbols). In
addition, 9 bits referring to Operations, Administration, and Maintenance (OAM)
are inserted. The result is a PHY frame, also called a Reed-Solomon frame, which
consists of 45 blocks of 81 bits plus the OAM and RS-FEC bits, for a total of 4050
bits. Finally, as for 100BASE-T1, 3B/2T encoding converts each set of 3 bits into
a pair of ternary symbols.

The resulting symbols are then electrically transmitted using three voltage
levels: low (—=1V), zero (0V), and high (+1 V), corresponding to the 3-level pulse
amplitude modulation (PAM3)
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To reach the nominal throughput of 1 Gbps, 1000BASE-T1 uses pairs of ternary
symbols transmitted at 750 Mbps. This results in an effective nominal bandwidth
greater than the target value, since 750 Mbps x (3 bits/2 symbols) = 1.125 Gbps .

MultiGBASE-T1

The IEEE 802.3ch standard covers three different speed grades: 2.5 Gbps, 5 Gbps,
and 10 Gbps. Although these data rates may seem extremely high, they are
particularly useful for transmitting uncompressed HD and 4K HD video streams
across the vehicle.

Similarly to 1000BASE-T1, in the PHY architecture the Auto-Negotiation
layer can be present. Regarding MII, in order to support the high data rate, it is
fundamental to use at least one that supports this speed, such as XGMII, where
the capital "X" is the Roman numeral 10, which stands for 10 Gbps.

After receiving data from the MAC, MultiGBASE-T1 performs a 64B/65B
conversion. In this process, 32 bits of data over two clock cycles (64 bits in total)
are mapped in a 65-bit block. The first bit, called data/ctrl header indicates if the
block carries only data (1) or includes control information (0). Fifty 65B blocks are
then divided into 10-bit units called symbols, to which an additional 10-bits of OAM
information are added. Reed-Solomon Forward Error Correction (RS-FEC) is
applied, adding 34 symbols, corresponding to 340 parity bits. Collectively, the fifty
65-bit blocks, the 10 OAM bits, and the 340 RS-FEC parity bits form a 3600-bit
frame, known as a PHY frame or RS-FEC frame.

In addition, Side-Stream scrambling is applied to increase data randomization.
After this step, Gray Mapping is used to prepare bit pairs for PAM4 modulation.
In particular, in MultiGBASE-T1 the mapping works as follows: (0,0) — 0, (0,1)
— 1, (1,1) — 2 and (1,0) — 3. These values are then associated with the four
PAMA4 signal levels: 0 — —1V, 1+— —1/3V,2+— +1/3V and 3 — +1V.

To achieve the nominal throughput of 2.5, 5, or 10 Gbps, MultiGBASE-T'1 uses

different clock frequencies for symbol transmission:
« 10G at 5.625 GHz
e 5G at 2.8125 GHz

e 2.5G at 1.41 GHz
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Figure 4.4: PAM4 encoding from XGMII to MDI

For istance, at 10Gbps the system operates at 5.625 GHz resulting in a data
rate of 2 bits x 5.625 GHz = 11.25 Gbps. Considering an overhead of about 10%

for error correction, the effective rate is reduced to approximately 10 Gbps.

10BASE-T1S

Unlike the other standards, the 10BASE-T1S was not designed to increase band-
width and/or latency, but to offer a slower speed, cheaper, and Ethernet-based
option to the widely used automotive networking, such as CAN/CAN-FD or
FlexRay standards.

10BASE-T18S, standardized by IEEE as 802.3cg, provides a maximum data rate
of 10 Mbps over a bus length of 15-25 meters (the "S" stands for short-range). This
makes it suitable for replacing many in-vehicle communication protocols, since
more than 80% of them operate below 10 Mbps|[33].

The main feature of 10BASE-T1S is its support for BUS or multi-drop topology,
similar to traditional automotive networks. This removes the need for a switch and
avoids the point-to-point limitation typical of standard Ethernet networks, as shown
in Figure 4.5. The multi-drop approach also reduces the total number of PHYs
required, lowering both costs and vehicle weight. Furthermore, adopting a single
base technology for all in-vehicle networks removes the need for a complex gateway
ECU, which is usually required to transfer data between different network types.
Another benefit is that Ethernet message routing, MAC/IP remain consistent
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Figure 4.5: Example of Heterogeneous Networks (CAN/FlexRay/Ethernet) and
Ethernet Homogeneous Network|[26]
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throughout the vehicle[34].

Since 10BASE-T1S supports multi-drop, three or more PHYs can share the
same physical medium, meaning that they cannot all transmit simultaneously. To
address this, a new mechanism, called Physical Layer Collision Avoidance (PLCA),
was designed for 10BASE-T1S. PLCA coordinates the nodes, determining when
each is allowed to transmit and preventing collisions. In PLCA each node is assigned
an ID starting with 0. The first node, with ID 0, is responsible for sending a special
data symbol, called a BEACON, which signals the start of a network cycle. During
this cycle, each node is given a transmit opportunity (TO). If a node has data to
send, it transmits a COMMIT during its TO to indicate that it will send data.
After the COMMIT, the node sends data along with two other special symbols:
end of stream delimeter (ESD) and end of stream delimeter ok (ESDOK) if the
transmission occurs without errors. After a configurable bit times, typically 32, the
TO expires, and the next node is given its TO. Once all nodes have transmitted,
node ID 0 sends a new BEACON to start the next cycle. The duration of a PLCA
cycle is not fixed: it can shrink or grow depending on how many nodes transmit
during the cycle and also on the amount of data sent by each node. If no nodes

transmit, as shown in Figure 4.6, the PLCA cycle its minimum, which is simply
the sum of Node Count x TO (default 32 bits) plus the BEACON (20 bits).

On the other hand, as illustrated in Figure 4.7, the maximum PLCA cycle
occurs when all nodes transmit the largest possible amount of data during their

TO.
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Figure 4.6: Min PLCA cycle[35]
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Figure 4.7: Max PLCA cycle[35]

At physical layer, 10BASE-T1S employs a simple two-level binary signal com-
bined with Differential Manchester Encoding (DME). The process begins with
4B/5B encoding, where four bits from the MII are converted to five bits, to enable
the transmission of additional special symbols. Next, DME combines clock and data
into a self-synchronizing data stream: each bit period always includes a transition
in the middle, while the presence or absence of a transition at the beginning of
the period distinguishes between a logical 0 and a logical 1. The final signal has a

frequency of 25 MHz.

4.2.2 Data Link Layer

The second OSI layer, called Data Link Layer, is composed by the Media Access
Control (MAC) and by the Logical Link Control (LLC). The Data Link Layer is
responsible for node-to-node delivery, framing, addressing and error detection[36].
In Ethernet-based networks, this functionality is realized through the transmission

of data units known as Ethernet frames.

MAC Sublayer

The MAC sublayer acts as an interface to the Physical Layer, allowing the LLC
and the upper OSI layers to exchange data without dealing with the specific

characteristics of the transmission medium. Its main purpose is to detect eventual
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signal collision, which occurs when multiple signals are transmitted at the same
time, causing packet loss. This is achieved by performing multiple access resolutions
and collision resolutions, ensuring that all signals are transmitted correctly without
data loss.

In order to manage communication between multiple devices on the same
network, each network interface must be identified in a unique way. This is possible
thanks to the MAC Address.

The MAC address is 48 bits (6 bytes) long and is usually represented as six

hexadecimal pairs. The address is divided into two parts:

« Organizationally Unique Identifier (OUI): The first 3 bytes, assigned by
the IEEE Registration Authority to each hardware manufacturer to ensure

the global uniqueness.

« Network Interface Controller (NIC) Specific: The last 3 bytes, assigned

by the manufacturer to uniquely identify each device.

The first byte of the OUI is used to determine whether a MAC address is locally
or universally administered, as well as to indicate the type of addressing.

The second least significant bit is called the U/L (universal/local) flag. When
this bit is set to 0, the MAC address is universally administered, while if it is set
to 1, the MAC address is locally administered.

- 6 octet: >

1st octet | 2nd octet | 3rd octet | 4th octet | 5th octet | 6th octet

or
-4——3 octets———p¢——3 octets———

Organisationally Unique | Network Interface Controller
Identifier (OUI) (NIC) Specific

8 bits
[57{b6 [bs b4 ] b3 [ b2 b1]60]

0: unicast

1: multicast

0: globally unique (OUI enforced)
1: locally administered

Figure 4.8: MAC Address[37]

Moreover, the first significant bit is called 1/G (individual/group) flag. Its main
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purpose is to identify the addressing type, which can be divided into three main

categories|26]:

 Individual: The I/G flag is set to 0, meaning that the MAC address identifies

a single device, and the message is sent as a unicast;

e Group: The I/G flag is set to 1, meaning that the MAC address is associated
with a group of devices within a LAN (multicast);

» Broadcast: This MAC address represents all devices on a LAN. All bits
are set to 1 (FF-FF-FF-FF-FF-FF), and its main purpose is to enable

communication when the sender does not know the destination device.

Logic Link Control

The Logical Link Control (LLC) is defined by the standard IEEE 802.2. Its main
function is to provide an interface between the lower sublayer of the Data Link
Layer (the MAC sublayer) and the upper layer of the OSI model, the Network
Layer.

The LLC provides conventional data link protocol functions, such as error
control and flow control. Unlike other data link protocols, the LLC includes Service
Access Point (SAP) information, which allows multiple applications on the same
station to communicate simultaneously with applications on other stations within
a network.

In a local network, the IEEE 802.2 LLC defines three different service types,
known as types of operation, which indicate how protocol data units (PDUs) are
sent and received|26, 38]:

o« Type 1 Operation: Unacknowledged Connectionless Service: This is
the simplest type of operation. There is no overhead to establish a connection,
so PDUs are simply sent from one device to another. As the name suggests,
there is no acknowledgment mechanism, meaning that the sender does not
know whether the PDU has reached the destination or not.

« Type 2 Operation: Acknowledged Connection-Oriented Service:
Unlike Type 1, this operation guarantees that PDUs are correctly exchanged

between devices. Flow control and error detection mechanisms are also
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implemented to ensure that the receiving device is not overwhelmed by the

transmitting one.

o Type 3 Operation: Acknowledged Connectionless Service: This oper-
ation combines features of the previous two types. Although PDUs exchanged
between devices are acknowledged, no prior connection is established between
them.

Even if the main objective of LLC was to ensure connection between different
types of network topologies, most LANs today, including Ethernet, primarily use
the simplest mode of operation, Type 1, which essentially provides no link control
between layers. In Ethernet, when connection establishment or acknowledgment is

required, higher-layer protocols such as TCP in the TCP/IP stack are preferred.

Ethernet Frame

The Ethernet packet framework follows a precise structure, standardized by IEEE
802.3. It is composed by different fields, that provide information about the data

being transmitted.

802.3 Ethernet frame structure

Ethertype (Ethernet I1) Frame check

Preamble Start of frame delimiter MAC destination MAC source 802.1Q tag (optional) or length (IEEE 802.3) Payload sequence (32-bit CRC) Interframe gap

7 octets 1 octet 6 octets 6 octets (4 octets) 2 octets 46-1500 octets 4 octets 12 octets

4+ 64-1518 octets (16-1522 octets for 802.1Q tagged frames) —»

+— 84-1538 octets (88-1542 octets for 802.1Q tagged frames) —»

Figure 4.9: Ethernet Frame

In particular, as shown in figure 4.9, the frame can be divided in:

e Preamble
It is a 7 bytes sequence that alternates 1s and Os (10101010). Its main goal is
to signal the transmission of a new packet and to synchronize the controller;
« Start of Frame Delimiter (SFD)

It is a 1 byte sequence, with a fixed sequence 10101011 (0xAB). It is used to

denote the start of the frame.
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e Destination Address:

It is a 6 byte hardware address which identifies the corresponding network

node. The Destination address defines the receiver of the packet.

e Source Address:

It is a 6 byte hardware address which identifies the corresponding network

node. The Source address define the sender of the packet.

e 802.1Q or VLAN Tag

The VLAN Tag, defined by IEEE 802.1Q), is an optional 4 byte field inserted
by the Source/Destination MAC address and the Length/Type field of an
Ethernet frame. The use of the 802.1Q) tagging brings several improvements,
such as more efficient use of infrastructure, enhanced security, simplified
network management, and improved performance[39]. It can be divided
in 2 different parts: the Tag Protocol Identifier (TPID) and Tag Control
Information (TCI).

— the TPDI is a special Ethertype, which has a value of 0x8100, that
marks the frame as VLAN-tagged.

— the TCI is further divided into three subfields:
« Priority Code Point (PCP): 3 bits that indicate the frame

priority level;
x Drop Eligible Indicator (DEI): 1 bit flag; if it is set to 1, the

frame can be discarded in case of congestion;

* VLAN Identifier (VID): 12 bits that identify the VLAN, ranging
from 0 to 4095 (OxFFF). A value of 0 means the frame is not
associated with any VLAN, while OxFFF is reserved.

« Ethertype/Length:

It is a 2-byte field used to specify the type of data carried in the payload
and to indicate the higher-layer protocol being used (for example, IPv4)[40].
Initially, this 16 bits was used to specify the length of the frame. Nowadays,
if the value is lower than 1536, it indicates the length, otherwise it indicates

the ethertype. The most common Ethertype values are shown in Table 4.1.
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Table 4.1: EtherType Values by Protocol Category

Category EtherType Protocol
General Use 0x0800 IPv4
0x86DD IPv6
0x0806 Address Resolution Protocol
0x8100 VLAN - Single Tag
0x9100 VLAN - Double Tag
AVB/TSN 0x22F0 IEEE 1722
0x88F7 Generalized Precision Time Protocol
V2X 0x88DC Wave Short Message Protocol
« Data

It is a variable-length field that contains the actual data being transmitted.
Its minimum length is 46 bytes without a VLAN tag, or 42 bytes with a
VLAN tag [40]. Originally, the maximum payload length was 1500 bytes;
however, larger sizes are now supported through extensions known as jumbo
frames. In particular, a standard jumbo frame can carry up to 9000 bytes,

while a super jumbo frame can reach up to 64,000 bytes [41].

o Frame Check Sequence (FCS)

It is a 4 byte field primarily used for error detection in the frame. The sender
computes the FCS using a Cyclic Redundancy Check (CRC) algorithm, and
the receiver recalculates it to check if the frame was received correctly. If the
calculated FCS does not match the FCS field in the frame, it indicates that

the frame was corrupted during transmission, and the receiver discards it[26].

4.2.3 Network Layer

The third layer of the OSI model is the Network Layer. This layer performs several
key functions, including routing control and congestion control. Routing control is
responsible for maintaining routing tables and evaluating optimal routing paths for
data transmission across the network. Congestion control manages the packets in
the queue to avoid packet loss when there is no more space available. Moreover,

the Network Layer handles multiplexing multiple logical connections over a single
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data link to optimize bandwidth usage[38].

In modern network architectures, the Network layer relies primarily on the
Internet Protocol (IP) to perform these functions. IP specifies how packets are
addressed and routed across different networks. Over time, two main versions of
this protocol have been developed: Internet Protocol version 4 (IPv4) and Internet
Protocol version 6 (IPv6)[42].

Both protocols serve the same fundamental function, which is to assign a unique
address to every device connected to a network. However, they differ in several

important aspects that reflect the evolution of networking needs over time.

IPv4

IPv4 is the fourth version of IP and has been in use since the early 1980s, and
it is still widely used today. An IPv4 address consists of 32-bit binary numbers.
To make it easier to read, the address is first divided into four 8-bit sections,
called octets. Each octet is then converted in hexadecimal and, to make it easily
readable by humans, it is converted to a "Dotted Decimal" notation. In this
format, an IPv4 address is written as four decimal numbers separated by dots, each
ranging from 0 to 255. The smallest possible address is 0.0.0.0, while the largest is
255.255.255.255[26].

This configuration allows for a theoretical address space of 232, or 4,294,967,296
addresses. However, not all of these addresses can actually be used.

The 32-bit address can be divided into two components:

« Network Identifier (Network ID): identifies, using a certain number of

bits, the network where the host and/or other network interface is located;

« Host Identifier (Host ID): identifies, using the remaining bits, the specific

host within the network.

To distinguish between these two identifiers, a subnet mask is used.

As shown from the example represented in Figure 4.10, the IP address 192.168.1.34
can be divided into two parts using the subnet mask 255.255.255.0. In particular,
the first part (192.168.1) represents the Network ID, while the (34) represents the
Host ID.
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192 ) ([ 1.8 | ( 1 ) [ 34 ) IpAddress
Network ID Host
225 [ 228 ( 228 ) [ 0 | subnetMask

Figure 4.10: An example of Network ID, Host ID and Subnet mask[43]

Table 4.2: IPv4 address classes with their characteristics [26]

P Fraction of Number of Number of
Address Total IP Network ID Bits Host ID Bits IP Address Range
Class Address Space

Class A 1/2 8 24 127205';55?255
Class B 1/4 16 16 1911?55%.%;)5255
Class C 1/8 24 8 22;9225%%;5?55
Class D 1/16 n/a n/a 23292§505%§5t§55
—_ s o o/ 240.0.0.0 to

255.255.255.255

Furthermore, IP addresses are categorized into five classes: A, B, C, D, and E,

each of which contains a subset of addresses assigned for specific purposes[44].

As shown in table 4.2, the first three classes (A, B, and C) occupy the majority
of the total address space and are used for IP unicast addressing. The choice of class
depends on the number of hosts an organization needs to connect to the Internet:
Class A is intended for large organizations with hundreds of thousands or even
millions of hosts, Class B for medium to large organizations with several hundred
or thousands of hosts, and Class C for small organizations with up to around 250
hosts. The last two classes, D and E, are used for specific purposes: Class D is
used for multicasting IP addressing, while Class E is reserved for experimental or
future use[26, 45].
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IPv6

With the rapid growth of the Internet after the introduction of IPv4, it became
evident that this protocol could no longer provide enough unique addresses. This
limitation led the Internet Engineering Task Force (IETF) to develop a new version
of the protocol, known as TPv6[44].

IPv6 offers a larger address space than IPv4, in particular is composed by 128
bits. The theoretical number of possible addresses is now equal to 2'?® possible
combinations, approximately 340 trillion trillion trillion unique combinations[26].
The IPv6 addresses are represented as eight groups of 16-bit hexadecimal numbers,

separated by colons.

Global Unicast Subnet D
.

2001:0db8:0000:0000:a111:b222:¢333:abcd
I I I l
| |

Global Prefix Interface ID

Figure 4.11: IPv6 Unicast Address

IPv6 addresses can be classified into three types: Unicast, Multicast and
Anycast[26]. Figure 4.11 shows an example of a 16 bytes hexadecimal IPv6 address,
in this case Unicast address.

A Unicast address is structured in three main parts[26]:

« Global Routing Prefix: Represents the network identifier or routing prefix.
It is used for global routing and is typically 48 bits long;

e Subnet ID: Identifies a specific subnet within the organization or site. It
has a length of 16 bits.

 Interface ID: A unique identifier assigned to each interface (host or device).

It is unique within the given prefix and subnet, and its length is 64 bits.

Since the transition between IPv4 and IPv6 cannot happen instantly, IETF

defined different methods to allow the two protocols to work together in a reliable
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and automatic way, avoiding communication errors. In particular, three main

techniques are used[44, 46]:

e "Dual Stack" Devices: Since IPv6 is an evolution of [Pv4 and maintains
many of its features, devices can be configured to support both protocols.
This allows them to communicate with both IPv4 and IPv6 hosts;

o IPv4/IPv6 Translation: Some devices can receive requests from IPv6 hosts
and convert them into IPv4 datagrams, making it possible to reach 1Pv4

destinations;

o IPv4 Tunneling of IPv6: To ensure the coexistence of IPv6 within the
existing IPv4 infrastructure, IPv6 packets can be encapsulated inside [Pv4
packets and transmitted through a point-to-point tunnel. In this configuration,

IPv4 acts as a link layer for IPv6 traffic.

4.2.4 Transport Layer

The IP, described previously, is a connectionless, unreliable, and unacknowledged
protocol. It provides an unreliable datagram service that must be implemented by
all system addressable on the internet.

For this reason, Transport Layer plays a fundamental role: it provides an end-
to-end communication service to applications running on the end hosts[47]. This is
achieved through protocols such as the Transmission Control Protocol (TCP) and
the User Datagram Protocol (UDP). Both operate above IP and are necessary to
send data to the upper layers.

A typical host connected to the internet runs multiple processes simultaneously,
each with the ability to send and receive data. Since all communication passes
through the same network interface via the IP layer, the Transport Layer is respon-
sible for managing the data flow between multiple applications. This is possible
by performing multiplexing, which combines data from different applications for
transmission, and demultiplexing, which ensures that the received data are delivered
to the correct application.

During multiplexing and demultiplexing, ports are used at the Transport Layer
to distinguish between different processes or services running on the same host.

Each port number is 16 bits long, so they can range from 0 to 65,535. The
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assignment of the port number is managed by the Internet Assigned Numbers
Authority (IANA), to ensure efficient use and to provide flexibility for organizations
that need custom or less common applications. For this reason, port numbers are

divided into three ranges:

o Well-Known (Privileged) Port Numbers: From 0to 1,023, representing

ports reserved for widely used services (see Table 4.3);

« Registered (User) Port Numbers: From 1,024 t049,151, representing
port numbers registered to specific applications by TANA;

o Private/Dynamic Port Numbers: From 49,152 to0 65,535, representing

port numbers that are neither reserved nor registered by IANA.

Table 4.3: Common Well-Known port numbers and their corresponding proto-
cols[48]

Port Number Description
20/21 FTP data and FTP control

22 Remote login protocol secure shell (SSH)
25 Simple Mail Transfer Protocol (SMTP)
25 DNS protocol
80 HTTP (Hypertext Transfer Protocol)
143 Internet Message Access Protocol (IMAP)
443 HTTP over Secure Sockets Layer (SSL)
631 Internet Printing Protocol (IPP)

User Datagram Protocol

The UDP standard is defined by the IETF in RFC 768. It is a connectionless proto-
col, which makes it very fast, as reliability and efficiency in network communication
are often in contrast: improving one typically reduces the other[49].

In other words, UDP is a lightweight protocol, that does not establish a
connection before transmitting data. It does not provide acknowledgments, error

detection, or guarantees that messages will arrive or be received in the correct order.
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The main role of UDP is to take data from higher-layer protocols, encapsulate it

into UDP datagram, and pass them to the IP layer for transmission.

01 2 3 4 5 8 7 B O 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 I5 I6 IF 2B 29 30 31

Source Port Destination Port

Length Checksum

Packet data (upper layer packets)

Figure 4.12: UDP Header and its fields[50]

The UDP header is 8 bytes long and consists of four distinct fields, as described
in Table 4.4.

Table 4.4: Fields of an UDP Header

. Size o
Field Name (Bytes) Description
Source Port 2 Identifies the port number of the sending process
Deslt:)lcr::ittlon 2 Identifies the port number associated with the destination process
Length 2 Specifies the total length of the UDP datagram, including both header and data
Checksum 2 Verifies the integrity of the datagram

Transmission Control Protocol

UDP is a simple protocol, suitable for client-server interactions and multimedia
transmissions. However, for most Internet applications, reliable delivery is crucial,
which UDP does not provide. For this reason, TCP was introduced in 1981 through
RFC 793.

The TCP was specifically designed to provide a reliable, end-to-end byte flow
over an unreliable internetwork. Unlike a single network, an internetwork can
include segments with different characteristics, such as topology, bandwidth, delay,
or packet size. TCP dynamically adapts to these variations and maintains robust
performance even in the presence of transmission error or network congestion.

The main responsibility of TCP is to transmit datagrams correctly, making
efficient use of the available network capacity without causing congestion. It also
retransmits lost segments and reorders any out-of-sequence data to reconstruct the

original message correctly.
The TCP Header, shown in figure 4.13, is composed by 11 fields:
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32 Bit

Source port Destination port

Sequence number

Acknowledgement number

TCP C|E|U|A|P|R|S|F
header WI|C|R|C|S|S|Y]|!I Window size
length RIE|G|K|H|T|[N|N
Checksum Urgent pointer
= Options (0 o pit gruppi di 32 bit) =
== Dati (facoltativo) —

Figure 4.13: TCP Header[50]

Source/Destination Port: 16 bits each; these fields identify the port
number of the sending application and the port number of the receiving

application, respectively.

Sequence Number: 32 bits field that specifies the sequence number of the

TCP segment, allowing the receiver to detect missing or duplicate segments.

Acknowledgment Number: 32 bits field indicates the byte number that
the receiver expects to receive next, not the last byte received correctly

(Cumulative Acknowledgment).

TCP Header Length: 4 bits field that indicates the length of the TCP
header in 32-bit words. The header can range from 20 to 60 bytes, so this
field can hold values from 5 (indicating 20 bytes) to 15 (indicating 60 bytes).

Reserved: Field composed by 4 bits unused.
Flag Bits: 8 bits, each one with a specific purpose. (Table 4.5)

Windows Size: A 16 bits field that specifies the maximum number of bytes
that can be sent starting from the last byte acknowledged.
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Table 4.5: Flag Bits[51]

Name

Description

CWR

Congestion Windows Reduced: signals congestion control information between TCP
endpoints.

ECE ECN-Echo: set when the local TCP detects network congestion and requests the
sender to reduce the transmission rate.

URG Urgent: indicates that the Urgent Pointer field is valid, meaning certain data in the
segment should be processed immediately.

ACK  Acknowledgment: when set to 1, the Acknowledgment Number field is valid; if 0, it
is ignored.

PSH  Push: requests the receiver to deliver data to the application immediately upon
arrival, without waiting to fill the buffer.

RST  Reset: used to reset an unstable connection or reject invalid segments or connection
attempts.

SYN  Synchronize: used to establish a TCP connection.

FIN  Finalize: used to terminate a TCP connection (the sender has no more data to send).

o Checksum: 16 bits field that indicates the presence of error in the header

and data.

o Urgent Pointer: 16 bit field, used when the URG flag is set. It indicates

the end of urgent data within the segment.

o Options: A variable bit length field, always a multiple of 32, that allows to

add additional features that are not included in the standard header.

4.2.5 Application Layer

The Application layer represents the higher level in the OSI model. It specifies the
application programs or processes that provide services, independent of the physical
location of the service provider or the user. The lower layers handle reliable data
transport but operate below the user level, without providing direct services to end
users. The main function of the Application Layer is to facilitate communication
and data exchange between applications on different network devices. Through

a variety of protocols, each designed for a specific purpose, this layer enables

applications to interact and communicate efficiently across the network.

The most common Application Layer protocols include HT'TP, SMTP, FTP,

and SNMP[49].
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In the context of Automotive Ethernet, the key protocols at this layer are
SOME/IP and DoIP.

SOME/IP

Scalable service-Oriented MiddlewarE over IP (SOME/IP) is a service-oriented
protocol that functions as automotive middleware, enabling communication between
applications distributed across different ECUs in a vehicle. The main key aspects
of the protocol are its service-based communication approach, small footprint, full
compatibility with AUTOSAR, high scalability for use on both very small and very
large platforms, and greater flexibility compared to other operating systems used
in automotive applications, such as AUTOSAR, OSEK, QNX, and Linux [41].

Client Server

Visible: App. App.
Interface
1 SOME/IP Middleware

Visible:
Packets

Automotive Ethernet Network

Figure 4.14: SOME/IP Overview [52]

As the name suggests, this protocol acts as a middleware, which means an
intermediate software layer that provides all the necessary services to enable
data exchange between independent software components, such as ECUs in the
automotive field. It makes the underlying network transparent and simplifies both
the visualization and the management of the exchanged messages.

One of the most important features of the SOME/IP protocol is the Service
Discovery. Using IP multicast and the so-called SOME/IP-SD messages, this
module allows ECUs to detect and announce the available services within the
vehicle network. The Service Discovery enables dynamic communication between
ECUs by sending and receiving multicast messages, such as “OfferService” and
“FindService”. In this way, ECUs can automatically find each other and exchange

information without a fixed configuration. This mechanism simplifies system
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integration and allows a flexible architecture, where services can appear or disappear

during operation.

The SOME/IP-SD header is added to the normal header configuration of the

SOME/IP protocol, as shown in Figure 4.15.

-
Message ID(Service ID/Method ID) 8 Message ID(Service ID/Method ID)
<
[es)
Length = Length
Request ID(Client ID/Session ID) § Request ID(Client ID/Session ID)
[=N
. aQ
Protqcol Intcrf.acc Message Return Code g Protqcol Intcrf_acc Message Return Code
Version Version Type . Version Version Type
Flags Reserved é
Length of Entries Array o Payload
w I
S 7
2 =
Entrics Array o g
5 = (b)
w
]
Length of Options Array
Options Array

(a)

Figure 4.15: SOME/IP and SOME/IP-SD Header [SomeIP-SD__Attack]

The principal fields of an ordinary SOME/IP header can be explained as
follows[41]:

o Message ID: 32 bits. The first 16 bits represent the Service 1D, which
uniquely identifies a service. A typical service consists of a set of methods,
events, and fields, described by the Method 1D, represented by the last 16
bits.

o Length: 32 bits. This field specifies the total number of bytes in the message,
starting from the Request ID up to the Payload.

* Request ID: 32 bits. It is used to differentiate between multiple calls of the
same method. The first 16 bits represent the Client ID, which identifies a
specific client, while the remaining 16 bits represent the Session ID, which

helps to distinguish sequential messages sent by the same sender.

» Protocol Version: 8 bits. It indicates the version of the SOME/IP protocol.
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e Interface Version: 8 bits. It indicates the major version of the service

interface.

o Message Type: 8 bits. It identifies the types of message.

Table 4.6: Message Types with their possible values [26]

Type Name Value Description
REQUEST 0x00  Request expecting a response
REQUEST NO_RETURN 0x01 Fire & Forget Request
NOTIFICATION 0x02  Request of a Notification/Event callback
RESPONSE 0x80  Response message
ERROR 0x81 Response with an error

e Return Code: 8 bits. It indicates whether a request has been successfully

processed.

SOME/IP is based on the activities of client and server. It is possible to

differentiate different topologies of communication:

« Request/Response: A request message is sent by the client to call a function,
while a response message is sent by the server to the client containing the

result of the requested function.

o Fire & Forget: A message is sent by the client to the server to invoke a

function, and no response is provided by the server.

« Events: When a specific event occurs, the server sends a message to the
client with the corresponding information. Before that, the client must inform
the server that it wants to receive those updates, like a subscription. Event

messages work in a similar way to standard CAN messages.

» Fields: Fields represent properties that can be accessed remotely using Getter
and Setter messages. The Getter is used to read the value of a field, while
the Setter is used to modify it. When a field value is updated, a notification

is sent.
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Figure 4.16: Four different SOME/IP communication methods [53].

DolIP

Diagnostic over Internet Protocol (DolP) is an important protocol used in automo-
tive Ethernet. Standardized by ISO 13400[54], DoIP has had a significant impact
on the automotive industry, especially in diagnostics and communication between
external diagnostic tools and vehicle components using IP, TCP and UDP.

Unlike other diagnostic protocols that depended on direct physical links, such
as Unified Diagnostic Service (UDS) used over CAN, DolP operates over high-
speed Ethernet networks. This allows for faster diagnostics and software updates,
reducing operational costs while maintaining reliability.

Moreover, DolP enables communication over a network, allowing diagnostics and
software updates to be performed remotely. This feature is particularly important
for modern vehicles, which make use of advanced electronics requiring frequent
software updates.

An example of DolP architecture within a vehicle is explained in Figure 4.17.
All DolP entities must implement certain functionalities, as specified in ISO 13400,
such as using the same IP version across all entities, ensuring unique MAC addresses,
and implementing TCP according to RFC 793.

The DoIP communication sequence, shown in Figure 4.18, can be summarized
in a few steps. First, the tester device sends a Vehicle Identification Request to
the DolP gateway, which responds with the Vehicle Identification Number (VIN),
Entity ID (EID), and its logical address. After this identification phase over UDP,
the tester sends a Routing Activation Request over TCP. Once validated by the
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Figure 4.17: DolP Architecture [55]

gateway, the communication between the tester and the target ECU is enabled and
confirmed through a Routing Activation Response. After that, diagnostic messages
between the tester and the ECU can be exchanged, with acknowledgments used to

ensure correct delivery[56].
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Figure 4.18: DolP communication session example [56]

48



Automotive Ethernet

The general structure of a DolP Ethernet frame is illustrated in Figure 4.19,
which highlights the formats of the Ethernet frame, the DoIP message, and the
DolP payload.

Ethernet Frame Eth Hdr IP Hdr TCP/UDP Hdr “ Eth CRC

Protocol Inv. Protocol Payload Payload
Version Version Type Lenght DolP Payload

DolP Message

1 Byte 1 Byte 2 Byte b Byte™ ) 0...4294967295 Byte

DolP payload Source Target User Data
(diagnostic Message) Address Address e.g. UDS request

28yte 2Byte 0..4294967295 Byte

Figure 4.19: Typical structure of the DolP Ethernet frame [26]

4.2.6 AVB/TSN

Nowadays, most vehicles include the need for high-end camera, advanced safety
functions, and complex infotainment systems with ADAS being one of the most
relevant features.

At first, Ethernet was not considered ideal for vehicle multimedia applications
because traditional Ethernet offered non-deterministic packet delivery. In 2005,
the IEEE formed the Audio Video Bridging (AVB) Task Group to enable reliable,
low-latency, and synchronized streaming over Ethernet.

Moreover, the main challenges extended beyond the audio/video domain. In
2012, the AVB standard was renamed as the Time Sensitive Network (TSN) Task
Group. Its main goal was to achieve low latency, high bandwidth, redundancy sup-
port, and deterministic communication, especially for Ethernet networks involved
in safety-critical functions.

As is possible to notice in 4.1, the AVB/TSN protocol is designed to operate
at Layer 2 of the OSI model, the Data Link Layer. This allows to avoid all the
complexity of the upper layers, meaning that there are no IP addresses, ports, or
sockets involved.

In an automotive network, it is possible to have a hybrid topology with both
AVB and non-AVB ECUs. Inside an AVB domain, only AVB-capable endpoints

and bridges can transmit or receive AVB streams. Non-AVB nodes can still be
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connected to the same physical network, but they are not part of the AVB domain
and treat AVB traffic as normal Ethernet frames, without any synchronization or

quality of service guarantees.

Professional quality AR/
not possible between

\
AVB domain 2

AVB endpoints 1 and 3 Professional
end since there are non-AVB quality AV only
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the two
non-
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AVB domain 1 .
R — endpoint 1 and 3 Path

Figure 4.20: AVB Connection example [57]

Besides the AVB-capable switches or bridges, the AVB ECUs can be divided
into two categories: The AVB "Talkers", which are the sources of the streaming
data, and the AVB "Listeners', which are the devices that receive and use the data.

Regarding the AVB transport protocol, the first standard that defined the
transmission of different raw and compressed audio/video formats was IEEE 1722-
2011, also known as the Audio/Video Transport Protocol (AVTP). An example of
an IEEE 1722 frame is shown in Figure 4.21. The AVB data are carried within an
IEEE 1722 frame, called the AVBTP Payload, with a maximum frame size of 1476
bytes. The Ethertype typically used for IEEE 1722 is 0x22F0. Besides the AVBTP

payload, additional information is included in the 1722 packet, such as:

» Header: indicates the type/format of AV data.

o StreamlID: uniquely defines a specific data stream, derived from the Talker’s
MAC address.

« AVB Timestamp: provides the presentation time for synchronization pur-

poses.
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o PacketInfo: specifies the format of the data in the Payload.

AVB
Ethemet| Preamble | Do | Source | VLAN |Ether- IEEE 1722 packet CRC
Addr. Addr. tag | type
frame = <
26 bytes —— 0-1500 bytes \-z bytes
" N\

" - '.\

IEEE 1722 Stream| AVB Payload
P .g. 61 ki
packet Header ® |esem| ayload (e.g. 61883 packet)
24 ﬁ-aes 0-1476 bytes

Figure 4.21: AVB Frame Format

Together with IEEE 1722, the AVB is completed with three foundational
standards: 802.1AS, 802.1Qat, and 802.1Qav . These standards handle, respectively,
the time synchronization, stream reservation, and traffic shaping.

IEEE 802.1AS is responsible for synchronizing all nodes within an AVB domain
to a common reference clock. Also known as the generalized Precision Time
Protocol (gPTP), this standard designates one principal node as the Grandmaster
Clock, to which all other clocks in the network are synchronized. The selection of
the Grandmaster is managed through the Best Master Clock Algorithm (BMCA),
which automatically selects the most suitable clock source based on parameters such
as priority and clock quality. Once the Grandmaster is chosen, all other devices
synchronize their local clocks accordingly. Another main function of the algorithm
is to deal with the clock spanning tree, the path where all the synchronization
messages are distributed across the network. To ensure accurate timing, the link
delay which represents the propagation delay between connected nodes, must be
accurately measured and compensated by exchanging Sync and Follow Up messages
between master and slave clocks, as shown in Figure 4.22.

To reserve bandwidth for specific applications and data streams within AVB
network, the IEEE802.1Qat Stream Reservation Protocol (SRP) is used. By using
SRP, the Talkers announce the availability of the stream they intend to transmit
to all the AVB nodes, while the Listener can subscribe to those treams if they
wish to receive them. Thanks to this mechanism, each switch along the path from
the Talker to the Listeners checks whether the required bandwidth is available. If
so, the bandwidth is reserved for the stream, otherwise the reservation request is
rejected. The total bandwidth that can be reserved for an AVB stream is up to
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Figure 4.22: AVB Synchronization [58]

75%, and it is possible to differentiate between classes with different priority values,

as shown in table 4.7.

Table 4.7: SRP priority classes[41, 58]

AVB Stream Class Priority Value Frequency of packets [kHz|] Interval Time [us]
A 3 8 125
B 2 4 250

The last of the three standards, the IEEE 802.1Qav, known as Forwarding and
Queuing for Time-Sensitive Streams (FQTSS), for regulating and scheduling the
transmission of time-sensitive streams over time. This can be done by applying the
Credit-Based Shaper (CBS). The working principle of CBS is based on assigning a
credit value to each traffic queue. When the credit is equal or higher than 0, the
packet is transmitted, and the credit decreases with a fixed send slope; when the
credit is lower than 0, the packet must wait in the queue while the credit increases
with a fixed idle slope. Figure 4.23 graphically illustrates the working principle of
the CBS.

These protocols make AVB a standard capable of efficiently supporting au-
dio/video streaming in the multimedia domain, but it is not suitable for time-critical
and safety-critical control traffic. However, it is not suitable for time-critical and
safety-critical control traffic, such as the communication between sensors within
a vehicle [18]. For this reason, as mentioned before, in 2012 the AVB standard
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Figure 4.23: Tllustration of CBS working principle [41]

evolved into the TSN Task group, with the aim of introducing new standards
that extend the IEEE 802.1Q switches with additional features. The main goal
of these new standards was to provide ultra-low latency, higher reliability, and
improve clock synchronization robustness. The most relevant protocols introduced

are summarized in Table 4.8.

Table 4.8: Main TSN standards for in-car communications|18]

Name Description

802.1Qca-2015  Path Control & Reservation

802.1Qbv-2015  Enhancements for Scheduled Traffic
802.1Qbu-2016  Frame Preemption

802.1Qci-2017  Per-Stream Filtering and Policing

802.1Qch-2017  Cyclic Queuing and Forwarding

802.1QCB-2017 Frame Replication and Elimination for Reliability

802.1Qcc-2018  Stream Reservation Protocol (SRP) Enhancements and Performance
Improvements

802.1Qcr-2020  Asynchronous Traffic Shaping

802.1QAS-2020 Timing and Synchronization for Time-Sensitive Application

P802.1QDG Time-Sensitive Networking Profile for Automotive In-Vehicle Ethernet
Communications

P802.1QAEdk  MAC Privacy Protection

Since audio/video and sensor data play a crucial role in modern vehicles, it is
essential to have a security protocol that protects all the sensitive data and control
messages. As it is possible to see in Table 4.8, the TSN standard includes the IEEE
802.1AEdk, an amendment of the IEEE 802.1AE-2018 standard, known as MAC
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Security Protocol (MACsec). This protocol ensures the confidentiality, integrity,
and authentication of Ethernet frames. The next chapter will focus on MACsec,

describing its main features and working principles.
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Chapter 5

MACsec

With the increasing connectivity of modern vehicles, ensuring secure data transmis-
sion has become a fundamental requirement. As introduced in the previous chapter,
MACsec is the IEEE 802.1AE standard designed to provide secure communications
at the Data Link Layer. This protocol plays a key role in protecting Ethernet
networks from different security threats by ensuring confidentiality, integrity, and
authentication. The main focus of this chapter will be the MACsec protocol,
by analyzing its working principles, advantages and disadvantages, and potential

application within the automotive domain.

5.1 Overview and Architecture

MACGsec is a security protocol defined by IEEE 802.1AE standard that provides
authentication, confidentiality, and integrity for data transmitted over point-to-
point links within a LAN. It protects the network from unauthorized devices
attempting to inject, modify, or sniff on Ethernet frames.

This security protocol operates at layer 2 of the OSI model, the Data Link
Layer, since it provides hop by hop protection between directly connected devices,
such as between two switches or between a host and a switch, by acting at the
MAC address level. Its main working principle is to encrypt and authenticate every
Ethernet frame transmitted over the physical link, regardless of the upper-layer
protocols (IPv4, IPv6, VLAN, etc.), by adding a dedicated header and additional

fields to the original frame.
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Before the encryption and authentication process can take place, MACsec
requires a mechanism to establish a secure communication channel through the
exchange of cryptographic keys. This task is handled by the MACsec Key Agreement
(MKA) protocol, defined in IEEE 802.1X. MKA is responsible for generating and
distributing session keys among connected devices, in order to ensure that only

authorized entities can participate in a secure link.

SENDER HOST SoC or pC RECEIVER HOST SoC or pC
ephemeral MAC MAC ephemeral
SAK ” (TX of MAC frames) (RX of MAC frames) SAK h
(Secure Association Standard MAC Frames Standard MAC Frames (Secure Association
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ENENC0 - B e ) I L T I - |
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Figure 5.1: MACsec Architecture [59]

MACsec architecture is based on the creation of groups of trusted devices
called Connectivity Associations (CAs). A CA is a logical construct that connects
nodes within the same LAN that supports the MACsec protocol; all devices in
the CA share the same cipher suite and security keys, which are established and
managed by the MKA protocol. Once a CA is established, Security Channels (SCs)
Each SC is

unidirectional, so a bidirectional communication requires two SCs, one for each

are created between the nodes to secure the communication links.

direction. For each SC, one or more Secure Associations (SAs) are created. Each
SA is linked to a Security Association Key (SAK), used to encrypt and authenticate
the data according to the selected cipher suite. Every SAK is uniquely identified by
a Secure Association Identifier (SAI), composed by the Secure Channel Identifier
(SCI) and the Association Number (AN). Using this structure, together with the
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Permit Policy, frames are protected by adding a Security TAG (SecTAG) and an
Integrity Check Value (ICV), ensuring protection of the transmitted data.

A visual representation of this architecture and its main components is shown
in Figure 5.1.

5.2 MACsec Frame

As mentioned above and shown in Figure 5.2, a MACsec frame format is based on
a standard Ethernet frame with the addition of two main fields: the Security TAG
(SecTAG) and the Integrity Check Value (ICV).

I Authenticated '
| Encrypted
DMAC SMAC [ISEETAGHE VI AN ETYPE PAYLOAD BeW Fcs

8 Byte 8 Byte
opticnal

Figure 5.2: MACsec frame structure [60]

The SecTAG is a fundamental field within the MACsec frame, since it contains
all the crucial security information required by the receiver for the decryption
and verification of the data. It also includes a packet number, useful for replay
protection. As shown in Figure 5.2, the SecTAG can be either 8 or 16 bytes long,
depending on the presence of the Secure Channel Identifier (SCI), and it is divided

into several subfields:

Table 5.1: Different fields inside the SecTAG

SecTAG fields Length Description
EtherType 2 Bytes Contains the MACsec Ethertype, with a fixed value of 0z88E5.

Tag Control Information (TCI) 1 Byte Contains information about protection and encryption parameters.

Short Length (SL) 1 Byte  Specifies the length of the protected data field, specifically the number of
bytes between the last byte of the SecTAG and the first byte of the ICV.

Packet Number (PN) 4 Bytes Provides protection against replay attacks and is also used as Initialization
Vector (IV) by the Cipher Suite.

Secure Channel Identifier (SCI) 8 Bytes Identifies the Security Association to which the traffic belongs.
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As detailed in Table 5.1, the TCI is further subdivided into several bits that

provide additional information. A TCI is composed of[61]:

« Version number (V): Version number of the MACsec protocol, currently

always set to 0;

« End Station (ES): Indicates whether the SCI matches the MAC source

address;
« SCI presence (SC): Indicates whether the SCI is present;

 Single Copy Broadcast (SCB): Used to manage single copy broadcast in

specific network topologies, without requiring the SCI;
« Encrypted payload (E): Indicates whether the payload is encrypted;

e Changed Text (C): Indicates whether the transmitted data differs encrypted
data;

« Association Number (AN): Identifies up to four different Secure Associa-

tions (SAs) within a Secure Channel.

Finally, the ICV field is appended at the end of the frame. It is 16 bytes long
and its main function is to verify that the frame has not been altered during the
transmission. The ICV is computed by the cipher suite algorithm and at the
destination, it is recomputed and compared to the received value. If the values

matches, the frame is accepted; otherwise, it is discarded.

5.3 MKA

The ITEEE 802.1AE standard relies on authentication, generation, and exchange of
cryptographic keys. In order to achieve this, it uses an external protocol, IEEE
802.1X, known as the MACsec Key Agreement (MKA). The main purpose of MKA
is to detect the devices that support MACsec and to manage the negotiation of
the keys to establish a secure link connection between them.

MKA supports two different mechanisms for the generation of key material:

» Extensible Authentication Protocol (EAP)
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o Pre-Shared Keys (PSK)

In the automotive domain, EAP is not typically used, since MACsec used with
PSK offers higher performance at startup and lower implementation complexity
compared to EAP. Using PSK means that the initial key, i.e. Connectivity Associ-
ation Key (CAK) and its respective Connectivity Association Key Name (CKN),
are pre-installed on the communication participants in advance.

Each MACsec Key Agreement Protocol Data Unit (MKPDU) includes a CKN,
which is used to process the received MKPDU.

From the CAK, MKA derives two additional keys called Integrity Check Key
(ICK) and Key Encryption Key (KEK). The ICK is used to generate the Integrity
Check Value (ICV) in MACsec, at both the receiver and the transmitter, and to
verify the integrity of the MKPDU, ensuring that both parties possess the same
ICK. On the other hand, the KEK is used to encrypt and distribute the SAKs.

The hierarchy of all MKA keys is shown in Figure 5.3.

¢ =

Integrity Check
Key (ICK)

Connectivity

Association Key
(CAK)

Figure 5.3: MKA Key Hierarchy

5.3.1 MKA Sequence

Usually in the MKA architecture, there are three different main role devices:

» Supplicant, also known as a client;

e Authenticator;
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o« Authentication Server.

Usually, in automotive applications, in order to reduce the extra communication
with a server over internet or onboard and to reduce the delay introduced by the
Authenticator and the Authenticator Server, there is a controller, called Key Server,

that contains both the Authenticator and the Authentication Server.

(Supplicant) (Authenticator)
Peer Key Server
Pre-shared key Pre-shared key

(CAK)

e =

Key Server—— |

MACsec Capable/Potential Peer
i

Distributed SAK— |

SAK installed
SAK

MACsec protected traffic

Figure 5.4: MKA Sequence [62]

The sequence of the MKA is shown in figure 5.4. It can be divided into different

parts:

1. The Authenticator node, so in this case the Key Server, has the role to
announce to the other devices that it is capable to use the MACsec protocol

and tells the information needed to begin a new communication.

2. After receiving the packets from the Key Server, the nodes that belong to
the same CA can take part to the MKA process. These nodes began the

60



MACsec

Supplicant nodes and inform the Key Server with their MACsec capabilities

and all the information needed to identify them.

3. The Authenticator and the Supplicants exchange all the information useful

to authenticate each other in the communication.

4. Once that the authentication is done, the Key Server can distribute to the
Supplicant nodes the SAK keys that are encrypted and integrity protected
using the KEK and ICK keys derived by the CAK, as explained in section
5.3.

5. The SAKs are installed, and so both the Supplicants and Key Server are
informed about the correct installation of the key for transmission and

reception.

After this sequence, the MACsec protocol is ready to use.

5.4 MACsec Tx and Rx

After the MKA process is completed and the SAKs have been distributed among
the connected devices, the MACsec protocol can start protecting Ethernet commu-
nication in the vehicle.

At this point, MACsec is responsible for performing encryption and authentica-
tion of Ethernet frames. These operations take place in two different phase of data

flow: transmission (TX) and reception (RX).

5.4.1 MACsec Tx

In the transmitting MACsec PHY, a standard Ethernet frame is received by the host
MAC, such as the one described in Chapter 4.2.2. The original FCS is discarded
because the frame content will be modified, and therefore a new FCS must be
calculated.

As previously mentioned, the PHY (or MACsec sublayer) assembles the SecTag,
which contains an EtherType field with a fixed value of 0z88FE5. Beside the
EtherType, the correct AN is inserted, and the PN is incremented by one, since a

new MACsec frame is being transmitted.
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Once completed, the SecTAG is inserted into the Ethernet frame.

The PN, combined with Padded Zeros, forms the Initialization Vector, which is
provided as input into to the AES Crypto engine.

During transmission, the correct SAK is selected based on the AN contained
in the SecTAG. The SAK is also used by the AES cipher to compute the ICV.
This new value is then appended to the Ethernet frame, and finally a new FCS is

calculated.

As shown in Figure 5.5, after completing this step, a secured but non-encrypted
MACsec PDU is ready for transmission to the receiving device.
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MAC
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Destination| Source Ve
Address | Address |V"A"| u | I A %
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Initialization Vector = Padded Zeros + PN
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based on the active ’.
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\Y4
To
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Figure 5.5: MACsec Transmit [59]

5.4.2 MACsec Rx

After transmission, the receiving device obtains the secured MACsec frame, which
includes the SECtag and the ICV. The ICV plays a fundamental role in frame
authentication.

From the SECtag, the AN is extracted in order to identify the correct active
SAK. The PN is also read by the frame. The SAK key and the PN, used to build
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the Initialization Vector, are provided as input in the AES crypto engine, following
the same principle described for the TX case.

The received frame, excluding the ICV and FCS fields, is processed by the AES
engine to compute a new ICV. If the frame has not be altered during transmission,
the calculated ICV will match the received ICV. The receiving MACsec PHY
then compares the two values. If they are identical, the frame is successfully
authenticated.

After successful authentication, the SecTAG and the ICV are removed, and a
new Ethernet FCS is calculated and appended to the frame.

Finally, the frame is restored to a standard Ethernet frame, ready to be

transferred into the host MAC of the receiving device.
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Figure 5.6: MACsec Receive [59]

5.5 Advantages of MACSec in Automotive Ap-

plications

As previously explained, MACsec is an effective solution for network security, but

its main advantages go beyond the basic protection mechanisms.
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For this reason, especially in the automotive field, it represents a very suitable

technology for several applications. In particular:

Scalability and High Performance: MACsec can be deployed in different
network topologies, from simple point-to-point links to complex multi-node
systems, thanks to its scalability. Moreover, the cryptographic processing is
designed to support high data rates and low latency. In particular, header
processing can start even before the entire frame has been received. This

behavior is useful for real-time automotive applications.

Hardware-Based Implementation: Unlike many other security protocols,
MACsec can be entirely implemented in hardware. This reduces system com-
plexity and potential vulnerabilities, while minimizing the need for software
intervention. As a result, risks related to software development, updates and

maintenance are also reduced.

Full Line-Rate Operation: MACsec operates at the full speed of the
network, meaning that security is provided without degrading communica-
tion performance. This is particularly important in Automotive Ethernet,
where large volumes of data must be handled while guaranteeing maximum

bandwidth and deterministic behavior.

Comprehensive Security Features: In addition to performance and
implementation benefits, MACsec provides different built-in security functions.
These features protect the data exchange against different network threats,

as summarized in Table 5.2.

Prevention of Unauthorized Access: Only authenticated devices are
allowed to exchange protected data, reducing the risk of untrusted ECUs or

malicious actors gaining access into the vehicle network.

Compliance with Industry Standards: Since MACsec is regularized by
an IEEE standard, it is easier for manufacturers to apply regulatory and

industry requirements for in-vehicle network security.

All these characteristics make MACsec highly suitable for automotive networks,

where both high performance and strong protection against network attacks are

required.

64



MACsec

Table 5.2: Security features of MACsec

Feature Description

Device-to-Device Security MACsec protects data exchanged directly between devices, even if the
network infrastructure itself is not trusted.

Connectionless Data Integrity Since every MAC frame contains a personal integrity verification code,
every change of the data is easily detected.

Data Origin Authenticity Every protected frame received by a device is certainly originated from
an authenticated device.

Replay Protection MACsec detects and prevents replay attacks by using packet numbering
and validation mechanisms. Limited tolerance is allowed only for frame
reordering.

Bounder Receive Delay MACsec is able to detect abnormal frame delays, for example those caused

by man-in-the-middle attacks.

5.6 Attack to In-Vehicle Networks

As discussed in the previous chapters, the increasing adoption of Ethernet in the
automotive domain has introduced new types of vulnerabilities.

Network attacks can originate from different causes, but usually they are
initiated by a malicious actor who, by exploiting existing vulnerabilities or physical
access, gains access to the in-vehicle Ethernet Network.

The main components that are more exposed to these attacks are:

« ECUs: Attacker may attempt to read or manipulate the communication
between different ECUs, which are responsible for critical vehicle function,

such as breaking, steering, and engine management;

o« ADAS: ADAS handles sensitive data used for safety features such as collision
avoidance, lane-keeping assistance, and adaptive cruise control. Compromis-

ing these systems can directly affect vehicle safety:;

e Body Control: These systems control and monitor all the vehicle electronic
function, ranging from door locking to interior lighting control. Unauthorized

access may lead to loss of comfort function and, in some cases, safety issues.

The network attacks can be classified into two main categories: active and
passive. Active attacks involve the modification, injection, or disruption of messages

during transmission. In these cases, an attacker may first intercept a message and
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then change or retransmit it in order to influence the system behavior. Passive
attacks, on the other hand, aim only at observing and collecting all the information

from the network without interfering with the communication protocol.
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Figure 5.7: Threat Scenario in a vehicle network [63]

As shown in Figure 5.7, performing an attack may simply require access to
Ethernet links or ports. The main goal of these attacks can include perform a
Denial-of-Service (DoS) attack, which is particularly dangerous for a vehicle, or
collecting sensitive information that may compromise the vehicle user privacy.

The most common security dangers in the automotive domain can be summa-
rized into four main types: eavesdropping, Main-In-The-Middle (MITM), frame
dropping and modify, and replay attacks.

5.6.1 Eavesdropping

In absence of security protocols, the data contained in network messages can be
easily intercepted and read. For this reason, an attacker can observe and analyze
the information exchanged between devices. Through eavesdropping, the attacker
may identify the type of traffic, the ECUs or devices present in the network,
and potentially sensitive data such as proprietary or private information. This

knowledge can later be used for malicious activities.
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Figure 5.8: Eavesdropping attack

5.6.2 Man-in-the-middle

The Man-in-the-Middle attack occurs when an attacker stands itself between two
devices in the vehicle network, pretending to be a legitimate node or a device. From
this position, the attacker can intercept, modify, and inject fraudulent messages
into the communication channel. These fake messages may contain wrong or
manipulated information, allowing the attacker to influence the behavior of vehicle
system. A simple example is the injection of fake data from sensor, radars, or
camera in order to trigger unintended actions, such as activating the braking

system.

This topology of attack is also particularly relevant in Time Sensitive Network.
By injecting packets with a falsified high priority, an attacker can disrupt the
scheduling mechanism explained in Chapter 4.2.6. This may lead to queue conges-

tion, increase latency for critical traffic, and a reduction in network determinism.
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Figure 5.9: Man-in-the-middle attack

5.6.3 Drop and Modify

In this type of threat, the attacker gains access to the network and acts as a
malicious gateway through which messages are routed. This fake gateway can
selectively drop and modify the frames passing through it. The ECUs in the
vehicle may only receive these manipulated or missing messages and, without any
security mechanisms, trust them as legitimate. This can lead to unauthorized
and abnormal system behavior. This topology of attack can be difficult to detect
while still interfering with vehicle operations, reducing the overall system reliability.
For example, an attacker could selectively block critical frames, causing service

disruption or preventing their transmission.

Ethernet

Figure 5.10: Drop and Modify attack
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5.6.4 Replay and Flooding

In a replay attack, an attacker captures a valid message and saves it for later
retransmission. By injecting the same message again into the network, the attacker
can create confusion at the receiving device, which may process multiple copies of
the same frame. This behavior can also lead to a flooding scenario, where replayed
messages are transmitted at a high rate, potentially overloading the ECU with
excessive traffic. As a result, the device may experience degraded performance or
malfunction due to the high volume of incoming frames. Examples of messages
that could be replayed include commands to unlock doors, start the engine, or

perform other car control actions.
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Figure 5.11: Replay and Flooding attack

5.7 MACGCsec vs Other Security Protocols

MACsec is not the only protocol that can provide secure communication over
Ethernet. Other security solutions that can also be used in automotive Ethernet
environment are Internet Protocol Security (IPsec), Transport Layer Security (TLS),
and Datagram TLS (DTLS).

[Psec is a security protocol that operates at the network layer (Layer 3 of the
OSI model). It is mainly composed by two protocols [64]:

o Authentication Header (AH): This protocol provides authentication only,
without providing encryption. It works by adding an additional header to
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the IP packet, generated by applying a cryptographic algorithms, such as
HMAC-MD5 or HMAC-SHA, to the IP header and its payload. This allows
verification that the packet has not been modified during the communication
through the network, and guarantees data integrity, origin authentication,

and replay protection.

« Encapsulating Security Payload (ESP): This protocol provides both
encryption and data integrity. A new header, called ESP, is inserted after
the original IP header, so routing can still be performed normally. The same
cryptographic algorithms as AH are used. Unlike AH, ESP authenticates
only the payload of the frame and not the entire IP packet.

[Psec can work in two different modes: Transport mode, where only the payload
is protected, usually used on short links, and Tunnel mode, where the entire packet
is encapsulated and protected, typically used in Wide Area Networks (WANSs).

TLS is a protocol mainly used to protect the communication between applica-
tions and represents the evolution of the Secure Socket Layer (SSL) protocol. It is

based on two types of cryptography [64]:

e Symmetric cryptography: It is used in order to encrypt and decrypt
transmitted data, by exchanging secure keys between the sender and the

receiver.

o Asymmetric cryptography: It is used to encrypt the data. Two different
keys are used: a public key, used by the sender to encrypt the data, and a
private key, used by the receiver to decrypt the data.

Keys are generated using algorithms such as Rivest—-Shamir—Adleman (RSA) and
Diffie-Hellman (DH) and are discarded at the end of the session. TLS also ensures
data integrity by attaching a Message Authentication Code to each transmitted
message, preventing tampering and replay attacks.

TLS only works over TCP connections, while DTLS is the equivalent protocol
designed for UDP communications.

MACsec, IPsec and TLS/DTLS are different security protocols, used at different
layers and for different purposes. As shown in Figure 5.12 M ACsec works at the

data link layer and protects every Ethernet frames, automatically securing the upper
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layers. IPsec protects IP frames only along the network path, while TLS/DTLS
secures only specific applications connections (TCP or UDP).

From a performance point of view, IPsec and TLS/DTLS require more pro-
cessing because they are typically handled in software and must manage each
communication session individually. At high data rates this becomes a limitation.
MACsec instead is implemented in hardware and works point-to-point, requiring
less processing and introducing minimal latency.

For this reason MACsec is particularly suitable for in-vehicle networks where low
latency and deterministic communication are required, while IPsec and TLS/DTLS

are typically used for higher-layer protection or external communications.
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Figure 5.12: Overview of different security protocols in automotive domain [65]

Another important aspect is the number of security handshakes required during
vehicle startup. This strongly depends on the security protocol topology. MACsec
scales linearly with the number of links, since one initialization is required for every
Ethernet connection. Instead, TLS/DTLS and IPsec require a handshake for each
communication session. For a vehicle with 20 ECUs, the number of initializations
becomes significantly different, as shown in Table 5.3. The number of handshakes
is very important, since a large number of handshakes increases startup time and

may delay the activation of crucial systems such as ADAS or cameras[66].
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Table 5.3: Handshakes in a vehicle network|[66]

Protocol Startup per connection Example with 20 ECUs

MACsec n per Ethernet link 20 MACsec startups
[Psec n? per IP connection 800 IPsec startups (both di-
rection)

TLS/DTLS n? per UDP/TCP connection 1600 TLS/DTLS startup or
more (TCP + UDP and
both directions)
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Chapter 6
Testing Environment

The main goal of this work of thesis is to analyze the behavior of MACsec, in order
to understand its real operating principle and evaluate the performance of this
security protocol. This chapter describes all the elements that made this study
possible. In particular, it presents all the hardware tools used, such as RAD-Moon
and RAD-Gigastar, together with the VehicleSpy3 software, all provided by Intrepid
Control Systems.

Intrepid Control System is an American company mainly focused on developing
advanced software and hardware tools for the automotive fields. Their products
are designed to support engineers working in vehicle networks. The company has a
long experience with communication technologies such as CAN, CAN FD, and LIN,
and in the recent years has expanded its focus on automotive Ethernet, providing

solutions for ECU testing, simulation, diagnostic, and data analysis.

6.1 Vehicle Spy 3

One of the most important software tools developed by Intrepid Control Systems is
Vehicle Spy. Vehicle Spy 3 is a multifunctional tool that includes several features
such as diagnostic, ECU/nodes simulation, data acquisition, automated testing,
calibration, and vehicle network monitoring.

Besides its wide range of applications, one of the main strengths of this software
is its simple and user-friendly interface. This choice reflects the company’s focus

on usability and helps improve user productivity.
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Due to its versatility, Vehicle Spy is widely used in both research and industrial
automotive environments. It supports different network protocols (CAN, CAN FD,
J1939 for heavy vehicles to Automotive Ethernet) and allows the user to interact
with a vehicle communication system in a flexible way. Thanks to its integrated
functions, the software can be used during different phases of development, from
testing and validation, with the ability to simulate an entire vehicle bus, to
troubleshooting and system analysis.

The main applications of Vehicle Spy in the automotive field can be summarized

as follows:

o Message Setup and Monitoring: It is the main application of the software.
This functionality allows the user to view, save, and analyze the message
traffic from all the networks simultaneously, even if different communication

protocols are used.

o Simulation: The ability to simulate ECUs or network nodes makes Vehicle
Spy useful for creating a complete test setup. Through Graphical Panels and
Scripting, it is possible to reproduce specific customer functions. Another
important feature is the Replay function, which allows pre-saved network

traffic to be replayed during a live bus session.

o Data Acquisition: By recording communication data, the software offers a
complete solution for data acquisition and analysis. Signals can be monitored

in real time, while saved logs file can be analyzed in a second moment.

« Diagnostics: Vehicle Spy also supports ECU diagnostics through common
automotive diagnostic protocols. It allows sending diagnostic request, receiv-
ing and interpreting responses, and monitoring parameters related to the
system status. This feature is useful to read fault codes and to understand

vehicle behavior during testing and validation.

« Memory Edit/Calibration: Vehicle Spy enables real time modification
of ECU memory parameters, making it possible to adjust calibration values,
test different configurations, and to analyze system behavior without modify

the entire software.
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Figure 6.1: Example of Message View page of Vehicle Spy 3

1 these functions can be easily executed thanks to the different views and

panels available in the software. The most important tabs available in the main

page are:

Message View: This is the area where all active buses and signals can be
monitored. In this view it is possible to filter and highlight messages sorted
by specific parameters such as time, counter, source/destination IP or MAC

address, data bytes, and other useful information (Figure 6.1).

Messages/Database Editor View: In this section it is possible to configure
and edit databases and messages. The tool makes it easy to create or modify
messages by using the Messages Editor and adjusting messages or signals

parameters.

Transmit Panel: This panel allows the user to control the transmission
of different types of messages, either manually or by setting a periodic

transmission rate.

Graphical Panel: This feature is useful for creating a custom user interface
in order to interact with scripts, transmit messages, or visualize bus data in

different ways.
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6.2 RAD-Gigastar

Figure 6.2 shows the RAD-Gigastar, one of the most versatile tools developed by
Intrepid Control Systems. It can operate in different modes, such as an active tap,

media converter, vehicle interface, and Ethernet Data Logger.

Figure 6.2: RAD-Gigastar[67]

The device supports two 100/1000BASE-T1 or BroadR-Reach connections and
also includes two Small Form-factor Pluggable (SFP) cages, allowing the use of
optical or copper SFP transceiver. This feature is particularly interesting in the
context of MACsec, since some SFP can integrate MACsec functionality, enabling
the possibility to have a secure communication through the RAD-Gigastar.

Over Ethernet, the device can also be used as a programmable gateway, enabling
communication between different networks, for example as a CAN-Ethernet gateway.

As shown in Figure 6.3, the RAD-Gigastar provides the following interfaces:
e 2x 100/1000BASE-T1 using the Marvell 88Q2112 PHY;

e 2x 100BASE-TX/1000BASE-T/1000BASE-X SFP ports;

o 6x ISO CAN FD channels with selectable on-board termination;

o 2x FlexRay receive channels with selectable on-board termination

o 1x LIN/K Line;
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e 1x DolP activation line;

o 1x 48V port for power supply.

s
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Figure 6.3: RAD-Gigastar Interfaces [67]

One of the most useful configurations of the RAD-Gigastar is its use as an
active tap, meaning that the device is placed between two Automotive Ethernet
nodes. These nodes can be ECUs or, for example, an ECU connected to a switch.
The communication between the devices continues normally, so the presence of the
RAD-Gigastar does not interfere with the network data flow. However, the tool
allows all the traffic to be monitored and copied to a PC, where it can be analyzed

using software such as Vehicle Spy.

6.3 88Q2221M 1000BASE-T1 with TC10 and
MACsec SFP module

Beside the tools developed by the company, such as the previously described
RAD-Moon and RAD-Gigastar, another important component is the Automotive
Ethernet SFP module developed by Intrepid Control Systems. This module is
based on a single-pair Ethernet PHY, specifically the Marvell 88Q2221M, which
consents the communication over both 100BASE-T1 and 1000BASE-T1 links.
The Marvell 88Q2221M is an Automotive Ethernet PHY, meaning an integrated

circuit that handles communication at physical layer, developed by the company
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Marvell. In addition to signal transmission, this device includes security-related
features[68]. In particular, it follows the OPEN Alliance TC17 specification and
integrates MACsec functionality directly at the hardware level. This makes it
possible to secure link-layer communication without impacting the high data rates

required in Automotive Ethernet[69].

Figure 6.4: SFP module with MACsec, developed by Intrepid CS [70]

The SFP module shown in Figure 6.4 is increasingly used in automotive appli-
cations because it improves Layer 2 security while maintaining full communication
speed. By implementing MACsec at the hardware lever, it helps to prevent possible
intrusion such as man-in-the-middle and other network threats discussed in Chapter
5.6. In addition to these features, this SFP module also meets the Open Alliance
TC10 requirements. This specification supports the wake-up and sleep mechanism
for Automotive Ethernet, allowing the physical layer to enter in low-power states
when communication is not needed, thus reducing energy consumption[71].

So, basically, the most important features of this SFP module are:

o Supports IEEE 802.3bw and IEEE 802.3bp standards;

o Complies with the Open Alliance TC10 requirements for Automotive Ethernet

sleep and wake-up functions;

o Supports the Open Alliance TC17 specification for the MACsec security

protocol;
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e Supports user-selectable link modes, including master, slave, and auto-

negotiation, with auto-negotiation set as the default mode.

6.4 Experimental Setup

In order to study the behavior of MACsec in an automotive Ethernet environment,
the first step was to create an experimental setup for testing purposes. The
configuration is composed by an Ethernet Camera, two RAD-Gigastar devices
connected in series, both equipped with the SFP supporting MACsec, and finally a

computer running Vehicle Spy 3. The complete setup is shown in Figure 6.5 below.

OQE‘.

Figure 6.5: Complete Experimental Setup

The Ethernet camera was used in order to simulate an ECU inside a vehicle,
since it transmits Ethernet frames containing image data over the network. The
camera was powered using a standard power supply and connected through a
standard Ethernet cable to the first RAD-Gigastar.

The first RAD-Gigastar acts as a media converter. The messages provided
by the camera are transmitted over standard Ethernet and then converted into
Automotive Ethernet frames. These frames are then processed by the SFP module
supporting TC10 and MACsec. The SFP modules use High-Speed Modular Twisted-
Pair Data (H-MTD) Automotive Ethernet cables as connection systems, which
support high data rates up to 1000 Mbps. In this stage, the packets generated by
the Axis camera are converted into Automotive Ethernet and protected using the
MACsec security protocol.

As discussed in Chapter 5, secured frames must be encrypted in order to
be correctly interpreted by the destination ECU. This operation is handled by
the second RAD-Gigastar, where a second SFP module enables the MACsec
communication between two terminals and manages the decryption of MACsec

frames. Similarly to the first RAD-Gigastar device, this RAD-Gigastar also performs
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Figure 6.6: H-MTD automotive Ethernet cable [72]

media conversion, but in the opposite direction, from Automotive Ethernet back to
standard Ethernet. Both Rad-Gigastar devices are powered by 220 V.

Each RAD-Gigastar provides four Ethernet ports: two ports for 100/1000BASE-
T1 connections and two SFP ports for pluggable modules. In this setup, only
the two SFP ports were used: one SFP module for MACsec communication and
another SFP module used only for signal conversion to standard Ethernet. Thanks
to the RAD-Gigastar configuration, it is possible to control the direction of the
data flow, which allowed the use of only SFP interfaces.

The data then travel through a standard Ethernet cable connected to the
computer, allowing packet capture and analysis.

The computer plays a key role in the setup. Using Vehicle Spy 3, it is possible
to configure all the main parameters of the simulation environment and monitor
the data flow. In particular, it is also possible to define both transmitted (Tx) and
received (Rx) messages, as well as to configure the Intrepid Control Systems tools.

In particular, through Vehicle Spy, the user can:

« Specify the network through which the message is transmitted (e.g., SFP1)
thanks to the settings of RAD-Gigastar;

« Insert a specific description to identify better particular messages;

o Define all the parameters of an automotive Ethernet message, such as source
and destination MAC address or the Ethertype in order to define a particular
type of message (IPv4, IPv6, ARP, AVB);
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e Define the timing of sending the message, for example if a message is periodic

it is possible to select from 0.005 to 5 seconds;

o Define the content of the message by changing the Ethernet Payload.

This experimental configuration described above was used not only to inter-
connect the devices, but mainly to evaluate the practical behavior of MACsec in

Automotive Ethernet environment. In particular, this setup allowed the:
o observation of the MACsec encryption process at Layer 2;
« verification of encrypted vs. non-encrypted traffic;
« analysis of frame structure before and after MACsec protection;
« evaluation of latency and communication continuity when MACsec is enabled.

Thanks to this configuration and Vehicle Spy, it was possible to monitor the
traffic and actively generate messages, in order to reproduce a realistic in-vehicle
communication scenario and observe how MACsec affects data transmission in

terms of security and performance.

6.5 Capturing and Save Data

Vehicle Spy, as explained previously, plays a crucial role in reading the information
exchanged on the network bus. For this reason, it allows the user to record the
communication and analyze it in a second moment.
Vehicle Spy can save captured data in two different formats: .vsb and .pcap.
The first one, the Vehicle Spy Binary (.vsb) file, is a proprietary format

developed by Intrepid Control Systems. Its main characteristics are:

« Ability to store messages from different bus types, such as CAN, CAN FD,
LIN, and Automotive Ethernet;

» Storage of database information, including message IDs, signal names, and
data bytes, with the possibility of replaying specific messages inside the

software;
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» Storage of the complete logging configuration.

In other words, a .vsb file is not a simple frames capture but a complete
measurement session.

The Packet Capture or .pcap file, on the other hand, is a standard format used
by network analysis tools such as Wireshark, tepdumb, or tshark. Compared to the
VSB format, it is simpler and it is not specifically designed for Automotive purposes.
Its main application is to store raw network frames with a basic structure. Each
packet typically contains information such as source and destination addresses,
protocol type, packet size, and timestamp.

To analyze the traffic stored in the .pcap files, the open-source software Wire-
shark was used.

In practice, Vehicle Spy was mainly used to analyze the communication from an
automotive point of view, to have a clear message identification an interpretation
in order to evaluate the impact of MACsec on the system. Wireshark, instead, was
used to inspect the packet structure in detail, analyzing specific fields such as SCI,
AN, PN, and ICV.

The combined use of these two file formats allowed both functional validation
and security verification.

During the experiments, the data acquisition was performed using hardware
timestamp in order to have precise timing information. In order to have a compari-
son between the encrypted and non-encrypted traffic, both cases were recorded.

For this reason, the logging action was configured to:

o Record full Ethernet frames;

e Store timestamps;

o Capture all the traffic continuously during the communication stream;
» Avoid packet filtering in order to observe a complete network behavior.

This configuration permits the analysis of MACsec overhead and frame structure
modifications.

For each test, mainly two different acquisitions were performed: one without
MACsec enable and one with MACsec active. This methodology allowed the direct

comparison of frame structure, payload visibility and protocol overhead.

82



Chapter 7

Experimental Results

After setting up the experimental environment described in the previous chapter and
illustrated in Figure 6.5, this Chapter presents and discusses the results obtained
from the experiments and simulations conducted during the testing phase.

The first objective of the experimental session was to explore the functionalities
of the Intrepid Control Systems tools, in order to evaluate the effectiveness and
capabilities of the instruments used in the experimental setup.

During the test, data were collected under different conditions in order to
analyze various scenarios and better understand the behavior of the system. One of
the main aspects considered was the comparison between scenarios with MACsec
enabled and disabled, allowing an evaluation of the impact of the security protocol
on network performance. Additionally, the number of transmitted data frames was
varied in order to analyze how the system behaves under different traffic loads.

Based on these conditions, the performance of the system, particularly with

MACsec encryption enabled, was evaluated according to the following metrics:

o MACsec Keys Exchange time;

Latency;
o Jitter;
e Overhead and number of transmitted packets.

Although these performance metrics are closely related, they do not always

vary in the same way. For example, the introduction of security mechanisms such
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as MACsec may slightly increase latency due to the additional processing required
for encryption and decryption operations. Similarly, variations in network load
can influence jitter and bandwidth utilization, affecting the overall communication
performance.

For this reason, evaluating these parameters together provides a more compre-
hensive understanding of the network behavior. The combined analysis of latency,
jitter, and bandwidth allows a clearer evaluation of the communication performance
and the overall efficiency of the network. Observing how these parameters vary
under different traffic conditions makes it possible to better understand the behavior

of the system and highlights potential performance limitations.

7.1 MACsec Activation Time

The first part of the test is related to the MACsec working principle, which ensures
secure communication between nodes. In the automotive field, it is crucial to
establish a secure communication channel as quickly as possible so that ECUs can
become operational without delay.

After the correct configuration of the Intrepid Control Systems tools and the
Ethernet Camera, the following step was to start the packet transmission in the

experimental network.

A .32 @ RE Q+E=2EZ7 % == a8 axH
eapol

No. Time Source Destination Protocol  Lengtt Info
1 ©.000000 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 182 Key Server, ICV Indicator
2 9.0e6542 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 122 Key Server, Potential Peer List, ICV
3 9.006907 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 122 Key Server, Potential Peer List, ICV
4 0.009524 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 198 Key Server, MACsec SAK Use, Distribut
5 9.916437 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 198 Key Server, MACsec SAK Use, Distribut
6 0.021733 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 166 Key Server, MACsec SAK Use, Live Peer
7 0.0828284 AxisCommunic_.. Nearest-non-TPMR-B.. EAPOL-MKA 166 Key Server, MACsec SAK Use, Live Peer

> Frame 1: Packet, 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface unknown, id @

> Ethernet II, Src: AxisCommunic_59:db:ce (ac:cc:8e:59:db:c@), Dst: Nearest-non-TPMR-Bridge (@1:80:c2:0€:80:03)
> 8@2.1X Authentication

> MACsec Key Agreement

Figure 7.1: Initial Frames

The expected behavior of the setup is to create a secure channel, which is

initiated by sending requests to recognize other nodes using the same security
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protocol.

In Figure 7.1, the initial packets responsible for establishing secure communica-
tion are shown.

As expected, these requests are of the type Extensible Authentication Protocol
over LAN (EAPolL), whose function is to identify destination nodes belonging to
the same Connectivity Association (CA) for key exchange.

Subsequently, additional EAPoL: frames are exchanged with other active nodes.
This occurs because the experimental setup includes a PC connected to other units
that the system recognizes as potential nodes to be added. After this exchange,

the first MACsec frame is transmitted, as shown in Figure 7.2.

Protocol  Lengtt Info
»n-TPMR-B.. EAPOL-MKA 166 Key Server, MACsec SAK Use, Live Peer List
n-TPMR-B... EAPOL-MKA 166 Key Server, MACsec SAK Use, Live Peer List
n-TPMR-B... EAPOL-MKA 166 Key Server, MACsec SAK Use, Live Peer List

Frame 1: Packet, 182 bytes on wire (816 bits), 182 bytes captured (816 bits) on interface unknown, id €
Ethernet II, Src: AxisCommunic_59:db:c@ (ac:cc:8e:59:db:c@), Dst: Nearest-non-TPMR-Bridge (©1:80:c2:00:
862.1X Authentication
MACsec Key Agreement

Figure 7.2: Initial frame about Secure Channel
By analyzing the .pcap file, it was possible to analyze the timestamps of the

frames from the first key exchange to the last. The result obtained in the first

capture are summarized in Table 7.1.

Table 7.1: Initial frames

Number Time [hh:mm:ss]
1 18 : 34 : 43.782949
2 18 : 34 : 43.789491
3 18 : 34 : 43.789856
4 18 : 34 : 43.792473
5
6
7

18 : 34 : 43.799386
18 : 34 : 43.804682
18 : 34 : 43.811233
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This means that the total activation time to ensure the connection between the
nodes can be calculated as the difference between the first and the last frame. In

the first test, the total activation time is:

At = 43.811233 — 43.782949 = 0.028284s = Activation Time ~ 28 ms (7.1)

This test was repeated multiple times, and the results are illustrated in Fig-
ure 7.3.

20 Activation Time for Each Test
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2 7 | | |
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Figure 7.3: Activation Time, tested 5 times

The activation time of MACsec in the setup environment is about equal to
28 ms, an acceptable value for the automotive environment. This value can also

be lower by optimizing the Key Server that is inside the SFP module.
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7.2 Packets Latency

The main object of the latency analysis is the Ethernet camera used as an ECU.
The camera transmits different packets over the network depending on the selected
image quality.

By analyzing the image stream on the network using Vehicle Spy, it was possible
to study the transmission behavior of the video stream. The camera transmits a
1280720 pixel video by splitting each image into multiple Ethernet packets. Each
frame is transmitted as a burst of approximately 30 Ethernet packets of 1514 bytes

each, corresponding to the maximum Ethernet frame size (MTU).

|L|ne |T|mE (abs/rel) ‘Tx |Ev |DEscnm ‘Suurc& ‘SrcPort ‘Deshnauon ‘DstPurt |EmarType|Promml ‘VLAN ‘Len ‘SEQ# ‘Ack# ‘Wmduw |Flags ‘NEtwurk
| | 1] | 192.168.0.50 ‘ | 152.168.0.60 ‘ | | ‘ | ‘
7222 ons Ethern... 192,168.0.50 50 192.168.0.80 seg  Twe TP %0 B191SILL 9EBRSIE 950 ACKPSH Ethernet
7223 25,507 ms Ethern... 152.168.0.50 80 192.168.0.80 S869  Twe TP 1514819915617 968853256 950  ACK Ethernst

Figure 7.4: First Video frame

The first frame of the video stream can be identified by analyzing the packet
details, as shown in Figure 7.5. It is possible to observe several parameters describing
the image data, such as the total length of the frame and the image format, which
in this case is JPEG/JFIF. Moreover, the beginning of the image can be identified
through the Start Of Image (SOI) marker, represented by the hexadecimal value
0xFFDS8, which is typical for the JFIF image format.

Details for "Ethernet 192.168.0.90 to 192.168.0.80"

Message, Network: Ethernet, Length: 1514 Name 00 05 1B C5 3B 6E AC CC ... iDl..
Ethernet, Destination: MagicCon_C5:3A:6E (00:05:1B:C5:3AI6E), Source: Axis
Internet Protocol version 4, Source: 192.168.0.90, Destination: 192.168.0.
Transmission Control Protocol, Source port: 80, Destination port: 59863, S

8E 55 DB CO 08 00 45 00 .Y¥....E.
05 DC 4R 7D 40 00 40 06 ..J}@.@.
65 L4 CO AE 00 S5A CO A8 h....Z..
00 50 00 50 ES DD 30 DE .P.P..O.
EB €1 395 BF 87 08 50 10 .ab...P.
03 B6 OC 2A 00 00 2D 2D ...*..--—
6D 79 62 6F 75 €E 64 €1 mybounda
T2 79 0D OA 43 €F 6E T4 ry..Cont
65 €E 74 2D 54 79 70 €5 ent-Type
3A 20 €% 6D €1 €7 65 2F : image/

BEEEHE

6A 70 €5 €7 0D OR 43 6F fipeg..Co
6E 74 €5 EE 74 2D 4C €5 [ntent-Le
6E €7 74 €8 3L 20 34 ngth: 42

37 34 0D OR 0D off FF J574.....
'DS F EO 00 10 4B 46 25 f..... JFI

00 01 02 00 00 Ol 00 fF.......
01 00 00 FF E1 00 F4 45 ....... E

Figure 7.5: Details of the first frame of the video
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Since the transmission timestamp generated by the camera is not available,
the absolute end-to-end latency cannot be directly measured. For this reason, the
latency has been estimated using the packet inter-arrival time measured at the
receiver, so in this case the PC, which represents the time difference between two
consecutive packets belonging to the same video stream. Even if this method does
not provide the exact transmission latency, it allows to estimate the delay perceived
at the receiver and to compare different transmission conditions.

By capturing the traffic, it was possible to measure the time difference between

consecutive packets and compare the behavior of the video stream with MACsec
enabled and disabled.

42 Latency with MACsec enabled and not
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Figure 7.6: Estimated packet latency with MACsec enabled (red) and MACsec
disabled (blue)

As shown in Figure 7.6, the average transmission latency of the packets cor-

responds to approximately one complete video frame every 38 ms. This value
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represents the time required by the camera to transmit a full image over the
Ethernet network.
In order to observe in a better way the difference between the two configurations,

a zoomed view of the packet range between 450 and 550 is shown in Figure 7.7.
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Figure 7.7: Zoom of the latency values between packet 450 and 550

In both figures, it can be observed that the red line, which represents the packets
transmitted with MACsec encryption enabled, shows a slightly higher latency value
compared to the case without MACsec. By analyzing the measurements, the
additional latency introduced by MACsec is approximately 80-90 us per packet.

This increase is primarily due to the overhead introduced by MACsec, which
adds additional bytes to the Ethernet frame, specifically the SecTAG and ICV
fields. These additional bytes slightly increase the frame size and introduce a small

processing delay during encryption and decryption.
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Overall, the results of this test show that MACsec has a minimal impact on
Ethernet packet transmission, even for a high quality video stream. The additional
latency introduced by encryption is orders of magnitude smaller than the packet
transmission time itself. For this reason, this added latency is negligible, particularly
in typical automotive scenarios where cameras are used for video streaming or
ADAS systems.

7.3 Overhead Introduced

With MACsec enabled on the Ethernet link between the Camera and the PC,
additional fields are inserted into the Ethernet frame according to the IEEE
802.1AE standard. In particular, every frame encrypted by MACsec becomes
longer due to the addition of the SecTAG and the ICV, resulting in an increase of
32 bytes per frame.

As done previously, the test was carried out in two different scenarios: with
MACsec enabled and without MACsec, in order to evaluate the frame size increase
and its effects.

As shown in Figure 7.4, in the case of a video stream without MACsec protection,
most frames have a length of 1514 bytes, which corresponds to the standard
maximum transmission unit (MTU). After enabling MACsec, the frame length
increased to 1546 bytes, consistent with the addition of 32 bytes for the SecTAG
and the ICV.

Using these values, the overhead introduced by MACsec per frame can be

calculated as:

L sec Lno sec
Oframe _ MAC MAC (72)

Loracsec
In this case, Lyjacsec = 1546 bytes and L,onracsec = 1514 bytes, so the maxi-
mum overhead percentage is:
O frame = W x 100 ~ 2.1 (7.3)
For frames near the MTU value, this overhead is not very significant. However,
for smaller frames, the relative impact can be more important.

Regarding the video stream, each video image is transmitted using multiple
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Ethernet frames that form a burst; in our case, approximately 30 frames per image.
Assuming each image is transmitted using 30 frames, the total overhead for a single

image is:

Oburst = N x 32 = 30 x 32 = 960 bytes (7.4)

This means that using MACsec for a video stream adds 960 bytes per image
compared to a non-protected transmission, which can increase the required average
bitrate for the link.

The average bitrate represents the amount of data transmitted per unit of time,
expressed in bit/s or Mbit/s. In automotive applications, this is crucial to ensure
that the link can handle all the traffic.

The additional bitrate due to MACsec can be calculated as:

AB = Ny x 32 %8 (7.5)

where 32 is the MACsec overhead in bytes, 8 is the conversion factor from bytes
to bits, and Ny is the number of Ethernet frames transmitted per second. In our
case, the camera transmits at 30 frame per second (fps), and each image is divided
into approximately 30 Ethernet packets. Therefore, the number of transmitted

Ethernet frames per second is:

Ny =30 x30=0900 frames/s (7.6)

The additional bitrate introduced by MACsec becomes:

AB =900 x 32 x 8 = 230400 bit/s (or 230.4 kbps) (7.7)

Thanks to these measurements, it was possible to observe that enabling MACsec
does not change the number of frames needed to transmit a single video image.
Instead, it consistently increases the size of each protected frame, leading to a
higher traffic load on the link. On a 1 Gbps link, this increase is generally negligible
and easily handled by the link. On a 100 Mbps link, however, the relative impact
becomes more relevant.

In our case, MACsec introduces a consistent and predictable increase in Ethernet

frame size, of about 32 bytes per frame, corresponding to approximately 2.1%
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for a 1514-byte frame. While this reduces transmission efficiency and increases
the required bitrate, the impact remains limited and fully compatible with the

requirements of modern Automotive Ethernet networks.
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Chapter 8

Conclusions and Further

Developments

With the enormous demand in the automotive sector and the continuous evolution
of technologies inside modern vehicles, manufacturers are constantly developing new
solutions to improve safety, security, and infotainment systems, aiming to simplify
and enhance the experience of the end user. As a consequence, the communication

network inside a vehicle has significantly evolved, especially in the last two decades.

The increasing number of Electronic Control Units (ECUs) and connected ser-
vices has led to a massive growth in the amount of data exchanged within the vehicle,

creating the need for more efficient and secure communication infrastructures.

The presence of many ECUs allows a significant improvement in vehicle function-
alities, but at the same time it increases the complexity of designing and managing
the in-vehicle network while fulfilling strict performance and safety requirements.

To address these challenges, automotive companies are progressively moving
from traditional communication systems, such as CAN, to more advanced technolo-
gies. Automotive Ethernet represents one of the most promising solutions, since it
enables high bandwidth communication and supports advanced applications such
as Advanced Driver Assistance Systems (ADAS), infotainment systems, cameras

and Vehicle-to-Everything (V2X) communication.

However, these functionalities generate a large amount of data, some of which
are safety-critical or sensitive. If not protected properly, this information could be

accessed or manipulated by malicious actors. For this reason, cybersecurity has

93



Conclusions and Further Developments

become a fundamental topic of Automotive Ethernet networks.

This thesis provided an overview of Automotive Ethernet, focusing on its
architecture and working principles, and then analyzed MACsec as a suitable
cybersecurity solution at the link layer. Beyond the state-of-the-art analysis, this
work explained the creation of an experimental setup using professional Automotive
Ethernet tools in order to evaluate MACsec in a realistic scenario.

Through the experimental measurements performed using tools and software
provided by Intrepid Control Systems, this study has proven that the integration
of MACsec in an Automotive Ethernet network preserves the main advantages of
the technology, such as high bandwidth and low latency, while adding encryption
and data integrity protection.

Therefore, this work contributes to reducing the gap between theoretical studies
and practical implementation, confirming that securing Automotive Ethernet with
MACsec can represent a valid solution for next-generation vehicles.

Furthermore, this thesis can be considered a starting point for further de-
velopments related to the integration of MACsec as a cybersecurity protocol in
in-vehicle networks. Future studies could investigate in more detail the behavior of
secure gateways handling MACsec-encrypted frames, especially in complex network
topologies. Another important aspect that deserves further analysis is the economic
impact of introducing MACsec inside a vehicle, including hardware requirements

and overall system cost.
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