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Summary

Debugging modern System-on-Chip platforms based on the RISC-V architecture presents
substantial challenges that grow in proportion to the system’s architectural complexity.
In a multi-master SoC such as X-HEEP, where a processor core and a DMA engine share
access to multiple memory banks and peripheral interfaces through a pipelined OBI bus
fabric, the root cause of a failure may lie not in the execution of a single instruction,
but in the subtle interaction between concurrent bus transactions issued by independent
masters. Furthermore, the internal bus activity of the SoC is inherently opaque to an
external observer: without dedicated hardware support, there is no mechanism to inspect
what is actually happening on the on-chip interconnect during execution.

This thesis presents a complete debug and verification framework for the X-HEEP
RISC-V SoC, centered on a hardware Bus Sniffer module that is non-intrusive on the bus
data path: it passively taps into ten OBI bus channels simultaneously without altering
signal timing or arbitration outcomes, capturing transactions into 128-bit frames with
cycle-resolution timing information, source identification, response latency, address, data,
and control flags. At the software level, test scenarios can be driven either through C
firmware running on the processor core or through a Python driver that communicates
with the SoC via OpenOCD, allowing direct control of bus operations through the RISC-
V debug system. The framework supports two operational flows: FPGA co-emulation,
where the Bus Sniffer integrates with the RISC-V debug system and buffers captured
frames in a configurable-depth FIFO, with the ability to halt the processor or gate its
clock when the FIFO reaches capacity to preserve captured data for readout through
the debug interface; and simulation-based verification, where a DPI-C interface streams
frames to an external file that the verification framework then processes through software.
An automated verification layer, comprising a monitor and a scoreboard, verifies that
every bus transaction produced by the firmware or the driver is correctly captured and
reported by the Bus Sniffer.

The result is an integrated toolchain that allows a developer to launch an application
on X-HEEP, whether on FPGA or in simulation, and obtain a complete, cycle-accurate
picture of what happened on every bus in the system, either in real time during FPGA
execution through the debug interface, or through post-processing analysis once the ap-
plication has completed.
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Chapter 1

Introduction

1.1 Motivation and Context

Achieving full observability of on-chip bus activity is a critical requirement in the de-
velopment and verification of modern RISC-V System-on-Chip platforms, as the increas-
ing number of independent bus masters makes system-level debugging significantly more
challenging. In a multi-master SoC such as X-HEEP, a processor core and a DMA engine
concurrently issue transactions to shared memory banks and peripheral interfaces through
an OBI-based interconnect. The relative timing of these concurrent accesses, combined
with the arbitration logic that determines which master is granted the bus at any given
cycle, produces system-level behaviors that are difficult to predict and reproduce from
firmware-level observation alone.

The Open Bus Interface (OBI) is a synchronous, point-to-point bus protocol de-
veloped by the OpenHW Group for low-complexity integration in embedded SoCs. It
uses a req/gnt handshake for the address phase and an rvalid signal for the response
phase, with in-order response delivery. While protocols such as AMBA AXI target high-
performance interconnects through five independent channels, transaction ID tags, and
out-of-order completion, OBI targets a different design point, prioritizing minimal inte-
gration overhead and deterministic transaction ordering. Nevertheless, the multi-master
arbitration layer built on top of OBI in platforms like X-HEEP introduces concurrency
challenges that require dedicated observability support.

In the AMBA ecosystem, the problem of bus-level observability has been addressed
through several commercial and academic hardware monitoring solutions that provide
transaction-level capture, protocol compliance checking, and performance analysis directly
at the interconnect level. Within the OpenHW ecosystem, OBl-specific verification com-
ponents have been developed for core-level simulation, including UVM bus agents with
passive monitoring capabilities and SystemVerilog protocol assertion checkers. These so-
lutions, along with the RISC-V debug and trace infrastructure, are discussed in detail in
Chapter 4.
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Introduction

1.2 Thesis Proposal

Inspired by the monitoring approaches developed for AXI-based systems, this thesis pro-
poses to contribute to the OpenHW ecosystem the design and integration of a debug
and verification framework for OBI-based RISC-V SoCs,built around a synthesizable Bus
Sniffer IP validated on the X-HEEP platform, designed to operate across both FPGA
co-emulation and simulation environments.

At the hardware level, the Bus Sniffer passively taps into ten OBI bus channels simul-
taneously and captures every observed transaction into a 128-bit frame encoding source
identification, cycle-resolution timestamps, response latency, address, data, byte enables,
and control flags. The IP is non-intrusive on the bus data path: it observes signals without
altering timing or arbitration outcomes. An internal tracking mechanism associates each
response phase with its originating request, producing self-contained transaction records
ready for analysis.

At the software level, the framework provides two complementary operational flows.
In FPGA co-emulation, captured frames are buffered in a configurable-depth FIFO and
made accessible through the RISC-V debug interface, with the ability to halt the processor
when the FIFO reaches capacity to preserve captured data. In simulation, a DPI-C
interface streams frames to a host-side process for post-processing, removing any capture
depth limitation. Test scenarios can be driven either through C firmware running on the
processor core or through a Python driver that communicates with the SoC via OpenOCD,
providing a scriptable API for bus-level test automation through the debug system.

A verification layer comprising a transaction monitor and a scoreboard verifies that
every bus transaction produced by the firmware or the driver is correctly captured and
reported by the Bus Sniffer. Both components are designed as reusable building blocks:
when documented and integrated into a developer’s test environment, they can serve as a
reference for writing application-specific bus verification checks on the X-HEEP platform.

The objective is to provide developers working on the X-HEEP platform, and more
broadly on OBI-based RISC-V SoCs, with a reusable toolchain for cycle-resolved recon-
struction and verification of bus activity across the entire interconnect, both during FPGA
co-emulation and through post-processing after simulation.

1.3 Document Structure

The remainder of this thesis is organized as follows. Chapter 2 provides the necessary
background on the RISC-V debug architecture, the OBI bus protocol, and the X-HEEP
platform. Chapter 3 reviews existing debug, trace, and monitoring solutions for both
AMBA-based and RISC-V systems. Chapter 4 details the motivation and functional
requirements for the framework. Chapter 5 presents the architectural design of the Bus
Sniffer IP. Chapter 6 describes the experimental setup, the verification infrastructure, and
the test suite. Chapter 7 reports the experimental results. Chapter 8 concludes the thesis
and discusses directions for future work.

12



Chapter 2
Background

This chapter provides the technical foundations necessary for understanding the design
choices and the operating context of the work presented in this thesis. The presentation
is organized in three parts.

Section 2.1 introduces the RISC-V instruction set architecture, covering its modular
extension model, the privilege architecture, and — in particular — the external debug
support specification that defines how an external host interacts with the processor at
runtime.

Section 2.2 describes the Open Bus Interface (OBI) protocol, the lightweight point-to-
point bus standard used throughout the target platform.

Section 2.3 presents the X-HEEP microcontroller, detailing its configurable architec-
ture, bus topology, memory subsystem, DMA engine, and debug infrastructure.

2.1 The RISC-V Instruction Set Architecture

RISC-V is a free, open-standard instruction set architecture (ISA) originally designed at
the University of California, Berkeley, in 2010 and now maintained by RISC-V Interna-
tional. Unlike proprietary ISAs such as ARM or x86, the RISC-V specification is published
under a permissive license that allows unrestricted implementation, modification, and re-
distribution. This openness has driven rapid adoption across the entire spectrum of com-
puting, from ultra-low-power embedded microcontrollers to application-class processors
deployed in data centers.

The following subsections introduce the aspects of the RISC-V architecture that are
most relevant to the work presented in this thesis: the modular instruction set model, the
privilege architecture, the simulation and verification ecosystem, and — in particular —
the external debug support specification, which defines the mechanisms through which an
external host can halt, inspect, and control a RISC-V hart at runtime.

13



Background

2.1.1 Modular Instruction Set

A defining characteristic of RISC-V is its modular design philosophy. Rather than spec-
ifying a single, monolithic instruction set, the architecture is organized around a small,
fixed base integer instruction set and a growing collection of optional standard extensions.
The base sets are designated by the letter I (integer) and are available in three register
widths:

o RV32I: 32 general-purpose registers of 32 bits each, a 32-bit program counter, and
the full base integer instruction set (arithmetic, logical, branch, load/store, CSR
access, and system instructions).

o RV64I: extends the register width and address space to 64 bits, adding word-width
variants of the arithmetic and memory instructions.

« RV128I: extends the architecture to 128 bits (currently a draft specification).

A reduced variant, RV32E, retains the RV32I instruction encoding but provides only
16 general-purpose registers, targeting area-constrained embedded implementations where
the register file represents a significant fraction of the core’s silicon area.

The ratified standard extensions cover

A) atomic memory operations;

C) compressed 16-bit instruction encodings ;

M) integer multiplication and division ;

(
(
« (F, D) single- and double-precision floating-point arithmetic ;
(
(V)vector processing;

(

Zbx) several groups of bit-manipulation operations ;

A silicon designer selects exactly the extensions required by the target application, and
the resulting configuration is expressed as a shorthand string that concatenates the base
set with the chosen letters — for example, RV32IMC denotes a 32-bit core with integer
multiplication and compressed instructions. This design strategy minimizes the area and
power overhead associated with unused functional units, a critical constraint in ultra-low-
power embedded SoC design.

Beyond the ratified standard extensions, the RISC-V ISA explicitly reserves opcode
space for vendor-specific custom extensions, designated Xname. This mechanism is central
to the RISC-V ecosystem’s extensibility: it allows hardware designers to add domain-
specific instructions without conflicting with the standard encoding space, while preserving
full compatibility with the standard RISC-V toolchain for all non-custom code.

14



2.1 — The RISC-V Instruction Set Architecture

While the ISA string describes which instructions a processor understands, the hard-
ware that implements them carries its own product name. The core implementations used
in X-HEEP belong to the OpenHW Group’s CORE-V family: the name CV32E40P [23],
for instance, identifies a 32-bit embedded core with a 4-stage pipeline, where the P suffix
indicates the inclusion of the PULP custom extensions.

The PULP platform [24], developed at ETH Zurich and the University of Bologna,
defines these custom extensions through the Xpulp extension set. In RISC-V ISA terms,
the CV32E40P core implements RV32IM[F]C with optional PULP custom extensions:
the base is a 32-bit integer core with multiplication, compressed instructions, and an
optional single-precision floating-point unit (enabled via the FPU synthesis parameter).
The Xpulp extensions target energy-efficient digital signal processing in embedded systems
and include:

o Hardware loops: zero-overhead loop constructs that eliminate the branch penalty of
tight computational kernels;

o Post-increment load and store instructions: which combine a memory access with an
address update in a single cycle, reducing the instruction count in sequential data
processing;;

o packed-SIMD arithmetic: performs multiple narrow operations — such as four 8-bit
additions or two 16-bit multiplications — within a single 32-bit register and a single
instruction.

The CV32E40P is the default processing-oriented core option in X-HEEP.

X-HEEP also supports cores that implement the CORE-V eXtension Interface (CV-X-
IF), a standardized interface developed by the OpenHW Group for connecting external co-
processors to the core’s pipeline. Through CV-X-IF, when the core fetches an instruction
that it cannot decode internally, it offers the instruction to an attached co-processor; if
the co-processor accepts it, the co-processor performs the computation and returns the
result to the core’s register file. From the perspective of the system bus, these co-processor
instructions are transparent: any memory operands are still fetched and stored through
the core’s own load/store unit, so the resulting bus transactions are indistinguishable
from those of a native instruction. The CV32E40X and CV32E40PX cores in X-HEEP
implement CV-X-IF and are therefore used when the application requires tightly-coupled
custom compute units — for example, a cryptographic accelerator or a custom fixed-point
arithmetic unit — without modifying the core RTL.

More broadly, the bus traffic observed in a RISC-V SoC is shaped not only by the
core’s ISA configuration but also by the other bus masters present in the system —
DMA engines, debug interfaces, and external accelerators can all generate independent
transactions on the interconnect. The OBI protocol used to carry these transactions, and
the specific system architecture in which they coexist, are the subjects of the following
two sections.
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Background

2.1.2 Simulation and Verification Ecosystem

A significant advantage of the RISC-V ecosystem for hardware development is the avail-
ability of a mature, open-source simulation and verification infrastructure. RISC-V de-
signs can be simulated at multiple levels of abstraction, each offering different trade-offs
between speed and fidelity:

RTL simulation. The SystemVerilog source code of the processor core and the sur-
rounding SoC is simulated cycle-accurately using event-driven simulators such as Ques-
taSim, VCS, or Xcelium, or the open-source Verilator tool, which compiles SystemVerilog
into a cycle-accurate C++ model. RTL simulation is the primary verification method for
RISC-V SoCs, as it captures the exact behavior of every signal in the design, including bus
handshakes, arbitration decisions, and timing relationships. However, RTL simulation is
orders of magnitude slower than real hardware, typically achieving simulation speeds of a
few kilohertz to a few megahertz of simulated clock cycles per second of wall-clock time.
This significantly complicates iterative firmware development and hardware—software co-
debugging, not only due to limited execution speed but also because of the complexity of
analyzing numerous low-level signals in waveform traces.

Instruction-set simulation (ISS). Software-level simulators such as Spike (the RISC-
V reference ISS), QEMU (with RISC-V target support), and OVPsim execute RISC-V
binaries at the instruction level without modeling the underlying hardware microarchitec-
ture. ISS tools run at near-native speed (tens to hundreds of millions of instructions per
second) and are used for early firmware development, algorithm validation, and regression
testing. However, they do not model bus-level behavior, arbitration timing, or periph-
eral interactions, making them unsuitable for system-level debug scenarios that require
observability of the interconnect.

FPGA prototyping. The RISC-V design is synthesized onto an FPGA, where it ex-
ecutes at a reduced but still practical clock frequency (typically 10-50 MHz). FPGA
prototyping combines the fidelity of the actual RTL with execution speeds that allow
running complete firmware stacks, operating systems, and application workloads in real
time. The main limitation is reduced observability compared to RTL simulation: inter-
nal signals are not directly accessible unless dedicated monitoring logic (such as Xilinx
Integrated Logic Analyzers or custom IPs) is instantiated in the fabric.

The work presented in this thesis operates across two of these levels: RTL simulation,
where cycle-accurate signal-level observation is available, and FPGA co-emulation, where
the debug interface provides the primary channel for host-to-target communication. The
debug subsystem described in the following section is the bridge between the external host
and the on-chip hardware in both flows.
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2.1 — The RISC-V Instruction Set Architecture

2.1.3 External Debug Support

When a program running on an embedded processor behaves unexpectedly, the developer
needs a way to stop the processor, examine its internal state (registers, memory, program
counter), and step through the code one instruction at a time. On a desktop system this
is straightforward — a debugger like GDB can attach to a running process through the
operating system. On a bare-metal embedded system there is no operating system to
mediate: the debugger must interact with the hardware directly, through a dedicated on-
chip infrastructure that can halt the processor, inject instructions, and access the system
bus independently of the running firmware.

The RISC-V External Debug Support specification [26] (version 0.13.2) standardizes
this infrastructure. It defines a modular architecture in which an external host communi-
cates with a Debug Module inside the chip through a transport interface — typically JTAG
(IEEE 1149.1). The following subsections describe each component of this architecture,
from the physical connection to the on-chip debug logic.
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Debugger Debug Translator
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Figure 2.1: RISC-V External Debug System architecture
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System Overview

The external debug system is composed of several cooperating components, organized in
a layered chain from the debug host to the target hart. Figure 2.1 illustrates this chain.

The debug chain connects the developer’s laptop to the processor core through a series
of translation layers, each converting a higher-level request into a lower-level operation.
At the top sits the Debug Host — the developer’s machine, running a source-level
debugger such as GDB. GDB does not know how to talk to hardware directly; it delegates
to a Debug Translator, almost always OpenOCD [19], which understands the RISC-V
debug protocol and converts commands like “read register x5” or “write 0xDEADBEEF
to address 0x20000000” into sequences of bit-level JTAG shifts.

OpenOCD drives a physical JTAG adapter connected to the target board via USB.
On the chip itself, the JTAG signals are received by the Debug Transport Module
(DTM), a small on-chip controller that implements the IEEE 1149.1 TAP state machine.
The DTM exposes a single custom JTAG data register — the Debug Module Interface
(DMI) register — through which OpenOCD can issue 32-bit read and write operations to
the internal debug address space. These DMI accesses reach the Debug Module (DM),
the central block that actually controls the processor and the system bus.

Debug Module

Once a DMI request reaches the chip, it is handled by the Debug Module (DM) — the
on-chip block that mediates and executes debug requests at the hardware level. When
the developer clicks “pause” in the IDE, it is the DM that halts the processor; when GDB
prints a variable, it is the DM that reads the relevant register or memory location and
sends the value back up the chain.

The DM controls the hart through a dedicated sideband signal, debug_req. To halt
the processor, the DM asserts this signal and holds it until the hart acknowledges entry into
Debug Mode; to resume, it deasserts the signal. Single-stepping works by briefly resuming
and immediately re-halting after one instruction, controlled by the step bit in the hart’s
dcsr CSR. While the hart is halted, the DM can read and write its architectural state
— general-purpose registers, floating-point registers, and CSRs — through a mechanism
called abstract commands, which the debugger invokes via DMI register writes.

These capabilities — halt, resume, step, and register access — form the mandatory
baseline that every compliant Debug Module must implement. The specification also
defines several optional mechanisms, three of which are described below.

Program Buffer. The DM includes a small region of writable memory — the Program
Buffer, typically 8 or 16 words — that the debugger can fill with arbitrary RISC-V instruc-
tions and then ask the halted hart to execute. The sequence must end with an ebreak,
which returns control to the DM. The data0—datall registers inside the DM serve as a
shared scratchpad: the debugger writes an operand there, loads an instruction into the
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Program Buffer that consumes it (or produces a result), and reads the output back from
the same registers.

The PULP debug module used by X-HEEP implements the execution-based approach:
all register and memory accesses go through the Program Buffer. To read a GPR,
OpenOCD loads a csrw instruction that copies the register into data0 and triggers its
execution; to access a memory location, it loads a 1w/sw sequence that runs through the
hart’s own load-store unit. This keeps the hardware cost low — the core only needs the
Debug Mode state machine and the dcsr/dpc CSRs — but the hart must be halted for
every such operation. A further consequence is that Program Buffer memory accesses
produce OBI transactions identical to those of the application firmware, since they flow
through the same load-store unit.

System Bus Access (SBA). While the Program Buffer borrows the hart to perform
memory accesses, the System Bus Access block takes a different approach: it is an inde-
pendent bus master built into the DM that can read and write physical addresses on the
system interconnect without involving the hart at all. The debugger controls the SBA
through a set of DMI-accessible registers: sbcs (control and status), sbaddress0 (target
address), and sbdata0 (data to write or data read back). A typical read transaction con-
sists of writing the address into sbaddress0 and then polling sbdata0 until the sbbusy
flag clears; the SBA block handles the bus handshake autonomously.

This independence has two practical consequences. First, SBA can access memory-
mapped peripherals while the hart is still running, enabling non-intrusive inspection —
the developer can read a status register or a FIFO without halting the processor and
disturbing the application’s timing. Second, SBA transactions originate from the debug
module rather than from the core, so they appear on the system bus as a distinct master.
OpenOCD can be configured to prefer SBA over Program Buffer accesses for memory
operations through the prefer_sba option, which is particularly useful when the goal
is to interact with peripherals without stopping the firmware. In X-HEEP, the SBA
block supports 32-bit accesses with optional auto-incrementing addressing, the standard
configuration for a system with a 32-bit data bus.

Triggers. The debug specification also defines an optional Trigger Module that enables
hardware breakpoints and watchpoints: when the program counter matches a configured
address, or a load/store hits a watched range, the hart enters Debug Mode autonomously
without requiring an external debug_req. Triggers are configured through dedicated CSRs
(tselect, tdatal-tdata3). The CV32E40P configuration used in X-HEEP does not
include trigger support; breakpoints are implemented in software by OpenOCD, which
patches the target instruction with an ebreak.

2.2 The Open Bus Interface (OBI) protocol

The Open Bus Interface (OBI) [18] is a lightweight, synchronous, point-to-point bus pro-
tocol designed by the OpenHW Group for RISC-V-based systems-on-chip. It originated as
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the memory interface of the CV32E40P processor core and has since become the standard
interconnect protocol across the OpenHW CORE-V core family and the platforms that
build upon it, including X-HEEP. Three design priorities guided its specification: minimal
integration complexity, low gate count, and deterministic timing behaviour.

An OBI link connects exactly one master to one slave through a set of unidirectional
signals. The master initiates transactions by driving address, data, and control signals;
the slave accepts or stalls the request and, for read transactions, returns data at a later
cycle. Every transaction is divided into two phases:

Address phase (A-channel). The master presents a valid request—address, write data
if applicable, byte enables, and the write-enable flag—and asserts req. The phase
completes on the first rising clock edge where both req and gnt are high simultane-
ously. Until that handshake occurs the master must hold all address-phase signals
stable and is not permitted to retract the request.

Response phase (R-channel). After the address phase completes, the slave processes
the transaction and, when the result is ready, asserts rvalid for exactly one clock
cycle. For read transactions the slave simultaneously drives the read data on rdata;
for write transactions rvalid simply confirms acceptance.

A fundamental property of OBI is in-order response delivery: for each master—slave
link, responses arrive in the same order as their corresponding requests were granted.
This guarantee eliminates the need for transaction-ID tags or reorder buffers, substan-
tially simplifying both the interconnect fabric and any monitoring logic that must match
responses to their originating requests.

2.2.1 Signal Description

Table 2.1 lists the mandatory OBI signals. The specification also defines several optional
signals (auser, wuser, aid, ruser, rid, err, rready) that are not present in the X-HEEP
interconnect and are therefore omitted here.

An important timing property is the absence of combinational dependencies between
the two handshake signal pairs. The slave may assert gnt before the master asserts
req, signalling pre-emptive readiness. Likewise, req does not depend on rvalid, which
breaks any combinational loop between the address phase and the response phase. These
constraints were introduced explicitly when the CV32E40P core migrated from the earlier

RI5CY memory interface to OBI, in order to improve timing closure and simplify bridging
to AMBA AXI and AHB fabrics.

2.2.2 Transaction Timing

The simplest OBI transaction completes in two clock cycles: the address phase occupies
cycle n (both req and gnt high) and the response phase occupies cycle n+1 (rvalid
high). This is the zero-wait-state case, typical when the slave responds in a single cycle.
If the slave requires additional time it may either delay the grant—holding gnt low while
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Signal Width Dir. Description

req 1 M —S Request valid. Asserted by the master to
initiate an address phase.

gnt 1 S— M Grant. Asserted by the slave to accept the
current request.

addr 32 M—S Byte address of the transaction.

we 1 M —S Write enable: 1 for write, 0 for read.

be 4 M —S Byte enable. Each bit enables one byte lane
of the 32-bit data bus.

wdata 32 M—S Write data. Valid only when we =1.

rvalid 1 S— M Response valid. Asserted for one cycle when
the response is ready.

rdata 32 S—M Read data. Valid when rvalid=1 and the

originating transaction was a read.

Table 2.1: Mandatory OBI signal set (version 1.6.0).

the master keeps all address-phase signals stable—or delay the response—accepting the

request immediately but deferring rvalid to a later cycle.

Figure 2.2 illustrates a zero-wait-state read. The master asserts req with a valid
address in cycle 1; the slave asserts gnt in the same cycle, completing the address phase.
In cycle 2 the slave asserts rvalid and drives the read data. The total latency is two

cycles.

rvalid

rdata

Figure 2.2: OBI zero-wait-state read: address phase in cycle 1, response in cycle 2.

A-phase  R-phase
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Figure 2.3 shows a read with a delayed grant. The slave is not ready and holds gnt low
during cycles 1 and 2. The master must keep all address-phase signals stable throughout.
The grant arrives in cycle 3 and the response in cycle 4, adding two wait-state cycles.

addr | Al |

rvalid

rdata | D1 |

A-phase (stalled) R-phase

Figure 2.3: OBI read with delayed grant: the slave holds gnt low for two extra cycles; the
master keeps address-phase signals stable.

clk

req

addr A2 A3 |

|
]
|

wo | |
|
]

wdata

gnt

rvalid

Al A2

R1 R2

Figure 2.4: OBI back-to-back pipelined writes: the second request is issued before the
first response arrives.

Figure 2.4 demonstrates pipelining with back-to-back writes. The master issues a
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write in cycle 1 (we =1, granted immediately) and a second write in cycle 2 (also granted
immediately). The first rvalid arrives in cycle 2—overlapping with the second address
phase—and the second rvalid in cycle 3. This overlap allows the bus to sustain one
transaction per cycle in the best case. The maximum number of outstanding transac-
tions—requests that have been granted but whose responses have not yet arrived—is an
implementation-specific parameter. In the CV32E40P core used by X-HEEP, both the
instruction-fetch and data interfaces support up to two outstanding transactions each.

2.2.3 Pipelining Rules and Protocol Constraints

The OBI specification defines a set of formal rules that govern the behaviour of compliant
masters and slaves. The most relevant rules for understanding the Bus Sniffer’s capture
logic are summarised below:

Rule 3 (Address handshake). The address channel uses a two-way handshake: req A gnt
on the same rising clock edge completes the address phase. The master must not
de-assertreq until gnt has been sampled high.

Rule 4 (Stability). While req is asserted and gnt has not yet been received, the master
must hold all address-phase signals (addr, we, be, wdata) stable.

Rule 6 (Response delivery). The slave asserts rvalid for exactly one clock cycle per
accepted request. Multiple rvalid pulses are delivered in the same order as the
corresponding requests were granted.

Rule 7 (No combinational dependency). gnt must not depend combinationally on
req, and req must not depend on rvalid.

Rule 9 (Reset). During reset, req and rvalid must both be driven low.

Rules 3, 4, and 6 together guarantee that a passive observer on the bus can reconstruct
complete transactions by monitoring only the req, gnt, and rvalid handshake signals plus
the associated data buses. The Bus Sniffer exploits this property: it samples the address-
phase signals when req A gnt is true, stores them in an internal transaction table, and
later matches each rvalid pulse with the oldest pending entry to assemble a complete
transaction frame.

2.2.4 Comparison with AMBA Protocols

Table 2.2 contrasts OBI with the two most common AMBA bus protocols to clarify the
design trade-offs.

AMBA AXI provides high bandwidth for complex SoC interconnects through five in-
dependent channels, out-of-order completion via transaction-ID tags, and configurable
burst lengths. These features, however, introduce substantial implementation complexity:
the interconnect must include ID-based routing logic, reorder buffers, and per-channel
arbitration.
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Table 2.2: Feature comparison between OBI and AMBA bus protocols.

Feature OBI 1.6 AHB5 AXI4
Independent channels 1(A)+1(R) 1 (shared) 5
Burst support No Yes Yes
Out-of-order completion No No Yes
Transaction IDs Optional No Yes
Max outstanding txn Impl.-defined 1 Impl.-defined
Pipelining Yes Yes (2-phase) Yes
Data width 32b 8-1024b 8-1024b
Typical gate count (xbar) Low Medium High

OBI uses a single address channel and a single response channel, enforces in-order com-
pletion, and treats every word-level access as an independent transaction. This simplicity
reduces the gate count of the crossbar and eliminates the need for reordering logic, mak-
ing OBI well suited for area- and power-constrained microcontrollers where interconnect
bandwidth is modest.

From the perspective of a bus monitor, OBI’s in-order guarantee is a significant ad-
vantage: response-to-request matching reduces to a simple FIFO, with no need to decode
or track transaction IDs. This directly lowers the complexity and resource footprint of
the Bus Sniffer’s transaction table compared to what would be required for an equivalent
AXIT monitor.

2.3 The X-HEEP Platform

X-HEEP [8] (eXtendable Heterogeneous Energy-Efficient Platform) is an open-source
RISC-V microcontroller developed at the Embedded Systems Laboratory (ESL) of EPFL,
Lausanne. It is described in SystemVerilog and designed to serve as a configurable, extensi-
ble host platform for the integration of application-specific hardware accelerators targeting
ultra-low-power edge computing. The platform has been validated both on FPGA (Xilinx
Zyng-7020, Zynq UltraScale+, and Artix-7) and in silicon: the first tapeout, HEEP-
ocrates, was fabricated in TSMC 65 nm low-power CMOS technology, occupying an area
of 2.3 mm? and achieving a maximum operating frequency of 250 MHz at nominal voltage.

X-HEEP is built on top of widely adopted open-source IPs from three major ecosys-
tems: the OpenHW Group CORE-V family for the processor cores, the PULP project
(ETH Zurich and University of Bologna) for the bus infrastructure, debug module, and
memory models, and the lowRISC OpenTitan project for the peripheral register tool flow
and several peripheral IPs. In addition, X-HEEP includes custom-designed components
for power management, fast interrupt handling, boot control, and DMA transfers.

The architecture is organized into four power domains, each of which can be indepen-
dently clock-gated or power-gated to minimize energy consumption during idle periods.
Figure 2.5 provides an overview of the platform architecture. Table 2.3 summarizes the
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principal configuration parameters.

| Bank 0 | Bank 1 | Bank 2 | Bank3

IF
CPU Debug
Unit

—> JTAG

| Bank 4 | Bank5 | Bank 6

OBI System Bus

Peripheral Domain Always-On Domain

PLIC Power DMA
Mgr

Timer, 12C, SPI
GPIO, 125 SoC Curl, Boot ROM, UART, FIC

! !

I/0 1/0

Figure 2.5: X-HEEP platform architecture, showing the four power domains: CPU subsys-
tem, memory banks, peripheral subsystem, and always-on peripheral subsystem. Adapted
from Machetti 2025 [16].

Parameter Options / Range

CPU core CV32E20, CV32E40P, CV32E40X, CV32E40PX

Bus topology Fully connected crossbar, one-at-a-time

Memory addressing Contiguous, interleaved

SRAM banks 2-8 banks (default 32 KiB each)

DMA channels 1-N (configurable at design time)

Peripheral set Each peripheral can be individually included or
excluded

External ports Configurable number of XAIF master and slave
ports

Table 2.3: Principal configuration parameters of the X-HEEP platform.

2.3.1 CPU Subsystem

The CPU subsystem contains the RISC-V processor core and constitutes a dedicated
power domain that can be independently clock-gated during short idle periods or com-
pletely powered off during extended sleep phases. X-HEEP supports multiple core options
from the OpenHW Group CORE-V family, selectable at configuration time:
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CV32E20. A two-stage pipeline (IF, ID/EX) implementing the RV32IMC instruction
set (with optional RV32E for 16-register operation). Derived from the lowRISC Ibex core,
it is optimized for minimal area and power consumption, making it suitable for control-
oriented tasks where processing performance is secondary. Its instruction fetch and data
load/store interfaces are OBI-compliant.

CV32E40P. A four-stage pipeline (IF, ID, EX, WB) implementing RV32IMFCXpulp,
where Xpulp denotes a set of custom DSP-oriented extensions (hardware loops, post-
increment load/store, SIMD operations) originally developed for the PULP RI5CY core.
This core targets processing-intensive workloads and is the default choice for applications
requiring floating-point arithmetic. Both the instruction fetch and data interfaces are
OBI-compliant, each supporting up to two outstanding transactions.

CV32E40X. A four-stage pipeline with performance characteristics similar to the CV32E40P
but without the floating-point unit and Xpulp extensions. Its distinguishing feature is the
CORE-V eXtension Interface (CV-X-IF), which provides a standardized mechanism for
connecting external co-processors to the pipeline without modifying the core RTL. This
interface allows custom accelerators to decode and execute new instructions transparently,
extending the RISC-V ISA at the system level.

CV32E40PX. A variant of the CV32E40P that includes the CV-X-IF extension in-
terface, combining the DSP capabilities of the Xpulp extensions with the co-processor
extensibility of the CV-X-IF.

All four core options expose a Harvard memory architecture with separate instruction
fetch and data load/store OBI ports. No instruction or data caches are present in the
baseline X-HEEP configuration; all memory accesses are served directly by the SRAM
banks through the system bus. This cache-less design ensures that every memory trans-
action initiated by the core is visible on the OBI interconnect, which is a prerequisite for
complete bus observability through the Bus Sniffer.

2.3.2 System Bus

Communication among all components in X-HEEP is managed through a system bus
based on the OBI protocol described in Section 2.2. The bus topology is a configuration-
time parameter, offering two options:

Fully connected crossbar. In this topology, each bus master has a dedicated address
decoder and can independently access any slave port. Multiple masters can access different
slaves simultaneously without contention. When two masters attempt to access the same
slave, a round-robin arbiter serializes the requests. This topology maximizes throughput
at the cost of larger area, since the number of multiplexers and address decoders scales
with the product of the number of masters and slaves.
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One-at-a-time topology. In this simplified configuration, only one master can access
the bus at any given time. If two masters issue concurrent requests to different slaves,
one is stalled until the other completes. This topology minimizes interconnect area and
is suitable for applications with low bus contention.

In the crossbar configuration, the bus further supports two memory addressing modes
for the SRAM banks:

Contiguous addressing: Each SRAM bank occupies a contiguous address range. This
mode allows unused banks to be individually power-gated or placed in retention
mode, since each bank’s activity can be determined from the address alone. It is the
preferred mode for applications with distinct code and data memory regions.

Interleaved addressing: Consecutive word addresses are distributed across banks in
round-robin fashion (word n maps to bank n mod N). This mode maximizes band-
width for sequential data access patterns, since consecutive accesses are automati-
cally spread across different banks and can proceed in parallel. However, all banks
must remain active, precluding per-bank power gating.

The bus also exposes a configurable number of external slave and master ports through
the eXtendible Accelerator InterFace (XAIF), allowing external accelerators to participate
in the OBI interconnect as first-class bus agents.

From the Bus Sniffer’s perspective, the system bus is the observation surface. The
Bus Sniffer taps into the OBI signals at the interconnect level, capturing the request and
response phases on each master—slave link. The bus topology affects the traffic patterns
that the Bus Sniffer observes: in the crossbar configuration, concurrent transactions from
the CPU and DMA may appear on different slave ports in the same clock cycle, exercising
the Bus Sniffer’s parallel multi-channel capture logic.

2.3.3 Memory Subsystem

The on-chip memory is implemented as a set of SRAM banks, each of configurable size
(default: 32KiB per bank). The number of banks is a configuration-time parameter;
typical configurations range from 2 to 8 banks, yielding total memory sizes from 64 KiB
to 256 KiB. Each bank is instantiated as an independent OBI slave and occupies its own
power domain, enabling fine-grained power management: individual banks can be clock-
gated when temporarily idle, placed in retention mode to preserve their contents at reduced
power, or completely powered off when their data is no longer needed.

The memory banks store both program instructions and data; there is no hardware
separation between instruction and data memories at the bank level. The processor’s
Harvard interfaces (instruction fetch port and data port) access the same physical banks
through the system bus, relying on the crossbar to arbitrate concurrent accesses from
different ports to the same bank.

No external DRAM or cache hierarchy is present in the baseline X-HEEP configuration.
For applications requiring access to external storage, a Bus-to-SPI bridge (BUS2SPI) IP
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translates OBI read transactions into SPI flash commands, allowing the CPU to fetch
instructions or load data from an external flash memory transparently, as if it were a local
memory-mapped slave.

2.3.4 Peripheral Subsystem

X-HEEP partitions its peripherals into two subsystems, each forming an independent
power domain:

Always-on peripheral domain. This domain contains components that must remain
active at all times, including during low-power sleep modes. It includes the SoC controller
(which manages system-level configuration and reset), the boot ROM (containing the
initial boot code that either waits for JTAG loading or initiates SPI flash boot), the
power manager (responsible for orchestrating clock-gating, power-gating, and retention
across all domains), the Fast Interrupt Controller, the DMA engine, a UART interface,
an SPI interface, and a minimal set of GPIOs.

The Bus Sniffer is integrated into this domain, since it must remain operational to
capture bus transactions even when other subsystems are in low-power states.

Switchable peripheral domain. This domain contains peripherals that are not re-
quired during processing or data acquisition and can be clock-gated or power-gated to
reduce dynamic and leakage power. It includes a general-purpose timer, the PLIC, an
12C interface, additional SPI and GPIO ports, and an I12S audio interface. This domain is
connected to the system bus through a single OBI slave port with an internal second-level
address decoder that routes requests to the appropriate peripheral.

All peripheral register files are generated using the reggen tool from the lowRISC
OpenTitan project, which produces SystemVerilog register modules from .hjson register
descriptions. This tool flow ensures consistent register naming, address map generation,
and hardware-software synchronization primitives (such as auto-clearing fields and sticky
status bits) across all peripherals, including the Bus Sniffer.

2.3.5 DMA Engine

The X-HEEP DMA engine is a custom-designed, multi-channel direct memory access
controller located in the always-on peripheral domain. It is capable of transferring data
between any pair of OBIl-addressable locations (SRAM banks, peripheral registers, exter-
nal flash via BUS2SPI) without CPU intervention, freeing the processor to perform other
tasks or enter a low-power state during the transfer.

The DMA engine exposes three independent OBI master ports: a read channel, a write
channel, and an address channel. This three-port architecture allows the DMA to perform
simultaneous read and write operations, achieving full-duplex data movement in a single
transfer cycle. FKach DMA channel is configurable in terms of source and destination
data types (word, half-word, byte), transfer size, address increment mode (fixed, auto-
increment, two-dimensional strided), and optional sign extension for narrow-to-wide data
type conversions.
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In the context of the Bus Sniffer, the DMA engine is the second major bus master
alongside the processor core. During a DMA transfer, the three DMA OBI ports generate
sustained bursts of bus transactions that interleave with the CPU’s instruction fetch and
data access traffic.

Monitoring these concurrent transaction streams is one of the primary use cases for the
Bus Sniffer, as the relative timing and arbitration outcomes of CPU and DMA accesses
to shared SRAM banks directly affect system-level performance and correctness.

2.3.6 Debug Infrastructure

The X-HEEP debug infrastructure implements the RISC-V External Debug Support
specification as described in Section 2.1.3. The implementation is based on the PULP
riscv-dbg [20] IP, which provides a JTAG-accessible Debug Module with support for a
single hart, execution-based register access through a Program Buffer, and a 32-bit System
Bus Access (SBA) block.

The JTAG interface is exposed through dedicated pins and is typically connected
to an external JTAG adapter driven by OpenOCD on the debug host. In the FPGA
implementation on a Zynq SoC, the JTAG signals are routed from the FPGA fabric to
the host ARM subsystem, allowing the Linux environment running on the ARM cores to
operate OpenOCD locally without external cables.

The SBA block allows the external debugger to read and write any address in the
system memory map without resuming the hart. This capability is particularly useful for
accessing memory-mapped peripheral registers while the processor is halted, as it does
not generate instruction fetches or data accesses from the core. The Debug Module also
exposes a debug_mode status signal that indicates whether the hart is currently executing
in debug mode, which peripheral logic can use to distinguish debug-initiated bus traffic
from normal application activity.

From the Bus Sniffer’s perspective, the SBA block and the debug_mode signal are
the two hardware primitives that enable non-intrusive data extraction from the monitor
without polluting the captured trace with debug-related bus traffic.

2.3.7 Extensibility: the XAIF Interface

A distinguishing feature of X-HEEP is the eXtendible Accelerator InterFace (XAIF), a
standardized bundle of signals that allows external hardware accelerators to be connected
to the platform without modifying the MCU’s internal RTL. The XAIF provides config-
urable OBI master and slave ports (so that an accelerator can both initiate bus trans-
actions and be accessed as a memory-mapped peripheral), DMA extension signals for
accelerator-driven data transfers, interrupt lines, and power management control signals
for clock-gating and power-gating the accelerator domain.

When combined with the CV32E40X or CV32E40PX cores, the XAIF can additionally
include CORE-V-XIF signals, enabling the accelerator to register custom instructions that
the core decodes and dispatches transparently. This allows, for example, a coarse-grained
reconfigurable array (CGRA) to appear as a set of custom RISC-V instructions from the
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software perspective, while the hardware handles the instruction offloading through the
XIF pipeline interface.

The XAIF extensibility model has a direct implication for bus-level observability: any
accelerator connected through the XAIF that uses OBI master ports generates additional
bus transactions on the system interconnect. Monitoring these transactions requires ex-
tending the Bus Sniffer’s RTL to include the corresponding additional capture channels,
following the same integration pattern used for the baseline CPU and DMA ports.
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Chapter 3

Related Work and Motivation

This chapter surveys the landscape of on-chip debug, trace, and bus monitoring technolo-
gies that are relevant to the Bus Sniffer presented in this thesis. The objective is twofold:
to provide the reader with the context necessary to understand the design decisions de-
scribed in later chapters, and to position the Bus Sniffer with respect to both commercial
products and open-source alternatives.

The chapter is organised into six sections. Section 3.1 reviews the embedded logic anal-
ysers provided by the two major FPGA vendors. Section 3.2 describes the Arm CoreSight
debug and trace architecture, which serves as the de facto standard for Arm-based SoCs.
Section 3.3 covers the emerging RISC-V debug and trace specifications. Section 3.4 dis-
cusses commercial on-chip monitoring IP from companies such as UltraSoC (now Siemens)
and the Lauterbach TRACE32 ecosystem. Section 3.5 examines open-source debug in-
frastructure from the PULP platform and related projects. Finally, Section 3.6 positions
the Bus Sniffer among these solutions and highlights its distinctive characteristics.

3.1 FPGA Vendor Debug Tools

The two dominant FPGA vendors—AMD /Xilinx and Intel/Altera—both provide embed-
ded logic analyser IP cores that can be instantiated inside a user design to capture internal
signals in real time.

3.1.1 AMD/Xilinx ChipScope and Integrated Logic Analyser

The AMD Vivado design suite includes ChipScope [1], an on-chip debugging toolkit whose
central component is the Integrated Logic Analyser (ILA) [2]. The ILA is a configurable IP
core that monitors any internal signal of the FPGA design by storing sampled data in on-
chip block RAM and transferring it to the host PC over the JTAG interface. The designer
selects which signals to probe either at the RTL level or after synthesis, and specifies the
capture depth, the number of probe ports, and the trigger conditions. Boolean trigger
equations, edge-transition triggers, and multi-level state-based trigger sequences allow the
designer to isolate a specific event of interest before initiating the capture. The System
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ILA [3] variant extends this functionality with native support for AXI4 memory-mapped
and AXI4-Stream interface monitoring, including built-in protocol checking.

A key advantage of the ChipScope approach is its tight integration with the Vivado
IDE: captured waveforms can be cross-probed back to the RTL source, and incremental
compilation flows allow signal probes to be reassigned without a full place-and-route
cycle. However, the ILA is fundamentally a signal-level tool: it records the raw logic
values of the signals it is connected to, without any semantic understanding of the bus
protocol being observed. Interpreting a captured AXI waveform as a sequence of read and
write transactions remains a manual task for the designer. Moreover, the ILA consumes
significant FPGA resources—both block RAM for the capture buffer and logic elements
for the trigger engine—which can become a limiting factor in designs that are already
near capacity.

3.1.2 Intel/Altera SignalTap

Intel’s Quartus Prime software provides the Signal Tap logic analyser [10], which is func-
tionally analogous to Xilinx’s ILA. Signal Tap captures and displays the real-time be-
haviour of internal signals in an Intel FPGA design. The analyser is compiled into the
design as an additional partition that shares the JTAG interface with the programming
and debug infrastructure. Signal Tap supports Boolean trigger conditions, segmented
buffers for capturing multiple events in a single session, and Tcl scripting for automating
data capture—a feature that brings it closer to a regression-test workflow than a purely
interactive debug tool.

Like the ILA, Signal Tap operates at the signal level and has no built-in awareness of
bus transaction semantics. The Intel Quartus suite also provides a separate Bus Analyser
Toolkit for Qsys-based interconnect systems, but this tool is limited to Intel’s proprietary
Avalon bus protocol and is not available for custom or third-party bus architectures such
as OBI [18].

3.2 Arm CoreSight Debug and Trace Architecture

The Arm CoreSight architecture [4] defines a comprehensive, modular framework for debug
and trace in Arm-based SoCs. It is the most widely deployed on-chip debug standard
in the embedded industry, found in billions of devices ranging from microcontrollers to
application processors [31].

CoreSight components are organised into four categories: control and access com-
ponents (such as the Debug Access Port and its JTAG/SWD interface), trace sources
(which generate trace data), trace sinks (which store or export trace data), and trace
links (which route and merge trace streams between sources and sinks). The most impor-
tant trace source for instruction-level visibility is the Embedded Trace Macrocell (ETM),
which produces a compressed stream of program-flow information that can be decom-
pressed offline to reconstruct the exact sequence of executed instructions. The AHB
Trace Macrocell (HTM) provides a similar capability for bus-level observation, capturing
the address, data, and control signals of AHB transactions. Trace data is carried over
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the Advanced Trace Bus (ATB) internal to the SoC, merged through trace funnels, and
delivered to a trace sink—either an on-chip Embedded Trace Buffer (ETB), a system-
memory-based Embedded Trace Router (ETR), or an off-chip Trace Port Interface Unit
(TPIU) connected to an external trace probe.

The CoreSight SoC-400 [5] and SoC-600 [6] libraries provide pre-validated, configurable
implementations of all these components, allowing SoC designers to assemble a complete
debug and trace subsystem from a catalog of IP blocks. This approach yields a highly
capable infrastructure, but it comes with significant area and integration cost: a full
CoreSight system with ETM, ETB, funnels, and a TPIU can consume tens of thousands
of logic gates, which is a substantial overhead for small microcontroller SoCs. Furthermore,
CoreSight is an Arm-proprietary technology licensed under commercial terms and is not
available to designers of non-Arm-based systems such as RISC-V SoCs.

3.3 RISC-V Debug and Trace Standards

The RISC-V ecosystem has developed its own debug and trace specifications, driven by the
need for an open, vendor-neutral alternative to proprietary architectures like CoreSight.

3.3.1 RISC-V Debug Specification

The RISC-V Debug Specification [26] (currently at version 1.0, ratified in 2024) defines
the hardware and protocol infrastructure for external debug access to a RISC-V hart.
The specification mandates a Debug Module (DM) accessible through a Debug Trans-
port Module (DTM), typically a JTAG TAP. The DM supports two main memory-access
mechanisms: the Program Buffer, which allows the debugger to inject small instruction
sequences into the hart for execution, and the optional System Bus Access (SBA) block,
which provides direct access to the system bus without involving the hart. This specifica-
tion is the foundation upon which both the Bus Sniffer’s debug integration (described in
Chapter 5) and the Python driver’s SBA and GDB modes (described in Chapter 6) are
built.

The debug specification, however, is concerned exclusively with interactive debug—
halting, stepping, breakpoints, and memory access—and does not define any mechanism
for continuous, non-intrusive observation of bus traffic.

3.3.2 RISC-V Trace: E-Trace and N-Trace

Two complementary trace standards have been developed for RISC-V: the Efficient Trace
(E-Trace) specification [25] and the Nexus-based Trace (N-Trace) specification [27], both
ratified in late 2024 [17].

E-Trace defines a lightweight, compressed packet format for encoding program-flow
information (branches taken, exception entries, interrupt returns) with minimal hardware
cost. The design philosophy prioritises low gate count and low pin count, making it
suitable for small microcontroller cores. N-Trace is built on top of the well-established
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IEEE-ISTO 5001 (Nexus) standard [9] and provides a richer set of trace messages, includ-
ing support for timestamping, multi-source trace, and data trace. Both standards share
a common Trace Control Interface specification [28] that defines the memory-mapped
registers used to configure, enable, and read back trace data.

These trace standards focus on instruction-level tracing: they record which instructions
the processor executed and in what order, enabling the reconstruction of the program flow
from a compressed trace stream [29]. They do not, by design, provide visibility into the
bus-level transactions generated by peripherals, DMA engines, or other non-processor bus
masters. A DMA transfer that copies a buffer from one memory region to another, for
example, produces no entries in the instruction trace unless the processor explicitly polls
the DMA status register. The Bus Sniffer addresses precisely this gap: it captures the
OBI bus transactions generated by all masters and slaves on the interconnect, regardless
of which component initiated them.

3.4 Commercial On-Chip Monitoring IP

3.4.1 UltraSoC / Siemens Tessent Embedded Analytics

UltraSoC (acquired by Siemens in 2020, now part of the Tessent Embedded Analytics
product line) developed a family of silicon IP modules for non-intrusive, hardware-based
monitoring of SoC internals [30]. The product portfolio includes protocol-aware bus mon-
itors for Arm AMBA protocols (APB, AHB, AXI-4, ACE), a dedicated communications
fabric for transporting monitor data without interfering with the functional buses, and an
on-chip analytics engine capable of real-time event filtering and statistical profiling.

The Bus Sentinel module, announced in 2019 [7], is the product most directly com-
parable to the Bus Sniffer. The Bus Sentinel monitors and controls an SoC’s internal
bus, observing how the chip’s sub-blocks interact. It can be configured at runtime to
detect specific transaction types using programmable filters, counters, and timers. Unlike
a pure observation tool, the Bus Sentinel can also actively intervene: it can block a suspi-
cious transaction, modify it by marking it with a flag, or generate a response on the bus.
This active-intervention capability was designed primarily for cybersecurity applications,
enabling the SoC to detect and block unauthorised memory accesses in real time.

The UltraSoC/Tessent infrastructure is a commercial, closed-source product that re-
quires a licensing agreement with Siemens. It targets large, complex SoCs in automotive,
5@G, and data-centre applications, and its integration cost—both in terms of area overhead
and design effort—reflects this market segment. The Bus Sniffer targets a much smaller
system: a RISC-V microcontroller SoC with the OBI bus protocol. It prioritises simplicity
and openness over the breadth of features that the Tessent platform offers.

3.4.2 Lauterbach TRACE32

Lauterbach’s TRACE32 [14] is the industry-leading external debug and trace tool for
embedded systems. The TRACE32 product family includes hardware probes (PowerTrace,
MicroTrace [11], CombiProbe) that connect to the target SoC via JTAG or other debug
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interfaces, and a powerful software environment (PowerView) for interactive debugging,
trace analysis, code coverage, and performance profiling.

TRACE32 supports RISC-V cores with full debug and trace capabilities [12], including
the ratified E-Trace and N-Trace standards [13] as well as proprietary trace implementa-
tions from SiFive [15] and Tessent. For bus-level observation, TRACE32 relies on whatever
on-chip trace infrastructure the SoC provides; it does not include its own bus-monitoring
hardware. This means that the level of bus visibility available through TRACE32 depends
entirely on the SoC designer’s choice of on-chip trace sources.

The TRACE32 ecosystem is relevant to the Bus Sniffer in two ways. First, it pro-
vides a reference for what a professional-grade trace workflow looks like: the combination
of hardware trace probes, compressed trace encoding, and sophisticated host-side anal-
ysis software represents the gold standard for embedded debug. Second, the fact that
TRACE32 communicates with RISC-V targets through the same JTAG-based Debug
Module and SBA interface that the Bus Sniffer uses confirms the soundness of the Bus
Sniffer’s integration strategy. In a production deployment, a Lauterbach probe could co-
exist with the Bus Sniffer on the same JTAG chain, using the debug infrastructure for
interactive debug while the Bus Sniffer provides complementary bus-level visibility.

3.5 Open-Source Debug and Trace Infrastructure

3.5.1 PULP Platform Debug Module

The PULP platform [24], developed at ETH Zurich and the University of Bologna, pro-
vides an open-source implementation of the RISC-V Debug Specification (version 0.13.1)
in its riscv-dbg repository [20]. This module implements the Debug Transport Module
(JTAG DTM), the Debug Module with Program Buffer support, and the optional Sys-
tem Bus Access block. It is used in the CV32E40P (formerly RI5CY), Ibex, and CVA6
(formerly Ariane) cores [23], and serves as the debug infrastructure for the X-HEEP plat-
form [8] on which the Bus Sniffer is deployed.

The riscv-dbg module provides the foundation upon which the Bus Sniffer builds: the
JTAG interface, the SBA access path, and the halt/resume mechanism are all inherited
from this module. However, the debug module itself provides no bus-monitoring capa-
bility; its purpose is strictly interactive debug (halt, step, breakpoint, memory read/write).
The Bus Sniffer extends the debug subsystem with continuous, non-intrusive bus observation—
a capability that the standard RISC-V debug specification does not address.

3.5.2 PULP Trace Debugger

The PULP platform also provides an open-source instruction trace module (trace_debugger) [21]
for the RI5CY core. This module captures the retired instruction stream from the core’s
trace port, compresses it into a packet format inspired by the Nexus standard, and outputs
the compressed stream for offline decompression. A companion C library (trdb) [22] pro-
vides software tools for decompressing, disassembling, and analysing the captured traces.
The PULP trace debugger is conceptually similar to the E-Trace standard and shares
its focus on instruction-level visibility. It captures program flow at the core interface
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and does not observe the bus fabric. The Bus Sniffer is complementary: it captures the
bus-level consequences of the program flow (and of all other bus masters), providing a
different but equally valuable perspective on system behaviour.

3.5.3 OpenOCD

OpenOCD [19] (Open On-Chip Debugger) is the open-source debug server used by the
Bus Sniffer’s Python driver to communicate with the target SoC. OpenOCD implements
the GDB Remote Serial Protocol (RSP) and provides Telnet-based access to the JTAG
interface, supporting a wide range of targets including RISC-V cores with the standard
debug specification. It translates high-level debug commands (memory read/write, halt,
resume, breakpoint) into JTAG-level operations against the Debug Transport Module and
Debug Module.

The Bus Sniffer relies on OpenOCD as its sole communication channel to the target
hardware, both for configuring the sniffer registers (via SBA or Program Buffer writes)
and for extracting captured frames in the FPGA flow (via register reads through the
GDB protocol). This choice avoids the need for a custom debug transport and ensures
compatibility with the existing RISC-V debug ecosystem.

3.6 Positioning and Motivation

3.6.1 The Observability Gap

The survey in the preceding sections reveals a recurring pattern. Interactive debug allows
a developer to halt the processor, inspect registers and memory, and step through code,
but it cannot observe the bus while the system is running. Instruction trace records the
program flow of the processor core without halting it, but it does not see the bus fabric:
when a DMA engine transfers a block of data, the instruction trace records only the register
writes that configure the DMA controller, while the actual data movement—hundreds of
bus transactions on the DMA read and write channels—remains invisible. FPGA-vendor
logic analysers (ChipScope ILA, SignalTap) can capture any internal signal, but they
operate at the raw signal level: the designer must manually configure which wires to probe,
set trigger conditions in terms of logic values, and interpret the resulting waveforms as
bus transactions.

None of these tools provides structured, transaction-level visibility into the bus fabric
of a RISC-V SoC. This creates an observability gap: in a multi-master system, the traffic
generated by DMA engines, peripheral controllers, and other non-processor bus masters
is invisible to the standard debug and trace infrastructure. When a peripheral controller
generates unexpected bus traffic due to a misconfiguration, the only symptom visible
through the existing tools is a corrupted memory region or a timeout, with no direct
evidence of which bus master caused the problem or when.
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3.6.2 The X-HEEP Context

The X-HEEP platform, developed at EPFL, is an open-source, configurable microcon-
troller SoC built around the CV32E40P RISC-V core and the OBI (Open Bus Interface)
interconnect. Its interconnect connects up to ten OBI channels—including the core’s in-
struction and data ports, two SRAM banks, the DMA engine’s read, write, and address
channels, and several peripheral buses—through a crossbar that supports simultaneous
transactions on independent master—slave pairs. The platform includes a RISC-V Debug
Module with SBA support, connected to the host through a JTAG interface managed by
OpenOCD.

Despite this rich bus topology, X-HEEP provides no built-in mechanism for observ-
ing the transactions that flow through its interconnect. The debug module can read and
write memory, but it cannot report what other masters are doing on the bus. The simula-
tion testbench can dump VCD waveforms of the entire design, but extracting structured
transaction information from a VCD file requires custom post-processing scripts that are
tightly coupled to the RTL hierarchy and break whenever the design is modified. This
lack of built-in bus observability makes several common development tasks unnecessarily
difficult: verifying that a DMA transfer produced the expected sequence of read and write
transactions, diagnosing a bus contention between the CPU and the DMA engine, profil-
ing the transaction timing of a peripheral driver, or validating that a newly integrated IP
block generates correct OBI transactions.

3.6.3 Comparison with Existing Solutions

Table 3.1 summarises the key characteristics of the solutions discussed in this chapter and
compares them with the Bus Sniffer.

Table 3.1: Comparison of related debug, trace, and monitoring solutions.

Solution Scope Bus protocol Open src  Active ctrl Target
ChipScope ILA Signal-level Any (raw) No No FPGA debug
SignalTap Signal-level Any (raw) No No FPGA debug
CoreSight Instr. 4+ bus AHB/AXI No No Arm SoCs
E-/N-Trace Instruction — Yes No RISC-V SoCs
UltraSoC Sentinel  Bus txn AXI/AHB/APB No Yes Complex SoCs
TRACE32 Instr. 4+ data  Various No No External tool
PULP Trace Dbg. Instruction — Yes No PULP cores
Bus Sniffer Bus txn OBI Yes No X-HEEP SoC

The Bus Sniffer occupies a specific niche in this landscape, defined by five character-
istics.

First, it operates at the bus-transaction level rather than the signal level. Unlike the
FPGA vendor tools (ILA, SignalTap), which record raw logic values and leave interpreta-
tion to the designer, the Bus Sniffer captures complete OBI transactions (address, data,
byte-enable, read/write, source identifier, timestamps) and outputs them as structured
records. This semantic awareness eliminates the need for manual waveform interpretation
and enables automated verification through the scoreboard.
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Second, it captures traffic from all bus masters and slaves simultaneously. The RISC-V
instruction trace standards (E-Trace, N-Trace) and the PULP trace debugger observe only
the processor’s instruction stream. The Bus Sniffer captures the bus activity generated by
the CPU, the DMA engine, and all peripheral controllers, providing a system-level view
that instruction trace alone cannot offer.

Third, it is open-source and protocol-specific. Commercial solutions like UltraSoC/Tessent
target high-end SoCs with AXI or AHB interconnects and require a licensing agreement.
The Bus Sniffer is designed specifically for the OBI protocol used by X-HEEP and is re-
leased as open-source hardware, making it accessible to the academic and open-hardware
community. The OBl-specific design allows the sniffer to tap directly into the OBI hand-
shake signals (req, gnt, valid) without the overhead of a protocol-agnostic monitoring
framework.

Fourth, it provides dual extraction paths. The DPI-C streaming path enables lossless,
high-bandwidth trace capture during simulation, while the register-based FIFO extraction
path provides the same data on FPGA targets where DPI is not available. This dual-path
architecture makes the sniffer equally useful during pre-silicon verification and post-silicon
debug, a combination that most existing tools do not offer in a single IP block.

Fifth, it integrates with the standard RISC-V debug infrastructure. The Bus Sniffer’s
control registers are accessible through the same SBA and Program Buffer mechanisms
used by OpenOCD and TRACE32, and its FIFO-full halt request propagates through the
existing debug request path. This means that no custom debug transport or proprietary
software is needed: any RISC-V-compliant debugger can configure the sniffer and read its
data.

These characteristics also define the Bus Sniffer’s limitations relative to the larger
solutions. It does not provide instruction-level trace (which is covered by E-Trace and
N-Trace), it does not support active transaction blocking or modification (which is the
domain of the UltraSoC Bus Sentinel), and it is tailored to the OBI protocol rather than
being protocol-agnostic. These are deliberate design choices that keep the sniffer small,
simple, and tightly integrated with the X-HEEP platform.

3.6.4 Design Objectives

Based on the analysis above, the Bus Sniffer is designed to satisfy six requirements:

1. Non-intrusive observation. The Bus Sniffer must capture OBI transactions with-
out altering the timing or behaviour of the monitored bus: no additional latency, no
signal modification, no backpressure on the interconnect.

2. Multi-channel parallel capture. The sniffer must monitor all OBI channels of
the X-HEEP interconnect simultaneously, capturing transactions from the CPU, the
DMA engine, and all peripheral buses in a single trace.

3. Structured output. FEach captured transaction must be recorded as a 128-bit frame
containing the source channel identifier, the address, the data, the byte-enable mask,
the read/write type, and cycle-accurate timestamps.

38



3.6 — Positioning and Motivation

4. Dual extraction paths. The captured data must be accessible both through a
high-bandwidth DPI-C streaming interface for simulation and through a register-
based FIFO readout mechanism for FPGA deployment.

5. Integration with the RISC-V debug infrastructure. The sniffer’s control and
data registers must be accessible through the existing SBA and Program Buffer
mechanisms, so that standard tools such as OpenOCD and TRACE32 can interact
with the sniffer without modification.

6. Automated verification. A software testbench must be provided that can au-
tomatically verify the captured transactions against expected values, producing a
pass/fail verdict without manual waveform inspection.

These objectives define both the scope and the boundaries of the project. The Bus
Sniffer is not intended to replace instruction-level trace, to provide active transaction
filtering or blocking (as offered by the UltraSoC Bus Sentinel), or to support bus protocols
other than OBI. It is designed to be a focused tool that fills a specific gap in the X-HEEP
debug infrastructure.
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Chapter 4

Bus Sniffer Architecture

This chapter presents the architecture of the Bus Sniffer, a passive hardware monitor that
captures OBI bus transactions inside the X-HEEP microcontroller. The design is described
bottom-up: Section 4.1 introduces the design goals, the top-level block structure, and a
complete end-to-end walkthrough of a single transaction through the monitor pipeline;
Section 4.2 details the multi-channel capture logic and the transaction table that pairs
requests with responses; Section 4.2.5 describes the 128-bit frame format; Section 4.3
describes the FIFO, the push logic, the three-level pop priority scheme, and the overflow
handling mechanism; Section 4.4 presents the memory-mapped register interface generated
with the reggen tool; Section 4.5 explains the two data extraction modes (DPI-C for
simulation and GDB/SBA for FPGA); Section 4.6 covers the interaction with the RISC-
V debug infrastructure and the clock-gating mechanism; and Section 4.7 discusses the
integration of the Bus Sniffer into the X-HEEP platform.

4.1 Design Overview

The Bus Sniffer is a synthesisable SystemVerilog IP block that monitors OBI bus traffic
without injecting any transaction on the interconnect and without modifying the be-
haviour of the observed masters or slaves. Its design is driven by three goals:

Complete transaction capture. Every OBI transaction on every monitored channel
must be recorded as a self-contained frame that includes the full set of protocol
fields: source channel, address, write or read data, byte enables, write-enable flag,
and timing information.

Non-intrusiveness. The monitor must not alter the functional behaviour of the system.
It taps bus signals through read-only connections and does not drive any signal back
onto the interconnect. The only system-level side effect is a debug halt request when
the internal FIFO is full in the FPGA extraction flow.

Dual-mode extraction. The same RTL must support both high-bandwidth streaming
during simulation (via DPI-C) and register-based readout on FPGA (via GDB and
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the RISC-V System Bus Access block), at build time and at runtime through a
control register.

4.1.1 Top-Level Block Structure

Figure 4.1 shows the top-level block diagram. The Bus Sniffer processes transactions
through a linear five-stage pipeline.

On the left, the ten OBI bus channels feed their request and response signals into
the capture logic, which detects completed handshakes (req A gnt) in parallel across all
channels and creates partial entries—one per detected transaction. These entries flow into
the transaction table, a 32-slot buffer where each request waits for its matching rvalid
response. When a response arrives, the table logic fills in the read data and the latency
measurement, producing a complete 128-bit frame. Completed frames are pushed into the
FIFO storage (1024 entries deep), which decouples the capture rate from the extraction
rate.

On the right, the data extraction stage pops frames from the FIFO through one of two
output paths: in simulation, a DPI-C call streams each frame directly to CSV and binary
files on the host; on FPGA, a set of memory-mapped registers (SNI_DATAO-SNI_DATA3)
exposes one frame at a time, read by GDB through the RISC-V System Bus Access (SBA)
interface.

Below the pipeline, two support blocks appear. A free-running 32-bit timestamp
counter provides the cycle reference used by the capture logic for both request and re-
sponse timestamps. The halt_state_o output carries the debug halt request that the
FIFO’s overflow logic asserts when the buffer is full, causing the core to enter debug mode
so that GDB can drain the FIFO.

128 bit

oBI CAPTURE TRANSACTION FIFO

CHANNELS > Logic > TABLE trame | STORAGE
A Y E

FULL ! l l

) : LDPI-C ->CSV/BINJ L GDB/ SBA J

! . simulation only FPGA only

TIMESTAMP
COUNTER halt_state_o

Figure 4.1: Top-level block diagram of the Bus Sniffer. OBI signals from ten bus channels
enter the capture logic on the left; completed 128-bit frames exit through the FIFO to
either the DPI-C streaming interface (simulation) or the memory-mapped data registers
(FPGA). Solid blue arrows indicate the data path; dashed red arrows indicate control
signals.
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4.1.2 Design Parameters

The Bus Sniffer is parameterised at design time through four SystemVerilog parameters,
summarised in Table 4.1.

Table 4.1: Bus Sniffer design-time parameters.

Parameter Default Description

FRAME _WIDTH 128 Width of a single transaction frame in bits.
FIFO_DEPTH 1024 Number of frames the on-chip FIFO can store.
TABLE_DEPTH 32 Number of entries in the transaction table

(maximum concurrent outstanding transac-
tions across all channels).

NUM_CHANNELS 10 Number of OBI channels monitored simulta-
neously.

Additionally, the parameter DPI_STREAM_ID (default: 0) identifies the sniffer instance
in the DPI-C call, allowing multiple sniffer instances to coexist in a multi-core simulation.
A companion build-time parameter, DPI_ENABLE (default: 1), acts as a quick-kill switch:
setting it to 0 ensures that the synthesiser can prune all DPI-related logic, but under
normal circumstances the DPI path is controlled at runtime through the DPI_EN register
bit in SNI_CTRL (Section 4.4.1). The effective DPI enable signal is the logical AND
of the two: dpi_en_eff = DPI_ENABLE && dpi_en_sw, so the DPI drain is active only
when both the build-time parameter and the runtime register bit are set. This allows
the external debugger (or GDB via SBA) to enable or disable DPI streaming on the fly
without recompiling the design.

4.1.3 End-to-End Transaction Walkthrough

To illustrate how the components interact, consider a single CPU data read transaction
as it traverses the entire Bus Sniffer pipeline:

1. Address phase. The CPU core asserts req on its data port with a target ad-
dress. On the same clock edge, the slave asserts gnt. The capture logic detects
the req A gnt condition on the CORE_DATA channel and allocates a free slot in the
transaction table. It writes the address, byte enables, write-enable flag (0 for a read),
source ID (2 for CORE_DATA), and the current 32-bit timestamp into the slot’s frame.
The waiting resp flag is set to 1 because this is a read transaction.

2. Response phase. One or more clock cycles later, the slave asserts rvalid and
drives the read data. The response matching logic scans the transaction table and
finds the oldest entry with channel id = CORE_DATA and waiting resp = 1. It
writes the read data into the frame’s data field, computes the response latency
(current timestamp minus the stored request timestamp), stores the lower 16 bits in
resp_timestamp, and clears waiting_resp. The entry is now complete.
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3. FIFO push. On the next clock cycle, the combinational push scan finds this entry
(active and not waiting for a response). If the FIFO is not full and capture_en is
high (the core is not in debug mode), the 128-bit frame is pushed into the FIFO and
the table slot is freed.

4. Extraction. In simulation, the DPI-C drain pops the frame on the next cycle and
writes it to the host CSV file. On FPGA, the frame remains in the FIFO until
the FIFO fills, at which point the halt—drain—resume cycle described in Section 4.5
transfers all stored frames to the host.

The total latency from the address phase to the FIFO push is one cycle after the
response phase completes (for the push scan), plus an additional cycle for the pop in DPI
mode. Write transactions follow the same path but skip step 2: the write data is captured
during the address phase, the sentinel response timestamp 0x0001 is written immediately,
and the entry is marked complete without waiting for rvalid.

4.2 Capture Logic

The capture logic is the front-end of the Bus Sniffer. Its task is to detect the start of
every OBI transaction on every monitored channel, record the address-phase signals, and
later match the corresponding response-phase signals to produce a complete frame.

4.2.1 Monitored Channels

The Bus Sniffer monitors ten OBI channels, grouped by the bus master or slave they
belong to. Table 4.2 lists all channels and their role in the system.

Table 4.2: OBI channels monitored by the Bus Sniffer.

ID Channel name Description

1 CORE_INSTR CPU instruction fetch port.

2 CORE_DATA CPU data load/store port.

3 AD_PERIPH Always-on peripheral slave port.

4  PERIPH Switchable peripheral slave port.

5 RAMO SRAM bank 0 slave port.

6 RAM1 SRAM bank 1 slave port.

7  FLASH External flash (BUS2SPI) slave port.

8 DMA_READ DMA engine read channel master port.
9 DMA_WRITE DMA engine write channel master port.
10 DMA_ADDR DMA engine address channel master

port.

All ten channels are collected into a single structured signal bundle, that is routed to
the Bus Sniffer at the top level of the X-HEEP design. Each channel entry in the bundle
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contains the full set of OBI request signals (req, addr, we, be, wdata) and response signals
(gnt, rvalid, rdata). The bundle also includes arrays for the SRAM bank slave ports,
indexed from 0 to NUM_BANKS—1, allowing the number of monitored RAM ports to scale
automatically with the X-HEEP memory configuration.

The set of monitored channels covers both sides of the interconnect: the master-side
ports (CPU instruction, CPU data, DMA read, DMA write, DMA address) capture the
transactions as initiated by the bus masters, while the slave-side ports (RAMO0, RAMI,
flash, always-on peripherals, switchable peripherals) capture the transactions as received
by the bus slaves. This dual observation provides a complete view of the bus traffic and
allows the verification framework to correlate master-initiated requests with slave-side
delivery.

4.2.2 OBI Handshake Detection

On every rising clock edge, the capture logic evaluates the req A gnt condition on each
of the ten channels simultaneously. When this condition is true for a given channel,
the address phase of an OBI transaction has completed and the Bus Sniffer records the
following signals into a new entry in the transaction table:

addr, (32 bits) Address the byte address of the transaction

we, (1 bit) Write enable distinguishes writes from reads.

be, (4 bits) Byte enable indicates which byte lanes are active.
wdata, (32 bits) Write data for write transactions, the data to be

written; for reads, this field is left zero
and will be filled when the response ar-

rives.
(4 bits) Source ID the channel identifier from Table 4.2.
(32 bits) Request timestamp the current value of the free-running cy-

cle counter at the moment of capture.

All ten channels are processed in parallel within the same clock cycle. The RTL achieves
this by taking a temporary copy of the entire transaction table at the beginning of each
clock cycle and letting each channel’s capture block independently search this copy for a
free slot using the find free slot function. Because each channel operates on a separate
copy of the table state, multiple simultaneous handshakes on different channels are all
captured without mutual interference. At the end of the cycle, the updated temporary
table is written back to the actual transaction table registers in a single non-blocking
assignment. This parallel processing is essential because the crossbar topology of X-
HEEP allows, for example, a CPU instruction fetch and a DMA write to complete their
address phases in the same cycle on different slave ports.
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4.2.3 Transaction Table

The transaction table is a fixed-size array of TABLE_DEPTH entries (default: 32) that serves
as the staging area between the address phase and the response phase of each transaction.
Each entry is a partial_entry_t packed structure containing:

free_slot (1 bit): indicates whether the entry is occupied (1) or available (0).

waiting_resp (1 bit): set to 1 for read transactions whose rvalid has not yet arrived;
set to 0 for write transactions (immediately complete) and for read transactions that
have received their response.

channel_id (4 bits): the source channel identifier, used during response matching.

frame (128 bits): the bus_sniffer_frame_t structure that accumulates the transaction
fields as they become available.

Figure 4.2 shows the lifecycle of a transaction table entry as a state machine. When
a new req A gnt is detected, the capture logic calls find_free_slot to locate the first
entry where free_slot is 0 (available) and allocates it by setting free_slot to 1.

For write transactions, the entry transitions immediately to the Complete state: the
write data is recorded in the frame’s data field, the response timestamp is set to the
sentinel value 0x0001, and waiting_ resp remains 0.

For read transactions, the entry enters the Waiting state: waiting_resp is set to 1,
the data field is left zero, and the entry remains in the table until the corresponding
rvalid arrives. Once the response is matched (see Section 4.2.4), the entry transitions
to Complete. From Complete, the push logic transfers the frame to the FIFO and returns
the entry to the Free state.
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New OBI transaction

FREE

free_slot =0
req && gnt req && gnt
write (we=1 -
push frame to FIFO ( ) read(we=0)
CAPTURED WAITING
waiting_resp == 0
lid -
i rvali
Immediate .
fill rdata
compute time
COMPLETE
waiting_resp == 1

Figure 4.2: Lifecycle of a transaction table entry. Write transactions bypass the Waiting
state and are immediately complete; read transactions wait for the rvalid response before
proceeding to the FIFO.

The table depth of 32 entries is sized to accommodate the maximum number of con-
current outstanding transactions across all ten monitored channels. In practice, the
CV32E40P core supports at most two outstanding transactions per OBI port, and the
DMA channels operate with similar limits, so 32 entries provide a comfortable margin. If
the table is full when a new handshake occurs, the new transaction is lost — however,
this condition has not been observed in any of the test configurations and it can be easily
modified by enlarging the TABLE _DEPTH parameter.

4.2.4 Response Matching

When rvalid is asserted on a given channel, the response matching logic scans the trans-
action table for the oldest entry that satisfies three conditions: free_slot is 1 (the entry
is active), waiting_resp is 1 (the entry needs a response), and channel_id matches the
channel on which rvalid appeared. When a match is found, the logic completes the frame

by:
1. Writing the read data (rdata) from the bus response into the frame’s data field.

2. Computing the response latency as the difference between the current cycle counter
and the request timestamp stored in the entry, and writing the lower 16 bits of this
difference into the resp_timestamp field.

3. Clearing the waiting resp flag, which marks the entry as complete and ready to
be pushed into the FIFO.
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This matching strategy relies on the in-order response guarantee of the OBI protocol
(Rule 6, Section 2.2.3): for a given channel, the first pending entry in the table is always
the one whose response arrives next. No transaction-ID tags or associative lookup are
required. The response matching runs in a separate always_ff block from the request
capture, and each channel’s matching is independent, so responses on different channels
can be matched in the same clock cycle.

4.2.5 Frame Format

Each completed transaction is encoded as a 128-bit frame defined by the bus_sniffer frame_t
packed structure in bus_sniffer_pkg. Table 4.3 lists the fields with their exact bit posi-
tions, and Figure 4.3 provides a visual representation of the layout.

Table 4.3: 128-bit transaction frame layout (bus_sniffer frame_t).

Field Bits Width Description
source_id 127:124 4 Channel identifier (Table 4.2).
req_timestamp 123:92 32 Free-running cycle counter value

captured at the address phase.
resp_timestamp  91:76 16 Response latency in clock cycles
(current counter minus request
timestamp).  Set to 0x0001 for
write transactions.
address 75:44 32 Byte address of the transaction.
data 43:12 32 Write data (for writes) or read data
(for reads).

byte_enable 11:8 4 Active byte lanes.

we 1 Write enable flag.

valid 6 1 Transaction valid flag.

gnt 5 1 Grant flag (always 1 in a captured
frame).

reserved 4:0 5 Reserved (zero).
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128-bit Transaction Frame (bus_sniffer_frame_t)

127:124 123:96

SNI_DATAO src req timestamp [31:4]

95.92 91:76 75:64

SNI_DATA1 req| resp_timestamp | address [31:20]

63:44 43:32
SNI_DATA2 address [19:0] data [31:20]

31:12 118 7 6 5 40
SNI_DATA3 data [19:0] be v| g| rsv

32 bits per register word

Figure 4.3: Visual layout of the 128-bit transaction frame. Fields are not aligned to 32-bit
word boundaries; the host-side software must perform bitwise extraction to decode them
from the four SNI_DATA registers.

The frame is stored in the FIFO as a flat 128-bit vector and is exposed to software
through four 32-bit data registers (SNI_DATAO through SNI_DATA3), with SNI_DATAO hold-
ing bits 127:96 (the most significant word). Because the fields are not aligned to 32-bit
word boundaries, the host-side software must perform bitwise extraction to unpack them.
For example, the address field (bits 75:44) spans the lower 12 bits of SNI_DATA1 and
the upper 20 bits of SNI_DATA2. Both the DPI-C consumer and the Python monitoring
framework include dedicated decoding routines that reconstruct the individual fields from
the four raw 32-bit words.

4.2.6 Timestamp Generation

The Bus Sniffer maintains a 32-bit free-running cycle counter that increments on every ris-
ing clock edge and resets only on hardware reset. The counter is not gated by debug_mode
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or by the FIFO state, ensuring a monotonically increasing time reference throughout the
entire simulation or FPGA run.

The full 32-bit counter value is stored in the req_timestamp field of each frame, pro-
viding a wraparound period of approximately 4.3 billion cycles. At a typical FPGA clock
frequency of 20 MHz, this corresponds to over 200 seconds of continuous capture before a
wraparound occurs.

The resp_timestamp field, by contrast, stores only the lower 16 bits of the latency
difference (current counter minus request timestamp). This is sufficient because the max-
imum response latency of any OBI slave in X-HEEP is well below 65536 cycles: SRAM
banks respond in 1 cycle, peripherals in 1-2 cycles, and even the slowest flash-via-SPI path
completes within a few hundred cycles. For write transactions, where the response phase
is implicit (the data is already committed at the address phase), the resp_timestamp is
set to the sentinel value 0x0001 to distinguish them from zero-latency reads.

4.3 FIFO and Storage

4.3.1 FIFO Structure

Completed frames are stored in a synchronous FIFO (fifo_bus_sniffer) with a config-
urable depth (default: 1024 entries) and a width equal to FRAME_WIDTH (128 bits). The
FIFO exposes standard signals: wr_en (push), rd_en (pop), full, empty, and a count
output that reports the current occupancy.

The FIFO is implemented as a dual-pointer circular buffer in register-based storage.
While a block-RAM implementation would be more area-efficient for large depths, the
register-based design simplifies simulation debugging (all entries are visible in the wave-
form viewer) and avoids the read-latency constraints of synchronous RAM. For FPGA
targets where area is a concern, replacing the FIFO with a block-RAM variant is a
straightforward substitution that does not affect the rest of the Bus Sniffer’s logic, since
the interface signals remain identical.

4.3.2 Push Logic

On every clock cycle, a combinational scan of the transaction table searches for the first
entry that is both active (free_slot = 1) and complete (waiting_resp = 0). The index
of this entry is stored in the push_idx register. If push_idx is valid (i.e. a complete entry
was found), the FIFO is not full, and the capture_en signal is high (the processor is not
in debug mode), a one-cycle push pulse transfers the 128-bit frame into the FIFO and
frees the table entry by setting its free_slot back to 0.

At most one frame is pushed per cycle. This is a deliberate simplification: in theory,
multiple entries could complete on the same cycle (e.g. two concurrent responses on differ-
ent channels), but pushing only one per cycle avoids the need for a multi-port FIFO. The
remaining complete entries are simply pushed on subsequent cycles, with the transaction
table providing the necessary elastic buffering.
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4.3.3 Pop Logic and Priority Scheme

The pop logic determines when and why a frame is removed from the FIFO. Three condi-
tions can trigger a pop, evaluated in strict priority order on every clock edge, as illustrated
in Figure 4.4:

s

DPI enabled yes _[call sniffer_dpi_push
A lempty? 'L Pop FIFO if accepted

Priority 1 (highest)

FRAME_READ yes N Pop FIFO
rise A lempty? ’L Auto-clear FRAME_READ
Priority 2 (SW acknowledge)
HO{

No pop this cycle

Figure 4.4: Two-level priority scheme for the FIFO pop logic. DPI drain has the highest
priority; software acknowledge (FRAME_READ) has the lowest.

Priority 1: DPI-C drain (highest). If dpi_en_eff is true (the DPI path is both com-
piled in and enabled at runtime) and the FIFO is not empty, the pop logic calls the
DPI-C function sniffer_dpi_push with the four 32-bit words of the current front-
of-FIFO frame. If the C-side consumer accepts the frame (returns 1), a pop pulse is
issued to advance the FIFO read pointer. If the consumer rejects it (ring buffer full,
returns 0), the pop is suppressed and the same frame is retried on the next cycle,
providing backpressure.

Priority 2: Software acknowledge (lowest). When the external debugger writes 1 to
the FRAME_READ control bit, the Bus Sniffer detects the rising edge of this bit (using a
one-cycle delayed comparison) and issues a pop pulse. Simultaneously, an auto-clear
pulse drives FRAME_READ back to 0 through the hw2reg interface, so the debugger does
not need a separate write-zero step. This pop-and-advance mechanism implements
the producer—consumer handshake for the register-based extraction flow.
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The strict priority ordering ensures that DPI-C mode always takes precedence: if both
DPI drain and a software acknowledge happen on the same cycle, only the DPI pop fires.
In practice, the two modes are mutually exclusive (DPI is only active in simulation), but
the priority encoding provides a clean fallback.

4.3.4 Overflow Handling

When the FIFO becomes full, the Bus Sniffer’s behaviour depends on the active extraction
mode.

In DPI-C mode, overflow is unlikely under normal conditions because the DPI drain
removes frames from the FIFO every cycle. If the C-side consumer cannot keep up (its
ring buffer is full), the DPI call returns 0 and the pop is suppressed; subsequent completed
transactions remain in the transaction table until space becomes available. The capture
logic continues to record new address phases as long as the transaction table itself has
free slots, providing a degree of elastic buffering.

In the FPGA extraction flow, the Bus Sniffer detects the rising edge of the full
signal (using a one-cycle delayed comparison) and triggers a debug halt request: a multi-
cycle pulse is generated on the halt state_o output, which is connected to the core’s
debug_req input. A 3-bit counter holds the pulse high for several clock cycles after
detecting the full condition, ensuring that the debug request is reliably sampled by the
core regardless of its current pipeline state or instruction alignment. This causes the hart
to enter debug mode, where GDB takes control and begins draining the FIFO through
SBA register reads.

In both cases, the Bus Sniffer never silently drops frames. The system either pauses
execution until the FIFO is drained or relies on the DPI consumer to keep pace.

4.4 Register Interface

The Bus Sniffer’s software-facing interface is a set of memory-mapped registers generated
by the lowRISC reggen tool from the bus_sniffer.hjson register description file. The
reggen flow produces two SystemVerilog files: bus_sniffer_reg pkg.sv (the register
field type definitions) and bus_sniffer_reg_top.sv (the register module that handles
address decoding, read/write arbitration, and the reg2hw/hw2reg signal conversion). This
approach guarantees consistent register naming and hardware—software synchronisation
primitives (such as auto-clearing fields) across all peripherals in X-HEEP, including the
Bus Sniffer.
Table 4.4 summarises the register map.

4.4.1 Control Register (SNI_CTRL)

The control register contains four fields, mapped to individual bits:

EN (bit 0): Global enable for the Bus Sniffer.
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Table 4.4: Bus Sniffer register map.

Register Offset Access Description
SNI_CTRL 0x00 R/W Control register.

SNI_STATUS 0x04 RO Status register.

SNI_DATAO  0x08 RO Frame word 0 (bits 127:96).

SNI_DATA1  0x0C RO Frame word 1 (bits 95:64).

SNI_DATA2  0x10 RO Frame word 2 (bits 63:32).
(

SNI_DATA3  0x14 RO Frame word 3 (bits 31:0).

RST_FIFO (bit 1): Writing 1 resets the FIFO, discarding all stored frames and resetting
the read and write pointers. The FIFO is also implicitly reset when the processor
exits debug mode (see Section 4.6.3), ensuring that debug-related bus activity is not
present in the captured trace when normal execution resumes.

FRAME_READ (bit 2): Software writes 1 to acknowledge the current frame and advance the
FIFO read pointer. The Bus Sniffer detects the rising edge of this bit (comparing
the current value with a one-cycle delayed copy), issues a single-cycle pop pulse,
and auto-clears the bit back to 0 through the hw2reg interface. This auto-clear
mechanism avoids the need for a separate write-zero step and simplifies the GDB
scripting.

DPI_EN (bit 4): Runtime enable for the DPI-C drain path. When set to 1, the Bus
Sniffer calls the DPI-C function on every cycle the FIFO is not empty. This bit is
AND-ed with the build-time DPI_ENABLE parameter to produce the effective signal
dpi_en_eff: both must be true for the DPI drain to be active. Because this bit
lives in the register map, the external debugger can toggle DPI streaming at runtime
through GDB or SBA without recompiling the RTL.

4.4.2 Status Register (SNI_STATUS)

The status register provides three read-only flags:

EMPTY (bit 0): Asserted when the FIFO contains no frames.
FULL (bit 1): Asserted when the FIFO has reached its maximum capacity.

FRAME_AVAIL (bit 2): A sticky flag managed by the frame_pending register. It is set
when a frame is popped from the FIFO (but only when DPI mode is inactive,
since DPI pops do not involve the register path), and it is cleared when software
writes FRAME_READ. The flag remains high between these two events, so GDB can
reliably poll it even if the SBA read takes multiple JTAG shifts. The stickiness is
implemented by a dedicated flip-flop that is set by the pop_fifo pulse (when DPI
is off) and cleared by the frame_read_rise edge detector.
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The FRAME_AVAIL handshake protocol for the register-based extraction flow proceeds
as follows: GDB polls SNI_STATUS through SBA; if FRAME_AVAIL is 1, GDB reads the
four data registers to obtain the frame, then writes FRAME_READ = 1 to acknowledge; this
clears FRAME_AVAIL and pops the next frame, making it available for the next iteration;
when EMPTY is 1, the drain is complete.

4.4.3 Data Registers (SNI_DATAO—SNI_DATA3)

The four data registers expose the most recently popped 128-bit frame, split into four
32-bit words. They are updated on every pop event (from any of the three pop sources)
and retain their value until the next pop. Software reads do not consume or advance the
FIFO — only a pop event does. The registers are driven continuously by the hardware
through the hw2reg interface, with the de (data enable) signals permanently asserted.

4.5 Data Extraction Modes

The Bus Sniffer supports two data extraction modes, each targeting a different deployment
context. Both modes share the same capture logic, transaction table, and FIFO; they differ
only in how frames are consumed from the FIFO output.

4.5.1 DPI-C Streaming Mode (Simulation)

In simulation (QuestaSim or Verilator), the Bus Sniffer drains the FIFO by calling the
DPI-C function sniffer_dpi_push on every clock cycle whenever the FIFO is not empty
and dpi_en_eff is true. The function receives the four 32-bit words of the current front-
of-FIFO frame and passes them to a host-side C++ consumer. If the call returns 1, the
frame is popped; if it returns 0 (backpressure), the frame is retained and retried on the
next cycle.

Host-side consumer architecture. The C++ consumer (bus_sniffer_dpi.cc) is
designed for high throughput with minimal impact on simulation speed. Its architecture
consists of three components:

SPSC ring buffer. A lock-free, single-producer single-consumer ring buffer of 216 (65 536)
frame slots. The DPI function (producer) runs in the simulator’s main thread and
pushes frames using atomic store-release operations; a dedicated consumer thread
pops them using atomic load-acquire operations. The ring is allocated once on the
first DPI call and reused for the entire simulation.

Consumer thread. A background std: :thread is spawned on the first call to sniffer_dpi_push.
It drains the ring buffer in a polling loop, sleeping for 1 ms between iterations to avoid
busy-waiting when the ring is empty. For each frame, it writes to two output files
simultaneously.
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Dual-format output. Each frame is written in two formats: a raw binary file (sniffer_frames.bin,
16 bytes per frame) for compact storage and fast post-processing, and a human-
readable CSV file (sniffer_frames.csv) with the decoded fields. The CSV header
is: src, req_ts, resp_ts, address, data, be, we, valid, gnt. Both files use 1 MiB
I/O buffers (setvbuf) to minimise system call overhead.

The decoding from four raw 32-bit words to individual fields is performed by the
decode_to_fields function using bitwise shifts and masks. This function mirrors the
packed-struct layout defined in bus_sniffer frame t, extracting each field rom its exact
bit position across the word boundaries.

Optional console printing is controlled by two environment variables: SNIFFER_PRINT
(set to any non-zero value to enable) and SNIFFER_PRINT_EVERY (print one frame every N,
to reduce console noise during long simulations). A cleanup function (sniffer_dpi_close)
flushes and closes the output files at the end of the simulation.

The Python monitoring framework (monitor. py) parses the CSV output to reconstruct
the transaction sequence for verification and analysis.

4.5.2 Register-Based Mode (FPGA)

On FPGA, DPI-C is not available and the extraction relies on the RISC-V debug inter-
face. The process follows a halt—drain—resume cycle, illustrated in the timing diagram of
Figure 4.5. Figure 4.6 details the software-hardware handshake that takes place during
the drain phase, showing the interaction between GDB (via SBA), the register interface,
and the FIFO pop logic.
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Normal Halt req Debug mode: GDB drains FIFO via SBA RST Resume
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Figure 4.5: Timing diagram of the FPGA halt—drain—resume cycle. The FIFO fills during
normal execution (cycles 0-3). The Bus Sniffer asserts a debug halt request (cycles 4-8),
the core enters debug mode (cycle 6), and GDB drains the FIFO via SBA pop pulses
(cycles 8-17). When the FIFO is empty (cycle 18), a FIFO reset is issued (cycles 18-20),
and the hart resumes (cycle 20).
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FPGA Extraction Handshake
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Figure 4.6: Sequence diagram of the FPGA extraction handshake.
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The extraction proceeds as follows:

1. The FIFO fills during normal execution. When the rising edge of the full signal is
detected, the Bus Sniffer asserts halt_state_o for several cycles.

2. The core enters debug mode. The debug_mode_i signal causes capture_en to go
low, preventing debug-related SBA traffic from being recorded.

3. The external debugger (GDB via OpenOCD) reads SNI_STATUS through SBA to
check FRAME_AVAIL.

4. If a frame is available, GDB reads SNI_DATAO through SNI_DATA3 and writes FRAME_READ
to acknowledge. This pops the next frame.

5. Steps 3—4 repeat until EMPTY is asserted.
6. GDB writes RST_FIFO to clear any residual state, then resumes the hart.

7. Execution continues and the cycle repeats when the FIFO fills again.

This entire sequence is automated by the data collection framework, which drives
GDB through a scripted interface. From the application firmware’s perspective, the halt—
drain-resume cycles are invisible: the program counter is saved and restored by the debug
module, and no general-purpose registers or memory locations are modified.

The extraction bandwidth in this mode is limited by the SBA access latency, which
requires multiple JTAG shifts per register read. A single frame extraction (one status poll,
four data reads, and one control write) takes on the order of hundreds of microseconds
through a JTAG adapter. Draining a full 1024-entry FIFO therefore requires a fraction of
a second — acceptable for the verification use case, where the goal is to capture a bounded
window of bus activity rather than a continuous real-time stream.

4.6 Debug Mode Interaction

The interaction between the Bus Sniffer and the RISC-V debug infrastructure is a critical
aspect of the design, particularly for the FPGA extraction flow. This section describes
the two mechanisms that govern this interaction: capture gating and the halt request.

4.6.1 Capture Gating

The debug_mode_1i input, driven by the core’s debug controller, indicates whether the hart
is currently executing in debug mode. The Bus Sniffer uses it to derive the capture_en
signal:

capture_en = ~debug_mode_i
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When capture_en is low, the push logic is inhibited: completed entries in the trans-
action table are not transferred to the FIFO, even if they are marked as complete. This
ensures that the SBA read and write transactions generated by GDB during FIFO ex-
traction are not themselves captured, which would create a feedback loop where the act
of reading the sniffer would generate new sniffer entries. The capture logic continues to
detect handshakes and fill table entries during debug mode (since the bus is still active
with SBA traffic), but these entries are never pushed and are effectively discarded when
the FIFO is reset on debug mode exit.

4.6.2 Debug Halt Request

The halt_state_o output is connected to the core’s debug_req input. When the FIFO-
full rising edge is detected, a 3-bit counter begins counting from 1 to 6. While the
counter is active, halt_state_o is held high. Once the counter reaches 6, it resets to
0 and the signal is deasserted. This multi-cycle pulse ensures reliable sampling by the
core: the RISC-V debug specification requires the debug request to be held until the hart
acknowledges entry into debug mode, and the 6-cycle pulse provides sufficient margin for
the core to complete its current instruction and respond.

4.6.3 FIFO Reset on Debug Mode Exit

A dedicated flip-flop (rst_fifo_reg ff) implements a conditional FIFO reset that is
synchronised to the debug mode exit. When the debugger writes RST_FIF0 = 1 while
the core is in debug mode, this flip-flop is set using the rising edge of rst_fifo_reg
as an asynchronous set signal. When debug mode subsequently exits (the falling edge
of debug_mode_i acts as the asynchronous clear), the flip-flop returns to 0, producing a
one-shot reset pulse.

The actual FIFO reset signal is computed as:

rst_fifo = debug mode ? (rst_fifo_reg ff || !rst_ni) : (rst_fifo_reg ||
Irst_ni)

This logic ensures two properties: during debug mode, the FIFO is reset only if the
software has explicitly requested it (preventing accidental data loss); on debug mode
exit, any pending reset request takes effect, clearing the FIFO of any partial frames that
accumulated from the SBA traffic during the drain process.

4.7 Integration in X-HEEP

Integrating the Bus Sniffer into the X-HEEP microcontroller requires modifications at two
levels of the design hierarchy: the top-level SoC module (core_v_mini_mcu.sv) and the
peripheral subsystem (peripheral_subsystem.sv). This section describes each modifi-
cation, following the actual signal path from the OBI bus to the debug halt request.
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4.7.1 Bus Bundle Assembly (Top Level)

The top-level SoC module is responsible for two tasks: assembling the read-only bus bundle
that feeds the sniffer, and merging the sniffer’s halt request with the debug module’s own
request.

Bus bundle assembly. An always_comb block collects the OBI request and response
structs from all ten monitored channels into a single bus_sniffer_bundle_t struct, de-
fined in bus_sniffer_pkg. The bundle is a flat aggregate of obi_req_t / obi_resp_t
pairs, one per channel. Since all assignments are purely combinational read-only taps,
the sniffer adds zero logic to the bus datapath and does not affect the timing of existing
transactions.

The five master-side channels are the core instruction fetch port, the core data port, and
the three DMA ports (read, write, address). The five slave-side channels are the always-on
peripheral bus, the switchable peripheral bus, the SRAM banks, and the memory-mapped
flash.

Halt request merging. The bus_sniffer full signal travels back from the sniffer
to the top level through the peripheral subsystem’s port list, which corresponds to the
halt request, driven by halt_state_o inside the sniffer. The halt request is merged
with the normal debug request from the debug module using a bitwise OR that pro-
duces the combined signal dm_req_or. This is the mechanism that closes the halt—drain—
resume loop described in Section 4.6: when the FIFO is full, halt_state_o pulses high,
bus_sniffer_full follows, and the OR-ed result propagates to the CPU’s debug_req_i
input. The replication operator {NRHARTS{...}} ensures that the halt request reaches
all harts in a multi-core configuration; in the default single-hart X-HEEP, the result is
simply assigned to debug_core_req.

Debug mode feedback. The debug _mode signal, generated by the CV32E40X core
when it enters debug mode, is routed from the CPU subsystem down to the peripheral
subsystem and into the sniffer’s debug_mode_i port. This feedback is what allows the
capture_en logic to suppress new frame captures while GDB is draining the FIFO, pre-
venting the circular condition where debug-mode SBA traffic would fill the FIFO that is
being drained.

4.7.2 Instantiation in the Peripheral Subsystem

The Bus Sniffer is instantiated inside the switchable peripheral subsystem, where it sits
alongside the other peripherals (PLIC, GPIO, SPI, 12C, timer, 12S). Two new ports
are added to the subsystem’s port list: the input bundle (bus_sniffer_bundle_i), the
debug_mode_i feedback, and the output signal (bus_sniffer_full. The register interface
is connected through the existing address-decode and register-demux infrastructure.
Several aspects of this instantiation are worth noting. First, the halt_state_o port
is mapped to the signal bus_sniffer full, which is then routed out through the sub-
system’s port list to the top-level OR gate described above. Also, debug_mode_i uses
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implicit port connection (the subsystem port and the sniffer port share the same name),
keeping the instantiation concise.

4.7.3 Build System Integration

The Bus Sniffer is added to the X-HEEP build flow through the FuseSoC package manager.
A .core file declares the Bus Sniffer’s source files, dependencies (the reggen-generated
register package and top module, the FIFO module, and the bus_sniffer_pkg package),
and the DPI-C source file for the simulation consumer. The .hjson register description
is processed by reggen during the build to produce the bus_sniffer_reg pkg.sv and
bus_sniffer_reg top.sv files.

When targeting FPGA synthesis, the build system sets DPI_ENABLE = 0, which causes
the synthesiser to prune all DPI-related logic, including the import "DPI-C" declaration,
the ring buffer interface, and the conditional pop branch. When targeting simulation,
DPI_ENABLE = 1 is used and the DPI-C shared library (bus_sniffer_dpi.cc) is compiled
and linked into the simulator executable. The runtime DPI_EN register bit provides an
additional layer of control, allowing the DPI drain to be toggled on and off during a
simulation run without recompiling. No source-code changes are required between the
simulation and FPGA flows.
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Chapter 5

Experimental Setup and
Validation

This chapter describes the infrastructure used to validate the Bus Sniffer, covering the
simulation environment, the software verification framework, and the individual test sce-
narios. The presentation follows the order in which a developer encounters these compo-
nents when running a test. Section 5.1 introduces the Verilator-based simulation flow, the
role of each process involved in a test run, and the multi-terminal orchestration that ties
them together. Section 5.2 presents the Python verification framework that controls the
simulation, collects the captured trace, and checks it against expected behaviour; each
of its three layers—driver, monitor, and scoreboard—is described in turn, with emphasis
on the design choices that make them reusable across different test scenarios. Section 5.3
details the three test scenarios that exercise progressively more complex aspects of the
Bus Sniffer’s capture pipeline: a driver-only DMA transfer, a firmware-driven UART test,
and a full concurrent CPU-DMA workload. Section 5.4 defines the pass/fail criteria and
discusses the limitations of the current methodology.

5.1 Simulation Environment

All validation experiments presented in this thesis target a cycle-accurate RTL simulation
of the X-HEEP SoC produced by the Verilator tool. Verilator compiles the complete Sys-
temVerilog design—including the Bus Sniffer, its DPI-C consumer thread, and the JTAG
DPI transport bridge—into a single multi-threaded C++ executable. This executable
models every signal in the design at each clock edge, providing the full observability needed
to validate the Bus Sniffer’s capture logic against the actual OBI handshake behaviour on
the simulated interconnect.

5.1.1 Build Flow

The simulation binary is produced by the standard X-HEEP Makefile flow. Three sequen-
tial build steps are required before a simulation can be launched.
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First, the MCU configuration is generated with make mcu-gen, which runs the X-
HEEP configuration tool to produce the SystemVerilog package files that define the mem-
ory map, the peripheral address decoder, and the bus crossbar topology. This step must
be repeated whenever a hardware parameter changes (for example, the number of SRAM
banks or the inclusion of an accelerator through the XAIF interface), but not between
successive test runs on the same configuration.

Second, the Verilator simulation binary is compiled with the JTAG DPI bridge enabled:

make verilator-sim FUSESOC_PARAM="-JTAG_DPI=1"

This command instructs FuseSoC to include two DPI-C modules in the simulator: the
JTAG bridge, which implements a TCP-to-JTAG transport on port 4567, and the Bus
Sniffer’s frame consumer (bus_sniffer_dpi.cc), which spawns a background thread that
writes captured frames to sniffer frames.bin and sniffer frames.csv in the simu-
lator’s build directory. The build-time parameter DPI_ENABLE is set to 1 by default for
simulation targets, so the DPI drain logic is included in the compiled model. The resulting
executable is placed under the FuseSoC build directory at

build/openhwgroup.org_systems_core-v-mini-mcu_0/sim-verilator/

Third, the test firmware is cross-compiled for the RISC-V target using the X-HEEP
application build system:

make app PROJECT=<test_name>

The resulting ELF binary is placed in sw/build/main.elf and is loaded into the simulated
memory by OpenOCD at the start of each test. A different firmware is compiled for each
test scenario; Table 5.6 in Section 5.3 lists the firmware source file associated with each
test.

5.1.2 Multi-Terminal Orchestration

A complete simulation-based test run requires three concurrent processes, each running in
a separate terminal session. The three processes and the communication channels between
them are illustrated in Figure 5.1.

The startup sequence is strictly order-dependent; launching a process before its prede-
cessor is ready results in a connection failure. The required order is the following.

1. Terminal 1: Simulator. The Verilator executable is launched with make run-app-verilator
PROJECT=<test_name>. The simulator initialises the design, applies reset, and then
blocks on a TCP accept call, waiting for a JTAG connection on port 4567. At this
point the Bus Sniffer’s DPI consumer thread is already running, but no frames are
produced because the DPI runtime enable bit (DPI_EN in SNI_CTRL) has not yet
been set.

2. Terminal 2: OpenOCD. OpenOCD is started with the X-HEEP board configu-
ration file:
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Terminal 1 — Simulatorw (Terminal 2 — OpenOCD
make run-app-verilator TCP :4567 (JTAG) openocd -f
PROJECT=<test_name> core-v-mini-mcu.cfg
Verilator + JTAG DPI + Sniffer DPI Debug translator

T
1
|
' TCP :4444 or :3333
|
1
1
1

file I/O
,,,,,,,,, Y o ____ .
A ) Terminal 3 — Python Test
, sniffer_frames.csv |
________________ )
| Written by DPI consumer | POSt-Tun parse python3 test_<name>.py
! I

,,,,,,,,,,,,,,,,,,, Driver + Monitor + Scoreboard

Figure 5.1: Multi-terminal orchestration for a simulation-based test run. Terminal 1
runs the Verilator simulation with the JTAG and Sniffer DPI bridges. Terminal 2 starts
OpenOCD, which connects to the simulated JTAG port over TCP. Terminal 3 runs the
Python test script, which communicates with OpenOCD and, after the test completes,
parses the CSV file produced by the DPI consumer.

openocd -f ./tb/core-v-mini-mcu.cfg

OpenOCD connects to the simulator’s JTAG socket on port 4567, performs a TAP
scan to discover the RISC-V Debug Transport Module, and issues a halt request
through the Debug Module Interface. The simulated core enters debug mode and
stops at the reset vector. OpenOCD then exposes two service interfaces: a GDB
server on TCP port 3333, which speaks the GDB Remote Serial Protocol, and a
Telnet command-line interface on TCP port 4444, which accepts human-readable
debug commands such as mww (memory write word) and mdw (memory display word).

3. Terminal 3: Python test script. Only after OpenOCD has completed its initialisation—
visible by the appearance of the Telnet prompt—can the Python test script be
launched. The script instantiates the XHeepSBADriver class, which opens a TCP
socket to one of the two OpenOCD service ports (port 4444 for SBA mode, port 3333
for GDB-based mode). It then configures the Bus Sniffer, optionally loads firmware,
resumes the CPU, waits for the test to complete, and finally parses the CSV file that
the DPI consumer has been populating throughout the simulation.

The separation into three processes reflects the layered debug architecture described
in Section 2.1.3: the simulator models the target hardware, OpenOCD acts as the debug
translator between the host and the simulated JTAG interface, and the Python script
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plays the role of the debug host, issuing high-level commands that OpenOCD translates
into DMI register accesses on the simulated chip.

5.2 Testbench Architecture

The verification of the Bus Sniffer requires comparing two independent views of the same
system execution. The first view is the expected behaviour: the set of bus transactions that
the test stimulus—whether generated by the Python driver or by the firmware running
on the CPU—is known to produce. The second view is the observed behaviour: the set
of transactions that the Bus Sniffer actually captured and exported to the CSV file. If
the sniffer is correct, every expected transaction must appear in the observed set with the
correct address, data, and transaction type.

This comparison is implemented by a Python verification framework comprising three
modules—driver.py, monitor.py, and scoreboard.py—that together cover the three
classical layers of a hardware verification testbench: stimulus generation, output collec-
tion, and result checking. Figure 5.2 shows the data flow between these components and
the simulated hardware.

Python Verification Testbench

Teluet / RSP Driver
XHeepSBADriver

I

N
Debug Subsystem

rexpected txns

JTAG OpenOCD

Bus Sniffer Scoreboard
BusScoreboard

{DPI write

D

observed txns

......... | S, I
k ' parse Monitor

BusMonitor

__________________

Figure 5.2: Testbench data flow. The driver generates stimulus through OpenOCD (via
Telnet commands or GDB RSP packets) and records the expected transaction set. The
Bus Sniffer, inside the simulated SoC, captures OBI transactions and streams them to a
CSV file via the DPI-C consumer. After the test completes, the monitor parses the CSV
into typed transaction objects, and the scoreboard compares the observed set against the
expected set to produce a pass/fail verdict.
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5.2.1 Driver

The driver is the stimulus-generation layer of the testbench. It is implemented as a
single Python class, XHeepSBADriver, which encapsulates all communication with the
simulated SoC through OpenOCD. The driver provides a hardware-abstraction layer that
hides the details of the underlying debug protocol (Telnet command strings or GDB
RSP packets) behind a clean memory-access API, allowing test scripts to read and write
arbitrary physical addresses with a single method call.

Connection and Operational Modes

At instantiation time, the driver accepts an OperationMode parameter that selects one of
two communication paths.

In SBA mode (OperationMode.SBA), the driver connects to OpenOCD’s Telnet inter-
face on TCP port 4444. Memory operations are performed by sending textual OpenOCD
commands: mww Oxaddr Oxdata for a 32-bit write, mdw Oxaddr for a 32-bit read. These
commands cause OpenOCD to access the target memory through the System Bus Access
block inside the Debug Module, as described in Section 2.1.3. SBA transactions are issued
by an independent bus master within the Debug Module and do not require the CPU to
be halted; the firmware can continue executing while the driver reads or writes memory.
This independence is essential for non-intrusive sniffer configuration: the driver can en-
able the DPI streaming path and poll a firmware status location without disturbing the
application’s execution flow or timing.

In GDB-based mode (OperationMode.LEGACY), memory accesses are performed
through a GDB Remote Serial Protocol (RSP) server exposed by OpenOCD on TCP
port 3333. The Python driver establishes a TCP connection to this port and issues stan-
dard GDB commands, which OpenOCD translates into Debug Module operations. Unlike
the SBA Telnet interface, this path uses the same mechanism employed during interactive
debugging on physical hardware.

Memory reads and writes are issued using GDB’s expression and examine commands.
A write operation takes the form:

set *(unsigned int*)0x30080000 = 0x11

which stores the value 0x11 into the Bus Sniffer control register SNI_CTRL. A read
operation uses the examine command:

x/6xw 0x30080000

Each command is encapsulated into RSP packets by the GDB client. The protocol
enforces a strict request—acknowledgement sequence: the client transmits a packet, waits
for the acknowledgement character +, receives the reply packet, verifies its checksum, and
confirms reception with its own acknowledgement. This guarantees reliable delivery over
the TCP transport.

This mode reproduces the exact extraction procedure used on FPGA. The driver first
halts the CPU, writes 0x11 to SNI_CTRL at address 0x30080000 to enable capture, and
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resumes execution. When the FIFO becomes full, the Bus Sniffer asserts halt_state_o,
which propagates through the debug request network and forces the hart into debug
mode. OpenOCD reports the halt condition to GDB as a stop reply carrying signal 5
(SIGTRAP). The driver detects this condition, halts execution definitively, and drains
the FIFO by repeatedly reading the SNI_STATUS register to check the FRAME_AVAIL flag,
reading the four SNI_DATA registers to retrieve each 128-bit frame, and writing 1 to the
FRAME_READ bit in SNI_CTRL to pop the entry and advance the read pointer. This sequence
validates both the halt propagation path and the register-based extraction mechanism used
in FPGA deployments

Driver API

The driver exposes a unified memory-access interface that internally selects either the
SBA Telnet path or the GDB RSP path depending on the configured operational mode.
Table 5.1 lists the public methods, grouped by category.

Table 5.1: XHeepSBADriver public APIL.

Method Description
Word-level access
write_word(addr, data) Writes one 32-bit word. SBA mode sends mww addr data; GDB

mode sends set *(unsigned int*)addr = data. Failed SBA
writes are retried up to three times. Each successful write is
recorded in performed_sba_writes.

read_word (addr) Reads one 32-bit word and returns its value. SBA mode sends mdw
addr; GDB mode sends x/1xw addr. The reply string is parsed to
extract the hexadecimal value.

Burst access

write_burst(addr, data_list) Writes a sequence of 32-bit words starting at addr, calling
write_word for each element. An optional inter-access delay avoids
saturating the debug transport.

read_burst(addr, length) Reads length consecutive 32-bit words starting at addr and re-
turns a list of values.

CPU control

_halt_cpu() Halts the CPU. SBA mode sends halt; GDB mode sends monitor
halt. Verifies the halt state after the command returns.
_resume_cpu() Resumes CPU execution. SBA mode sends resume; GDB mode

sends a ¢ (continue) RSP packet.

Bus Sniffer configuration

enable_dpi() Writes 0x11 to SNI_CTRL at 0x30080000, setting both the global
enable bit (EN, bit 0) and the DPI enable bit (DPI_EN, bit 4).
Activates the DPI-C streaming path.

reset_fifo() Writes 0x02 to SNI_CTRL, setting the RST_FIFO bit to clear all
residual frames from the FIFO.

In SBA mode, the driver communicates with OpenOCD through the Telnet inter-
face and parses textual responses. Each successful write is recorded in the internal list
performed_sba_writes, which is later consumed by the scoreboard to reconstruct the
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expected bus activity. In GDB mode, the driver sends textual GDB commands over the
RSP connection, and the reply is parsed to extract the returned hexadecimal values.

5.2.2 Monitor

The monitor is the output-collection layer of the testbench. It is implemented as the
BusMonitor class, whose responsibility is to transform the raw CSV file produced by
the DPI-C consumer into a structured, queryable collection of typed transaction objects.
The monitor does not perform any pass/fail judgement; it only collects and organises the
observed data so that the scoreboard can compare it against expectations.

Transaction Data Model

Each row of the CSV file is decoded into a BusTransaction dataclass instance. Table 5.2
lists the fields of this data structure and their origin in the CSV.

Table 5.2: Fields of the BusTransaction dataclass.

Field Type Description

channel str Human-readable channel name derived from the nu-
meric src identifier (e.g. source 1 — CORE_INSTR,
source 8 — DMA_READ)

address int 32-bit OBI address, converted from the hexadecimal
CSV field

data int 32-bit data word, converted from the hexadecimal
CSV field

tx_type enum TransactionType.WRITE if we = 1,
TransactionType.READ otherwise

req_ts int Request-phase timestamp (clock cycles)

resp_ts int Response-phase timestamp (clock cycles)

byte_en int Byte-enable mask

The mapping from numeric source identifiers to channel names is performed through
a class-level dictionary. Table 5.3 lists the ten channels currently defined.

Table 5.3: Source identifier to channel name mapping.

Source ID Channel name OBI port

1 CORE_INSTR CPU instruction fetch (master)
2 CORE_DATA CPU data access (master)

3 RAMO SRAM bank 0 (slave)

4 RAM1 SRAM bank 1 (slave)

5 DMA_READ DMA read channel (master)

6 DMA_WRITE DMA write channel (master)

7 DMA_ADDR DMA address channel (master)
8 AO_PERIPH Always-on peripheral bus (slave)
9 PERIPH Peripheral bus (slave)

10 FLASH Flash controller (slave)
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Monitor API

The monitor exposes two categories of methods: a parser that populates the transaction
list from the CSV file, and a set of composable filters that return subsets of the list for
targeted analysis. Table 5.4 summarises the public interface.

Table 5.4: BusMonitor public APIL.

Method

Description

Parsing

parse_csv(path)

Filtering

filter_by_channel (names)

filter_by_address_range(lo, hi)

Opens the CSV file, reads the header, iterates through all rows,
converts hex fields to integers, maps src to a channel name, deter-
mines read/write from we, and constructs a BusTransaction per
row. Malformed rows are counted but do not abort. Result is
stored in the transactions attribute.

Returns transactions whose channel matches any string in names.
Example: ["DMA_READ", "DMA_WRITE"] extracts all DMA traffic.
Returns transactions whose address falls within [lo, hil, inclu-

sive.

filter_by_type(tx_type) Returns only reads or only writes.

filter_by_time_range(min_ts) Returns transactions whose request timestamp exceeds min_ts.
Useful for excluding boot-time instruction fetches.

Diagnostics

print_statistics() Prints total transaction count, read/write breakdown, per-channel

counts, and the address range of the trace.

All filters return a new list without modifying the original transactions attribute, so
they can be composed freely. A typical analysis pipeline first selects a channel subset, then
narrows by address range, then by transaction type, arriving at the exact set of interest
for the scoreboard.

5.2.3 Scoreboard

The scoreboard is the result-checking layer of the testbench. Its role is to compare the
expected transaction set—built by the test script from knowledge of the stimulus—against
the observed transaction set collected by the monitor, and to produce a per-expectation
pass/fail verdict.

Verification Strategy

The scoreboard operates in three phases: registration, matching, and reporting.

During registration, the test script populates the scoreboard with expected transac-
tions. Each entry specifies an address, a data value, a transaction type (read or write),
and a human-readable label. The expected set is constructed from two sources: the driver’s
performed_sba_writes list records every SBA-initiated write, while the test script’s own
logic encodes the firmware’s known memory-access pattern. Every registered expectation
starts in PENDING state.
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During matching, the scoreboard receives the observed transaction list from the monitor
and scans it for each pending expectation. A match requires two criteria: the address must
be identical and the transaction type must agree. If a match is found, the data values
are compared: agreement produces PASS, disagreement produces FAIL with a diagnostic
message. If no match exists, the result is FAIL with a “not captured” indication.

The matching logic deliberately does not enforce a channel constraint. A single CPU
write to RAMO produces two CSV entries—one on CORE_DATA (master side) and one on
RAMO (slave side)—both carrying the same address and data. By matching on address
and type alone, the scoreboard accepts either entry, avoiding false negatives caused by

the dual-channel capture architecture.

During reporting, the scoreboard emits a summary (total expectations, passes, fail-
ures, pending count, and coverage percentage) followed by a detailed per-expectation list.
Failures are repeated at the end for quick review.

Scoreboard API

Table 5.5 lists the public methods of the BusScoreboard class.

Table 5.5: BusScoreboard public API.

Method

Description

Registration
add_expected_write(addr, data,
desc)

add_expected_read(addr, data, desc)

Matching
add_observed_transactions(txns)

Reporting
print_report ()

get_failures()

Convenience

verify_test_sequence(expected,
observed)

Registers a write expectation with the given address,
data value, and label. Creates an ExpectedTransaction
in PENDING state.

Same as above, but for a read transaction.

Accepts the list of BusTransaction objects from the
monitor and runs the matching pass over all pending
expectations.

Prints the per-expectation report with status icons
(PASS/FAIL/PENDING), expected and actual values, and
descriptions. Summarises totals and coverage percent-
age.

Returns the list of expectations in FAIL state for pro-
grammatic post-processing.

Combines registration, matching, and reporting in a sin-
gle call. Accepts a list of (addr, data, desc) tuples
and the observed list, returns a boolean verdict.

5.3 Test Descriptions

Four test scenarios are designed to exercise progressively more complex aspects of the
Bus Sniffer’s capture and extraction pipeline. The first three tests validate the DPI-C
streaming path used in simulation; the fourth test validates the register-based extraction
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path used on FPGA. Table 5.6 provides an overview; the following subsections describe
each test in detail.

Table 5.6: Summary of the four validation test scenarios.

Test Firmware Driver mode Primary target

DMA memcpy dma_test SBA SBA  write/read, DMA
transfer capture

UART firmware uart_test SBA Peripheral channel capture

Concurrent ops. concurrent_ops SBA Multi-master interleaving

Register extraction gdb_rw GDB-based FIFO  halt-drain-resume
cycle

5.3.1 Test 1: DMA Memory-to-Memory Transfer

The first test validates the Bus Sniffer’s ability to capture three classes of traffic: SBA-
initiated memory writes, DMA read/write channel transactions, and SBA readback opera-
tions. No application firmware runs on the CPU during this test; all stimulus is generated
externally by the Python driver in SBA mode. This design isolates the sniffer’s capture
logic from any firmware-related complexity, providing a baseline validation before moving
to firmware-driven tests. Figure 5.3 illustrates the sequence of phases.

Phase 1 Phase 2 Phase 3 Phase 4 Phase 5 Analysis

Enable DPI Read initial Write 16-word Configure DMA Poll DMA Readback RAM1
(SNI_CTRL—0x11) SRAM state pattern to RAMO (src, dst, size) status { verify

Figure 5.3: Test 1 phase sequence: the driver enables the sniffer, writes a test pattern into
RAMO, configures and launches a DMA transfer, then reads back the destination buffer
for verification.

Stimulus Generation

The test proceeds through four phases. In the first phase, the driver enables the DPI
streaming path by writing 0x11 to SNI_CTRL, then reads a set of SRAM addresses in both
bank 0 (starting at 0x00000000) and bank 1 (starting at 0x00008000) to capture the
initial memory state. These reads serve as a pre-condition snapshot: the sniffer should
record them as PERIPH or RAMO/RAM1 read transactions.

In the second phase, the driver writes a 16-word test pattern into SRAM bank 0
starting at address 0x00000000, using write burst. The pattern consists of incrementing
multiples of 0x11111111: the first word is 0x00000000, the second is 0x11111111, the
third is 0x22222222 and so on. Each word produces an SBA write transaction on the
OBI interconnect, which the sniffer should capture on the corresponding slave channel.

In the third phase, the driver configures the X-HEEP DMA controller by writing
its registers through individual SBA word writes. The DMA register block is located
at base address 0x20030000; the driver writes the source pointer (DMA_BASE + 0x00,
set to 0x00000000), the destination pointer (DMA_BASE + 0x04, set to 0x00008000), the
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transfer size in the dimension-1 register (DMA_BASE + 0x0C, set to 16 words), and the
mode register (DMA_BASE + 0x38). Writing 0x01 to the mode register starts the transfer.
Once the DMA engine begins, it autonomously generates read transactions on its read-
channel OBI port (source addresses in bank 0) and write transactions on its write-channel
OBI port (destination addresses in bank 1), all of which the sniffer should capture on the
DMA_READ and DMA_WRITE channels.

In the fourth phase, the driver polls the DMA status register (DMA_BASE + 0x14) at
50 ms intervals until the window-done bit (bit 0) is set or a timeout of 200 polls is reached.
Upon completion, the driver reads back all 16 destination words from SRAM bank 1 at
0x00008000 and compares them against the source pattern. A data mismatch at this stage
indicates a DMA transfer error rather than a sniffer capture error, but the distinction is
recorded in the test output.

Analysis

After the simulation ends, the analysis phase parses the CSV file and performs three
checks. First, it verifies that the source-buffer writes appear in the sniffer trace with the
correct addresses and data values, using the scoreboard’s matching algorithm with the
driver’s performed_sba_writes list as the expected set. Second, it checks for the presence
of DMA channel transactions: DMA_READ entries from the source region and DMA_WRITE
entries to the destination region. Third, it confirms that the post-transfer readback values
match the original pattern, demonstrating end-to-end data integrity through the DMA
path. The sniffer statistics—total transaction count, per-channel breakdown, and address
range—are printed as a supplementary diagnostic.

5.3.2 Test 2: UART Firmware with Sniffer Capture

The second test validates the Bus Sniffer’s capture of CPU-generated peripheral traffic.
Unlike Test 1, the stimulus is not generated by the external driver but by a C firmware
running on the RISC-V core. The driver’s role is limited to enabling the sniffer, resuming
the CPU, and waiting for the firmware to signal completion. Figure 5.4 illustrates the
sequence of phases.

setup Firmware Wait Parse Analysis Analysis
Enable DPI Firmware: Poll result Parse CSV Pattern Timing
+ resume CPU UART writes (OxAAAAAAAA) (AO_PERIPH) matching statistics

Figure 5.4: Test 2 phase sequence: the driver enables the sniffer and resumes the CPU;
the firmware transmits byte patterns through the UART); the analysis phase reconstructs
the byte stream from captured AO_PERIPH writes and searches for known subsequences.

Firmware Behaviour

The firmware (uart_dma.c) performs a short, deterministic sequence of peripheral and
memory writes. Upon entry, it writes the running-status code 0x11111111 to the polling
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address at 0x00008000 in SRAM bank 1, signalling to the Python driver that execution has
begun. It then transmits a sequence of bytes through the UART peripheral’s write-data
register (WDATA) at address 0x200A0018. The sequence begins with a single dummy byte
(0x00) used to “warm up” the UART transmit path, followed by the five ASCII bytes of the
string “HELLO” (0x48, 0x45, 0x4C, 0x4C, 0x4F) and the five ASCII digits “01234”
(0x30-0x34). Each byte write generates a CORE_DATA transaction from the CPU to the
peripheral bus, which the Bus Sniffer captures on the AO_PERIPH channel (since the UART
is located in the always-on peripheral domain). Upon successful completion, the firmware
writes the pass code OxAAAAAAAA to the polling address and enters an infinite wfi loop.

Driver Control Flow

The Python test script (test_uart_fw_sniffer.py) follows a standard SBA-mode con-
trol flow. It connects to OpenOCD on port 4444, verifies the connection with a test
read, enables the DPI streaming path by calling enable_dpi(), resumes the CPU with
_resume_cpu(), and then enters a polling loop that reads the firmware status word at
0x00008000 every 500 ms. If the value equals OxAAAAAAAA, the firmware has completed
successfully; if 30 seconds elapse without a match, the test reports a timeout. After the
firmware phase ends, the driver closes the connection, allowing the DPI consumer to flush

the CSV file.

Analysis

The analysis phase parses the CSV and applies a two-stage filtering pipeline to isolate
the UART traffic. First, it filters by channel, selecting only A0_PERIPH transactions.
Second, it filters by address range, selecting transactions whose address falls within the
UART register block (0x200A0000-0x200AFFFF). From this subset, it further selects write
transactions to the WDATA register at 0x200A0018.

The low byte of each WDATA write’s data field is extracted to reconstruct the transmitted
byte stream. The analysis then searches for three predefined subsequences within this
stream: the five-byte “HELLO” pattern, the ten-byte digit sequence “0123456789”, and
a six-byte “DEADCAFE” marker (0xDE, 0xAD, OxBE, OxEF, 0xCA, OxFE). For each
pattern, the analysis reports whether it was found, its starting offset within the stream,
and its byte length. The test passes if all patterns transmitted by the firmware are detected
in the captured byte stream; a partial success is reported if at least one pattern is found
but not all.

The analysis also computes timing statistics from the request timestamps of the UART
writes: the first and last write timestamps, the total duration in clock cycles, the through-
put in writes per 1000 cycles, and the distribution of inter-write intervals (minimum,
maximum, and average). These statistics provide a secondary validation that the sniffer’s
timestamp generation produces monotonically increasing values with plausible intervals
between consecutive firmware-generated transactions.
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5.3.3 Test 3: Concurrent CPU and DMA Operations

The third test is the most comprehensive DPI-mode scenario, designed to stress-test the
Bus Sniffer’s multi-channel parallel capture logic under sustained concurrent traffic from
three independent bus masters: the CPU core, the DMA engine, and the always-on timer
peripheral. This test exercises the Bus Sniffer’s ability to detect simultaneous OBI hand-
shakes on different channels within the same clock cycle—the scenario that motivated the
parallel capture architecture described in Section 5.2.2. Figure 5.5 illustrates the firmware
phases and the analysis checks.

Setup Firmware Firmware Firmware Firmware Firmware

Enable DPI Phase 0: Phase 1: Phase 2: Phase 3: Phase 4:
+ resume CPU Init buffers DMA#1 + CPU Verify DMA#1 DMA#2 + CPU Verify DMA#2

Buffer init DMA transfer Concurrency Peripheral RAM slave
check capture verification traffic channels

Analysis

Figure 5.5: Test 3 phase sequence: the firmware initialises buffers, runs two concurrent
DMA+CPU windows with intermediate verification, then the analysis performs six inde-
pendent checks on the captured trace.

Firmware Behaviour

The firmware (concurrent_operations_final.c) executes a multi-phase sequence that
deliberately interleaves CPU, DMA, and peripheral traffic.

Phase 0 (initialisation). The CPU initialises six memory buffers with determinis-
tic byte patterns. Buffer A (64 bytes at 0x00002000 in RAMO) is filled with pat-
tern 0xAO | (i & 0xOF), Buffer B (64 bytes at 0x00002100) with pattern 0xBO | (i &
0x0F), and Buffer D (64 bytes at 0x00002300) with pattern 0xDO | (i & 0xOF). Buffers C
(0x00008000 in RAM1), E (0x00008200 in RAM1), and a 256-byte workspace (0x00002200
in RAMO) are cleared to zero. Each byte write produces a CORE_DATA transaction, yielding
a total of 6 x 64 4+ 256 = 640 expected writes during this phase.

Phase 1 (first concurrent window). The firmware launches DMA transfer #1, which
copies Buffer A from RAMO to Buffer C in RAM1. The DMA engine is configured
through its register interface: source pointer set to 0x00002000, destination pointer set to
0x00008000, transfer size set to 64 bytes, and mode set to start. Once the DMA begins
transferring autonomously, the firmware immediately starts a CPU computation: it reads
Buffer B in 16-byte blocks, computes a partial sum over each block, and writes the result
to the workspace. During the DMA polling loop (wait_for_dma), the firmware periodi-
cally services a polled timer by reading the RV_TIMER_AQO counter and interrupt-status
registers (generating AO_PERIPH read transactions), incrementing a counter in RAMI1
at 0x00008300 (generating a CORE_DATA write), and outputting a heartbeat character
through the UART (generating an AO_PERIPH write to 0x200A0018). This creates a win-
dow where DMA reads/writes, CPU data accesses, and peripheral register accesses all
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occur concurrently.

Phase 2 (verification of DMA #1). After the DMA transfer completes (window-done
bit set in the status register), the firmware reads back all 64 bytes of Buffer C and
compares each byte against the expected pattern. A mismatch causes the firmware to
write a distinct failure code (0xDEAD0011) to the result address at 0x00008100 and halt.

Phase 3 (second concurrent window). The firmware launches DMA transfer #2 (Buffer D
— Buffer E, RAMO to RAM1) and concurrently processes Buffer C (the result of DMA #1)
with a second CPU computation that computes partial sums and writes to a different
workspace region. The same timer-service and UART-heartbeat activity continues during
this phase.

Phase 4 (final verification). After DMA #2 completes, the firmware verifies Buffer E
against the expected pattern. If both verifications pass, it writes OxAAAAAAAA to the result
address; otherwise, it writes a transfer-specific failure code (0xDEAD0012 for DMA #2
verification failure) and halts.

Driver Control Flow

The Python test script (test_concurrent_operations.py) follows the same SBA-mode
pattern as Test 2: connect, enable DPI, resume CPU, poll for the firmware result code at
0x00008100. The firmware reports its progress through distinct result codes: 0x11111111
(running), OxAAAAAAAA (all passed), 0xDEADOOO1 (DMA #1 launch error), 0xDEAD0O0O2
(DMA #2 launch error), 0xDEADOO11 (DMA #1 data verification error), or 0xDEAD0012
(DMA #2 data verification error). The driver decodes these codes and reports the specific
failure phase if the firmware does not reach the pass state.

Analysis

The post-simulation analysis performs six checks, each targeting a different aspect of the
sniffer’s capture capabilities.

Buffer initialisation. The analysis filters the CSV for CORE_DATA write transactions
and counts how many fall within each buffer’s address range. The expected count is
64 writes per buffer for Buffers A, B, and D; deviations indicate missed captures.

DMA transfer capture. For each of the two DMA transfers, the analysis filters for
DMA_READ transactions from the source region and DMA_WRITE transactions to the desti-
nation region. It verifies both the transaction count and the data content: each write
to the destination buffer should carry the byte pattern written during Phase 0. Pattern
mismatches are counted and reported individually.

CPU computation. The analysis checks for the presence of CORE_DATA read transac-
tions from Buffer B’s address range and CORE_DATA write transactions to the workspace,
confirming that the CPU’s computation traffic was captured concurrently with the DMA
transfers.

Concurrency verification. The timestamp ranges of the DMA channel transactions
and the CPU data transactions are compared. If the DMA and CPU timestamp intervals
overlap—meaning that the earliest DMA transaction’s timestamp is earlier than the latest
CPU transaction’s timestamp, and vice versa—the test confirms that the sniffer captured
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genuinely interleaved multi-master traffic. Non-overlapping intervals would suggest that
the CPU and DMA operated sequentially rather than concurrently, which would reduce
the test’s value as a multi-channel stress test.

Peripheral traffic. The analysis filters for AO_PERIPH transactions in the timer reg-
ister range (0x20050000-0x2005FFFF) and for UART WDATA writes, confirming that the
periodic timer-service and heartbeat activity generated by the firmware appears in the
captured trace. It also checks for CORE_DATA writes to the timer counter location at
0x00008300 in RAMI.

RAM slave-channel analysis. The total read and write counts on the RAMO and RAM1
slave channels are computed and reported. Since the sniffer captures both the master-side
and slave-side view of each transaction, the slave-channel counts provide an independent
cross-check: every CORE_DATA write to an address in the RAMO range should have a
corresponding RAMO write entry, and every DMA_WRITE to a RAMI address should have a
corresponding RAM1 write entry.

5.3.4 Test 4: Register-Based Extraction (FPGA Flow)

The fourth test validates the Bus Sniffer’s register-based data extraction path, which is
the only extraction mechanism available on FPGA targets where DPI-C is not supported.
While the test runs inside the Verilator simulation for practical convenience, it deliberately
disables the DPI-C drain and exercises the complete halt—drain-resume cycle described
in Section 5.5.2, reproducing the exact hardware and software behaviour that occurs on
a physical FPGA. Figure 5.6 illustrates the sequence of stages.

Stage 1 Stage 2 Stage 3 Stage 4 Stage 4 Stage 5

Generate bus Reset FIFO Enable capture Resume CPU ‘Wait for Drain FIFO
traffic (GDB) (RST_FIFO) (no DPI drain) (RSP ¢) SIGTRAP via registers

Figure 5.6: Test 4 stage sequence: the driver generates initial bus traffic via GDB, resets
and configures the FIFO without DPI drain, resumes the CPU until the FIFO-full halt
fires (SIGTRAP), and then drains the captured frames through the register interface.

Objective

This test verifies four aspects of the FPGA extraction flow that are not exercised by
Tests 1-3. First, it confirms that the Bus Sniffer’s overflow detection logic correctly as-
serts halt_state_o when the FIFO reaches capacity, causing the CPU to enter debug
mode. Second, it verifies that the SNI_CTRL register’s FRAME_READ auto-clear mechanism
works correctly: a single write of 1 to this bit must pop one frame from the FIFO and
then reset the bit to 0 without requiring a second write. Third, it confirms that the
SNI_STATUS register accurately reflects the FIFO state, with the FRAME_AVAIL bit set
whenever a frame is ready and the EMPTY bit set when the last frame has been consumed.
Fourth, it demonstrates that the frames extracted through the register path can be de-
coded and verified by the same scoreboard used for DPI-based tests, confirming functional
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equivalence between the two extraction mechanisms.

Stimulus and Control Flow

The test uses the driver in GDB-based mode, connecting to OpenOCD’s RSP server on
port 3333. The control flow proceeds through five stages.

Stage 1: Generate bus traffic. With the CPU halted, the driver writes a set of known 32-
bit values to several memory regions through GDB M packets. The test writes a four-word
burst (0xABA5A5A5, 0x5A5A5A5A, 0xFOFOFOFO, 0xOFOFOFOF) to three different address
ranges: SRAM bank 0 at 0x00000000, the DMA region at 0x2002FFF8, and a second
write to the same DMA region. It then reads back all three regions through GDB m
packets. These Program Buffer—driven memory accesses generate OBI transactions on
the system bus, but the Bus Sniffer is not yet configured to capture them; this traffic
serves as a warm-up to ensure the debug interface is functional.

Stage 2: Reset the FIFO. The driver writes 0x02 to SNI_CTRL at 0x30080000 through a
GDB M packet, which sets the RST_FIFQ bit and clears any residual frames from a previous
test or from the initial boot sequence.

Stage 3: Disable DPI and enable capture. The driver writes 0x10 to SNI_CTRL, which
sets the DPI_EN bit while leaving the global enable bit (EN) cleared. Although this appears
to enable DPI, the runtime bit alone is not sufficient: the effective DPI signal is the AND
of the runtime bit and the build-time parameter, and the test relies on the FIFO filling
up rather than being drained by DPI. Next, the driver writes 0x01 to SNI_CTRL, which
sets only the global enable bit. With EN = 1 and no active DPI drain, the Bus Sniffer
begins capturing transactions into the FIFO without consuming them.

Stage 4: Resume and wait for halt. The driver sends an RSP ¢ (continue) packet,
which resumes the CPU. The core begins executing from the reset vector, generating
instruction-fetch transactions on the CORE_INSTR channel and data transactions on the
CORE_DATA channel. With the DPI drain disabled, the FIFO accumulates frames until it
reaches its maximum capacity (1024 entries by default). At that point, the Bus Sniffer
asserts halt_state_o, which is OR-ed with the Debug Module’s own halt request at the
SoC top level and propagates to the core’s debug_req_i input. The core enters debug
mode, and OpenOCD sends a stop reply to the GDB client.

The driver’s _gdb_continue_and_wait_for_signal method blocks on the RSP socket
until a stop reply arrives. The reply carries a signal number: signal 5 (SIGTRAP) indicates
that the hart entered debug mode in response to an external debug request, which in this
case originated from the Bus Sniffer’s FIFO-full logic. The test verifies that the received
signal is indeed 5; any other signal (or a timeout) indicates a failure in the overflow
detection or halt-request generation.

Stage 5: FIFO drain and transaction reconstruction. Once the CPU is halted, the
driver drains the entire FIFO by repeatedly reading SNI_STATUS to check FRAME AVAIL,
reading the four SNI_DATA registers (0x30080008-0x30080014) to obtain each 128-bit
frame, and writing FRAME_READ = 1 to SNI_CTRL to pop the frame and advance the read
pointer. This loop continues until SNI_STATUS reports EMPTY = 1. Each iteration exercises
the full register-based handshake described in Section 5.5.2; including the auto-clear of
FRAME_READ and the update of the FRAME_AVAIL sticky flag.
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For each drained frame, the driver decodes the four 32-bit register values into the same
fields used by the DPI path: the source identifier, the request and response timestamps,
the address, the data word, the byte-enable mask, and the write-enable bit. These fields
are assembled into BusTransaction objects and collected into a list that is functionally
equivalent to the list produced by the monitor’s parse_csv method in DPI-based tests.

Verification Criteria

The test produces its verdict through the same scoreboard pipeline used by the DPI-based
tests.

The primary pass criterion is the reception of a SIGTRAP stop reply (signal 5) within
the timeout period. This single event confirms three things simultaneously: the Bus Sniffer
captured enough transactions to fill its FIFO, the overflow detection logic correctly as-
serted the halt request, and the halt request propagated through the debug infrastructure
to stop the core.

After the drain completes, the driver verifies that the number of frames read from
the FIFO equals the configured FIFO_DEPTH (1024). It then passes the reconstructed
transaction list to the monitor, which applies the same channel-name mapping and filtering
methods available in DPI-based tests. The driver also registers the expected transactions
with the scoreboard: the writes performed during Stage 1 (the four-word bursts to SRAM
and DMA regions) are added as expected write entries, and the instruction-fetch traffic
generated by the CPU after resume is verified by checking for CORE_INSTR transactions
with addresses in the flash memory range. The scoreboard runs its standard matching pass
and produces a pass/fail verdict with the same coverage report format used in Tests 1-3.

This end-to-end flow confirms that the register-based extraction path produces trans-
action data that is fully compatible with the DPI-based verification infrastructure, and
that the FPGA readout mechanism is functionally equivalent to the simulation streaming
path.

5.4 Verification Methodology

5.4.1 Pass/Fail Criteria

Each test produces a composite verdict based on two independent assessments: the
firmware outcome (or, for Test 4, the debug-event outcome) and the sniffer analysis.

The firmware outcome is determined by the value of the result-status word at the
designated polling address. If the word equals the expected pass code (OxAAAAAAAA)
within the timeout period, the firmware is considered to have executed correctly. If a
firmware-specific failure code is read (for example, 0xDEAD0001 for a DMA launch error),
the test fails with a diagnostic that identifies the failing phase. If the timeout expires
without any recognised code appearing, the test reports a timeout and the sniffer trace
can be inspected manually for diagnostic purposes. For Test 4, the firmware outcome
is replaced by the debug-event outcome: reception of SIGTRAP (signal 5) within the
timeout confirms successful FIFO overflow handling.
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The sniffer analysis verdict is determined by the scoreboard’s matching pass. A test
passes if and only if every expected transaction was found in the observed set with the
correct data value—that is, the scoreboard reports zero failures and zero pending ex-
pectations. For Test 3, an additional concurrency criterion requires that the timestamp
intervals of DMA and CPU transactions overlap, confirming that the parallel capture path
was exercised.

The overall test verdict is the logical AND of the firmware outcome and the sniffer
analysis: both must pass for the test to be considered successful. A test that passes at the
firmware level but fails at the sniffer level indicates a capture or extraction defect in the
Bus Sniffer; conversely, a sniffer-level pass with a firmware-level failure suggests a DMA
or peripheral configuration error unrelated to the monitoring infrastructure.

5.4.2 Reproducibility

Each test run is fully deterministic: the Verilator simulation is cycle-accurate and single-
threaded on the simulated clock, the OpenOCD commands are issued in a fixed sequence
with explicit delays, and the firmware itself is compiled to a fixed binary. The CSV output
from two runs of the same test on the same RTL commit will contain identical transaction
sequences, making the verification results reproducible across different host machines.

The only source of non-determinism is the wall-clock timing of the Telnet and RSP
exchanges between the Python driver and OpenOCD. This affects the absolute timing of
SBA-driven writes (which depend on when the driver’s command reaches the simulation)
but not the firmware-driven transactions, whose cycle-level timing is determined entirely
by the simulated hardware. For SBA-driven tests (Test 1), the scoreboard’s address-
and-data matching is insensitive to the exact cycle at which a write occurred, so this
non-determinism does not affect the verdict.

5.4.3 Limitations

The verification methodology has two limitations that should be noted for future work.
First, the scoreboard’s address-based matching does not distinguish between a trans-
action observed on the master-side channel and its mirror on the slave-side channel. A
single CPU write to RAMO produces two CSV entries—one tagged CORE_DATA, one tagged
RAMO—and both match the same expected transaction. The current implementation ac-
cepts the first match; a stricter version could require that both entries are present for every
expected write, providing a stronger guarantee that the dual-channel capture is complete.
Second, the firmware pass/fail assessment relies on a single polling address. If the
firmware enters an infinite loop or a bus error before writing the result code, the test
times out rather than failing with a specific diagnostic. The sniffer trace can then be
inspected to determine the root cause, but the automated verdict is limited to “timeout.”
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Chapter 6
Experimental Results

This chapter presents the experimental results obtained from the four validation tests
described in Chapter 6. Section 6.1 summarises the outcome of each test. Section 6.2
analyses the captured bus traffic in quantitative terms. Section 6.3 maps the Bus Sniffer’s
design features to the tests that exercise them. Section 6.4 examines the concurrency
evidence obtained from Test 3. Section 6.5 discusses the register-based extraction results
from Test 4. Finally, Section 6.6 identifies the measurements that were not performed and
discusses their implications.

6.1 Test Summary

Table 6.1 summarises the outcome of each test, including the total number of captured
transactions, the OBI channels that carried traffic, the extraction path exercised, and the
final verdict.

Table 6.1: Summary of test results.

Test Transactions Active channels Path Verdict

1 — DMA memcpy 296 RAMO, RAM1, DMA_R, DMA_ W, DPI-C PASS
AO_PERIPH, PERIPH

2 — UART firmware 1900 CORE_INSTR, CORE_DATA, DPI-C PASS
AO_PERIPH, RAMO, RAM1, PERIPH

3 — Concurrent ops. 16415 CORE_INSTR, CORE_DATA, DPI-C PASS

AO_PERIPH, RAMO, RAMI,
DMA_READ, DMA_WRITE

4 — Register extraction 1024 CORE_INSTR, CORE_DATA, Reg. PASS
AO_PERIPH, RAMO, RAM1

All four tests produce a PASS verdict, confirming that the Bus Sniffer correctly cap-
tures OBI transactions across both extraction paths. The transaction count varies by two
orders of magnitude across the test suite: Test 1 generates 296 transactions from a short
SBA-driven sequence, while Test 3 produces over 16 000 transactions from a multi-phase
firmware workload with concurrent DMA and CPU activity. Test 4 captures exactly 1024
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frames, which equals the configured FIFO depth, confirming that the overflow detection
mechanism halts the CPU at precisely the right moment.
The following sections analyse these results in detail.

6.2 Traffic Analysis

The bus traffic captured by the sniffer provides a quantitative profile of each test’s work-
load. This section analyses the per-channel breakdown, the read/write ratio, and the
timing characteristics extracted from the captured timestamps.

6.2.1 Per-Channel Breakdown

Table 6.2 shows the number of transactions captured on each OBI channel for all four
tests.

Table 6.2: Per-channel transaction counts.

Channel Test 1 Test 2 Test 3 Test 4
CORE_INSTR 182 1193 10172 805
CORE_DATA 38 219 2284 180
AO PERIPH 56 39 200 4
PERIPH 4 1 — —
RAMO 120 431 3093 32
RAM1 84 17 410 14
DMA_ READ 16 — 128 —
DMA_WRITE 16 — 128 —
Total 296 1900 16415 1024

Several observations emerge from this breakdown. First, instruction fetches (CORE INSTR)
dominate all tests, accounting for 35% of transactions in Test 1, 63% in Test 2, and 62% in
Test 3. This is expected: a RISC-V core issues one instruction-fetch transaction for every
executed instruction. Test 1 has a lower proportion of fetches because its short firmware
reaches a wfi loop early, while the SBA-driven stimulus and DMA transfer contribute a
larger share of the total traffic.

Second, the DMA channels appear in Tests 1 and 3, which are the two tests that
exercise the DMA engine. In Test 1, the driver triggers a single 16-word SBA-driven
DMA transfer from RAMO to RAM1, producing 16 DMA_READ and 16 DMA_WRITE
transactions. In Test 3, two firmware-driven 64-byte DMA transfers generate a total of
128 reads and 128 writes per channel (2 x 16 x 2 x 2 = 128).

Third, the AO_PERIPH channel captures both peripheral configuration accesses and
application-level 1/O. In Test 1, the 56 AO_PERIPH transactions correspond to the
DMA register writes (source, destination, size, mode) and the status-register polls during
the transfer. In Test 2, the 39 AO_PERIPH transactions include 21 UART WDATA
writes and 18 timer or configuration register accesses. In Test 3, the 200 AO_PERIPH
transactions include both the UART heartbeat writes and the polled timer reads that
occur during the concurrent DMA windows.
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6.2.2 Read/Write Ratio
Table 6.3 reports the read/write breakdown for Tests 1, 2, and 3.

Table 6.3: Read and write transaction counts.

Test Reads Writes Write %
1 — DMA memcpy 206 90 30.4%
2 — UART firmware 1671 229 12.1%
3 — Concurrent ops. 14513 1902 11.6%

Test 1 shows a higher write fraction (30.4%) because the CPU is halted and all traffic
is SBA-driven: the workload consists of memory writes, DMA configuration writes, and
readback reads, with no instruction fetches to dilute the ratio. Tests 2 and 3, which execute
firmware on the CPU, show a consistent write fraction of approximately 12%, reflecting
the dominance of instruction fetches (reads) in the RISC-V load/store architecture.

6.2.3 UART Byte-Stream Reconstruction

Test 2 demonstrates the sniffer’s ability to reconstruct application-level data from captured
bus transactions. The analysis filters the AO_ PERIPH channel for writes to the UART
WDATA register at 0x200A0018, extracts the low byte of each data word, and reassembles
the transmitted byte stream.

This capability enables a practical debug workflow: a developer can search the captured
trace for specific byte values or sequences transmitted through a peripheral, and determine
the exact clock cycle at which each byte was written. In our test, the firmware transmits
three known patterns through the UART, and the analysis searches for each pattern in
the reconstructed stream. Table 6.4 shows the results.

Table 6.4: UART pattern search results (Test 2).

Pattern Bytes Offset First req_ts
HELLO 5 0 1634
0123456789 10 5 1670
DEADCAFE 6 15 1780

All 3/3 patterns found — byte coverage: 95.5% (21/22)7

TThe firmware transmits a dummy byte (0x00) before the first pattern to initialise the UART
transmit path. This byte is captured by the sniffer but excluded from pattern matching as it carries
no application data.

The timestamps reveal that the “HELLO” pattern begins at cycle 1634 and the
“DEADCAFE” marker at cycle 1780, meaning the entire UART sequence completes
in 175 clock cycles. The inter-write interval ranges from 5 to 21 cycles (average: 8),
reflecting the firmware’s loop overhead between consecutive byte writes. This kind of
per-transaction timing information is not available through the UART’s own interface;
it can only be obtained by observing the bus transactions that the CPU generates when
writing to the peripheral register.
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6.3 Functional Coverage
Table 6.5 maps each Bus Sniffer feature to the tests that exercise it. A feature is marked
as covered if the test’s pass criteria directly depend on the correct functioning of that

feature.

Table 6.5: Functional coverage matrix.

Feature T1 T2 T3 T4
Multi-channel parallel capture

OBI handshake detection (req/gnt)
Source-ID tagging

128-bit frame packing

Address + data capture
Byte-enable capture

Read/write classification

Request timestamp generation
Response timestamp generation
DPI-C streaming path

CSV file generation

Register-based FIFO readout
FIFO-full overflow detection
Halt-request generation
FRAME_READ auto-clear
STATUS register (EMPTY/AVAIL)
FIFO reset via RST_ FIFO

SBA register access X X
GDB/Program Buffer register access

DMA channel capture X
Peripheral channel capture X
Concurrent multi-master capture
Scoreboard-based verification X X
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Of the 23 features listed, each is covered by at least one test, and 11 features are
covered by three or more tests. The DPI-C streaming path is exercised by Tests 1-3; the
register-based extraction path is exercised exclusively by Test 4, which is the only test
that validates the FIFO management logic (overflow detection, halt-request generation,
frame-read handshake, and status-register updates).

The coverage matrix reveals a deliberate division of labour: the DPI-based tests focus
on the capture pipeline (multi-channel parallel sampling, frame packing, timestamp gen-
eration), while Test 4 focuses on the extraction and control infrastructure. Together, the
four tests cover both axes of the sniffer’s functionality.

6.4 Concurrency Evidence

Test 3 exercises true multi-master concurrency: the firmware launches a DMA transfer
and immediately begins CPU computation, so that DMA and CPU transactions overlap
in time on the OBI interconnect. The Bus Sniffer captures both streams simultaneously,

84



6.5 — Register Extraction Results

and the per-transaction timestamps allow the analysis to verify that the overlap actually
occurred.

Table 6.6 shows the timestamp windows of the two masters during DMA transfer #1.

Table 6.6: Concurrent activity window during DMA transfer #1.

Master Start (cycle) End (cycle) Transactions
DMA engine (DMA_READ) 12123 12322 64
CPU (CORE_DATA) 12213 12999 786
Overlap region 12213 12322 7 CPU tzns

Within the 109-cycle overlap window, the sniffer captured 7 CPU data transactions
interleaved with the DMA engine’s ongoing read burst. Each transaction carries the
correct source ID (DMA__READ vs. CORE__DATA), confirming that the parallel capture
logic correctly attributes interleaved traffic to the right master.

The ability to detect and quantify this overlap is unique to the Bus Sniffer within
the X-HEEP ecosystem. Instruction trace (E-Trace, N-Trace) would show the CPU’s
perspective only, with no visibility into the DMA engine’s autonomous bus activity. A
VCD waveform dump would contain the same information but would require manual
extraction and cross-referencing of signals across multiple OBI ports. The sniffer provides
this analysis automatically through its source-ID tagging and timestamp generation.

6.5 Register Extraction Results

Test 4 validates the register-based extraction path by disabling the DPI drain and relying
entirely on the FIFO and the halt-request mechanism. The test proceeds as follows: the
Python driver resets the FIFO, enables capture without DPI, and resumes the CPU. The
core begins executing and generates bus traffic (instruction fetches and data accesses).
After 1024 frames accumulate, the Bus Sniffer asserts halt_state_o, which propagates
through the debug infrastructure and causes the core to enter debug mode.

The Python driver receives a SIGTRAP (signal 5) stop reply from OpenOCD, con-
firming that the halt originated from the sniffer’s overflow logic rather than a software
breakpoint or an external interrupt. The driver then drains all 1024 frames by repeat-
edly pulsing the FRAME_READ bit in SNI_CTRL and reading the four SNI_DATA registers per
frame. Each frame is decoded into its constituent fields (source ID, timestamps, address,
data, byte-enable, write-enable) and validated for structural integrity: the source ID must
be in the range 0-9 (the ten OBI channels), the address must fall within the X-HEEP
memory map, and the request timestamp must be non-zero.

The successful extraction of exactly 1024 frames—matching the configured FIFO
depth—confirms three hardware mechanisms: the FIFO write pointer advances correctly
on each captured transaction, the full-flag comparator triggers at exactly the right count,
and the read-side handshake (FRAME_READ pulse, DATA register update, EMPTY
flag assertion after the last frame) operates as specified.
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6.6 Limitations and Future Work

The results presented in this chapter are limited to functional verification: the four tests
confirm that the Bus Sniffer captures the correct data through both extraction paths,
but they do not provide quantitative measurements of hardware cost or performance.
Specifically, the following measurements were not performed and are identified as future
work.

Area overhead. The Bus Sniffer was not synthesised in isolation or comparatively
(X-HEEP with and without the sniffer). Consequently, the logic-cell and block-RAM
consumption of the sniffer is not quantified. However, the design is structurally simple:
the capture logic consists of combinational multiplexers that select the active OBI channel,
a single 128-bit register that packs the frame, and a synchronous FIFO. No pipeline stages
are inserted on the OBI data path, and the only sequential elements in the capture pipeline
are the frame register and the FIFO write pointer. A synthesis report would be expected
to show a modest footprint, dominated by the FIFO storage (1024 entries x 128 bits =
16 KiB, which maps to block RAM on most FPGAs).

Timing impact. The maximum clock frequency of the X-HEEP design was not
measured with and without the sniffer. Since the capture logic is purely combinational
on the OBI signals (it taps into the existing req, gnt, addr, data, and be signals without
inserting any logic on the critical path), the sniffer should not affect the design’s fiax.
The only timing-sensitive addition is the halt_state_o output, which is OR-~ed with the
existing debug-request signal; this is a single-gate addition to a non-critical path.

Extraction throughput. The throughput of the register-based extraction path
(frames per second via JTAG/SBA) was not measured. Each frame requires four 32-bit
register reads plus one control-register write, totalling five SBA transactions per frame.
At typical JTAG clock rates (10-20 MHz) with the overhead of the JTAG state machine
and the DMI protocol, the extraction rate is estimated to be in the range of hundreds
to low thousands of frames per second—far slower than the DPI-C streaming path, but
sufficient for post-mortem analysis of the 1024-frame FIFO contents.

Scalability. The area and timing impact as a function of the number of monitored
OBI channels (currently ten) was not characterised. The capture logic scales linearly with
the number of channels (one multiplexer input per channel), so the overhead is expected
to grow modestly.

These measurements would strengthen the quantitative characterisation of the Bus
Sniffer and are recommended as immediate follow-up work for any deployment on a phys-
ical FPGA target.
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Chapter 7
Conclusions

This chapter summarises the contributions of this thesis, discusses the lessons learned
during the design and validation process, and identifies directions for future work.

7.1 Summary of Contributions

This thesis presented the design, implementation, and functional validation of the Bus
Sniffer, an open-source hardware module that provides non-intrusive, transaction-level
visibility into the OBI interconnect of the X-HEEP RISC-V microcontroller SoC.

The work produced three main contributions.

The first contribution is the Bus Sniffer hardware module itself. The module mon-
itors all ten OBI channels of the X-HEEP interconnect in parallel, capturing complete
transaction records—address, data, byte-enable, read/write type, source identifier, and
cycle-accurate timestamps—into structured 128-bit frames. The design provides two ex-
traction paths: a DPI-C streaming interface for lossless trace capture during simulation,
and a register-based FIFO readout mechanism for FPGA deployment. The FIFO over-
flow logic automatically halts the CPU through the standard RISC-V debug-request path,
ensuring that no frames are lost when the extraction rate cannot keep up with the cap-
ture rate. The sniffer integrates with the existing RISC-V debug infrastructure (SBA and
Program Buffer access through OpenOCD or TRACE32) without requiring custom debug
transport or proprietary software.

The second contribution is the Python verification testbench. The testbench imple-
ments a Driver—Monitor—Scoreboard architecture that automates the entire verification
flow: stimulus generation, trace collection, transaction parsing, and pass/fail evaluation.
The driver abstracts both SBA Telnet and GDB RSP access behind a unified API, allowing
the same test logic to exercise both extraction paths. The monitor parses DPI-generated
CSV files or register-extracted frames into typed transaction objects, and the scoreboard
performs address-and-data matching against expected transactions. This infrastructure is
reusable and can be extended to validate future X-HEEP peripherals or bus modifications.
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Conclusions

The third contribution is the functional validation itself. Four test scenarios, progres-
sively increasing in complexity, verified the sniffer across both extraction paths: SBA-
driven DMA transfers, firmware-generated peripheral traffic, concurrent multi-master
workloads with DMA and CPU overlap, and a complete FIFO halt—drain—resume cy-
cle through the register interface. All tests passed, and a functional coverage analysis
confirmed that all 23 identified sniffer features are exercised by at least one test. The
concurrency test demonstrated the sniffer’s unique ability to detect and timestamp inter-
leaved bus traffic from independent masters—a capability that neither instruction trace
nor signal-level capture provides in a structured, automated form.

7.2 Future Work

The Bus Sniffer, in its current form, provides a functional and validated baseline for bus-
level debug in the X-HEEP ecosystem. Several extensions would increase its practical
utility and broaden its applicability.

7.2.1 Interactive Waveform Viewer

The current analysis workflow is script-based: the Python testbench parses the captured
CSV or register data, filters by channel or address, and produces text-based reports. A
natural next step is the development of an interactive graphical front-end that displays
the captured transactions as a waveform-like timeline, with each OBI channel shown as
a separate lane. The viewer would allow the developer to zoom into specific time ranges,
filter by channel, address range, or transaction type (read/write), inspect individual trans-
actions with full field decoding, and correlate bus events across multiple masters. Such a
tool would bridge the gap between the raw sniffer output and the visual analysis workflow
that hardware engineers are accustomed to from logic analysers and waveform viewers like
GTKWave or Vivado’s integrated waveform display. A web-based implementation using a
framework such as React with a canvas-based timeline component would make the viewer
accessible without requiring any desktop software installation.

7.2.2 FPGA Deployment and Characterisation

The Bus Sniffer has been validated exclusively in simulation (Verilator). Deploying the
design on a physical FPGA (such as the Pyng-Z2 board used by the X-HEEP project)
would enable three measurements that are currently missing. First, the area overhead
(LUT, flip-flop, and block-RAM utilisation) of the sniffer relative to the base X-HEEP
design. Second, the timing impact on the maximum clock frequency, verifying the claim
that the sniffer’s combinational tap does not affect the critical path. Third, the real-world
throughput of the register-based extraction path over a physical JTAG link, characteris-
ing the frame drain rate as a function of the JTAG clock frequency and the OpenOCD
configuration. These measurements would complete the quantitative characterisation of
the sniffer and provide concrete deployment guidelines for other X-HEEP users.
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7.3 — Closing Remarks

7.2.3 Configurable Transaction Filtering

The current sniffer captures all transactions on all monitored channels. In workloads with
high bus utilisation, the 1024-frame FIFO can fill within a few hundred clock cycles, limit-
ing the observable time window. Adding a programmable filter stage between the capture
logic and the FIFO would allow the developer to select which channels, address ranges,
or transaction types are recorded. For example, a developer debugging a DMA transfer
could configure the filter to capture only DMA_READ and DMA_WRITE transactions
within a specific address range, effectively increasing the observable window by an order
of magnitude. The filter configuration registers would be accessible through the same
SBA /Program Buffer interface used for the existing control registers.

7.2.4 Trigger and Conditional Capture

A complementary extension to filtering is conditional capture: the ability to start or
stop recording based on a trigger condition. The sniffer could monitor for a specific
address access, a specific data value, or a specific source ID, and begin filling the FIFO
only when the trigger fires. A post-trigger depth parameter would allow the developer to
capture a configurable number of transactions after the trigger event, similar to the trigger-
and-capture model used by FPGA-vendor logic analysers (ChipScope ILA, SignalTap).
This would transform the sniffer from a continuous recorder into a targeted debug probe,
significantly increasing its utility for isolating intermittent bugs.

7.3 Closing Remarks

The Bus Sniffer fills a specific gap in the RISC-V debug ecosystem: it provides structured,
cycle-accurate visibility into on-chip bus traffic that is invisible to both interactive debug
and instruction-level trace. By capturing complete OBI transactions from all bus mas-
ters simultaneously, it enables automated verification workflows and system-level debug
capabilities that were previously unavailable in the X-HEEP platform.

The module’s design philosophy—non-intrusive observation, standard debug integra-
tion, dual extraction paths, and open-source release—reflects a deliberate choice to pri-
oritise simplicity and accessibility over feature breadth. The Bus Sniffer does not attempt
to compete with commercial trace architectures like CoreSight or Tessent; instead, it pro-
vides a practical, lightweight tool that can be integrated into an open-source SoC with
minimal effort and no licensing cost.

The validation results confirm that this approach works: four progressively complex
tests, covering both extraction paths and seven OBI channels, all passed with full func-
tional coverage. The sniffer is ready for FPGA deployment, and the extensions outlined
in this chapter—interactive visualisation, configurable filtering, trigger-based capture—
provide a clear roadmap for transforming it from a verification tool into a comprehensive
on-chip bus analysis platform.

89



90



Bibliography

1]

[10]

AMD. Vivado ChipScope for Hardware Debug. https://wuw.
amd . com/en/products/software/adaptive-socs-and-fpgas/vivado/
chipscope-hardware-debug.html, 2025. Accessed: 2025.

AMD. Integrated Logic Analyzer (ILA) IP Core. https://www.amd.com/en/
products/adaptive-socs-and-fpgas/intellectual-property/ila.html, 2025.
Accessed: 2025.

AMD. System Integrated Logic Analyzer (System ILA) IP Core. https://www.
amd . com/en/products/adaptive-socs-and-fpgas/intellectual-property/
system-ila.html, 2025. Accessed: 2025.

Arm. Learn the Architecture — Introducing CoreSight Debug and Trace. https:
//developer.arm.com/documentation/102520/1latest/, 2024. Accessed: 2025.

Arm.  CoreSight SoC-400: Debug and Trace Library.  https://www.arm.
com/products/silicon-ip-system/coresight-debug-trace/soc-400, 2024. Ac-
cessed: 2025.

Arm. CoreSight SoC-600M: Multicore Debug Solution. https://www.arm.com/
products/silicon-ip-system/coresight-debug-trace/soc-600m, 2024.  Ac-
cessed: 2025.

Nitin =~ Dahad. UltraSoC  reveals bus  monitoring  cybersecurity
IP. EE  Times, October  2019. https://www.eetimes.com/
ultrasoc-reveals-bus-monitoring-cybersecurity-ip/.

EPFL — Embedded Systems Laboratory. X-HEEP: eXtendable Heterogeneous
Energy-Efficient Platform. https://github.com/esl-epfl/x-heep, 2025. Accessed:
2025.

IEEE-ISTO. The Nexus 5001 Forum Standard for a Global Embedded Processor De-
bug Interface, Version 3.0.1. IEEE Industry Standards and Technology Organization,
2012.

Intel. Design Debugging with the Signal Tap Logic Analyzer. https:
//www.intel.com/content/www/us/en/docs/programmable/683819/21-3/
logic-analyzer-introduction.html, 2024. Accessed: 2025.

91


https://www.amd.com/en/products/software/adaptive-socs-and-fpgas/vivado/chipscope-hardware-debug.html
https://www.amd.com/en/products/software/adaptive-socs-and-fpgas/vivado/chipscope-hardware-debug.html
https://www.amd.com/en/products/software/adaptive-socs-and-fpgas/vivado/chipscope-hardware-debug.html
https://www.amd.com/en/products/adaptive-socs-and-fpgas/intellectual-property/ila.html
https://www.amd.com/en/products/adaptive-socs-and-fpgas/intellectual-property/ila.html
https://www.amd.com/en/products/adaptive-socs-and-fpgas/intellectual-property/system-ila.html
https://www.amd.com/en/products/adaptive-socs-and-fpgas/intellectual-property/system-ila.html
https://www.amd.com/en/products/adaptive-socs-and-fpgas/intellectual-property/system-ila.html
https://developer.arm.com/documentation/102520/latest/
https://developer.arm.com/documentation/102520/latest/
https://www.arm.com/products/silicon-ip-system/coresight-debug-trace/soc-400
https://www.arm.com/products/silicon-ip-system/coresight-debug-trace/soc-400
https://www.arm.com/products/silicon-ip-system/coresight-debug-trace/soc-600m
https://www.arm.com/products/silicon-ip-system/coresight-debug-trace/soc-600m
https://www.eetimes.com/ultrasoc-reveals-bus-monitoring-cybersecurity-ip/
https://www.eetimes.com/ultrasoc-reveals-bus-monitoring-cybersecurity-ip/
https://github.com/esl-epfl/x-heep
https://www.intel.com/content/www/us/en/docs/programmable/683819/21-3/logic-analyzer-introduction.html
https://www.intel.com/content/www/us/en/docs/programmable/683819/21-3/logic-analyzer-introduction.html
https://www.intel.com/content/www/us/en/docs/programmable/683819/21-3/logic-analyzer-introduction.html

BIBLIOGRAPHY

[11] Lauterbach. MicroTrace — JTAG Debug and Trace. https://www.lauterbach.com/
products/debugger/microtrace, 2025. Accessed: 2025.

[12] Lauterbach. RISC-V Debug and Trace Support. https://www.lauterbach.com/
supported-platforms/architectures/risc-v, 2025. Accessed: 2025.

[13] Lauterbach. RISC-V Debugger and Trace Manual, Release 02.2025. https://www2.
lauterbach.com/pdf/debugger riscv.pdf, 2025. Accessed: 2025.

[14] Lauterbach. TRACE32 Debug and Trace Solutions. https://www.lauterbach.com/,
2025. Accessed: 2025.

[15] Lauterbach and SiFive. Lauterbach and SiFive Bring TRACE32 Support
for High-Performance RISC-V  Cores. https://www.sifive.com/press/
lauterbach-and-sifive-bring-trace32-support-for-high-performance-risc-v-cores,
October 2017.

[16] Simone Machetti, Pasquale Davide Schiavone, Thomas Christoph Miiller, Miguel
Pedén-Quirds, and David Atienza. X-HEEP: An open-source, configurable and extend-

able RISC-V microcontroller for the exploration of ultra-low-power edge accelerators.
In IEEFE International Symposium on Circuits and Systems (ISCAS). IEEE, 2025.

[17] MIPS. RISC-V International N-Trace Technical Group Milestone. https://mips.
com/blog/risc-v-international-n-trace-tg-milestone/, November 2024. Ac-
cessed: 2025.

[18] OpenHW Group. OBI (Open Bus Interface) Protocol Specification, Version 1.6.
https://github.com/openhwgroup/obi, 2023. Accessed: 2025.

[19] OpenOCD Community. Open On-Chip Debugger (OpenOCD). https://openocd.
org/, 2025. Accessed: 2025.

[20] PULP Platform. RISC-V Debug Support for PULP RISC-V Cores. https://github.
com/pulp-platform/riscv-dbg, 2024. Accessed: 2025.

[21] PULP Platform. Trace Debugger: Capture retired instructions of a RISC-V Core.
https://github.com/pulp-platform/trace_debugger, 2024. Accessed: 2025.

[22] PULP Platform. trdb: RISC-V Processor Tracing tools and library. https:
//github.com/pulp-platform/trdb, 2024. Accessed: 2025.

[23] PULP Platform. PULPino: An open-source microcontroller system based on RISC-V.
https://github.com/pulp-platform/pulpino, 2024. Accessed: 2025.

[24] PULP Platform. PULP: An Open-Source RISC-V Based Multi-Core Platform.
https://pulp-platform.org/, 2025. Accessed: 2025.

[25] RISC-V International. Efficient Trace for RISC-V (E-Trace) Specification, Version
2.0. https://github.com/riscv-non-isa/riscv-trace-spec, 2022. Ratified May
2022.

92


https://www.lauterbach.com/products/debugger/microtrace
https://www.lauterbach.com/products/debugger/microtrace
https://www.lauterbach.com/supported-platforms/architectures/risc-v
https://www.lauterbach.com/supported-platforms/architectures/risc-v
https://www2.lauterbach.com/pdf/debugger_riscv.pdf
https://www2.lauterbach.com/pdf/debugger_riscv.pdf
https://www.lauterbach.com/
https://www.sifive.com/press/lauterbach-and-sifive-bring-trace32-support-for-high-performance-risc-v-cores
https://www.sifive.com/press/lauterbach-and-sifive-bring-trace32-support-for-high-performance-risc-v-cores
https://mips.com/blog/risc-v-international-n-trace-tg-milestone/
https://mips.com/blog/risc-v-international-n-trace-tg-milestone/
https://github.com/openhwgroup/obi
https://openocd.org/
https://openocd.org/
https://github.com/pulp-platform/riscv-dbg
https://github.com/pulp-platform/riscv-dbg
https://github.com/pulp-platform/trace_debugger
https://github.com/pulp-platform/trdb
https://github.com/pulp-platform/trdb
https://github.com/pulp-platform/pulpino
https://pulp-platform.org/
https://github.com/riscv-non-isa/riscv-trace-spec

BIBLIOGRAPHY

[26] RISC-V International. RISC-V Debug Specification, Version 1.0. https://github.
com/riscv/riscv-debug-spec, 2024. Ratified 2024.

[27] RISC-V International. RISC-V N-Trace (Nexus-based Trace) Specification, Version
1.0. https://github.com/riscv-non-isa/tg-nexus-trace, 2024. Ratified 2024.

[28] RISC-V International. RISC-V Trace Control Interface Specification, Version 1.0.
https://github.com/riscv-non-isa/tg-nexus-trace, 2024. Ratified November
2024.

[29] Michael Schleinkofer. Debugging of RISC-V-based chips made easy.
RISC-V  International Blog, 2024. https://riscv.org/blog/2024/07/
debugging-of-risc-v-based-chips-made-easy/.

[30] UltraSoC. Embedded Analytics: Product Overview. Hot Chips 32 Sponsor Brochure,
2020. Accessed: 2025.

[31] Joseph Yiu. The Definitive Guide to ARM Cortex-M3 and Cortex-M4 Processors.
Newnes, 3rd edition, 2014.

93


https://github.com/riscv/riscv-debug-spec
https://github.com/riscv/riscv-debug-spec
https://github.com/riscv-non-isa/tg-nexus-trace
https://github.com/riscv-non-isa/tg-nexus-trace
https://riscv.org/blog/2024/07/debugging-of-risc-v-based-chips-made-easy/
https://riscv.org/blog/2024/07/debugging-of-risc-v-based-chips-made-easy/

	List of Tables
	List of Figures
	Introduction
	Motivation and Context
	Thesis Proposal
	Document Structure

	Background
	The RISC-V Instruction Set Architecture
	Modular Instruction Set
	Simulation and Verification Ecosystem
	External Debug Support

	The Open Bus Interface (OBI) protocol
	Signal Description
	Transaction Timing
	Pipelining Rules and Protocol Constraints
	Comparison with AMBA Protocols

	The X-HEEP Platform
	CPU Subsystem
	System Bus
	Memory Subsystem
	Peripheral Subsystem
	DMA Engine
	Debug Infrastructure
	Extensibility: the XAIF Interface


	Related Work and Motivation
	FPGA Vendor Debug Tools
	AMD/Xilinx ChipScope and Integrated Logic Analyser
	Intel/Altera SignalTap

	Arm CoreSight Debug and Trace Architecture
	RISC-V Debug and Trace Standards
	RISC-V Debug Specification
	RISC-V Trace: E-Trace and N-Trace

	Commercial On-Chip Monitoring IP
	UltraSoC / Siemens Tessent Embedded Analytics
	Lauterbach TRACE32

	Open-Source Debug and Trace Infrastructure
	PULP Platform Debug Module
	PULP Trace Debugger
	OpenOCD

	Positioning and Motivation
	The Observability Gap
	The X-HEEP Context
	Comparison with Existing Solutions
	Design Objectives


	Bus Sniffer Architecture
	Design Overview
	Top-Level Block Structure
	Design Parameters
	End-to-End Transaction Walkthrough

	Capture Logic
	Monitored Channels
	OBI Handshake Detection
	Transaction Table
	Response Matching
	Frame Format
	Timestamp Generation

	FIFO and Storage
	FIFO Structure
	Push Logic
	Pop Logic and Priority Scheme
	Overflow Handling

	Register Interface
	Control Register (SNI_CTRL)
	Status Register (SNI_STATUS)
	Data Registers (SNI_DATA0–SNI_DATA3)

	Data Extraction Modes
	DPI-C Streaming Mode (Simulation)
	Register-Based Mode (FPGA)

	Debug Mode Interaction
	Capture Gating
	Debug Halt Request
	FIFO Reset on Debug Mode Exit

	Integration in X-HEEP
	Bus Bundle Assembly (Top Level)
	Instantiation in the Peripheral Subsystem
	Build System Integration


	Experimental Setup and Validation
	Simulation Environment
	Build Flow
	Multi-Terminal Orchestration

	Testbench Architecture
	Driver
	Monitor
	Scoreboard

	Test Descriptions
	Test 1: DMA Memory-to-Memory Transfer
	Test 2: UART Firmware with Sniffer Capture
	Test 3: Concurrent CPU and DMA Operations
	Test 4: Register-Based Extraction (FPGA Flow)

	Verification Methodology
	Pass/Fail Criteria
	Reproducibility
	Limitations


	Experimental Results
	Test Summary
	Traffic Analysis
	Per-Channel Breakdown
	Read/Write Ratio
	UART Byte-Stream Reconstruction

	Functional Coverage
	Concurrency Evidence
	Register Extraction Results
	Limitations and Future Work

	Conclusions
	Summary of Contributions
	Future Work
	Interactive Waveform Viewer
	FPGA Deployment and Characterisation
	Configurable Transaction Filtering
	Trigger and Conditional Capture

	Closing Remarks


