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Abstract

Telegram is used daily by millions of people to communicate. It contains a
multitude of discussion topics, some of which are violent, illegal, or extremist
in nature.

To monitor public chats, various crawlers have been developed. Their main
problem is their ineffectiveness in finding channels of interest in a timely man-
ner based on a search topic, as well as their inability to retrieve all groups
of interest. The following thesis aims to overcome these limitations by un-
derstanding whether it is possible to develop a crawler capable of not only
obtaining almost all groups of interest, but also doing so using limited re-
sources and in a reasonable amount of time. Beneficiaries of such a tool
to detect criminal activities in a timely manner may include: OSINT Re-
searchers, Government Data Scientists, and Threat Intelligence Analysts.

The crawler proposed in this thesis uses Latent Dirichlet Allocation (LDA)
as its topic detection algorithm, a choice due to its processing speed compared
to transformer-based tools like BERTopic. The efficiency of LDA is tested
against the US Dataset, which contains more than 500,000 political messages
regarding the US general election in 2024. To obtain an analysis of the
crawler’s performance starting from different topics and with a more chaotic
dataset in terms of topics covered, we also apply the LDA-based approach to
the TGDataset, which contains over 120,000 channels and nearly 500 million
messages, some of which were labeled by the dataset’s collectors. To best
optimize LDA, the Tree-structured Parzen Estimator is used as a Bayesian
optimization algorithm for efficient hyperparameter tuning. The parent-child
relationship defines the order in which the crawler explores the TGDataset
and US Dataset, going from parents to children. This order is obtained by
forwarding messages from one group to another. In this system, a parent is
a group that contains messages forwarded from its child groups.

The crawler starts from an initial group of channels, called seeds, and
then visits their child groups, where the children become the new parents,
and so on until there are no children left to visit. The innovative method
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adopted is to switch from a parent group to a child group only if the parent
group contains a certain percentage of messages on the topic of interest.
This threshold is set a priori, drastically reducing the computing resources
required for crawling.

Crawling the US Dataset with a blind crawler would have retrieved 20,443
groups, with almost 50% of channels irrelevant to the topic of interest. Con-
versely, the proposed crawler correctly discards 4,181 channels, maintaining
a recall of approximately 99.8%, while incorrectly discarding only 22 political
channels. The precision of the measurement on the TGDataset, defined as
the percentage of channels that actually discuss the topic of interest of the
total channels collected by the crawler, yields a value of 62.5%. Recall is
also measured, defined as the percentage of channels collected on the topic of
interest of the total channels in the datasets that address the research topic,
reaching a value of 72.8%.

Future work may include implementing Dynamic Topic Models to update
the topic distribution in real time when new messages arrive, without re-
training the model. Finally, multimodal analysis would extend the scope to
analyze not only messages but also shared multimedia.
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Chapter 1

Introduction

1.1 The Telegram Ecosystem

Telegram is a secure messaging and audio calling cloud-based app that allows
you to send messages, photos, videos, and files of any type to your contacts
for free. You can also create groups for up to 200,000 people or channels for
broadcasting to unlimited contacts or audiences.

The social media ecosystem is becoming increasingly fragmented: along-
side mainstream networks, alternative platforms are gaining traction by ap-
pealing to distinct user communities that are highly relevant for social-science
research. Telegram, a messaging app that also functions as a social network
platform, is the most prominent example, with more than 800 million ac-
tive users and a strong adoption in contexts where online communication
is tightly restricted. In recent years, Telegram has been used to chat with
other users about numerous topics, including political topics. For this rea-
son, it is used by fringe political communities that have migrated from more
regulated platforms as explored by Jost and Dogruel [2023]. As a result,
Telegram constitutes a valuable data source for studying online social and
political dynamics.

1.2 Platform Monitoring Challenges and Crawl-
ing Motivation
A primary challenge for Telegram crawlers is not only the massive number of

channels to crawl, but also the absence of a native ranking system to evalu-
ate the importance of the various channels. Moreover, the search bar returns
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only a limited sample of groups for a given search keyword. Consequently,
new channels must be discovered using snowball sampling. In this context,
this technique involves starting from a set of known initial channels (seeds)
and iteratively uncovering new groups by tracing the origin of messages for-
warded within them. However, without a targeted filtering mechanism, this
approach inevitably collects a massive volume of irrelevant channels, intro-
ducing substantial noise into the dataset.

Since the number of channels to be analyzed is extremely high, it is dif-
ficult to find procedures that are not excessively resource-intensive, have a
reasonable execution time, and are, at the same time, effective in collecting
almost all channels relevant to the topic of interest.

A further obstacle lies in the limitations of official Telegram APIs, which
do not expose direct connections between channels. Consequently, these con-
nections must be identified indirectly, for example, by the messages forwarded
from one group to another.

Another challenge is given by the different languages used on these chan-
nels, as topic detection algorithms struggle to form topics on channels with
multiple languages. Furthermore, Telegram groups frequently shift topics,
making it difficult for the crawler to keep up with the new messages.

To address these platform monitoring challenges and overcome the limita-
tions of current scraping techniques, this thesis aims to answer the following
research questions:

RQ1: Is it feasible to build a Telegram crawler that uses resources efficiently
while still accurately classifying political channels?

RQ2: Can the crawler be configured with different accuracy levels to balance
speed and quality of results?

RQ3: Can a crawler reliably understand a prompt about a specific topic and
then accurately identify the related channels while remaining topic-
focused?

RQ4: How can the crawler identify the central topic of a group at runtime?

1.3 Methodologies and contributions

The first part of this work centers on the US Dataset, introduced by Blas
et al. [2024]. For this purpose, a crawler was implemented that, starting from
a set of seed channels and a prompt about a specific topic, incorporates a
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1 — Introduction

topic detection step to keep the process focused on the subjects of interest,
identifying all other related channels.

Initially, an approach using BERTopic, UMAP as a dimensionality reduc-
tion algorithm, and HDBSCAN as a clustering algorithm was employed; this
was done to achieve state-of-the-art classification. Later, Latent Dirichlet
Allocation (LDA) was applied and compared to BERTopic to understand
whether it manages to maintain high crawling quality or whether it signifi-
cantly degrades.

Furthermore, the LDA-based crawler was tested on the highly hetero-
geneous TGDataset containing over 120,000 channels. By targeting the
Videogame Modding niche starting from mixed seeds, this second experiment
demonstrates the tool’s robustness and precision in a noisy dataset.
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Chapter 2

Related work

This chapter briefly summarizes the most notable work on the subject, the
main tools used in the crawler, and the datasets used.

2.1 Large-Scale Telegram datasets

Regarding the application of the crawler in sensitive and specific domains,
the work by Blas et al. [2024] offers a pragmatic example focused on political
discourse related to the 2024 US presidential election. Unlike general col-
lections, the authors adopted a targeted approach, starting from a curated
list of keywords related to candidates and electoral issues to identify initial
chats and subsequently expanding the network through internal links until
collecting more than 30,000 chats.

Blas et al. [2024] dataset plays a crucial role in our research, serving
as the ground truth to validate the political filter. The analysis conducted
by Blas et al. [2024] at the central nodes of the network highlighted how
political narratives tend to spread through specific hubs of influence. Using
their dataset as a temporal and thematic reference, we were able to verify
the precision of our LDA-based classification system.

An essential reference point for the quantitative study of the Telegram
ecosystem is the work of La Morgia et al. [2025], who introduced the largest
public data set of Telegram channels, comprising more than 120,000 chan-
nels and nearly half a billion messages. The relevance of this study for our
research is twofold. From a data collection perspective, the authors validated
the effectiveness of a snowball sampling strategy based on forwarded mes-
sages. By following the forwarding metadata, they were able to reconstruct
the implicit graph of connections between channels starting from a set of
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heterogeneous seeds provided by third-party aggregators such as TGStat.

This graph traversal methodology confirms the validity of the crawling
approach adopted in our thesis, which uses similar mechanisms for the dis-
covery of new nodes. Furthermore, La Morgia et al. [2025] apply the LDA
algorithm to categorize channels into macro-topics such as Politics, Finance,
and News, demonstrating how classic probabilistic models remain a robust
and scalable solution for text analysis on large data volumes. Their dataset
also provides an essential basis for comparison to evaluate the ability of our
crawler to discriminate niche communities from the vast background noise
present on the platform.

Moreover, the Telegram ecosystem also consists of illegal channels. Mor-
gia et al. [2023] highlighted the presence of dangerous content by revealing
thousands of fake channels and fraud operations, especially in the financial
and cryptocurrency fields. The widespread prevalence of noise and dangerous
content justifies the necessity of filtering mechanisms adopted in the proposed
crawler for the purpose of isolating the relevant arguments from the spam.

2.2 Topic Modeling on Short Text and Social
Media

From a sociological perspective, the importance of monitoring Telegram is
underlined by Jost and Dogruel [2023], who analyzed how radical actors make
use of Telegram for mobilization during a crisis. Their work highlights how
Telegram takes the role of a hub for fringe communities, making it relevant
for OSINT investigations.

Furthermore, the natural evolution of propaganda strategies has been
studied by Steffen [2025], the authors propose a multimodal methodology
that combines textual and visual analysis in order to track conspiracy narra-
tives, highlighting how images play a crucial role alongside text in marginal
communities, although in the following thesis this multimodal approach has
been avoided in order to focus more on the text to avoid computational
overhead.

Turning to the crawling methodology, Silva [2024] introduced Telegram-
Scrap, a complete tool to collect data. However, while Silva [2024] con-
centrates on generic scraping applications, the work proposed in this Thesis
aligns more closely with that of Perlo et al. [2025], which crawls groups based
on a specific topic of interest.

18
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The application of topic modeling to the Telegram messages presents spe-
cific challenges that arise from the limited length of the documents. Cheng
et al. [2014] described the problem formally as sparsity of word co-occurrence
patterns, where traditional models fail because short texts lack sufficient con-
text.

Although the state of the art in the field of natural language processing
is increasingly oriented towards models based on neural networks, as widely
illustrated in the context of social networking by Vassio et al., Devika et al.
[2021] and Benedetto et al. [2024] in which they managed to demonstrate
how models based on BERT and Sentence Transformers can significantly
outperform statistical methods in capturing semantic nuances. As a means
to address this problem, they proposed the Biterm Topic Model (BTM),
which aggregates co-occurrence patterns through the entire corpus. Similarly,
Rashid et al. [2019] explored fuzzy topic modeling approaches to mitigate the
sparsity and coherence of topics in short text environments. These studies
highlight the need to aggregate messages, for example, by channel or utilizing
optimized models when data from chats is considered.

To shed light on the structural properties of the network formed by Tele-
gram groups, it is important to base the analysis on consolidated metrics. For
this purpose, Himelboim et al. [2017] provides a fundamental framework to
classify social media networks based on the flow of information. Their work
connects graph metrics such as density, modularity, and centralization to
specific conversational archetypes. Applying these concepts to the Telegram
graph allows us to determine whether political communities act as cohesive
echo chambers or as dispersed networks.

Based on Akama and Husnagqilati [2023], the study evaluates rigorous sta-
tistical systems in the PCA algorithm for dimensionality reduction, specifi-
cally the Guttman-Kaiser criterion. However, the PCA-based approach was
not used because UMAP proved to be more suitable for preserving the local
structure of sparse data, such as Telegram messages, something that linear
approaches like PCA lose.

Moving beyond the one-to-many structure of channels, Perlo et al. [2025]
shift their attention to public groups where many-to-many interactions oc-
cur. Their study presents a horizontal analysis that compares user behavior
across different topics, ranging from education to cryptocurrencies to dark
web markets. To achieve this, they developed an open-source crawler based
on the library. It is relevant to understand the complexity and variety of
themes present in Telegram channels.

Moving beyond purely textual analysis, the work presented in Paoletti
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et al. [2025] investigates the factors that determine user participation within
groups, identifying social curiosity and peer influence as key factors in user
participation in groups. This can be used to understand the target audience
of users captured by the crawler and identify people actively interested in
the topics discussed in the groups.

In the following article Barravecchia et al. [2020], the use of the Structural
Topic Model to classify the quality of user-generated content was analyzed.
STM wasn’t adopted because the computational complexity of the model
would have made the crawler excessively slow.

Barravecchia et al. serves as an illustrative reference for the practical
implementation of Topic Modeling with reference to unstructured datasets.
Notwithstanding its focus on the Digital Voice of Customers, the paper re-
veals important limitations of LDA for very short messages.

2.3 How LDA works

A comprehensive theoretical overview of LDA is given by Blei et al. [2003]
Latent Dirichlet Allocation tries to find a solution to this problem, given a
collection, also called a corpus of documents, in our case, telegram messages.
Each message must be associated with a particular topic, such as science or
politics. The problem is that the topic associated with each document is
not known in any way without manually reading the message. LDA places
the documents in the corners of a simplex where each vertex represents a
topic in a way that documents are close to the corners of the topics that
most represent them; for example, if a document collocates to an edge in the
middle of two vertices, it means that it belongs to both topics. In simple
terms, the aim is to map the documents in their correct position in the
simplex. LDA is a generative algorithm; it means that it automatically
generates documents. In most cases, these documents are random documents
that do not mean anything. In other cases, with a small probability, it can
get documents similar to the original documents. If, for example, there are
many machines and they give some fake documents, comparing them with the
original document, the machine that gives a document that is more similar
to the original one means that it has better settings than the other machines.
The goal of the algorithm is to set a machine that best gives as output the
original documents.
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Figure 2.1: Overview of the LDA structure.

« is the parameter that generates the Dirichlet distribution

0 is the Dirichlet distribution that generates «

[ is the parameter that generates the Dirichlet distribution

¢ is the Dirichlet distribution that generates 3

z means what topic has generated this word

w is a single word token

D block represents the fact that 6, z and w are repeated for every doc-
ument.

K block means that exist an instance of ¢ for every topic.

e N, means that both z and w must be repeated for every word of the
document.

During training, the following formula is used to maximize.

M
P(W7Z707¢;C¥76) = HP(Q OZ)HP(QO“/B)
= =t (2.1)
x [T P(Zji | 0;) PWji | ¢z,,)
t=1

In this formula:
o W, is the word in the document j in position t
o W is all the observed text, more formally W = {W;,}.
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e Z;; is the topic assigned to the word in position t in document j, so it
is a number between 1 and K

e Z is the collection of all the topics assigned to each in every document
formally Z ={Z;; |j=1,....M; t=1,...,N; }

e M is the number of documents
e K is the number of topics
e N; is the number of words in document ]

e « is the hyperparameter for the Dirichlet distribution of topics in a
document

« 0; is the Dirichlet topic distribution of the document j, formally
6; ~ Dirichlet(a).

e @ is the collection of Dirichlet topic distributions for every document
formally 6 = {6, |j=1,...,.M}

e [3is the hyperparameter for the Dirichlet distribution of words in a topic

e ; is the Dirichlet word distribution of topic ¢; formally
@; ~ Dirichlet(p).

e ¢ is the collection of Dirichlet distribution of words for every topic
formally p = {¢; |i=1,..., K}

This formula represents the joint probability of W, Z, 0, ¢, a and . To
maximize this probability during training, the procedure alternates between
two steps:
¢ and 0; are called latent variables because they are not observable but must
be estimated, while «, 3, and ¢y ,, are the parameters of the models.

o The E-step takes the ¢ fixed and the observed word W and updates the
latent variables 0; and Z;; to estimate them.

e The M-step takes the output of the E-step and, with that, updates the
distribution of the words of topic k, namely ¢y, ,,, usually o and 3, are

fixed.

They are iterated until convergence.
In the scikit-learn implementation of LDA, an approximate version of
this formula is used.
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2.4 How BERTopic works

In order to extract meaningful topics, BERTopic is used as the state of the
art for topic detection as cited in Mazzei et al. [2022]. BERTopic relies on
sentence transformer models in order to convert messages into meaningful
vectors that capture the meaning of sentences. These sentence transformers
are based on transformers. This representation is useful because it is possible
to calculate the similarity of sentences with respect to each other by means
of cosine distance.

Another component of BERTopic is the dimensionality reduction algo-

rithm:
One option consists in using PCA which stands for Principal component anal-
ysis, but the most popular and power one for capturing non linear patterns is
given by UMAP as state in Mclnnes et al. [2020], it is a non linear algorithm
that works by comparing the spatial proximity between the vectors repre-
senting the document emebeddings in the embedding space and reducing the
dimensionality keeping the all the relevant original patterns. An important
parameter is n_ neighbors that balances the importance of the local struc-
ture with the global structure. The purpose is to reduce the dimensionality
and reduce the sparsity of the embeddings in order to have a faster execution
time.

In order to group the embeddings into clusters, a clustering algorithm is
needed. By default, BERTopic uses HDBSCAN, which is great at finding
clusters with different densities.

The two key HDBSCAN parameters are the following:

e min cluster_size: it works by setting the number of data points needed
to constitute a cluster.
If the value is too small, the risk is to end up with an unstable and
noisy cluster, while setting too high a risk to merge clusters that should
remain separate.

e min_samples, by looking at how far apart the points are from their
neighbors, it sets how strict the algorithm should be in cluster creation.
Increasing the value, the algorithm only forms clusters in zones where
the points are very close to each other, resulting in a more conservative
clustering.

Then the vectorization phase is performed, after the clustering phase ends,

23



MASSIMO ARESCA ET AL. DESIGNING A TOPIC-TARGETED TELEGRAM CRAWLER

the vectorizer is responsible for converting the text into numerical features
that are useful for topic analysis.

In the end, BERTopic uses c-TF-IDF to generate the top-N words for each
topic. It works by concatenating the documents in each cluster, then creating
a BOW for each cluster where the number of times the word w appears in
cluster C; is registered with the formula:

C=1{C,....Cx}

tfi,w = Z f(w,d)

deC;

Then a global IDF is created on the totality of clusters with the following
formula:

df(w) =[{i e {1,...,K} : 3d € C; such that w € d} |

idf (w) = log <1+§f(w)>

Finally, the final formula for the importance of each word in a topic is
given by the formula:

CTFIDFi’w = tfl‘7w . 1df(w)
TopWords(C;) = argsort,,(cTFIDF; )1

2.5 Advantages of LDA over Neural Topic
Models

At the moment, the state of the art in the field of Natural Language Process-
ing is moving toward models based on neural networks. Devika et al. [2021]
and Benedetto et al. [2024] demonstrated how models built upon BERT and
Sentence Transformers significantly outperform statistical methods in cap-
turing fine-grained semantic nuances. Specifically, Benedetto et al validated
the effectiveness of BERTopic to summarize social-media posts. Addition-
ally, Viegas et al. [2025] explored the integration of contextual embeddings
in the context of hierarchical topic modeling; they achieved this by critically
analyzing the limits of traditional metrics such as coherence.
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Latent Dirichlet Allocation was selected for the crawling module developed
in this thesis. This strategic decision is not only based on the established
existing literature, but is also supported by a critical assessment of the trade-
offs between performance, stability, and resource consumption, as highlighted
in recent comparative studies such as Abdelrazek et al. [2023].

This decision is further supported by Ogunleye et al. [2023], who observed
that although BERTopic produces superior coherence scores, the compu-
tational overhead caused by transformer-based models is substantial. The
determining factor for a crawling system, which must iteratively process
millions of messages, is computational efficiency. As demonstrated by Ab-
delrazek et al. [2023], although neural models such as ETM or CTM offer
advantages in terms of semantic diversity, they entail a significantly higher
computational cost than classical probabilistic models. LDA has proven to
be one of the most efficient algorithms in terms of runtime, a prerequisite for
maintaining scalability without requiring prohibitive GPU-based hardware
infrastructure for each crawler iteration.

A second critical aspect concerns the reproducibility and reliability of
channel classification. Topic modeling surveys such as Abdelrazek et al.
[2023] highlight the existence of an inverse relationship between stability and
the diversity of generated topics: while neural models tend to excel at gen-
erating highly diverse topics, they suffer from marked stochastic instability
between different runs. For an automated application that must constantly
discriminate between political and non-political channels, the stability offered
by LDA ensures greater consistency compared to the fluctuating nature of
NTMs, reducing the risk of the same channel being classified differently in
separate runs.

Finally, the operational robustness of LDA was preferred over the configu-
ration complexity of models based on Variational Autoencoders. As discussed
in depth in Wu et al. [2024], NTMs exhibit significant sensitivity to hyper-
parameters and are often subject to topic collapsing, where distinct topics
collapse into identical semantic representations, or to the generation of triv-
ial topics composed predominantly of stop words. In contrast, LDA offers
more predictable and robust behavior out of the box, avoiding the optimiza-
tion complexities that, in a dynamic context like Telegram’s, could introduce
noise and inaccuracies that are difficult to automatically diagnose.

Therefore, while tools like BERTopic have been reserved for the high-
precision offline analyses described below, LDA represents the sweet spot
between speed and reliability required for the crawler’s real-time discovery
engine.
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2.6 Tree-Structured Parzen Estimator for LDA
Hyperparameter Optimization

In the context of topic modeling using Latent Dirichlet Allocation, the choice
of hyperparameters, such as the number of topics K, the Dirichlet priors «
and [, plays a crucial role in the quality and consistency of results. Man-
ual search and traditional grid search are often inefficient approaches due
to the high dimensionality of the search space and the computational cost
required to evaluate each configuration. To overcome these limitations, this
work adopted the Tree-Structured Parzen Estimator, a Bayesian optimiza-
tion algorithm extensively analyzed by Watanabe [2025]. As pointed out
in Panichella [2021], LDA delivers remarkably variable performance based
on the quality of the hyperparameter configuration, and it further emerges
that suboptimal hyperparameter choice leads to suboptimal results, thus fur-
ther reinforcing the importance of automatic hyperparameter tuning.

The importance of this study lies in the empirical demonstration of the supe-
riority of TPE over random search, especially in contexts where the objective
function is expensive to evaluate and the parameter space includes discrete
and conditional variables. The adoption of TPE allowed us to automate
the tuning of the LDA model within the crawler, focusing exploration on
the most promising regions of the hyperparameter space. Consequently, we
were able to maximize the coherence metric C), in a time frame compatible
with the requirements of a real-time data collection system, ensuring that
the extracted topics maintained a distinct semantic separation, even in the
presence of typical Telegram message noise.

2.6.1 How TPE works

In order to choose the hyperparameters for a particular model, it is possible
to avoid trying all candidate values that maximize or minimize one or more
metrics; this approach can become too slow for resource-intensive tasks. In
order to make the hyperparameter choice more efficient, a possible solution
is given by TPE, which stands for Tree Parzen Estimation.

It is implemented in Optuna as described in Watanabe [2025]. Optuna is
an advanced automatic hyperparameter tuning framework, designed specif-
ically for machine learning. It is open source and easy to use. It can be
consulted with the following link: Optuna documentation. the key idea of
TPE is instead of evaluating P(y|x) where:
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e x = value of the single hyperparameter
e y = the loss

P(x | y) is evaluated, which is the probability of observing the hyperparame-
ter x given the loss y. It is done by fitting the surrogate model P(y|x) to the
previous observations and then using it to search and predict areas that are
encouraging in the search space.

In particular, two surrogate models are used:

« P(x |y > y*) = P(x | bad) which corresponds to the trials where the
loss y is worse than the threshold yx
, as is the distribution of the bad values.
It is usually a large and sparse distribution because the values of x that
are worse than the threshold are more than the good ones concentrated
in particular areas, and it is sparse because the bad values do not con-
centrate in particular areas like the good ones.

e P(x |y <y*) = P(x| good) which corresponds to the trials where the
loss y is better than the threshold yx*
, and so is the distribution of good values.

The threshold y* is determined by a hyperparameter v, so, for example, if
there are 100 observations and if v is set to 0.5, only the best 50% observa-
tions are used to fit the good distribution and the worst 50% to fit the bad
distribution.

When searching for a new value for x, the algorithm will choose a value
for which: P(x|good) / P(x|bad) is high. In fact, a promising candidate is
likely to:

 have low probability under the bad distribution P(x|bad)
« have high probability over the good distribution P(x|good)

In Bergstra et al. [2011] it is shown that the promisingness score given by
P(x|good)/P(x|bad) is actually proportional to the expected improvement.
In TPE for real-valued or integer hyperparameter types, the Mixture of
truncated Gaussians is used for each sample.
Then the mixture of probability density in a particular point is given by the
sum of probabilities from each Gaussian distribution, and then normalized
by the number of distributions in the mixture.
Here are the main advantages of using TPE:
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e Data efficient, which means that in order to find good hyperparameters,
only a few trials are needed.

o Faster than a random search for what is said above
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Chapter 3

Methodologies

This chapter outlines the methodological framework developed to construct
and evaluate the topic-targeted Telegram crawler. First, we present the pri-
mary data sources: the US Dataset and the TGDataset. The US Dataset
serves as the first case study, on which the crawler’s logic is developed and
refined, while the TGDataset is used as a second, more challenging case study
to evaluate the tool’s robustness in a highly chaotic and heterogeneous net-
work. Before applying any analysis, all the messages analyzed during the
crawling process must be cleaned. Because our automated crawler relies on
two distinct tools working together: LDA, a statistical topic detector, and a
Large Language Model (LLM) to classify topics as relevant to the researched
topic, we implemented a dual-track text preprocessing pipeline. One track
aggressively filters out structural noise such as URLs and stopwords, while
the second track preserves the natural sentence structure so the LLM retains
the proper context to understand and classify the conversations. With the
data prepared, the chapter describes the core components of the crawler: the
topic detection algorithm, the classification mechanism, and the threshold-
based traversal strategy. Following the architectural description, a series of
validation experiments justify the key design choices: the selection of LDA
over BERTopic, the reliability of the LLM classifier, and the optimal thresh-
old value. Finally, the specific experimental setups for both the US Dataset
and the TGDataset are detailed.
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3.1 Data Sources

This section describes the two primary datasets used for the experiments.
The crawling process is first evaluated on the US Dataset, serving as a con-
trolled environment, and subsequently applied to the more heterogeneous
TGDataset.

3.1.1 2024 U.S. Presidential Election Dataset

In Blas et al. [2025], a database about the US election based on the Telegram
API has been constructed to collect groups about the 2024 US presidential
election.

It has been created in order to study topics such as radicalization dynamics,
disinformation, and political trends on Telegram groups.

It is a huge database that contains over 30,000 chats (i.e, both channels and
groups) and more than 500 million messages starting from the first of Novem-
ber 2023 to the end of 2024, with messages and metadata of the chats.
Among the most important fields, a message from a chat contains the fol-
lowing:

» message_id: the unique message identifier, used to uniquely identify
messages during the crawling process

» message: the text of the message

» message_date: the timestamp of the message, useful to have temporal
information about messages

3.1.2 TGDataset

The TGDataset stands as the largest public repository of Telegram data,
providing an unprecedented scale for analyzing the platform’s ecosystem as
described in La Morgia et al. [2025]. The dataset gives a global overview
of the entire Telegram ecosystem. The authors started from TGstat to get
the first seed channels, then for each seed channel, they downloaded all the
messages using the Telethon APIs, excluding videos, images, or PDFs in
order to avoid illegal content or subject to copyright. Anyway, the metadata
about the media content is still retrieved using the Telegram API. Then
all the forwarded messages are analyzed, and if the original author of the
forwarded message represents a channel not already present in the list, it is
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added. Of the newly found channels, the messages are collected as described
above; this procedure is continued iteratively.

It has a large collection of 120,979 public Telegram channels. It contains
a total of 498,320,597 messages. The channels are divided into 121 JSON
files and 4 directories. The folders are alphabetically sorted based on the
username of the channel to which they refer:

e TGDataset 1: here are the channels from A to freeJul

o TGDataset_2: here are the channels from freejur to NaturKind

TGDataset_3: here are the channels from Naturmedi to theslog

TGDataset_4: here are all the remaining channels.

This ordering enables the analysis of channels in batches rather than con-
sidering them all together.
The following fields are stored for each channel:

channel id: numerical identifier of the channel
creation_date: timestamp of creation of the channel
username: public username of the channel

title: title set by the owner;

description: channel description

scam: it is a flag that represents the fact that Telegram classified the
channel as a scam or not

verified: it is a flag that indicates if the channel is verified or not
n_subscribers: the number of subscribers
text_messages: list of textual messages published

generic_media: multimedia elements shared in the channel

The fields related to individual channels are useful for obtaining additional
information on the channels to evaluate different crawling strategies.
The following information is stored for each text message:

message: the content of the message
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date: the timestamp of the message
author: the ID of who posted the message
forwarding information:

— is_forwarded: a flag that indicates if the message was forwarded

— forwarded_from_id: the ID of the person that forwarded the mes-
sage

— forwarded_message_date: the timestamp of the first post of the
message

Knowing the information related to each message is useful during the
crawling process to better classify them and place them on a timeline.
The following metadata are present for each media:

title: the title

media_id: the ID of the media
date: the timestamp of the media
author: the author of the media

extension: the file extension of the media

The metadata enriches what we already know about groups, which is useful
for possible future work.

3.2 Data Preprocessing

The preprocessing phase is fundamental to filter out noise and reduce the
high dimensionality of raw Telegram messages. To serve the distinct needs
of our pipeline, the text undergoes two parallel preprocessing tracks designed
for the subsequent steps: one heavily filtered to optimize the Latent Dirichlet
Allocation (LDA) algorithm detailed in Section 3.3.1, and another minimally
processed to preserve the natural language context for the Large Language
Model (LLM) used in Section 3.3.2.

For the LDA topic detection, the preprocessing consists of the following
phases:
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Every text is converted to lower case

It reduces the variance of the vocabulary; in fact, LDA works better
if there are not many different forms of the same word, reducing the
sparsity.

strange characters or accented characters are converted to the base
ASCII, for example: a becomes a, i -> n, and so on.

This step is necessary to reduce the variance of the vocabulary and make
the text more suitable for LDA.

the mentions and hashtags like or # are removed.

In fact, they are not so useful for understanding the general context of
the message, and they are very specific to a particular user, so removing
them reduces the noise given to LDA.

All punctuation is removed, this means that:

All punctuation marks are substituted with a space

All line breaks and multiline is substituted with a space

Remove all multiple spaces at the borders and collapse multiple spaces
This removes redundant characters that are not semantically useful.

remove stopwords

Doing so removes the most frequent stopwords such as "the," "a," "is,"
'and," in," "on,"

It is done because the stopwords do not bring much semantic meaning,

but are very frequent.

remove short words, all words between one and three characters are re-
moved

These words usually do not give much semantic meaning and just in-
crease the noise for LDA.

convert verbs to their base form

Gerunds and conjugated verbs are reduced to their root or infinitive form
(e.g., via lemmatization). This group words with the same semantic
meaning together, reducing the vocabulary size and the dimensionality
given to LDA.

only English messages are kept, it is achieved thanks to the langdetect
python library Danildk [2014]

Same topics with the same meaning but different language (i.e., different
words) appear in different clusters
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For the LLM, we preprocessed text in order to keep the highest possible
level of context. Only the following filters are done:

« only English messages are kept
to maintain consistency with the LDA preprocessing track and ensure
uniform data analysis across the entire pipeline.

o repeated characters are removed
For example: the words veeery gooood and very good have the same
semantic meaning, like also hello word! and hello word!

e text is truncated to 500 characters
The original text is truncated to a maximum of 500 characters. This
ensures the prompt remains within the token limits while preserving
enough original context for the LLM to read a realistic example of the
conversation.

All these steps are done to highlight the key terms, the most useful ones
for LDA, and to give the best possible context for an LLM.

3.3 Crawler Architecture

With the data prepared, this section describes the core components of the
automated crawler: the topic detection algorithm, the classification mecha-
nism, and the threshold-based traversal strategy.

3.3.1 Topic Detection with LDA

LDA is used for the topic detection phase, as it is much faster than BERTopic.
Two possible versions of LDA are implemented within the sklearn library.
Here are the original papers for more details, Hoffman et al. [2010], Hoffman
et al. [2013], and the Gensim version described in Griffiths and Steyvers
[2004]. The Gensim implementation of LDA is preferred over the sklearn
counterpart for the following reasons:

e the Gensim library uses collapsed Gibbs sampling, which is often better
on short texts than the scikit-learn implementation that uses varia-
tional Bayes, as cited in Griffiths and Steyvers [2004].

e the scikit-learn library has difficulties in parallelization, and no par-
ticular performance changes are found when increasing the paralleliza-
tion parameter n;obs.
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To determine the optimal number of topics for the LDA model, we employ
Bayesian Optimization using TPE, detailed in Section 2.6. The optimization
objective is to maximize the Coherence score (Cy). To strictly minimize
the computational overhead during the hyperparameter tuning phase, the
optimization trials are evaluated on a randomly sampled 10% subset of the
documents. Once the optimal value for k is identified, the final LDA model
is trained on the complete dataset to ensure maximum thematic accuracy.

Once topics are generated by LDA, they must be automatically classified
as relevant or irrelevant to the research scope.

3.3.2 LLM-based Topic Classification

For the purpose of creating a fully automatic crawler, the topics generated
by LDA must be classified as relevant or irrelevant by an LLM.

In order to classify the topics as political or non-political, we used a defi-
nition where a topic is considered political if it could be discussed during a
US presidential debate between candidates.

For each topic generated by LDA, the LLM receives a structured prompt
containing: the 20 most significant keywords of the topic, the 3 most represen-
tative messages (i.e., those with the highest probability of belonging to that
topic), and 3 randomly selected messages assigned to the same topic. The
representative messages provide the clearest examples of the topic’s content,
while the random messages help the LLM verify that the topic classification
is consistent across a broader sample.

GPT-5-Nano was selected as it is cost-effective in terms of tokens while
being effective in classification, as demonstrated in Section 3.4.3.

With topics classified, the crawler must decide which channels to explore.

3.3.3 Threshold-based Crawling Strategy

The original strategy proposed in this thesis is to define a political channel
as a channel with a given percentage of political messages; a message has
to be considered political if it belongs to a political topic with respect to
the following definition: all those topics that could be discussed during a
US presidential debate between candidates and presidents. To navigate the
network, the crawler uses the parent-child structure of the datasets. In the US
Dataset, children are identified through metadata like direct links, mentions,
or forwarded posts found within the parent. In the TGDataset, children are
identified exclusively through the forwarded from_id field of each message.
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A channel is defined as a political channel if at least a given percentage
of its messages belong to a topic classified by the LLM as political. In
order to reduce the resources required and make the crawling more efficient,
only the children of the groups with at least a given percentage of political
message compared to the total number of messages are inserted in the next
level of groups to be analyzed; this approach resembles a breadth-first search
approach, where one level is completed before analyzing the next one.

In summary, the crawler analyzes each level before moving on to the next,
stopping as soon as it finds a level without groups. This means that the
parent groups at the previous level have not led to new groups or that the
new groups do not contain a sufficient threshold of political messages. Conse-
quently, the crawler avoids analyzing their children and does not collect them.
Additionally, this strategy is computationally efficient and significantly re-
duces the resources required for crawling. The quantitative validation of this
threshold strategy is detailed in Section 4.2.1.

These components are assembled into a fully automated pipeline that pro-
cesses each level of the network before advancing to the next.

3.3.4 Automated Pipeline

All previous components are concatenated to obtain an automated LDA-
based crawler that automatically generates topics, classifies them using the
chosen LLM model, and tags messages as political or non-political based on
whether they belong to a political topic.

The following list summarizes the steps performed by the crawler for each
level:

1. Preprocessing: language detection and dual-track text cleaning. As pre-
viously detailed, messages are heavily filtered for LDA topic detection,
while the natural language structure is preserved for LLM classification.

2. LDA Training: hyperparameter optimization via TPE in order to iden-
tify the best possible parameters in a reasonable amount of time, ac-
cording to the previously discussed metrics.

3. LDA inference: LDA is applied to all the messages of the current level
for the topic detection, then each message is assigned to a specific topic.

4. Topic Classification: the LLM is used to classify topics as political or
non-political, as a human would.
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5. Politics Ratio: In this step, the number of messages assigned to a po-
litical topic is calculated and divided by the totality of messages in the

group.

6. Group classification: In this phase, groups are classified as political
groups if their ratio of political messages to the total number of mes-
sages exceeds a given threshold decided at the beginning of the crawling
process.

7. Next-level group creation: in this phase, only the children of parents
classified as political are included in the groups to be analyzed at the
next level.

8. Iteration or termination: if there are no child groups of political parents,
the process stops, and the parent groups are collected; otherwise, the
process is repeated for all the previous steps.

The same pipeline is applied to the TGDataset, with the only difference
being the prompt provided to the LLM; this change allows for testing a new
topic, leveraging the higher heterogeneity of the TGDataset compared to the
US Dataset.

3.4 Design Validation

Having described the crawler’s architecture, this section presents The exper-
iments conducted to validate the key design choices: the selection of LDA
over BERTopic, and the reliability of the LLM classifier, and the optimal
threshold value.

3.4.1 BERTopic Baseline

In this initial phase, the primary goal is to extract the most refined and co-
herent topics from the US Dataset; these results will serve as a high-quality
benchmark to assess whether LDA is capable of achieving comparable per-
formance.

To achieve the best possible topic creation, the BERTopic algorithm, a
state-of-the-art topic detection algorithm as stated in Devika et al. [2021], is
used. Starting from the initial seed channels, we utilized BERTopic to achieve
state-of-the-art topic detection as stated in Mazzei et al. [2022]. Specifically,
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we configured its underlying UMAP and HDBSCAN components for dimen-
sionality reduction and clustering, respectively. First, of all three different
sentence transformers, namely all-distilroberta-v1, paraphrase-MiniLM-L6-
v2, and all-MiniLM-L6-v2. They are used to create a semantic embedding of
the preprocessed messages. Dimensionality reduction was performed using
UMAP. Feasible ranges for the UMAP parameters were selected according
to recommendations in the official documentation. All possible combinations
of the following hyperparameter values were evaluated:

TNcomponents S {37 57 10}; Tneighbors S {5, 25}, minﬁdist € {00, 01}

The same is done for the HDBSCAN min_cluster_size hyperparameter.
All possible values of the hyperparameter have been tested and are compared
with all possible previous UMAP combinations:

min_cluster_size € {3,5,10}.

Hence, for each of the three sentence transformers cited above, all of these
UMAP and HDSCAN combinations are used. To accelerate computation,
CPU parallelization with the Parallel executor of the joblib Python library
is used to leverage the cluster’s full parallel computing power to evaluate
different combinations of UMAP and HDBSCAN hyperparameters.

To choose the best sentence transformer and the optimal hyperparameter
values, we calculate the following three key metrics:

e Coherence;
o Diversity;
e Silhouette.

The hyperparameter configurations achieving the highest scores for each indi-
vidual metric, Coherence, Diversity, and Silhouette, as well as the one max-
imizing the normalized mean, are isolated. This subset of top-performing
configurations is then manually reviewed by two researchers to determine
the most suitable final setup based on qualitative thematic consistency.
The resulting optimal configuration is shown in Section 4.2.2.

The diversity score measures how distinct topics use different words, quan-
tifying their semantic separation based on the vocabulary used in each.

The OCTIS Python library, as stated in Terragni et al. [2021], implements
the diversity score, which is selected for its robustness to noise and superior
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stability. Here is the formula:

1 KT
D = ——— ; 1(#(x;) = 1)

The silhouette score measures how well the clusters are separated from
one another by quantifying how much a topic’s points are near each other
while also being farther from the points of the other topics. For this, the
standard sklearn library version is used. Here is the formula:

N b(i) —ald)
) = ax{a(@), b}

The coherence score measures how often the top words of a topic co-occur
in the same documents. If these words are distributed randomly throughout
the corpus rather than appearing together, this indicates that the topic lacks
semantic consistency, leading to a low value.

The OCTIS library was utilized for coherence analysis, employing the C,
metric. This measure provides a more comprehensive representation that
aligns more closely with human judgment, as demonstrated in Roder et al.
[2015] and Wu et al. [2024].

Here, this C, formula is used:

p(ZCZ‘,Ij)"‘E
log <p<m>p<mj>)
—log (p(xi, x;) +€)

NPMI(Z’Z, I‘j) =

vaewmi(zi) = [ NPMI(z;, 2;) ]?:1 :

1 T
Cy = T Z COS(VNPMI(xi)a VNPMI({ﬂﬁz‘}iTzl)) .
i=1
With this high-quality baseline established, we now verify that LDA produces
results comparable to BERTopic despite its lower computational cost.

3.4.2 LDA vs BERTopic Comparison

Although BERTopic has the best possible topic creation, it is computation-
ally expensive and requires too much time for practical use. To reduce com-
putational time, LDA was used as a lighter alternative to BERTopic as dis-
cussed in Abdelrazek et al. [2023].
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To ensure that LDA and BERTopic agree on how to classify messages,
a contingency table was used to represent the topics created by LDA and
BERTopic, where each point on the two axes corresponds to a topic cre-
ated by LDA and BERTopic, respectively. The contingency table counts
how many documents fall into each combination; therefore, each LDA topic
and each BERTopic topic. This approach evaluates the degree of agreement
between LDA and BERTopic regarding document classification. If both see
the same topics, then it is expected that if LDA places certain messages in
topic X, then BERTopic will also place them in a single topic Y. If, on the
other hand, the documents from a particular LDA topic are scattered across
many BERTopic topics, it means the two methods capture different aspects
of the same text. Since each topic in each method has a different number
of associated documents, to better interpret the correspondence between the
topics, the rows and columns are normalized. In addition, we evaluate the
Adjusted Mutual Information (AMI) score and the Adjusted Rand Index
(ARI) to quantify the agreement between the two methods. The final scores
demonstrating LDA’s validity are reported in Section 4.2.3. AMI measures
how much knowledge of the topic assignment from one method reduces un-
certainty about the assignment from the other. If the documents of a given
LDA topic consistently fall into a single BERTopic topic, the uncertainty is
low, and AMI is high; if instead they are scattered across many BERTopic
topics, the uncertainty is high, and AMI is low. ARI takes a different per-
spective based on pairwise comparisons: for every possible pair of documents,
it checks whether the two methods agree on placing them in the same topic
or in different topics. A high ARI means that most pairs are treated consis-
tently by both methods. Both metrics are adjusted for chance, meaning that
a value of 0 corresponds to random agreement and 1 to perfect agreement.
They are also independent of the number of topics and of the cluster sizes,
making them suitable for comparing LDA and BERTopic, which produce
different numbers of topics.

Having confirmed that LDA is a valid replacement for BERTopic, we verify
that the LLM can reliably classify the topics it generates.

3.4.3 LLM Classification Validation

All topics are initially classified by two researchers who have to agree on
every topic whether it is political or not. The following analysis is performed
to verify that the LLM’s classification closely aligns with human judgment.

We tried all the following LLM models, from the least token expensive to
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the most token expensive:

GPT-5-Mini

GPT-5-Mini-2025-08-07

GPT-5-Nano-2025-08-07

e GPT-5-Nano

To assess the quality of the LLM classification, we compare it with the
ground truth provided by human classification. A comprehensive breakdown
of these performance metrics is provided in Section 4.2.4. The following
metrics were calculated using the topics generated by LDA, based on the
seed nodes of the US Dataset.

+ Recall (TPR) = 22—

TP
TP+FP

Precision =

e — 9 . Precision-Recall

F'l-scor Precision+Recall

TP+TN
TP+TN+FP+FN

Accuracy =

Specificity (TNR) = %

Starting from the recall, it is used to measure how much the LLM is
able to classify as political all topics classified as political by the ground
truth; therefore, a high value close to 100% is the proof of how the LLM is
able to miss only a very small number of political topics. Instead, precision
measures how reliable the model is in classifying a political topic; a high value
indicates that the model avoids incorrectly classifying a non-political topic
as political. Regarding the F1-score, which is the weighted average of Recall
and Precision, it provides a single value that represents the overall quality of
the classification. In the experiment, accuracy is defined as the percentage
of correct classifications relative to the total, including both positive and
negative classifications. In short, it indicates how many times the LLM
correctly classified compared to the total number of classifications. Finally,
specificity measures how well the LLM model correctly classifies non-political
topics.
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3.5 Experiments

With these design choices validated, the following sections detail the experi-
ments conducted on both datasets.

3.5.1 US Dataset Experiments Details

This section describes the methodology used for the US Dataset. We eval-
uated whether the crawler can correctly filter political groups from non-
political groups across different thresholds in a reasonable time, and how it
identifies specific discussion topics at particular time intervals. From the US
Election 2024 Dataset, only the messages from the first of July to the 31
of August were taken for simplicity. To determine how precision and recall
change, the following thresholds were tested: 20%, 40%, 60%, and 80%. The
messages were collected from July 1st to August 31st 2024, when most were
concentrated, as shown in Figure 4.2. We conduct these experiments to un-
derstand how different thresholds affect the capture rate of political versus
non-political messages and channels. The comparative results are summa-
rized in Section 4.3.1. We conduct an additional experiment to determine how
many of the groups excluded from the crawling process are actually political
groups. The results of this coverage analysis are discussed in Section 4.3.3.

These experiments are key to determining which threshold is most appro-
priate for a given purpose, whether to gain a general overview of the topics
discussed on Telegram or to conduct a more in-depth analysis of individ-
ual political channels. Once a threshold that offers a fair balance between
time, computational resources, and accuracy is found, it is applied to the
entire time period of the dataset, from November 2023 to October 2024, as
discussed in Section 4.3.3. We conducted a further experiment to compare
the time period from July 15th to August 15th with the period from the
beginning to the end of March. This experiment aims to verify whether the
crawler can recognize specific discussion topics from a selected time window,
as demonstrated in Section 4.3.2.

Having defined the US Dataset experiments, we now describe the setup
for the more challenging TGDataset evaluation.

3.5.2 TGDataset Experiments

The TGDataset provides a wide range of Telegram channels and groups. The
authors of the TGDataset used LDA to label a subset of the groups; one of
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these labels is Videogame Modding. The crawler targets Gaming in general
to verify its ability to identify and retrieve specific sub-communities, such as
Videogame Modding, even when starting from a broad thematic category. In
the TGDataset, identifying channels with a very high percentage of messages
about a specific topic is more difficult, so lower thresholds are used.

TGDataset Graph Analysis

To obtain more information about the connections among channels, we uti-
lized the NetworkX library described in Hagberg et al. [2008] on the un-
weighted directed graph constructed from the dataset’s channels. The result-
ing topological metrics are presented in Section 4.4.1. Fach node represents
a single channel, and each edge from A to B represents that channel A has
forwarded messages belonging to channel B to its chat.

All channels are subjected to the dual-track preprocessing detailed in Sec-
tion 3.2; thus, only channels with at least 10 English messages are selected
to avoid running LDA on fewer than 10 documents. This filtering ensures
that the analyzed graph perfectly matches the actual network the crawler
navigates during the experiments. Only edges between valid channels are
used, where a channel is valid if it contains at least 10 English messages. To
this end, the following metrics are calculated:

o Density: Ratio between existing edges and possible edges. A low value
indicates a sparse graph, while a value close to 1 represents a nearly
complete graph where each node is connected to all other nodes by an
edge.

o In-degree: The in-degree of vertex A indicates how many channels have
forwarded messages from A into their group.

o Out-degree: The out-degree of a vertex A is calculated as the number of
channels, other than A, from which A has forwarded messages into its
own chat.

o WCC (weakly connected components): A group of nodes that are mu-
tually reachable regardless of the direction of the edges.

« SCC (strongly connected components): A group of nodes that are mu-
tually reachable from each other by following the directions. This can
be significant, as the crawler may miss entire sets of groups if it does
not visit any groups in a given SCC.
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o PageRank: measures the importance of a node based on the quality of
those who cite it via message forwarding. It can be summarized as the
idea that being cited by important channels is more valuable than being
cited by unknown channels, where being cited means that other channels
have forwarded messages from the cited group to their channels.

e HITS: measures authorities; their score increases as their in-degree in-
creases; a high score indicates that messages from those groups are for-
warded to many groups. On the other hand, the score attributed to
hubs increases with their out-degree; thus, a high score indicates that
they forward messages from many groups. Therefore, authorities pro-
duce original and valuable content, while hubs select and collect quality
content.

» Reciprocity: measures the percentage of bidirectional edges; therefore,
in the case of directed graphs like this one, it means that a bidirectional
edge is a cycle of length two between two edges that forward messages
to each other.

o DAG: Checks whether the graph is a directed acyclic graph or whether
there are cycles in the graph.

TGDataset Seed Creation and Crawling Setup

For the TGDataset, to generate the seed groups, Stratified Random Sampling
was used. For the Videogame Modding label, each group counts how many
other groups of the same topic it points to via forwarded messages, then a
stratified random sample is taken based on this metric to create a realistic
case.

More specifically, for each Videogame Modding group, the number of other
Videogame Modding groups it points to is computed, and the quantiles of this
distribution of groups based on their links are calculated. A fixed fraction
is then sampled from each quantile. Specifically, there are 10 quantiles; we
randomly sample 10% of the groups from each quantile, yielding 10% of the
initial set of groups labeled as Videogame Modding. In the mixed case, these
seeds are also mixed with groups labeled with other topics, which account
for 50% of the total. In the end, 50% of the seeds are tagged with Videogame
Modding, and another 50% with other labels. In the pure case, groups tagged
with other topics are not added. The pure case is useful for understanding
how well the crawler remains on the specified topic when starting from groups
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labeled with that topic, to assess whether the choice of good seeds is relevant.
The parent-child relationship is always established by forwarded messages
from one channel to another.

Two different experiments are conducted. In the first type, which we will
call pure experiments, all seed groups are assigned to the Videogame modding
tag. In the second type, which we call Mixed, the groups tagged Videogame
modding are mixed with groups assigned to other labels to resemble the real
case in which we start from seeds obtained via a query-based search for
specific keywords, as in the US Dataset. The mixed experiments provide a
realistic view of a potential commercial use of the crawler, in which not all
initial groups necessarily address the topic of interest.

LDA is used for topic detection, and GPT-5-Nano is used for classification.
For each topic, GPT-5-Nano acts on the 20 most significant keywords, the 3
most significant messages, and 3 random messages, as it is cost-effective in
terms of tokens, but effective in classification.

We applied lower thresholds because, compared to the US dataset, group
topics are much more varied. The impact of these lower thresholds is evalu-
ated in Section 4.4.2.

We deliberately chose not to search specifically for Videogame Modding
but rather for Gaming groups in general, to assess whether the crawler can
find relevant groups even without providing the exact label definition, which
may be unknown before data collection.

The prompt used to classify topics is the following:

GAMING topics include:

- Videogame modding

- Video games (any platform: PC, console, mobile)

- Game mods, cheats, hacks, aimbots

- Esports, gaming tournaments

- Specific games (Minecraft, Fortnite, PUBG, COD, GTA, etc.)
- Gaming communities, clans, guilds

- Game streaming (Twitch, YouTube Gaming)

NOT GAMING:

- General entertainment (movies, TV, music): NO

- General software/tech: NO

- Crypto/trading/NFT: NO

- Adult content: NO

- News, politics: NO

- Social media, memes (unless specifically gaming memes): NO
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- Real warfare, military news, geopolitical conflicts: NO

- Airsoft, paintball, real weapons: NO

- Gambling, betting, casinos (unless video game gambling): NO
- Sports betting, fantasy sports: NO

- Card games (poker, blackjack - unless digital/video game): NO
- Board games (unless digital versions): NO

- Scams, money doubling, carding, fraud: NO

KEYWORDS: (the top 20 most significant keywords associated with the
topic)

TOP 3 REPRESENTATIVE MESSAGES: (the top 3 most signifi-
cant messages associated with the topic)

3 RANDOM MESSAGES: (3 random messages associated with the
topic)

The prompt is intended to be generic to assess whether it can classify chan-
nels of topics within the main topic, such as Videogame Modding within the
general Gaming topic.

The following definitions of TP, FP, and FN were used to calculate preci-
sion and recall.

e TP: Channels predicted as Gaming by the crawler and simultaneously
labeled as Videogame Modding by the TGDataset authors are included.

o FP: Channels predicted as Gaming by the crawler but labeled other than
Videogame Modding in the dataset are included.

o FN: Channels labeled as Videogame Modding in the TGDataset, minus
the groups classified as Gaming by the crawler, are included.
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Chapter 4

Results

This chapter presents the empirical findings obtained by applying the pro-
posed crawling methodology to both the US Dataset and the TGDataset.
The discussion begins by characterizing the structural and temporal prop-
erties of the US Dataset, establishing the baseline network topology and
linguistic distribution of the collected Telegram messages. Following this
contextual overview, the focus shifts to validating the core components of
the crawler. This includes a quantitative comparison between Latent Dirich-
let Allocation (LDA) and BERTopic to justify the chosen topic modeling
approach, and an evaluation of the threshold-based exploration strategy and
the LLM’s classification accuracy.

Building on these validated mechanisms, the remainder of the chapter de-
tails the performance of large-scale crawling across both datasets. For the
US Dataset, the analysis assesses how varying thresholds impact overall pre-
cision and recall, ultimately demonstrating the system’s capacity to detect
specific political events over time. The evaluation is then extended to the
highly heterogeneous TGDataset, which spans a wide range of topics. Here,
a preliminary topological analysis of the Telegram network is used to contex-
tualize the subsequent crawling results, which assess the crawler’s robustness
and accuracy in a noisy environment across different initial seed configura-
tions.

4.1 US Dataset Characterization

Before evaluating the crawler’s performance, we first characterize the US
Dataset to understand the environment in which the crawler operates. This
includes the forwarding network, the language distribution across channels,
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and the temporal concentration of messages, all of which directly influence
the crawler’s behavior and provide context for the results that follow.

4.1.1 US Dataset Hierarchical Network Structure

To gain a clearer understanding of the topological structure of the graph con-
necting Telegram channels originating from the seed channels, we conducted
a small experiment on the US Dataset to determine the maximum depth of
the network and quantify the volume of data at each depth. We evaluated
the computational load of a crawler that visits all children without filtering,
to validate the necessity of an optimized threshold-based crawling strategy.
The following results are summarized in Table 4.1.

Table 4.1: Distribution of unique channels and messages across hierarchical
levels.

Level Unique Channels Total Messages

0 (Seeds) 156 570,427
1 4,449 62,689,935
2 21,852 350,084,913
3 3,348 72,592,311
4 1 746

As Table 4.1 illustrates, the network exhibits a massive branching factor
that culminates in level 2. This structural pattern underscores the need for
an intelligent crawler to filter out unpromising groups. Note that Table 4.1
applies only a language filter, retaining all channels with at least one English
message regardless of message length or duplicates.

4.1.2 US Dataset Linguistic Distribution

Figure 4.1 illustrates the prevalent language distribution among the seed
channels; it is calculated considering the language with the most messages
for each channel.
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Figure 4.1: Language distribution among channels.

Figure 4.1 demonstrates that the vast majority of the groups are in En-
glish. Therefore, to effectively mitigate the challenge of cross-language topic
detection, only English messages are retained.

4.1.3 Messages Temporal Distribution
Figure 4.2 presents the time distribution of messages in the seed channels.
Istogram of all the dates of the messages
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Figure 4.2: Histogram of message dates.

There is a significant surge in the second half of July and the first half of Au-
gust. The specific topics driving this increase will be analyzed in subsequent
sections.
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To verify that the dataset captures actively posting channels rather than
abandoned ones, Figure 4.3 depicts the date of the last message from each
channel.
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Figure 4.3: Histogram of last message dates.

As shown in Figure 4.3, a pronounced peak appears in October 2024,
which corresponds to the date when the authors of the US Dataset stopped
their data collectionas stated in Blas et al. [2025]. This confirms that the
vast majority of channels were still actively posting at the time of collection.

4.2 Design Validation Results

With the dataset characterized, this section reports the results of the exper-
iments that validate the core design choices of the crawler: the effectiveness
of the threshold-based strategy using BERTopic as baseline, the validity of
LDA as a lighter replacement, and the reliability of the LLM as an automatic
classifier.

4.2.1 Optimal Strategy Validation US Dataset

This section presents the results related to the optimal threshold of the ratio
of political messages in the parents of the children chosen for the continuation
of the crawling process. The following results validate whether the adopted
strategy offers a significant advantage over a crawler that visits all children
without filtering, and identify the optimal threshold.
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For this validation, BERTopic was applied to Levels 0 and 1, as these
two levels are sufficient to establish a parent-child relationship. While the
analyzed time interval remains identical to that of Table 4.1, corresponding to
the whole dataset, the number of evaluated channels is drastically reduced.
This is because, in addition to the language filter, the full preprocessing
pipeline described in Section 3.2 was applied to retain only the highest-quality
channels required by BERTopic. Furthermore, because BERTopic assigns
a significant fraction of messages as outliers, many channels have too few
classified messages to compute a reliable political ratio, thereby excluding
any parent-child connection in which either node falls below the minimum
number of messages. The analysis yields 165 parents and 194 unique children.

The following two Figures, 4.4 and 4.5, compare the random selection of
parents to a weighted selection in which parents with a higher ratio of political
messages have a higher probability of being chosen in order to confirm the
necessity of the subsequent analyses. In both figures, the x-axis represents
the percentage of parents selected, with parents ordered by their political
message ratio in descending order; for instance, at 10%, only the parents with
the highest political message ratio are selected, whereas at 100%, all parents
are included. In the random selection case, parents are randomly chosen with
uniform probability, while in the weighted selection, each parent ¢ is sampled
with probability p; = r;/ Z?;l rj, where 7; is the political message ratio of
parent ¢ and the denominator is the sum of the political message ratios across
all N candidate parents, acting as a normalization factor. This formulation
ensures that parents with higher concentrations of political content are more
likely to be selected, while still giving every parent a non-zero chance of being
chosen, thereby reflecting a realistic scenario in which initial seed selection
is informed but not deterministic. The probabilities p; are computed once
before the trials and remain fixed. For each of the 800 trials and for each
percentage on the x-axis, a new independent sample of k parents is drawn
without replacement using these fixed probabilities, where k£ corresponds to
the given percentage of the total number of parents. This means that, at 10%,
a sample of k parents is drawn, at 20%, a separate sample of 2k parents is
drawn from scratch, and so on; each trial and percentage is independent.
In both figures, the boxplots are generated from 800 trials. For each trial,
the y-axis represents a ratio where the denominator is the total number of
political messages from the children of all parents, and the numerator is the
number of political messages from the children of the chosen parents.

As Figure 4.4 and Figure 4.5 show, the weighted approach consistently
outperforms the random selection at every percentage. The median coverage
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Figure 4.4: Comparison of unexplored children: random vs. weighted parent
selection.
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Figure 4.5: Comparison of explored children: random vs. weighted parent
selection.

of explored children is higher, whereas that of unexplored children is lower,
confirming that prioritizing parents with a higher political ratio yields better
coverage.
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Figure 4.6: Cumulative children’s political message coverage

Figure 4.6 is used to quantitatively understand the correct number of par-
ents to obtain a sufficiently representative number of political messages in
the children of the selected parents. The x-axis in Figure 4.6 represents the
fraction of parents sorted in descending order by their percentage of political
messages. The y-axis represents the cumulative percentage of political mes-
sages covered by the children of the parents selected along the x-axis, relative
to the total number of political messages across all children. Thus, children
of parents with the highest percentage of political messages are already in-
cluded within the 0 to 10 x-axis range, and so on for lower concentrations of
political messages.

As Figure 4.6 illustrates, after taking the best 50% of the best parents,
the percentage of additional political messages covered is marginal.

Figure 4.7 is used to have a quantitative measurement of the number of
children channels discarded in case only the best 50% of parent channels are
used. The x-axis in Figure 4.7 represents, as before, the best percentage of
parents based on the ratio of political messages in decreasing order based on
the threshold. On the other hand, the y-axis shows the number of children
explored starting from those parents, whereas the unexplored bars represent
children that still have to be explored.

Figure 4.7 shows how keeping the best 50 percent of parent channels results
in discarding 59 out of 194 children’s channels, which corresponds to about
30% less overhead.

To complete the analysis, we need to determine the minimum percentage
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Figure 4.8: 2D scatter plot

of political messages among parents that the crawlers must collect, keeping
in mind that the best percentage of top parents to collect is 50%. The
crawler will analyze children, considering only those whose parents exceed the
threshold. This allows us to maintain a good balance between the collected
political messages and computational efficiency.
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Figure 4.8 presents a 2D scatterplot. The x-axis shows the average per-
centage of political messages among parents, while the y-axis represents the
average percentage of political messages among their children. The colors
of the dots indicate the selected portion of parents, divided into 10% bands,
ordered from most to least promising: starting with the most promising chan-
nels in dark purple (the best 10%), and progressively descending to the least
relevant ones in yellow, reaching 100%. The square unexplored dots follow a
cumulative logic and show the average values of children not referred to that
specific percentage of parents. The first dark square, for example, indicates
the average political percentage of all child channels, which would be ignored
if the search were limited to the top 10% of parents. Finally, the cross-shaped
error bars indicate the standard deviation, illustrating the dispersion of the
data around the mean values for both parents along the X-axis and children
along the Y-axis. The figure shows that setting a minimum political message
percentage of 40% results in discarding parent groups whose average political
message percentage is below 40%, thereby retaining the top 50% of parent
political groups.

4.2.2 BERTopic and LDA topic analysis

As detailed in the methodological framework in Section 3.4.1 and Section 3.4.2,
the optimal topic modeling configuration was determined by evaluating Co-
herence, Diversity, and Silhouette scores.

Figure 4.9 illustrates the top words per topic produced by BERTopic with
paraphrase-MiniLM-L6 as sentence transformer, min_cluster_size of 30 for
HDBSCAN, and n_components, n_neighbors, min_dist respectively of 10,
10, and 0.0 for UMAP. This configuration was selected because it achieved
the best diversity score among all tested combinations.

Figure 4.10 was obtained by LDA topic detection optimized for the best
Coherence (C,) score as detailed in Section 3.3.1, with the following hyper-
parameters: n_topics and learning decay set to 33 and 0.7, respectively.
For both models, in addition to selecting the configurations with the highest
metric values, the final choices were validated through a manual qualitative
analysis performed by two researchers.

We observe that moving from a transformer-based tool such as BERTopic
to a probabilistic one such as LDA slightly reduces word coherence. Be-
cause of this decrease, a further quantitative analysis is presented in the next
section.
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Figure 4.9: Top words per topic for BERTopic
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Figure 4.10: Top words and word count per topic for LDA

4.2.3 Validating LDA against the BERTopic Baseline

As described in Section 3.4.2, we evaluated whether LDA can replace BERTopic
by comparing the topic assignments produced by their respective optimal
configurations detailed in Section 4.2.2 on the same set of documents us-
ing a contingency table, the Adjusted Mutual Information (AMI), and the
Adjusted Rand Index (ARI).

The evaluation yields an AMI of 0.28 and an ARI of 0.12. Although
these numerical results are modest, they should be interpreted qualitatively.
Due to its large dimensions, the full contingency table is omitted from this
document. However, an analysis of the table reveals that documents assigned
to a single LDA topic are predominantly partitioned into a small, consistent
subset of BERTopic topics, whereas the document counts in other BERTopic
topics are negligible. This means that each BERTopic topic consistently
maps to the same LDA topic, rather than being scattered randomly across
the entire LDA partition. The low AMI and ARI values are therefore not
a sign of disagreement between the two methods but rather a consequence
of their different granularity: BERTopic generates more fine-grained topics,
effectively breaking down the broader themes identified by LDA into highly
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specific sub-topics, and pairwise metrics penalize this many-to-one mapping
even when the underlying semantic alignment is consistent.

4.2.4 LLM-as-a-judge results

This section evaluates how the LLM’s classification differs from the manual
topic classification as political or non-political performed by two researchers.
The manual classification serves as the ground truth for this analysis. GPT-
5-Nano was selected because it offers the lowest token cost and can correctly
classify topics as political or non-political.

Table 4.2: Example of topic representation for LLM classification (Level 0)

Topic 0 keywords: states, united, iran, gets, sent, israel, nuclear, missiles, per-
sonal, details, response, iranian, phil, attacks, missile, germany, email, totally,
drones, taylor

Top documents:

1. “united states officials believe 400-500 drones and missiles will be launched
at israel. the united states predicts that about 85% of drones and missiles will
be intercepted...”

2. “more footage of the iranian missiles impacting israel, presumably the
ramon airbase”

3. “the united states of america is going to declare war on [redacted]”
Random documents:

1. “watch: cnn has a meltdown over our coverage of the taylor swift psyop”

2. “united by history, heritage, and hope there’s not a thing the united states
and ireland can’t do together. potus”

Table 4.2 illustrates the data format used to prompt the model for a topic
in Level 0. This format comprises the 20 most significant keywords, the three
most relevant messages, and three randomly selected messages.

The results of the comparison between the human and LLM topic classi-
fication are summarized in Table 4.3.

Of the 58 topics, human annotators classified 46 as political and 12 as
non-political, whereas the LLM classified 46 as political. Using the metrics
defined in Section 3.4.3, the recall is 95.65%, demonstrating that the LLM
successfully identifies almost all the topics that human annotators labeled as
political. The precision is 95.65%, indicating that the LLM reliably avoids
misclassifying non-political topics as political. The F1l-score is 95.65%, which
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Table 4.3: Confusion matrix: LLM classification vs human ground truth (58
topics).

Human: Political Human: Non-Political

LLM: Political 44 (TP) 2 (FP)
LLM: Non-Political 2 (FN) 10 (TN)

indicates the overall quality of the classification. These results quantitatively
validate the LLM approach for classification.

4.3 US Dataset Crawling Results

Having validated the individual components, this section presents the end-to-
end crawling performance on the US Dataset. Compared to Table 4.1, which
only filters by language, the automated pipeline applies the full preprocessing
described in Section 3.2. This results in a visible reduction in seed channels
across all experiments, confirming that the preprocessing phase effectively
discards a significant number of low-quality channels and messages, thereby
reducing the computational effort of the subsequent pipeline steps.

4.3.1 Comparison of the thresholds for the US dataset

In Table 4.4, an overview of different threshold experiments is shown.

Table 4.4: Threshold comparison: US dataset from July 1st to August 31st,
2024

Metric 20% 40% 60% 80%
Number of levels 5 4 5 8
Total time (hours) 8.42 6.06 5.36 5.36
Total channels explored 13,699 11,651 10,392 9,115
Political channels explored 7,371 6,943 4,553 2,435
Non-political channels explored 6,328 4,708 5,839 6,680
% Political channels 53.8% 59.6% 43.8% 26.7%
Total messages 4,057,296 3,306,133 2,970,392 2,735,058
Political messages 1,286,756 1,510,056 1,526,168 1,428,932
% Political messages 31.7% 45.7% 51.4% 52.2%

58



4 — Results

The number of levels indicates how many iterations the crawler performed
before stopping, where each level corresponds to a complete round of the
pipeline applied to a new set of child channels. The total number of channels
explored and the channel political fraction indicate the model’s effectiveness
in filtering political channels from non-political ones. Also, the execution
time for each threshold experiment is reported to estimate the overall com-
pletion time across the threshold experiments.

20% Threshold US Dataset

As illustrated in Table 4.5, the percentage of political messages is 100% in
the seed channels and decreases at the second level, which has the highest
number of political groups but a lower percentage of political messages than
level 1. This result is expected, as level 1 is generated from level 0, which
has groups with a higher percentage of political messages, according to the
US Dataset creation procedure proposed in Blas et al. [2024].

Notably, this approach yields a comparable number of political channels to
the 40% threshold experiment as shown in Table 4.4, but has a significantly
higher absolute number of political messages.

Table 4.5: Metrics per level from July 1st to August 31st 2024 (20% thresh-
old)

Level Channels Pol. channels Non-pol. channels Mean pol. msgs. %

0 92 92 0 100.00
1 3,131 2,587 544 82.63
2 9,648 4,632 5,016 48.01
3 800 60 740 7.50
4 28 0 28 0.00
Total 13,699 7,371 6,328 53.81

40% Threshold Analysis US Dataset

For the 40% threshold experiment as seen in Table 4.6, the total number
of channels explored has decreased by 2,048 channels from the 20% experi-
ment in Table 4.6, and approximately 428 channels, which were considered
political in the 20% threshold experiment, are no longer considered political.

Therefore, if the crawler’s aim is not to obtain channels that cover only
a small portion of the discussion topics, but rather to obtain a sufficient
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number of channels on the specified topic, the 40% threshold experiment is
a good compromise.
In summary, the 40% threshold strikes an optimal balance between per-

formance and accuracy, avoiding the severe loss of relevant channels observed
at the 60% threshold in Table 4.7.

Table 4.6: Metrics per level from July 1st to August 31st 2024 (40% thresh-
old)

Level Channels Pol. channels Non-pol. channels Mean pol. msgs. %

0 92 91 1 98.91
1 3,131 2,271 860 72.53
2 7,083 4,581 2,502 64.68
3 1,345 0 1,345 0.00
Total 11,651 6,943 4,708 59.59

60% Threshold Analysis US Dataset

The 60% threshold experiment of Table 4.7 exhibits a significant decrease in
the number of political channels from the 40% threshold represented in Table
4.6; the number goes from 6,943 in the 40% experiment to 4,553 in the 60%
experiment, which means there are many political groups missing.

This threshold should be used to have a general idea of the political topics
discussed in the dataset, similarly to the 80% experiment summarized in
Table 4.8.

Table 4.7: Metrics per level from July 1st to August 31st 2024 (60% thresh-
old)

Level Channels Pol. channels Non-pol. channels Mean pol. msgs. %

0 92 81 11 88.04
1 3,056 1,300 1,756 42.54
2 6,147 3,065 3,082 49.86
3 1,045 107 938 10.24
4 52 0 52 0.00
Total 10,392 4,553 5,839 43.81
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80% Threshold Analysis US Dataset

Table 4.8 illustrates how the 80% version of the experiment is ideal for pro-
viding a general overview of the discussion topics in the shortest possible
computation time.

Table 4.8: Metrics per level from July 1st to August 31st 2024 (80% thresh-
old)

Level Channels Pol. channels Non-pol. channels Mean pol. msgs. %

0 92 84 8 91.30
1 3,130 467 2,663 14.92
2 2,018 366 1,652 18.14
3 677 554 123 81.83
4 2,233 758 1,475 33.95
5 850 200 650 23.53
6 112 6 106 5.36
7 3 0 3 0.00
Total 9,115 2,435 6,680 26.72

Threshold Experiment Conclusions

Table 4.9: Final summary for threshold

threshold Channels coverage Channels precision Levels Summary
20% excellent low 4  Too permissive
40% high good 4 Suggested
60% average good 5 wvalid alternative
80% high excellent 8  Too restrictive

In summary, the 20% threshold is too permissive; although the probability
of missing a political channel is nearly zero, it is prone to including unrelated
content.

The 40% threshold offers a better balance between coverage and precision.
Conversely, the 60% threshold may exclude several political channels and
should be used only to provide a general overview of the discussion topics.

Finally, the 80% threshold provides only a very approximate view because,
due to the exclusion of many channels, their corresponding topics are also
lost.
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4.3.2 Temporal Comparison Experiment

Table 4.10 summarizes two time windows experiments with a fixed threshold
at 40%: the first between July 15th and August 15th, 2024, and the second

from March 1st to March 31st, 2024.

Table 4.10: Time Comparison (40% threshold)

Metric

July-August March

Levels explored

5 5

Total channels
Political channels
% Political channels

10,660 9,105

5,869 6,516
55.1% 71.6%

Total messages
Political messages

2,080,844 1,516,166
824,783 731,170

48.2%

% Political messages 39.6%

Table 4.10 highlights that 71.6% of channels were classified as political
in March, compared to 55.1% during the summer. This noticeable differ-
ence stems from the intense political fervor within these groups at the time.
With users highly focused on current events, a larger number of chats nat-
urally crossed the required threshold to be flagged as political. The overall
increase in the percentage of political messages strongly supports this. In
short, tracking these percentage spikes offers a clear and practical way to
identify moments of intense political debate.

Table 4.11: Political events detected during the period from July to August
2024

Event Keywords

attempted assassination of Donald Trump 13 lug assassination, secret, service, rally
VP J.D. Vance choice 15 lug vance, trump, president

VP Tim Walz choice 6 ago walz, people, know

Haniyeh death 31 lug haniyeh, ismail, hamas, leader
Riots in UK end of July starmer, british, riots, police
Endorsement Elon Musk elon, musk, trump, donald

From Tab. 4.12 and 4.11, we see that the topics identified by the crawler
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Table 4.12: Political events detected in the period of March 2024

Event Keywords

State of the Union (7 mar) state, union, address, biden

Super Tuesday (5 mar) super, tuesday, haley, republican
The terrorist attack in Moscow (22 mar) crocus, moscow, terrorist, isis
Immigration crisis USA border, migrants, illegal, immigrants
Francia and Russia tensions macron, french, france, scholz
Georgia court case georgia, willis, judge, case

Nikki Haley primaries haley, nikki, presidential

across different time windows are distinct yet closely related to events that oc-
curred in those periods. Therefore, to understand the most important topics
and discussion groups of a given period, it suffices to use the messages from
that period, and the crawler will automatically assign greater importance to
these topics than to those referring to more general periods.

4.3.3 Dataset-Wide Crawling at the 40% Threshold

In this section, the results for the best 40% threshold compromise over the
entire time window are explored. The number of political channels and mes-
sages, and the percentage of political messages in the total, for each level are
shown in Table 4.13 to indicate the method’s quality.

As illustrated in Table 4.13, the proportion of political channels drops
significantly after Level 2, given that the broader US Dataset contains a
substantial amount of non-political noise beyond the immediate seed network.

Table 4.14 details the differences between the channels excluded by the
crawler and the ones successfully explored.

In Table 4.14, it is clear that the majority of the channels were not visited
because their messages were not collected by the dataset authors or they did
not contain English messages.

To rigorously evaluate the effectiveness of the filtering mechanism, the
LDA topic detection pipeline was applied to the 4,203 valid channels by-
passed during the crawling process. Table 4.15 presents the results of this
analysis. It is evident that only a very small fraction of unvisited channels
were political, and the vast majority of discarded messages were non-political,
thereby confirming the validity of the crawling strategy.
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Table 4.13: Metrics per 40% threshold

Level Channels Pol. Channels Msgs. Pol. Msgs. Topics Pol. Topics
0 137 129 110,229 96,595 94 90
1 3,653 2,881 6,221,081 3,259,425 393 258
2 9,673 7,174 9,425,135 5,852,784 300 209
3 2,680 300 2,141,923 359,458 300 36
4 97 2 14,157 912 23 1
Total 16,240 10,486 17,912,525 9,569,174 - -

Table 4.14: Coverage of the strategy

Category Channels
Total channels in dataset 127,140
Channels visited 23,889
Non visited channels 103,251
Referred to non visited channels:
Without folders in dataset 97,243
Without messages files 232
Without English messages 825
With English valid messages 4,203

Table 4.15: Comparison: Visited channels and non-visited channels

Metric Visited Non visited
Analyzed channels 16,240 4,203
Political channels 10,486 22
Non political channels 5,754 4,181
Total messages 17,912,525 4,755,501
Political messages 9,569,174 50,177
Total topics 1,110 300
political topics 594 6

The keywords of the topics referred to the excluded channels, reported in
Table 4.16, further confirming their non-political nature.
In summary, the strategy applied to all the dataset messages with a threshold
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Table 4.16: Most relevant topics in non-visited channels, ordered by number
of messages.

Topic Classification Messages Top Keywords

276  Non-political 419,226 balance, wallet, transactions,
owner, info
47 Non-political 265,391 birdeye, useful, solscan, liquidity,
time
8 Non-political 223,145 owns, market, supply, wild, like

of 40% is highly efficient, capturing 99.5% of the political channels and ex-
cluding 99.5% of unreached non-politically related channels. These represent
isolated political channels that are not connected to the seed network. Unvis-
ited channels are dominated by cryptocurrency and trading-related content,
confirming that they do not contain relevant political information.

4.4 TGDataset Results

This section presents the results of the graph analysis and the crawling pro-
cess performed on the TGDataset.

4.4.1 TGDataset Graph Analysis Results

As detailed in Section 3.5.2, the following analysis is performed on the un-
weighted directed graph formed by the forwarding relationships. Table 4.17
summarizes the main topological metrics of this graph.

The density corresponds to approximately 2.1 million edges, out of a the-
oretical total of 2.36 billion, for a complete graph. Nodes have an aver-
age in-degree and out-degree of 43.2, with outliers having more than 100
connections. The largest WCC contains 48,222 nodes, corresponding to ap-
proximately 99.2% of the nodes, meaning the network is almost entirely a
single connected component. The largest SCC contains 36,386 nodes, corre-
sponding to approximately 74.8% of the nodes, indicating that a significant
fraction of groups are mutually reachable. The other three components, in
order of size, have 17, 15, and 12 nodes, so there is no need to include the
nodes of all major SCCs in the initial seeds to ensure coverage of all channels,
as nodes from the second-largest SCC onward are negligible. Reciprocity is
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Table 4.17: Topological metrics of the TGDataset forwarding graph.

Value

2,099,813

48,630

8.88 x 1074

Average in/out-degree 43.2
Number of WCCs 384
Largest WCC 48,222 nodes (99.2%)
Number of SCCs 11,622
Largest SCC 36,386 nodes (74.8%)
Reciprocity 21.6%
No

21.6%, which means that only 21.6% of the relationships are bidirectional.
This means that the number of groups that forward to each other is very
low compared to the total, indicating that most channels are unaware of
each other. The graph is not a DAG, so cycles exist as expected in a social

network.

Figure 4.11 shows the PageRank score distribution among nodes.

Number of nodes

10¢
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Figure 4.11: PageRank value histogram (log-log scale).

The PageRank score graph exhibits a power-law distribution, indicating
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the presence of preferential attachment, in which a new channel tends to
forward messages to channels that other groups have previously forwarded.
This demonstrates that individual channels can significantly change the net-
work, even at a global level. Therefore, it is important for a crawler to cover
all relevant channels, as missing any would result in the loss of a large portion
of the informative content.

The group of top hubs is distinct from that of top authorities, meaning
that, in general, the groups tend to have a single role: some agglomerate
information through message forwards, while others create the information
that the former draw from. This separation implies a largely unidirectional
information flow from authorities to hubs, which benefits the crawler as it
can discover new groups at each level of the traversal. Note that the crawler
is immune to cycles by design, since it maintains a set of all previously visited
channels and excludes them from subsequent levels.

4.4.2 TGDataset Crawling Results

As described in Section 3.5.2, two seed configurations are tested: Pure, where
all seeds are labeled as Videogame Modding, and Mixed, where 50% of the
seeds are labeled with other topics. Table 4.18 and Table 4.19 report the
global results across all thresholds.

Table 4.18: Global classification results for Pure seeds (stratified sampling).

Threshold Precision Recall F1 Score

10% 50.1%  76.3% 60.5%
15% 68.8%  72.7% 70.7%
20% 74.2%  70.5% 72.3%
30% 85.3%  60.7% 70.9%
40% 84.7%  62.3% 71.8%

Naturally, as the threshold increases, the number of false positives de-
creases because the crawler becomes more selective, selecting only groups
with a high percentage of related messages.

The number of false negatives increases with the threshold, as the thresh-
old required by the crawler to collect them increases, leaving some groups
labeled as Videogame Modding with a lower percentage of messages.

Most false negatives are due to the classification method, which imposes
a sufficiently high proportion of messages on the selected topic, whereas the
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Table 4.19: Global classification results for Mixed seed types (stratified sam-
pling).

Threshold Precision Recall F1 Score

10% 52.9%  73.5% 61.5%
15% 51.0%  75.4% 60.8%
20% 62.5%  72.8% 67.3%
30% 77.6%  61.0% 68.3%
40% 81.3%  58.3% 67.9%

dataset authors also labeled groups with few modding-related messages and
much noise as Videogame Modding.

For each experiment, the numbers of false positives and false negatives
remain similar, underscoring that the crawler can maintain a similar level of
quality even when starting from groups covering topics other than the topic
of interest.

The majority of false positives are due to the fact that a more general Gam-
ing topic is set up, rather than Videogame Modding, to determine whether
the crawler can also pick up all the subtopics of the initial topic, introducing
channels that discuss Gaming but not specifically Videogame Modding.

Others, however, are false positives because, although they contain mes-
sages about Videogame Modding, the authors still labeled them as Carding,
as this topic is very similar and often overlaps with Videogame Modding in
the broader Gaming context.

Since topics such as Videogame Modding often involve a wealth of ter-
minology, slang, and extremely short messages, they can be difficult for a
deterministic algorithm such as LDA to interpret.

If it is not known a priori whether the seed sample is pure or mixed, a
threshold between 20% and 30% can be chosen, as they contain the best
F1-score for both the pure and mixed cases.

On the other hand, if the crawler operates on a pre-defined pure seed
sample, it may be appropriate to use the 20% threshold, as it yields the
highest F1 score. The same reasoning applies to the 30% threshold in the
case of mixed seeds.
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Chapter 5

Conclusion

In this chapter, the main achievements of this thesis are summarized, the
main limitations, the practical applications, and the possible future work are
discussed.

5.1 Summary of findings

This work successfully addressed the research questions formulated in Section
1.2, demonstrating the viability of an optimized Telegram crawler.

RQ1 & RQ2: Regarding the US Dataset, it is visible how the 40%
threshold is optimal to correctly filter out unrelated channels while collect-
ing the argument-inherent ones, saving significant computational resources.
Furthermore, the crawler can be configured with different accuracy levels:
for general groups susceptible to spam, it is essential to lower the threshold
to collect groups effectively, while a higher threshold is more than sufficient
if you want a general idea of the topics covered.

RQ3: The integration of an LLLM-as-a-judge demonstrated that the crawler
can reliably understand a prompt and identify related channels.

RQ4: The crawler successfully identifies the central topic of a group at
runtime by employing Latent Dirichlet Allocation (LDA) optimized via the
Tree-Structured Parzen Estimator (TPE). This probabilistic approach proved
computationally lightweight and effective for real-time classification of short
text messages, without the overhead of transformer-based models.
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5.2 Limitations

The LDA algorithm has limitations in creating coherent arguments with short
messages or when groups use a lot of slang.

The developed crawler is limited to Telegram and does not explore other
social media or messaging platforms.

Currently, the crawler only filters English messages, potentially excluding
important groups.

The developed crawler cannot fetch messages in real time and is limited
to crawling from a dataset.

5.3 Potential Applications

Many malware and zero-day exploits are distributed and sold on social net-
works such as Telegram. Cyber Threat Intelligence groups can use the crawler
to identify such groups and report them to the relevant authorities. The de-
veloped crawler can also be used as an OSINT tool to identify and search
for potential malicious activity within the Telegram ecosystem. This can
be achieved by properly configuring seed channels and using a well-designed
prompt.

As demonstrated by the US Dataset experiment, the crawler is highly
efficient at providing a general idea of the issues discussed during a political
election. It can therefore be used by data scientists to identify groups that
contain fake news and to study the influence of social media on the outcomes
of political campaigns.

Companies can use the crawler to protect their intellectual property from
illegal use. They adapt the prompt to their brand to find and report to
authorities groups dedicated to software piracy, counterfeit goods, or illegal
carding and fraud operations.

5.4 Future work

Future research could integrate my work with the crawler developed in Perlo
et al. [2025] to automate the crawling process, starting from seeds collected
using T'GStat. This would enable the creation of a crawler that processes
real-time messages, thereby expanding its potential.

Furthermore, the use of Dynamic Topic Models (DTM) would allow the
crawler to continuously update topic distributions as new messages arrive
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in every analyzed channel, eventually changing their evaluation over time.
This would allow the crawler to adapt to ever-evolving conversations without
having to restart the crawling process from scratch.

Furthermore, extending the crawler’s capacity for multimodal analysis
could significantly expand the search scope, given the increasing use of images
and videos on social media.
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