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Abstract

The rapid evolution of the modern cybersecurity landscape, characterized by
high-frequency automated threats, makes a paradigm shift towards orches-
trated and interoperable defense mechanisms most important. The Open
Command and Control (OpenC2) standard addresses this challenge by pro-
viding a unified language for machine-to-machine communication, decoupling
high-level security intents from specific implementation technologies. However,
while OpenC2 standardizes the execution of commands, effective orchestration
relies heavily on a comprehensive and structured visibility of the defended envi-
ronment. Currently, a standardized framework for context discovery—capable
of describing the granular composition and interdependencies of network re-
sources—remains a critical gap in the ecosystem.

This thesis addresses this limitation by proposing the integration of Bill of
Materials concepts into the Otupy framework, an OpenC2 implementation in
Python. Specifically, it presents the design, implementation, and evaluation
of a novel OpenC2 Actuator Profile dedicated to context discovery. By lever-
aging the CycloneDX standard, which supports full-stack representation of
software, hardware, and services, this profile enables the exchange of network
resource data in a consistent and standardized format. Diffently from simple
flat asset inventories, this approach models the operational environment as a
structured dependency graph, allowing for accurate tracking of resource and
their relationships
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Chapter 1

Introduction

In this chapter, the context, as well as the thesis motivations, will be ex-
plained. At first, the critical challenges of the modern cybersecurity domain
will be described, with a particular focus on the imperative need for effective
and interoperable defense mechanisms. In this context, the Open Command
and Control (OpenC2) is introduced as a promising solution to address these
challenges, providing a consistent and standardized communication framework
for cyber defense operations. Then, the motivations behind this thesis will be
outlined, emphasizing the importance of developing a standardized way to de-
scribe the network resources that are part of the broader context in which
OpenC2 operates. Finally, the structure of the thesis will be presented, pro-
viding an overview of the subsequent chapters and their content.

1.1 Context

The modern cybersecurity landscape is characterized by a rapid evolution,
in both the sophistication and volume, of digital threats. Organizations are
continuously confronted with high-frequency attacks, ranging from targeted
phishing campaigns to automated ransomware attacks. Consequently, tradi-
tional defense paradigms, which rely heavily on human intervention and re-
active measures, are proving increasingly inefficient. While human analysis
remains relevant for specific cases, it creates a heavy latency gap that may fail
to keep up with the velocity of modern automated adversaries. This makes
manual responses insufficient for delivering the consistency required to mitigate
threats in a timely manner.

Furthermore, digital infrastructures are becoming more complex and inter-
connected than ever before, with an ever increasing reliance on cloud services,
Internet of Things (IoT) devices, and distributed computing environments.
This complexity introduces a concrete necessity for orchestrating and automat-
ing defense mechanisms across a wide variety of platforms and technologies.
Through these mechanisms, security responses can be scheduled, executed,
and verified with a consistency that isolated, and occasionally manual, efforts
cannot achieve.
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In this context, remote control over the security operations is becoming
increasingly crucial. The ability to manage and coordinate security measures
in an automated way, reducing the need for human intervention, is most essen-
tial. The Command and Control (C2) paradigm, which allows for the remote
management and centralized management of security operations, has emerged
as a promising solution to address these challenges, being a key aspect for
managing a wide variety of security tools and technologies, such as firewalls,
intrusion detection systems, and threat intelligence platforms. By empowering
the infrastructure to execute instantaneous containment measures, such as the
revocation of network access or the isolation of compromised devices, central-
ized C2 architectures are able to drastically reduce the time between detection
and response, thus mitigating the impact of cyber attacks.

Nonetheless, the lack of standardization in C2 communication protocols
and formats has hindered the widespread adoption and interoperability of C2
solutions. Security platforms and tools often use proprietary protocols and
formats, which are usually incompatible with each other, which makes or-
chestration and automation efforts difficult to implement. In this scenario,
the Open Command and Control (OpenC2), proposed by the OASIS orga-
nization, is introduced as a promising solution to address these challenges,
providing a consistent and standardized communication framework for cyber
defense operations. OpenC2 specifies a common language for expressing com-
mands, responses, and status information, virtually enabling interoperability
among different security tools. OpenC2 thus allows for a faster, more efficient,
and more consistent response to cyber threats, being a key enabler for the
orchestration and automation of security in a ever-evolving threat landscape.

1.2 Motivations

While OpenC2 provides a standardized framework for communication, vis-
ibility of network resources still remains a feature that has yet to be fully
addressed. Without it, effective countermeasures to threats can be difficult to
implement, as security operators may lack the necessary information about the
network environment to make informed decisions. But to enable effective and
efficient context discovery, there’s a need for a standardized way to describe
the network resources that are part of the broader context in which OpenC2
operates.

The thesis addresses this gap by proposing a standardized way to de-
scribe network resources, by designing, implementing and evaluating a ad-hoc
OpenC2 Actuator Profile, to represent the network resources in a consistent
and interoperable way, extending well recognized standards such as Bill of Ma-
terials (BOM) to represent the network resources. To achieve this goal, the
following objectives have been identified:

e A common language for describing cyber resources at various levels of
granularity
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1.3

Enhanced capabilities for resource discovery and tracking during active
incidents

Better alignment between BOM concepts and the requirements of mod-
ern cybersecurity frameworks like OpenC2

Thesis structure

This thesis is structured as follows:

in Chapter 2, the necessary background information on OpenC2 and
related concepts will be provided, including an overview of the OpenC2
language, a brief history of the Bill of Materials (BOM) concept, as well
as the current state of the art.

in Chapter 3, a brief review of the related work in the field of cyberse-
curity and OpenC2 will be presented.

in Chapter 4, the requirements for the proposed OpenC2 Actuator Profile
will be defined, based on the analysis of the current state of the art and
the identified gaps in the field.

in Chapter 5, the design of the proposed OpenC2 Actuator Profile will
be described, including the data model, the syntax, and the semantics of
the profile, as well as the rationale behind the design choices made. Ad-
ditionally, the implementation of the profile will be discussed, including
the tools and technologies used.

in Chapter 6, the testing and validation of the proposed profile will be
described, including the unit testing and functional testing activities per-
formed, as well as the results of these activities.

in Chapter 7, the conclusions of the thesis will be presented, including
a summary of the main findings, the contributions of the work, and the
future directions for research in this area.



Chapter 2

Background

This chapter provides the necessary background to comprehend the principal
concepts and components addressed in this thesis. The discussion includes
an overview of the OpenC2 standard, its implementation within the otupy
framework, and pertinent details. Additionally, the section examines Bill of
Materials (BOM) standards, with particular emphasis on CycloneDX, illus-
trating its application as an XBOM to represent network structure and node
interactions.

2.1 Open Command and Control (OpenC2)

Open Command and Control (OpenC2) is a suite of specifications designed to
facilitate the direction and management of cyber defense components (such as
Firewalls) and systems in real time. Its main goal is to enable interoperability
across different technologies to allow for rapid and coordinated responses to cy-
ber threats. This is achieved through a standardized language for machine-to-
machine communication [4], which allows security tools from various vendors
to understand and execute commands efficiently.

At its heart, this approach transforms fragmented security stacks into an
interoperable mesh, which is achieved though the decoupling of high-level in-
tents from low-level execution, mapping defensive logic onto a standardized set
of operations, referred to as Actions, and their corresponding network targets,
known as Targets.

2.1.1 Architectural Base

The OpenC2 architecture consists of a modular design, made up of several key
components which follow a Producer-Consumer model, also shown in Figure
2.1. As such, the standard defines two main roles:

e Producer: This component is responsible for generating OpenC2 com-
mands based on the organization’s security policies, threat intelligence,
or other inputs. It formulates the high-level intents and translates them
into actionable commands that can be understood by the consumer. In

4
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short, it’s the component responsible to determine what actions need to
be taken in response to specific events or conditions and which targets
should be affected by those actions.

e Consumer: This component receives OpenC2 commands from the pro-
ducer and executes them on the relevant security tools or systems. It acts
as an intermediary that translates the standardized commands into spe-
cific actions that can be performed by the underlying technology, such as
firewalls, intrusion detection systems, or endpoint protection platforms.
In short, it’s the component responsible for determining how the specified
actions should be executed on the identified targets, ensuring that the
intended security measures are effectively implemented independently of
the underlying technology.

OpenC2 OpenC2
Producer OpenC2 OpenC2 Consumer
Command Command
\_/\ OpenC2 \_//\

Message

Transfer
OpenC?2 OpenC2
Response Response

Figure 2.1: The OpenC2 Producer-Consumer architecture [1].

2.1.2 Actuator Profiles

To handle the diversity of security technologies and ensure consistent execution
of commands across different environments, actuator profiles in OpenC2 serve
as comprehensive specifications that define how particular classes of actuators,
such as firewalls, intrusion detection systems, or endpoint protection platforms,
should interpret and implement OpenC2 commands.

These profiles act as a detailed guide, mapping the abstract, standardized
actions and targets defined by OpenC2 to the concrete capabilities, interfaces,
and operational semantics of specific technologies. While the consumer is re-
sponsible for receiving commands from the producer and orchestrating their
execution, it is the actuator profile that instructs the consumer on how to
translate these commands into actionable instructions for the underlying secu-
rity tools. Each actuator profile delineates the set of supported actions (such as
deny, allow, query, or update, in the SPLF profile), the types of targets that
can be acted upon (such as IP addresses, domains, or files), and the expected
behaviors and response formats, ensuring that commands are interpreted and
executed in a consistent and predictable manner regardless of device or vendor.

Furthermore, actuator profiles specify any constraints, prerequisites, or op-
tional features relevant to the actuator, which enables the consumer to vali-
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date commands, handle exceptions, and provide meaningful feedback to the
producer when a requested action is unsupported or cannot be performed.

By using profiles, the standard ensures that the flexibility required to ac-
commodate a wide range of security technologies does not come at the expense
of a standardized command structure.

The only profile currently defined by the OASIS Technical Commitee and
published as part of the OpenC2 standard is the SPLF (Simple Profile for
Firewalls) [5], identified by the splf namespace identifier (NSID). This profile
focuses on firewall management, providing a standardized set of actions and
targets for controlling network traffic, such as allowing or denying specific
connections based on IP addresses, ports, and protocols.

2.1.3 Commands and Responses

Communication in OpenC2 is structured around a standardized set of two
message types: Commands and Responses. A Command, generated by the
consumer, is a structured message that encapsulates a specific action to be
performed on a defined target. The standard defines a set of fields, two of
which are mandatory with a few optional ones [4]:

e Action: The operation to be performed, such as deny, allow, query, or
update. This is usually a verb.

e Target: The object of the action, which could be an IP address, domain,
file, process, or other entity relevant to the security context.

e Arguments: Optional parameters that refine the action, such as time
constraints, reasons, or additional configuration details. Some examples
include the duration and response_requested fields.

e Profile: An optional field that specifies the actuator profile to be used
for executing the command.

e Command ID: An optional unique identifier for the command, which
can be used for tracking and correlation purposes.

The structure of OpenC2 commands mirrors conventional language pat-
terns, which enables clear and straightforward assignment of roles: the actua-
tor serves as the subject, the action as the verb, the target as the object, and
arguments provide additional context or modifiers. Every command must spec-
ify a single action and a single target type. The actions are strictly defined in
the OpenC2 language specification, and it’s not possible to create custom ones
[4]. This is necessary to ensure that the commands are universally understood
and can be executed by any compliant consumer.

After a Command has been correctly received and processed by the con-
sumer, a Response is generated to provide back the outcome of the command
execution. A Response typically includes:
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{
"action": '"deny",
"target": {

"ipv4_connection": {
"protocol": "tcp",
"dst_port": 22,

"dst_addr": "192.168.1.92",
"src_addr": "192.167.1.67"
}
1,
"actuator": {
"splf": {}
}
}

Listing 1: Example of a simple OpenC2 command in JSON format.

e Status: Indicates the success or failure of the command execution. This
is provided as a status code.

e Status text: An optional field that provides human readable details
about the status field.

e Result: An optional dictionary that contains any relevant data or infor-
mation resulting from the command execution, such as query results or
error details.

{

"status": 200,

"status_text": "Command executed successfully",
}

Listing 2: Example of a simple OpenC2 response in JSON format.

Take a look at listings 1 and 2. The two examples illustrate a simple
OpenC2 command in which a producer instructs a consumer to deny an SSH
connection from a specific source IP address to a destination IP address on port
22. The corresponding response indicates that the command was executed
successfully, providing a status code of 200 and a human-readable message
confirming the action taken.

2.1.4 Transfer Protocols and Message Formats

The OpenC2 standard is designed to be transport-agnostic, which allows com-
mands and responses to be transmitted over a variety of different communica-
tion protocols. This ensures a certain degree flexibility is maintained, allowing
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to adapt to different network environments and requirements. However, to
promote consistent interoperability across different implementations, the OA-
SIS technical committee has defined a set of specific transfer protocols that
are recommended for use with OpenC2. These include:

e HTTP/HTTPS [6]: A widely used protocol for transmitting OpenC2
messages, leveraging RESTful APIs for reliable communication between
producers and consumers. This protocol provides a series of desirable
features such as security, scalability, and ease of integration with existing
web-based systems.

e MQTT [7]: A lightweight messaging protocol designed for "constrained"
environments, which makes it suitable for IoT devices and other resource-
limited systems that need to communicate OpenC2 commands and re-
sponses efficiently.

In terms of message formats, OpenC2 supports multiple serialization for-
mats regarding the message payload, to ensure that the information can be
easily parsed and understood. The default solution for OpenC2 messages is
JavaScript Object Notation (JSON) [8], which is a widely adopted format for
data interchange due to its simplicity and readability.

Additionally, OpenC2 also supports Concise Binary Object Representa-
tion (CBOR), a binary serialization format specifically designed to be used in
constrained environments by providing a more compact alternative to JSON.

Listing 3 provides an example of how an OpenC2 command can be encapsu-
lated within an HT'TP POST request following the HT'TPS Transfer Specifica-
tion. First, a connection is established between the producer and the consumer
using the TCP protocol. Then, the producer sends an HTTP(S) POST request
to the consumer’s endpoint, which is typically defined as a well-known URI
(Uniform Resource Identifier), which in this case is /.well-known/openc2.
The request includes the OpenC2 command in the body, formatted as JSON,
and contains necessary headers such as Content-type, Date, and a unique
X-Request-1ID for tracking purposes. The consumer processes the command
and generates an appropriate response based on the execution outcome.
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POST /.well-known/openc2 HTTP/1.1

Content-type: application/openc2+json;version=1.0
Date: Mon, 09 Feb 2026 12:00:00 GMT

X-Request-ID: dlac0489-ed51-4345-9175-£3078f30afeb

{
"headers": {
"request_id": "d1ac0489-ed51-4345-9175-£3078f30afeb",
"created": 1739102400000,
"from": "producer.example.com",
"to": ["actuator.example.com"]
},
"body": {
"openc2": {
"request": {
"action": '"deny",
"target": {

"ipv4_connection": {
"protocol": "tcp",
"dst_port": 22,
"dst_addr": "192.168.1.92",
"src_addr": "192.167.1.67"

}

},
”args": {

"actuator": {
"Splf": {}

}

}
}
}
}
+

Listing 3: Example of an OpenC2 deny command encapsulated in an HTTP
POST request

2.2 OpenC2 Utilities for Python (otupy)

OpenC2 Utilities for Python, commonly referred to as otupy |2] and previously
known as openc2lib, serves as a fundamental component for implementing
the OpenC2 standard in a Python-based environment, being supported by the
open-source community.

The primary objective of otupy is to provide a cohesive framework that
encapsulates the specifications defined in the OpenC2 Language Specification
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and the various Transfer Specifications briefly discussed in section 2.1. By
doing so, it allows developers to instantiate Producer and Consumer entities
without needing to manually parse raw JSON strings, manage HT'TP headers,
or implement the low-level handshake details of message queuing protocols.
The library is designed with a modular architecture that strictly separates
the application layer logic, where high-level commands are generated and pro-
cessed, from the transport layer mechanics, supporting both the HT'TP and
MQTT protocols out of the box.

2.2.1 Architectural Components

The internal architecture of otupy is built around the interaction between
several key components: the Message object, the Transcoder, the Transport
module, and the high-level Producer-Consumer classes.

The core architecture is shown in Figure 2.2. This diagram serves not only
as a structural map but as a guide to the data lifecycle within an OpenC2
transaction.

At the highest level, the diagram distinguishes between the otupy frame-
work itself and the external application logic. On the left, the Security Con-
troller represents the user’s orchestration logic, the decision making entity
that decides when or not to issue a command. On the right, the Security
Servers represent the target environment where defense actions are enforced.
The framework sits as the intermediary, translating intent into actual com-
mands that can be enforced. The dotted lines indicates the workflow of each
component, whereas the solid lines represent the external API and thus, the
data flow between the application and the framework.

[ Encoders Consumer | | Encoders [T~
,,,,,,,,,,,,,,,,,,,,,,,,,, Encoder Encoder Transters 1
’_ Transter__| oncode)| Transter | decode).| Actuators
sond() Language
A [ Aotetor N ocurity
run( By
sendomd() i dispatehy) |+ )‘ Message Proprietary API Foraitan
Actuator 5
Stack L e
Instantiation

i A
HTTPSTransfer_| i

JSONEncoder | IptablesActuator
HTTPSTransfer /SONEwodes

Figure 2.2: The internal architecture of the otupy library. [2]

The architectural design of otupy is centered around a rigorous implemen-
tation of the objects described in the OpenC2 Language Specification. The
framework provides a comprehensive API that mirrors the standard’s defini-
tions for Messages, Commands, Responses, and all associated target and data
types.

Internally, these objects are built upon widely-used, robust Python li-
braries; for instance, the IPv4Addr object is a wrapper around the standard
ipaddress.IPv4Address class found in Python’s networking stack. This al-
lows to effectively decouples the OpenC2 API from the underlying implemen-
tation details, facilitating future updates to the framework without breaking

10
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external software dependencies. Furthermore, it flattens the learning curve
for developers already familiar with the standard, as the terminology used in
the code matches the specification exactly—with minor exceptions for syntax
compatibility, such as converting dashes to underscores and trailing reserved
keywords.

A minor deviation from this strict mapping is observed in the Message
object. This design choice addresses a specific characteristic of the OpenC2
ecosystem: while the standard rigorously defines the content of a command
(via the Language Specification), it intentionally leaves the container, the mes-
sage syntax itself, open to interpretation by the specific Transfer Specifications
(such as HTTPS or MQTT).

To bridge this gap without complicating the developer’s experience, otupy
introduces a unified internal structure for the message object. Rather than
forcing the application logic to handle the complexities of different proto-
cols, this object serves as a standardized "envelope" within the library. It
holds not only the core command or response payload but also the essential
metadata—such as serialization formats, encoding types, and tracking identi-
fiers—in a format that is agnostic to the transport layer.

Core Components: Producer and Consumer

The operational core of the framework consists of the Producer and Con-
sumer objects, which implement the respective OpenC2 roles. Unlike mono-
lithic implementations, these objects rely on a modular protocol stack com-
posed of Encoder and Transfer interfaces.

When a Producer or Consumer is instantiated, it is injected with concrete
implementations of these interfaces (e.g., a JSONEncoding object for serial-
ization and an HTTPTransfer object for communication). In the case of the
Consumer, the object is additionally provisioned with a registry of available
Actuators and their configurations. The logic for message routing is handled
by a dispatch() function, which selects the appropriate actuator to execute
a received command based on the message content.

The Two-Step Serialization Process

A distinct feature of the otupy architecture is its serialization pipeline. The
conversion from Python objects to wire-format data occurs in two distinct
steps:

1. Meta-serialization: An internal process generates an intermediary,
nested key—value representation of the object. This format is agnostic to
the OpenC2 language and the final output format.

2. Encoding: The generic Encoder interface translates this intermedi-

ary representation into the specific serialization format required, such
as JSON, YAML, or CBOR.

11
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Deserialization functions symmetrically, with Encoders parsing the raw data
into the intermediary format, which the internal meta-serialization process
then uses to reconstruct the otupy objects.

Transfer and Actuation Interfaces

The Transfer interface encapsulates both the transport protocols and asso-
ciated security services. In otupy, separating these elements was deemed im-
practical for many use cases, so they are embedded together. Each Transfer
implementation is responsible for managing its own message structure and
adapting the payload to its communication paradigm, handling details such as
HTTP headers or MQT'T topics.

Finally, Actuators serve as the bridge between the standardized OpenC2
messages and the proprietary interfaces of specific security functions. An
Actuator is the concrete implementation of a Profile for a specific cyber-
appliance. The interface is streamlined to a single method, which executes
a Command and, if applicable, returns a Result. For example, an imple-
mentation of the Simple Profile for Firewalls (SPLF) might be realized as an
IptablesActuator, translating abstract deny commands into specific iptables
rules, while another might map the same commands to pfsense APIs.

This modular design allows for an easier interation and extension of the
framework: new protocols or proprietary security tools can be integrated by
simply implementing these interfaces, which hopefully reduces the barrier to
entry for developers and encourages a wider adoption of the framework by the
community.

2.2.2 Implementation Examples

To bring the architectural concepts of modularity and dependency injection
to life, an example of instantiating both a Consumer and a Producer is pro-
vided in the following listings. These examples should help understanding how
the framework can work with different protocols and encodings, and how the
actuator dispatch logic is implemented in practice.

Listing 4 illustrates the initialization of a Consumer entity. The code ex-
plicitly defines the protocol stack by instantiating concrete classes for the en-
coding (YAMLEncoder) and transport (HTTPTransfer) layers. These instances
are passed into the Consumer’s constructor, effectively "injecting" the desired
behavior.

Furthermore, the example demonstrates the actuator dispatch logic. An
actuators dictionary is defined to map specific profiles to concrete implemen-
tations. In this case, the standard Simple Profile for Firewalls (SPLF), iden-
tified by its namespace ID (nsid), is mapped to an IptablesActuator. This
registration process tells the internal dispatcher that any incoming command
targeting the SPLF profile should be routed to this specific Python object for
execution.

12
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import otupy as oc2

from otupy.encoders.yaml_encoder import YAMLEncoder

from otupy.transfers.http_transfer import HTTPTransfer

import otupy.profiles.slpf as slpf

from otupy.actuators.iptables_actuator import IptablesActuator

actuators = {
(slpf.nsid, 'iptables'): IptablesActuator()

consumer = oc2.Consumer (
"yaml -consumer.example.net",
actuators,
YAMLEncoder (),
HTTPTransfer ("0.0.0.0", 9090)

consumer .run()

Listing 4: Example of instantiating a Consumer with HTTP transfer, YAML
encoding, and a registered Actuator.

Listing 5 shows the corresponding Producer configuration. Similar to the
consumer, the Producer is initialized with matching dependencies, specifically
the YAMLEncoder, to ensure the messages it generates can be understood by
the consumer. The HTTPTransfer in this context is configured with the target
URL of the consumer.

import otupy as oc2
from otupy.encoders.yaml_encoder import YAMLEncoder
from otupy.transfers.http_transfer import HTTPTransfer

# Connect to the YAML/HTTP Consumer
producer = oc2.Producer (
"yaml -producer.example.net",
YAMLEncoder (),
HTTPTransfer("127.0.0.1", 9090)

Listing 5: Example of instantiating a Producer with HT'TP transfer and YAML
encoding.

Finally, it is important to clarify that while the Security Controller is a
key architectural concept, it is not implemented as a standalone class in this
example. Instead, the logic of a generic controller is constructed by combin-
ing the Consumer and Producer primitives. In this context, the instantiated
Producer serves as the controller’s operational interface, acting as the gateway
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to the high-level API. Listing 6 illustrates the generation and transmission of
a fully typed OpenC2 command.

This approach enforces type safety and ensures adherence to the standard’s
schema constraints regarding action-target compatibility and argument types
before the message is ever serialized. In the example, a deny action is con-
structed targeting a specific IPv4 connection. The command is further enriched
with arguments requesting a complete response and explicitly specifying the
parameters for the slpf (Simple Profile for Firewalls) actuator profile.

import otupy as oc2

import otupy.profiles.slpf as slpf

from otupy.encoders.yaml_encoder import YAMLEncoder
from otupy.transfers.http_transfer import HTTPTransfer

target = oc2.Targets(ipv4_connection={'src_addr': '198.51.100.55'})

pf = slpf.slpf({
'hostname':'firewall',
'named_group': 'firewalls',
'asset_id':'iptables'
b
arg = slpf.ExtArgs({'response_requested': oc2.ResponseType.completel})

cmd = oc2.Command (
action=oc2.Actions.deny,
target=target,
args=arg,
actuator=firewall_actuator

)

response = producer.send_command (cmd)

Listing 6: Example of generating an OpenC2 command using the Producer’s

APL

2.3 Bill of Materials (BOM)

A Bill of Materials (BOM) is a comprehensive list of parts, items, assemblies,
and other materials required to create a product. In the cyber domain, Soft-
ware Bill of Materials (SBOM) has become a standard for tracking software
components and dependencies. However, the scope of BOMs is expanding to
include other domains such as hardware and services.

The concept of a Bill of Materials (BOM) is not a novel invention of the
digital age; rather, its origins are deeply rooted in the industrial revolution
and the manufacturing sectors. Historically, a BOM served as a definitive
inventory, detailing the raw materials, sub-assemblies, and specific quantities
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required to manufacture a physical product [9]. This centralized record was
critical for supply chain management, ensuring that production lines were not
halted due to material shortages and that costs could be accurately estimated.
As engineering disciplines matured throughout the 20th century, the BOM
evolved from a static list into a dynamic engineering document utilized for
lifecycle management, maintenance, and regulatory compliance. It became
the authoritative source of truth for the composition of complex machinery,
allowing engineers to trace defects back to specific batches of components and
facilitating the standardization of parts across different product lines.

In the digital era, the transition of the BOM concept to software devel-
opment was made necessary by the exponential increase in the complexity of
modern applications. If you just think about it, many contemporary software
projects rely on a vast ecosystem of open-source libraries, third-party APIs,
cloud services, and so on. The shift towards modular architectures, microser-
vices, and the heavy reliance on open-source libraries created a landscape where
a significant portion of a software’s codebase is not authored by the primary
developers, but rather inherited from third-party dependencies. This is not
necessarily a problem in itself, as it allows for rapid development and inno-
vation, but it often leads to a phenomenon, often referred to as "dependency
hell", introduces systemic opacity [10]. Without a comprehensive inventory,
organizations are effectively deploying "black boxes", being unaware of the
underlying components that make up their critical infrastructure. This lack
of visibility is bond to become a significant liability, as vulnerabilities in deep
dependencies could remain undetected for extended periods, buried under an
ever-increasing layer of abstraction.

The strategic necessity for Software Bills of Materials (SBOMs) has be-
come increasingly clear with a series of high-profile supply chain attacks that
exposed the fragility of the digital ecosystem. Incidents such as the SolarWinds
compromise and the Log4j vulnerability demonstrated that the security of a
system is defined not just by its perimeter defenses, but by the integrity of its
constituent parts [11]. In the wake of these events, the SBOM emerged not
merely as an inventory tool, but as a critical instrument for general security
and operational resilience. This stance was solidified by regulatory frameworks,
most notably the US Executive Order 14028 on Improving the national cyber-
security levels [12], which mandated the provision of SBOMs for software sold
to the federal government, which highlighted the importance of transparency
in the software supply chain. This regulatory pressure marked a paradigm
shift, transforming the BOM from a best practice into a compliance necessity,
following the broader trend of "security as code" where transparency and au-
tomation are a necessity.

However, the confinement of the BOM concept solely to the software layer
is strictly insufficient for modern, cyber-physical architectures. As systems
became increasingly hybrid, spanning on-premises hardware, cloud-native mi-
croservices, and embedded firmware, the industry began to align around the
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concept of the "XBOM" (eXtended Bill of Materials). This concept extends
beyond the traditional static inventory of software packages; it encompasses
Hardware (HBOM), Software-as-a-Service (SaaS-BOM), and even Data (DBOM).
Crucially, the significance of the XBOM lies not only in the mere enumeration
of these distinct elements, but in the rigorous mapping of their interdependen-
cies and interactions. A static list of assets is similar, at it’s core, to a set of
unassembled mechanical parts; it offers no insight into function or criticality,
as such, it could be insufficient for effective risk assessment and response plan-
ning in a security context. By contrast, a mature XBOM models the system
as a directed graph, explicitly defining which software runs on which hard-
ware, which service consumes data from another, and which API endpoints
are exposed to the public internet, among other relationships.

This structural evolution serves as the fundamental prerequisite for es-
tablishing a truly structured representation of the environment in which a
security platform operates. This structured representation possesses intrinsic
value, serving as an authoritative "source of truth" that documents the op-
erational landscape with an, often, high degree of granularity. Moreover, this
standardization is the most important for interoperability; it transforms the
environment into a machine-readable dataset that can be easily queried, ana-
lyzed, and utilized by other state-of-the-art analysis and orchestration tools.
It also comes with the added benefit of eanabling integration with external,
well recognized tools and standards, such as vulnerability databases, asset
management systems, and risk assessment frameworks, which can leverage the
structured data to provide more accurate and context-aware insights.

In the domain of active defense, such as that orchestrated by OpenC2, the
availability of such a rigorous, structured context is most important. Auto-
mated response mechanisms demand a high-fidelity, interoperable model of the
"defended landscape" to operate with safety and precision. When a threat is
detected, the standardized nature of the BOM allows disparate security tools to
instantaneously query the environment to gather information about the poten-
tial impact. For instance, if a specific node is compromised, the graph-based
structure of the XBOM enables an orchestrator to traverse the dependency
tree, identifying every service or business function that is provided by or relies
on that component. This capability elevates context discovery from a simple
cataloging exercise into a dynamic, real-time process that informs decision-
making and response actions.

Following this subsection, we will provide a brief overview of the different
types of BOMs that are currently being standardized.

Software Bill of Materials (SBOM)

The SBOM remains the cornerstone of digital transparency and the most ma-
ture of the BOM domains. It provides a formal, nested record of the compo-
nents used to build software, detailing the complex web of proprietary source
code, open-source libraries, and transitive dependencies that make up a mod-
ern application. Its primary utility extends beyond simple inventory; it is
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the fundamental enabler for software supply chain security. By mapping the
"ingredients" of an application, organizations can instantly correlate newly
disclosed Common Vulnerabilities and Exposures (CVEs) to specific artifacts
within their ecosystem, transforming vulnerability management from a chaotic
search into a deterministic lookup process.

Software-as-a-Service Bill of Materials (SaaS-BOM)

As infrastructure increasingly shifts towards cloud-native and serverless
paradigms, the traditional boundaries of software ownership have blurred. The
SaaS-BOM extends the inventory concept to include the remote services, API
endpoints, and microservices that an application consumes but does not host
or control. This domain addresses the opacity of the "black box" dependencies
inherent in modern web applications, allowing architects to assess risks related
to data sovereignty, service availability, and third-party trust. It essentially
maps the "external" attack surface, documenting not just code, but the flow
of data across organizational boundaries.

Cryptography Bill of Materials (CBOM)

The CBOM is a specialized inventory designed to catalog cryptographic assets,
such as algorithms, libraries, certificates, and key lengths. In an era where
cryptographic standards are evolving rapidly, particularly with the impending
necessity of migrating to post-quantum cryptography (PQC), the CBOM pro-
vides critical visibility. It allows organizations to assess their "crypto-agility"
by identifying weak, deprecated, or non-compliant primitives (such as SHA-1
or RSA-1024) buried deep within compiled binaries. This inventory is a pre-
requisite for planning the systematic upgrade of cryptographic defenses before
current standards become obsolete or compromised.

Hardware Bill of Materials (HBOM)

The HBOM applies the principles of traceability to the physical domain, which
is particularly relevant for IoT devices, embedded systems, and critical infras-
tructure. It details the components of a physical device, from the printed
circuit board (PCB) and microcontrollers to the specific firmware versions re-
siding on them. By linking the physical layer to the digital stack, the HBOM
helps in detecting counterfeit parts, managing hardware end-of-life cycles, and
analyzing the security implications of the hardware-software interface, ensur-
ing that the physical substrate of the system is as secure as the code running
atop it.

Machine Learning Bill of Materials (ML-BOM)

Artificial Intelligence systems introduce unique challenges that standard soft-
ware inventories cannot address. The ML-BOM documents the composition
of Al models, including the neural architecture, the specific datasets used for
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training and validation, and the lineage of the model’s weights. This trans-
parency is essential for Al governance and safety, ensuring that models are
robust against adversarial attacks (such as data poisoning) and free from in-
herent biases introduced during the training phase. It provides the informa-
tion required to audit decision-making algorithms in any kind of environment
in which they may be employed.

Operational Bill of Materials (OBOM)

While an SBOM describes the static composition of software as it was built,
the OBOM captures its runtime environment and configuration. It details the
operating system versions, environment variables, compiler flags, loaded mod-
ules, and active settings present during deployment. This context is critical for
risk assessment because the presence of a vulnerable library does not always
equate to exploitability; the OBOM helps distinguish theoretical risk from
actual exposure by confirming whether the vulnerable code path is actually
accessible or active in the current production environment.

Bill of Vulnerabilities (BOV)

The BOV serves as a companion artifact to the standard BOM, focusing on the
security status of the components rather than their mere presence. Often im-
plemented through mechanisms like the Vulnerability Exploitability eXchange
(VEX), a BOV allows software vendors to communicate the disposition of
vulnerabilities—asserting whether a component is "affected," "fixed," or "not
affected." This significantly reduces the operational burden on security teams
by suppressing false positives, allowing them to ignore vulnerabilities that,
while present in the code, are rendered inert by the application’s architecture
or configuration.

2.3.1 CycloneDX

In response to the escalating complexity of supply chain risk management,
the Open Web Application Security Project (OWASP) architected CycloneDX
[13] as a comprehensive, security-centric standardization format. Unlike earlier
specifications that were primarily derived from license compliance workflows,
CycloneDX was conceived to support the high-velocity requirements of modern
DevSecOps and automated vulnerability analysis. It stands as a "full-stack"
implementation of the XBOM concepts previously discussed, providing a uni-
fied schema capable of describing the composition of software, hardware, and
services within a single, coherent document.

The standard distinguishes itself through a design philosophy centered on
lightweight extensibility and machine readability. By supporting multiple se-
rialization formats—including JSON, XML, and Protocol Buffers, it ensures
easy integration into both human-centric auditing workflows and automated

18



CHAPTER 2. BACKGROUND

pipelines. This flexibility allows the standard to serve as a universal data in-
terchange format, capable of modeling the intricate relationships between an
SaaS-BOM’s remote endpoints, an HBOM'’s physical components, the runtime
configurations and environment captured by an OBOM, and the cryptographic
primitives defined in a CBOM. Furthermore, the specification has evolved to
include advanced capabilities for distinguishing between the mere presence of a
vulnerability and its actual exploitability. By natively integrating VEX data,
CycloneDX allows vendors to assert the status of a component—justifying
why a specific CVE is not applicable due to compiler flags or runtime config-
urations—thereby acting as a dynamic intelligence layer rather than a static
inventory.

This capability has driven widespread industry adoption [14] , establishing
the standard as a critical enabler for regulatory compliance, such as meeting
the stringent transparency requirements of the US Executive Order 14028.

Components and Services

To operationalize the concept of an XBOM, the CycloneDX specification di-
vides the inventory of a system into two primary distinct categories: Compo-
nents and Services. This architectural distinction is fundamental, enabling
the standard to accurately model modern, distributed systems where function-
ality is derived not only from static assets, assembled during the build process,
but also from dynamic interactions between remote elements. This separation
allows security tools to apply distinct risk assessment methodologies appropri-
ate for internal artifacts versus external dependencies.

Components The components array constitutes one of the foundational in-
ventory of the BOM, designed to describe, mostly, the tangible and logical
parts that comprise a system. Unlike legacy inventory formats, usually lim-
ited to software libraries, the CycloneDX component taxonomy covers a wide
range of asset types. The standard defines a rigorous classification system via
the type attribute, which distinguishes between diverse asset classes such as
library, application, framework, container, operating-system, device,
firmware, and file.

Services As architectural paradigms shift towards clou