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Summary

Distributed Denial of Service attacks have evolved into persistent, large-scale threats
to Internet availability, with amplification-based techniques enabling adversaries
to generate terabit-per-second traffic volumes by exploiting protocol asymmetries.
Traditional mitigation strategies, often relying on static filtering rules or control-
plane-based inspection, struggle to cope with increasingly dynamic attack patterns.
As a result, recent research has shifted toward In-Network Machine Learning, lever-
aging programmable data planes enabled by the P4 language to detect and mit-
igate attacks directly within network switches at line rate. While programmable
switches allow customized packet parsing, telemetry extraction, and stateful pro-
cessing inside the forwarding pipeline, strict line-rate constraints, limited memory,
and restricted arithmetic capabilities significantly constrain the class of machine
learning algorithms that can be implemented.

A review of existing in-network machine learning approaches shows that most
prior work focuses on inference, while adaptive and online policy updates entirely
within the programmable data plane remain largely unexplored. Motivated by this
gap, we analyze candidate learning paradigms under these architectural constraints
and identify reinforcement learning as a promising direction due to its incremental
update capability and ability to operate with limited computational primitives.

Building on this insight, we investigate the feasibility of performing amplification
aware DDoS mitigation directly inside the programmable data plane through online
reinforcement learning. We design a learning agent embedded within the packet
processing pipeline that updates its mitigation policy without relying on external
control-plane retraining or offline datasets. The agent operates on line-rate features
derived from bidirectional flow telemetry, focusing on traffic asymmetry indicators
between inbound and outbound flows and on a Quality-of-Service degradation met-
ric computed at the switch.

The system is implemented as a P4-based prototype and evaluated within an
emulated network environment using programmable software switches. Synthetic
traffic is generated to emulate amplification attack scenarios and legitimate flows,
enabling controlled experimentation of the in-switch learning mechanism. Experi-
mental results show that the proposed approach can adapt to evolving traffic pat-
terns and effectively reduce malicious amplification traffic while preserving legiti-
mate service performance, highlighting the potential of programmable data planes
for autonomous and scalable DDoS mitigation within network infrastructure.
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Chapter 1

Introduction

1.1 Context and Objectives

Distributed Denial of Service (DDoS) attacks continue to represent one of the most
severe threats to Internet security and stability. Their core objective is to over-
whelm a target’s resources, whether computing power, memory, or bandwidth-until
legitimate users can no longer access services. The open nature of the Internet
makes such attacks particularly difficult to prevent: attackers can generate or redi-
rect malicious traffic from distributed sources with relative ease, exploiting available
infrastructure and tools to disrupt even well-protected organizations.

The scale and intensity of DDoS attacks have grown significantly in recent years.
In the first quarter of 2025, Cloudflare reported blocking 20.5 million attacks, a
358% increase compared to the same period in 2024 [3]. By Q2 2025, this figure
had risen to 27.8 million attacks, already surpassing the total volume observed
across all of 2024 [1]. NetScout recorded over 8 million attacks in the first half
of 2025 alone, with several campaigns peaking at 3.12 Tbps, demonstrating how
terabit-scale assaults have become routine rather than exceptional [5]. The largest
known case to date reached 7.3 Thbps and pushed 37.4 TB of data in under a minute,
setting a new benchmark for the destructive potential of DDoS attacks [0].

To complement industry surveys, institutional reports offer a broader perspec-
tive. ENISA highlights that threats against availability (DDoS) remained the top-
ranked threats throughout 2024, reinforcing the criticality of DDoS in the modern
threat landscape. Furthermore, ENISA stresses that large-scale outages caused by
denial-of-service operations threaten not only enterprises but also national infras-
tructures, positioning DDoS as a systemic cyber risk [7].

The proliferation of massive botnets-networks comprising millions of compro-
mised devices, amplifies attackers’ ability to sustain prolonged, distributed DDoS
campaigns. For instance, the New Jersey Cybersecurity & Communications Inte-
gration Cell (NJCCIC) reported that the Elevenl1bot botnet has rapidly expanded
to involve over 86,000 compromised devices, primarily targeting vulnerable [oT sys-
tems such as routers, DVRs, and cameras, which are then leveraged for large-scale
DDoS campaigns [5].
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Moreover, DDoS attacks have increasingly been adopted by politically and ide-
ologically motivated groups, often fortified by automation and Al-powered tools.
According to Europol, the hacktivist group NoName057, active since March 2022,
has executed daily campaigns against over 3,700 targets, predominantly govern-
ment and public-sector websites in Europe, with attack intensity closely aligned to
geopolitical developments [9].

These observations confirm that DDoS attacks are not just transient network
disruptions but systemic threats with far-reaching consequences. Their rising fre-
quency, scale, and sophistication turn them into a persistent risk for both enterprises
and critical infrastructures. Traditional mitigation strategies often struggle to keep
pace with dynamic attack patterns, leaving organizations exposed to escalating
technical and economic damages. This growing gap between evolving threats and
static defenses underscores the need for adaptive, data-driven mechanisms capable
of responding in real time within the network itself.

Recently, research on DDoS attack detection has increasingly focused on how
to leverage In-Network Machine Learning (IN-ML), enabled by the P4 language,
to identify attacks directly within network switches. P4 allows programmers to
define the behavior of the programmable data plane (PDP), making it possible to
customize how packets are parsed, processed, and forwarded at line rate. This en-
ables switches to implement not only forwarding policies but also monitoring and
security functions directly in hardware. The goal is to handle massive floods with-
out becoming a bottleneck, something that CPU/GPU-based IDS systems often
struggle with, and to reduce the attack surface by preventing malicious traffic from
ever reaching the servers, all while processing packets at Thps scale.

However, this approach comes at a cost. To guarantee line-rate forwarding, only
a limited set of operations is supported, which prevents the direct implementation
of complex ML models. Training ML or RL algorithms requires heavy computations
and large datasets; as a result, current PDPs can realistically support only inference,
while training must be performed offline or in the control plane. Furthermore, due
to simplified detection logic and constrained feature extraction, in-network ML may
face precision/recall trade-offs.

Given this context, in this thesis we answer these research questions through
the following contributions:

e RQ1 Can a programmable data plane learn and update a DDoS-mitigation
policy online at line rate without control-plane involvement?

e C1 The proposed system can adapt in real time to evolving traffic patterns
and identify malicious flows at line rate.

e RQ2 What ML algorithm fits P4/RMT limits while remaining effective?

e C2 Algorithm selection via literature review: an analysis of selected works
mapping candidate ML/RL designs to P4/RMT limitations, with explicit
pros and cons to guide the choice.

e RQ3 Which line-rate features expose amplification behavior for learning?
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e C3 DDoS-aware telemetry and reward: line-rate asymmetry features and an
in-switch reward computation tailored to amplification.

e RQ4 How does in-switch learning compare to static filtering policies in terms
of mitigation effectiveness and decision behavior?

e (C4 Prototype & evaluation: a working P4 prototype and experimental com-
parison with a static threshold-based filtering, highlighting the benefits of
adaptive mitigation decisions based on temporal traffic context.

1.2 Thesis Structure

The remainder of this thesis is structured as follows. chapter 2 introduces the
background necessary to understand the problem addressed in this work, providing
an overview of Distributed Denial of Service attacks and presenting the concepts of
programmable data planes and in-network machine learning, which constitute the
technological foundation of the proposed approach.

Building upon this background, chapter 3 reviews the fundamentals of rein-
forcement learning and discusses existing approaches that apply RL techniques to
network security and DDoS mitigation.

The objectives of this thesis and the research questions that guide the study are
presented in chapter 4. Subsequently, chapter 5 describes the proposed method-
ology, including the system model, the formulation of the problem as a Markov
Decision Process, and the reinforcement learning framework adopted for mitigating
amplification-based attacks.

The practical realization of the proposed solution is detailed in chapter 6, which
describes the implementation of the system, including the design of the P4 data-
plane components and the control-plane logic that supports the learning process.
The experimental evaluation of the proposed approach is presented in chapter 7,
where the experimental setup is described and the results obtained under different
attack scenarios are analyzed and discussed.

Finally, chapter 8 concludes the thesis by summarizing the main findings of this
work, discussing the limitations of the proposed approach, and outlining possible
directions for future research.
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Chapter 2

DDoS and PDP

2.1 Distributed Denial of Service Attacks

2.1.1 Definition and Classification

According to the NIST [10], a Denial of Service (DoS) attack can be described
as the prevention of authorized access to resources or the delaying of time-critical
operations. As suggested by this definition, these attacks do not necessarily damage
data directly; the attacker’s objective is to block or degrade access to a computing
resource or service. DoS attacks can be classified into five categories based on the
attacked protocol level [1]:

e Network Device level: Attacks that exploit software bugs or hardware
limitations of network devices. An example is the Cisco I0S HTTP Server
Vulnerability (2001), where crafted HT'TP requests could crash the router or
execute arbitrary code.

e OS level: These attacks target the way operating systems implement proto-
cols. A notable example is the Teardrop Attack, which exploited flaws in how
some systems handled fragmented IP packets, causing crashes or reboots.

e Application level: Focused on vulnerabilities in network applications or
exploiting algorithmic complexity to exhaust resources. The Slowloris Attack
exemplifies this by keeping many HTTP connections half-open, exhausting
server resources with minimal bandwidth.

e Data flood: Aims to overwhelm bandwidth or host resources by sending
massive volumes of traffic, often with spoofed source addresses. A common
case is the UDP Flood, where attackers send large numbers of UDP packets
to random ports, consuming bandwidth and CPU cycles.

e Protocol feature attack: Leverage inherent features of network protocols.
A classic example is the TCP SYN Flood, which exploits the three-way hand-
shake by sending numerous SYN requests with spoofed IPs, leaving the server
with many half-open connections.
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2.1.2 Characteristics and Phases

A denial-of-service technique that relies on a large number of compromised hosts
to carry out the attack is known as a Distributed Denial of Service (DDoS). It rep-
resents one of the most sophisticated and dangerous forms of DoS attacks. DDoS
attacks derive much of their strength from the very foundations of the Internet’s
design. The network was originally built with functionality as the primary goal,
leaving security considerations in the background and thus exposing a range of
weaknesses that adversaries can exploit. A first issue is the high level of interdepen-
dence between systems: even a well-secured host can fall victim to a DDoS attack if
other parts of the global Internet infrastructure are compromised. Another limiting
factor lies in the finite nature of online resources, since no host possesses infinite
capacity and sustained pressure from multiple sources will inevitably exhaust avail-
able bandwidth or processing power. The imbalance of “many against few” means
that, when attackers collectively command greater resources than their target, the
likelihood of overwhelming it becomes almost certain. Furthermore, the distribu-
tion of intelligence and resources across the network plays a role: decision-making
capabilities largely reside in end hosts, while intermediate nodes are optimized to
provide high-throughput communication. This separation allows attackers to mis-
use the considerable bandwidth of unsuspecting networks to generate massive traffic
volumes and direct them against a chosen victim.

A DDoS attack typically involves four main components. At the top of the
hierarchy shown in Figure 2.1 is the attacker, who initiates and coordinates the
operation. Below are the handlers (or masters), compromised systems equipped
with specialized software that enables them to control large groups of subordinate
machines. These subordinates, known as agents or zombies, are infected hosts
responsible for generating the malicious traffic directed at the target. To maximize
effectiveness and reduce the chance of countermeasures, agents are usually located
outside both the attacker’s and the victim’s networks. Finally, at the bottom of
the chain is the victim, the host or service targeted by the attack.

The execution of a DDoS attack follows a series of preparatory and operational
phases [1]:

1. Agent Selection: The attacker first identifies suitable machines to be turned
into agents. These systems must present exploitable vulnerabilities and pos-
sess enough computational and bandwidth resources to generate substantial
traffic. While this stage was once performed manually, it has since been
automated with scanning tools.

2. Compromise: Once selected, the machines are infected by exploiting soft-
ware flaws or configuration weaknesses. Malicious code is installed and often
concealed to prevent detection or removal. Over time, worms such as Ramen
and Code Red automated this step, enabling large-scale infections. Impor-
tantly, the agents consume only minimal resources when idle, so their owners
typically remain unaware that their machines are being used in an attack.

3. Command and Control: The attacker maintains communication with one
or more handlers to manage the botnet. Through these channels, the attacker
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can check which agents are active, coordinate the timing of attacks, or dis-
tribute updates to the malware. Communication between attacker, handlers,
and agents may use various protocols, including TCP, UDP, or ICMP.

4. Attack Execution In the final phase, the attacker instructs the agents to
launch the assault. Parameters such as the target address, the duration of
the attack, and specific packet characteristics (e.g., type, size, TTL, port
numbers) can all be configured. By varying these properties, attackers can
evade simple detection and filtering mechanisms, making the attack more
difficult to mitigate.

i - --- Control Traffic
- ﬂ Tl — Flood Traffic
-7 RN Handler

~

e Attacker P Agent

Figure 2.1: Illustration of the threat model in Distributed Denial of Service (DDoS)
attacks, Figure adapted from [1].

2.1.3 Flooding and Amplification Techniques

Within the wide range of Distributed Denial of Service techniques, two categories
stand out as particularly relevant for this thesis: flooding and amplification attacks.
These strategies represent distinct ways of overwhelming a target, either by directly
saturating its resources with massive traffic volumes or by leveraging intermediate
systems to magnify the attack’s impact. In the following, both approaches are
described in detail, highlighting their mechanisms and emphasizing the fundamental
differences between them.

Flooding Attacks In flooding attacks, compromised machines (zombies) over-
whelm a target by transmitting massive amounts of IP traffic, saturating its band-
width. The consequences of such traffic streams can range from performance degra-
dation and system crashes to the complete exhaustion of network capacity. Com-
mon examples of this category are UDP flood, ICMP flood, and TCP SYN flood
attacks.
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A UDP flood occurs when a victim is bombarded with a high volume of UDP
packets, which quickly consumes the available bandwidth and prevents legitimate
requests from being processed. In distributed versions of this attack, the packets
may target either random or specific ports on the victim’s system. When a UDP
packet arrives at a port where no service is running, the victim responds by gen-
erating an ICMP “destination unreachable” message addressed to the (spoofed)
source. At scale, this exchange can overwhelm the victim’s resources, and by using
spoofed source addresses the attacker also hides the origin of the malicious traffic.

An ICMP flood exploits the Internet Control Message Protocol, which is com-
monly used to test connectivity. During such an attack, agents send large numbers
of ICMP echo requests (“pings”) to the target, each requiring a response. This bar-
rage of packets consumes the victim’s network bandwidth and processing resources,
often leading to service disruption. As with UDP floods, IP spoofing is typically
used to disguise the actual source of the attack.

A TCP SYN flood takes advantage of the three-way handshake mechanism used
to establish TCP connections. The attacker sends a large number of SYN packets
with spoofed source addresses to the victim. Each of these packets prompts the
server to allocate resources and send back a SYN-ACK, but the final ACK from
the client never arrives. As a result, the server’s backlog queue fills with half-open
connections, eventually preventing it from accepting legitimate requests.

Amplification Attacks DDoS attacks have evolved beyond the traditional command-
and-control model into amplification attacks, where adversaries exploit legitimate
third-party services or protocols to multiply the traffic directed toward a victim.
The basic principle lies in sending a request that is either very small in size or
limited in number but crafted in such a way that the responses generated are much
larger or more numerous. By spoofing the victim’s IP address as the source of the
requests, the attacker ensures that all amplified responses are directed at the target
rather than at themselves, which makes both mitigation and traceback significantly
more difficult. This combination of efficiency and anonymity is further reinforced
by the fact that most protocols vulnerable to amplification-based DDoS attacks are
UDP-based, as UDP lacks a handshake mechanism to verify the legitimacy of the
sender’s address. Together, these characteristics make amplification attacks highly
effective and attractive to adversaries.

Within this category, researchers distinguish between flow multiplication and
payload magnification [11]. Flow multiplication is achieved when a single malicious
request triggers many response packets. Early examples include the Smurf attack,
where ICMP Echo Requests are sent to the broadcast address of a network, causing
every host in that network to respond with an Echo Reply to the spoofed victim.
Similarly, the Fraggle attack abuses the UDP echo and chargen services in the same
way, generating numerous responses for each spoofed request. The common factor
in these attacks is the multiplication of the number of flows: a limited set of spoofed
packets produces a much larger set of responses, quickly overwhelming the victim’s
resources.

Payload magnification, on the other hand, does not increase the number of flows
but rather exploits services that return disproportionately large responses relative
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to the original request size. To quantify the extent of amplification, Rossow [12]
defines the Bandwidth Amplification Factor (BAF) as the ratio between the size
of the response sent by the amplifier and the size of the request generated by the
attacker:

len(UDP payload)

B len(UDP payload)

amplifier—victim

BAF

attacker—amplifier

A higher BAF means that even a small request can trigger a disproportionately
large response, making the protocol particularly appealing for abuse in amplification
attacks. Additionally, the authors define the Packet Amplification Factor (PAF)
as a measure of how many IP packets an amplifier emits in response to a single
request:
PAF — Number of paCketSampliﬁer%victim
Number of packets

attacker—amplifier

Rossow [12] provides a systematic analysis of a broad set of such protocols, with
the key results summarized in Table 2.1.

A classic case is the DNS amplification attack, where a small query, such as
an ANY request, can generate a response tens of times larger, with amplification
factors ranging from 28x to over 50x. Another notorious example is the NTP ampli-
fication attack, which abuses the monlist command to return extensive information
about recent clients, leading to amplification factors as high as 556x. More recently,
the abuse of the Memcached protocol has shown how payload magnification can be
taken to extremes, with amplification factors exceeding 50,000x, making it one of
the most powerful amplification vectors observed in practice.

In both cases, the outcome is the same: massive volumes of unsolicited traffic
overwhelming the victim’s bandwidth and computational resources, yet the un-
derlying mechanisms differ, underscoring the need for tailored defense strategies
against each type of abuse.

Table 2.1: Bandwidth and Packet amplification factors of common protocols, as
reported by Rossow (2014).

Protocol Bandwidth amplification factor | Packet amplification factor | Vulnerable command
DNS 28 to b4 1.32

NTP 556.9 10.61

SNMPv2 6.3 1.00 GetBulk request
NetBIOS 3.8 1.00 Name resolution

SSDP 30.8 9.92 SEARCH request
CharGEN 358.8 1.00 Character generation request
QOTD 140.3 1.00 Quote request
BitTorrent 3.8 1.58 File search

Kad 16.3 1.00 Peer list exchange
Quake Network Protocol 63.9 1.01 Server info exchange
Steam Protocol 5.5 1.12 Server info exchange
Multicast DNS (mDNS) 2 to 10 - Unicast query

RIPv1 131.24 - Malformed request
Portmap (RPCbind) 7to 28 - Malformed request
LDAP 46 to 55 - -

CLDAP 56 to 70 - -

TFTP 60 - -

Memcached 10,000 to 51,000
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2.2 Programmable Data Planes and In-Network
Machine Learning

2.2.1 Programmable Data Plane Architecture

The idea of the programmable data plane arose as the next step after software-
defined networking (SDN). Traditional SDN separated the control plane from the
data plane, but its flexibility was mostly confined to adjusting forwarding and
routing rules, while the underlying data plane remained largely static. With the
advent of programmable data planes, packet-processing logic itself can now be
redefined, allowing network functions to be executed directly within the forwarding
path. In this way, operators can run applications in-network at line rate, adapting
in real time to the dynamic requirements of modern infrastructures. Packet streams
can be selectively processed on the fly as they traverse the network, without needing
to offload tasks to external systems.

-> Vo = -»EK-»

Match-Action
Pipeline

Parser Deparser

Figure 2.2: Schematic representation of the Protocol-Independent Switch Architec-
ture (PISA), Figure adapted from [2].

Programmable devices rely on specialized architectures designed for flexible
packet handling. A central model is the Protocol-Independent Switch Architec-
ture (PISA) that, unlike fixed-function hardware, enables customization of packet
processing without depending on vendor-specific protocol support. Its pipeline con-
sists of three key elements: the parser is the entry point of the pipeline. It reads the
incoming bitstream sequentially and extracts protocol fields based on a finite state
machine defined in the P4 program. At each stage, the parser identifies the next
header type (e.g., Ethernet, IPv4, UDP) and populates the Packet Header Vector
(PHV). The PHV contains both protocol-specific fields, such as IP addresses or port
numbers, and intrinsic metadata, including ingress or egress ports, timestamps, or
packet length. This structured representation provides the foundation for the pro-
grammable logic that follows.

The match-action stages form the core of the programmable pipeline. Selected
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fields from the PHV are used as keys to perform lookups in a sequence of tables.
These tables support various types of matches, such as exact match, ternary match
with wildcards, and longest prefix match. Once a rule is matched, the correspond-
ing action is executed. Actions may include simple operations, like header field
modifications or TTL decrements, but also more advanced tasks, such as updat-
ing stateful registers, incrementing counters, or executing custom logic. Since the
pipeline is composed of multiple stages, complex decision-making can be realized by
chaining match-action tables. The use of registers further enables stateful packet
processing, allowing the data plane to maintain per-flow or global state directly at
line rate.

Finally, the deparser reconstructs the packet for transmission. It serializes the
modified PHV back into packet headers, ensuring correct ordering and alignment,
and appends the original payload. This stage makes it possible to output pack-
ets with altered headers, such as updated addresses, encapsulations for tunneling,
or additional telemetry metadata. By controlling the deparser, operators can in-
troduce new protocols or embed diagnostic information while preserving payload
integrity, thus enabling advanced functions such as in-band telemetry and custom
header insertion.

2.2.2 The P4 Programming Language

A fundamental component enabling programmable data planes is the P4 language
(Programming Protocol-Independent Packet Processors), which has rapidly estab-
lished itself as the de facto standard for programming the forwarding behavior
of modern network devices. P4 is a domain-specific language explicitly designed
for packet processing, allowing developers to define how packets are parsed, which
fields are matched, and which actions are applied. Its main strength lies in proto-
col independence: new headers can be introduced or obsolete ones removed simply
by updating the program, without requiring hardware redesign or vendor interven-
tion. Moreover, P4 provides a clean separation between data and control planes,
while still enabling their interaction. The control plane can dynamically populate
or modify match-action tables at runtime, update counters, or retrieve telemetry
data, thus complementing the static logic expressed in the P4 program.

From a development perspective, the Pj language and core library provide the
common abstractions and constructs defined by the P4.org community, ensuring
portability across targets. At the same time, each vendor supplies an architec-
ture definition, an abstract model of the programmable device such as a switch,
router, or NIC, along with specific extern libraries that expose hardware-dependent
functions, enabling interaction with device-specific capabilities like parsers, match-
action pipelines, or deparsers. P4 programs must be compiled to run on specific
hardware or software targets. The reference compiler, known as p4c, has been de-
veloped by the P4 community and extended by hardware vendors to support their
products. Compilation transforms a P4 program into a binary compatible with
the architecture of the selected target. The most widely adopted language version
today is P4_16.
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Figure 2.3: Overview of the P4 programming workflow, Figure adapted from [2].

In terms of execution environments, P4 is remarkably versatile, supporting a
wide variety of programmable targets. At the hardware level, it is implemented
on programmable switch ASICs such as Intel Tofino or Cisco Silicon-One, which
offer high-performance line-rate packet processing. Beyond switches, P4 is also
supported on SmartNICs, Data Processing Units (DPUs), and Infrastructure Pro-
cessing Units (IPUs), such as NVIDIA BlueField, Intel IPU and Netronome NFP,
which combine network programmability with ofHoad capabilities. P4 can also be
mapped onto Field-Programmable Gate Arrays (FPGAs), providing a flexible plat-
form for custom packet processing, as demonstrated by research prototypes using
NetFPGA or commercial devices like AMD Alveo. Finally, P4 has been ported to
software switches, including BMv2, the open-source behavioral model widely used
in research and testing for experimentation.

Crucial to this ecosystem are the abstract architectures that define the pro-
gramming model for a given target. The Portable Switch Architecture (PSA) rep-
resents the canonical model for programmable switches, while the Portable NIC
Architecture (PNA) extends similar concepts to network interface cards. Other
commonly used abstractions include the vimodel, often employed in academic set-
tings, and vendor-specific architectures such as Intel’s Tofino Native Architecture
(TNA). These models define the structure of the pipeline: parser, match-action
stages, and deparser and the interfaces exposed to the control plane. By combining
architecture-specific flexibility with the general-purpose abstractions of P4, oper-
ators can tailor packet processing to their needs while ensuring portability across
different platforms.

When it comes to the target of our interest, the experiments presented in this
work rely on the BMv2 behavioral model, which serves as the open-source software
reference switch for P4. Specifically, the vimodel architecture was adopted, as it
is the default and most widely used abstraction for BMv2 in academic and research
contexts. This choice provides a stable and well-documented environment to im-
plement and test programmable data plane functionalities, making it particularly
suitable for prototyping and experimental validation. The vImodel architecture
and its characteristics will be discussed in greater detail in the following chapters,
where its role in supporting our implementation is examined more closely.
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2.2.3 In-Network Machine Learning Paradigm

The rise of programmable network devices has introduced an entirely new paradigm,
where machine learning functionality can be deployed directly within the network
to address modern requirements. This approach is motivated by the shortcomings
of traditional designs, in which machine learning models are typically executed on
servers or external accelerators. While such systems have been widely used for
tasks like traffic classification, anomaly detection, and automated configuration,
they inevitably introduce additional latency and place extra computational load on
central resources.

By contrast, in-network machine learning shifts part of this workload into the
data plane itself. Processing decisions closer to where traffic actually flows reduces
latency, a property that is particularly advantageous in scenarios demanding im-
mediate responsiveness, such as intrusion detection [13] or congestion control [11].
At the same time, offloading portions of analysis to programmable switches or net-
work interface cards alleviates the strain on servers and accelerators, freeing them
to handle other workloads. In addition, in-network ML can support more efficient
distributed learning: by aggregating gradients or parameters directly within the
network, communication bottlenecks that often hinder large-scale training can be
mitigated. Beyond performance gains, embedding ML capabilities in the data plane
also enhances network adaptability, enabling infrastructures to dynamically adjust
forwarding strategies, balance traffic loads, and enforce security policies without
external intervention.

2.2.4 Security-Oriented Case Studies in In-Network ML

Taken together, these advantages underscore the potential of in-network machine
learning to transform current infrastructures into faster, lighter, and more intelli-
gent networks, better suited to the demands of cloud services, edge computing, and
security-critical applications.

For the purposes of this thesis, it is particularly relevant to focus on research
that applies in-network machine learning to security-related challenges. A further
aspect of interest lies in how these approaches handle the training phase of machine
learning models. Since training in-network is often constrained by the limited
computational resources of programmable devices, different strategies have been
proposed, such as offline training with subsequent deployment of inference logic in
the data plane, or hybrid schemes that leverage both control and data planes.

Examining these design choices provides valuable insights into the feasibility
and trade-offs of designing a DDoS mitigation system that performs its training
directly in the data plane. Achieving this would represent a significant step forward,
enabling networks to move beyond simply hosting inference tasks and evolve into
fully autonomous learning systems, which is the central objective of this thesis.

These two works that will be presented next are a representative example of the
deployment of inference logic directly within the data plane, showing how different
machine learning models can be mapped onto programmable switches to operate at
line rate. In the first case, P4-NIDS [13] implements a network intrusion detection
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system by encoding decision-tree classifiers into P4 tables and actions. Here, the
inference logic is mapped onto the match—action pipeline: the switch parses packet
headers, extracts features such as protocol identifiers and port numbers, and evalu-
ates a pre-trained decision tree encoded as a cascade of P4 if—else statements. These
predicates read per-flow intermediate state from registers and, upon a match, set
a “malicious” flag in a dedicated register for enforcement. This allows the sys-
tem to detect intrusions inline, without leaving the forwarding path, ensuring both
minimal latency and real-time responsiveness.

The second work, In-Line Any-Depth Deep Neural Networks Using P4 Switches
[15], demonstrates how deep neural networks can also be realized within the data
plane. Instead of relying on precomputed trees, this approach maps the inference
operations of Deep Neural Networks onto the PISA pipeline by replacing matrix
and activation computations with deterministic table matches over concatenated,
integer-encoded features across the stages. Lookup tables approximate non-linear
functions, while registers maintain partial results across pipeline stages. The au-
thors design the system to allow for arbitrary network depth, chaining together
stages to emulate successive layers of the neural network. This design makes per-
packet decisions directly inside the switch, and the authors show two concrete uses:
a DDoS mitigator and an IoT malicious-activity classifier.

Together, these examples illustrate the feasibility and versatility of embedding
inference logic directly into programmable switches, but both of these data-plane
ML deployments inevitably surface the structural limits of today’s programmable
data planes.

While these works demonstrate the feasibility of embedding inference logic di-
rectly into the data plane, they also expose the inherent limitations of current
programmable data plane devices. Both P4-NIDS and the LUT-distilled DNN
system rely on careful reformulation of learning algorithms to fit the restricted
set of operations supported by Reconfigurable Match—Action Tables (RMT). On
such PDP devices, computation and memory are evenly partitioned across pipeline
stages; each stage may only use its own local resources, a register can be accessed at
most once per stage, and operations like floating-point arithmetic, multiplication,
or large-vector processing are not supported at line rate.

As a workaround for the lack of native ML primitives in the data plane, and to
extend PDPs’ supported operations, both systems adopt the most straightforward
tactic: lookup tables. By precomputing the possible calculation requests and stor-
ing them in memory, complex operations are reduced to simple lookups, enabling
RMT-based PDPs to support computations such as multiplication and logarithms.

These choices, however, entail concrete downsides: integer-only encodings and
the absence of multiply—accumulate operations reduce numerical fidelity relative
to floating-point pipelines (quantization may introduce accuracy loss), while LUTs
face exponential memory growth with input bit-width, forcing hierarchical decom-
positions and tightly bounded feature sets. On the P4-NIDS side, only a narrow
slice of pre-trained, lightweight models is practically portable to the switch, ruling
out richer architectures and any in-switch training.

Stepping back from the two case studies, I now discuss general programmable
data-plane constraints and design trade-offs as synthesized by the Programmable
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Data Plane Intelligence survey [16]. Additional challenges stem from latency bud-
gets and stage restrictions (fewer stages mean fewer resources), and from memory
organization: registers and tables are distributed across stages in RMT and hierar-
chically arranged in Network Processors, making it difficult to deploy large feature
sets or models that require significant shared state. Concretely, each match—action
stage adds a few nanoseconds of delay; to keep latency low the pipeline comprises
only tens of stages, so total per-packet overhead is on the order of a few hundred
nanoseconds, still acceptable relative to ps baseline delays in non-programmable
data-center switches, but it tightens the resource budget available to programs.
PDPs may seem to have plenty of memory, but their design limits how much of it
you can actually use: on network processors, memory is hierarchical and demands
careful placement to avoid slow accesses; on RMT switches, memory and compute
are evenly partitioned across stages and each stage can access only its local memory.
To cope with these constraints, tailor-made data structures and compact feature
encodings are used to keep state within stage-local budgets. When a program needs
more memory than a single stage provides, it must consume additional stages solely
to extend memory access, wasting pipeline capacity even if no extra computation
is performed. These factors explain the persistent gap between ML requirements
and PDP capabilities.
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Chapter 3

Reinforcement Learning

Motivated by the limits exposed in the previous chapter 2, we looked beyond secu-
rity for ideas on whether training could be brought into the data plane; this led us
to QCMP [17], a load-balancing system that implements in-network reinforcement
learning (Q-learning) on programmable switches.

3.1 Foundations of Reinforcement Learning

Reinforcement learning (RL) is a branch of machine learning in which an agent
learns how to act by interacting with an enwvironment, aiming to maximise the
total reward gathered over time. In contrast to supervised learning, where labelled
examples specify the correct outputs, RL provides no explicit instruction about
which action is “right” in each situation. Instead, learning unfolds through trial
and error: the agent tries actions and receives feedback in the form of rewards or
penalties based on the consequences.

A distinctive aspect of RL is its treatment of delayed rewards. An action affects
not only the immediate payoff but also the future state of the environment and the
rewards that come later. This creates a natural need to strike a balance between
exploration, meaning trying unfamiliar actions to discover better strategies, and
exploitation, meaning choosing actions already known to produce high returns.
Handling this tension is a central challenge specific to RL and does not appear in
purely supervised or unsupervised learning.

The RL problem is typically framed as optimal control over a Markov Deci-
sion Process (MDP), potentially under partial observability. The agent perceives
(possibly imperfect) state information, selects actions that shape the environment’s
evolution, and optimises an objective expressed via rewards [15].

The agent’s ability to continuously adjust its behavior in response to the out-
comes of its past choices makes reinforcement learning particularly suitable for
dynamic networking scenarios. In such environments, traffic conditions can shift
rapidly, and static policies are unable to react in time. RL, by contrast, adapts as
the system evolves, ensuring that decision-making remains aligned with the current
state of the network.
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The main components of this sequential decision-making framework are:

e Agent: the decision-making component that acts based on information re-
ceived from the environment. Examples include a robot learning to navigate,
a chess-playing program, or an autonomous driving system.

e Environment: the surrounding context with which the agent interacts. It
provides the current state and evolves in response to the agent’s actions.

e Action: the decision taken by the agent in a particular state. Actions deter-
mine how the environment changes and influence subsequent rewards.

e Reward signal: a numerical feedback provided by the environment after
each action, indicating the immediate benefit or cost of that decision. It
defines short-term desirability and serves as the main criterion for updating
the agent’s policy.

e Policy: the strategy mapping states to actions. It may be deterministic,
always selecting the same action in the same state, or stochastic, assigning
probabilities to possible actions. The policy fully defines the agent’s be-
haviour.

e Value function: an estimate of the long-term return from a state or a
state—action pair, expressed in terms of expected future rewards. While re-
wards capture only the immediate outcome, the value function guides the
agent toward actions that maximise cumulative gains. It is central to most
RL algorithms.

e Model of the environment: an internal representation used to predict
state transitions and rewards for given actions. Algorithms that exploit such
models are referred to as model-based and can plan by simulating future
scenarios, whereas model-free methods rely purely on trial and error.

e RL decision loop: learning follows the iterative cycle in Figure 3.1
S¢ = At — Tt4+1, St+1,

which generates sequences of state—action-reward—next state tuples (s, a,r, s).
From these, the agent learns to maximise the expected return, typically ex-
pressed as the discounted sum of future rewards.

e Episodic and continuing tasks: reinforcement learning problems can be
episodic, with a clear initial and terminal state, or continuing, where interac-
tions proceed indefinitely without a natural end.

e Exploration vs Exploitation: A central challenge in reinforcement learn-
ing is the trade-off between exploration and exploitation. Exploitation refers
to the agent’s tendency to select the action that appears to yield the highest
reward based on its current knowledge. This strategy maximizes immediate
returns but risks overlooking better alternatives. Exploration, on the other
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hand, involves deliberately selecting actions that are not currently estimated
as optimal, with the aim of acquiring new information about their long-term
potential. While exploration may temporarily reduce rewards, it is essential
for discovering actions that could yield higher cumulative returns in the fu-
ture. The dilemma arises because pursuing only exploitation can trap the
agent in suboptimal behavior, whereas relying solely on exploration prevents
consistent reward maximization. The e-greedy strategy addresses this by in-
troducing a probabilistic balance: with probability 1 — e the agent exploits its
current knowledge by choosing the best-known action, while with probability
€ it explores by selecting an action at random. In this way, e-greedy ensures
that all actions are eventually sampled, while still favoring those estimated to
be most rewarding, striking a practical compromise between short-term gain
and long-term learning.

State (St)

ey,

Reward (Rt)

Action (At)

R(t+1)

S(t+1)

Figure 3.1: Graphical representation of the reinforcement learning decision loop,
showing the interaction between state, action, reward, and next state.

In reinforcement learning, two fundamental classes of methods are value-based and
policy-based. Value-based approaches focus on estimating a value function, such as
the action-value function Q(s,a), which represents the expected return of taking
action a in state s and then following a given policy. The optimal action is obtained
by selecting the one that maximizes this value:

a* = argmax Q(s,a).

Policy-based methods, instead, directly parameterize the policy my(als) and opti-
mize its parameters 6 through gradient ascent on the expected return. This leads
to the policy gradient theorem:

VoJ(0) = E,, [Vologm(als) Q™ (s, a)],
which provides a practical way to adjust the policy parameters in the direction that

increases the expected performance.

Another key difference lies in the way value estimates are updated, especially
with respect to the influence of bias and variance on these estimates.

Monte Carlo (MC) methods estimate returns by waiting until an episode ter-
minates and then using the empirical return to update value estimates. For a state
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s¢, the MC target is the full return

T—t—-1

k
Gy = E T Tt414ks

k=0

and a typical state-value update is
V(St) — V(St) + Oé(Gt — V(St>)

These updates are unbiased with respect to the true value under the generating
policy, but can exhibit high variance because G; depends on all subsequent rewards
in the episode.

Temporal-Difference (TD) methods, by contrast, update value estimates after
each step using bootstrapped targets that incorporate the current value estimate
(i.e., they rely on the learner’s own present estimate rather than the full empirical
return, trading some bias for reduced variance). In TD(0), the one-step target for
St 18

Tie1 + 7V (Se41),
yielding the update

Vis) & Viso) + alra +7 V(s = Vis).

TD learns online and incrementally, requiring no episode termination, and typically
achieves lower variance thanks to bootstrapping, at the cost of introducing bias
through the use of V' (sy41).

In summary, Monte Carlo targets the full return and is therefore unbiased but
often high variance. TD uses bootstrapped, one-step targets that reduce variance
while introducing bias. As the value estimates become more accurate, the bias
in TD updates diminishes, leading to a favorable balance for incremental, online
learning.

3.2 QCMP: In-Switch Q-Learning

After introducing the fundamentals of reinforcement learning, we now turn to
QCMP [17], one of the first works to use the limited resources of a programmable
data plane to carry out agent training on switch hardware. Though it addresses
load balancing rather than DDoS mitigation, its key novelty is real-time reinforce-
ment learning that lets policies adapt rapidly to shifting traffic. Unlike conven-
tional schemes such as ECMP, which rely on static hash-based distribution, QCMP
employs Q-learning to iteratively refine path weights across multiple next hops.
Q-learning is especially suitable here because it dispenses with an explicit model
of the (complex and unpredictable) network environment, learning optimal weight
adjustments through trial and error. Using aggregated queue lengths as state, ac-
tions that adjust per-path weights, and a reward that jointly minimizes weighted
queue occupancy and inter-path imbalance, QCMP updates its Q-table at line rate,
continually improving the policy as traffic evolves, under strict programmable data
plane constraints. For these reasons, a focused analysis of QQ-learning and how it
has been implemented in P4 is essential to the objectives of this thesis.
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3.2.1 Q-Learning Algorithm

Q-learning is a model-free, value-based reinforcement learning algorithm designed
to learn the optimal action-selection policy through direct interaction with the
environment. The agent maintains a ()-table, where each entry Q(s,a) estimates
the expected cumulative reward of taking action a in state s and thereafter following
the current policy. At each step, the agent observes its current state s, selects an
action a (often using an e-greedy strategy to balance exploration and exploitation),
receives a reward r, and transitions to a new state s’. The Q-value is then updated
according to the temporal-difference rule:

Q(s,a) + Q(s,a) +alr+ 7 max Q(s',d) —Q(s,a)l,
where:

e ()(s,a): current estimate of the action-value for state s and action a;

e a: learning rate, controlling how much new information overrides the old
estimate;

e r: immediate reward received after performing action a in state s;

e ~: discount factor, weighting the importance of future rewards relative to
immediate ones;

e max, (s',a’): the maximum estimated action-value achievable from the next
state s’

e r+ymaxy Q(s',a') — Q(s,a): the temporal-difference error, which quantifies
the gap between the current estimate and the improved estimate based on
new experience.

Over repeated interactions, the estimates in the Q-table converge toward the true
action values, enabling the agent to approximate the optimal policy without requir-
ing a model of the environment.

3.2.2 Register-Based Q-Learning in P4

Q-learning is particularly suitable for mapping into the data plane because its tab-
ular value-iteration structure aligns with the primitives of the PISA architecture.
The Q-table can be stored in register arrays, while state and action identifiers are
encoded as indices. This design allows Q-values to be updated directly within the
pipeline at line rate, using read-modify-write operations on registers and precom-
puted arithmetic via match-action tables. In QCMP, the workflow of register-based
Q-learning is organized as follows [17]:

1. State and reward extraction: When a packet arrives, the switch derives
the new state s’ and the immediate reward r from network telemetry, while
storing the previous state s and action a in registers.
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2. Next-state evaluation: The Q-values Q(¢',*) corresponding to the new
state are read from the Q-table registers.

3. Action selection: The switch selects the next action a’ using an e-greedy
policy, balancing exploration and exploitation.

4. Register update: The registers holding (s, a, Q(s,a)) are updated with the
new triplet (¢',a’, Q(s',a’)).

5. Q-value update: The temporal-difference update
Qs.a) < Q(s.a) + afr + ymax Q(s', @) — Q(s, a)]

is computed in the pipeline. Since multiplications are not natively supported,
the factors a and v are precomputed and stored in lookup tables, allowing
the update to be realized with additions and table lookups.

6. Action execution: Finally, the chosen action @’ is applied to the packet
forwarding decision, closing the loop of learning directly inside the data plane.

This register-based realization allows QCMP to continuously adapt its policy
in real time, exploiting the operations natively supported by P4-programmable
switches without requiring control-plane intervention.

3.3 RL-based DDoS Defenses

After identifying Q-learning as a viable algorithmic primitive for the data plane, we
broadened our investigation to assess whether reinforcement learning can serve as
a practical defense against DDoS attacks. It emerges as a strong candidate because
it adapts dynamically to highly variable, adversarial traffic patterns where static
or rule-based solutions often fail.

3.3.1 Comparing RL Approaches

Khozam et al. [19] present a Deep Reinforcement Learning—based mitigation sys-
tem for SDN, where an intelligent agent adaptively tunes defense strategies against
ICMP, TCP SYN, and UDP-based DDoS attacks. The authors favor RL over
conventional ML pipelines because DDoS mitigation in SDN is a rapidly chang-
ing control problem: policies must adapt online to unseen conditions rather than
merely classify traffic and apply static rules. In the Introduction, they argue that
signature-, blockchain-, and rule-driven techniques are too inflexible for modern
threats and can introduce unacceptable latency, whereas RL can discover effective
tactics in dynamic, uncertain settings and refine them over time via feedback. The
agent’s state is built from flow-level traffic statistics, while its actions comprise
fine-grained bandwidth allocation and traffic-control operations that the SDN con-
troller enforces in the data plane, keeping decisions agile and responsive. A key
design element is a performance-dependent reward that ties learning directly to
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QoS metrics (latency/jitter of legitimate traffic), explicitly encoding the objective
to mitigate attacks without degrading user experience. Overall, the approach aims
to preserve network performance while mitigating live attacks by issuing adaptive,
automated countermeasures aligned with the current network conditions.

Similarly, Simpson et al. [20] motivate reinforcement learning as an online de-
fense for volume-based DDoS because network traffic is inherently non-stationary
and labeled data are scarce or incomplete, which makes misuse-based or offline-
supervised methods brittle; instead, RL “looks for (and controls) the effect rather
than the cause,” adapting under drift by learning from real-time consequences. The
authors also highlight a long-standing “failure to launch” of ML-based anomaly de-
tection in production: despite extensive research, deployments remain rare due to
intrusion detection’s extremely low tolerance for false positives, high error costs,
limited open high-quality training data, and highly diverse, bursty traffic that shifts
across timescales—hence the motivation for online control that learns from conse-
quences rather than static signatures.

Concretely, they cast per-flow mitigation as sequential control and adopt a clas-
sical, low-latency RL stack, Sarsa with tile coding, trained strictly online (no replay,
no neural nets). The state combines global link-load observations with per-flow
measurements; for each source—destination pair, the agent selects the fraction of
inbound traffic to drop, which is enforced in an SDN enviroment by installing a
rule that drops each relevant packet with probability p. Per-flow decisions are em-
phasized as crucial for precise control and reduced collateral damage to legitimate
traffic: unlike aggregate actions, per-flow policies can observe individual behavior
(e.g., inter-arrival times, symmetry, response to drops) and apply tailored throt-
tling, enabling forgiveness logic, performing better with congestion-aware protocols,
and enhancing adaptability to dynamic traffic. In principle, the feedback-loop de-
sign allows continuous monitoring after an action to forgive mistakenly punished
flows; if the state is tracked per flow and combined with the last applied action, by
observing how a flow behaves after being penalized, the system can quickly separate
mistaken punishments from genuinely malicious behavior.

Building on prior work, the authors investigated suitable features for feedback-
loop control in online DDoS flow identification and identified two with particularly
strong predictive power: correspondence ratio and A send/receive rate. The corre-
spondence ratio: the ratio between a flow’s outbound and inbound volumes for a
source—destination pair helps expose asymmetric traffic patterns; values near zero
indicate one—way, reply—poor exchanges that are characteristic of illegitimate vol-
umetric activity. Finally, A send/receive rate measures how traffic rates change
in response to the last action; this captures the behavioral reaction to bandwidth
increases or reductions, providing a sensitive signal for online adaptation (benign
and attack flows tend to respond differently to throttling or relief).

Ganesan et al. [21] investigate the practicality and effectiveness of using rein-
forcement learning to mitigate DoS attacks in SDN environments with programmable
switches. The paper underscores SDN vulnerabilities, most notably the risk of over-
whelming the centralized controller and saturating the control channel, and lever-
ages the flexibility of P4-programmable switches together with RL’s adaptiveness

32



Reinforcement Learning

to handle flooding-based attacks without consulting the controller for every mali-
cious packet, while continuously learning to recognize new and previously unseen
patterns.

The choice of RL is motivated by a key limitation of supervised ML: although
models trained on labeled traffic can classify flows as benign or malicious with
high accuracy, they adapt slowly to changing traffic conditions because they re-
quire (1) collecting new data, (2) labeling flows, (3) retraining, and (4) redeploying
the model. Since this process is both time-consuming and often dependent on hu-
man intervention for labeling, its practicality in dynamic network environments is
significantly reduced.

In practice, the authors integrate a PPO-based RL agent that learns attack
signatures from flow features (e.g., packet counts and sizes) and translates its deci-
sions into match—action rules directly installed in the P4 data plane to filter packets
exhibiting those feature values. This closed-loop framework demonstrates that the
agent can learn signatures that generalize beyond specific endpoints, i.e., inde-
pendent of source/destination IPs, thereby remaining effective even against DDoS
campaigns with spoofed sources.

Zhang et al. [22] propose an RL-driven throttling defense tailored to ampli-
fication DDoS, in which an agent learns filtering policies directly from live traffic
rather than relying on static, port-based rules. Because amplified flows often re-
semble everyday traffic and appear to originate from commonly used servers, tradi-
tional packet-level filters struggle; by contrast, the authors argue that reinforcement
learning is well-suited to mitigating such attacks. Concretely, they instantiate per-
server agents (one per DNS amplifier) that, in fixed time windows, observe the
two-dimensional state (Lserver, Ltotal), the per-server load and the aggregate link
load, choose an action (forward or drop), and receive rewards that promote deliv-
ery of legitimate traffic while penalizing congestion and overly dominant per-server
load. The policy is learned via e-greedy Q-learning, and the resulting decisions are
implemented as a router-resident throttling strategy. Over time, the system adapts
its filtering modes to varying traffic conditions, effectively discarding attack traffic
while preserving normal flows.

3.3.2 Limitations and Open Issues

Taken together, these four studies validate the feasibility of RL-based DDoS mit-
igation, but they also expose cross-cutting fault lines that matter for real deploy-
ments. In moving from prototype to practice, recurring challenges surface: re-
liance on off-switch feature extraction and offline datasets, fragile reward design
under non-stationary traffic, enforcement-only use of programmable data planes,
and scalability pressures from state design and agent granularity. The following
analysis distills these limitations and discusses their implications for deployability
and safety.

External systems to extract flow-level features for the agent’s state Sev-
eral RL defenses construct the agent’s state off-switch, requiring packet capture
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and external feature extraction before batching features to the learner, which in-
creases training latency and operational overhead. In Ganesan et al. [21], traffic
is captured as pcaps and transformed into flow-level features using CICFlowMe-
ter; these features feed a Gym wrapper that drives the RL agent, while the data
plane only enforces learned rules and does not supply state to the agent directly.
This architecture simplifies prototyping but requires packet captures and external
processing during training, creating a tight coupling to control-plane telemetry.
Similar CICFlowMeter-based pipelines are common across prior SDN RL defenses,
incurring data-plane < control-plane transfer costs that add delay and load [19].

Dataset-based, offline training that may age poorly Some approaches train
the agent offline by replaying labeled corpora (e.g., CICDD0S2019/CICIDS2017)
and then evaluate actions against an “oracle” built from those labels [19],[21]. While
this “offline RL” de-risks early exploration, it ties learning to the timeliness and
representativeness of historical data, raising concerns about staleness as attack
patterns evolve.

Using the programmable data plane only for enforcement, and focusing
solely on flooding DDoS Among the surveyed works, Ganesan et al. [21] is
the only defense that leverages a programmable data plane, but the switch is used
primarily as an enforcement point: the RL agent runs off-switch and translates
decisions into match-action rules pushed directly to the P4 pipeline. Moreover, the
evaluation and framing explicitly focus on flooding-style DoS/DDoS, rather than a
broader spectrum of attack classes.

Reward-function fragility: prior knowledge vs. proxy metrics Reward
specification remains a central challenge. One line of work side-steps it with an
“oracle” reward derived from labeled datasets, useful for feasibility studies but
impractical online [21],[19]. Another defines reward via aggregate network metrics
(e.g., penalizing congestion and rewarding the proportion of legitimate throughput,
with additional priors), which may not faithfully capture per-flow maliciousness and
can bias learning under mixed traffic [22],[20].

State Definition as a Bottleneck for Scalable RL Defenses A broader chal-
lenge across RL-for-networking is how to define the state: which traffic/telemetry
features are truly informative, observable at line rate, and compact enough for
learning. Zhang et al.’s [22] amplification defense illustrates the resource burden
of instantiating a separate virtual agent per DNS amplifier and acknowledges that
scaling to “hundreds of nodes” would demand deeper models and more complex
state spaces. State design often requires substantial feature engineering (e.g., se-
lecting packet /flow features that can both summarize behavior and be enforced as
match—action keys), as shown in the [21] pipeline where the authors shortlist ports,
flag counts, packet-length statistics, and per-direction rates to represent the en-
vironment and drive actions. Moreover, continuous-valued network measurements
complicate tabular methods, to cope with continuous state spaces at line rate,
some dataplane, oriented work adopts classic discretization schemes (tile coding)
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with on-device Sarsa, highlighting a practical path to approximate continuous fea-

tures within programmable hardware |

]. Crafting a state rich enough to capture

dynamics yet light enough to run at scale underscores why state definition remains
a challenge for RL-based defenses.

Table 3.1: Gap Analysis.

Design Aspect

Khozam
et al. |

]

Simpson
et al. [20]

(Ganesan
et al. [21]

Zhang et
al. [22]

Our Work

Using the pro-
grammable data
plane

X

v

X

v

External  sys-
tems to extract
flow-level  fea-
tures for the
agent’s state

Dataset-based,
offline training

Attack  scope:
amplification
DDoS  mitiga-
tion

Reward-
function:
knowledge

prior

Reward-
function: net-
work metrics
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Chapter 4

Thesis Objectives

The previous chapters have highlighted how Distributed Denial of Service attacks
have evolved into a persistent and large-scale threat to Internet availability, with
amplification-based techniques standing out for their efficiency, scalability, and de-
structive potential. By exploiting protocol asymmetries and vulnerable third-party
services, amplification attacks enable adversaries to generate massive traffic vol-
umes with minimal effort, making traditional host-based and control-plane-centric
defenses increasingly inadequate. As attack rates continue to reach terabit-per-
second scales, mitigating malicious traffic as early as possible in the network has
become a critical requirement rather than an optimization.

In parallel, recent advances in programmable data planes have sparked signifi-
cant research interest in pushing security mechanisms directly into the forwarding
path. By enabling line-rate packet processing, fine-grained telemetry, and stateful
decision-making inside network devices, programmable switches offer a promising
foundation for scalable, low-latency DDoS mitigation.

At the same time, the emergence of in-network machine learning has shown
that data-plane programmability can be leveraged not only for static filtering, but
also for adaptive and intelligent traffic control. However, when considering RQ2,
despite this growing body of work, existing solutions largely rely on offline training,
external control-plane support, or focus primarily on flooding-style attacks, leaving
key challenges in amplification-aware, fully in-network learning unaddressed (C2).

To address RQ1, this work explores a research direction that has not been
previously investigated to the best of our knowledge, namely the mitigation of
amplification DDoS attacks entirely within the programmable data plane using
online reinforcement learning. Specifically, we propose a Reinforcement Learning
agent that learns directly from observed network traffic and discards malicious flows
without relying on external systems or pre-existing datasets for training (C1).

In this way, the threat can be addressed at the network layer, avoiding the
overhead of inspecting application-layer payloads. Moreover, the proposed agent
can readily adapt to emerging malicious traffic patterns. To realize this vision, we
design a learning agent that operates within the packet processing pipeline and
relies exclusively on features that can be extracted at line rate.

To answer RQ3, the agent analyzes line-rate telemetry extracted from bidirec-
tional flows between the victim and vulnerable public servers. The observed state
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combines traffic asymmetry indicators derived from inbound and outbound flow
statistics with a Quality-of-Service (QoS) indicator reflecting service degradation
at the switch (C3). The integration of amplification-aware features with QoS feed-
back enables the agent to learn and enforce mitigation actions online, effectively
filtering malicious traffic while safeguarding legitimate service performance.

Finally, to address RQ4, the proposed in-switch learning approach is experi-
mentally compared against a static threshold-based filtering policy. The comparison
aims to evaluate how adaptive learning decisions differ from fixed mitigation rules
when facing varying traffic conditions. In particular, the study analyzes both the
effectiveness of the mitigation strategy and the decision behavior of the system,
highlighting how reinforcement learning can leverage temporal traffic context to
perform more flexible and context-aware filtering decisions (C4).
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Chapter 5

Methodology

5.1 System Modeling

== |P Spoofed Requests
== Server Responses
Legitimate Requests

A

Attacker

=

Switch S, VictimV

Botnet B Public Servers C

Figure 5.1: System model of an amplification-based DDoS attack scenario. A bot-
net B generates spoofed requests toward public servers C', which produce amplified
responses directed to the victim V. Legitimate requests originating from the victim
and amplified responses are forwarded through the programmable switch S,,.

Figure 5.1 illustrates the abstract system model considered in this work. We model
a network scenario subject to an amplification-based DDoS attack, where an at-
tacker controls a botnet that generates spoofed requests towards a set of public
servers, which in turn produce amplified responses directed to a victim host.

Time is modeled as a discrete variable t € N, where each time step corresponds
to a fixed observation window of duration At.

The system consists of the following abstract components:
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an attacker controlling a set of compromised hosts denoted as B (e.g., bots
generating spoofed requests);

a set of public servers exploited as reflectors denoted as C' (e.g., DNS or NTP
servers);

a network switch forwarding traffic towards the victim Sy, (a programmable
data-plane switch);

a victim host targeted by the attack denoted as V' (the protected service
endpoint).

During each time window ¢, the target generates a set of request packets that are
forwarded by the switch toward one of the public servers. Let

Vt — {pktiut,pk’tht7 .. ,pktﬁjﬂ} (51)
denotes the set of outbound packets observed during time window ¢, and |V?] is the

number of packets in the set.

As a consequence, the public servers generate response packets, forming the set
of outbound packets observed during time window ¢, and |C’| is the number of

packets in the set, which is forwarded by the switch toward the victim.

During each time window, the switch observes a set of flows, denoted as

Fe={f1, fas---, fe}, (5.3)

where each flow is identified by the 5-tuple

fr = (I Psve, I Pysy, Protocol, Portg.., Portas). (5.4)

While benign traffic may occasionally exhibit moderate request-response imbal-
ance (e.g., due to DNSSEC or bulk replies), amplification attacks are characterized
by persistent and significantly larger deviations that are sustained across multiple
time windows. In contrast, under normal request-response operation, the Band-
width Amplification Factor (AF},) and the Packet Amplification Factor (AF}), as
defined in the theoretical background Section 2.1.3, between any request pkt™ and
its corresponding response pkt°“* associated with the same flow fi satisfy

2 pktinee: Dytes(pkt™)
Zpktout oyt bytes(pktout)

Ct
AFp = u =~ 1, AFb =

~ 1. 5.5

If an attack occurs during a time window, the botnet generates a set of spoofed
request packets directed toward the public servers, with the victim’s IP address set
as the destination address. Let

B' = {pt$"™, pktg™, ... pkt(ah} (5.6)
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denotes the set of spoofed requests observed during time window ¢, and |B'| is the
number of packets in the set.

For each spoofed request pkt® € B!, the public servers generate a set of ampli-
fied response packets, denoted by G(pkt°). The overall set of amplified response
packets observed during the same time window is therefore given by

gt = Z g(pktom) = {pktllnapk én’ s apk Tgﬂ}? (57)

pktout cnt

that is the set of outbound packets observed during time window ¢, and |G'| is the
number of packets in the set, which is forwarded by the switch toward the victim.
The resulting inbound traffic may saturate the victim’s network and processing
resources, leading to severe service degradation or denial of service.

In this case, the Packet Amplification Factor and the Bandwidth Amplification
Factor satisfy

t ineat Dytes(pkt™
AF, = @ >1, AR, = Lpieeg: DYtest 2 ~ 1. (5.8)
|BY| Zpktmegt bytes(pktout)
As demonstrated in [20][22], the correspondence ratio between upstream and

downstream traffic represents a highly informative feature for detecting malicious
traffic. Traffic asymmetry constitutes a key behavioral indicator that helps distin-
guish legitimate traffic patterns, which typically exhibit balanced request-response
exchanges, from illegitimate patterns generated during amplification attacks, where
a limited volume of requests triggers a disproportionately large volume of responses.

Motivated by these observations, we introduce a generalized Asymmetry Index
(AI) that jointly accounts for both packet-level and bandwidth-level imbalance to
have a protocol-agnostic representation of the degree of asymmetry observed during
a time window t. Specifically, the index is defined as a function of the Packet
Amplification Factor AF}, and the Bandwidth Amplification Factor AF,,

Al, = f(AF,, AF,), (5.9)

where the function f(-) is designed to map traffic asymmetries to a normalized
range Al; € [0,1]. Both factors are required, as amplification may arise either from a
single request triggering a disproportionately large response, or from a single request
eliciting multiple response packets, as observed across different amplification-prone
protocols in Table 2.1.

Values of Al close to 0 indicate a strong asymmetry skewed toward the vic-
tim, where the outbound traffic from the victim to the servers (denoted as out)
significantly exceeds the inbound traffic in the opposite direction (denoted as in).
Conversely, values of Al close to 1 indicate asymmetry skewed toward the servers,
where inbound traffic dominates outbound traffic. Values around 0.5 correspond
to approximately symmetric traffic conditions, which are typically associated with
benign request-response communication.
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5.2 MDP Modeling

The objective of the mitigation system is to limit the impact of amplification-based
DDoS attacks by reducing traffic asymmetry, while preserving legitimate request-
response communication in order to avoid service degradation.

While programmable data planes enable fine-grained traffic monitoring and en-
forcement at line rate, relying on enforcing static rules in the data plane alone is
insufficient to solve the mitigation problem formulated above. The ideal objective
requires reasoning over multiple time windows, accounting for how mitigation ac-
tions influence both future traffic asymmetry and service degradation. However,
programmable data-plane devices operate under strict constraints in terms of com-
putation, memory, and supported operations, and have access only to local and
instantaneous traffic observations. As a result, fixed thresholds and static rules
cannot capture long-term dependencies and adapt to non-stationary traffic pat-
terns. This limitation is particularly critical in the context of amplification-based
DDoS attacks, which are particularly challenging to detect because their character-
istics may evolve rapidly over time and the spoofed requests closely resemble benign
traffic in terms of packet format, also the resulting responses appear as legitimate
packets originating from public servers. As a consequence, packet-level filtering
alone is often insufficient to capture the underlying malicious behavior. Instead,
aggregate traffic characteristics, such as correspondence ratios, have been shown to
be significantly more effective.

For these reasons, implementing the ideal mitigation strategy through deter-
ministic data plane logic is impractical. The scenario instead exhibits an inher-
ently sequential structure, where actions taken at time ¢ affect subsequent traf-
fic dynamics and service quality.Accordingly, we reformulate the mitigation task
as a sequential decision-making problem, which can be naturally modeled as a
Markov Decision Process (MDP), which provides a framework for modeling se-
quential decision-making under uncertainty [23]. An MDP is defined by the tuple

M= (S, A, P,R,~), (5.10)

where S denotes the state space, A the action space, P the state transition dynam-
ics, R the reward function, and v € (0,1) the discount factor.

Time is modeled as a sequence of discrete windows indexed by t. At each time
window, the agent operates at the programmable data plane and observes a state
s; € S that summarizes the current traffic conditions and indicators of service
degradation observed at the switch. Based on the observed state, the agent selects
a mitigation action a; € A, which affects how traffic is handled during the current
time window.

After applying action a;, the system then transitions to a new state s;,; accord-
ing to a probabilistic transition function P(s:y1 | St,a;). The agent then receives a
scalar reward 1, = R(sy, a;), which reflects the effectiveness of the mitigation action
in reducing attack impact while preserving service quality.

The discount factor + captures the trade-off between immediate mitigation ef-
fects and long-term system performance, emphasizing that mitigation decisions
taken at a given time window may have lasting consequences in the future.
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However, the state transition dynamics are unknown and depend on external
factors such as traffic fluctuations and adaptive attacker behavior, making explicit
modeling impractical. As a result, classical solution methods for Markov Decision
Processes are not applicable. The mitigation task is therefore addressed using a
model-free reinforcement learning approach, in which the agent perceives possibly
imperfect state information, selects actions that influence the evolution of the envi-
ronment, and optimizes a long-term objective expressed through rewards, enabling
adaptive mitigation policies that evolve over time while remaining compatible with
the constraints of programmable data-plane environments.

5.3 Reinforcement Learning Formulation

In this work, we adopt a value-based reinforcement learning approach based on Q-
learning, as it supports online learning with lightweight computations compatible
with programmable data-plane constraints. A detailed motivation for this choice is
provided in Section 5.4.

Since Q-learning operates on a state—action—reward formulation, in this section
we describe the reinforcement learning formulation of the mitigation problem by
instantiating the Markov Decision Process introduced above. In particular, the
programmable switch is modeled as a learning agent that observes traffic statistics
on a per-flow basis, selects mitigation actions for each flow, and receives feedback
in the form of rewards. The following paragraphs define the traffic asymmetry
metrics, state representation, action space, and reward function used by the agent
to learn an effective mitigation policy.

Traffic Asymmetry Metric To quantify per-flow traffic imbalance, traffic vol-
umes and packet counts are discretized into B bins, such that

bin(-) € {0,...,B —1}. (5.11)

The bandwidth and packet amplification factors for flow f; are computed as

AF® = h]bin(bytes(SE)) — bin(bytes(V))],  AF® = hlbin(|S}]) — bin(l(VziD}),
5.12

where .
h(z) = . 5.13
(1) = 5 (513)
and the function bytes(:) returns the corresponding traffic volume measured in
bytes and Sj and V}, denote the sets of inbound and outbound packets associated

with flow f; during time window ¢, respectively.

In particular, S}, is defined as
S, =CLuUg;, (5.14)

where C! represents the legitimate response packets generated by the servers in
reply to victim requests, and Gf. denotes the amplified response packets triggered
by spoofed attacker requests.
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The discretization is motivated by the constraints of programmable data-plane
architectures, which support only a limited set of arithmetic operations and typi-
cally do not allow general-purpose division. As a result, continuous-valued ratios
are replaced by discrete representations that can be efficiently computed using
match—action tables, where the output corresponding to a given pair of operands
is precomputed and stored.

The resulting Asymmetry Index for flow f; at time window ¢ is defined as
ALY =50+ (1+ [y, AR + w, AR )., (5.15)

where the weighting coefficients satisty wy,+w, = 1 and 0 < wy,, w, < 1.. Since both
AFém and AFék) take values in the interval [—1,1], the weighted sum in brackets is
also bounded in [—1,1]. The index is in the range [0,100] to ensure compatibility
with programmable data-plane arithmetic. Values of AIEk) ~ 50 indicate symmetric
traffic conditions, values close to 0 indicate victim-side traffic imbalance, and values
close to 100 indicate server-side traffic imbalance.

State Representation Time is divided into discrete windows indexed by ¢. At
the end of each time window, the agent observes an aggregated traffic asymmetry
indicator and a service degradation signal resulting from the previously applied
mitigation decisions.

The state at time ¢ is defined as:
Sy = (AIt_l, a;_1, Seeregrt), (5.16)
where:

o AL, | = (A1, Al 5,..., Al,_p) is a finite history vector of past asymmetry
index values, computed over the previous H time windows;

e a, 1 = (a;_1,a;_9,...,a;p) is the corresponding history of mitigation actions
applied during those windows;

e ServDegr, encodes whether mitigation decisions have negatively impacted le-
gitimate traffic, due to excessive packet drops over consecutive windows.

The state representation is extended to include, in addition to the current traffic
indicators (Al;_1,a;_1), both the asymmetry index and the action applied in the
previous time windows. This design choice is motivated by two distinct considera-
tions.

First, the asymmetry index does not have an absolute semantic meaning when
interpreted in isolation. The same asymmetry value may correspond to benign
traffic conditions, ongoing attack activity, or policy-induced distortion depending on
whether traffic was previously allowed or dropped. For instance, a low asymmetry
level observed under a permissive policy may indicate normal traffic fluctuations,
whereas the same value observed under an aggressive dropping policy may reflect
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over-mitigation effects. By associating each asymmetry value with the action under
which it was generated, the agent can correctly interpret the traffic condition and
distinguish genuine imbalance introduced by its own policy.

Second, incorporating the previous asymmetry levels and the corresponding ac-
tions is necessary to ensure correct reward assignment. If the reward was computed
solely based on the current asymmetry index and action, without considering the
state in which the decision was made, an abrupt traffic change, such as the sudden
onset of an attack, could cause the agent to receive negative rewards even when its
action was fully consistent with the observed traffic pattern.

In other words, the agent was implicitly held responsible for exogenous dynamics
beyond its control, leading to unstable and potentially misleading learning behav-
ior. By explicitly encoding both the traffic metrics and the actions that produced
them, the proposed formulation evaluates decisions in context, thereby preventing
unjustified penalization and improving the stability and causal coherence of the
learning process.

The history length H is treated as a design parameter and specified at imple-
mentation time. By explicitly augmenting the state with this bounded memory,
the Markov property is preserved, as future transitions and rewards depend only
on the current augmented state and action.

Including finite histories of both the asymmetry index and the applied actions
allows the agent to model short-term temporal dependencies between mitigation
decisions and their delayed effects on traffic dynamics and service quality. This
approach is commonly adopted to partially mitigate limited observability at the
data plane and has also been used in related works [20].

Action Space Mitigation decisions are applied independently on a per-flow basis.
For each flow f;, the action space is defined as

A" = {DROP, ALLOW}, (5.17)

where the selected action determines whether packets belonging to flow f are
forwarded or filtered during the current time window. In particular, when the
action DROP is selected, packets associated with flow f, are dropped in both
directions, that is for traffic flowing from the victim to the servers and from the
servers to the victim.

Reward Function The reward function is designed to drive the agent toward
mitigation strategies that suppress attack-induced traffic asymmetry while avoiding
unnecessary service disruption. The learning objective is therefore to promptly
react to malicious imbalance and to prevent excessive degradation of legitimate
traffic. At each time window ¢, the switch receives a scalar reward

Ty € {_1707+1}’ (518)

computed as the combination of an action-conditioned asymmetry component 7/}
and a service degradation constraint.
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Action-Conditioned Asymmetry Component. The current asymmetry
index AIl;,_; is not evaluated in isolation. Its interpretation depends on the action
applied in that time window a; 1, since the same asymmetry value may corre-
spond to balanced traffic, insufficient mitigation, or excessive dropping depending
on whether traffic was previously allowed or dropped.

When evaluating the action selected at time window ¢ — 1, the reward mech-
anism therefore considers the recent decisions and traffic history that led to the
current traffic condition. In principle, the reward function could incorporate a
longer temporal dependency and inspect multiple past decisions in order to more
accurately attribute causality. However, for the sake of methodological clarity and
to demonstrate feasibility in this implementation, the historical depth is limited
to two decision windows (H = 2). This limited look-back is sufficient to capture
corrective or persistent behaviors while maintaining a simple and interpretable for-
mulation.

Accordingly, the asymmetry-based reward component 7/ is defined as a func-
tion of the pair (Al;_1,a;_1), optionally informed by the immediately preceding
asymmetry observation Al;_s.

Let Br, By, Biy, and By denote symbolic thresholds defining low, moderate,
and high asymmetry regions, with

Br < By < By < Bu (5.19)

The asymmetry-based reward is defined as

¢

0, if AL,y € (By,B4) and a;—1 = ALLOW and AI,_» > By,

+1, if ALy € (By;,54;) and a;_; = ALLOW,

0, if Al 1 <, and a;_1 = DROP and Al,_» > By,

r =< 1, if AI,_, < B and a;_; = DROP, (5.20)
0, if AI,_y > By and a;_1 = ALLOW and AI,_» < 3},

—1, if Al,_1 > By and a;_; = ALLOW,

0, otherwise.

\

Considering the first pair of conditions in Eq. (5.20), the agent is rewarded
when the observed asymmetry and the previously applied action are consistent
with balanced traffic conditions. In particular, when the asymmetry lies in the
moderate region and the previous action was ALLOW, the traffic is interpreted as
symmetric and therefore benign. In this case, the agent receives a positive reward.
However, if this apparent symmetry follows a decision taken in a prior window
where the asymmetry was clearly in the high region, the reward is set to zero. This
prevents the agent from being rewarded from allowing traffic during an ongoing
attack phase.

The second pair of conditions in Eq. (5.20) describes the overreaction case.
The agent is penalized when a dropping decision leads to traffic that is strongly
asymmetric toward the victim side, i.e., when the asymmetry falls in the low region
under a DROP policy. Such a condition indicates that no attack is likely in progress
and that legitimate client—server communication is being unnecessarily suppressed.
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Nevertheless, if the dropping decision follows a previous window characterized by
high asymmetry, the reward is set to zero rather than negative. This avoids pe-
nalizing defensive actions that were reasonable given earlier evidence of potential
attack activity.

Finally, the third pair of conditions in Eq. (5.20) captures the underreaction
case. The agent is penalized when allowing traffic results in strong asymmetry
toward the server side, which indicates insufficient mitigation during a likely attack
condition. However, if the permissive decision was taken when the asymmetry two
windows earlier was balanced or only mildly asymmetric toward the victim side, the
reward is again neutral. This ensures that the agent is not punished for decisions
that were coherent with the information available at the time they were made.

Overall, this formulation encourages corrective behavior while preventing in-
correct credit assignment due to abrupt traffic dynamics. The agent is evaluated
based on the consistency of its decisions with the recent traffic evolution, rather
than solely on the absolute asymmetry observed in the current window.

Service Degradation Constraint. To balance security and service availabil-
ity, the final reward incorporates the service degradation counter ServDegr;.

Service degradation is modeled as a cumulative counter that increases upon
drop decisions and decreases when traffic is forwarded.

If the cumulative degradation exceeds a predefined threshold X, the reward is
adjusted as follows:

—1, if ServDegr; > X and rM £ +1,

e =140, if ServDegr; > X and rf = +1, (5.21)

rl otherwise.

This formulation reflects the practical observation that repeatedly dropping
traffic may severely degrade service quality. For example, in the case of DNS traffic,
persistent packet drops can prevent legitimate clients from receiving responses,
leading to failed name resolution and poor user experience. In contrast, allowing
traffic in ambiguous conditions may help preserve service continuity.

An important assumption underlying this design is that amplification-based
attacks do not persist longer than N consecutive time windows. Therefore, the
service degradation threshold X is chosen such that X < N, thus this design ensures
that the service degradation mechanism regulates unnecessary aggressiveness but
does not interfere with legitimate defensive behavior during attack phases.

5.4 Reinforcement Learning Algorithm

Given the reinforcement learning formulation described in the previous section, a
suitable learning algorithm must satisfy several practical and architectural con-
straints imposed by the mitigation problem and by programmable data-plane en-
vironments.
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First, the state transition dynamics are unknown and depend on external traffic
fluctuations as well as adaptive attacker behavior. This precludes the use of model-
based approaches and motivates the adoption of a model-free reinforcement learning
algorithm capable of learning directly from interaction with the environment.

Second, the state and action spaces defined in Section 5.3 are discrete and rela-
tively compact, as traffic statistics are discretized through binning and mitigation
actions are binary. Under these conditions, tabular reinforcement learning methods
are well suited, as they allow explicit representation of state-action values without
requiring function approximation.

Third, programmable data planes impose strict constraints in terms of compu-
tational complexity, memory usage, and supported operations. Learning algorithms
deployed in this context must rely on simple arithmetic operations, bounded mem-
ory, and incremental updates.

Q-learning satisfies these requirements, as demonstrated by recent works [17],
which shows that the Q-learning update rule and state representation can be ef-
ficiently mapped onto data-plane primitives, such as registers and match-action
tables, enabling fully in-network reinforcement learning without reliance on exter-
nal controllers or offline training. QCMP further demonstrates that both inference
and online training can be performed at line rate with negligible hardware resource
consumption, validating the practicality of deploying learning agents directly within
programmable switches.

Finally, Q-learning naturally supports per-flow learning, enabling the switch to
maintain independent state-action value estimates for different flows. This aligns
with the per-flow mitigation model adopted in this work and allows the learning
process to capture heterogeneous traffic behaviors across servers.

For these reasons, Q-learning is adopted as the reinforcement learning algorithm
to learn adaptive mitigation policies directly within the programmable data plane.

As explained in the Section 3.2.1, Q-learning learns an action-value function
Q(s,a), which estimates the expected cumulative discounted reward obtained by
selecting action a in state s and following the learned policy thereafter.

For each flow f;, the Q-function is updated independently, at tlme window ¢,
after observing state sg ), selecting action ag ), and receiving reward 7, )1, the Q-value
is updated according to

Qi1 <3£i—)1> Gy 1> Q1 (St 15 ag )1)+04 [Tt(i)WL”Y max Q: <3§l ) ) Qi1 <3t 15 ag )1> ]
(5.22)
where « € (0,1] is the learning rate and v € (0,1) is the discount factor.
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Algorithm 1 Time-Window-Based Q-Learning for Traffic Throttling

1: Initialize Q(s,a) arbitrarily

2: Set learning rate «, discount factor ~, exploration rate e
3: Define time window duration 7'

4: for each episode do

5: Initialize environment
6: Observe initial state s
7: while episode not terminated do
8: // Action selection (per time window)
9: Select action a; from s; using e-greedy policy
10: // Apply action during window T
11: Execute a; for the entire time window T’
12: // Observe next state and reward
13: Measure traffic statistics over T’
14: Compute next state s;41
15: Compute reward r;
16: // Q-learning update
17: Q(st, ar) < Q(st,ar) + a[ry + ymax, Q(Se41,a) — Q(s¢, ar)]
18: St < St+1
19: end while
20: end for
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Implementation

DNS Server (h1) = . - g% Victim (h3)

NTP Server (h2) % bmv2 Switch
Attacker (h4)
(RL agent) ﬂ

Figure 6.1: Network topology used in the implementation. A bmv2 switch operates
as the RL agent and forwards traffic between the victim, the attacker, and DNS and
NTP servers are exploited as reflectors in an amplification-based DDoS scenario.

In this section, we present the implementation of our in-switch RL-based solution
for the mitigation of amplification DDoS attacks. The proposed system is designed
to operate directly in the data plane, enabling fast and scalable attack mitiga-
tion without relying on per-packet decisions from the control plane. Based on the
network topology introduced in Figure 5.1 in the previous section, we consider a
simplified yet representative scenario as depicted in Figure 6.1.

For clarity and reproducibility, the following assumptions are adopted in the
implementation:

e History length. The agent state includes traffic statistics from the last H
time windows, where H = 2.

e Number of legitimate servers. The topology includes |C| = 2 legitimate
servers generating traffic.

e Number of attackers. A single logical attacker entity is considered, mod-
eling spoofed amplification traffic without explicitly simulating a distributed
botnet.
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e Time window duration. Traffic decisions are taken at fixed intervals of
duration T = 10.

e Service degradation model. Service degradation is modeled as a cumula-
tive counter that increases by one unit for each DROP decision and decreases
by one unit for each ALLOW decision. Consistently with what is discussed in
Section 5.3, the degradation threshold X is set to X = 8. Furthermore, we
assume that amplification-based attacks do not persist longer than N = 8
consecutive time windows.

e Asymmetry thresholds. The asymmetry thresholds are set, respectively,
to B, = 0.35, 8y, = 0.45, 31, = 0.55, and By = 0.65.

6.1 P4 Data Plane

The data plane is implemented using the Behavioral Model v2 (BMv2) framework,
which provides a software-based reference implementation of P4-programmable
switches. BMv2 is designed to accurately emulate the behavior of programmable
data planes, enabling development, testing, and validation of P4 programs in a
controlled and reproducible environment.

As execution target, we adopt the simple_switch implementation, which is the
most widely used BMv2 target and represents the de-facto standard for P4 exper-
imentation [2][21]. The simple_switch target implements a complete packet pro-
cessing pipeline and supports match-action tables, counters, meters, and registers,
making it particularly suitable for prototyping advanced in-network functionalities.

The switch follows the vimodel architecture, which defines a standardized P4
pipeline composed of Parser, Ingress and Egress match-action stages, and a De-
parser. This combination provides a stable, hardware-agnostic, and well-established
platform for evaluating in-switch reinforcement learning mechanisms.

6.1.1 Header and Parser

The P4 program begins with a set of constant definitions that provide a shared
configuration for packet classification, flow management, and reinforcement learning
logic implemented in the data plane.

These constants serve three main purposes. First, they define protocol identi-
fiers (e.g., EtherType and transport-layer protocol numbers) required for correctly
parsing and classifying incoming packets. Second, they introduce timing and dis-
cretization parameters used to aggregate traffic statistics over fixed observation
windows and to encode continuous features into discrete bins suitable for table in-
dexing. Finally, they specify RL-related parameters, including action identifiers, ex-
ploration thresholds, and Q-table dimensions, which enable a lightweight in-switch
implementation of the algorithm.

Additionally, the constant definitions include parameters used to encode signed
Q-values within the unsigned bit-level representation supported by the P4 data
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plane. Since P4 registers and arithmetic operations are primarily defined over un-
signed bit fields, Q-values are represented using a fixed-width signed range mapped
onto an unsigned domain. The constants Q_OFFSET, Q_MIN, and Q_-MAX de-
fine, respectively, the offset applied to shift signed values into the unsigned range
and the minimum and maximum representable QQ-values. This encoding enables
compact storage and comparison of reinforcement learning values directly within
switch registers while preserving their signed semantics.

By centralizing these values as compile-time constants, the design improves
readability and portability, while allowing the behavior of the agent to be tuned
without modifying the core packet-processing logic.

The packet processing pipeline relies on explicit header and metadata definitions
to expose protocol fields and maintain state across stages, as shown in Listing
6.1. Standard protocol headers are defined for Ethernet, IPv4, and UDP packets,
enabling the parser to extract all relevant network-layer and transport-layer fields
(lines 4-30). In particular, the UDP header exposes source and destination ports,
which are essential for identifying amplification services.

In addition to protocol headers, a dedicated metadata structure is defined to
store per-flow state and reinforcement learning variables (lines 32-52). The meta-
data includes a unique flow identifier and direction flags to distinguish incoming
and outgoing traffic, along with per-flow packet and byte counters used to quantify
traffic asymmetry. These counters enable the computation of amplification factors
in terms of both packet count and byte volume in the Egress block.

To support in-switch reinforcement learning, the metadata struct also keeps
discretized feature values, encoded as fixed-width bins, which are used to index the
Q-table and represent the current state of the environment (lines 41-46). Additional
fields are used to trigger agent execution, store the last action taken, and maintain
a temporal reward signal derived from traffic asymmetry metrics.

typedef bit<48> macAddr_t;
typedef bit<32> ip4Addr_t;

header ethernet_t {
macAddr_t dstAddr;
macAddr_t srcAddr;
bit<16> etherType;
}

header ipv4_t {
bit<4> version;
bit<4> ihl;
bit<8> diffserv;
bit<16> totallen;
bit<16> identification;
bit<3> flags;
bit<13> fragOffset;
bit<8> ttl;
bit<8> protocol;
bit<16> hdrChecksum;
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60

61

62

63

Listing 6.1: Header type definitions and metadata structures for per-flow and RL
state

The parser in Listing 6.2 implements the logic required to extract standard protocol
headers and to drive the construction of the corresponding parse graph. Each packet
parsing process starts from a common start state and proceeds through a sequence

ip4Addr_t srcAddr;
ip4Addr_t dstAddr;

header udp_t {

bit<16> srcPort;
bit<16> dstPort;
bit<16> len;

bit<16> checksum;

struct metadata {

};

bit<32> flow_id; // Unique per-flow tdentifier

bit<16> port_to_check; // UDP port to inspect for amplification
bit<1> direction; // INCOMING or OUTGOING

bit<1> is_amplifiable_service;

bit<PKT_COUNT_BITS> in_pkt_count; // Packet count incoming
bit<PKT_COUNT_BITS> out_pkt_count; // Packet count outgoing
bit<BYTE_COUNT_BITS> in_byte_count; // Byte count incoming
bit<BYTE_COUNT_BITS> out_byte_count; // Byte count outgoing
bit<3> bin; // Discretized feature index

bit<1> agent_trigger; // Flag to activate RL decision
bit<3> £0;

bit<3> f1; // Binned features

bit<3> £2; // for RL-related computations

bit<3> £3;

bit<16> amplification_factor_byte;

bit<16> amplification_factor_pkt;

bit<8> asymmetry_index; // Asymmetry indexz for RL rTeward
int<8> reward; // Temporal reward signal

bit<1> last_action_taken; // Last RL action: ALLOW or DROP
bit<4> service_degradation;

bit<1> prev_action;

bit<b> prev_asymmetry_index_bin;

bit<1> curr_action;

bit<b> curr_asymmetry_index_bin;

struct headers {

}

ethernet_t ethernet;
ipv4_t ipv4;
udp_t udp;

of parsing states based on the values of previously extracted header fields.

52




Implementation

The parser extracts the Ethernet header and uses the EtherType field to iden-
tify IPv4 packets, while non-IPv4 traffic is accepted without further parsing. For
IPv4 packets, the IPv4 header is extracted and the protocol field is inspected to
selectively parse UDP headers. All other packets are directly accepted.

In this work, the resulting parse graph is simple, as the system relies exclusively
on standard protocol headers and does not introduce any custom encapsulation
formats.

| |parser MyParser(packet_in packet,

2 out headers hdr,

inout metadata meta,

inout standard_metadata_t standard_metadata) {

6 state start {
7 transition parse_ethernet;

10 state parse_ethernet {

11 packet.extract (hdr.ethernet);

12 transition select(hdr.ethernet.etherType) {
TYPE_IPV4: parse_ipv4;

14 default: accept;

}

1 }
17
18 state parse_ipvd {
9 packet.extract (hdr.ipv4) ;
20 transition select(hdr.ipv4.protocol){
21 TYPE_UDP: parse_udp;
22 default: accept;
2 }

}

26 state parse_udp {
7 packet.extract (hdr.udp) ;
28 transition accept;

Listing 6.2: Parser implementation for Ethernet, IPv4, and UDP packets

6.1.2 Ingress

The ingress control block begins by declaring a set of temporary variables and
persistent registers used to maintain per-flow traffic state across packets. Tem-
porary variables are defined to support intermediate computations during packet
processing without allocating persistent memory.

Separate registers are maintained for incoming and outgoing packet (in_pkt_count_reg

and out_pkt_count_reg), and byte counts (in_byte_count_reg and out_byte_count_reg),
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enabling the switch to capture traffic asymmetry at the flow level. In addition, a
timestamp register records the arrival time of the first packet within each monitor-
ing window, supporting time-based aggregation of per-flow traffic statistics.

The ingress stage in Listing 6.3 defines a set of match-action tables and actions
that collectively implement packet forwarding, flow direction identification, and
amplification service detection.

The ipv4_lpm table (line 12) is responsible for layer-3 forwarding decisions based
on longest-prefix matching on the IPv4 destination address. When a matching
entry is found, the ipv/_forward action updates the Ethernet source and destination
addresses, decrements the IPv4 time-to-live field, and assigns the appropriate egress
port. Packets that do not match any forwarding rule are handled by the drop action,
which marks them for immediate discard.

Following routing, the packet_direction table (line 37) classifies packets as in-
coming or outgoing traffic and assigns a bounded per-flow identifier. Depending
on the matched prefix, the table invokes either the get_flow_id_in or get_flow_id_out
action. These actions set the traffic direction and compute a flow identifier using a
CRC32 hash over a selected subset of packet header fields.

The check_amplification_service table (line 58) determines whether a packet is
associated with a known amplification service by performing an exact match on the
inspected transport-layer port. The amplifiable_service and not_amplifiable_service
actions set a metadata flag that is later used to trigger feature extraction and
reinforcement learning decisions.

Finally, the read_and_clear action (line 71) populates the metadata with packet
and byte counts accumulated over the monitoring window in the ingress registers,
making them available to the egress block, and simultaneously clears the corre-
sponding register entries.

control MyIngress(inout headers hdr,
inout metadata meta,
inout standard_metadata_t standard_metadata) {

action drop() {
mark_to_drop(standard_metadata) ;

}

action ipv4_forward(macAddr_t dstAddr, egressSpec_t port) {
standard_metadata.egress_spec = port;
hdr.ethernet.srcAddr = hdr.ethernet.dstAddr;
hdr.ethernet.dstAddr dstAddr;
hdr.ipv4.ttl = hdr.ipv4.ttl - 1;

3

table ipv4_lpm {
key = {
hdr.ipv4.dstAddr: lpm;
b
actions = {
ipv4_forward;
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22 drop;

23 T

24 size = 1024;

25 default_action = drop();
26 }

28 action get_flow_id_in() {

29 meta.direction = INCOMING;

30 hash(meta.flow_id, HashAlgorithm.crc32, (bit<32>)0,

31 {hdr.ipv4.srcAddr, hdr.ipv4.dstAddr, hdr.ipv4.protocol,
hdr.udp.srcPort, hdr.udp.dstPort},

32 (bit<32>)MAX_FLOWS) ;

33 }

34 action get_flow_id_out() {

35 meta.direction = OUTGOING;

36 hash(meta.flow_id, HashAlgorithm.crc32, (bit<32>)0,

37 {hdr.ipv4.dstAddr, hdr.ipv4.srcAddr, hdr.ipv4.protocol,
hdr.udp.dstPort, hdr.udp.srcPort},

38 (bit<32>)MAX_FLOWS) ;

9 +

10

1 table packet_direction {

12 key = {

13 hdr.ipv4.dstAddr: lpm;

14 }

15 actions = {

46 get_flow_id_in;

17 get_flow_id_out;

48 drop;

19 }

50 size = 4;

51 default_action = drop();

52 }

53

54 action amplifiable_service() {

55 meta.is_amplifiable_service = 1;

56 }

58 action not_amplifiable_service() {

59 meta.is_amplifiable_service = O;

60 }

62 table check_amplification_service {
63 key = {

64 meta.port_to_check: exact;
65 }

66 actions = {

67 amplifiable_service;

68 not_amplifiable_service;

69 }

70 size = 1024;
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71 default_action = not_amplifiable_service();

72 }

74 // Single action to read all rTegisters at index ‘idx‘, populate
the metadata, then clear the registers back to 0.

75 action read_and_clear(bit<32> idx) {

76 in_pkt_count_reg.read(meta.in_pkt_count, idx);

77 in_pkt_count_reg.write(idx, (bit<16>)0);

79 out_pkt_count_reg.read(meta.out_pkt_count, idx);

80 out_pkt_count_reg.write(idx, (bit<16>)0);

81

82 in_byte_count_reg.read(meta.in_byte_count, idx);
83 in_byte_count_reg.write(idx, (bit<32>)0);

84

85 out_byte_count_reg.read(meta.out_byte_count, idx);
86 out_byte_count_reg.write(idx, (bit<32>)0);

87 T

Listing 6.3: Match-action tables for routing, direction identification, and service
detection

The Ingress apply block in Listing 6.4 orchestrates the execution of the ingress
pipeline by conditionally invoking match-action tables and updating per-flow state.
Processing is restricted to IPv4 packets, for which routing is first performed through
the ipv4_lpm table. Subsequent logic is applied only to UDP traffic, reflecting the
focus on amplification-based attacks. Packets arriving from the attacker-facing
port, which correspond to spoofed request traffic generated by the attacker, are
explicitly excluded from further processing to avoid unnecessary state updates.

For eligible packets, the ingress pipeline determines traffic direction and assigns
a flow identifier through the packet_direction table. Based on the detected direction,
the relevant UDP port is selected and stored in metadata to identify the potential
service associated with the packet. The check_amplification_service table is then
applied to determine whether the packet belongs to a known amplifiable service,
enabling selective activation of monitoring logic.

When an amplifiable service is detected, the ingress block enforces a time-
window—based aggregation mechanism. For each flow, the timestamp of the first
packet in the current window is retrieved and compared against the global ingress
timestamp. If the monitoring window has elapsed, accumulated per-flow counters
are read and cleared, a new window is initialized, and a trigger is set to signal
the reinforcement learning agent to select a new action for the flow. Otherwise,
the current window is maintained and thus packet and byte counters are updated
according to the packet direction.

The ingress stage is responsible for window-based flow monitoring and for pro-
viding the information required by the agent to make mitigation decisions in sub-
sequent processing stages.

x‘apply {
2 | if (hdr.ipv4.isValid()) {

56



Implementation

11

28

ipv4_lpm.apply(O;
if (hdr.udp.isValid()) {
// If packet comes from the attacker, avoid any processing
and just forward
if (standard_metadata.ingress_port != PORT_TO_ATTACKER) {
// Determine port to check based on packet direction
packet_direction.apply();

// If packet is imcoming (from network -> our host),
look at the UDP source port, instead if 2t s

// outgoing (our host -> network), look at the UDP
destination port

if (meta.direction == INCOMING) A{
meta.port_to_check = hdr.udp.srcPort;

} else {
meta.port_to_check = hdr.udp.dstPort;

// Detect amplifiable service
check_amplification_service.apply();

if (meta.is_amplifiable_service == 1){
// Read the stored timestamp for this flow (first
packet in the current window)
first_ts.read(tmp48, meta.flow_id);

// If we already have a timestamp (i.e., mot zero)...
if (tmp48 > 0) {
// If the elapsed time since the first packet
exceeds the time window. ..
if (standard_metadata.ingress_global_timestamp =
tmp48 > time_window) {
// Trigger read_and_clear to process the
accumulated flow state
read_and_clear(meta.flow_id);

// Start a new time window by recording this
packet’s timestamp
first_ts.write(meta.flow_id,
standard_metadata.ingress_global_timestamp) ;

// Signal that the agent should select a new
action for this flow
meta.agent_trigger = ACTIVE;

3
else{
// Otherwise (no timestamp yet), record the
current packet’s timestamp
// as the first packet in this time window
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3 first_ts.write(meta.flow_id,
standard_metadata.ingress_global_timestamp) ;

16 // Update packet/byte counters per direction

17 if (meta.direction == INCOMING ){

48 in_pkt_count_reg.read(tmpl6, meta.flow_id);
19 tmpl6 = tmpl6 + 1;

50 in_pkt_count_reg.write(meta.flow_id, tmpl6);

52 in_byte_count_reg.read(tmp32, meta.flow_id);
tmp32 = tmp32 + standard_metadata.packet_length;
54 in_byte_count_reg.write(meta.flow_id, tmp32);

- }

56 else{ // meta.direction == OUTGOING

57 out_pkt_count_reg.read(tmpl6, meta.flow_id);

58 tmpl6 = tmpl6 + 1;

59 out_pkt_count_reg.write(meta.flow_id, tmpl6);

61 out_byte_count_reg.read(tmp32, meta.flow_id);

62 tmp32 = tmp32 + standard_metadata.packet_length;
63 out_byte_count_reg.write(meta.flow_id, tmp32);

6o |}

Listing 6.4: Ingress apply logic for flow monitoring and window-based state update

6.1.3 Egress

The egress control block represents the core of the proposed in-switch reinforce-
ment learning implementation. While the ingress pipeline is responsible for traffic
monitoring and state aggregation, the egress block performs the actual learning,
decision-making, and policy update operations. All reinforcement learning state is
maintained and updated in this stage, enabling the switch to autonomously adapt
its mitigation behavior based on observed traffic patterns.

The egress block defines a set of registers that collectively implement the Q-
learning model. A packed Q-table stores the action-value estimates for each dis-
cretized state, while additional per-flow registers track the previously visited state,
the last actions taken, the cumulative service degradation counter, the previous
asymmetry index, and the number of elapsed time windows. Global registers are
also used to support e-greedy exploration through random number generation and
to distinguish the initial learning step from subsequent updates.

Local variables declared in this block are used to store intermediate results of
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the Q-learning computations, such as the estimated future reward, the temporal-
difference error, and the updated action-value. The detailed learning equations and
their step-by-step implementation are discussed later in this section.

The Listing 6.5 defines a sequence of match-action tables used to discretize traf-
fic statistics, derive amplification-related metrics, and compute the reward signal
required by the reinforcement learning algorithm.

The in_pkt_count_bin, out_pkt_count_bin, in_byte_count_bin, and out_byte_count_bin
tables perform range-based matching on per-flow packet and byte counters and in-
voke the set_bin to assign the corresponding discretized bin value to the metadata.
These tables convert continuous traffic measurements into a compact, finite repre-
sentation suitable for Q-table indexing.

Based on the discretized features, the amplification_factor_byte and amplifica-
tion_factor_pkt tables compute amplification factors in terms of byte volume and
packet count, respectively. Each table matches on pairs of binned features and
applies the corresponding action to store the derived amplification factor in meta-
data (set_amplification_factor_byte or set_amplification_factor_pkt). This separation
allows the switch to independently model amplification effects in both dimensions.

The asymmetry_index table combines the computed amplification factors with
the inspected service port to derive a single asymmetry indicator. Including the
service port in the matching key enables service-specific weighting of the amplifi-
cation factors, allowing different services to influence the asymmetry computation
according to configurable weights. Through the set_asymmetry_index action, the
table encodes the degree of traffic imbalance observed for a given flow.

The reward computation is implemented through a dedicated match-action table
that evaluates the action taken in the previous time window in conjunction with
the recent asymmetry history and the service degradation state.

Rather than matching on the continuous asymmetry index, the switch quantizes
it into small fixed-width bins (e.g., intervals of a few units). This discretization is
not intended to simplify the traffic model, but rather to ensure that the reward table
remains tractable in size and feasible within data plane constraints. Using fine-
grained bins preserves the granularity of the asymmetry signal and consistency with
the theoretical formulation while avoiding an excessive number of match entries.

Specifically, the set_asymmetry_index action computes the discretized asym-
metry bin and assigns it to the metadata field meta.curr_asymmetry_index bin.
A similar assignment is performed for the previous asymmetry bin corresponding
to Al;_. The reward table then matches on the tuple composed of the previous ac-
tion a;_1, the current asymmetry bin, the previous asymmetry bin, and the current
service degradation counter ServDegr,.

The associated set_reward action assigns the immediate reward value according
to the logic defined in Eq. (5.21) and the service degradation constraint.

Finally, two auxiliary tables support the computation of learning terms re-
quired by Q-learning. The discount_table applies the discount factor to the maxi-
mum estimated next-state Q-value via the apply_discount action, while the learn-
ing-rate_table applies the learning rate to the temporal-difference error through the
apply_learning_rate action.
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Together, these tables enable the decomposition of the Q-learning update into
match-action operations that are compatible with the constraints of the P4 data

plane.

¥

control MyEgress(inout headers hdr,
inout metadata meta,
inout standard_metadata_t standard_metadata) {

action set_bin(bit<3> bin){
meta.bin = bin;

table in_pkt_count_bin {
key = {
meta.in_pkt_count: range;
3
actions = {
set_bin;
NoAction;
}
size = 1024;
default_action = NoAction();

table out_pkt_count_bin {
key = {
meta.out_pkt_count: range;
}
actions = {
set_bin;
NoAction;
}
size = 1024;
default_action = NoAction();

table in_byte_count_bin {
key = {
meta.in_byte_count: range;
}
actions = {
set_bin;
NoAction;
}
size = 1024;
default_action = NoAction();

table out_byte_count_bin {
key = {
meta.out_byte_count: range;
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18 }

19 actions = {

50 set_bin;

51 NoAction;

52 }

53 size = 1024;

54 default_action = NoAction();

55 }

56

57 action set_amplification_factor_byte(bit <16> amp_byte){
58 meta.amplification_factor_byte = amp_byte;
59 }

60

61 action set_amplification_factor_pkt(bit <16> amp_pkt){
62 meta.amplification_factor_pkt = amp_pkt;
63 }

64

65 table amplification_factor_byte {

66 key = {

67 meta.f2: exact;

68 meta.f3: exact;

69 }

70 actions = {

71 set_amplification_factor_byte;

72 NoAction;

73 }

74 size = 1024;

75 default_action = NoAction();

76 }

78 table amplification_factor_pkt {

79 key = {

80 meta.f0: exact;

81 meta.fl: exact;

82 }

83 actions = {

84 set_amplification_factor_pkt;

85 NoAction;

86 }

87 size = 1024;

88 default_action = NoAction();

89 }

90

91 action set_asymmetry_index(bit<8> ai, bit<5> ai_bin){
92 meta.asymmetry_index = ai;

93 meta.curr_asymmetry_index_bin = ai_bin;

94 }

95

96 table asymmetry_index {

97 key = {

98 meta.amplification_factor_byte: exact;
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99 meta.amplification_factor_pkt: exact;
100 meta.port_to_check: exact;

101 }

102 actions = {

103 set_asymmetry_index;

104 NoAction;

105 +

106 size = 1024;

107 default_action = NoAction();
108 }

109
110 action set_reward(int<8> reward, bit<1> negative){
111 meta.reward = reward;

112 is_negative = (negative == 1) 7 1wl : 1w0;

113 }

114

115 table reward {

116 key = {

117 meta.curr_asymmetry_index_bin: exact; // Al
118 meta.curr_action: exact; // a;_1

119 meta.prev_asymmetry_index_bin: exact; // Al;_»
120 meta.service_degradation: exact; // ServDegry
121 }

122 actions = {

123 set_reward; // write meta.reward = R(s,a)

124 NoAction; // leave reward unchanged tf mo match
125 }

126 size = 32768;

127 default_action = NoAction();

128 }

129

130 action apply_discount(int<QVALUE_BITS_PER_ACTION> q_value, bit<1>

negative) {

131 discounted_q = q_value;

132 //is_negative = (negative == 1) ? 1wl : 1w0;
133 if (negative == (bit<1>)1){

134 is_negative = (bit<1>)1;
135 }

136 else{

137 is_negative = (bit<1>)0;
138 }

139 }

140

141 table discount_table {

142 key = {

143 max_next_q: exact; // highest (-value from the next state
144 }

145 actions = {

146 apply_discount;

147 NoAction;

148 }
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size = 1024;
default_action = NoAction();

}

action apply_learning rate(int<QVALUE_BITS_PER_ACTION> q_value) {
learned_q = q_value;

}

table learning rate_table {
key = {
td_error_reg: exact; // the temporal-difference error ¢
b
actions = {
apply_learning_rate;
NoAction;
b
size = 1024;
default_action = NoAction();

}

Listing 6.5: Egress feature discretization, amplification metrics, and reward
computation tables

The Egress apply block in Listing 6.6 implements the complete reinforcement
learning workflow, including action selection, Q-value update, and policy enforce-
ment. This block represents the operational core of the system, as it translates
aggregated traffic features into adaptive mitigation decisions directly within the
data plane.

At the beginning of the block, a pseudo-random value is generated and updated
using the packet ingress timestamp. This value is later used to implement an e-
greedy exploration strategy, enabling probabilistic switching between exploitation
of the learned policy and exploration of alternative actions, despite the absence of
true randomness in P4 (lines 5-11). For flows associated with amplifiable services,
the previously selected action is retrieved to ensure consistent enforcement across
packets.

When the ingress pipeline signals that a new decision window has completed,
the egress block performs two main operations: feature discretization and state
reconstruction for Q-table indexing.

First, per-flow traffic statistics are discretized into compact binned features. In-
coming and outgoing packet counts, as well as incoming and outgoing byte counts,
are mapped into predefined bins through dedicated match-action tables. The re-
sulting bin identifiers are stored in metadata fields (e.g., meta.fO-meta.f3).

Second, the egress pipeline reconstructs the history-aware reinforcement learn-
ing state used for reward computation and Q-table access. The byte-level and
packet-level amplification factors are computed, followed by the asymmetry in-
dex, which result is stored in meta.curr_asymmetry_index bin. The remaining
elements of the state, namely Al;_5, a;_1,a;_9, and ServDegr;, are read from ded-
icated per-flow registers.
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These components are then combined into a compact Q-table index through
bitwise concatenation. Starting from the previous asymmetry bin, the index is
progressively shifted and augmented with the previous action, the current asym-
metry bin, the current action, and the service degradation value. This bit-level
composition yields a unique integer index representing the state tuple

(Al 9, a9, Al;_1,a;_1, ServDegry) (6.1)

which is subsequently used to access and update the Q-table. The corresponding Q-
table entry is then read and unpacked into per-action Q-values. Uninitialized entries
are lazily initialized on first access to avoid pre-populating the table externally
(lines 56-68). This design enables efficient in-switch reinforcement learning while
preserving the temporal structure required by the history-aware state formulation.

Action selection follows an e-greedy policy: if exploration is triggered or the
action history is still incomplete, a random action is selected; otherwise, the action
with the highest estimated Q-value is chosen. Once the action history is fully
populated and the training phase is still active, the block proceeds with the learning
step.

An immediate reward is then obtained by matching the discretized asymmetry
history, the previously taken action, and the current service degradation state.

The Q-learning update is then performed entirely in the data plane. This in-
cludes computing the discounted estimate of future reward, deriving the temporal-
difference error, applying the learning rate, and updating only the Q-value cor-
responding to the previously selected action. Careful handling of signed values,
saturation bounds, and offset encoding ensures correctness within the constraints
of P4 arithmetic. For brevity, the detailed implementation logic for signed arith-
metic handling and boundary checks is omitted here; the complete implementation
is available in the accompanying GitHub repository [25].

The updated Q-values are repacked and written back to the Q-table. The
learning window counter is then incremented, and the current Q-index is stored
for the next iteration. Subsequently, the action history is updated through bitwise
shifting to retain the most recent decisions, and the current asymmetry bin is stored
as the previous asymmetry for the next window. Finally, the service degradation
counter is adjusted according to the selected action, and all updated state variables
are written back to their corresponding registers (lines 138-189).

Finally, the selected action is enforced: if the flow corresponds to an amplifiable
service and the chosen action is DROP, the packet is discarded; otherwise, it is
allowed to exit the pipeline.

apply {
// Read the current pseudo-random byte from the register.
// This byte will be used to implement e-greedy behavior.
rand_byte_reg.read(rand_byte, 0);

// Update the pseudo-random byte by XOR-ing it with the lower
8 bits of the current packet’s ingress timestamp.

rand_byte = rand_byte
standard_metadata.ingress_global_timestamp[7:0];
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rand_byte_reg.write(0, rand_byte);

if (meta.is_amplifiable_service == 1){
action_to_take_reg.read(action_to_take, meta.flow_id);

}

// Only trigger RL decistion when flagged by MyIngress
if (meta.agent_trigger == ACTIVE){

// Read the number of completed time windows for this flow
time_windows_reg.read(time_windows, meta.flow_id);

// 1) Feature binning: discretize counts
in_pkt_count_bin.apply(); // Bin incoming packet count
meta.f0 = meta.bin; // Save as fO

out_pkt_count_bin.apply(); // Bin outgoing packet count
meta.fl = meta.bin; // Save as f1

in_byte_count_bin.apply(); // Bin incoming byte count
meta.f2 = meta.bin; // Save as f2

out_byte_count_bin.apply(); // Bin outgoing byte count
meta.f3 = meta.bin; // Save as f3

// 2) Compute Q-table index from
(AIt—la Qt—1, AIt—Q’ a2, SeT'UDeth)

// Compute byte-level amplification factor
amplification_factor_byte.apply();

// Compute packet-level amplification factor
amplification_factor_pkt.apply();

// Compute asymmetry indexr (formula set wvia control plane)
asymmetry_index.apply () ;

// Retrieve the last actions taken for this flow
last_actions_taken_reg.read(last_actions_taken,
meta.flow_id) ;

// ai—1 = MSB
meta.curr_action = (bit<1>) (last_actions_taken >>
(LAST_ACTIONS_TAKEN_BITS - 1));

// at—o = LSB
meta.prev_action = (bit<1>) last_actions_taken;

// ServDegr,
service_degradation_reg.read(meta.service_degradation,
meta.flow_id) ;
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prev_asymmetry_index_bin_reg.read(meta.prev_asymmetry_index_bi

meta.flow_id);

bit<32> idx;

idx (bit<32>)meta.prev_asymmetry_index_bin;

idx = (idx << 1) | (bit<32>)meta.prev_action;

idx = (idx << 5) | (bit<32>)meta.curr_asymmetry_index_bin;
(idx << 1) | (bit<32>)meta.curr_action;

(idx << 4) | (bit<32>)meta.service_degradation;

idx

idx

// 3) Read packed Q-values (two 8-bit wvalues) at index ‘idz‘
// The lower (_VALUES_BITS_PER_ACTION bits represent
@-value for action 1 (Q1),
// and the upper (_VALUES_BITS_PER_ACTION bits represent
@-value for action 2 (Q2).
qtable.read(q, idx);

// Unpack Q1 (ALLOW) and @2 (DROP), using bit slices

// Q-values are stored using offset encoding to support
negative values.

ql = q[LEFT_IDX_Q1:01; // ALLOW

g2 = q[LEFT_IDX_Q2:RIGHT_IDX_Q2]; // DROP

// Lazy inttialization:

// If both @1 and 2 are zero, assume the entry has never
been wnitialized.

// We initialize both @-values to {_OFFSET, which encodes
=0 in offset logic.

if (q1 == 0 && q2 == 0) {
bit<QVALUE_BITS> init_val = ((bit<QVALUE_BITS>)Q_OFFSET

<< SHIFT_OFFSET) | (bit<QVALUE_BITS>)Q_OFFSET;

gtable.write(idx, init_val);
ql = (bit<QVALUE_BITS_PER_ACTION>)Q_OFFSET;
g2 = (bit<QVALUE_BITS_PER_ACTION>)Q_OFFSET;

// 4) e€-greedy action selection

// time_windows < LAST_ACTIONS_TAKEN_BIT : My state is
still partial: I don’t have a full action history yet.

// I perform pure exploration and store the chosen action
and qualue indezx.

if (time_windows < TRAINING_WINDOWS && (rand_byte <
EPSILON || time_windows < LAST_ACTIONS_TAKEN_BITS) ) {
// Ezploration: choose action by LSB of rand_byte
action_to_take = (bit<1>) rand_byte;

} else {

// Ezploitation: pick maz-valued action
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120

129

130

131

action_to_take = (g2 > q1) ? (bit<1>)DROP :
(bit<1>)ALLOW;

// Track mazimum next-state § for TD-error and reward
max_next_q = (q2 > ql) ? 92 : qi;

// At this point, the state is complete: the action history

2s full. I can now safely access the (-tadble and
perform @-value updates, if the training s not over
yet.

if (time_windows < TRAINING_WINDOWS && time_windows >=

LAST_ACTIONS_TAKEN_BITS){

// 5) Lookup reward based on the last action and
asymmetry index
reward.apply Q) ;

// 6) Read index of previous @-value and the packed
-entry

prev_qvalue_idx_reg.read(prev_qvalue_idx, meta.flow_id);

bit<QVALUE_BITS> prev_q;

gtable.read(prev_q, prev_qvalue_idx);

// 7T) Extract the @Q-value for the action actually taken
last time
bit<QVALUE_BITS_PER_ACTION> prev_q_for_last_action;
if (meta.last_action_taken == ALLOW) {
// If the last action was "ALLOW", grab the
low-order bits
prev_q_for_last_action = prev_q[LEFT_IDX_Q1:0];
} else {
// If it was "DROP", grab the high-order bits
prev_q_for_last_action =
prev_q[LEFT_IDX_Q2:RIGHT_IDX_Q2];

// 8) Lookup discounted next-state wvalue: vy - mazx
Q(s’,a’)
discount_table.apply();

int<QVALUE_BITS_PER_ACTION> real_prev_q_for_last_action
= prev_q_for_last_action - Q_OFFSET; // shift from
[0,255] to [-128, 127]

// 9) Compute TD-error § = r_t + v - maz Q(s’,a’) -
Q(s,a)

int<QVALUE_BITS> td_error_reg = meta.reward +
discounted_q - real_prev_q_for_last_action;

// 10) Lookup learning rate o - TD-error
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132 learning_rate_table.apply();
133
134 // 11) Split packed previous { into per-action values
135 bit<QVALUE_BITS_PER_ACTION> prev_ql =
prev_q[LEFT_IDX_Q1:0];
136 bit<QVALUE_BITS_PER_ACTION> prev_q2 =
prev_q[LEFT_IDX_Q2:RIGHT_IDX_Q2];
137
138 // 12) Update only the @-value corresponding to the
last action taken
139 if (meta.last_action_taken == ALLOW) {
140 prev_ql = prev_q_for_last_action + learned_q;
141 else{
142 prev_q2 = prev_q_for_last_action + learned_q;
143 T
144
145 // 13) Pack updated Q1/Q2 back and write to (-table
146 prev_q = ((bit<QVALUE_BITS>)prev_q2 << SHIFT_OFFSET) |
(bit<QVALUE_BITS>)prev_ql;
147 qtable.write(prev_qvalue_idx, prev_q);
148
149 }
150 // 14) Increase counter used to check if learning time %s
over
151 time_windows = time_windows + 1;
152 time_windows_reg.write(meta.flow_id, time_windows);
153
154 // 15) Record last action and @-index for next iteration
155 //last_action_taken_reg.write(meta. flow_id, action_to_take);
156 prev_qvalue_idx_reg.write(meta.flow_id, idx);
157
158 // Read old history
159 bit<LAST_ACTIONS_TAKEN_BITS> old = last_actions_taken;
160
161 // Shift right by one position to drop the oldest bit
162 bit<LAST_ACTIONS_TAKEN_BITS> shifted = old >> 1;
163
164 // Postition the new action at the MSB
165 bit<LAST_ACTIONS_TAKEN_BITS> insert =
(bit<LAST_ACTIONS_TAKEN_BITS>) (action_to_take) <<
(LAST_ACTIONS_TAKEN_BITS - 1);
166
167 // Combine shifted history and insert via bitwise OR
168 last_actions_taken = shifted | insert;
169
170 // Save the updated action history to the register
171 last_actions_taken_reg.write(meta.flow_id,
last_actions_taken);
172
173 // Save the current asymmetry index to the register
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174 prev_asymmetry_index_bin_reg.write(meta.flow_id,
meta.curr_asymmetry_index_bin);

176 // Update Service Degradation accordingly to the action

chosen
177 if (action_to_take == DROP){
178 if (meta.service_degradation < SERVDEGR_MAX){
179 meta.service_degradation += 1;
180 X
181 }
182 else{
183 if (meta.service_degradation > 0){
184 meta.service_degradation -= 1;
185 }
186 }
187 service_degradation_reg.write(meta.flow_id,

meta.service_degradation);

189 action_to_take_reg.write(meta.flow_id, action_to_take);

192 // 16) If this is an amplifiable service and action=DROP, then
drop packet

193 if (meta.is_amplifiable_service & action_to_take == DROP ){

194 drop();

195 }

196 // else (action_to_take == ALLOW ) we let the packet exztt the
pipeline. ..

197 T
198 }

Listing 6.6: Egress apply logic for Q-learning update, e-greedy action selection, and
enforcement,

6.1.4 Deparser and Pipeline instantiation

At the end of the implementation, the deparser and the top-level pipeline instan-
tiation define how packets are reconstructed and forwarded to the egress interface.
The checksum computation block is responsible for recomputing the IPv4 header
checksum after packet processing, ensuring protocol correctness whenever header
fields such as the time-to-live are modified during ingress or egress operations. This
step guarantees that packets emitted by the switch remain compliant with standard
IPv4 semantics.

The deparser control block specifies the order in which the extracted headers
are reassembled and emitted onto the wire. In this implementation, packets are
emitted with the same protocol structure as the incoming traffic, as no custom
encapsulation or header insertion is performed.

Finally, the top-level switch instantiation defines the complete packet-processing
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pipeline and the order in which packets traverse its components, reflecting the
standard vlmodel architecture adopted in this work.

1 |control MyComputeChecksum(inout headers hdr, inout metadata meta) {
2 apply {

3 update_checksum(
hdr.ipv4.isValid(),

5 { hdr.ipv4.version,

6 hdr.ipv4.ihl,

7 hdr.ipv4.diffserv,

8 hdr.ipv4.totallLen,

9 hdr.ipv4.identification,
10 hdr.ipv4.flags,

11 hdr.ipv4.fragOffset,

12 hdr.ipv4.ttl,

13 hdr.ipv4.protocol,

14 hdr.ipv4.srcAddr,

15 hdr.ipv4.dstAddr },

16 hdr.ipv4.hdrChecksum,

7 HashAlgorithm.csuml6) ;

21 | control MyDeparser(packet_out packet, in headers hdr) {
22 apply {

23 packet.emit (hdr.ethernet) ;

24 packet.emit (hdr.ipv4) ;

25 packet.emit (hdr.udp);

20 | // Top-level switch instantiation
30 |V1Switch(

31 |MyParser(),

52 |MyVerifyChecksum(),

33 |MyIngress(Q),

51 |MyEgress (),

35 | MyComputeChecksum() ,

36 |MyDeparser ()

37 | ) main;

Listing 6.7: Deparser, checksum recomputation, and top-level pipeline definition

6.2 Control Plane

The match-action tables in the programmable data plane are initialized through an
external Python script that acts as a lightweight control-plane component using
the P4Runtime API. The script establishes a gRPC connection with the switch and
programmatically configures the match-action tables exposed by the data plane.
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Rather than statically defining table entries, the script generates them algorith-
mically based on predefined configuration parameters and reinforcement learning
constants, enabling reproducible initialization of the switch state.

Table entries are constructed in software and translated into PARuntime TableEn-
try messages, which are then written to the switch at startup. This design choice
also provides significant flexibility, as key components of the learning model can
be modified or tuned directly in the control plane without requiring changes to the
data plane program. In particular, the control plane script (controller.py), avail-
able in the project GitHub repository [25], allows easy reconfiguration of several
key parameters, including:

e Discretization parameters, such as the range boundaries used to map
packet and byte counters into discrete state features, as well as the minimum
and maximum bin identifiers for the asymmetry index.

e Amplification factor computation, including the functional mapping be-
tween incoming and outgoing traffic bins and the resulting amplification val-
ues for both packet- and byte-level metrics.

e Asymmetry index formulation, defined through tunable weighting coef-
ficients that balance the contribution of packet-based and byte-based ampli-
fication factors.

e Reward function configuration, including the bin-level thresholds corre-
sponding to the symbolic parameters 3z, 85, 81, and S, which determine
the boundaries between low, moderate, and high asymmetry regions. These
thresholds are specified in terms of asymmetry bins, allowing flexible adjust-
ment without modifying the data plane logic.

e Service degradation parameters, such as the degradation threshold and
maximum counter value.

¢ Reinforcement learning hyperparameters, such as the learning rate and
discount factor, which influence the convergence behavior of the in-switch
learning process.

e Service-specific parameters, allowing different amplification-sensitive ser-
vices to be weighted or treated differently without modifying the data plane
logic.

def load_and_write_table_entries(entries, p4info_helper, sw):

# Install table entries on the switch via P4Runtime.

for entry in entries:
table_name = entry["table"]
action_name = entry["action_name"]
action_params= entry.get("action_params", {})
default_act = entry.get("default_action", False)
priority = entry.get("priority", None)
match_fields = {}
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# Convert JSON match spec to P4Runtime format
for field, val in entry.get("match", {}).items():
if isinstance(val, list) and isinstance(val[0], str):
match_fields[field] = (val[0], vall1])

elif isinstance(val, list) and all(isinstance(x, int) for x

in val):

match_fields[field]
else:

match_fields[field]

(val[0], vall1l)

val

# Build and write the TableEntry

te = pd4info_helper.buildTableEntry (
table_name = table_name,
match_fields = match_fields if match_fields else None,
action_name = action_name,
action_params = action_params,
default_action = default_act,
priority = priority

)

sw.WriteTableEntry (te)

def main(p4info_file_path, bmv2_file_path):

# Instantiate a P4{Runtime helper from the p4info file

p4info_helper = p4runtime_lib.helper.P4InfoHelper (p4info_file_path)

try:
# Create a switch connection object for si;
# this is backed by a P4{Runtime gRPC connection.

# Also, dump all P4{Runtime messages sent to switch to given

tzt files.

sl = p4runtime_lib.bmv2.Bmv2SwitchConnection (
name=’sl’,
address=’127.0.0.1:50051",
device_id=0,
proto_dump_file=’logs/sl-p4runtime-requests.txt’)

# Send master arbitration update message to establish this

controller as master (required by P4/Runtime before
performing any other write operation)
sl.MasterArbitrationUpdate ()

# Install the P4 program on the switches

s1.SetForwardingPipelineConfig(p4info=p4info_helper.p4info,

bmv2_json_file_path=bmv2_file_path)

# Build and load all entries
entries = build_all_entries()
load_and_write_table_entries(entries, p4info_helper, si)

Listing 6.8: P4Runtime-based table population and pipeline installation

72




Chapter 7

Experimental Evaluation

This chapter provides an in-depth technical description of the experimental evalu-
ation conducted to assess the effectiveness of the proposed mitigation approach.
The primary objective of the experiments is to verify whether the system can
effectively adapt in real time to evolving traffic patterns and identify malicious
flows directly within the programmable data plane. In addition to evaluating the
behavior of the reinforcement learning-based mitigation strategy, the results are
compared against a commonly adopted baseline approach based on port-based fil-
tering, which represents a simple and widely used method in firewalls for mitigating
amplification-based attacks [20].

The remainder of this chapter is structured as follows. First, the experimental
setup is described, including the hardware and software environment used to run the
experiments. Next, the experimental workflow is presented, detailing how traffic
scenarios are generated and how the system interacts with the network during
training and evaluation. Finally, the results obtained under different experimental
scenarios are presented and discussed, highlighting the behavior of the proposed
approach and comparing it with the baseline mitigation strategy.

7.1 Experimental Setup

All experiments were conducted using the official open-source P4 development envi-
ronment provided by the P4 Tutorials project [27]. The source code of the prototype
is publicly available [25]. The environment consists of a preconfigured virtual ma-
chine based on Ubuntu 24.04 Desktop (AMDG64) that includes the main P4
software components compiled from source as of March 1st, 2025. The VM in-
tegrates the P4 compiler (p4c), the Behavioral Model v2 (BMv2) software switch,
the Mininet network emulator, and the P4Runtime control interface, providing a
complete platform for developing and evaluating programmable data plane appli-
cations. The virtual machine was executed with the configuration in Table 7.1.

The experimental environment is compiled and executed through the standard
build process provided by the P4 Tutorials framework. By running the make com-
mand in the project directory, the P4 source code is first compiled using the p4c
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Resource Configuration
CPU 2 virtual cores
RAM 4096 MB
Disk 60 GB
Operating System | Ubuntu 24.04 Desktop (AMD64)

Table 7.1: Hardware configuration of the experimental environment.

compiler, which generates the simple switch grpc target configuration files re-
quired by the BMv2 switch, which exposes both a Thrift interface and a gRPC-
based P4Runtime API.

Once the compilation phase is completed, the build process automatically in-
stantiates the network topology defined in the topology.json, which describes
the structure of the virtual network, including the set of hosts, the programmable
switch instance, and the links interconnecting them. This description is parsed by
the topology construction scripts, which automatically instantiate the correspond-
ing network within the Mininet emulator.

Mininet dynamically creates a virtual network composed of software hosts, links,
and the BMv2 switch instance. Each host is implemented as a Linux network
namespace with its own network stack, effectively behaving as an isolated network
node connected to the programmable switch through virtual Ethernet interfaces.

The topology used in our experiments includes hosts representing the wictim,
the attacker, and two legitimate servers acting as reflectors in the amplification
scenario (DNS and NTP), as depicted in Figure 5.1.

After the switch instance has been launched by Mininet, the control plane pro-
gram (controller.py) connects to the switch through the P4ARuntime gRPC in-
terface and dynamically installs the necessary match-action rules and data-plane
configurations required by the system. This initialization step ensures that the
forwarding logic and reinforcement learning components are correctly configured
before the experiments begin.

Once the environment is fully initialized, the Mininet command-line interface
becomes available, allowing direct interaction with the emulated network. From
this interface it is possible to execute commands on individual hosts to monitor the
behavior of the programmable switch during the experimental evaluation and to
generate traffic flows using Scapy-based Python scripts developed for the experi-
ments. In particular, the scripts victim.py, attacker.py, and server.py emulate
the behavior of the victim, the attacker, and the reflector servers, respectively, and
are available in the public repository accompanying this work [25]. The traffic
generation model implemented in these scripts is described in Section 7.2.
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7.2 Experimental Workflow and Assumptions

The traffic generation model used in the experiments aims to emulate realistic
amplification-based attack conditions while maintaining controlled and reproducible
experimental scenarios. To this end, the attack behavior alternates between two
main traffic patterns: cyclic attacks and burst attacks.

The cyclic attack pattern represents a gradual escalation scenario in which the
attack intensity increases progressively over consecutive time windows (e.g., from
low to medium to high), remains at a high plateau for a certain period, and then
decreases symmetrically. Such temporally structured behaviors have been discussed
in the literature on pulsing and low-rate denial-of-service attacks, where attackers
intentionally modulate traffic intensity over time to probe defenses and sustain
service degradation [28].

In contrast, the burst attack pattern captures sudden and short-lived traffic
spikes characterized by an abrupt transition to medium or high intensity for a
limited number of windows. Similar traffic surges have been observed in large-
scale DDoS campaigns launched by botnets such as Mirai, which generated massive
volumetric floods against high-profile targets [29].

By alternating these two patterns and interleaving them with short silent phases,
the resulting traffic profile generates heterogeneous and temporally structured con-
ditions. This design allows the learning agent to experience both gradual pressure
buildup and abrupt overload situations during training.

To expose the agent to a wide variety of traffic conditions, the attack sequence
is generated through a randomized procedure. However, to ensure full experimen-
tal reproducibility, the pseudo-random generation process is controlled using fixed
seeds. By specifying the seed value for each run, the same sequence of attack
windows can be deterministically reconstructed, enabling consistent comparisons
across different parameter configurations and training sessions.

Regarding the amplification behavior of the reflector servers, the BAF and
PAF values are inspired by the empirical measurements reported by Rossow [12]
in his seminal study on amplification-based DDoS attacks, which are reported in
Table 2.1. This work provides experimentally observed amplification ranges for
several protocols, including DNS and NTP, which are exploited in the experimental
scenarios considered in this thesis, thus ensuring that the generated traffic reflects
realistic amplification dynamics.

For the legitimate traffic generated by the victim, protocol-specific packet
sizes are also modeled according to realistic observations. In the case of NTP,
both request and response packets have a fixed size of 48 bytes, consistent with the
standard NTP message format. For DNS traffic, instead, the size of the response
depends on the corresponding DNS query. To model this variability, we rely on
measurements reported by Foremski et al. [30], which provide statistical insights
into DNS traffic characteristics derived from large-scale passive measurements of
real-world DNS deployments. These statistics capture benign production DNS be-
havior and report realistic distributions of DNS response sizes and frequencies based
on observed packet traces. Using these measurements allows the traffic generator
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to emulate DNS traffic patterns that closely resemble those observed in operational
networks.

The exact parameters and packet size values used in the traffic generator are
implemented in the server.py module of the public repository accompanying this
work [25].

Each experiment is organized into discrete observation windows of 10
seconds. The traffic generation process varies across time windows and allows
the attacker to operate at four different intensity levels, namely SILENT, LOW,
MEDIUM, and HIGH. The victim, instead, generates legitimate traffic only at
LOW, MEDIUM, and HIGH levels. The SILENT state is not considered for the
victim because it could result in observation windows where both the victim and the
attacker generate no traffic, providing no useful information for the learning process.
Traffic intensity levels correspond to different packet generation rates within each
observation window, thereby emulating varying network load conditions during the
experiment.

Traffic level | Victim packets/window | Attacker packets/window
SILENT X 0
LOW 10 10
MEDIUM 30 30
HIGH 50 75

Table 7.2: Traffic intensity levels used in the experiments.

The victim traffic follows a probabilistic state-based model. Before the exper-
iment starts, a sequence of traffic states is generated according to a predefined
distribution: LOW (0.3), MEDIUM (0.4), and HIGH (0.3). Each time window
then follows the corresponding state in this pre-generated sequence.

The attack traffic follows a state-driven profile designed to emulate realistic
amplification attack dynamics. As discussed earlier, the attack model alternates
between cyclic escalation phases and short burst events, which are interleaved with
silent periods. The detailed configuration used in the experiments is summarized
as follows:

e Silent phase: no attack traffic is generated for a duration randomly sampled
between 3 and 5 windows.

e Cyclic attack: as described above, the attack intensity gradually increases
from LOW to MEDIUM, reaches a HIGH plateau lasting between 3 and 4
windows, and then decreases symmetrically back to LOW.

e Burst attack: as previously discussed, a sudden spike of attack traffic occurs
at either MEDIUM or HIGH intensity and lasts between 4 and 6 windows.

The learning rate («) and discount factor () were selected according to
commonly adopted values in reinforcement learning literature. In particular, the
discount factor was set to v = 0.9, a standard choice that balances short-term
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and long-term rewards by prioritizing future returns while still maintaining respon-
siveness to immediate feedback. This value is appropriate for our scenario, where
defensive actions may have delayed consequences on service degradation and attack
mitigation effectiveness. The learning rate was set to o = 0.1, a value that allows
the agent to progressively update its knowledge while avoiding abrupt oscillations
in the estimated Q-values.

The training phase was conducted over 2500 time windows. Due to constraints
in traffic generation, the adopted traffic model produces roughly 3000 reachable
states, many of which occur rarely and do not require extensive exploration. Since
each window lasts 10 seconds, increasing the number of training windows would
significantly extend the duration of the experiments. Therefore, 2500 windows were
selected as a practical compromise between learning effectiveness and experimental
feasibility while still demonstrating the viability of reinforcement learning for in-
switch DDoS mitigation. After the training phase, an additional set of 500 windows
is used as a test phase, during which the agent’s behavior is evaluated and the
experimental results are collected, resulting in a total duration of approximately
30000 seconds (about 8.3 hours) per scenario.

Finally, the service degradation threshold X is set to 8. This choice is
motivated by the characteristics of the adopted traffic model, where the maximum
possible duration of an attack phase N is eight consecutive windows. Consequently,
when the service degradation exceeds this threshold, the agent is penalized, encour-
aging policies that prevent sustained service degradation over prolonged attack pe-
riods.

For each evaluated protocol (DNS and NTP), a series of experimental scenarios
is considered by varying two key parameters: the weighting coefficients wy, and
w,, used in the computation of the Asymmetry Index and the exploration rate (¢)
of the reinforcement learning agent. The same traffic generation model previously
explained is used across all evaluated scenarios. Each scenario corresponds to a
specific combination of protocol and parameter configuration, as summarized in
Table 7.3.

The weight parameters directly influence the relative contribution of packet-level
and byte-level metrics within the Al formulation 5.15, thereby affecting the agent’s
perception of traffic imbalance and attack intensity. By systematically adjusting
these coefficients, we assess the sensitivity of the learning process to different feature
emphases and evaluate how the agent adapts to different interpretations of traffic
asymmetry.

In addition, different exploration rates are tested to analyze the impact of ex-
ploration on policy learning. In particular, a higher exploration rate (¢ = 0.3) was
included to encourage sufficient exploration during the early training stages, when
Q-values are still close to zero. In our implementation, when action-value estimates
are equal, the default selection mechanism favors the ALLOW action. Consequently,
increasing e raises the probability of selecting the DROP action even under nominal
traffic conditions. This allows the agent to experience and learn from overreaction
states (i.e., unnecessary packet drops), ultimately improving its ability to distin-
guish between benign traffic asymmetries and genuine attack scenarios.
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Scenario | Protocol | w, | w, | €
1.1 DNS 05]05|0.1
1.2 DNS 060410.1
1.3 DNS 0.6|04]0.3
2.1 NTP 05]05|0.1
2.2 NTP 0406]0.1
2.3 NTP 0.5]05|0.3

Table 7.3: Experimental scenarios evaluated in the experimental campaign.

7.3 Results and Discussion

7.3.1 DNS Amplification Attack Scenario

Figure 7.1 shows the evolution of the average reward during training for the DNS
scenarios, while Figure 7.2 reports the detection rate achieved for different attacker
profiles (SILENT, LOW, MEDIUM, and HIGH). The detection rate represents
the percentage of time windows in which the mitigation decision taken by the agent
correctly matches the actual attacker activity level observed in that window. In
particular, windows corresponding to active attack profiles (LOW, MEDIUM, and
HIGH) are considered correctly detected when the agent selects the DROP action,
whereas SILENT windows are considered correctly classified when the agent selects
ALLOW. In practical terms, this metric reflects the ability of the mitigation policy
to block malicious traffic while preserving legitimate traffic.

The reward values shown in the training plots represent the cumulative av-
erage reward computed over fixed intervals of 100 time windows. This aggrega-
tion smooths short-term fluctuations caused by individual decisions and provides a
clearer view of the overall learning trend of the agent during training.

Overall, the training curves show a stable learning behavior across all tested con-
figurations. In all scenarios, the average reward gradually increases from slightly
negative values and stabilizes around small positive values as the training pro-
gresses. This trend indicates that the agent progressively learns a policy that yields
better long-term outcomes.

Regarding the reward evolution in Figure 7.1 during training, scenarios 1.1 and
1.2 exhibit a more stable learning behavior compared to scenario 1.3. This difference
is mainly attributable to the exploration rate. In scenario 1.3, the higher exploration
rate implies that, even in the later stages of training, the agent follows the learned
policy with a lower probability compared to the configuration with ¢ = 0.1. As a
result, while e = 0.3 encourages broader exploration and can improve robustness
against misleading early experiences, it also introduces additional randomness in
the agent’s behavior once the policy has largely converged, thus producing slightly
larger oscillations in the training curve. Nevertheless, the overall reward trend
remains positive, suggesting that exploration does not significantly degrade learning
performance.

78



Experimental Evaluation

025 TRAINING - Average Reward (DNS)

0:10 1 'n ﬁ\ K

0.05 -

Average Reward

0.00 -

—0.05 -
—8— 1.1 (wh=0.5, wp=0.5, eps=0.1)

1.2 (wb=0.6, wp=0.4, eps=0.1)
—8— 1.3 (wb=0.6, wp=0.4, eps=0.3)

—0.10 A

—0.15

T T T T T
o] 500 1000 1500 2000 2500
Time Window

Figure 7.1: Training reward under different parameter configurations for the DNS
attack scenario, shown as the average reward computed over intervals of 100 win-
dows.

Comparing scenarios 1.1 and 1.2 in Figure 7.1, both configurations converge to
similar reward levels, although scenario 1.1 stabilizes at a slightly higher value. This
behavior is explained by the different frequency with which the service degradation
threshold is reached during training. In scenario 1.1 the threshold is exceeded only
rarely, meaning that the corresponding penalty term is activated infrequently. In
contrast, during scenario 1.2 the service degradation metric surpasses the thresh-
old more often, triggering additional negative rewards. As a result, the average
reward observed during training is slightly lower, reflecting the increased number
of penalized states encountered by the agent.

The detection statistics reported in Figure 7.2 further confirm the effectiveness
of the learned policy. In the SILENT case, the agent correctly allows legitimate
traffic in approximately 89-90% of the windows across the tested scenarios, in-
dicating that the system rarely blocks benign traffic. For attack conditions, the
detection performance increases with the attack intensity. In particular, the agent
achieves detection rates above 74-80% for HIGH attack profiles and above 68-84%
for MEDIUM attacks, demonstrating a strong ability to identify and mitigate sig-
nificant amplification traffic.

As expected, detection performance is lower for LOW-intensity attacks, with
rates ranging between approximately 23% and 36%. These attacks generate traffic
patterns that are closer to legitimate request-response behavior, making them more
difficult to distinguish using the asymmetry-based features available in the data
plane. However, this conservative behavior also helps reduce false positives, which
would otherwise negatively impact legitimate traffic.

This outcome can also be considered desirable, as LOW-intensity activity may
correspond to probing phases in which the attacker tests the target or the mitigation
system before launching a larger attack. Aggressively blocking traffic during these
early stages could unnecessarily disrupt legitimate requests. By reacting more

79



Experimental Evaluation

cautiously in these situations, the agent avoids excessive mitigation and preserves
service availability.
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Figure 7.2: Detection rate of the proposed system across the DNS attack scenarios
(1.1-1.3), reported for each attacker activity profile (SILENT, LOW, MEDIUM,
HIGH). The results show how the detection performance varies with the intensity
of the attack traffic.

Comparing the different parameter configurations, the detection statistics shown
in the bar plots in Figure 7.2 further highlight the impact of the parameter con-
figurations. In particular, scenarios 1.2 and 1.3 achieve the best detection perfor-
mance. This observation is consistent with the characteristics of DNS amplification
attacks. Since DNS responses are typically much larger than the corresponding re-
quests, the asymmetry between inbound and outbound traffic is more pronounced
in terms of transferred bytes rather than packet counts. Consequently, configu-
rations that assign a higher relative importance to byte-level asymmetry provide
better discrimination between legitimate and malicious traffic.

Returning to the service degradation aspect, the results obtained in scenario
1.3 are slightly higher than those observed in scenario 1.2. This difference can be
attributed to the learning behavior induced by the service degradation penalty. In
scenario 1.2, the agent learns to account for this penalty and progressively adapts
its policy to avoid excessive traffic blocking once the service degradation threshold
is reached. As a result, the agent tends to favor the ALLOW action in borderline
situations, which slightly reduces the detection rate but contributes to preserving
service availability.

To illustrate the impact of the service degradation component on the agent’s de-
cisions, Figure 7.3 shows a representative snapshot of the test phase for scenario 1.2.
The figure reports three aligned plots describing the system state over a sequence
of test windows.
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The first plot shows the value of the Al observed in each window, together with
the action selected by the agent. Green markers indicate windows in which the agent
chooses the ALLOW action, while red markers represent windows in which the agent
performs DROP. The second plot reports the traffic composition of each window. In
this plot, the number of stacked rectangles represents the traffic intensity generated
during that window, where 0 corresponds to SILENT, 1 to LOW, 2 to MEDIUM,
and 3 to HIGH. The color identifies the traffic source: orange rectangles correspond
to the victim’s legitimate traffic, while purple rectangles represent the attack traffic.
Finally, the third plot shows the evolution of the service degradation metric over
time.
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Figure 7.3: Example of agent decisions during the test interval for scenario 1.2, the
top plot reports the Asymmetry Index observed by the agent and the correspond-
ing action taken. The middle plot shows the traffic composition in each window,
indicating the contribution levels of the victim and the attacker. The bottom plot
reports the resulting service degradation experienced by the victim.

Case 1 (azure circle). Around window 314, the service degradation metric
reaches the predefined threshold during the descending phase of a cyclic attack. In
this window the attacker generates traffic with LOW intensity. Differently from
the previous windows, in which the agent consistently applied the DROP action,
the agent chooses ALLOW (green marker) in order to avoid exceeding the service
degradation threshold. This behavior can be observed in the azure circle in the Al
plot. In the following window the attack is still ongoing, and the agent resumes
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dropping packets. As a result, the service degradation temporarily reaches a value
of 8 again, but subsequently decreases as the attack phase ends.

Case 2 (gray circle). A similar behavior can be observed during another
cyclic attack phase. In this case, when the service degradation metric approaches
the threshold, the agent again opts for the ALLOW action despite the presence of
a MEDIUM-intensity attack. This decision prevents the degradation metric from
exceeding the predefined limit, illustrating how the reward formulation encourages
the agent to balance attack mitigation with service availability.

7.3.2 NTP Amplification Attack Scenario

Figure 7.4 reports the evolution of the average reward during training for the NTP
scenarios, while Figure 7.6 summarizes the detection performance for the different
attacker profiles.

The reward curves show a stable learning trend across all tested configurations.
In each scenario the average reward initially starts from slightly negative values and
gradually increases as the training progresses, eventually stabilizing around small
positive values, following the same trend observed in the DNS experiments.

Comparing the different configurations, the scenarios with e = 0.1 (2.1 and 2.2)
exhibit a smoother and more stable convergence behavior (Figure 7.4). In contrast,
scenario 2.3 (¢ = 0.3) presents larger oscillations throughout the training phase.
This behavior is consistent with the higher exploration rate, which increases the
probability of exploratory actions and therefore introduces additional variability in
the reward signal.
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Figure 7.4: Training reward under different parameter configurations for the NTP
attack scenario, shown as the average reward computed over intervals of 100 win-
dows.

Similarly to what was observed in the DNS experiments, scenario 2.1 converges
to a slightly lower average reward compared to scenario 2.2, as shown in Figure 7.4.
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This difference can be attributed to the service degradation component included
in the reward formulation. During training, the service degradation threshold is
reached more frequently in scenario 2.1, activating the corresponding penalty term
more often. As a consequence, the agent encounters a higher number of penal-
ized states, which slightly lowers the overall average reward despite the correct
mitigation behavior learned by the policy.

Figure 7.5 shows a representative segment of the test phase for scenario 2.1,
illustrating the effect of the service degradation component on the agent’s decisions.

Case 1 (azure circle). Around time window 418, the service degradation
metric reaches the predefined threshold during the high plateau phase of a cyclic
attack. In this situation the agent chooses the ALLOW action despite the ongoing
HIGH-intensity attack. As a consequence, the Asymmetry Index increases, which
can be observed in the upper plot where the Al value rises in the subsequent window.
This increase leads the agent to switch back to the DROP action in the following
window. However, after time window 420 the service degradation metric again
reaches the threshold. As a result, when the attack intensity decreases to LOW
in the next window, the agent allows the traffic in order to prevent the service
degradation metric from exceeding the threshold.
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Figure 7.5: Example of agent decisions during the test interval for scenario 2.1, the
top plot reports the Asymmetry Index observed by the agent and the correspond-
ing action taken. The middle plot shows the traffic composition in each window,
indicating the contribution levels of the victim and the attacker. The bottom plot
reports the resulting service degradation experienced by the victim.
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Case 2 (gray circle). A similar situation occurs around time window 474.
In this case, the agent selects the ALLOW action while the attacker is generat-
ing MEDIUM -intensity traffic in order to preserve the service degradation met-
ric within the acceptable bound. This decision allows the traffic generated in the
subsequent window, where the attack intensity drops to LOW, to reach the victim
without triggering additional mitigation actions.

The detection results reported in Figure 7.6 provide further insights into the ef-
fectiveness of the learned policies. For SILENT windows, the agent correctly selects
the ALLOW action in approximately 89-91% of the cases across all scenarios, con-

firming that the system maintains a low rate of unnecessary blocking for legitimate
traffic.

Under attack conditions, the detection performance again improves with the
attack intensity. For MEDIUM and HIGH attacker profiles, the detection rate
consistently exceeds 70% across all configurations, reaching values above 80% in
the best case. Scenario 2.1 achieves the highest detection rate for MEDIUM attacks
(82.95%), while maintaining strong performance for HIGH attacks (79.75%).
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Figure 7.6: Detection rate of the proposed system across the NTP attack scenarios
(2.1-2.3), reported for each attacker activity profile (SILENT, LOW, MEDIUM,
HIGH). The results show how the detection performance varies with the intensity
of the attack traffic.
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A key difference compared to the DNS experiments emerges when analyzing the
impact of the weighting coefficients used in the Asymmetry Index. In NTP ampli-
fication attacks, the amplification effect is reflected both in the number and size of
packets generated by the reflector servers. In particular, when an NTP server re-
ceives a monlist request, it produces multiple response datagrams of approximately
440 bytes, while standard NTP request and response packets have a fixed size of
48 bytes, resulting in both a significant increase in the number of packets and a
noticeable increase in the transmitted byte volume.
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This characteristic explains the behavior observed in the experimental results.
Scenario 2.1 and 2.3 use the same balanced weights and achieves strong detection
performance. Conversely, scenario 2.2, which assing an higher weight to packet-level
asymmetry, exhibits slightly lower detection rates for MEDIUM and HIGH attack
intensities. This suggests that, in the NTP case, both packet-level and byte-level
asymmetry contribute to the discrimination of attack traffic.

Finally, as observed in the DNS scenarios, the configuration with the higher
exploration rate (¢ = 0.3) does not lead to significant improvements in detection
performance.

7.3.3 Comparison with Port-Based Filtering

To provide a baseline comparison for the proposed reinforcement learning approach,
we evaluate its performance against a simple threshold-based filtering strategy in-
spired by traditional port-based filtering mechanisms commonly adopted in firewall
systems. In these approaches, mitigation decisions are triggered when a monitored
traffic metric exceeds a predefined threshold, indicating potentially abnormal ac-
tivity.

In our experimental setup, we adapt this concept to the programmable data
plane context by using the Asymmetry Index as the monitored metric. Instead
of learning a mitigation policy, the switch applies a static rule based on a fixed
threshold. Specifically, when the AI observed within a time window exceeds the
predefined threshold, the traffic is considered suspicious and mitigation is activated.

For this comparison, we use the best-performing parameter configuration identi-
fied for the NTP attack scenario in the RL experiments (2.1). The threshold-based
policy is defined as follows: if the Al value computed for a given window satis-
fies AI > [y = 0.65, the switch drops all incoming traffic associated with the
monitored flow during the subsequent window. Otherwise, the traffic is allowed.

This rule emulates a simplified anomaly-based filtering mechanism where mit-
igation decisions rely solely on the instantaneous value of the traffic asymmetry
metric, without considering historical context or adaptive learning. The compar-
ison with this baseline allows us to assess the potential benefits of the RL-based
policy in terms of its ability to adapt mitigation decisions to different traffic con-
ditions and attack intensities.

To ensure a fair comparison between the two approaches, the same traffic traces
used during the RL evaluation are reused for the threshold-based policy. The traffic
is generated following the model described earlier, where each time window is as-
signed a traffic intensity level sampled pseudo-randomly according to the predefined
traffic profiles for both the victim and the attacker. To ensure reproducibility and
identical traffic conditions, the sequence of windows is generated using the same
seed. The reported results are obtained by evaluating the mitigation decisions over
a test phase consisting of 500 time windows.

Figure 7.7 reports the distribution of attacker activity levels observed in the
subsequent time window conditioned on the mitigation decision taken in the cur-
rent window. This analysis provides insight into the predictive capability of the
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mitigation policy by showing how often DROP and ALLOW decisions precede different
attack intensities.

Since the attack intensity of each window is generated by the traffic model, the
ground truth corresponds to the attacker activity level (SILENT, LOW, MEDIUM,
HIGH) associated with the subsequent window.

A desirable mitigation behavior is characterized by DROP decisions that are fre-
quently followed by MEDIUM or HIGH attack windows, while ALLOW decisions
should ideally precede SILENT traffic periods. In particular, an adaptive mitiga-
tion policy should be able to intervene during the early or intermediate phases of
an attack, rather than reacting only when the traffic asymmetry becomes clearly
dominant.
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Figure 7.7: Distribution of attacker activity levels observed in the subsequent time
window conditioned on the mitigation decision taken in the current window, com-
paring the RL-based agent and a static threshold policy in the NTP attack scenario
2.1.

Considering DROP decisions, the static threshold policy is strongly associated
with high-intensity attack windows, with approximately 56% of the subsequent
windows corresponding to the HIGH attacker profile. This behavior reflects the
nature of the threshold mechanism, which triggers mitigation only when the asym-
metry index clearly exceeds the predefined limit. In contrast, the RL agent ex-
hibits a more balanced distribution across attack intensities: while the proportion
of HIGH windows following a DROP decision decreases to about 42%, the percent-
age of MEDIUM windows increases to approximately 33%. This indicates that the
RL policy tends to intervene not only during peak attack phases but also during
intermediate stages of the attack evolution, allowing earlier mitigation compared
to the purely threshold-based strategy.

For ALLOW decisions, both approaches are predominantly followed by SILENT
windows (around 53%), indicating that benign traffic is frequently preserved. How-
ever, the RL agent allows a higher proportion of LOW attack windows (26% com-
pared to 21% for the static threshold). This behavior can be partly explained by

86



Experimental Evaluation

the service degradation dynamics discussed earlier. Since frequent mitigation ac-
tions may negatively impact legitimate traffic, the agent learns to tolerate some
low-intensity attack activity in order to avoid unnecessary filtering and maintain
service availability.

At the same time, the RL policy reduces the proportion of MEDIUM attack
windows that are allowed. Unlike the static threshold approach, which relies exclu-
sively on the instantaneous value of the asymmetry index, the RL agent incorporates
historical information into the decision process. By exploiting the temporal context
of previous observations and actions, the agent can identify potentially harmful sit-
uations even when the current Al value is not strictly above the alarm threshold,
allowing it to interpret borderline traffic conditions as part of an evolving attack
phase.

The right-hand plot of Figure 7.7 highlights another intrinsic limitation of
threshold-based mitigation strategies: HIGH-intensity windows may still be pre-
ceded by ALLOW decisions when earlier MEDIUM attack phases do not dominate
the asymmetry index due to concurrent high victim traffic. In these situations, the
static policy reacts only once the attack becomes clearly dominant.

This limitation observed is also consistent with behaviors commonly reported
in real-world traffic monitoring systems. In practice, mitigation mechanisms based
on fixed thresholds often rely on volumetric indicators such as traffic asymmetry
or flow rate anomalies. In such cases, moderate attack activity may remain unde-
tected when it occurs concurrently with high legitimate traffic levels, a phenomenon
commonly referred to as traffic masking.

A related effect can be observed in the proportion of SILENT windows following
DROP decisions, mitigation may continue even when the attack intensity is already
decreasing, leading to filtering actions during benign traffic periods near the end of
the attack.

Despite the relatively limited number of training windows and the simplified
representation of the system state obtained through feature discretization, the RL-
based agent achieves promising results. Although the learned policy is not yet
optimal, the results demonstrate the potential of the proposed approach to learn
more flexible mitigation strategies compared to static rules. In particular, the
agent exploits historical traffic observations to adapt its mitigation behavior to the
evolving attack dynamics.

Overall, these findings indicate that the RL-based approach is particularly ben-
eficial in traffic conditions where the instantaneous value of the asymmetry index
alone is insufficient to clearly identify malicious activity. By leveraging temporal in-
formation, the RL agent can anticipate evolving attack phases and adapt mitigation
decisions accordingly, whereas static threshold-based strategies remain inherently
reactive.
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Chapter 8

Conclusion and Future Works

8.1 Limitations and Threats to Validity

Despite the encouraging results obtained in the experimental evaluation, several
limitations of the current implementation should be acknowledged.

First, the discretization intervals used for the monitored metrics were calibrated
according to the practical traffic generation limits of the experimental environ-
ment. The prototype was deployed on a software switch running inside a virtual
machine on a commodity laptop, which inherently constrains the maximum sus-
tainable packet rate and traffic volume. To ensure stable execution and avoid
system-level bottlenecks that could bias the experimental results, the discretiza-
tion bins were therefore defined based on the maximum traffic intensity that the
testbed can reliably sustain. Consequently, while the discretization strategy itself
is conceptually scalable, the specific bin configuration adopted in this work reflects
the computational constraints of the experimental platform rather than intrinsic
limitations of the proposed method. For similar reasons, the PAF and BAF val-
ues used in the traffic generator are slightly lower than those reported in Rossow’s
empirical study, as reproducing the full amplification levels observed in real-world
attacks would exceed the capabilities of the experimental setup.

A second limitation concerns the reward formulation and the associated rein-
forcement learning dynamics. In this work the reward function is defined using a
discrete set of values (r € {—1,0,1}). While this simplified formulation allows the
learning process to be efficiently implemented in the data plane, it also reduces the
sensitivity of the update rule to variations in the learning rate and discount fac-
tor. In particular, since arithmetic operations are implemented through discretized
lookup tables, intermediate results are subject to rounding effects. As a conse-
quence, moderate changes in the learning rate (a) and discount factor (v) have
only a limited impact on the numerical update of the Q-values. Exploring more
expressive reward formulations was not investigated within the scope of this work
due to time constraints, but represents an interesting direction for future research.

Another potential threat to validity concerns the duration of the training phase.
The agent was trained for 2500 time windows, which represents a practical compro-
mise between learning effectiveness and experimental feasibility. As discussed in the
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experimental setup, the adopted traffic model yields approximately 3000 reachable
states, although many of them occur rarely under the considered traffic patterns.
Moreover, since each time window lasts 10 seconds, substantially increasing the
training duration would lead to very long experimental runs.

The definition of the service degradation component in the reward function also
represents a design choice that may influence the observed behavior of the agent.
In particular, the threshold used to represent unacceptable service degradation
was selected empirically and therefore remains somewhat arbitrary. The purpose
of this component was to investigate whether the agent could learn to balance
security and service quality by avoiding excessive packet drops that could harm
legitimate traffic. As illustrated by several snapshots (Figure 7.3 and 7.5) analyzed
during the evaluation, the agent occasionally decides to allow traffic even during
MEDIUM or HIGH attack windows in order to prevent the service degradation
metric from exceeding the predefined threshold. While this behavior highlights the
intended trade-off between mitigation and service availability, different threshold
values could lead to different policy behaviors.

8.2 Future Work

Several directions can be explored to extend and improve the approach presented
in this work.

First, future work could investigate more expressive reward formulations, such
as larger-range reward values (e.g., r € [0,100]), which could provide richer feedback
to the agent and potentially enable faster and more accurate convergence of the
Q-values.

Currently, the agent operates at the granularity of individual flows. While this
design allows localized mitigation decisions, it does not explicitly exploit corre-
lations between different flows targeting the same service. Future research could
investigate mechanisms to aggregate the knowledge learned across multiple reflec-
tor servers associated with the same protocol. Such aggregation strategies could
enable the system to better capture protocol-level attack patterns and improve the
effectiveness of mitigation decisions.

Another promising direction concerns the deployment of the proposed approach
on programmable hardware switches rather than on a software-based testbed. Run-
ning the system on real hardware would allow experiments with significantly higher
traffic rates and more complex traffic patterns, including large-scale amplification
attacks generated by networks composed of hundreds of distributed nodes. Such
a setup would better approximate real-world attack scenarios and enable the eval-
uation of the mitigation mechanism under more realistic conditions. Moreover,
hardware deployment would make it possible to reduce the duration of the obser-
vation windows, allowing longer training processes and a finer-grained observation
of traffic dynamics.

Furthermore, the current implementation relies on a binary action space in
which the agent decides whether to ALLOW or DROP traffic. Future work could ex-
plore more flexible mitigation strategies by introducing a continuous action space,
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enabling the agent to selectively throttle or partially drop traffic rather than ap-
plying a purely binary decision. In addition, the current state representation only
considers a short temporal history composed of two consecutive time windows.
While this design keeps the state space manageable for the data plane implementa-
tion, extending the observation history could allow the agent to capture longer-term
traffic dynamics and potentially improve the detection of more complex attack pat-
terns. Investigating the impact of larger temporal histories therefore represents
another interesting direction for future work.

Finally, the approach presented in this thesis focuses on amplification-based at-
tacks exploiting protocols such as DNS and NTP. Extending the methodology to
other categories of denial-of-service attacks, and ultimately developing a unified re-
inforcement learning framework capable of mitigating multiple DoS attack vectors,
represents an important direction for future research.

8.3 Work Overview

Distributed Denial of Service attacks continue to represent a major threat to In-
ternet availability, with amplification-based techniques being particularly effective
due to their ability to generate large traffic volumes by exploiting protocol asymme-
tries. In this context, mitigating malicious traffic as early as possible in the network
becomes essential. Programmable data planes provide a promising opportunity, as
they enable monitoring and mitigation logic to be executed directly within network
switches at line rate.

Despite these capabilities, most existing approaches either rely on static filtering
rules or use machine learning techniques trained offline and executed outside the
forwarding path. While reinforcement learning has shown potential for adaptive
network defense, current solutions rarely operate entirely within the programmable
data plane and often focus primarily on flooding-based attacks rather than ampli-
fication scenarios.

In this thesis, we investigated the feasibility of performing reinforcement learn-
ing directly in the programmable data plane for the mitigation of amplification-
based DDoS attacks. The mitigation problem was modeled as a Markov Decision
Process in which the programmable switch acts as a learning agent observing traffic
asymmetry patterns and selecting mitigation actions. A Q-learning algorithm was
implemented directly in the P4 data plane, allowing the agent to learn mitigation
policies online without relying on external datasets or control-plane intervention.

The proposed system introduces an amplification-aware traffic representation
based on asymmetry metrics that can be computed at line rate, and integrates
these features with a reward formulation designed to balance attack mitigation
and service availability. A complete prototype was implemented and evaluated in
a controlled experimental environment using DNS and NTP amplification attack
scenarios.

The experimental results show that the agent is able to learn effective mitiga-
tion policies and adapt its behavior to different attack intensities. In particular,
the RL-based approach achieves high detection rates for medium and high attack
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phases while maintaining a low rate of unnecessary filtering during benign traffic
conditions. Compared to a static threshold-based filtering policy, the learned policy
demonstrates greater flexibility by leveraging temporal information from previous
observations, enabling more context-aware mitigation decisions.

Although the current implementation relies on discretized features and a software-
based experimental environment, the results provide a proof of concept that rein-
forcement learning can be successfully embedded within programmable switches.
Future work could investigate richer reward formulations, extended state repre-
sentations, and deployments on programmable hardware switches to evaluate the
approach under more realistic traffic conditions.

Overall, this work shows that combining programmable data plane technolo-
gies with reinforcement learning represents a promising direction toward adaptive,
in-network DDoS mitigation mechanisms capable of reacting to evolving attack
dynamics directly within the network infrastructure.
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