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Abstract

Automotive architecture has become a large network of Electronic Control Units
(ECUs). From critical ECUs that can affect passengers’ lives to less critical units
coexist in the network. The complexity of the system is intensified over the
external data sources including sensors or Over-The-Air (OTA) updates. Increasing
electrification and software-defined vehicles made OTA updates a frequent and
necessary part of the product lifecycle to fix vulnerabilities. But threat actors can
inject malicious firmware during these updates, bypass security checks, or perform
unauthorized access to the car’s internal network. Hardware Security Modules
(HSMs) serve high-performance secure cryptography computations for real-time
applications in an isolated environment. Mitigates risks arising from vulnerabilities.
HSM can realize a hardware root of trust, which is the trust anchor of the entire
system. Certified proprietary HSMs exist, but their closed architectural designs
are not extensible due to fixed silicon designs. Their cryptographic capabilities
are restricted to vendor-defined instruction sets, preventing independent security
verifications of HSM’s trustworthiness. Consequently, these limitations prevent the
platform from being extended or integrated with new security features such as post-
quantum algorithms. In the long term, this could lead to a weak security posture
for future threat models. Research becomes tied to a specific platform, rather than
transferable design blueprints across different hardware architectures. This work
uses Parallel Ultra Low Power (PULP) platform to align with modern automotive
ECU’s an open-source RISC-V instruction set architecture (ISA) that is extendable.
Explores the feasibility of architectural design and implementation of an HSM
component that can functionally demonstrate secure boot early stages. In a GVSoC
simulation environment, two design strategies were explored for HSM architectural
isolation. (i) MMIO peripheral model of HSM (ii) Minimal ISA extension with
custom HSM instruction. The results showed a practical limitation of the MMIO
in our chosen core model, due to the lack of Physical Memory Protection (PMP).
Missing PMP enforcement leads to exposure of key material to untrusted software.
The demonstration of HSM performing secure boot, therefore, completely focuses
on the strategy (ii) to realize boot image integrity and authenticity.

Case study of secure boot implements Boot ROM verification of the primary boot
loader (PBL). Verification stage abstracts asymmetric cryptography to simple keyed
digest to effectively model side channel leak. Secret key in keyed digest is only
accessible by the custom instruction handler and is not present in a shared memory
space. Analysis of attacker models and threads showed that Denial of Service
(DoS) is possible in the absence of protection by the invocation of a custom HSM
operation. Moreover, GVSoC'’s cycle accuracy feature is used to firsts realistically



modeling time for computational costs then do demonstrate temporal side-channel
vulnerability.

Time leak side channel may break the symmetric cryptography through byte-by-
byte key compromise; asymmetric cryptography doesn’t show this phenomenon
due to the underlying mathematical operations and no secrecy of public material
that is stored in HSM. This study proposed a transparent design and extensible
framework for HSM architectural isolation. It allows the microarchitecture-level
threat model and attack path analysis as open security for future works.
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Chapter 1

Introduction

1.1 Motivation

ADAS ECU's vision , lane keeping

| » AIRBAG CONTROL/CRASH SENSING ECU's

» ABS/ESP ECU;s
INFOTAINMENT

POWERTRAIN, ENGINE CONTROL UNIT, BATTERY MANAGEMENT for EV's

Figure 1.1: Vehicle’s various ECU control systems based on importance illustrated

A modern automotive can include in the order of tens to over hundred Electrical
Control Units (ECU’s). Together, they make the underlying electronic mechanism
of an automotive. The mechanism can be seen to be working in multiple different
layers [1]; from hardware, firmware, operating system and application layers. Each
responsible for distinct system functionalities.

While having this complex internal computing system network within a car as
illustrated in Figure 1.1, from the outside, a modern car is also interacting with
other vehicles or infrastructures, as seen in the Figure 1.2. Using Vehicle to Vehicle

V2V and Vehicle to Everything (V2X),
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( ) vac
—

Figure 1.2: Automotive interaction with outside world

getting over-the-air updates conveniently with Over the Air Update (OTA)
technologies. Only with an increasing pattern toward the future.

Both within and outside, the services i.e., Anti-lock braking system (ABS),
airbag control a car relies on is provided and controlled by its ECU’s. Some of
which are highly critical and can impact the passenger’s safety [2].

Cybersecurity is an essential part of the vehicle’s security; it is tightly cou-
pled with vehicles safety-functionality and is implemented to provide protection
mechanisms against deliberate attacks or critical system failures.

Figure 1.1 illustrates the various ECU components and their role. It is a sim-
plified demonstration, as it doesn’t show dense internal network traffic over the
communication channel. It shows real ECUs and their criticality with color codes.
Damage to these ECUs can directly affect the assets, which can be defined as
the value desired to be protected. In this context, the assets are passenger’s life,
the car itself and its financial value or even intellectual property of the vehicle
components. Although the network part is abstracted, the diagram is intended
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Introduction

to capture the risk associated to this ECUs with color codes. Additionally, it
captures the functional diversity of ECUs involved in a modern car that share the
same space and affect each other. Such an interconnected and diverse computing
system inherently possesses a large attack surface. An Attack surface concerns the
interfaces and possibilities an attacker can utilize to gain unauthorized access to
the system and use this to influence system behavior for a malicious intention. The
critical interfaces do not need to be targeted directly; in fact, an indirect access is
a known issue. As an example, low-critical infotainment system is used to reach
high critical parts with lateral movements. A movement from external to internal
critical parts. Therefore, the goal is to minimize the impact of the attack surface
caused by a malfunctioning or an infected component due to deliberate attack by
enforcing proper security mechanisms.

Among the high numbers and variety of protection practices, verification of
the boot stages of an automotive ECU takes an important place.

The growing reliance on software (SW) updates as a consequence of growing shift
towards Software Defined Vehicles (SDV), makes OTA secure update mechanism a
growing necessity. Secure boot defines a trusted chain of verification process while
the Hardware Root of Trust (HRoT) is the physical anchor that enforces trust to
the processes. This is done in order to assure the software on already on the device
is trusted and handles new software delivery securely.

HRoT can be described as a form of a minimal set of immutable hardware and
Read Only Memory (ROM) code, that the system trust at the power on.

Consequently, for security and performance in computation speed, there is a
need for a component that performs secure execution, protects the secrets (i.e., keys
sensitive material), and starts the root of trust process. The component that is
specialized for security and can perform this operations in practice is the Hardware
Security Module (HSM).

1.2 Problem statement

While there are existing, state of the art proprietary HSM solutions which are
certified, the underlying design and how the security is achieved is a black-box
concept. Moreover, due to this closed design it is difficult to study trust anchors at
instruction/microarchitectural levels.

As more SW functionality is introduced to vehicles and rapid increase of attack
surface makes the vendor dependency a concern. In this thesis the focus is to leverage
the open platform in a simulation environment to study secure boot architectural
flow. Before the real silicon implementations of the SoC, it is necessary to perform
functional analysis and more important for this work the threat modeling of the
potential attack vectors.
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1.2.1 Study Objectives and Open-Source Rationale

Most open-source, micro controller platforms do not provide an integrated HSM
and in automotive systems in particular existing HSM implementations are typically
closed, vendor specific and not extensible by the research community. As a result,
researchers cannot integrate custom cryptographic algorithms, perform experiments
with mathematical constructions or modify security features beyond what is exposed
by proprietary interfaces. This limitations significantly constrains the ability of
cybersecurity research community to progress evaluate and expand HSM related
knowledge. Especially in the context of future attack vectors and necessity for
validation of post-quantum algorithms or domain specific cryptographic primitives.

In the state of the art, production-grade automotive HSM stacks such as Infineon
[3] or NXP [4], which incorporate physically isolated core and vendor provisioned
HRoT, represent the current industrial reference point for the automotive security.
While these solutions achieve high effectiveness in production and certifications, the
fixed HRoT implementations and closed micro-architectural designs significantly
limit the ability of researchers to modify, instrument and perform independent
security verification experiments. Moreover, as the future attack vectors requires
repeatability in and adaptation of the security algorithms thus verification of
security critical components also need continuity. The intent of this work is neither
to replace certified automotive HSM’s, nor to claim compliance with industrial
certification standards. Rather, it aims to provide research, oriented, open and
extensible HSM framework that enables machine level emulation of an open-
source platform execution. Including security practices, verification strategies and
controlled cryptographic operations. Allowing experimentation with secure boot
and opcode level trust primitives. This level of control and knowledge of a system
is inaccessible in most of the proprietary HSM implementations.

1.3 Contributions

This work contributes to the research in this field by implementing an open-
source design of an HSM primitive component and its creation inside the SoC
using existing PULP cores [5] with the ISA-offloading strategy utilizing custom
instructions and ISA-extension. The CPU pipeline is simulated with GVSoC [6], a
cycle accurate simulator for PULP chips that supports SW development, timing
and power analysis. The initial strategy was to model the HSM as separate isolated
component however due to the experimental results the ISA extension strategy
is chosen. GVSoC can simulate event timing effectively including pipeline stalls,
memory delays producing traceable cycle times.
Objectives to achieve throughout this study is:

4
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1. Secure key handling inside untrusted SW environment in a fully open-source
SoC.

2. Structured architectural study of secure boot root of trust.

3. Analysis of security posture for 2 isolation strategies.
(i) HSM as Memory Mapped Input Output (MMIO) with PMP protection.
(ii) HSM as instruction level dedicated secure boot primitive.

4. Threat model evaluation for secure boot early stage of verification chain.

5. Isolation without modifying RTL, analysis of limitation in GVSoC simulation
environment.

1.4 Thesis Organization

The following sections of this thesis is organized as follows.

Chapter 2 introduces the theoretical background with the definition of assets
in automotive cybersecurity, the concept of secure boot and its relation to trust
boundaries, automotive threats from a high and low-level perspective, the distinction
of integrity property for data at transit and data at rest, what can happen to the
firmware in a storage environment and a detailed process flow of secure boot in
practice.

Chapter 3 presents the experimental environment of this thesis, covering
the specific core choice within the PULP platform and the GVSoC simulator
specification and its important features for this study.

Chapter 4 presents the two methodologies. It introduces the first design
strategy to model HSM as an MMIO peripheral, and explores the rationale for
verifying physical memory protection. Following this, it introduces the second
design strategy, modeling secure boot verification as a custom ISA extension. This
includes the early phases of the secure boot chain, immutable read-only memory
enforcement, memory region separation and custom opcode signature verification.
Implementation details of simple extended instruction, up to the timing modeling of
signature verification is covered. The chapter concludes with the achieved reduced
attack-surface.

Chapter 5, formalizes the threat model by defining specific attacker types,
their capabilities and their attack visibility within the simulation environment.

It visually demonstrates attack path diagrams for both methodologies, and
timing base considerations.

Chapter 6, presents the results of the experiments performed for the two
methodologies. It makes a competitive evaluation of security posture for both HSM
as a protected peripheral model and the ISA extension. Moreover it explains the

5
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observations of the two threat modeling attack scenarios: time side channel analysis
and fault injection modeling, and attack results. The chapter concludes with an
evaluation of HSM over a simulation environment with respect to the real-world
applications. It uses a summary table to consolidate the comparisons of different
design strategies and their security implications.

Chapter 7, outlines the directions for the future research that builds on the
open HSM designs.

Chapter 8, concludes the thesis by summarizing the architectural insights
and achieved security properties, reflecting on isolation limitations inherent to the
simulation based environment, and highlighting the open and modifiable nature of
the platform as a foundation for the future HSM research.

is the conclusion that summarizes the architectural insights, achieved security
properties. It presents the isolation limitations due to the simulation-based envi-
ronment. open and modifiable platform for HSM implementation and direction
towards the future research.



Chapter 2

Hardware Security Modules

The Hardware Security Module occupies a uniquely critical position in the System
on Chip (SoC) security architecture. It serves as the system’s trust anchor, the
component from which all downstream security guarantees are derived. In the
automotive context, this means that the integrity of the secure boot chain, the
confidentiality of cryptographic keys, and the authenticity of software updates all
converge on the HSM as the root of trust. Thus, this central role is precise of what
makes the HSM the highest value target for an adversary. A successful attack
against it does not compromise an individual feature, but it collapses the security
posture of the entire system regardless of how well other components are hardened.

To fulfill this role, an HSM is expected to provide a rich set of security services.
At its core, it maintains a dedicated secure key vault, which is a protected storage
domain from which cryptographic material cannot be extracted by software operat-
ing outside the HSM’s trust boundary. It is responsible for True Random Number
Generation (TRNG) operation to ensure the unpredictability of generated keys
and nonce. In addition, they support secure key provisioning, workflows, and pro-
vide long-term key storage with life-cycle management. Beyond key management,
HSM functions as high-speed cryptographic accelerator offloading computation-
ally intensive operations from the main CPU to itself. An HSM can perform
symmetric encryption, cryptographic hash computation and asymmetric signature
verification. This performance dimension and capabilities distinguish HSMs from
Trusted Platform Module (TPM), where TPM’s are designed for measured low
throughput security operations. An HSM instead is made for high throughput
cryptographic executions under the real-time constraints. Which is a requirement
that is particularly stringent in automotive systems due to the latency concerns.
Since HSM is one of the most complex components to prototype, analyze and
reason about, particularly when the goal is to understand and validate the system’s
trust boundaries within the SoC design operating in a simulation environment.
A complete HSM realization is therefore beyond the scope of this single study at
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this stage. Instead, this thesis selects the foundational and security the critical
subset of HSM functionality as its case study the secure boot operation. Figure 2.1
illustrates the first stage of the secure boot trust chain in a real-world deployment
scenario. It is a reference point from which this work’s architectural investigation
of HSM design and threat modeling is grounded.

Offline: OEM / Factory Environment In-Vehicle: SoC Internal

OEM Signing HSM's Immutable Boot Secure HSM (Process Main External NVM
Server eFuses/OTP ROM Root of Trust) Processor (Flash)

PROVISIONING PHASE

i T

o 1
Generate Keypair (SK_Vendor, PK_Vendor) Sec:lre g

Permanently

locked JTAG
Signature o = SIGN(SK_Vendor, Hash(PBL_Image)) :

)
' Write PBL_Image + Si (/]

aum PK_Vendor into Internal eFuses
‘ PHASE 0 & 1 : SECURE BOOT PHASE 0

Power-On / Reset

e Load PBL Image into RAM

Fetch PBL Header (contains Signature o)

‘ Verification via Hardware Anchor
epass PBL Image + Signature (o) i

?

Load PK_Vendor from Internal eFuses

{

Verify: SIGNATURE_CHE(

Q

K(PK_Vendor, o, PBL_Image)

Verification Result (Success/Fail)

Dt

Verification:Success

0 JUMP to PBL Entry Point

Enter Mutable Code Domain

Verification FAILED

Enter Security Error State

System HALT / Lockdown

Safe/Recovery
State

Figure 2.1: Boot ROM authenticates PBL (Primary Boot Loader)

2.0.1 HSM Case Study: Protecting the Integrity with Se-
cure Boot

The case study for the HSM functionality to be demonstrated in this study is secure

boot Phase 0, as shown in procedural details with figure 2.1. Among the scenarios

HSM use i.e., random number generation, encryption, and decryption, the secure
boot is chosen to be the foundation for the automotive industry, since in every boot
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the ECU must use a public key signature and performs Primary Boot Loader (PBL)
verification of Secondary Boot Loader (SBL). After this verification application is
verified by the SBL. The software updates that are mentioned in the introduction
relies on the security of this lower-level firmware verification mechanism. Since in
physical silicon it relies on the HRoT, the tools to validate the key, memory and
process management becomes foundational step in HSM implementation.

2.0.2 Assets

The security objectives are first defined by identifying the relevant assets considering
both high-level systems and low-level implementation perspectives. Since the
protection of system-level assets fundamentally depends on the integrity and
trustworthiness of underlying hardware and software components. At the highest
level, the ultimate goal for security is to provide passenger safety against injury risks.
In addition, the protection of the vehicle against unauthorized access, hijacking,
or malicious manipulation. This also concerns the financial damages. Achieving
these goals requires ensuring the security of the underlying electronic control unit,
particularly during software update procedures and inter-ECU communication.
Where compromised integrity or authenticity of a low-level component can directly
propagate to system-wide safety risks. As a consequence, cybersecurity mechanisms
must be enforced at the execution levels to establish the trusted foundation for
higher-level automotive functions.

Threat origin at high level to low-level

The Figure 2.2 is an illustration of high and low level threat scenarios and it is
inspired by [7]. At the high level, threat are categorized by communication range:
long range attack vectors such as remote adversaries that. Additionally the short
range vectors including Bluetooth. Both cases represent entry points entry points
through which a malicious data can be injected or tampered before reaching to
the vehicle. At low level, once an adversary has gained access to the internal
vehicle network, the CAN bus becomes the primary attack surface. At this point,
a malicious Unified Diagnostic Service (UDS) can be used to flash unauthorized
firmware.
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long range

remote
attacks

Low
Critlcal
ECU

wireless
pairing,
short
range
remote
attacks

HIGH LEVEL

( Critical Soc \

UDS 0x10, diagnostic session
control

UDS 0x34 Request download ->
malicious SW

tainted/malicious
code in main CPU

LOW LEVEL

Figure 2.2: Illustration of threat models in high level and low level

2.0.3 Secure Boot Helps Framing the Trust Boundaries

The chain of trust in secure boot is one of the most essential flow in a security
verification for the vehicle. It is a foundational process that forces security developers
to model the core security concepts. It forces to ask where the trust anchor is and
if the firmware image can be trusted. It is this process that assures trust over the
entire system using HRoT.

Secure boot ensures that the system only begins execution after the immutable
ROM code, that is the handled by the PBL. After PBL completes integrity check,
the following this, each subsequent bootloader stage is verified by the preceding
one. Essentially forming a chain of trust that extends from the ROM up to the
final application software [8] pp.6. This is a widely adopted strategy in automotive
ECU’s. Figure 2.3 depict an example of cryptographic verification before allowing
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Host Trustworthy

release rest

HSM of host

self boot SUEEESS

I hold host at e
reset

firmware

Figure 2.3: Host verified by HSM

the Host CPU to start. If the verification fails, HSM holds the CPU in a reset
state.

2.0.4 Integrity property for data at rest or data in transit

Integrity can be explained with different possible scenarios. Among them, the
common phenomenon is a change, and the detection of this change matters to
preserve the real value or a state. In terms of data integrity protection, the
requirement is that the data has not been modified. But this alone is not the only
aspect. Another issue can be the cancellation of some data or the selection of only
desired data in a transit channel that is going to arrive at the destination.
Cybersecurity protection can be achieved by means of protecting and completely
avoiding possible attacks. As an example, the data secrecy concerns the protection
of confidentiality, but the integrity protection is about the detection of the change;
it doesn’t claim to protect against the change, but it is about knowing if there
has been any alteration. Realizing a situation awareness about the data status
also necessitates the detection time being as early as possible. By demonstrating
experiments this work presents the approach that will be covering one of the most
important strategies in verifying the system integrity through a chain of verification
which originates from a Root of Trust. In that regard, this scenario is specifically
about the integrity of data at rest. Figure 2.4 shows the difference for the integrity
property and the difference with respect to the data and its protection in transit,
which is not concerned in this study. In the automotive context, during booting, it
is a property to be assured that verifies the manufacturer’s firmware is legitimate.
At this point, another security property to protect is observable: Data origin
authentication. The creator of the data needs to be checked since it is the source

11
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ECU communication channel ECU holding a data in its storage

|

attacker

modify data from ECU1 to
ECU2

delete data

data from ECU1 to ECU2
Data transit

add malicious firmware O

Figure 2.5: Attack modification of FW

N
Residing in a
storage

force roll back to old vulnerable
VVEC

updated firmware,
vulnerability fixed

old firmware with
wulnerability

Figure 2.6: Attack rollback to old FW

of origin and must be authentic. Therefore, the care is not only on the data but
also about who created that data. In order to check both of these properties, in
standards the digital signatures are preferred. This is because if either the data
itself or the originator is not legitimate then the verification will fail. And the
digital signatures can provide authenticity and non-repudiation. Note that the
protection of the firmware is taken as case study in this thesis as demonstrating
HSM’s functionality. Because it is a crucial first step to care. Without the correct
firmware the ECU will be compromised and can behave maliciously to perform the
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actions in the figure 2.5 and 2.6. Essentially, a compromised ECU becomes serious
threat for the vehicle. It can intercept the internal network traffic, act as a Man in
The Middle (MITM) node, or behave maliciously.
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Chapter 3

Architectural Platform &
Simulation Environment

Building on the requirements that maps to the problem statement introduced in
the Chapter 1, specific architectural platform and platform compatible simulation
environment is selected. The decision is based on the tools that would allow
realizing open platform, configurability, transparency, extensibility, threat mod-
eling capability, timing and side channel analysis, architectural experimentation.
Another point is the selection of specific core provided in platform that satisfies the
automotive performance to design and implement the HSM. If the HSM is modeled
as an MMIO protected peripheral component it requires a separate component
to be modeled in the platform description. Otherwise, if HSM is tightly coupled
component with ISA extension, a core that allows ISA extensions is preferred.
This recent paper demonstrates KeyVisor [9], which uses ISA extension strategy
for the cryptographic key protection. The architectural rationale of KeyVisor is
structurally consistent with the custom opcode strategy. In order to realize these
two setups, the environment information is summarized in the Table 3.1.

Host OS | macOS with UTM virtualization

Guest OS Ubuntu Server
Pulp Chip RI5CY [10]
Simulator Pulp Platform GVSoC

Toolchain PULP RISC-V Toolchain

Table 3.1: Environment Setup Information

The architectural pattern in PULP accelerator, is shaped around offloading
computationally intensive or security critical tasks to dedicated hardware as seen

14
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in the Figure 3.1 PULP components layout.
The implementation is structured into 3 stages to progressively achieve the
defined security goals.

1. Strategy 1: Functional validation of PMP with MMIO modeled peripheral.

2. Strategy 2: ISA triggered offload, to reduce attack surface

3.1 RISC-V

RISC-V architecture provides an open-source ISA, it is therefore eliminates the
dependence of proprietary processor specifications. Consequently, the open ar-
chitecture allows instruction extensions that would otherwise be constrained by
vendor definitions. If HSM tightly coupled with a custom ISA this architecture
provides the essential requirement. In addition to extensibility, openness also
provides architectural transparency. Which allows long term research by possibility
of analysis of system-level threat modeling. Finally, to study process, memory
system and security mechanism interaction becomes possible.

3.2 PULP

RISC-V Cores Intercon
RISCY Zero | Ariane Logarithmic interconnect
i | _APB - Peripheral Bus |
32b 32b 64b APB - Peripheral Bus
AXI4 - Interconnect
Platforms

intercennect

Single Core E Multi-core E
+ PULPino + Fulmine Multi-cluster
+ PULPissimo +« Mr. Wolf « Hero
(]
10 {PC
Accelerators

Figure 3.1: PULP components layout.

Parallel Ultra Low Power Platform (PULP) is providing flexible-system level
architecture. Fully open and configurable SoC designed for RISC-V. Entire architec-
tural stack is open including interconnect, memory hierarchy, peripheral integration.
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Figure 3.1 sourced from [11] shows various core type and their use cases based on
the performance considerations. It also illustrates the modular architecture of the
platform with supported cores, peripherals and interconnects. It showcases the
possibility to be able to scale the platform with multiple cores.

The development cycle utilizes the PULP-SDK as a reference and PULP-
Toolchain. Pulp Chip used RISCY [10], this is chosen specifically for the target
automotive industry application.

3.3 GVSoC Simulation environment

GVSoC a cycle-accurate PULP chips simulator; in this work, it is emulating the
chosen MCU core RI5CY, currently maintained by the OpenHW group [12].
In the research paper [13], GVSoC it is described as a 'Highly configurable, fast
and accurate full-platform simulator for RISC-V based IoT Processors’. Based
on this description, the mapping of each GVSoC feature this research utilizes is
accordingly: High configurability is used for the RICV-V ISS modification, enabling
protection flags, custom opcode implementation, RAM/ROM memory allocation,
and interconnect wiring. Accuracy is important for threat modeling and attack
simulations since it simulates the platform in a time-accurate way. It is cycle-
accurate simulation environment for PULP chips. It is also attractive for the reasons
that it allows for the creation of additional functionality with ISA extensions [13].
Performance of the GVSoC environment is studied in this paper [6] as mentioned
in this work pulp-gnu-toolchain, is forked from the repositories.

RI5CY is supported by the PULP RISC-V GCCT toolchain [14], targeting the
rv32imce and extended variants. The target toolchain is affecting the ISA rv32imc.

3.4 RI5CY Core

There are variety of pulp chips available: Micro-riscy, Zero-riscy, RI5CY [10],
RISCY+FPU, Ariane. For the automotive embedded security requirements this
work focuses and builds in top of RISCY core.

From the documentation of the RI5CY core:

o 4-stage in order pipeline, this provides simple and analyzable execution model
especially important for security experiments.

o Supports RV32I, RV32C, RV32M and PULP extensions which allows im-
plementing and evaluating the custom HSM opcode inside the simulated
environment.
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o Includes performance counters through the CSR’s. Therefore the counters for
instructions, stalls, branch behavior can be observed. As a result the thereat
modeling based on time observations is possible.

» Potential to activate a filter for the fetch, load and store requests executed in
user mode using PMP flags.

¢ Dedicated instruction-fetch and load-store interfaces.

o Privilege support with machine and user status and exception CSRs. including
mstatus, mepc, mcause.

This is because the automotive industry applications require a balance of
performance capabilities and efficiency. Typically the security computations could
create additional performance management necessities. Thus the HSM core should
take the computational burden away from main CPU. RI5CY core has deterministic
pipeline behavior and in order execution, use in embedded systems and energy
efficient SoC. It supports custom ISA extensions. The slides Understanding and
working with PULP [15] describes RISCY as "workhorse core" of the platform which
points the computational power as well as its extensive deployment across multiple
silicon technologies.

3.5 Experiment Environment Setup Details

Strategy 1 focuses on the MMIO component orchestrating mycomp, mysystem,
main.c and validating PMP support. Strategy 2, builds the HSM crypto features
after the security validations of the strategy 1. This is because during the experi-
ments at the strategy 1, it is observed that, the PMP protection is not activated
with the ISS simulations.

Evaluation of possible design strategies under the experimental setup:

o Strategy 1: HSM function as a protected MMIO peripheral.

o Strategy 2: HSM function as a standard memory, mapped input output,
peripheral HSM with tightly coupled ISA extension strategy

PULP-SDK provides some ready test for target platforms i.e., pulp-open. A simple
target platform with single core is constructed. Similar to the provided GVSoC
developer tutorials !

lin GVSoC core docs/developer_manual/tutorials/1_how_to_write_a_component_from_scratch‘
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Architectural Platform & Simulation Environment

Used tutorial 11 from the GVSoC library and in the my_system.py several
modifications were made to adapt the system to 32-bit architecture. Specifically
the isa type was changed from isa="rv64imafdc’ to isa="rv32imafdc’ and the class
was renamed from Rv64 to Rv32.

host = cpu.iss.riscv.Riscv(self, "host’, isa=’rv32imc’, binaries=]

binary])

instead of Rv64 used Rv32

description = "HSM extension'

model = Rv32

name = "test'

In the Makefile used —ved —trace=level=debug —power which generated the
necessary gtkwave files that allows for future experiments analysis. This is in
general important to measure for threat modeling and evidence for compromise:

Cycle counts
Execution latency
Bus contention
DMA throughput
Timing side channel

Custom instruction latency
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Chapter 4

Methodology &
Architectural Design

Different architectural designs can realize an HSM functionality, each comes with
their own design constraints, trade-offs, and the potential practical limitations. The
objective is to implement an isolated computational capability for the cryptography,
key protection and controlled interface to invoke HSM. Therefore the design
strategies were first; that is classic separate and protected component model and
second the ISA extension with custom opcodes, that is, conversely to the isolation
based on the address space, it provides isolation through its execution path. In
the following two sections the architectural differences between the two strategies.
Evaluation of each strategy with respective experiments presented after the design
explanations.

4.1 Design Strategy 1: HSM as MMIO compo-
nent

This design implements HSM module as an external memory mapped peripheral,
interfaced through the main SoC interconnect and accessible through a dedicated
protected MMIO region, access is specifically mediated by privilege and isolation
mechanisms. Start of design with this peripheral model architecture for HSM, also
allowed platform validation since the tutorials provided by GVSoC was changed
specifically to satisfy the RISCY. With strategy 1, thus aimed us to verify a correct
component mapping, address recording exercise, software to hardware command
interface, register protocol, status, interrupt signaling error paths and explore
the platform available security relevant controls, privilege checks, access control,
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PMP CHECK MECHANISM FOR HSM AS MMIO COMPONENT
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configurable flags, and integration points for protection mechanisms. One such pro-
tection is the RISC-V Physical Memory Protection (PMP) unit. It enforces access
control over memory region based on permissions for (R)ead/(W)rite/(E)xecute
across privilege levels. Figure 4.1 memory access flow through the PMP unit and
HSM MMIO interface. The instructions fetched and decode are subject to PMP
evaluation before the bus access. Access is granted to machine mode and denied
for user mode. A violation of this these permissions creates an abnormal condition
that creates a trap handle situation. When a CPU performs an emergency jump to
a privileged handler in an abnormal situation, this is called trap. The abnormal
situation can be a forbidden memory access or illegal instruction. If a trap happens
CPU switches to M-mode, jumps to address held in mtvec and records both he
cause and the location of the fault.

Even though this architecture model of HSM has interface separation it has
limitations. The HSM block is not a fully isolated security domain by itself. This
is not due to an absence of a dedicated core but because there is no prevention
issuing MMIO read/write to an address range from compromised core no protection
like hardware firewall /bus matrix rules. There should be an access control based
on privilege for who wants to use HSM restricted to M-mode enforcing that only
trusted firmware can issue commands to the module. Thus in the absence of
isolation guarantees enforced by PMP any sufficient privileged or compromised
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software executing in the main CPU, including U-Mode code retains the ability to
directly access the HSM MMIO interface.

4.2 Design Strategy 2: HSM as Custom ISA
Extension

HSM primitive for secure boot realized as a custom ISA extension is tightly coupled
with RISCY core. In contrast to the first strategy the SoC interconnect, L2 RAM
and MMIO interface are entirely bypassed as observed in the Figure 4.2. Instead,
all HMS related functionality is entirely internalized withing the custom security
opcode. This tight coupling removes the bus fabric and reduces the attack surface.
Since no HSM related transaction is externalized over the system interconnect.

HSM PRIMITIVE AS CUSTOM ISA EXTENISON

NOT USED SOC
A NOT USED
L2 Shared RAM
(Load/Store | SoC interconnect (Address Decode) v
accessible) 2

A
K RISCY (HOST CPU) \

INSTRUCTION PIPELINE
7’
7’
0x2b CUSTOM OPCODE r= @(— ’ fetch unit
e 1 hstruction

decoder

/J

Figure 4.2: Custom security opcode is invoked in RI5CY

HSM as MMIO
NOT USED

’% ‘|
¢ / 1
¥ % csR |
|| crypTO )
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7

HW OPERATION

~ -~
==
-

4.3 MMIO component PMP validation experi-
ment

Among the two strategies mentioned the HSM as a MMIO peripheral was chosen
to be the first to be implemented in the baseline system on chip. The reason why
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is to avoid breaking the ISS by modifying the ISA without proper understanding
of the component model, understanding of the platform configuration.

This prototype becomes starting point to experiment with the actual platform
configuration, therefore allows observing in the PULP chip components.

4.3.1 Technical Words and Their Meaning

The configuration required setting up the values of Control and Status Registers
(CSRs) that are referenced from RISCV manual [16].

CSRR : Control and status register read
CSRW : Control and status register write

mstatus : Machine Status Register 0x300 (CPU privilege modes and global
state flags)

mtvec : Machine Trap-Vector Base-Address Register 0x305 (Trap handler
lives here)

mepc : Machine Exception Program Counter Register 0x341 (when the trap
occurred where was the CPU)

mcause : Machine Cause Register 0x342 (Shows the cause of trap)
mtval :Machine Trap Value Register 0x343
pmpcfg0 : 0x3A0 Physical memory protection configuration

pmpaddr0 : 0x3B0 Physical memory protection address register with the
number.

User mode (U-mode) is the lowest privilege level,

access permitted to only PMP allowed memory regions.
access to restricted subset of CSRs.
trigger exception through ecall to request M-mode services.

execute unprivileged instructions only.

Machine mode (M-mode) is the highest privilege level for a SW with capabilities
of and not limited to :
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» unrestricted access to the memory, operates without PMP restrictions.
o configure and access to all CSRs.

e handle exceptions and interrupts.

 control boot flow.

The following values of the CSR’s and the values they take depending on the
scenario is referenced from the RISC-V instruction set manual Section3.7 with
more [17] extensive details. One important reduced table for mcause CSR value
with its description is presented with the table from the manual in Figure 4.4.

Each entry in the RISC-V PMP, has an address that is pmpaddrN and a config
byte pmpcfg. The permissions are set in the config with R/W/E.
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Algorithm 1 PMP enforcement verification experiment in GVSoC. Experiment
denies access to a selected memory region and checks if user-mode load operations
trigger a trap. The outcome of the CSR mcause register and MMIO based debug
markers show if load is blocked or not

1:
2
3
4:
o:
6
7
8
9

10:
11:
12:
13:
14:
15:
16:
17:
18:

19:
20:

21:
22:
23:

24:
25:

procedure PMP ENFORCEMENT CHECK(

> )MYCOMP__BASE is a memory-mapped debug peripheral

> TEST BASE is a memory-mapped debug peripheral

MYCOMP _BASE <+ 0x20000000

TEST BASE «+ 0x00020000

TEST SIZE <+ 0x1000

> Trap related CSR’s

mstatus <— 0x300

mtvec < 0x305

mepc < 0x341

mcause <— 0x342

mtval < 0x343

> PMP CSRs

pmpcfg0l < 0x3A0

pmpaddrOl <— 0x3B0

> Initialization

CSRW (mtvec, &TRAPHANDLER)  © Install machine mode trap handler
end procedure

procedure UNTRUSTEDUMODE

MMIO[MYCOMP__BASE + 0] <— 0x55555555 > Debug flag: Entered to
U-mode

x < LOAD32( TEST BASE) » Should trigger PMP fault if enforcement
is active

eMMIO[ MYCOMP__BASE + 0] + 0x66666666 > Printed only if PMP
is NOT enforced

xC'SRR(mstatus) > Illegal CSR asccess in U-mode, expected to trap

Loop forever
end procedure
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The pseudocode with the Algorithm 1 shows the experiment logic of the MMIO
component with certain flags that allow us to interpret the execution flow.

This experiment validates whether PMP is correctly enforced by attempting
an unauthorized memory access from an unprivileged CPU mode and observing
whether the expected fault occurs.

o Or11111111 and 0222222222 indicates program initialized , mtvec trap handler
correctly configured.

o 0x55555555 is the first flag to indicate that the CPU dropped to the user
mode. In this low privilege mode and untrusted state, load from denied region
is attempted.

e 0z00000002 mcause is equal to value 2, confirming an illegal instruction
exception. It is used as an additional check to verify the CPU is genuinely in
U-mode. Since 0x55555555 alone does not guarantee this.

e 0z0000000 is reported from the trap handler,following an illegal CSR read
attempt in U-mode where mtval = 0 indicates the bad instruction value.

o 0200000005 mcause is equal to value 5, confirming PMP is enforced correctly.
The consideration about option 1 before starting the experiments was clear. If

c inline uint32_t read_mstatus(void){uint32_t x; L e("csrr %0, 0x300":"=r"(x)); return x;
rite_mstatus(uint32_t x){__asm_ =("csrw 0x300, rt(x));}
rite_mtvec(uint32_t x){ 3 VO e("csrw 0x305,

rite_mepc(uint32_t x){__asn vol e("csrw 0x341,
rite_pmpaddro(uint32_t x){__asm__ vol: e("csrw 0x3
i write_pmpcfg@(uint32_t x){__asm__ vola = ("csrw Ox3A0, %0"::'r"

Figure 4.3: Setting up CSR values

the HSM is built without extra isolation mechanism, it will be insecure due to the
vulnerability to key leakage, Direct Memory Access (DMA) snooping, bypass of
privilege mechanism. In the RI5CY core documentation one memory protection
mechanism and the way to enable it was presented. During the experiments the
PULP_SECURE macro was set to the value 1 as required.
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Table 16. Machine cause (mcause) register values after trap.

Interrupt  Exception Code Description

0 2 Illegal instruction

0 5 Load access fault

Figure 4.4: mcause CSR’s exception codes

4.4 Functional Validation with MMIO Compo-
nent

At the start SoC level integration is validated by setting up a prototype MMIO
component. This is similar to the orange colored component in the platform
Pulpissimo (pulp-open) as presented in the Figure 3.1, instead we have custom plat-
form (my_ system.py). Interconnect routing. Checking if the memory and MMIO
peripherals are mapped correctly. Instantiate the RISC-V ISS (RiscvCommon)
with enabling the user mode and PMP.

Platform wiring is set in the mysystem.py is using gapy to configure the python
based custom target. Another possible configuration can be done by JSON config
files as introduces in json config [18] github page.

For this validation as well as for the stage 2, library provided utility files are
accumulated in the gvsoc_clean/thesis_utils/

In the pseudo code of the experiment 1 it is expected that, REGO showing a
load access fault with mcause=5, REG4 to have 0x0020000 and CPU to be stuck
in the handler loop, if after the run 0x66666666 is obtained on REGO, this means
PMP did not block.

host = RiscvCommon ( self | host , mmu=True, pmp=True,
fetch__enable=False, boot_addr=0, supervisor=True, user=True)

4.5 Experiment Setup: Secure boot with ISA
Custom Opcodes Extension

ISA extension is deep in the GVSoC library thus extension requires modifications
by adding custom opcodes and understanding how an instruction is fetched /decod-
ed/executed. To get used to library experiment starts with the goal of implementing
a simple instruction that performs a math operation to validate the ISA extension

26




Methodology & Architectural Design

31 25 24 20 19 15 14 12 11 7 6 0
| funct7 ‘ [ rs2 ] I [ rsi ] | funct3 | [ rd ] | opcode ‘R-Type
31 20 19 15 14 12 11 7 6 0
| imm([11:0] l rsi | funct3 | rd l opcode |I-Type
31 25 24 20 19 15 14 12 11 7 6 0
| imm([11:5] rs2 ‘ rsi | funct3 | imm([4:0] I opcode ‘ S-Type
31 12 11 7 6 0
| imm[31:12] | rd ’ opcode ‘ U-Type

Figure 4.5: Selected custom instruction type and its structure

with additional ISS. Created a copy of ISS extension form GVSoC developer manual
tutorials. to modify and integrate with the system. Inside the GVSoC library
the models/cpu/iss/isa_gen/isa_riscv_gen.py has other instructions for rv32i
ISA. ISA was expanded with custom instruction my instr. The specific extension
format is R-type instruction. As depicted in 4.5 obtained from the source [19].
The code snippet show exactly how the custom instruction inside Rv32i(IsaSubset)
located in the isa_riscv_gen.py of GVSoC library was defined.

class Rv32i(IsaSubset);
def _ init_ (self):
super ().___init__ (name=’rv32i’, instrs=| .
Instr (’my_instr’, Format_ R, 0000000 000 0101011")
]

The 4.6 depicts the decoding of custom my__instr. The last 0101011 is the opcode
which identifies this instruction as custom-0. The instruction was invoked within
the software toolchain by the 32-bit word displayed in the Figure 4.6 asm_ instr.S.

From the figure 4.5 we can map the specific fields values, i.e. 0000000 is func?,
01011 is rs2, 01010 is the rsl. Significant field values for later stages are rsl, rs2,
rd. They are the first, second argument and the return value respectively.

Below is the exec-handler, which performs the addition and multiplication, to
rv32i.hpp !

LAt the time of writing this work located in models/cpu/iss/include/isa/ in GVSoC core
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asm_nst:S 1 isa_riscv_gen ]
.global my_instr e _gen.py J
my_instr: Instr('my_instr', Format_R, 0000000 - - - - - - ---- 000 0101011]
.word{0x00b5052b|
irra 0x00b5052b = 0000000 01011 01010 000 0101011]

Figure 4.6: Custom instruction and it decode

static inline iss_reg 't myiinstiexec(...)
REG_SET(0, REG_GET(0) + 2 = REG_GET(1));

after the build and the run build, install and test artifacts are generated in the

/home/ozge_pulpvm/pulp_workspace/gvsoc_clean/_work/tutorial_hsm/install/bin/gvrun \
—-—platform=gvsoc \
-—target-dir=/home/ozge_pulpvm/pulp_workspace/gvsoc_clean/core/models/devices/tutorial_hsm \
--target=my_system \
-—work-dir=/home/ozge_pulpvm/pulp_workspace/gvsoc_clean/_work/tutorial_hsm/work \
—-—param=binary=/home/ozge_pulpvm/pulp_workspace/gvsoc_clean/_work/tutorial_hsm/test/test \

—-—py-stack \

--verbose=debug \

run
Launching GVSOC with command:
gvsoc_launcher —-config=gvsoc_config.json
10 + 2 x 5 —> 20

Figure 4.7: ISA extension functional verification with simple arithmetic operation

home/ozge_pulpvm/pulp_workspace/gvsoc_clean/_work

_work/tutorial hsm/iss/include/ isa/

After the verification of simple custom instruction is working and integrated to
the GVSoC ISS, the next step was to use the same strategy but transform this
instruction to be part of secure boot prototype. Similar to the earlier stages of the
experiments, instead of implementing the most secure algorithms and standards
the goal instead is to ensure the security flow with respect to the program. Finally
to have a solid base to replace with a desired crypto algorithm and mode. To this
end, the primitive secure boot is strted and implemented.

Turning Simple Custom ISA to Secure Boot Ver-
ification

Figure 4.8, provides a high-level overview of the complete automotive boot
sequence, covering initial power on to the application handover. At power on,
phase 0 the ROM bootloader initiates the primary boot loader establishing the
first executable context on the ECU. Phase 1 encompasses the first stage booth
verification, after which phase 2, introduce the decision point depending on the
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Figure 4.8: ECU boot phases high level

presence of any update. If the scenario update request present, then the ECU cannot
simply go to phase 5, it must go through several steps namely the reprogramming
performed by the SBL. Phase 3 of the Figure 4.8 is located in the mutable memory
area and following steps are performed in order. Load the SBL, download firmware
via transport layer, this can be by OTA update, Ethernet or by UDS diagnostic
services over CAN bus. Following this step, security and authentication checks are
performed.

Before reaching the post programming verification step new firmware is written
to the flash. If the post programming verification succeeds the second bootloader
is erased from RAM, and ECU can finally transition to phase 5, where final boot
transition takes place and after its completion ECU starts its normal operation.

The security phases demonstrated in the Figure 4.8 of secure boot is pictured
using the information inspired from the [20].

The 4.8 presents a high level view of the ordered process taken before reaching
normal operational ECU. However, to understand how a hardware root of trust
can be emulated within a simulation environment such as GVSoC, the focus must
be narrowed down to a precise segment withing the Phase 0 and 1. The 4.9 is the
detailed process description of the implementation of second architectural strategy.
Specifically where custom ISA extension for signature verification is present in the
full picture.

Specifically, the point where it shows "you are here" in the full secure boot.

The implementation emulates the HRoT behavior and early stages of secure
boot chain. This process is illustrated in the Figure 4.9. If we take the process
map location and map this stage to the Figure 4.8 it corresponds to the stage in
between the MCU exit reset primary bootloader starts.

Assumption: The 4.9 is showing green dashes for GVSoC simulator execution
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Figure 4.9: RoT functional implementation logic in GVSoC

logic, which implies our trust in its correct functioning as a baseline. In real silicon
experiments trust to GVSoC as environment is a similar assumption as functional
and micro-architectural correctness of the physical hardware platform.

Execution: The code execution starts with __start and main, both are resident
in ROM. This is the security policy. The transition flow from step 3 to 4 illustrated
with the Figure 4.10. It is essentially passing from ROM’s trigger to execution of
our custom opcode 0x2b. We therefore achieve the instructions from ROM with an
execution logic of GVSoC. ISS handle implemented in the rv32i.hpp is implements
the verification algorithm as hardware primitive. The transition to the mutable
code happens on step 5, when the ISS opcode 0x2b returns success to main, In
this setup the Boot ROM is emulated with the ROM resident boot code. Boot
payload is then stage 1 bootloader dummy boot image in the main. It corresponds
to firmware image received from non volatile storage in physical word.

Process flow between stage 0 and 1 \

YOU ARE

JUMP TO PRIMARY BOOT LOADER

,"System Halt /“|
", Security Trap /

Figure 4.10: Process flow steps secure boot phase 0

Figure 4.10 illustrates the flow order in performing low-level implementation details
between the phase 0 and phase 1. Where boot image is verified with the ISA
opcode triggered from ROM.
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The earlier GVSoC experiment involving the simple arithmetic my_ instr in
Section 4.5 instruction did not enforced the use of immutable memory region for
code execution. After verification of ISA extension success, the transformation of
the initial arithmetic opcode prototype into a secure boot verification mechanism
requires the introduction of additional architectural structure inside the GVSoC
platform. Even if the simulation environment does not provide a physical HSM
with One Time Programmable (OTP)/eFuse for key storage as explained in the
physical HSM component 2.1, the emulation of key protection in this practical
constraint environment is as follows.

First secure boot phase 0 begins by defining a dedicated immutable memory
region that represents the system’s boot ROM. This region, serves as the emulated
hardware root of trust and contains the boot code responsible for performing
firmware verification. The build configuration and linker are explicitly arranged so
that the program and entry point is located within the read only memory region.
The processor begins execution from the trusted ROM address space after reset,
allowing that verification routine in every ECU boot is executed before any code
located in mutable memory is allowed to run.

The verification stage of the secure boot chain implemented using simplified
symmetric cryptographic operation that allows the interaction between the pro-
cessor and the HSM instruction handler to be functionally exercised. Rather
than implementing a full public key signature scheme. The current model uses
a deterministic mixing function symmetrically to represent the verification step.
The purpose of this choice is not to claim cryptographic strength, but to focus the
evaluation on architectural behavior:

e Invocation of the HSM operation.
o Protection of internal state.

o Time characteristics observable at the processor interface.

Even though production automotive systems rely on asymmetric signature
schemes such as ECDSA, incorporating a complete implementation at this stage
would not provide additional advantage into timing site channel and fault injection
modeling implemented in this work. Instead the simplified operation allows the
verification flow and attack models to be studied without introducing a substantial,
computational complexity of full public key cryptography. If a production grade
implementation be required the internal verification logic of the instruction handler
must be replaced with a standard public algorithm with reusing of boot ROM
configuration to store public key.

Among the provided tutorials provided in the GVSoC development manual?,

2located in pulp_workspace/gvsoc_clean/core/docs/developer_manuals/ tutorials/
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one is about how to add a new instruction. It is used as a starting point to turn the
current simple custom operation to the PBL verification of SBL thus necessitation
a ROM region in addition to the existing RAM. As immutable region is the location
where the execution starts. The Figure 4.11 displays the address range we allocated
for the immutable first sage storage ROM and the mutable storage RAM.

1( firmware/bootloader >

0x000F8004

ROM boot ROM

SIZE = 0X00008000

0x00100003

Figure 4.11: Memory partitioning to RAM and ROM regions

Listing 4.1: RAM/ROM memory partitioning

mem_ram =memory . memory . Memory ( self , 'ram’, size=0x000F8000)

ico.o MAP(mem ram.i INPUT(), ’ram’, base=00000000, size=0x000F8000
, rm__base=True)

mem_rom =memory . memory. Memory(self , 'rom’, size=0x00008000)

ico.o_ MAP(mem_ram.i INPUT(), ’ram’, base=000F8000, size=0x00008000
, rm_ base=True)

11_how_to_add_an_iss_instruction in GVSoC core
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Note that or alignment and avoiding placement of data/code at address 0x0 there is
a 4 byte offset. The actual RAM region spans the address 00000000 to 0x000F7FFF,
and the ROM region is 0x000F8000-0x000FFFFF. Below implementation is the
previous memory that is the writable RAM, it mirrors the linker script as shown
in the 4.12.

Before there was on only the RAM as the main memory.

Listing 4.2: RAM memory and no ROM partitioning

mem =memory . memory . Memory (self ; 'ram’, size=0x00100000)
ico.o MAP(mem ram.i INPUT(), ’ram’, base=00000000, size=0x00100000
, rm_ base=True)

In the code snippet 4.5 the implementation of the ROM partitioning is demonstrated.
As a result, the memory is split into two distinct regions: a mutable RAM and
an immutable ROM. Moreover the R/W /X permissions set are observable in the
Figure 4.12.
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link.ld

OUTPUT_ARCH(riscv)
ENTRY( _start )
MEMORY {
RAM (rwx) : ORIGIN = 0x00000004,
LENGTH = 0x000F8000
ROM (rx) : ORIGIN = 0x000F8004,
LENGTH = 0x00008000

ROM
.init,

Bilall
.preinit_array
.init_array
fini_array

.boot
.rodata
.gnu.offload_funcs
.gnu.offload_vars
.text

>RAM AT >ROM

Figure 4.12: Memory sections partitioning

4.5.1 Ensuring execution from BootROM
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loader = utils.loader.loader.Elfloader (self, ’loader’, binary=
binary , entry=0x000F8028)

Force start at ROM region is achieved with the code snippet snippet 4.5.1 the
entry=0x000F8028 is not arbitrary, it is the address of the _start that is proved
to be in the partitioned ROM region as observed in the output of the address
verification shown in the Figure 4.14.

crt0.S located in gvsoc_clean/thesis_utils/ is the runtime startup file that
defines the reset entry point . 3 It defines the _start as show in the process 4.17.
Then the linker script must have the .boot defined in ROM. We demonstrated the
implementation of memory sections in the 4.12 and the in the following sections
the verifications of their placement in memory regions is provided.

The start is the first instruction to be executed as reset/entry as the linker
uses ENTRY(_ start) it corresponds to the Boot ROM entry and jumps to the
___init_start from the init.c, that invokes the main() from ROM that is simulating
4 first stage secure boot verification triggering the custom ISA opcode 0x2b.

For the purpose of the simulation, GVSoC is a trusted baseline and it’s underlying
architectural emulation is assumed to be an accurate and secure representation of
the intended hardware behavior.

crt0.S

.section .text

.section .boot, "ax
.global _start

start

la x2 stack

, @progbits

la t0 __init_start

Figure 4.13: Changes made to crt0.S file

The 4.13 shows the changes made to the original crt0.s file for link time placement.
_ start is forced into .boot, and .boot is forced into . Figure 4.12 displays how
the memory sections are assigned to RAM or ROM. Security policy including the

3the original of the file can be seen in the docs/developer_manual/tutorials/utils/crt0.S

4ROM is implemented as a memory object in GVSoC not hardwired logic in a silicon.
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boot-strap sequence and control flow is hosted in the carved ROM region. To verify
this we checked the following conditions :

« _ start is placed in ROM
e crt0.S is placed in ROM

e main is linked into ROM

(~pulp_venv) ozge_pulpvm@pulpvm:~/pulp_workspace/gvsoc_clean$ riscv32-unknown-elf-nm -n _work/tutorial_hsm/test/test | grep " main$"
000fb2la T main

Figure 4.14: Evidence for main’s presence in ROM

Verification of where exactly the main is located is done as seen in the Figure 4.14.
Since the main in the address 0x000FB21A and the rom is between 0x000F8004 ->
0XO000FFFFF main is therefore linked to the ROM.

(~pulp_venv) ozge_pulpvm@pulpvm:~/pulp_workspace/gvsoc_clean$ riscv32-unknown-elf-nm -n _work/tutorial_hsm/test/test | grep

" _start$"
90018028 T _start

Figure 4.15: Evidence for __start’s presence in ROM

Similarly, Figure 4.16 is displaying the verification of the addresses for .boot
rodata. and .text address locations where, reset entry .boot and early bootstrap
is in ROM Constants and immutable data in ROM, by setting .rodata to ROM.
As well as the main() executable code corresponding to .text is located in ROM.

This verifications steps helps us observe that system is booting directly into
an immutable ROM region. The visual flow of build process is depicted with the
Figure 4.17.
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(~pulp_venv§ ozge_pulpvm@pulpvm:~/pulp_workspace/gvsoc_clean$ riscv32-unknown-elf-readelf -S _work/tutorial_hsm/test/test |
egrep '\.boot|\.text|\.rodata'

[ 6] .boot PROGBITS 00078028 001028 000038 00 AX © 0 1
[ 71 .rodata PROGBITS 00078060 001060 000510 0@ A @ 0@ 4
[15] .text PROGBITS 00078570 002570 002d90 06 AX @ 0 2

Figure 4.16: Evidence for memory sections .boot, .rodata, .text presence in
ROM

builds the gvsoc platform
(my_system.py,

Makefile

compiles crt0.S, init.c other

ﬁ utils

links the link.Id

produces single elbinary
with controlled memory
layout

crt0.S | init.c other utils
reset/entry
_start | code, ROM void __init_start()
la x2 stack |_resident I
la t0 _i.l.l-it_start _init_bss();
/ e
[stack defined in RAM| & int retval = main();
€ jump to C 3
en

Figure 4.17: Build process

4.5.2 Custom Opcode Signature Verification Implementa-
tion Details

In the subsection 4.5 the custom instructions execution handler performed a simple
math operation. After the functionality as shown in the Figure 4.7 was verified,
the transformation of the execution handler to a secure boot verification handler
is performed. The complete code section is present in the appendix. It is useful
to map the simple execution details mentioned in the previous subsection 4.5
important fields of the custom instruction. After transformation, rs7 holds the
boot digest, rs2 is the provided signature and the signature verification result
is set to 1 if verified successfully, 0 otherwise.

It is important to explicitly acknowledge the cryptographic simplification made
in the implementation. Technically it is behaving like keyed digest rather than
asymmetric cryptography, where in practice, signing is done with OEM’s private
key and the verification is done OEM’s public key. Crucially note that this imple-
mentation is neither acceptable for the non-repudiation since the symmetric key
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manufacturer's
P K Root of trust
N
SK
flash boot
SK code
authenticates——»{bootloader system
CPU—>INIT| | e s
replace bootloder code

[ ) X

Figure 4.18: Bootloader verification, conceptually adapted from the book[8]
pp. 5. SK=Private Key PK=Public Key

cryptography cannot provide legally undeniable proof of origin this property nor it
is in parallel with current cryptography standards. This abstraction is done only for
the functionality verification of secure boot flow and efficiently represent the side
channel leak in the threat modeling.

Inserting source code added to ®

static inline uint32_t simple_verify(uint32_t digest
)1
const uint32_t fused_key = 0xabc3f18du;
uint32_t mac = digest = fused_key;
mac = (mac << 7) | (mac >> 32 -7);
return mac -~ 0x3c6ef372u;
}
static inline uint32_t my_instr_exec(Iss *iss,
iss_insn_t #*insn, iss_reg_t pc){
const uint32_t digest = (const uint32_t)REG_GET
(0);

const uint32_t provided (const uint32_t)
REG _GET (1) ;
const uint32_t expected = simple_verify(digest);

const uint32_t verified expected == provided;

Sthe path pulp_workspace/gvsoc_clean/core/models/cpu/ iss/include/isa/ in GVSoC
core
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REG_SET (0, verified);

3

main.c % controlled tampered signature

static uint32_t simple_digest(const uint8_t *image,
uint32 t len){
uint33_t acc =0x6d2b79fb5u;
for (uint32_ t = 0; i< len; i++){
acc™= ((uint32_t) image[i] << ((i & 3u) * 8u;
acc += 9x9e37799b9%u;
b

return acc;

static inline uint32_t sign(uint32_t digest){
const uint32_t fused_key = 0xabc3f18du;
uint32_t mac = digest =~ fused_key;

mac = (mac << 7) | (mac >> 32 -7);

return mac -~ 0x3c6ef372u;

int main(void){

static const unint8_t boot_image[] = {0x2c ,.... }

uint32_t digest = simple_digest(boot(image, sizeof(
boot_image));

uint32_t signature = sign(digest);

uint32_t verified = my_instr(digest, signature)
printf ("Secure boot opcode (0x2b) => Ys\n", verified
? "PASS" : "FAIL");

uint32_t tampered= my_instr (digest, signature ~0x3u);

printf ("Secure boot opcode (0x2b) => Ys\n", tampered

? "PASS"™ : "FAIL");
return O;
}

Sthe path pulp_workspace/gvsoc_clean/core/models/devices/ tutorial_hsm/ in GV-
SoC core
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4.5.3 Modeling Timing Based on Whitepaper

Warning: conceptual diagram (not realistic timing yet, execution is instant

Strategy: Execute crypto inside ISS exec handler process for the ISS

/ RISCY (HOST CPU) \

INSTRUCTION PIPELINE

compute the signature
verification

fetch unit
instruction )
decoder
HW SIGNATURE — y

internal VERIFICATION
private

o

REGISTERS

custom instruction

exectition 1! zero simulation latency

/

Figure 4.19: Relative vs absolute timing in security instruction execution

Although custom opcode performing secure boot signature verification prim-
itive use simple mixing function with symmetric cryptography rather than the
asymmetric cryptography, the stall cycle count in the verification is nonetheless
aligned with the timing model studied in this whitepaper [21] Table 6, Section 7.1.
This choice was also preferred based on the similarity of ISA type we use rv32imc
as the ISA. They published cycle counts for similar cryptographic operations on
RISC-V and embedded cores. That is, the embedded ECC signature verification
routines have been measured to have several thousand cycles on small RISC-V
processors in the cycle accurate simulation. Some definitions in the selected paper
are; rv32i whihc is the software implementations using only base integer ISA, no
dedicated crypto instructions or hardware functional units. rv32i 4+ crypto instead
uses crypto extension instructions (i.e. AES/SHA) using dedicated hardware units.
RISC-V has also cryptographic extensions and they are considered rv32i+crypto
instead of the base isa rv32i.

Below is a code snippet describing how to introduce custom stall cycles with
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the example being 2 cycles.

iss->timinh.stall_cycles_account (STALL=2) ;

The artificial delay can be simulated by changing the STALL to a different value.
The realistic time the signature verification takes is set to 2078 cycles, aligned with
the SHA-256 rv32i+crypto. Execution latency reported by the study [21] report
this exact figure as the clock cycle count for hardware accelerated SHA-256 on
rv32i+crypto configuration on a 5-stage pipelined RISC-V processor.

rv32i.hpp time leak and realistic time modeled

const uint32_t digest = (const uint32_t)REG_GET (0) ;

const uint32_t provided_signature = (const uint32_t)
REG_GET (1) ;

const uint32_t expected_signature = my_instr_mac(
digest) ;

const uint32_t verified = expected_signature ==

provided_signature;
REG_SET (0, verified);
iss->timing.stall_cycles_account (2708) ;
if (!verified){
iss->timing.stall_cycles_account (2708) ;
}

return iss_insn_next(iss, insn, pc);
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Chapter 5

Threat modeling

5.1 Attacker Models

Figure 5.1 explains the attacker models with their mapping to a physical attacker,
that is in the silicon SoC. The accompanying details justify which attackers in the
threat model are considered to be applicable in this thesis. I.e., Sections 5.1.2 and
5.1.4. Otherwise, why it is not applicable as explained in detail in the Section 5.1.3,
given the constraints of the architectural modeling and simulation environment
circumstances.

/ Attacker Types \
/ LOCAL \ /REMOTE (outside SoC) \

; debug enabled N / co-resident \ / fault injection \ _ end2end time
jtag enabled in real life i.e. u-mode, untrusted app physical access in real life . time resp - time req .
gdb in gvsoc icompromised post boot FW| |modeling in gvsoc if protocol returns pass or f.a'l
can not read internal cycles, timers,
_______ traces
Soc { Soc \
| |
[ B
(I Lo Soc
riscy Il risgy
I [ riscy
I (mm
\\K - — j N 'J/

Figure 5.1: Attacker models
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In the Figure 5.1, red continuous line considered risky areas, that are within
the attacker’s scope and capabilities. Red dashed lines are used for models that
requires modeling to be demonstrated in simulation environment. Despite the
deviations between the real and simulations environment fault injection symptoms
functionally demonstrated. Below is a table that summarizes the status of attacker
models in our threat model.

Local - fault injection in the threat model
Local - debug enabled out of scope for this work

Local - co-resident in the threat model

Remote - outside of Soc threat model in the threat model
Remote - power EM analysis out of scope for this work

Table 5.1: Examples of attack models and its presence in threat model

5.1.1 Local Attacker Model Debug Enabled

As illustrated in Figure 5.1 under the label "debug enabled". An unlocked debug
port exposes the system to an attacker capable of halting or manipulating execution
flow directly through the debug interface.

Moreover it can measure timing/power/EM for side channels including the time
side channel vulnerability. This attacker model is not considered in this study. This
is because it is a total compromise. To support given justification, some examples of
the following real systems are: NXP implementation [22], where the JTAG port is
permanently disabled or accessed through authentication. Another similar example
is from the ARM [23]. If the same reasoning is reflected to this study; considering
debug enabled attacker, there would have been a serious inherent vulnerability
due to the insecure debug interphase. Therefore, debug enabled attacker model is
concluded out of scope.

5.1.2 Local Attacker Co-resident Model

This attack can be realized by means of untrusted code execution on the same core.
An example could be the post-boot application software. One could argue that
this is the software that is verified by the secure boot, secure boot protects against
an attacker flashing a malicious boot image, but it does not mitigate post-boot
software compromises. Another strong reason for us to consider this attack model
is that PMP protection was not enforced. Consequently lack of privilege separation
for executing load/store from untrusted U-mode. A possible scenario in the scope
of timing leak side channel, is that untrusted code executing in U-mode, repeatedly
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invokes our custom opcode because there is no difference between M-Mode and

U-mode.

I repeatable I e

use timing interfaces
Soc Hcall custom opcode I callable I
executing instructions o
rise in the same core infer internal info i.e. early exit,
y
. accessible data dependent branches
cycle latency resolution csrr micycle

Figure 5.2: Local co resident attacker attack process

co-resident
u-mode
untrusted app
compromised post boot FW

5.1.3 Power and EM Analysis

In real silicon, the attacker can measure the power trace, perform Differential
Power Analysis (DPA)/Correlation Power Analysis (CPA)/Electromagnetic Analy-
sis (EMA). With the objective of constructing secret key by observing this traces.
Once the key is discovered then the attacker is authorized to perform the same
actions of a legitimate signer. I.e, secure boot image signed however this time it
will be malicious firmware. Since a silicon chip is emulated, the same observable
traces is not expected. In fact this source [24] shows a capability of GVSoC for
the power modeling. Notably, this is a model of power related to the activity and
the cost it is not a real power consumption due to the operation in the transistor
level. This attacker would be possible to model behaviorally in a simulations.
However, an artificial model for this attacker is not created in the simulations, due
to aforementioned reasons.

5.1.4 Fault Injection Attack

In real life it is possible with invasive physical access, by glitching the clock or the
voltage to jump to certain branches thus skipping security controls. Similar to the
power analysis, it is not built in to the simulation it can be potentially modeled
by creating an affect of jumps to force skipping some critical instructions. The
modeled fault injection clearly a demonstration of the skip behavior.

5.2 Attack Path Analysis in HSM MMIO Model

The attack path in this architecture is depicted in the Figure 5.3.
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Based on the PMP validation experiment explained in using the Algorithm 1
demonstrated the results of this attack paths will be explained in the in the Section
6.

HSM MODELED AS MMIO COMPONENT

/ SoC \

L2 Shared RAM
(Load/Store
accessible) T
HSM as MMIO
A
INTERNAL I.- CSR
CRYPTO
K ENGINE

Figure 5.3: Attack path representation for HSM as MMIO model

SoC interconnect (Address Decode)

Attacker
code

The attack path, is specifically for the co-resident attacker model and it starts
from the attacker code bypassing the PMP protection that was not enforced. As
demonstrated the the PMP experiments, in the user mode the load still would
succeed. The execution then continue and reach to the SoC interconnect. As a
consequence the attacker can access internal key vault directly. And can read the
secret key. This fundamentally breaks the HSM requirements, which required to
provide isolation and key protection in the as a minimum in the secure boot phase
0 stage. The dash orange path is depicting the further exposure of key in the
memory hierarchy after the attack the key can be stored in the L1 cache an can
leaked to L2 shared RAM.

5.3 Attack Path Analysis in HSM ISA Extension

Figure 5.4 explains the attack path in the HSM model as ISA extension. It considers
the co-resident attack model. The attack starts by repeatedly asking for verification
of signed malicious primary boot loader image without the necessity of private
key. This puts the hardware emulation in the position of verification oracle. Since
the time leak side channel is modeled based on the success or failure status of
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HSM ISA EXTENSION -SECURE BOOT VERIFICATION

/ SoC \
/ RISCY (HOST CPU) \

[Teonrromeed]|

instruction pipeline

instruction
decoder

meycle 0x2b :Verify
info malicious primary

OBSERVED

ANALYZED

KK Attacker code

Figure 5.4: Attack path of HSM, modeled as ISA extension

\

the signature verification this is observable for some attacker models. A remote
attacker which is outside of SoC can’t read return value rd. Which means, there is
no register level visibility. Nevertheless, they can infer some behavioral pattern
from noisier information with respect to a co-resident. In co-resident attacker
model there is no necessity to observe the time leak in order to understand the
result of executing 0x2b. The previous situation holds under the condition that
there is no check for the privilege level of who is executing the instruction.

5.4 Security Implications and Consequences

This section will introduce potential consequences that can arise due to implemen-
tation of cryptographic operations. It doesn’t imply the functionality is wrong. In
fact, the security features can be in place however the leakage of information as a
result of implementation weaknesses can result as loss of security.

Different versions of timing related side channel attacks exists. In our analysis we
want to describe what are attackers capabilities based on the specific scenarios that
lead to security loss. In the section 4.5.2, we demonstrated the simple signature
verification experiment with the custom opcode and fused key in the instruction
handler. During the experiment since the signature verification in place is a simple
digest and signature like light mixing scheme, the real cryptographic security is
not realized. Rather, it serves only to demonstrate the secure boot control flow
and HSM’s integration with new ISS. Thus remarking the objective is architectural
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analysis, not cryptographic robustness, which is left as a future customization.
Nevertheless, an HMAC computation can take place within HSM’s computations.
Then, it is meaningful to make analysis of attacks and consequences with respect
to scenarios i.e., HMAC based integrity protection/ Public Key cryptography for
signatures. This will generalize our analysis, since realistically HMAC like methods
are not suitable for secure boot verifications)

5.4.1 Attacker Differentiates Success or Failure from Static
Time Difference

As it will be presented in more detail in the Figures 6.3 and 6.4 in chapter 7
section 6.2, we demonstrate a side channel model of remote-attacker observing one
operation taking longer than the others. It would be possible to understand the
oracle like behavior if the total verification time throughout the guesses was always
long and only once shorter.

This first observation is not practical for forge of another valid signature byte
sequence alone, but still gets information about the operations result. This is
posing a danger as explained in this research about the side channel timing attack
[25]. Tt is an important information that can be escalated to a bigger exploration
of knowledge if coupled with additional observations. More specifically for proper
public key signature verification, pair secret key SK is not stored in the HSM. The
attacker therefore can’t try to steal the key from HSM, attacker’s goal is to forge
single signature that Verify(PK, Forged Signature, Malicious_Image) resulting as
SUCCESS. Possible attack is the DoS (Denial of Service) by repeated invocation
of 0x2b, if there is no rate limit.

5.4.2 Byte by Byte Signature Forgery

It is similar to the previous vulnerability due to time based side channel but, this
time leak dependents prefix match, i.e., stremp early exit on first mismatch as
explained in chapter 1 of the work by [8], related to the key or signature verification,
then attacker can use the time information not only for deducing the result of
verification as success or failure, but also for querying repeatedly the guessed
signature changing only one byte at a time. If the implementation is doing an early
exit in a wrong signature, attacker can guess byte by byte comparison stop early
in first mismatch. Then a valid tag byte naturally will take more time without
considering the other timing related delays.

Analysis for the attack complexity considering the presence of implementation
weaknesses: For message authentication and data integrity if HMAC is used in
computation the brute force complexity to forge a signature is O (n - 28) where n is
the tag size. As an example, HMAC-SHA-384 (tag is <= 48 bytes), assuming that
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the tag is exactly the size of the digest output, time leak during tag comparison:
Without the side channel the brute-force would require 234 try, which is not feasible,
however with this information guessing 1 byte at a time the guessed byte sequence
has the length 64 bytes. For guessing 1 byte we need 28 try as a consequence the
whole tag would require 48 - 28 = 12288 attempts computational complexity. A
similar analysis vulnerable function can be observed in [26] p.S.

Finally it is important to note that even if more strong attacker co-resident
considered and byte-level time leak due to early exit, asymmetric cryptography
doesn’t allow the attacker forging fake signatures. The math involves the ECDSA
is not same as HMAC and this point explained more in detailed in the [27] trying
to forge a valid signature one byte at a time is not feasible.

5.4.3 Key Re-construction and Multiple Signature Forgery

In order for this attack to be realistically possible the scenarios at hand should
be considered. If the digital signature verification is handled with public key
cryptography as seen in the diagram 4.18 then there is no secret key stored in the
key vault. This is a realistic and correct way as per usual. It is the PK and naturally
there is nothing secret about it and it is bound to its private key counterpart. In
fact this property is one reason the public key is a HRoT since its change would
invalidate the signature. Private key in real scenarios stay in the OEM’s backend
PKI.

However if the device is using a shared symmetric key and there are previously
mentioned weaknesses, and other side channel leakages withing the HMAC, it can
result with the attacker recovering the secret key. Which leads to possibility to
construct many valid signed data.
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Results

6.1 Strategy 1: Experimental Evaluation of PMP
Support in GVSoC

The verification of presence or absence of PMP was a required information for
continuing with a specific design strategy. Since the HSM need the properties
isolation, key protection and memory isolation based on AUTOSAR documents.
As mentioned previously, HSM modeled as MMIO component is meaningful only
if there is proper active PMP protection in place. During the experimental runs
the behavior of the results in terms of access to the protected memory after the
PMP protection was different from the expected one. The Figure 6.1 shows our
observation in execution of the MMIO component.

The Figure 6.1 shows initials logs to confirm the setup of MMIO component
and immediately continues with PMP experiment results. The observed values
are Ox11111111, 0x22222222, 0x55555555, 0x66666666, 0x00000002, 0x00000000.
Important flags here are 0x66666666 as it shows the load actually succeeded for
the (R/W/X) denied address. Later 0x00000002 proved that the core was truly
in the U-Mode. Since the access to the M-mode CSRs are trapped with mcause=2
regardless of the PMP mechanism. Meaning the program stopped due to an illegal
instruction.

Based on the observations of this experiment, it is concluded that, PMP enforce-
ment is not effective in this setup. This results led to another strategy as mentioned
earlier as strategy 2. The aim of the strategy 2 is to shrink the attack surface to a
custom instruction decode instead of accepting the bigger attack surface due to
the shared memory and SoC interconnect threats. The analysis of the success of
the custom ISA extension logic will be evaluated in its dedicated section.
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>>> my_system.py imported
>>> Rv32 instantiated

>>> Rv32: binary parameter = /home/ozge_pulpvm/pulp_workspace/gvsoc_clean/theis_project/build/test/test

>>> Rv32: creating Clock_domain and Soc

>>> Rv32: Clock_domain OK

>>> Rv32: creating Soc

>>> Soc instantiated with binary: /home/ozge_pulpvm/pulp_workspace/gvsoc_clean/theis_project/build/test/test

>>> Soc(): creating Router

>>> Soc(): Router OK

>>> Soc(): creating MyComp

>>> Soc(): MyComp created

>>> Soc(): MyComp mapped

>>> Soc(): creating Memory

>>> Soc(): Memory OK

>>> Soc(): mapping Memory

>>> using the RiscvCommon <class 'cpu.iss.riscv.RiscvCommon'>

>>> Soc(): Memory mapped

>>> Soc(): instnatiated RiscV CPUm binary = /home/ozge_pulpvm/pulp_workspace/gvsoc_clean/theis_project/build/test/test
>>> Soc(): CPU ports connected

>>> Soc(): creating ELF loader

>>> Soc(): Loader OK

>>> Soc(): wiring loader signals

>>> Soc(): loader wired

>>> Soc initialization completed

>>> Rv32: Soc OK

>>> Rv32: connecting Clock_domain to Soc

>>> Rv32: clock connected
MyComp mmio write off=0x0 size=4 |[data=0x11111111
MyComp mmio write off=0x4 size=4 |data=0x22222222
MyComp mmio write off=0x@ size=4 |data=0x55555555
MyComp mmio write off=0x0 size=4 |data=0x66666666
MyComp mmio write off=0x0 size=4 |data=0x00000002
MyComp mmio write off=0x4 size=4 |data=0x00000000

Figure 6.1: mmio experiment result

6.2 Strategy 2: Evaluation of ISA Extension Se-
cure Boot Experiment

Launching GVSOC with command:
gvsoc_launcher_debug —-config=gvsoc_config.json
Secure boot opcode (@x2b) => PASS

Tampered signature => FAIL

Figure 6.2: ISA opcode secure boot phase 0

Figure 6.2 shows the result (PASS/FAIL) of a signature verification after the
invocation of the custom opcode 0x2b. The operation will PASS for expected valid
signature and, FAIL due to a controlled tampering to the signature during the
experiment. The " Tampered signature => FAIL" printed message is due to the
logic set in the code section below. The signature is altered in a controlled way
by signature Ox3u thus the tampered signature should fail and indeed it does as
shown in the program print.
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printf ("Secure boot opcode (0x2b) => %s\n", verified
? "PASS" : "FAIL");
uint32_t tampered= my_instr (digest, signature ~0x3u);

printf ("Secure boot opcode (0x2b) => %s\n", tampered

? "PASS"™ : "FAIL");
return O;
+

6.3 Time Side Channel Modeling

As shown in the Figure 6.2, the secure boot signature verification is invoked by the
custom instruction 0x2b. At that stage of the experiment the result of controlled
tampering did not involve time modeling or any time side channel vulnerability. In
this section by introducing timing model, the Figure 6.3 shows the first example
for the time leak. It displays a time difference of 11 cycles between the success and
failure. This is not random, it is exactly reflecting our modeling of a vulnerability.
Note that with this model the time leak is not due to a dependence of early exit
at byte level. A byte level early exit would not be constant time difference, as
the compared hash would be different per signature verification. That would be
considered as a bigger leak of information.

Since the experiment to show this vulnerability is adding additional time for
the failed operation, the co-resident attacker can observe the mcycle to deduce
the operation success or failure from time based side channel. However, this
observation is not relevant information for the co-resident attacker, since if the
malicious software is running in the CPU it already can access to the experiment
result. Thus the time leak at this point is relevant (although it is weaker) to the
remote attacker that is outside of SoC.

Launching GVSOC with command:
gvsoc_launcher_debug ——config=gvsoc_config.json
——— ATTACKER SIMULATION START ———

Guess [@xdeadc@de] Result: @ | Time: 21 cycles
Guess [0xd49818d2] Result: 1 | Time: 18 cycles

[!] SIDE-CHANNEL ALERT: Timing difference detected!

The HSM is leaking information. Difference: 11 cycles.
Logic: Faster execution indicates NO STALL => Signature is CORRECT.

Figure 6.3: ISS opcode for HSM secure boot verification
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Similar to the results observed in the Figure 6.3 the Figure 6.4 is demonstrating
the side channel vulnerability but this time the computation of the signature
verification has the total cycles more realistic time referenced from the selected
white paper [21].

Launching GVSOC with command:
gvsoc_launcher_debug —--config=gvsoc_config.json
——— ATTACKER SIMULATION START —-——

Guess [@xdeadc@de] Result: @ | Time: 2729 cycles
Guess [0xd49818d2] Result: 1 | Time: 2718 cycles

[!] SIDE-CHANNEL ALERT: Timing difference detected!
The HSM is leaking information. Difference: 11 cycles.
Logic: Faster execution indicates NO STALL => Signature is CORRECT.

Figure 6.4: HSM opcode with time side channel modeling

6.4 Fault Injection Modeling

Fault injection is a physically invasive attack that requires externally applied
perturbations to the target device, by various methods including voltage glitching,
clock manipulation, or electromagnetic pulses. This techniques could lead to bypass
security critical execution paths. By causing instruction jump to another leading
to skip of the security check.

In order to model the physical fault injection behavior in a controlled environment.
It is the behavior model because clearly it is not realistic to simulate the physical
attack in a non existing board. GVSoC can be used to demonstrate glitched security
bypass in a symptom level simulation.

This modeling is meaningful because it explores potential weakness. Specifically
the conditions under which a fault can bypass a security-critical check. Simulation
allows testing the resiliency of the custom opcode against fault injection attacks
bu reproducible and accessible foundation for the evaluations.

Launching GVSOC with command:
gvsoc_launcher_debug --config=gvsoc_config.json
——— ATTACKER SIMULATION START ——-—

[FAULT] my_instr verification skipped

[FAULT] my instr verification skipped

Guess [@xdeadc@del[Result: 1|| Time:|11 cycles

Guess [@xd49818d2]| Result: 1|| Time:|1@ cycles

[!] SIDE-CHANNEL ALERT: Timing difference detected!

The HSM is leaking information. Difference: 1 cycles.

Logic: Faster execution indicates NO STALL => Signature is CORRECT.

(~pulp.venv) ozge_pulpvm@pulpvm: $ printenv GVSOC_FAULT_SKIP_MYINSTR
il,

Figure 6.5: Experiment result of fault injection model activated
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Figure 6.5 demonstrates the result obtained by activating the fault injection
behavior setting the GVSOC_FAULT_SKIP_MYINSTR environment variable to 1. After
this the 2 prints of custom instruction skipped is printed since the last experiment
involves call to 0x2b with valid and altered signature. A more interesting result is
observed in the Result value. As the correct signature should have the result value
1, this time also the modified signature leads to the correct value. In comparison
to the results demonstrated in the Figure 6.6, no fault injection scenario the
environment variable set to 0. Consequently the signature verification operation
takes place and crucially the time model with artificial cycle time this time is 2729
and 2718 cycles. As observed in the Figure 6.5 the bypassed signature verification
is taking only 10/11 seconds.

Launching GVSOC with command:
gvsoc_launcher_debug —-config=gvsoc_config.json
——— ATTACKER SIMULATION START —--—-—

10 cycle more for the failed verification

Guess [@xdeadc@de] Result:[@ ]| Time: |2729 cycles
Guess [0xd49818d2] Result:|1 || Time: |2718 cycles

[!] SIDE-CHANNEL ALERT: Timing difference detected!

The HSM is leaking information. Difference: 11 cycles.

Logic: FaSter execut dicates NO STALL => Signature is CORRECT.

[(~ppdp_venv) ozge_pulpv ulpvm: $ printenv GVSOC_FAULT_SKIP_MYINSTR
(]

Figure 6.6: Experiment result of fault injection model not activated

6.5 Limitations and Challenges

Since this study aims to have a security critical component in a simulation environ-
ment without a physical real HRoT faced couple of challenges are present.

1. To realistically emulate an immutable Boot ROM and HRoT behavior the
absence of real OTP or eFuse like mechanism to store a public key doesn’t
exist in the simulation world. Thus the HRoT in the process level can be
emulated but in physical component level is not possible to emulate.

2. Realistic threat modeling for some of the well known threats are not meaningful
in the simulation environment. I.e., DPA/CPA. Moreover, result of glitch
behavior can be modeled, but it is limited in reflecting a realistic attack of a
fault injection attack.

3. Most of the state of the art have HSM model in an isolated separate component,
this wanted to be achieved in open source with MMIO component model as
our first strategy. It is assumed that the PMP is a present protection in
the selected core document [28], however even after the several activation
attempts it was not enforced. The root cause for this behavior was confirmed
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in the concluding stages of the research upon the discovery of supplementary
architectural manuals from the [29] OpenHW group. According to CV32E40P
user manual "CV32E40P core does not support the RV32A (atomic) extensions,
the U-mode, and the PMP anymore."

4. The implementation of custom signature verification instruction is linked to the
instruction fetch and decode withing a simulation environment. This abstrac-
tion of the real world means the functional accuracy depends of simulator’s

micro architectural representation of the cycles.

Strategy

Security Property

Security Properties Missing

How similar to a real HSM (key
isolation+controlled interface)

is/not implemented ? Why ?

HSM modeled as MMIO
component with PMP
enforcement

Hardware enforced memory
isolation between M-mode /
U-mode

Partially isolated and protected
key vault, still necessary to
model bus firewall agains the
DMA bus masters not a
physical real isolation

PMP could only provide
software level access policy to
a protected memory region.

NO-> since experiment to
check the PMP protection is
concluded missing
enforcement

Only ISA extension for secure
boot verifcation

Controlled entry point
software can only request an
operation through customer

instruction it conceptually
hide implementation behind
the an interface emulation of
accelerator style service call

No isolation of HSM from ri5cy
as as separate component.
No secure interface(regular

load/store instruction) ,
Key is not protected with
physical protected key vault.

No addressability by co-
resident attack model.
Software can not load the key
\via normal memory address. It
can only ask for HSM
verification service. The key is
not in ROM/RAM. 1t is in the

YES-> ISA extension is
supported in GVSoC and was
significantly reducing the key

protection+isolation in the
absence of PMP.

PMP+ ISA extension

PMP isolate called and data in
the specific protected region
ISA custom of code provides
minimal path to use the HSM

Key is not protected with
physical protected key vault.

Code and data(key) in the
HSM's address space is
protected against co-resident
attackers read/write. Minimal

NO and no real advantage in
the key protection without a
bus firewall

verification opcode path is

service hard to abuse

Figure 6.7: Evaluation summary table

6.6 Evaluating Validity of Simulated Hardware
Isolation for the Key

A critical concept that is evaluated is the feasibility of achieving isolation and
protection of the hardware trust anchor with sensitive material i.e., keys. In physical
HSM’s HRoT is achieved by OTP /eFuse like permanent storage. Moreover there
should have been the equivalent of hardware enforced memory isolation for the
access protection.

Knowing the limitation for the lack of OTP/eFuse like permanent storage of the
key and no physical memory protection in our chosen core and simulation, memory
mapped key storage encapsulated in an isolated HSM component was not feasible.
Instead, direct access implementation removed key’s presence from architectural
shared path. It is done by injecting the key to the custom instruction handler
itself. As such the security properties of the physical world is not available however,
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architectural isolation and secure boot flow can demonstrate keys were never in
the systems memory map.

6.7 Evaluating validity of simulated process pro-
tection

The chosen design methodology as custom opcode to offload the signature verifi-
cation not only avoids lack of proper protection due to the PMP enforcement, it
also provides a deeper layer of security in process execution level. HSM’s secure
boot signature verification operation is offloaded to a single opcode and all the
execution is forced to start from a carved ROM memory region. Against the natural
limitation configuration in place SoC emulation demonstrates the start from Boot
Rom achieving architectural and process level isolation.
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Chapter 7

Future Work & Research
Directions

The secure boot architectural flow developed in this study, particularly the custom
code interface and the ISA extension strategy is specifically designed for re-usability
and extensibility. An important future direction there for would be the substitution
of the current, simplified mixing function with a fully asymmetric primitives and
further with post-quantum cryptographic algorithms recently standardized by NIST.
The open-source and custom instructions showcase flexibility that’s all architectural
components from the custom opcode definition to the platform integration. They
are designed to be the replaceable in isolation. It does this by allowing new features
to swap or add new cryptographic primitives without restructuring, the surrounding
security architecture.

Additionally , the platform independence nature of the RISC-V increases the
reliability making the architectural flow suited for evaluation across heterogeneous
target chips, a property of direct relevance to automotive security, where ECUs
from different vendors must satisfied common security requirements following ISO
21434 standards.
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Chapter 8
Conclusion

Modern automotive systems increasingly rely on broad set of security guarantees
that require process and component level trust anchor. A component that is
performing efficient cryptographic operations and verifications during firmware
updates. This work studied a foundational architectural model of HSM, a compo-
nent that is extensively used for critical cybersecurity functionality. This thesis
demonstrated secure boot flow as selected HSM functionality as it is a critical
chain of verification and origin of security for the rest of the ECU lifecycle. The
design implemented in a customizable and open-source PULP platform within a
cycle accurate GVSoC simulation environment. Demonstrated experiments focused
to close the gap between extensibility requirements of security functionality and
black-box proprietary solutions. It prioritized transparent design that would allow
full threat model analysis of this and future research applications using open-source
PULP platform.

Two architectural strategies explored to achieve the isolation property. The first
treated the HSM as protected peripheral, reflecting a well-known design strategy.
While it was conceptually aligned and easier to implement as a component model,
a missing enforcement of physical memory protection was found to be the practical
limitation in the RISCY core. This result deduced with experiments and later
solidified with a document discovered retroactively.

The second strategy implemented early stages of secure boot verification as a
custom instruction to demonstrate one of the most important HSM functionality.
The custom HSM opcode created as an architectural extension with the RISC-V
instructions set simulator. Through embedding cryptographic verification inside
an instruction level primitive, this method ensured that no sensitive material is
present in the shared address space. Ultimately achieving much smaller attack-
surface with respect to protected-peripheral model of HSM. This approach more
closely resembles accelerated instructions, that gives high performance and secure
executions. It makes the design more aligned with the acceleration property of the

57



Conclusion

HSMs within the SoC.

Open-source nature of PULP platform allowed architectural transparency, and

deep customization capabilities.
Particularly the support for the custom ISA extensions allowed the creation of
signature verification opcode invoked in the secure boot phase 0. GVSoC simulator
complemented the features of PULP and allowed validation of the control flow and
cycle accuracy and ROM resident immutable entry point. The remaining parts
of this thesis presented the threat modeling and attack path analysis. Results of
experiments conducted a demonstrates comparative analysis for security posture of
two architectural designs belonging to simulated environment under a co-resident
attacker model with respect to real HSMs in physical SoC. Finally, two attack
scenarios modeled in the simulation environment; time side channel analysis and,
fault injections are demonstrated. The threat modeling is constructed based on
the attack path analysis, attack models and capabilities.

This thesis positioned as a reference point for future research providing reusable
architectural framework and threat modeling. Choosing the tightly coupled HSM
strategy and eliminating weak design directions based on experimental results
are direct example for future research. The researchers in this field can extend
strategies and integrate Post-Quantum algorithms with preferred strategy based
on their platform specifications in future applications.
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Appendix A

Program & Commands

A.1 Starting the simulation environment

The simulation starts with following commands and after the changes the rebuild
and run is repated.

source ~pulp_venv/bin/activate
cd pulp workspace/pulp-sdk/
source configs/pulp-open.sh

cd ~/pulp_workspace/test_working/fork
make clean all run
~/pulp_workspace/gvsoc_clean
source sourceme.sh

make clean

make all

make gvsoc

make run

gvsoc/core/models/cpu/iss/include/isa/rv32i.hpp simple iss handler added to
the library

static inline uint32_t mac(uint32_t digest){
const uint32_t fused_key = 0xabc3f18du;

uint32_t mac = digest =~ fused_key;
mac = (mac << 7) | (mac >> 32 -7);
return mac -~ 0x3c6ef372u;

}
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const uint32_t digest = (const uint32_t)REG_GET (0) ;

const uint32_t provided_signature = (const uint32_t)
REG_GET (1) ;

const uint32_t expected_signature = my_instr_mac(
digest);

const uint32_t verified = expected_signature ==

provided_signature;
REG_SET (0, verified);

gvsoc/core/models/cpu/iss/include/isa/rv32i.hpp time leak and realistic time mod-

eled

static inline uint32_t mac(uint32_t digest){
const uint32_t fused_key = 0xabc3f18du;
uint32_t mac = digest = fused_key;

mac = (mac << 7) | (mac >> 32 -7);

return mac -~ 0x3c6ef372u;

}

const uint32_t digest = (const uint32_t)REG_GET (0) ;

const uint32_t provided_signature = (const uint32_t)
REG_GET (1) ;

const uint32_t expected_signature = my_instr_mac(
digest);

const uint32_t verified = expected_signature ==

provided_signature;
REG_SET (0, verified);
iss->timing.stall_cycles_account (2708) ;
if (!verified){
iss->timing.stall_cycles_account (2708) ;

3

return iss_insn_next(iss, insn, pc);

(~pulp_venv)

ge_pulp 5
install/generators/cpu V.py:296: '-DCONFIG_GVSOC_ISS_PMP=1",

install/generators/cpu/iss/riscv.py:297: '-DCONFIG_GVSOC_ISS_PMP_NB_ENTRIES=16'1])
install/generators/cpu/iss/iss.py:128: '—DCONFIG_GVSOC_ISS_PMP=1',
install/generators/cpu/iss/iss.py:129: '—DCONFIG_GVSOC_ISS_PMP_NB_ENTRIES=16'1)

Figure A.1: PMP flags investigation
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$ grep —R "pmp.kcheck\|check.*pmp\ | pmp.*allow\ |allow.*pmp\|pmp.*deny\ deny.*pmp* —n src include

Figure A.2: PMP functions existence verification

$ grep —R *pmp" -n

self.add_sources(["cpu/iss/src/pmp.cpp"])
) riscv_exceptions=True, riscv_dbg_unit=True, binaries=binaries, mmu=True, pip=True,
cache__/riscv.cpython-312.pyc: binary file matches
this->declare_csr(&this->pupcfglil, "pmpcfg" + std::to_string(i), @x3A@ + i);
this->declare_csr (&this->pnpaddr[i], “pmpaddr® + std::to_string(i), @x3B0 + i);
this->iss.pnp.reset(active) ;

g_t value, int id)

g_t xvalue, int id)

.reset(active);
.build();
SOC_ISS_DIR}/sre/pmp.cpp”
include <cpu/iss/include/pnp.hpp>
Pmp
trace(xthis), csr(xthis), regfile(top, ¥this), mmu(xthis), pmp(xthis), exception(xthis),
#include <cpu/iss/include/pmp.hpp>
Pmp prip;

5 (xthis)
cfg_read(iss_reg_t *value, int id);
cfg_write(iss_reg_t value, int id);

bool prpaddr_read(iss_reg_t *value, int i

bool addr_write(iss_reg_t value, int id);

CsrReg pipcfgl16];

CsrReg prpaddr(641;

: bool=False,

py:2644: xceptions=True, riscv_dbg_unit=True, binaries=binaries, mmu=True, pmp=True,
(~pulp_venv) nz sl

Figure A.3: PMP configuration verification

gvsoc/core/models/cpu/iss/include/isa/rv32i.hpp modification to model the
Fault Injection.

-~

o

static inline bool fault_skip _now(){
const char *v = std::getenv ("
GVSOC_FAULT _SKIP MYINSTR");
if (v == nullptr) return false;

if(std::strcmp(v, "1") == 0) return true;
return false;

}

static inline uint32_t my_instr_exec(Iss x*iss,
iss_insn_t *insn, iss_reg_t pc){
if (fault_skip now()){
std::print (" [FAULT] my_instr verification skipped
")
REG_SET (0, 1);
return iss_insn _next(iss, insn, pc);
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