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Introduction

Most of the services that we use are based on a fundamental assumption that is
often taken for granted, namely trust. Every day, we rely on service providers
or, more broadly, on institutions that manage our assets or data, trusting that
they will act correctly. These services are based on centralized systems in which a
single entity controls, coordinates, and validates every operation, acting as a central
authority. An emblematic example is the current financial system, which relies on
a set of banking institutions to which we entrust the custody and management of
our assets. Although banks provide us with valuable services, using them means
placing our trust in a system whose security and correctness depend entirely on
a central authority. In this case, that authority is a central bank. While relying
on such an institution may seem natural and reasonable, it actually exposes us to
significant risks. Financial crises and inflation show the consequences that a failure
of such an authority could have, and highlight the value of the trust we place in
this system. The same reasoning applies to any centralized system that provides
a service: an error, a failure or a malicious behaviour on the part of the central
authority can compromise the entire system.

The aim of distributed systems is to create a network of agents that collabo-
rate to provide a service without relying on a single entity. These agents can
be imagined as individuals who do not know each other and therefore have no
reason to trust one another, yet still wish to cooperate towards a shared objec-
tive. The core challenge that distributed systems aim to address is ensuring the
system behaves correctly in the absence of pre-existing trust. The basic idea is to
establish a set of common rules that allow agents to cooperate directly without
mutual trust or the need for a central authority. When applied to a computer
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Introduction

network, this approach results in systems in which multiple machines collaborate to
achieve a common goal. This requires the machines to coordinate their actions and
maintain a coherent view of the system’s state. This leads to several advantages:
the system becomes more resilient, since the failure of a single machine does not
affect the operation of the whole system, and it becomes more transparent, since
all components follow the same set of rules that define the system’s behaviour,
namely a protocol. Consensus protocols are used when components need to make
collective decisions, such as agreeing on the state of the system or determining
which operations to perform; in other words, whenever they must reach a consensus.

This thesis focuses on the application of distributed systems to the management of
critical files containing sensitive data. It is crucial that this data is not lost and
is updated correctly when necessary. The aim is to exploit the fault tolerance of
distributed systems by replicating files across multiple servers rather than relying on
a single central server, whose failure could result in data loss. This introduces the
challenge of ensuring data consistency, maintaining identical copies and applying
updates coherently across the system. To achieve this, the system relies on a
consensus algorithm.

Contributions

In this thesis, I created a new consensus algorithm to satisfy the peculiar character-
istics of the system under study. This system features an architecture that combines
distributed and centralized elements. The main objective was to understand how a
consensus algorithm could operate in this context.
To understand and appreciate the differences between the consensus algorithms
in the literature and mine, I provide an investigation of traditional consensus
algorithms. This investigation also clarifies the assumptions and strategies that
enable a consensus algorithm to be implemented in practice. These insights were
essential for the design phase of the proposed algorithm.
In this work, I also provide a reference implementation of my consensus algorithm.
The code is available on GitHub, in the public repository distributed-consensus-
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star-topology 1.
Furthermore, I provide an extension to consensus algorithms that incorporates
reputation systems. This extension shows how a reputation system can support
the decision process of my consensus algorithm.

Overview of the Thesis

The thesis is organized into six chapters.
Chapter 1 introduces distributed systems. It presents the fundamental concepts
and reference models that serve as the foundation for the subsequent chapters.
Chapter 2 investigates consensus algorithms in distributed systems. It provides
the conceptual tools required to understand the proposed Consensus Algorithm
and the assumptions that support its design. Chapter 3 introduces reputation
systems. It provides the general background needed to understand their role and
their subsequent integration in the consensus protocol. Chapter 4 provides the
proposed Consensus Algorithm. It explains how the algorithm is designed to meet
the architectural constraints of the case study and how its logic is validated through
simulation. Chapter 5 provides an extension of the Consensus Algorithm based
on reputation. It illustrates how a reputation system can be integrated into the
consensus protocol to support its decision process. Chapter 6 discusses the main
limitations of this work and suggests several directions for future work.
Finally, Appendix A contains the source code of the consensus module.

1https://github.com/ilariapalumbo/distributed-consensus-star-topology.git
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Chapter 1

Foundations of distributed
systems

Distributed systems emerged thanks to technological advances in hardware and
network components, which made it possible to create computer networks. They
offer an alternative to centralized systems and address their inherent limitations in
terms of reliability and scalability.

This chapter introduces the basic notions of distributed systems. It presents
the main properties, with particular attention to reliability and consistency. Next,
the State Machine Replication model is introduced as it forms the basis for under-
standing how multiple machines can maintain consistent states. The chapter also
discusses the CAP theorem, a foundational result in distributed systems that is
useful for reasoning about the level of consistency achievable in real systems.

1.1 Definition and basic concepts

According to Tanenbaum and van Steen, a distributed system is a collection of
independent computing elements that appears to its users as a single coherent
system [18]. In this work, these computing elements are referred to as nodes. These
nodes can represent either hardware components or software processes, and the
definition makes no assumptions about how they are interconnected.
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The defining feature of these systems is that, although each node operates in-
dependently, they must cooperate to achieve a common goal, enabling the system
to behave as a single entity. This feature distinguishes distributed systems from
centralized ones, in which a single node – the central authority – coordinates all
operations. In this sense, it maintains the global control of the system. In a
distributed system, however, such an authority does not exist and coordination is
achieved through direct interactions between nodes instead.
Distributed systems rely on protocols, well-defined sets of rules that all nodes must
follow to achieve cooperation. Following the same protocol enables autonomous
nodes to communicate with each other and make collective decisions.

The design of these systems is inherently complex. They must preserve prop-
erties such as resource sharing, distribution transparency, openness, scalability [18]
and reliability. In this work, we will focus on reliability.

Finally, since a distributed system consists of multiple nodes, it must also manage
group membership. A system may adopt an open group model, in which any node
can join the network, or a closed group model, in which only known and authorized
members are permitted to participate.

Network structures

A distributed system is characterized by a network of nodes that does not have a
single central node. In this setting, nodes can interact directly with one another.
To illustrate this, we compare the structure with centralized and decentralized
network models.

A centralized network is characterized by the presence of a single central node
that serves as a connection point for all other nodes (Figure a in 1.1). This node
represents a global point of control, since the coordination of operations depends
entirely on it. Consequently, it also becomes a single point of failure for the entire
system.
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A decentralized network includes several nodes that act as local centres of control.
Each of these nodes manages a cluster of subordinate nodes and maintains links
with the other centres (Figure b in 1.1).

Finally, a distributed network has no central point of control: each node can
communicate directly with any other, without a predefined hierarchy (Figure c in
1.1). In this configuration, the control of the system is shared equally among all
nodes.

Figure 1.1: Representation of: a. centralized network; b. decentralized network;
c. distributed network.

Architectural models

We will now present the main architectural models. The term architecture refers to
the logical organization of nodes and their interaction patterns.

In a client–server architecture there are two distinct roles: the server, which
provides a service, and the client, which issues service requests. This model is
naturally asymmetric, since clients and servers perform different functions. In its
traditional form, it relies on a centralized network, where a central server manages
requests from multiple clients. In this sense, the server acts as a coordinator of the
service.
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In distributed implementations, however, multiple servers may operate in parallel
while maintaining the same logical distinction between clients and servers. The
model can also evolve into more distributed forms, such as multi-tiered architec-
tures, where the same logic is divided into several interacting layers [18].

In a peer-to-peer architecture, the distinction between client and server disap-
pears. Each node, or peer, can act as both a provider and a requester of a service,
interacting with other peers symmetrically. This model usually relies on a dis-
tributed network.

A hybrid architecture combines features of the two previous models. Some nodes
may act as coordinators while others operate as ordinary peers. This architecture
is typically associated with decentralized networks.
This hybrid form is adopted by many real systems because it provides an effective
compromise between centralized and distributed solutions.

Synchronization

In distributed systems, time plays a fundamental role in determining how indepen-
dent nodes can coordinate their actions.
Each node operates according to its own local notion of time, with no shared
temporal reference. Consequently, synchronizing processes is one of the typical
issues that a distributed system must address.

In Time, Clocks, and the Ordering of Events in a Distributed System [13], Leslie
Lamport examined the notion of time in distributed environments by introducing
an ordering relation among events. In particular, the happened-before relation
captures causality: if an event a can influence an event b, then we write a → b.
However, this relation defines only a partial order, since there may be concurrent
events that are not causally related.

To extend this relation to a total order, Lamport introduced a system of logi-
cal clocks that assigns a timestamp C to each event, consistent with causality, such
that a→ b⇒ C(a) < C(b).
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The resulting total ordering forms the basis of the State Machine Replication
model, in which all components execute operations in the same order to maintain
a consistent system state (see section 1.2.1 for details). This notion of ordering is
also essential for defining the different consistency models that will be discussed
later.

Communication models

In a distributed system, nodes collaborate by exchanging messages.
There are three classical communication models that are commonly distinguished:

• Synchronous: message delivery times are bounded and known.

• Asynchronous: message delivery times are unbounded, meaning a message
could be delayed indefinitely.

• Partially synchronous: message delivery times are bounded but the upper
bound is unknown.

The concept of partial synchrony, introduced by Dwork, Lynch, and Stock-
meyer [2], lies between the synchronous and asynchronous extremes. In real
systems, messages are usually delivered after an unknown but finite amount of time.
The partial synchrony model captures this behaviour by assuming the existence of a
Global Stabilization Time (GST), after which the delivery time of messages becomes
known. Therefore, partial synchrony implies that the system is asynchronous and
will eventually stabilize, becoming temporarily synchronous.
Partial synchrony provides a foundation for designing practical consensus protocols,
as discussed later in Chapter 2.

Properties and objectives

One of the main goals of a distributed system is to ensure reliability, meaning
the system’s ability to continue operating without interruption over time. To
achieve this, the system must be fault-tolerant, meaning it must continue to operate
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correctly even in the presence of faults1.

Failures in distributed systems are usually partial: a fault in one component
may affect only a subset of nodes, with the rest of the system continuing to function
normally. This behaviour contrasts with that of centralized systems, where a failure
often results in a complete loss of functionality.

Fault tolerance is typically achieved through redundancy, whereby the system
can compensate for component failures. When a component fails, it can be isolated
or replaced by a redundant component to ensure the system continues to operate.
Redundancy can be introduced in several ways:

• Time redundancy: repeating operations so that, if a component fails tem-
porarily, the operation can succeed once it recovers.

• Physical redundancy (or replication): duplicating hardware components or
software processes across different nodes so that, if one fails, another can
replace it.

Data replication is a specific form of replication, whereby the content managed
by one node is replicated across other nodes in the network; the resulting copies
are hereafter referred to as replicas.
This technique is widely used in distributed systems to improve not only reliability,
but also performance and scalability by distributing the workload across multiple
nodes. If data were stored on a single server, concurrent requests could overwhelm
it, resulting in a performance bottleneck. However, by distributing replicas across
different nodes, the system can handle a larger number of requests in parallel, thus
increasing its overall throughput. Furthermore, by placing replicas closer to the
processes that access them, the system can reduce response times, which is an
important advantage in geographically distributed environments where network
latency is significant.

1In this thesis, we use the term fault to refer to the cause (e.g. a crash) of a failure, i.e. a
malfunction of the system.

9



Foundations of distributed systems

However, these benefits come at the cost of greater complexity in maintaining data
consistency among replicas. Whenever one replica is modified, all the others must
eventually reflect the same change in order to preserve a coherent global state.
Achieving this consistency requires coordination among distributed nodes, which
often involves additional message exchanges or specific protocols.

Finally, redundancy for fault tolerance is also related to availability, meaning
the system’s ability to remain operational at any time, even in the event of failures.
By maintaining multiple replicas, a system can continue to serve requests even
if some components become unavailable by redirecting them to the functioning
replicas.
Availability captures service continuity at a specific point in time, whereas reliability
refers to the ability to operate correctly and without interruptions over time.

Fault models

In order to design a reliable distributed system, it is important to understand the
different types of faults that may occur and how they affect system behaviour:

• Crash fault: a component stops working.

• Omission fault: a component does not respond.

• Timing fault: a component responds too late.

• Response fault: a component produces an incorrect output.

• Byzantine fault: a component behaves unpredictably or even maliciously.

Byzantine faults are the most difficult to tolerate. In such cases, faulty components
may deviate arbitrarily from the protocol, or even collude with others to produce
strategically false results.

In addition to process failures, distributed systems must also cope with the unre-
liability of the network. Messages may be delayed or lost, and the network may
partition into groups of nodes that can no longer communicate with each other. In
this case, the fault lies not in the nodes, but in the communication links.
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Network partitions have significant implications for the behaviour of the system,
which are examined by the CAP theorem, a fundamental result in distributed
systems theory (see section 1.3).

1.2 Fundamental models and properties

1.2.1 The State Machine Replication model

The State Machine Replication (SMR) model, introduced by Schneider [16], pro-
vides a general framework for building fault-tolerant distributed services.
It assumes a distributed client–server architecture, in which several replicas of the
same server run on different nodes. However, to make the system behave as if there
were a single logical server, client requests must be processed in a coordinated
manner across the replicas.

Each replica implements a deterministic state machine, which is defined by a
set of state variables representing its current state, and a collection of commands
that modify this state in response to client requests. Since each state machine is
deterministic, if all replicas start from the same initial state and execute the same
sequence of commands, they will produce identical outputs and provide consistent
responses to clients.
The SMR approach therefore requires commands to be executed in a common total
order on all replicas. Reaching and maintaining such an order requires coordination
among nodes, typically achieved through consensus protocols (see Chapter 2 for
details).

Fault tolerance in SMR arises from redundancy and determinism: since all replicas
perform the same operations, any replica producing a different result can be identi-
fied as faulty and disregarded. This mechanism ensures that all non-faulty replicas
maintain identical states, thereby guaranteeing consistency among them.

In general, consistency is a property that distributed systems aim to preserve.
Its precise meaning depends on the context, but it generally refers to the ability
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of all nodes to maintain a coherent view of the system state. By preserving this
coherence, the system behaves as if it were a single entity.
Depending on the design goals of the system, different levels of consistency may be
required, resulting in distinct consistency models, which are introduced in the next
section.

1.2.2 Consistency models

As mentioned, the problem of consistency arises when data are replicated across
multiple nodes. This issue is usually considered in relation to read and write
operations on shared data: write operations modify the data stored in a given node,
and this change must be propagated to all replicas; meanwhile, read operations
retrieve the local replica.
Consistency models define the guarantees that a system provides regarding how
write operations are observed across nodes, and what read operations return.

Atomic consistency

Atomic consistency, also known as linearizability, is the strongest and most intuitive
form of consistency. In this model, all operations appear to be executed instanta-
neously in a common total order. Consequently, every read operation returns the
value written by the most recent write operation.
Such a guarantee requires the establishment of a common total order of operations
that respects real-time ordering so that the effect of each operation is immediately
visible to all nodes. In practice, however, achieving this level of consistency is
challenging and computationally expensive, which is why real systems often rely
on weaker models.

Sequential consistency

Sequential consistency, as defined by Lamport [11], relaxes the real-time constraint.
In this model, all nodes observe operations in the same total order, even if this
order does not correspond to real-time execution.
A common total order is defined over all operations, forming a logical sequence that
preserves the internal order of each process, though not necessarily the temporal
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order in which operations actually occur. Consequently, a read operation may
return an outdated value because some write operations are not yet visible in the
logical sequence at that point in time.

Eventual consistency

Eventual consistency is a weaker form of consistency that is commonly used in
systems that require few write operations or where these operations are performed
by a single node. Unlike previous models, it does not require nodes to apply
operations in the same order. Consequently, replicas may diverge temporarily, but,
provided there are no new writes, they will eventually converge to the same state.
Eventual consistency is widely adopted in large-scale distributed systems where
maintaining global coordination would be too costly.

1.2.3 System correctness: Safety and Liveness properties

In distributed systems, correctness is defined in terms of the properties that describe
how the system should behave. There are two main classes of properties used to
characterize correct behaviour: Safety and Liveness.

A safety property ensures that nothing bad ever happens, meaning that the
system never produces incorrect results. A liveness property, instead, ensures that
something good eventually happens, meaning that the system continues to make
progress and eventually gives a response. In short, safety concerns the correctness
of the system state, while liveness relates to its ability to make progress.

In unreliable environments, where nodes or communication channels may fail,
ensuring both safety and liveness is particularly challenging. The study of the
trade-off between these two properties has led to several impossibility results in the
field of distributed computing. The following sections discuss two such results: the
CAP theorem (section 1.3) and the FLP result (section 2.2).
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1.3 The CAP theorem

In 2000, Eric Brewer introduced the idea that it is impossible for distributed
systems to guarantee Consistency, Availability and Partition tolerance (CAP). This
observation was later formalized and proven by Gilbert and Lynch [7], and became
known as the CAP theorem.
Although Brewer initially discussed the problem in the context of distributed web
services more broadly, the formalization relies on a distributed shared memory
model supporting read and write operations.

The three properties

According to Brewer’s formulation, an ideal distributed service should satisfy three
properties:

• Consistency: corresponds to linearizability, introduced in Section 1.2.2. It
requires all nodes to observe operations in the same total order, so that every
read returns the result of the most recent write.

• Availability: every request addressed to a non-faulty node must eventually
receive a valid response. This implies that the system remains responsive even
when some components fail or become temporarily unreachable.

• Partition tolerance: the system continues to operate correctly even if the
network is split into disjoint subsets that cannot communicate with each other.

In practice, any distributed system should provide partition tolerance, since
real networks are unreliable and messages may be delayed or never delivered. This
behaviour reflects asynchronous communication, meaning that network partitions
are a manifestation of asynchrony and an inherent feature of real systems.

The impossibility result

Using the formalization of Gilbert and Lynch, we can now formulate the impossi-
bility result for a distributed service that provides read and write operations on a
shared memory. However, the same reasoning applies to any distributed service
that can be abstracted in terms of these basic operations.
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Theorem (CAP): In an asynchronous network, it is impossible to implement
a service that can guarantee both availability and consistency in all fair executions,
including those affected by the loss of messages.

Intuitively, the impossibility arises when a network partition isolates part of the
system.
For example, if a client sends a read request to a node that is disconnected from the
one that processed the last write, the former cannot determine whether the data has
been modified. To preserve consistency, the node should wait until communication
is restored. However, if the partition persists, the node may wait indefinitely, which
would violate the availability requirement. Alternatively, if it responds immediately,
it may return an outdated value, thus violating consistency. Therefore, during a
partition, a distributed system must sacrifice either availability or consistency.

Interpretation of the result

Since network partitions are unavoidable in real distributed systems, the practical
trade-off lies between consistency and availability.
However, in the CAP framework, both properties are defined in their strongest forms
(linearizability and full availability) which few real systems can actually achieve.
Furthermore, the assumptions underlying the theorem limit its applicability. The
theorem is based on an asynchronous network model in which communication
failures are represented as network partitions. It does not account for faulty nodes,
although a node crash can be interpreted as a trivial partition that isolates a single
node.

For these reasons, Gilbert and Lynch interpret the CAP theorem as a specific
instance of a broader principle in distributed computing: the impossibility of
guaranteeing both safety and liveness in unreliable systems.
In this analogy, consistency corresponds to a safety property (every response must
be correct) and availability corresponds to liveness (every request eventually receives
a response). Unreliability arises from network partitions.
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Despite its limitations, the CAP theorem remains a valuable conceptual tool. It
provides an intuitive framework for reasoning about design trade-offs in distributed
systems, even when their actual behaviour differs from the strict assumptions of the
theorem. An application of this reasoning will be discussed in Chapter 4, Section
4.2.2.
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Chapter 2

Consensus algorithms

In the previous chapter, we introduced the idea that nodes in a distributed system
must cooperate according to a common set of rules: a protocol. The communication
protocol defines how nodes can exchange messages, but message exchange alone
does not guarantee that they will make consistent decisions towards a common goal.
To coordinate their actions and maintain a consistent system state, distributed
systems rely on consensus protocols. These protocols enable nodes to agree on a
specific outcome, allowing the system to function as a coherent whole.

Reaching agreement in an unreliable distributed system, where crashes, delays,
or network partitions may occur, is not straightforward and it is known as the
consensus problem. This chapter first introduces this problem. It then examines a
fundamental theoretical result that establishes the conditions under which consen-
sus can be achieved. This result serves as a reference for the design of practical
consensus protocols and provides the theoretical basis for the work developed in
Chapter 4. Finally, the chapter outlines the main characteristics of practical consen-
sus protocols, focusing in particular on the Raft algorithm, which has been adopted
as the reference model for the consensus protocol designed and implemented in
Chapter 4.
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2.1 The consensus problem

Achieving consensus in a distributed system means reaching a common decision.
Nodes must agree on a specific outcome, whose nature depends on the system’s
purpose: it may represent an action to perform, a data item to validate, or simply
a numerical value.

To illustrate this idea, consider the distributed transaction commit problem.
In a distributed database system, a transaction is a set of operations executed
across multiple nodes. The transaction completes when one node, acting as the
coordinator, requests all other nodes to either commit or abort the transaction.
The transaction is successfully committed only if all nodes agree to commit; if even
a single node votes to abort, the entire transaction must be aborted.

This simple mechanism captures the essence of distributed consensus: independent
components must reach a common decision to maintain a consistent global state.

The decision process is coordinated through a protocol. In this example, the
classical approach is the Two-Phase Commit (2PC), which relies on a simple ex-
change of acknowledgements. The coordinator proposes to commit a transaction
and requests confirmation from all participants. If it receives a positive response
from every node, the transaction is committed and applied everywhere. This
protocol ensures the atomicity of distributed operations: all nodes either commit
the transaction or none of them do.

This example shows that reaching agreement is straightforward when no fail-
ures or communication issues occur. However, once such faults are considered,
the problem becomes significantly more complex. For instance, in the Two-Phase
Commit protocol, if the coordinator crashes during the process, the participants
cannot determine whether the transaction should be committed or aborted, and
thus the consensus cannot be reached.

A well-known example that illustrates this difficulty is the Byzantine Generals
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Problem. Introduced by Lamport et al.[14], this metaphor describes the challenge of
achieving agreement in a distributed system subject to Byzantine faults, condition
under which components may behave arbitrarily or even maliciously.

The problem. A group of generals of the Byzantine army is camped around an
enemy city. Each general commands a division, and all divisions must agree on a
common plan: either to attack or to retreat. The success of the operation depends
on coordination: if only part of the army attacks, the assault will inevitably fail.
The generals can communicate only by sending messages. However, some generals
may be traitors and communication channels are unreliable: messages can be
delayed, lost, intercepted, or forged by dishonest parties.
Consider, for example, a scenario with five generals. Two of them plan to attack,
and two plan to retreat. If the fifth general acts maliciously and sends conflicting
orders, telling some to attack and others to retreat, the army becomes divided.
Although each general may believe an agreement has been reached, in reality, no
consistent decision has been made: one part attacks while the other withdraws,
and the plan fails.

From the problem description emerges the intrinsic complexity of achieving agree-
ment in an unreliable environment.
Lamport et al. [14] formalized the problem by introducing a structured setting
with two types of participants: a commander, who issues the order, and a group of
lieutenants, who must agree on how to act based on the messages they receive.
The goal is to ensure that all non-faulty lieutenants reach the same decision, and
that this decision reflects the commander’s order whenever the commander is not
faulty.

This formulation captures the essence of the problem: correct participants must
agree on a single decision despite the communication system is unreliable and there
are potentially malicious nodes.
Lamport et al. proposed several algorithms to address this issue, the first of which,
Oral Messages (OM), relies on multiple rounds of message exchange among the
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generals to ensure that correct nodes can eventually agree. Although conceptually
simple, this approach results in high communication overhead as the number of
faults increases.

This example shows why consensus protocols1 are essential: they provide a mecha-
nism for nodes to reach agreement despite the presence of faults or communication
issues.
The complexity of the problem and the protocol depend on the failure model:
crash-tolerant protocols are simpler to implement, while Byzantine fault-tolerant
ones are considerably more difficult.

Formalization of the problem

Now we introduce a simple formalization of the consensus problem, consistent with
the classical literature and useful for the discussion in the following section. In this
formalization, the nodes of a distributed system are modelled as processes, each
executed on a separate node.

The consensus problem involves a set of n processes p1, . . . , pn that communi-
cate by exchanging messages. Each process pi initially holds a value vi ∈ V , where
V is the set of possible values. The goal is for all correct processes to reach a
common decision value v, satisfying the following properties:

• Agreement: all correct processes decide on the same value.

• Validity: every decision value must have been the initial value of some process.

• Termination: every correct process eventually decides.

A consensus protocol must satisfy these properties even in the presence of faults.

1In this context, the term consensus protocol refers to a distributed consensus algorithm.
Unlike centralized settings, where a single coordinator can enforce the decision, distributed nodes
communicate only through message exchange. This absence of global coordination, together
with possible failures, makes distributed consensus a fundamental and challenging problem in
distributed computing.
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Beyond fault tolerance, one of the main difficulties in achieving consensus lies
in satisfying all three properties simultaneously. In particular, the termination
property raises the question of when consensus can actually be reached – that is,
whether the consensus problem admits a solution.
For instance, the solution to the Byzantine Generals Problem relies on an implicit
but crucial assumption: the system is synchronous, meaning that message trans-
mission and processing times are bounded and known. This assumption is essential
to ensure that the consensus algorithm eventually terminates and a decision is
reached. When such an assumption does not hold, as we will see in the next section,
reaching agreement can no longer be guaranteed.

2.2 The Fischer-Lynch-Paterson result

The result provided by Fischer, Lynch and Paterson (FLP) represents a funda-
mental limit in the theory of distributed systems [4]. It demonstrates that, even
under the weakest fault model where a single process may crash, it is impossible to
guarantee that distributed consensus is always reachable in an asynchronous system.

The authors proved their result in a simple setting, so that the impossibility
would also hold in more complex or adverse environments. To this end, they
considered a system model based on the following assumptions.
The first and most important assumption is full asynchrony: there are no bounds
on message transmission times or process execution speeds. In particular, processes
have no synchronized clocks and therefore cannot progress in lockstep or at a known
fixed rate. A fundamental implication of full asynchrony is that processes cannot
distinguish between a failed node and a slow one – that is, a process that is still
operational but taking an arbitrarily long time to do its processing and to send
messages.
Second, the system is assumed to be free of Byzantine faults: processes can only
experience crash faults, meaning that they may stop executing at any time.
Finally, communication channels are assumed to be reliable: every message sent is
eventually delivered correctly.
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The authors also focused on the simplest instance of the consensus problem,
known as binary consensus, where decision values belong to the set V = 0, 1.

Before presenting the impossibility result, we introduce some basic notions that
will be used in its formalization.

• configuration c: the state of the overall system, including, for each process pi,
its current value vi and the set of messages it has received.

• event e: the action of a single process pi, consisting in receiving a message,
updating its local value vi, and possibly sending new messages.

• run r: a finite or infinite sequence of events that drives the system from one
configuration to another.

A consensus protocol is said to be partially correct if it satisfies two conditions:

1. Uniqueness of the decision value, corresponding to the agreement property
introduced in Section 3.1.

2. Each decision value can occur in some reachable configuration. This condi-
tion excludes trivial protocols that always decide the same fixed value, and
corresponds to the validity property discussed in Section 3.1.

In other words, partial correctness guarantees that decisions are correct, but not
that they will actually be reached.

A protocol is totally correct if:

1. it is partially correct,

2. in every admissible run (i.e., with at most one faulty process) at least one
process eventually reaches a decision. This corresponds to the termination
property introduced in Section 3.1.

Hence, total correctness ensures that a decision is always reached, while partial
correctness only guarantees the correctness of possible decisions.
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The impossibility result

Theorem (FLP): In a fully asynchronous distributed system, no consensus
protocol can be totally correct, even in the presence of a single crash fault.

This means that in an asynchronous system it is impossible for a consensus protocol
to guarantee both agreement and termination.

The proof is based on the notion of bivalence.
A protocol can start from a bivalent configuration (a system state in which both
decision values remain possible during a run), as opposed to a univalent configu-
ration, where every admissible run leads to the same decision value. From such
a bivalent configuration, it is possible to construct an infinite run: a sequence of
events that keeps the system bivalent indefinitely.
This behaviour arises directly from the asynchronous nature of the system. Since
message delays are unbounded, a process may take an arbitrarily long time to re-
spond, and the others can never determine whether it is simply slow or has crashed.
Even the possibility of a single crash is enough to introduce this uncertainty.
To preserve the agreement property, correct processes cannot decide until they are
certain of the global state. In an asynchronous system, this may never happen. As
a consequence, the system can remain bivalent forever, never reaching a decision.
Thus, even with only one faulty process, there always exists at least one admissible
run in which the protocol never terminates.

The FLP result is one of the foundational impossibility theorems in distributed
systems. It reveals a fundamental trade-off between safety and liveness, the same
classes of properties introduced in the previous chapter.
In a consensus protocol, agreement and validity correspond to safety properties,
meaning that no two processes decide differently, and every decision value is valid.
Termination, instead, is a liveness property, as it guarantees that every process
eventually decides. The impossibility proved by Fischer, Lynch and Paterson there-
fore shows that no consensus protocol can ensure safety and liveness simultaneously
in a fully asynchronous system.
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This result is closely related to the CAP theorem (see Chapter 1), since both
express a similar limitation: the impossibility of achieving consistency (safety) and
availability (liveness) at the same time in unreliable asynchronous environments.

Interpretation of the result

The FLP result does not imply that distributed consensus is always unreachable, but
rather that it cannot be guaranteed under the assumptions of a fully asynchronous
system. In practice, the termination of a consensus protocol can be achieved under
specific conditions.

Fischer, Lynch, and Paterson themselves showed that there exists a partially
correct consensus protocol that allows all correct processes to eventually decide,
provided that no failures occur during execution and that a strict majority of
processes remain operational. This means that a consensus protocol can always
ensure the correctness of decisions (safety) and, under favourable conditions, also
their eventual achievement (liveness).
This result suggests that by relaxing the model’s assumptions and adopting more
realistic ones, such as partial synchrony or the presence of reliable majorities, the
impossibility of reaching a decision can be effectively circumvented. This insight
opened the way for practical consensus algorithms, such as Paxos and Raft, which
overcome the FLP limitation by introducing timing assumptions or leader-based
coordination to ensure termination.
The following section presents the main characteristics of these practical algorithms.

2.3 Practical consensus protocols

In real systems, failures do not occur continuously: there are periods of stability
that can be exploited so that a consensus protocol, in addition to ensuring safety,
can also eventually terminate.
Practical consensus protocols are therefore based on a set of assumptions about
timing, fault models, and the number of failures that can be tolerated. Moreover,
several design strategies have been introduced to reduce their communication
complexity and make them implementable in practice.
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The following paragraphs outline these assumptions and strategies.

Timing and partial synchrony

The timing assumption that characterizes practical consensus protocols is partial
synchrony. In this model, message delivery times are finite but unknown (see
Chapter 1). Once the system has stabilized, messages are eventually delivered
within bounded delays, enabling processes to coordinate and reach an agreement.
In practice, protocols implement partial synchrony using clocks and timeouts to
measure time intervals, limit waiting periods for messages, and detect the absence of
a response from processes. Consequently, timeouts act as failure detectors, enabling
the system to identify non-responsive nodes as potentially faulty and make progress
rather than wait indefinitely.

Consensus can therefore be achieved during stable periods, provided that a majority
of correct nodes remains active.

Fault tolerance and majorities

Using majority is the most intuitive mechanism to guarantee agreement. However,
in the presence of faults, it cannot be guaranteed that a majority always exists or
that all nodes see the same majority. A message exchange and acknowledgment
mechanism is therefore required to ensure that all correct processes share the same
view of the system. At the same time, the total number of nodes must be sufficiently
large with respect to the number of tolerated failures, to guarantee that a majority
of correct processes can always be formed.

There are some results that define these conditions according to the fault model.
For instance, under Byzantine faults, a system must include at least n ≥ 3t + 1
nodes to tolerate t faulty ones [3]. This ensures that any decision quorum of 2t + 1
nodes overlaps with any other in at least t + 1 correct nodes, preventing conflicting
decisions. Constructing such quorums requires multiple communication rounds and
a quadratic number of messages O(n2), so that all correct processes can eventually
agree on the same majority.
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To reduce the number of message exchanges, many Byzantine-tolerant protocols
adopt authentication techniques, such as digital signatures, to remove the need for
recursive message verification among nodes. This lowers the communication cost
at the price of additional local computation for signing and verifying messages.

In crash-tolerant systems, the requirements are weaker: consensus can be achieved
as long as a majority of nodes remain active (n > 2t), and only two communication
phases (request and acknowledgment) are needed for each decision.

In practice, the implementability of a consensus protocol depends on its overall
complexity, that is determined by both execution time and the number of exchanged
messages. To keep this cost manageable, most practical algorithms adopt simplified
assumptions: they consider only crash failures, and rely on mechanisms such as
timeouts and message retransmissions to emulate reliable communication channels
[3] [14].

Leader-based strategy

To further reduce complexity, many practical protocols adopt a leader-based ap-
proach. A designate leader (or proposer) is responsible for proposing a value to the
other nodes. In this setting, consensus is reached once a majority of nodes commit
the leader’s proposal, and nodes no longer need to exchange messages with all the
others to verify the consistency of the decision. This approach reduces communica-
tion complexity, and simplifies achieving agreement, but introduces the problem of
leader failure, which must be handled through leader election mechanisms.

Most practical consensus algorithms adopt this leader-based strategy. Paxos
[12] and Practical Byzantine Fault Tolerance (PBFT) [1] are the reference models.
Paxos assumes partial synchrony and only crash faults. It defines three logical roles
– proposers, acceptors and learners – and guarantees that a value is chosen once
a majority of acceptors acknowledge the same proposal. It follows a two-phase
protocol (prepare and accept) that ensures safety and eventual termination during
stable periods. Moreover, it is the first distributed consensus algorithm that imple-
ments a Replicated State Machine.
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This model provides the foundation for subsequent consensus protocols, such as
Raft, which reorganizes the same principles to make them easier to understand and
implement.

Similarly, PBFT extends the leader-based structure of Paxos to tolerate Byzantine
faults by introducing authenticated communication and an additional message
phase.

Focus of this work

In this thesis, we focus on crash-tolerant consensus algorithms, which are simpler
to implement and better suited to our system’s requirements (see Chapter 4).
The next section presents the Raft algorithm [15] in detail, to illustrate how
all the concepts discussed so far are implemented in a practical leader-based
protocol. Understanding Raft’s internal mechanisms is also fundamental for the
comprehension of the custom consensus protocol proposed in Chapter 4.

2.3.1 The Raft algorithm

Raft (Replicated and fault tolerant) is a consensus protocol that implements a
Replicated State Machine (see Chapter 1). It was designed based on Paxos with
the aim of making it more practical. This was achieved decomposing the logic into
three sub-problems: leader election, log replication and safety. This structure makes
the Raft algorithm easier to implement while maintaining the same guarantees of
correctness and efficiency as Paxos.

Implementation of the Replicated State Machine

Raft implements a Replicated State Machine through a replicated log, which ensures
that all servers execute the same commands in the same order, producing identical
outputs. In particular, each server runs a deterministic state machine and maintains
a log that records the sequence of commands derived from client requests.
The interactions between the client, the consensus module, the log and the state
machine are illustrated in 2.1, and can be summarized in the following steps:
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1. Client request
The client sends a request to the server.

2. Log replication
The server’s consensus module receives the request and appends the command
(for instance, an assignment like y ← 9) to its local log.
The module then coordinates with the consensus modules on the other servers
to replicate the same log entry and ensure that all logs eventually contain the
same sequence of commands.

3. Command execution
The state machine applies the command and produce an output.

4. Response to the client
The output is sent to the client.

Figure 2.1: Replicated state machine implemented by Raft. Figure inspired by
[15].

Thanks to the consensus protocol, replicated logs remain consistent across
servers, even if some server fails. In particular, Raft assumes a crash fault model,
where servers may stop and later recover. Moreover, messages may be lost and
delayed.
As in all practical consensus algorithms, the system can make progress as long as a
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majority of servers are operational and can communicate. Under these conditions,
Raft ensures both safety and liveness.

What helps Raft to implement this mechanism is the presence of a leader server.
In particular, the leader is responsible for receiving client commands, appending
them to its log, and replicating them to the other servers in a consistent way.

Overview of the algorithm

In Raft, each server can be in one of three states: follower, candidate, leader. All
servers start as followers and remain in this state as long as they receive periodic
messages – the heartbeats – from a valid leader.

As shown in Figure 2.2, if a follower stops receiving heartbeats from the leader
within a given timeout, it transitions to the candidate state and starts an election.
It requests votes from other servers – sending RequestVote messages – and, if it
receives votes from a majority of them, it becomes the new leader. This is process
is known as leader election.

Figure 2.2: State transitions in Raft. Figure inspired by [15].

Once elected, the leader takes full responsibility for client interactions: every
client request is sent to the leader, which appends it as a new entry in its log. The
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leader then replicates this entry to all followers sending AppendEntries messages.
These messages also serve as heartbeats to maintain the leadership.

When a log entry has been replicated on a majority of servers, it is marked
as committed. The leader applies the corresponding command to its local state
machine, returns the result to the client, and notifies the followers that the entry is
committed. The followers then apply the same command to their state machines,
ensuring that all servers eventually reach the same state. This process is known as
log replication (Figure 2.3).

Figure 2.3: Representation of the Raft algorithm logic during log replication.
The log entry is appended on a majority of the followers’ log, after which it is
committed. The leader then applies the entry to its state machine and notifies the
followers, which apply it as well.

It is now clear how Raft breaks down the consensus problem into three sub-
problems: the leader election, the log replication, and maintaining the safety
property. Let’s analyze them more in detail.

Leader election

The leader election is characterized by the following notions:

• Election timeout: it is the time a follower waits before starting a new election.
It is chosen randomly in the interval [T,2T ] (usually 150–300 ms). This
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randomization ensures liveness: since timeouts are independent, it is highly
probable that only one server’s timer expires first. That server becomes a
candidate and can complete the election before others time out.

• Term: when a follower becomes a candidate, it starts a new term and requests
votes from the other servers through RequestVote messages. A term is a period
of time that begins with an election (when one or more candidates attempt to
become leader) and lasts until a new leader is elected. Each term is identified
by a monotonically increasing term number, stored both in each log entry.
Term numbers allow Raft to prevent inconsistencies between logs: if a node
receives a message with a smaller term, it recognizes it as outdated and rejects
it.

• Uniqueness of the leader: when a follower receives a RequestVote message, it
gives its vote if it has not yet voted in the current term. Each follower can
vote for only one candidate per term, which ensures a safety property: at most
one leader can be elected in each term, which prevents log inconsistencies.
This is because a leader requires a majority of votes to win, and two different
candidates cannot simultaneously obtain overlapping majorities.

• Heartbeat timeout: once a candidate collects votes from a majority of servers,
it becomes the leader for that term. The leader immediately begins sending
AppendEntries messages to all followers at regular intervals determined by the
heartbeat timeout. These messages replicate log entries and act as heartbeats
to prevent followers from starting new elections.
New leader elections typically start when a leader crashes or becomes unreach-
able.

Although randomized timeouts make it very likely that only one follower’s timer
expires first, simultaneous expirations may occur. In this case, two servers can
both start an election for the same term and collect votes from different subsets of
followers, resulting in what is called a split vote. No leader is elected in that term:
since each server votes only once per term, no two candidates can both obtain
a majority. After another randomized timeout, a new election takes place and
eventually one candidate succeeds in obtaining the majority.
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Log replication

Raft uses the AppendEntries procedure to replicate log entries from the leader to
its followers. Each log entry is identified by its index and the term in which it was
created.
When sending an AppendEntries message, the leader includes the index and term
of the entry that immediately precedes the new ones. This allows the follower to
verify log consistency before appending the entries.

A follower accepts the new entries only if it finds in its log an entry with the
same index and term indicated by the leader; otherwise, it rejects the message.
This consistency check is repeated until a matching entry is found, and then the
new entries are accepted. This guarantees that if two logs contain an entry with
the same index and term, they are identical up to that point (the Log Matching
Property [15]), ensuring safety.

When inconsistencies occur, such as after leader crashes or network partitions, the
current leader corrects them by overwriting conflicting entries on followers. This
mechanism can be illustrated with an example.

Example: handling network partitions

Consider a cluster of five nodes where a partition separates nodes A and B from
nodes C, D, and E. Because of the partition, now there are two leader per part with
different terms. For instance, node B for term 1 and node C for term 2, elected
after the network partition (Figure 2.4).
In this setting leader B can’t replicate its log to a majority of nodes, so its log
entries remain uncommitted. On the other side, leader C can reach a majority and
replicates its log.

When the partition heals, the nodes exchange messages containing their current
term numbers. Upon discovering a higher term, the outdated leader B immediately
steps down and reverts to the follower state. Any uncommitted entries created
during the partition are rolled back, and the followers’ logs are aligned with the
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Figure 2.4: Example of a network partition. Node C is elected leader and it
communicates with a majority of nodes.

new leader’s log through the AppendEntries consistency check.
At the end, all servers converge to the same log.

Safety

Unlike Paxos, Raft explicitly separates the safety aspect of consensus, making it
easier to understand and verify. In particular, Raft defines the mechanisms that
preserve safety and formalizes them through a set of well-defined properties [15].
A detailed discussion of these properties is omitted here, as the main safety
guarantees, such as the uniqueness of the leader and the consistency of replicated
logs, have already been illustrated through the description of leader election and
log replication.
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Chapter 3

Reputation systems

In previous chapters, we introduced the concept of reliability as a fundamental
property of distributed systems and discussed how consensus algorithms enable
nodes to behave consistently, even when operating in unreliable environments.
To further explore this concept, this chapter introduces reputation systems in
distributed environments, where reputation serves as an additional mechanism for
assessing and supporting the reliability of the system.

Reputation systems emerged alongside the rise of the Internet as a response to
the challenge of building trust between individuals with no prior relationship who
interact through digital platforms. These systems collect, aggregate and distribute
information about participants’ past behaviour, enabling users to decide who to
trust and who to interact with. At the same time, it encourages honest behaviour
and reduces the overall risk in the online environment.

These mechanisms have become essential in many contexts, including online com-
munities, e-commerce platforms and digital services in general. Due to their
applicability to such a wide range of domains, coupled with a lack of standardiza-
tion, the development of reputation systems remains a complex and active area of
research. As well as design considerations, reputation systems present security and
privacy challenges, as they must ensure that reputation data remains both reliable
and confidential.
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Reputation systems are particularly relevant in distributed environments, where
there is no central authority to trust and no pre-existing trust between participants.
In this context, reputation is used to observe and estimate the reliability of agents,
thereby improving the reliability of the overall system.
This chapter provides the general background on reputation systems required to
understand the rationale and design choices discussed in Chapter 5. It clarifies why
reputation plays a key role in distributed systems and emphasises its relationship
with consensus protocols.

3.1 Concepts of reputation and trust

Reputation and trust are the two fundamental concepts on which reputation sys-
tems are built. In this section, we adopt the definitions proposed by Jøsang et
al. [10].

Reputation is defined as a collective measure of an agent’s trustworthiness, or
how an entity is perceived by others based on its past behaviour. It is obtained
by aggregating information from the agents with whom the entity has previously
interacted.

Trust, by contrast, is an individual belief. It represents the extent to which one
agent is willing to rely on another based on their personal opinion or expectations
regarding future behaviour.

While trust is subjective, reputation is based on past experiences (either direct or
indirect). In this work, we focus exclusively on reputation, excluding the subjective
components of trust.
The term trustworthiness is used in a general sense to describe how reliable an agent
appears to others. In our context, it is closely related to the notion of reliability
introduced in Chapter 1, as both describe an agent’s ability to behave consistently
and correctly over time.
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Reputation thus represents an estimate of trustworthiness. It is derived from
direct observations or feedback from other agents, reflecting the idea that rep-
utation is built progressively over time. The information collected from past
interactions must then be translated into interpretable reputation values using
specific reputation functions. These values can take different forms, such as a
numerical score (e.g. a rating from 1 to 10), a discrete value (e.g. a certain number
of stars) or a qualitative label (e.g. very good, good or bad). A reputation system
defines the mechanisms through which these values are created, managed and
exchanged. These mechanisms are discussed in the next section.

3.2 Reputation systems

The basic idea of a reputation system is that agents rate each other after each
interaction.
Suppose we want to build a reputation for an agent A: each agent that interacts
with A assigns a rating after the interaction, that indicates whether the experience
was positive or negative: for example, +1 for a successful interaction, −1 for a
failed one.
All the ratings are then processed by the reputation system, which aggregates them
using a reputation function to produce a reputation score. This score provides
a value that represents the past behaviour of agent A and can be used by other
agents to decide whether or not to interact with A.

According to Swamynathan et al. [17], four main processes can be identified:

1. Collection of ratings after each interaction.

2. Aggregation of ratings into reputation scores through a reputation function;
this is also known as reputation computation and also involves updating the
scores.

3. Storage of reputation scores to ensure they remain available to all agents that
need to access them.

4. Propagation of the reputation scores to the agents, allowing them to make
informed decisions in future interactions.
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The specific implementation of these processes defines the architectural model
of the reputation system, which can be either centralized or distributed.

In centralized reputation systems, a central authority is responsible for collecting
ratings, aggregating them into reputation scores, and storing these values in a
global repository. When needed, the central authority provide the reputation scores,
or it makes them publicly available. An example is the online marketplace eBay,
where the platform itself aggregates ratings from participants to assign a public
reputation score to each of them.

In distributed reputation systems, there is no central authority responsible for
managing reputation information. Instead, agents can submit their ratings to
distributed stores that are accessible to other agents, or they can store their own
ratings locally. In both cases, each agent is responsible for collecting available
ratings and computing reputation scores locally. Propagation typically occurs on
request. Such systems are common in peer-to-peer networks, where participants
exchange ratings to estimate each other’s reliability.

3.3 The role of reputation in distributed systems

As discussed in Chapter 1, distributed systems operate without central control.
Their nodes can be viewed as agents that must collaborate with each other despite
not necessarily knowing or trusting one another. This creates an unreliable envi-
ronment in which agents may fail or act maliciously. In this context, the concept
of reputation is particularly useful, as it can be used to estimate the reliability of
agents within the system.

In distributed environments, agents that do not know each other often need
to collaborate and reach a common decision, which is achieved through consensus
protocols. Conversely, reputation mechanisms allow individual agents to make their
own decisions, such as whether to trust or interact with another agent, based on
collective information. In both cases, the aim is to facilitate reliable decision-making
in the absence of trust.
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The concepts of consensus and reputation often intersect in the literature. Reputa-
tion can be used to support consensus, thereby improving the quality or robustness
of the agreement process, an idea that is explored in Chapter 5 of this work.
Conversely, consensus mechanisms can be employed to reach an agreement on
reputation values themselves, thereby ensuring consistency in how agents perceive
the reliability of others.

The ultimate goal of both mechanisms is to ensure the system’s reliability. A
reputation system contributes to this by estimating the reliability of individual
agents, thereby supporting the reliability of the system as a whole.
These ideas are developed further in the following chapters. Chapter 4 presents
the design of a consensus protocol tailored to the characteristics of the distributed
environment introduced in this work. Chapter 5 then extends this design by incor-
porating reputation as a supporting mechanism for consensus, showing how the
reliability of agents can be used to enhance the reliability of the system itself.

38



Chapter 4

Consensus Algorithm on a
star topology network

This chapter presents the case study that inspired this thesis, which focuses on
the study of a consensus algorithm for a distributed system designed to manage
critical files. The project was developed in a real-world context with the aim of
creating a system that coordinates multiple independent storage services.

A key part of the project involved tailoring the algorithm to the architectural
constraints imposed by a star topology. This architecture exhibits hybrid character-
istics, combining elements of centralized and distributed approaches. A thorough
analysis of the system’s behaviour was required to capture these characteristics,
which led to the development of a customized consensus protocol.

The chapter begins by introducing the distributed system under study. It then
presents the design phase of the proposed consensus algorithm, highlighting the
design choices derived from the theoretical results presented in Chapters 1 and 2.
It then describes the implementation of the Algorithm, and concludes with the
simulation framework used to validate its logic and evaluate its performance in
different scenarios.
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4.1 Overview of the case study

This case study involves a distributed system intended to manage a file while
maintaining the properties of reliability, availability and consistency (as introduced
in Chapter 1). The need for such a system arises from the nature of the data
contained within the file. As this data is highly sensitive, the primary objective is
to preserve its content. Although encryption techniques are employed to protect
the content itself, these lie beyond the scope of this thesis. In this study, the
file is considered as a whole without examining its internal content. Within this
framework, file consistency is understood as coherence among replicas of the same
file and serves as an additional safeguard for the content.
Therefore, the main goal of this system is to provide a reliable storage service to
its users.

4.1.1 The architecture

The system is based on a client-server architecture developed over a star topology
network (Figure 4.1), in which the client acts as the central node communicating
with multiple server nodes. This configuration can be considered as a distributed
implementation of the client–server model (see Chapter 1).
While the architecture exhibits distributed characteristics, it still relies on a single
coordinating client. Similar configurations, in which a central hub connects a set
of peripheral nodes, are commonly referred to in the literature as hub-and-spoke
networks.

It is important to note that the server nodes do not communicate directly with
each other, resulting in a centralized communication pattern. Therefore, the system
cannot be classified as a hybrid architecture, as it does not exhibit peer-to-peer
features.

4.1.2 The distributed system

As mentioned, the primary objective of the system is to preserve a critical file,
providing a reliable storage service. To this end, the file is stored on multiple
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Figure 4.1: Representation of a network with a star topology.

independent storage services. These services are heterogeneous and not part of
the same infrastructure, meaning that the system relies on third-party storage
providers rather than operating its own storage infrastructure. In this sense, the
servers are considered to be externally managed.

To store the file, the client sends the same request to each server node. Three types
of operation are supported:

• a save request to store the file for the first time;

• an update request to fully overwrite the file;

• a restore request to retrieve the file from the servers.

By distributing the file across multiple servers, the system prevents data loss. In
particular, it adopts data replication as the fundamental technique for increasing
reliability and availability, as discussed in Chapter 1.

In many distributed systems, replication is often introduced as a supporting
mechanism to enhance overall functionality. In this case study, however, replication
is the core design principle: the system relies on full replication, with each server
holding a complete, independent copy of the file. As a result, it behaves as a
distributed data store.
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4.1.3 Motivations

Storing the file across multiple servers directly improves system reliability by elimi-
nating the risk of a single point of failure. Consequently, the system can withstand
individual server crashes without affecting the overall service. Reliability is the
most important requirement in this system given the valuable nature of the file’s
contents, as data loss could result in financial damage. This strategy also reduces
dependence on a single storage provider, thereby mitigating the risks associated
with centralization.

In particular, replication increases fault tolerance and availability, guaranteeing
that the file remains accessible even in the event of faults or network issues such as
partitions or communication delays.

However, replication is not sufficient to guarantee the system’s correct behaviour in
the presence of faults. As already discussed in Chapter 1, data replication leads to
inconsistency problems. For instance, if an update is acknowledged by some replicas
but missed by others due to a crash, the system may end up in an inconsistent
state. To address this issue, the system adopts the State Machine Replication
(SMR) model (see Section 1.2.1). In this model, all servers behave as deterministic
state machines that process the same sequence of operations and therefore remain
consistent with one another. In the context of this case study, SMR provides the
conceptual framework for coordinating file updates across replicas.
The key challenge is to maintain a common ordering of operations among all nodes.
To this end, the system relies on a consensus algorithm that ensures all replicas
agree on the same sequence of updates, so that even in the presence of failures, all
non-faulty nodes apply identical operations and preserve consistency.

Paxos was among the first algorithms specifically designed to implement SMR and
it remains a foundational reference. The algorithm proposed in this work follows
the same paradigm, using distributed consensus as its core coordination mechanism.
However, due to the specific architecture and assumptions of the system under
study, the resulting protocol differs from traditional algorithms in several aspects
(see Section 4.3).
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4.2 Algorithm design

This work began with an analysis of fundamental results concerning consensus in
distributed systems. The FLP impossibility result and the CAP theorem represent
the theoretical foundations that define the limits of what can be achieved. In
practice, the most influential consensus algorithms are Paxos and Raft, which offer
practical solutions to the consensus problem based on realistic assumptions.

Understanding these results was essential in order to evaluate whether any of
the existing approaches could meet the specific requirements of our system, and
if not, how they should be adapted. The following subsections discuss how these
theoretical and practical contributions informed the design choices presented in
this work.

4.2.1 FLP-related design choices

As with any consensus algorithm, the design process had to address the limitations
imposed by the FLP impossibility result (see Section 2.2). As a workaround, we
relaxed the hypothesis relating to the network. Specifically, we moved from an
assumption of network asynchrony to an assumption of partial synchrony. The
rationale behind this design choice and its implications are discussed below.

Asynchronous communication, where message delays are unbounded, is a real-
istic assumption and reflects the way our system basically operates. In our context,
a delayed message corresponds to a delayed reply1 from a server. Network asyn-
chrony introduces challenges in distributed systems by creating undecidable states.
When a reply fails to arrive, the system cannot determine whether a node has
crashed or whether the message is merely delayed in transit. This ambiguity
prevents consensus algorithms from making safe progress, an issue that is formally
captured by the FLP impossibility result.

1The classical client-server model communication follows a request–reply pattern: the client
sends a request to each server and expects a reply.
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As discussed in 2.3, this limitation can be overcome by introducing timing as-
sumptions. The partial synchrony model, assumes that the system is initially
asynchronous, but will eventually stabilize. After an unknown global stabilization
time, all messages are delivered within a bounded delay. Our system uses timeouts
as a pragmatic approximation of these bounded delays: when a node fails to
respond within the designated timeout period, the system can progress by treating
this as a failure. This approach effectively distinguishes between transient delays
and permanent failures. However, it cannot distinguish between a server that
has genuinely crashed and one that is deliberately unresponsive. For instance, a
Byzantine node may deliberately withhold its response to disrupt the system. Such
behaviour is outside the scope of our fault model.

Another pragmatic response to the FLP impossibility result is the adoption of a
leader-based strategy. This approach helps guarantee progress in partially syn-
chronous systems. As discussed in 2.3, Paxos is the reference algorithm. It also
relies on timeouts to detect leader failures and trigger new elections, leveraging
timing assumptions to make the election process effective.
In addition to leader election, the Paxos algorithm implements a replicated state
machine. While leader election addresses liveness by ensuring that one node can
eventually drive the protocol and prevent indefinite blocking, the replicated state
machine guarantees safety by ensuring that, once a decision has been made, it is
irrevocable and applied consistently across all non-faulty replicas. Together, these
techniques enable Paxos to overcome the limitations of fully asynchronous systems,
establishing it as the foundational algorithm for practical consensus protocols.
The same principles also inform the design of our consensus algorithm, which
adopts a leader-based approach and the paradigm of the replicated state machine.

Having discussed the design implications derived from FLP, we will now turn
to the practical consequences of another fundamental impossibility result in dis-
tributed systems: the CAP theorem (see Section 1.3).

44



Consensus Algorithm on a star topology network

4.2.2 CAP-Theorem oriented design considerations

The CAP theorem is often invoked when designing distributed systems because it
provides a useful framework for reasoning about the trade-offs between consistency
and availability in the event of network partitions. However, as discussed in 1.3, the
theorem relies on precise and restrictive definitions of the three properties involved:

• Consistency refers to linearizability, which requires operations to appear
instantaneous and totally ordered.

• Availability means that every request to a non-failing node eventually receives
a valid response.

• Partition tolerance implies continuing to operate despite communication fail-
ures between nodes.

Real systems may not fully match the strict definitions assumed by the CAP
theorem. In practice, they operate under weaker or context-dependent guarantees of
consistency and availability. Thus, rather than treating CAP as a rigid classification
tool, it is more useful to adopt it to examine the specific behaviour of a system.
This helps to identify the system’s goals and highlights how its actual properties of
consistency and availability diverge from the strict CAP definitions.

The system presented here cannot achieve consistency in the CAP sense due
to concrete architectural constraints. Specifically, the server nodes represent inde-
pendent external storage providers that remain outside the client’s direct control.
This prevents the system from enforcing the atomic and totally ordered execution
of operations across all replicas.

A closer analysis of the system’s consistency behaviour reveals monotonic in-
consistency. This occurs when one or more replicas temporarily miss a file update
due to network partitions or server failures. Consequently, different servers may
temporarily store different versions of the file, with some holding outdated copies
and others being up to date.

Similarly, the system cannot meet the CAP definition of availability, whereby
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any non-faulty node must respond successfully. In our case, certain nodes may be
temporarily unreachable, or they may return outdated versions of the file due to
missed updates. Nevertheless, the system provides a practical form of availability
in that clients can access any reachable replica at any time, even in the presence
of network partitions or server failures. The trade-off here is that some requests
may return stale data. To mitigate this issue, a dedicated consensus protocol is
employed to allow clients to reconcile different versions and select the most recent
and valid one.

4.2.3 Raft as the reference algorithm

Although Paxos is widely regarded as the foundational consensus algorithm, its
complexity and limited applicability have prompted the search for a simpler alter-
native. The Raft algorithm [15] was introduced by Ongaro and Ousterhout with
the specific aim of providing a more accessible foundation for teaching and system
building purposes. As discussed in Section 2.3.1, Raft addresses this challenge by
decomposing the consensus algorithm logic into three independent sub-problems:
leader election, log replication and safety.
A distinctive feature of Raft is its leader-centric design. As the authors emphasize
in [15], Raft treats leader election as a fundamental part of its consensus mechanism,
delegating most coordination activities to the leader node. Another central element
is the reliance on absolute majorities. A node can only be elected leader with the
support of a majority of followers, ensuring election safety. Similarly, a log entry
is considered committed once it has been replicated on a majority of followers
(see 2.3.1 for details). Although these majority-based mechanisms are simple in
principle, they are essential to Raft’s fault tolerance and will play a central role in
the customized protocol developed in the following sections.

Raft was therefore chosen as the reference algorithm for this study because it
provides a clear and modular framework for understanding how consensus ensures
consistency in replicated state machines. Moreover, its design principles (leader-
based coordination, majority agreement and replication) closely align with the
requirements of our replication-based architecture. Raft also provided the basis for
implementing a practical consensus mechanism adapted to the system under study.
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4.3 Design and implementation of the Consensus
Algorithm

The previous section outlined the reasoning behind certain algorithmic choices,
which are based on fundamental theoretical results. Turning now to the system’s
peculiar architecture, the Raft algorithm was initially selected and adapted to fit the
characteristics of this case study. However, as the design evolved, it became clear
that several Raft components were incompatible with the system’s architecture.
Consequently, the final algorithm diverges substantially from the original Raft
protocol. While some conceptual elements, such as the use of a leader and reliance
on majority agreement, were inspired by Raft, the overall protocol was redesigned
to address the specific challenges posed by the system under study.

4.3.1 System model and assumptions

The distributed system consists of a client C and a set of servers S = {S1, . . . , Sn}.
The number n of servers is not fixed: the model is kept general as the focus of
this work is on the design and implementation of the protocol rather than on
fault tolerance analysis, which depends on the replication factor. The only natural
constraint is that n ≥ 3, since inconsistencies could not be addressed with only two
replicas.

File model

The object of the protocol is a file F . Each server Si maintains a local copy of F ,
represented as a pair (vi, hi), where:

• vi ∈ N is the version number

• hi = H(F ) is the SHA-256 hash function2 of the file content

2A hash function is a deterministic function H that maps an input of arbitrary length to a
fixed-length output, called digest. It satisfies several properties, including collision resistance,
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The version number and hash function are used to identify any inconsistencies
between replicas.

Operations

The consensus protocol supports the following operations, which are all initiated
by the client C:

• save(F): store an initial copy of file F on all servers

• update(F): update file F across all servers and increase the version number

• restore(): retrieve the file from the servers and decide on a consistent version
using the consensus protocol

Roles

Client C acts as the leader in the consensus protocol; the servers Si act as followers.

It is worth noting that, in classical consensus algorithms, the leader is one of
the servers within the cluster. In this case, however, the leader coincides with
the client, which does not persistently store the file. This distinction reflects
the system’s specific architecture and motivated the proposal of a new protocol.
Moreover, depending on the deployment, the client may be considered either a
coordination service or part of the end-user environment.

Communication model

As mentioned, it is assumed that the network is partially synchronous, which means
that message delays are finite but unknown.

In practice, communication follows the request-reply paradigm:

meaning that it is computationally infeasible to find two distinct inputs that produce the same
digest. SHA-256 is a hash function that produces a 256-bit digest. In this work, it is used to
uniquely identify each file replica because, due to its collision resistance, two files with different
content will produce different digests, enabling secure and efficient comparison of the replicas.
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• the client sends a request to each server and waits for an acknowledgment
(ACK) within a fixed timeout ∆;

• if the acknowledgment (ACK) is not received within the timeout ∆, the server
could be considered unavailable.

Servers do not communicate with each other.

We note that, in this protocol, acknowledgements are primarily used as failure
detectors. Although they are inherently weak, they enable the client to identify
when the server is unavailable. Furthermore, acknowledgements only confirm that
a message has been received, not that it has been executed correctly. Consequently,
they are not useful for achieving consensus or consistency.

Fault model

The fault model assumed in this work only considers crash faults: a server Si may
become unresponsive and stop processing requests. After recovery, it may return
an outdated version of the file.
Byzantine behaviours are excluded. This assumption is reasonable since the system
operates within a closed group of authorized nodes. However, the threat of an
honest-but-curious node is still considered relevant: nodes are assumed to correctly
follow the protocol, but they may attempt to access sensitive data.
This fault model justifies the use of simple fault-handling mechanisms, eliminating
the need for costly Byzantine-resilient protocols.

In this system, the servers are managed externally, meaning their behaviour cannot
be verified directly. This limitation has led to the design of a new consensus
mechanism, while Chapter 5 suggests improving the protocol by integrating a
reputation system that classifies servers based on their reliability over time.

Consensus goal

The consensus protocol enables the client to identify a single, valid version of the
file F . This mechanism relies solely on client-side observations and does not involve
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any direct coordination between servers. A unique version is selected by applying
a majority rule to the responses received.

4.3.2 Leader election in a star topology

In the classical Raft model, the leader node receives client requests and coordinates
the consensus process by exchanging messages with all the other nodes. However,
this assumption is incompatible with a star topology, in which only the central node
C communicates with the peripheral nodes S1, . . . , Sn, without any interaction
among the Si.

Consequently, the leader election mechanism in Raft fails to operate correctly
in this setting. When the initial leader becomes unavailable and stops sending
heartbeats, one of the followers Si may initiate a new election by transitioning to
the candidate state. Yet, since candidates cannot collect votes from other servers,
it becomes impossible to reach a majority and elect a new leader.

To overcome this limitation, the client node C is assigned the role of fixed leader
for the entire duration of the protocol. This reflects the structural role of C as
the only node with full connectivity to all replicas, as well as its responsibility for
issuing Update(F) and Restore() requests.

4.3.3 Update and Restore: two phases of consensus

The design of the protocol is structured around two distinct phases, each capturing
a different notion of consensus. These phases, named Update and Restore, are not
executed in a fixed sequence, but rather in response to explicit requests from client
C.

During the Update phase, the client sends the new file version to all the servers
S1, . . . , Sn, with the aim of applying the same modification to all the replicas. Since
C acts as a fixed leader and communicates directly with each server Si, it can
replicate the operation uniformly. In this phase, consensus refers to the agreement
on the operation to be applied, which is similar to the log replication mechanism
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in Raft.

The following pseudocode illustrates the basic Update phase mechanism. This logic
will later be extended to incorporate failure handling strategies.

1 Update Phase
2

3 Client C:
4 For each server Si ∈ S:
5 send update(F) to Si

6 Wait up to ∆ for ACKs
7 For each server Si:
8 if ACK not received within ∆:
9 mark Si as unavailable

However, due to the lack of guarantees regarding the servers’ internal behaviour,
this phase alone does not ensure global consistency, as it is not possible to directly
verify whether all replicas have actually applied the update.

For this reason, the second phase, Restore, is introduced. Here, the objective
is to identify the valid version of file F among those returned by the servers rather
than to agree on an operation. When C receives copies from each Si, inconsistencies
may arise due to previous faults, delays, or failed updates. The protocol resolves
this issue by applying a majority rule: the version returned by a strict majority of
servers is selected as the correct one.

This rule is analogous to the majority-based commitment mechanism in Raft,
enabling the client to determine a unique outcome even in the presence of partial
failures.

The pseudocode below summarizes the Restore phase. This logic will also be
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extended in the next subsection to address edge cases and inconsistencies.

1 Restore Phase
2

3 Client C:
4 For each available server Si:
5 send restore () request
6 Collect responses (vi, hi) within ∆
7 Group responses by (vi, hi)
8 If a group has size > n/2:
9 accept the corresponding version Fi

10 Else:
11 mark operation as failed

4.3.4 Handling failures and fallback strategies

The protocol incorporates fallback strategies to enhance fault tolerance in the event
of network delays or node failures. These mechanisms apply to both phases of the
protocol, using timeouts and limited retries to ensure progress is made.

Update Phase

During the Update Phase, the client C expects an acknowledgement ACK from
each server Si within a fixed timeout ∆. If a server fails to respond in time, the
request is retried up to a maximum number of times, denoted as retry_limit. This
increases fault tolerance by mitigating the effects of temporary delays or failures
during the propagation of updates.

1 Fallback during Update Phase
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2

3 Client C:
4 For each server Si ∈ S:
5 retry counter = 0
6 While retry counter < retry_limit :
7 send update(F) to Si

8 wait ∆ for ACK
9 if ACK received :

10 break
11 else:
12 retry counter += 1
13 If no ACK received after retry_limit :
14 mark Si as unavailable

Note that acknowledgements are only used to detect unavailability. Therefore,
while this retry policy does not directly influence consensus decisions, it does ensure
the broader dissemination of updates.

Restore Phase

In the Restore Phase, retry mechanisms serve an additional purpose. Beside im-
proving fault tolerance, they also increase the likelihood of obtaining a majority of
matching responses. This is because additional attempts give temporarily unavail-
able servers the opportunity to recover and reply, and allow the protocol to collect
delayed responses. This is a necessary condition for selecting a valid version of file F .

If no majority is reached on the first attempt, the client:

• retries the request for up to retry_limit rounds.

• waits up to ∆ for delayed responses.

• updates the set of available servers accordingly.
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1 Fallback during Restore Phase
2

3 Client C:
4 retry counter = 0
5 While retry counter < retry_limit :
6 send restore () to all available Si

7 wait ∆ for responses
8 group responses by version (vi, hi)
9 if any group has size > n/2:

10 accept that version
11 return success
12 else:
13 retry counter += 1
14 update availability status
15 If no majority is found:
16 returns all retrieved files

These strategies allow the protocol to tolerate failures and continue to make
progress without becoming blocked. However, some edge cases remain unsolvable
using a simple majority, such as responses that are evenly split or total disagreement.
A scenario with a lack of majority is illustrated below.

Evenly split scenario

Suppose the client sends a restore() request to 5 servers. The responses are received
as follows:

• S1 returns version (v1, h1) within timeout.

• S2 returns version (v2, h2) within timeout.

• S3 returns version (v3, h3) with slight delay.

• S4 returns version (v4, h4) within timeout.
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• S5 does not respond within the timeout and is considered unavailable for this
round.

After collecting all responses, the client compares the hashes and observes:

• two servers (S1, S3) returned the same version: (v1, h1).

• two servers (S2, S4) returned the same version: (v2, h2).

No version achieves a strict majority. The protocol cannot determine a valid
version and must therefore fall back on retry or alternative mechanisms.

Chapter 5 therefore introduces a weighted majority approach, which uses rep-
utation scores to allow progress to be made even when a strict majority cannot be
achieved.

4.3.5 Motivations behind the two phases

The protocol’s design into two distinct phases reflects the partially observable
nature of the system. The main difference between the Update Phase and the
Restore Phase is that the latter is the only phase that enables consistency to be
evaluated.

At first glance, it might seem reasonable to apply a majority rule during the
update phase: if a majority of servers acknowledge the update, one might assume
that the system has reached an agreement. However, this assumption is invalid in
our model. Acknowledgements merely indicate that the message has been received,
not that the update has been applied. Furthermore, the set of responsive servers
may change between the two phases due to crashes or network delays. Consequently,
a majority of acknowledgements in the update phase does not guarantee that the
same majority will participate in the restore phase, nor that the system has reached
a consistent state.

Illustrative example

Suppose the client sends an update(F) request with version v = 3 to 5 servers, and
receives acknowledgments from 3 of them within the timeout:
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• S1, S2, and S3 acknowledge the update - majority seemingly reached.

• S4 and S5 do not respond - marked as unavailable.

Suppose that later a restore() request is sent, and the responses are as follows:

• S1: no response (crash failure).

• S2: no response (partitioned).

• S3: responds after the timeout (considered unavailable for this round).

• S4: responds with version v = 2.

• S5: responds with version v = 2.

Therefore, a majority among the available responses supports version v = 2,
which is selected as the consistent version.

This example highlights that even if a majority acknowledged version v = 3
during the Update Phase, the servers involved in that majority may later become
unavailable. This confirms that consistency is enforced only at the level of the
values observed by the client during Restore Phase.

4.4 Simulations and results

This section provides a simulation-based evaluation of the consensus protocol
outlined in the preceding sections. Simulations were crucial in validating the
logic of the protocol, observing its behaviour under various failure conditions, and
quantifying its performance and reliability using selected metrics.

4.4.1 Preliminary observations

Initial tests were conducted using a basic implementation of the Raft algorithm
to evaluate its compatibility with the star topology. However, the leader election
phase failed to reach convergence. This observation prompted the development of
a custom consensus protocol.
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The simulations presented in this section refer exclusively to the final version
of the implementation, which incorporates mechanisms typical of real-world dis-
tributed systems. Earlier simulation attempts, which were used to explore and
validate the basic logic of the protocol, are not reported.

4.4.2 Simulation setup

The simulation environment is made up of a configurable number of server nodes,
one client node and one managed file. The client is responsible for carrying out all
main operations, including those relating to the consensus protocol. It is assumed
that the server nodes can perform basic storage service operations.

The simulation framework was developed in Python with a modular structure
(see the repository distributed-consensus-star-topology 3). Our experiments
were designed to evaluate the protocol behaviour under different parameter settings.
Since server failures are generated according to predefined probabilities, the simu-
lations are probabilistic and each configuration was tested through 100 simulation
runs.

Each simulation run consists of three main phases:

• Initial distribution: the file is initially broadcast to the servers.

• Update Phase: consensus-based propagation of a sequence of updates.

• Restore Phase: consensus-based retrieval and validation of file consistency
using a majority rule.

To test the protocol under realistic conditions, several controlled mechanisms
are employed:

• Temporal spacing of updates: the client performs multiple file updates with
random time intervals between each one, in order to simulate the behaviour of
an asynchronous system.

3https://github.com/ilariapalumbo/distributed-consensus-star-topology.git
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• Fault injection: according to a configurable probability, servers may randomly
fail at each update or retrieval attempt. This simulates node faults, including
crashes.

• Timeout and retry configuration: in the consensus module, update operations
wait for ACKs with a configurable timeout and retry each unresponsive server
up to a configurable maximum (retry_limit). Each attempt is spaced by a
configurable interval of time (retry_period).

• Tracking of unresponsive and unavailable servers: the consensus protocol marks
servers that do not respond with ACKs as unresponsive. If they continue to
fail, they are eventually marked as unavailable.

• Recovery mechanisms: the consensus protocol attempts to re-establish com-
munication with temporarily unavailable servers a maximum number of times,
with each attempt being spaced by a configurable interval of time.

• Weighted fallback: in the consensus module, if no absolute majority is reached
among the responding servers, the weighted fallback strategy is applied. This
selects the version supported by the highest cumulative weight.

The weighted fallback strategy was introduced during the implementation phase,
given the need to terminate the protocol. The complete implementation of the con-
sensus mechanism, including the weighted fallback logic, is provided in Appendix A.

To better interpret the results, note that update failures are simulated at two
levels. At the server level, each update may fail with a given probability to model
crashes or internal errors. In such cases, the server does not send an acknowledge-
ment. At the client level, failures are induced by timeouts. If an acknowledgement
is delayed or lost due to network latency or partitioning, the server is marked as
unresponsive, regardless of whether the update was successfully applied. This dis-
tinction allows the simulation to model both functional and communication-related
failures.
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4.4.3 Evaluation metrics

To evaluate the behaviour of the proposed protocol, a simulation framework was
implemented in which files are identified by a version number that increments
with each update. In a real system, each file would be uniquely identified by the
hash value of its content. However, in the simulation, the hash value and the
version number are updated together, so the version index alone is sufficient to
track consistency across replicas.

A modelling choice made for these simulations concerns server reliability. Each
server is characterized by a failure probability, which abstracts the likelihood of
both update and restore failures. In practice, update and restore failures may
exhibit different probabilities (for example, write operations are generally more
error-prone due to their higher complexity), but for the purposes of this evaluation,
a unique failure probability is assumed. This simplification provides a consistent
failure model and allows for a more direct assessment of the protocol’s robustness.

Failure probabilities are assigned in line with the weights associated with the
servers: a higher weight typically reflects a more reliable server and is therefore
coupled with a lower failure probability. Nevertheless, even reliable servers can
experience network-related issues, such as latency or temporary unavailability. To
capture this, each server is also associated with a recovery delay representing the
time after failure at which point it can become operational again. This leads to
the following consistent strategy: if a server is reliable but subject to latency, it is
modelled with a low failure probability and long recovery time. Meanwhile, the
protocol parameters are adjusted with higher retry limits and longer retry periods
to allow sufficient time for the network to recover.

Within this setup, the evaluation focuses on the protocol’s ability to return the
latest version of the file during the restore process. Consequently, the restore
accuracy rate, defined as the proportion of simulations in which the restored file is
the latest updated version, is the only significant metric adopted.

The variation in restore accuracy with respect to different protocol and server
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parameters is reported in tabular form and analysed further in the following section.

4.4.4 Results and observations

The restore accuracy was evaluated across eight different scenarios. Some of these
were designed to test the effect of specific parameters under varying conditions, while
the others aimed to assess the protocol’s overall resilience in adverse environments.

• Stress_test represents the most adverse scenario, combining high failure
probabilities, long recovery delays, and strict protocol parameters (retry_limit
= 1, retry_period = 5 ms and ack_timeout = 2 ms). It serves as a negative
baseline, enabling clear observation of the improvements achieved in more
permissive or better-balanced scenarios.

• Higher_retry is a variation of the previous scenario, in which the effects of a
more permissive protocol (with extended retries and long timeouts) are tested,
while keeping the servers unchanged. The aim is to verify whether the retry
logic can improve accuracy even under very unfavourable basic conditions.

• Low_retry_High_failure represents an adverse but more realistic condition
than the Stress_test. The aim is to evaluate whether the protocol can maintain
an acceptable level of restore accuracy in the event of frequent server failures
and limited retry opportunities.

• High_retry_Medium_failure is a realistic and balanced configuration,
combining moderate failure rates with generous retry settings and moderate
recovery delays. The aim is to verify whether the protocol can guarantee good
levels of accuracy under average conditions.

• Reliable explores a favourable setting with low failure probabilities (between
0.05 and 0.1), quick recovery times and a fair distribution of weights. It
establishes an upper bound for protocol performance under ideal conditions.

• Low_retry_Low_failure intentionally combines good server behavior with
minimal protocol tolerance. The objective is to verify whether the system
could still be compromised by restrictive operating conditions.
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• High_retry_High_latency isolates the effect of delayed server recovery.
Despite the failure probabilities being low to moderate, all servers have
extended recovery windows. This tests whether an increased retry budget can
mitigate the effects of high latency.

• Weight_fallback_test is designed to simulate situations where the numeri-
cal majority may not be reachable, forcing the system to rely on the fallback
strategy based on server weights. The aim is to observe whether a highly
weighted and more reliable server can drive the decision in the absence of a
numerical majority.

The table below shows the configuration of each scenario and its corresponding
accuracy rate.
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The results clearly demonstrate the relationship between protocol parameters
and restore accuracy. As expected, the Stress_test scenario yields the lowest accu-
racy 0.46, confirming that strict timeouts and retry limits severely impact system
performance when failure probabilities are high and recovery times are long. There
is a slight improvement in the Higher_retry configuration 0.55, which uses the same
servers as the Stress_test configuration but increases the retry budget and time-
out values. This shows that increasing retry opportunities can partially offset the
effects of poor network conditions, even if the underlying infrastructure is unreliable.

Further improvement in performance is seen in the Low_retry_High_failure
scenario, which achieves an accuracy of 0.82. Here, the failure rates and re-
covery times are lower than in previous cases. Despite the protocol remaining
relatively strict, the system benefits from a more favourable environment. The
High_retry_Medium_failure scenario achieves an accuracy of 0.94. This shows
that, under more realistic conditions involving moderate server reliability and more
permissive protocol parameters, a balanced configuration can result in near-optimal
behaviour.

Both Reliable and Low_retry_Low_failure performed extremely well, achiev-
ing accuracy values of 0.96 and 0.97, respectively. Interestingly, the latter achieves
slightly better results despite having much stricter protocol settings. This suggests
that severe protocol constraints do not significantly hinder the system’s ability to
maintain consistency when the infrastructure is highly reliable.

The High_retry_High_latency configuration confirms that retry mechanisms re-
main effective in the event of slow server recovery. With a restore accuracy of 0.90,
this scenario shows that latency alone does not significantly affect system behaviour,
provided the protocol allows enough time for the servers to become responsive again.

Finally, the Weight_fallback_test demonstrates the effectiveness of the weighted
fallback strategy, achieving an accuracy of 0.89. Although two of the three servers
are unreliable and could form a numerical majority in traditional quorum systems,
their failures often prevent that majority from forming. In such cases, the system
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relies on the weight of the more reliable server to reach an agreement, enabling the
protocol to maintain consistency in a significant proportion of runs.

In conclusion, the role of weights is examined in more detail. In the context
of the simulations presented, weights represent the degree of trust assigned to
each server. When server behaviour is unpredictable and uncertainty must be
managed, reputation offers a more realistic interpretation of this mechanism. From
this perspective, the weight of each server is treated as a reputation score, which is
dynamically determined by its performance when executing the consensus protocol.
The next chapter will present the reputation system that computes and updates
these scores and explain how it is integrated into the consensus mechanism.
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Chapter 5

Reputation-based extension
of the consensus protocol

This chapter explores the relationship between reputation and consensus, investi-
gating how reputation can inform the decision-making process within the consensus
protocol outlined in Chapter 4. The fundamental notions of reputation systems on
which this chapter builds were introduced in Chapter 3.

Having presented the reasons for introducing a reputation system, we design
it as a separate component and subsequently integrate it into the protocol. There-
fore, the proposed solution is an extension: while the consensus logic remains valid
and operational without reputation, the additional reputation layer aims to improve
the quality of decisions in scenarios where the baseline majority rule may fail.

5.1 Motivations and objectives

The introduction of a reputation system is intended to enhance the consensus
protocol under several aspects.

Firstly, it aims to strengthen the guarantee of reaching consensus. The base-
line protocol relies on a simple majority rule for decision-making and may therefore
fail when a majority is absent or tied. In practice, however, the consensus process
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must always reach a decision. A reputation system addresses this limitation by
ranking servers according to their observed reliability and enabling their responses
to be weighted accordingly. Thus, the reputation system can break ties in favour
of reliable servers, enabling the protocol to reach a decision and ensure liveness.

Secondly, in a setting where servers are considered untrusted agents, they must be
monitored to identify unreliable ones. Reputation provides an effective tool for this
purpose, enabling the system to protect itself against misbehaviour. Although the
underlying consensus protocol is only designed to tolerate faults caused by crashes,
integrating reputation enables the system to mitigate a broader class of unreliable
behaviours, such as intermittent responsiveness, persistent delays and repeated
stale replies.

Beyond the functional aspects, reputation enhances the system’s trustworthiness,
which is understood as the level of confidence that users place in its operation. Users
may question the reliability of a system that relies on external servers. However,
by incorporating reputation, the protocol increases confidence in the outcome of
consensus decisions, since reliable servers exert greater influence.

Finally, reputation contributes to the scalability of the distributed system. In
a setting where the client alone coordinates the consensus process, adding more
servers increases the processing overhead of the responses. However, expanding the
set of servers improves robustness, as a greater number of replicas increases the
likelihood of recovering the correct version in the event of a failure. Reputation
helps balance these effects by selecting the most reliable servers, thereby reducing
overhead while enabling the system to scale.

The main objective of this study was to extend the baseline consensus protocol
with a reputation-based component. This was broken down into three objectives:

1. Design of a reputation system.
The first objective was to examine the reputation models identified in the
literature and select one that was suitable for our context. This analysis
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resulted in the adoption of a distributed, voting-based approach. Based on
this, we designed a reputation system in which clients evaluate servers based
on their responses during the consensus protocol, using these evaluations to
build a reputation value that evolves over time.

2. Ledger-free management of reputation.
A second objective was to determine how reputation values should be stored.
In addition to the exclusion of a central authority, the idea of distributing
reputation storage across external and potentially untrusted servers was also
deemed unfeasible. The adopted solution avoids any form of global storage
(whether centralized or distributed) and manages reputation entirely locally
by the client instead.

3. Integration of reputation into the consensus process.
The final objective was to determine how reputation values could influence the
consensus protocol’s decision-making process. The aim was to expand upon
the baseline majority rule, ensuring that decisions were not solely dependent
on the number of servers supporting a given version, but also on their assessed
reliability. To this end, reputation scores were used as weights in the Restore
phase, enabling the protocol to prioritize the responses of more reliable servers.

5.2 The reputation system

This section introduces the proposed reputation system. The first subsection,
Reputation model, defines the operating environment and addresses the first two
objectives presented above. The subsequent subsections, Reputation Computation
and Reputation Propagation, correspond to the fundamental components of any
reputation system, describing how reputation is derived and exchanged among
agents.

We point out that the current design does not address the risks typically associ-
ated with reputation systems, such as security and privacy threats. Nevertheless,
we acknowledge that addressing these issues during the design process is crucial to
achieving a robust and reliable reputation system. For this reason, in Chapter 6
we discuss the limitations of this work and we outline directions for future work.
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5.2.1 The reputation model

The first step in designing a reputation system is to define its operating envi-
ronment. This involves identifying the agents involved, clarifying their roles and
specifying the information available for constructing reputation. It also involves
setting communication constraints on how this information can be exchanged.
These basic elements determine how reputation is generated and maintained across
the system. The mechanisms through which reputation values are transmitted are
addressed separately in 5.2.3.

As outlined in Gurtler and Goldberg’s Systematization of Knowledge [8], a broad
class of reputation systems distinguishes agents between voters, who provide eval-
uations, and votees, who are evaluated. Depending on the context, additional
roles may also be defined. This categorization has been adopted in our setting.
Clients are naturally modelled as voters, since they interact directly with servers.
Meanwhile, untrusted servers act as votees, whose behaviour must be evaluated.

To introduce reputation into our system, we need to expand the underlying
network. In the baseline architecture introduced in Chapter 2, a single client
coordinates a set of n servers. Here, we assume an expanded setting with a set of
N > n servers {S1, . . . , SN} and multiple clients {C1, . . . , CM}.
This expansion is motivated by the intrinsic meaning of reputation, which is under-
stood as an estimate of an agent’s reliability based on direct experience, feedback
from others, or a combination of the two (see Chapter 3). By including more
agents, more information is available in order to build a more accurate estimation
of reputation.

To avoid ambiguity, we distinguish between three related notions about repu-
tation:

• a rating is the evaluation based on a single client–server interaction,

• a reputation score is an aggregated value obtained by combining multiple
ratings, which provides a more informative measure of reliability,

68



Reputation-based extension of the consensus protocol

• the term reputation value is used more generally to denote reputation-related
information, without committing to a specific level of granularity (e.g. single
interaction vs. aggregated information).

Formally, let each interaction k between a client Cj and a server Si during an
execution of the consensus protocol produce a tuple of observable metrics

ok
i,j = (ak

i,j, tk
i,j, opt), (5.1)

where:

• ak
i,j ∈ {0,1} represents the availability of server Si in the k-th interaction with

client Cj; it is 1 if the server responded, 0 otherwise.

• tk
i,j ∈ R+ represents the response time of Si in the k-th interaction with client

Cj.

• optional metrics may be considered depending on the objectives of the reputa-
tion system.

These observations are mapped into ratings through a dedicated function (intro-
duced in 5.2.2), and progressively aggregated into reputation scores (see section
5.2.2 for details). In this work, we therefore assume that reputation ratings are
outcome-based, and are not intended as subjective opinions of the agents. This
makes them verifiable.

In this system, each client must assign a reputation score to every server Si

with which they interact during the execution of the consensus protocol. As
mentioned, direct experience is not always sufficient; for example, when a client
must decide whether to interact with a new server or when there have not been
enough direct interactions to build reliable reputation scores. To address this
limitation, clients can request reputation values from others. This requester-witness
communication allows each client to estimate the reliability of servers with which it
has not yet interacted with, and to select a subset of n servers for each execution
of the consensus protocol:

S ⊂ {S1, . . . , SN} with |S| = n < N,
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which we denote as the active set.
Within this extended framework, clients can dynamically assume different roles:

• voter : a client that evaluates servers through direct interactions;

• requester : a client that queries other clients for reputation values;

• witness: a client that provides feedback in response to such requests.

Within this framework, producing a rating after an interaction is considered a
voting operation.

According to the classification proposed by Gurtler and Goldberg [8], our model falls
within the category of voting-based reputation systems. Moreover, since no central
authority is responsible for managing reputation, the system is distributed. Each
client derives scores from its own interactions and can request more information
from other participants when necessary. Reputation is therefore voter-owned, as
each client locally stores its own scores locally rather than relying on global values
accessible to all. In this sense, the management of the reputation is ledger-free.

Several consensus protocols in the literature rely on notions of reputation or
trust. Many of these approaches are built on blockchain1 technology. For instance,
Proof of Trust [20] integrates the notion of trust into a blockchain consensus al-
gorithm, whereby nodes with higher trust values are more likely to be selected as
block validators. Similarly, Proof of Reputation [5] uses reputation rather than
computational power or stake as the scarce resource recorded on the ledger. In
both cases, reputation is stored and verified globally through the distributed ledger.
This differs from our design, in which reputation is maintained locally by the client
and not recorded in any shared structure.

The decision to design a stand-alone reputation system before integrating it into the
consensus protocol reflects the requirement to avoid any form of ledger. The repu-
tation system manages reputation values, and the resulting scores are subsequently
exploited by the consensus mechanism.

1A blockchain is a specific type of Distributed Ledger Technology.
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5.2.2 Reputation computation

The central component of any reputation system is the computation of reputation.
To this end, a reputation function must be defined to provide a mechanism that
aggregates the available inputs into an interpretable value. These inputs may
consist of a sequence of ratings produced by a single voter or a set of feedback
provided by multiple voters. The outcome of the aggregation must then be mapped
onto a reputation score - a stable measure that can be used for decision-making
purposes. In the reputation system presented here, the computation of reputation,
including the definition of a suitable reputation function, is developed across three
levels.

1. From observations to ratings

As discussed in the previous section, each interaction between a voter and a
votee produces a set of observations that are converted into a numerical rating
representing the voter’s evaluation of the interaction. Ratings are assumed to be
normalized so that they can be compared and suitably aggregated in later stages
of the reputation computation process.
Let O denote the space of the observations. A rating function is defined as a
mapping

φ : O → [0,1],

which transforms an observation into a rating in the unit interval. This corresponds
to the voting operation of the system.

In the specific setting of this work, let us assume that an observation is expressed
as a tuple

ok
i,j = (ak

i,j, tk
i,j),

where ak
i,j and tk

i,j are the two metrics defined in (5.1). A possible choice of the
rating function is a linear mapping:

φ(ok
i,j) =


0 if ak

i,j = 0,

α · ak
i,j + β ·

A
1−

tk
i,j

Tmax

B
if ak

i,j = 1,
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where α, β ≥ 0 are weights such that α + β = 1, reflecting the relative importance
assigned to the two metrics. The parameter Tmax denotes the maximum response
time tolerated within an execution of the consensus protocol, determined by the
configuration of timeouts and retry intervals.

2. From ratings to reputation scores

While a rating captures the outcome of a single interaction, a reputation score
reflects a voter’s cumulative assessment of a votee, obtained by aggregating ratings
over time.
Let R

(j)
i (k) denote the reputation score of the server Si maintained by the client

Cj after k interactions. Given the new rating φ(ok+1
i,j ), the reputation is updated

according to the recursive rule

R
(j)
i (k + 1) = (1− λ) ·R(j)

i (k) + λ · φ(ok+1
i,j ) (5.2)

where λ ∈ (0,1] is a parameter that controls the balance between memory and new
evidence. In this way, reputation scores evolve dynamically, taking into account
recent behaviour while retaining information from previous interactions.

3. From feedback to estimates

As previously mentioned, feedback can be used when a client has had insufficient
interactions to build a reliable reputation score. In our model, however, once
the consensus protocol is running, interactions with the servers are continuously
collected and scores are updated accordingly. For simplicity, we therefore consider
the beginning of an execution of the protocol - when a client has never interacted
with a server - to be the only situation in which feedback is requested.
Let W(j)

i denote the set of witnesses from whom C(j) requests information about
Si (how this set is obtained is discussed in 5.3.2 ). The estimated reputation is
obtained by aggregating the feedback received:

R̃
(j)
i = Aggregate

3
{R(w)

i | w ∈ W(j)
i }

4
, (5.3)

where Aggregate denotes an operator that combines values provided by multiple
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witnesses, such as an arithmetic mean or a weighted average. The definition of this
function depends heavily on the context: it depends on the form of the reputation
scores and must produce a coherent and meaningful value.

The resulting estimate R̃
(j)
i acts as the initial reputation score of server Si, taking

the place of R
(j)
i in the update rule 5.2. Once the protocol starts and interactions

with Si are collected, R̃
(j)
i is updated through the mapping φ(ok

i,j), and thereby
evolves into the reputation score R

(j)
i .

Note. The Aggregate operator combines reputation scores directly, rather than raw
ratings. This reflects the fact that clients continuously update their local reputation
values for each server, meaning that the feedback they provide is already expressed
as a reputation score.

Although the direct-update mechanism (see equation 5.2) and the feedback-
aggregation mechanism (see equation 5.3) are described separately, both are in-
stances of the general notion of a reputation function, as they both aggregate
different forms of input into a reputation score. This distinction stems from the
consensus protocol’s structure, which is based on direct client–server interactions.
The reputation system was therefore designed to reflect this setting: direct experi-
ence constitutes the core input, while the aggregation of feedback from other clients
is an extension introduced by the reputation mechanism. This layered approach
was inspired by the Beta Reputation System (see [9]), which explicitly introduces
mechanisms for combining ratings from multiple sources.

5.2.3 Reputation propagation

The propagation of reputation values is a necessary component of any reputation
system. In centralized settings, this task is handled by the authority that collects
and distributes scores. In decentralized systems, however, this task is carried out
directly by the agents and must therefore be defined according to the context.
In the proposed model, propagation occurs when a requester queries a set of
witnesses for their reputation scores on a certain server.

Therefore, the propagation mechanism is closely related to the Aggregation
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function 5.3.
Each witness w ∈ W(j)

i holds a local score R
(w)
i ∈ [0,1] and sends it to the requester

C(j) which collects feedback and computes an aggregated value:

R̃
(j)
i = 1

|W(j)
i |

Ø
w∈W(j)

i

R
(w)
i . (5.4)

The arithmetic mean is a possible choice that preserves comparability with ratings
derived from direct experience.

5.3 Integration of reputation into the consensus
process

As stated in the objectives of this work, the decision-making process depends on
reputation, assigning a weight equal to a server’s reputation to each server. This
section examines the first adopted strategy – a weighted decision – and highlights
its limitations. It also discusses another instance in which reputation values are
employed in the consensus protocol: the server selection phase.

5.3.1 Weighted decision in the Restore phase

Let S(j) be the active set of servers associated with client Cj in a given consensus
round, i.e., one complete execution of the protocol from initiation to agreement on
a file version. During the Restore phase, each server Si ∈ S(j) returns a version
identified by a hash value hi. Client Cj then partitions the responses by hash value,
as required by the consensus protocol (see Chapter 4): each distinct hash value h

defines a group of servers that returned the same version. The total weight of a
group is the sum of the reputation scores of its servers:

V k
j (h) =

Ø
Si∈S(j)

hi=h

R
(j)
i (k),

where k denotes the index of the current client–server interaction within the
consensus round. Reputation values are updated after every interaction, so V k

j (h)
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reflects the most recent scores available at that point.
The chosen version is the one with maximum total weight:

h∗ = arg max
h

V k
j (h).

This approach is inspired by weighted voting [6]: the response with the largest
weight is chosen; in this case, the responses are the file versions returned by the
servers. This simple strategy serves two purposes: it resolves ties and situations
where there is no majority without resorting to random selection, and it quantifies
the level of support for a given version based on the reliability of the supporting
servers (the more reliable the servers, the larger the weight).

Its limitations are clear: a single highly weighted server can dominate a larger
group of moderately reliable servers, and certain weight distributions can influence
the outcome. The goal of introducing reputation is not to outperform the absolute
majority, but rather to enhance liveness and decision quality in situations where a
majority is absent, tied or partially observable due to crashes, delays or partitions.
The proposed strategy does not guarantee that the chosen version is correct. Rather,
it provides additional information with which to assess it, and it motivates the
search for more robust, correctness-oriented strategies, which will be the focus of
future work.

5.3.2 Server selection

At the beginning of each consensus round, a client Cj selects an active set of
servers2

S(j) ⊂ {S1, . . . , SN}, |S(j)| = n < N,

based on current reputation scores. A simple policy is to choose the top-n servers
according to R

(j)
i (k) or R̃

(j)
i .

This step highlights a common issue in distributed reputation management:
witness selection. In this system, clients maintain reputation scores locally and

2The active set remains fixed throughout the round.

75



Reputation-based extension of the consensus protocol

query witnesses when they lack information about a server. The open question then
becomes which witnesses to query, that is, which agents hold useful information
about the missing servers. We introduce this issue merely to demonstrate its
relevance in our setting, without attempting to solve it. Several approaches have
been proposed in the literature, such as referral-based mechanisms (Yu and Singh,
cited in [19]), but their integration lies outside the scope of this work. In our system
this arises in two scenarios:

1. a client already in the system wishes to replace one or more servers. Client
Cj maintains local scores for the current active servers in S(j) and needs
information only for servers Si /∈ S(j). It should therefore query witnesses who
interacted with Si to obtain the estimates R̃

(j)
i ;

2. a new client joins the system and acts as a requester. It must select a set of
witnesses that provides sufficient coverage of S1, . . . , SN , in order to build an
overview of the system and then choose the best servers to interact with.

Once the witness sets W(j)
i have been identified, the estimates R̃

(j)
i can be

computed via (5.3).

This server-selection policy is also the base the improve system scalability by
focusing on the most reliable servers.
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Chapter 6

Limitations and future work

This short chapter outlines the main limitations of this work, primarily concerning
the reputation system introduced in the previous chapter. The study of reputation
models revealed several key aspects essential for designing a reliable and robust
reputation mechanism, particularly with regard to security and privacy. As ac-
knowledged in Chapter 5, these aspects fall outside the scope of the present design.
The limitations reported here are therefore presented to indicate directions for
future work.

• Security of propagation
The security of communication between the requester and the witnesses was
not explicitly addressed in the design of the reputation system. This is a
limitation since the propagation mechanism naturally exposes reputation
scores to potential attacks. In practice, the system should guarantee the
integrity of scores during transmission to prevent tampering, i.e. the alteration
of values in transit by malicious parties.

• Privacy of propagation
The propagation phase also raises privacy concerns. Collusion among agents
may reveal information about individual evaluations or enable different actions
to be linked together. As discussed in the Systematization of Knowledge [8],
many existing systems are highly linkable, meaning that a user’s actions - such
as the votes they cast or receive - can be associated with the same subject.
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This enables the reconstruction of behavioural patterns. In our setting, the
main concern is witnesses: the system must guarantee that votes cannot be
linked to voters, ensuring that the requester cannot associate scores with
specific witnesses.

• Absence of a threat model
Another limitation is the lack of a formal threat model. As noted by Swamy-
nathan, Almeroth and Zhao in The design of a reliable reputation system
[17], a reliable reputation mechanism must consider threats in all reputation
management processes, including collection, aggregation, storage and commu-
nication. Therefore, a threat model tailored to our setting would be essential
in order to identify possible attacks and design appropriate mitigations.

Future work should address the above-identified security and privacy limitations.
Encryption and authenticated channels could provide a basic level of protection
for transmitted scores. Privacy-preserving aggregation techniques, such as those
based on secure multi-party computation, could be explored in order to compute
aggregated values while ensuring that votes cannot be linked to voters. Most
importantly, a formal threat model should be defined in order to classify possible
attacks and establish a robust reputation system.

Beyond these areas, further investigation is needed to design aggregation strategies
that are more robust than the weighted decision illustrated in Section 5.3.
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Conclusion

In this thesis, we have addressed the problem of coordinating multiple independent
storage services in order to manage critical files reliably. To exploit the properties
of distributed systems while maintaining file consistency, a consensus algorithm
has been designed that meets the specific architectural constraints of the system.
Furthermore, a reputation-based extension has been provided in order to guarantee
the termination of the consensus protocol, and to address the limitations imposed
by storage services out of our control.

The star topology imposed significant limitations on the system by preventing the
nodes from communicating and collaborating directly, as is typical of distributed
systems. All interactions had to pass through the client. In this structure, the
client’s role has shaped the logic of the consensus mechanism: being the only node
with full connectivity to all replicas and the only component responsible for issuing
update requests naturally determines its function within the consensus protocol.
Despite acting as the sole coordinator, this work demonstrates that the principles of
distribution and consensus can be applied in such a context. Rather than making
autonomous decisions, the central node operates through a consensus algorithm
that evaluates and reconciles information obtained from the replicas. The broader
significance of this work lies in demonstrating how the properties of distributed
systems can be leveraged in architectures that retain centralized features. These
solutions are particularly relevant in enterprise-oriented scenarios.

Another defining feature of the system is that it uses external storage services rather
than operating its own storage infrastructure. While this reduces dependence on a
single infrastructure, it also limits the client’s ability to verify that the servers are
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functioning correctly. Although the consensus protocol can tolerate crashes, it can-
not address all unexpected behaviours that may arise in this setting. The reputation
system mitigates this issue by enabling the monitoring of these independent servers’
behaviour over time. Importantly, it also allows clients to choose which servers to
rely on based on their reputation values. This reduces dependence on fixed server
choices and reinforces the distributed nature of the system. Furthermore, since
reputation information must be exchanged among multiple clients, the mechanism
introduces peer-to-peer characteristics to the architecture.

This work helped to solve a specific problem posed by the host company. The
research activity also provided insights into the behaviour of distributed solutions
in centralized architectures, as well as the limitations that arise when applying
consensus algorithms in such environments.
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Appendix

This appendix reports the Python source code of the consensus.py module, which
implements the core logic of the Consensus Algorithm presented in Chapter 4. This
module contains the implementation of the update and restore phases, the handling
of timeouts and retries, the management of unresponsive or unavailable servers,
and the decision-making logic based on majority and weighted fallback.

The complete implementation of the protocol is available at https://github.
com/ilariapalumbo/distributed-consensus-star-topology.git.

Consensus module

1 import time
2 import hashlib
3
4 class ConsensusAlgorithm :
5 def __init__ (self , servers ):
6 """
7 Represents the consensus algorithm logic
8 params :
9 servers : a list of Server objects forming the cluster

10 """
11 self. servers = servers
12 self. unresponsive_servers = set ()
13 self. unavailable_servers = set ()
14
15 def validate_file (self , file):
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16 """
17 Validates a file before it is sent to the servers
18 Return True if the file is valid , otherwise False
19 params :
20 file: a File object
21 """
22 is_valid , message = file. is_valid ()
23 if not is_valid :
24 print(f" Consensus : Validation failed - { message } \n")
25 return False
26 return True
27
28 def update_consensus (self , file , timeout_ms =2, retry_limit =3,

retry_period_ms =5):
29 """
30 Handles the update phase with a client -side timeout for

ACKs
31 Retries sending updates if ACKs are not received ,

respecting retry limits and periods
32 Simulates server failures and recovery
33 Return True if consensus was reached (all servers responded with

ACKs), False otherwise
34 params :
35 file: the file to be updated
36 timeout_ms : maximum time in milliseconds to wait for ACKs
37 retry_limit : Maximum number of retries for unresponsive

servers
38 retry_period_ms : Period in milliseconds between retries

for unresponsive servers
39 current_time_ms : The current simulation time in

milliseconds
40 """
41 print(f" Consensus : Starting update for file {file.

file_name }, version {file. version }\n")
42 current_time_ms = int(time.time () * 1000)
43 remaining_servers = set(self. servers ) # Start with all

servers
44 retries = { server : 0 for server in remaining_servers }
45
46 while remaining_servers :
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47 for server in list( remaining_servers ):
48 try:
49 if retries [ server ] >= retry_limit :
50 print(f" Consensus : Server { server .id} has

reached max retries . Marking as unresponsive .\n")
51 self. unresponsive_servers .add( server )
52 remaining_servers . remove ( server )
53 continue
54
55 # Send the update to the server
56 update_applied = server . update_file (file ,

current_time_ms )
57 if not update_applied :
58 print(f" Consensus : Server { server .id}

failed to apply the update .\n")
59 retries [ server ] += 1
60 continue
61 start_time = time.time ()
62
63 # Wait for ACK
64 while time.time () - start_time < timeout_ms /

1000.0:
65 ack = server . send_ack ()
66 if ack:
67 print(f" Consensus : ACK received from

Server { server .id }.\n")
68 remaining_servers . remove ( server )
69 break
70 time.sleep (0.001)
71 else:
72 print(f" Consensus : Timeout waiting for ACK

from Server { server .id}. Retrying ...\n")
73 retries [ server ] += 1
74 except Exception as e:
75 print(f" Consensus : Server { server .id}

encountered an error: {e}\n")
76 retries [ server ] += 1
77
78 if remaining_servers :
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79 print(f" Consensus : Waiting { retry_period_ms } ms
before next retry for remaining servers .\n")

80 time.sleep( retry_period_ms / 1000) # Convert ms
to seconds for sleep

81
82 # Log the current state of retries
83 print(f" Consensus : Current retries : {[f’Server {s.id}:

{ retries [s]} retries ’ for s in remaining_servers ]}\n")
84
85 # Break if retry limits are exhausted
86 if all( retries [s] >= retry_limit for s in

remaining_servers ):
87 print(" Consensus : Retry limit reached for all

remaining servers .\n")
88 break
89
90 # Return True if all servers have sent ACKs (

remaining_servers is empty)
91 if not remaining_servers :
92 print(" Consensus : All servers responded with ACKs.

Update successful .\n")
93 return True
94
95 # Return False if some servers are still unresponsive
96 print(" Consensus : Some servers did not respond with ACKs .\

n")
97 return False
98
99

100 def retry_unresponsive_servers (self , file , long_retry_limit =5,
retry_interval =0.02) :

101 """
102 Periodically retries to update temporarily unavailable

servers
103 params :
104 file: The file to be updated
105 long_retry_limit : Maximum number of retries for

unresponsive servers
106 retry_interval : Time in seconds between retries
107 """
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108 retries = 0
109 while self. unresponsive_servers and retries <

long_retry_limit :
110 print(f" Consensus : Retry { retries + 1} for

unresponsive servers : {[s.id for s in self. unresponsive_servers
]}\n")

111 for server in self. unresponsive_servers .copy ():
112 try:
113 update_applied = server . update_file (file)
114 if update_applied :
115 ack = server . send_ack ()
116 if ack:
117 self. unresponsive_servers . remove (

server )
118 print(f" Consensus : Server { server .id}

successfully updated .\n")
119 except Exception as e:
120 print(f" Consensus : Server { server .id} is still

unavailable : {e}\n")
121
122 retries += 1
123 if self. unresponsive_servers :
124 print(f" Consensus : Waiting { retry_interval *

1000:.2 f} ms before next retry ...\n")
125 time.sleep( retry_interval )
126
127 if self. unresponsive_servers :
128 print(f" Consensus : Following servers are permanently

unavailable : {[s.id for s in self. unresponsive_servers ]}\n")
129 self. unavailable_servers . update (self.

unresponsive_servers )
130 self. unresponsive_servers .clear ()
131
132 def restore_consensus (self , retry_limit =2, retry_period_ms =5):
133 """
134 Handles the restore phase with majority rule and weighted

fallback
135 Return the file with the highest weight or consensus result
136 params :
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137 retry_limit : Maximum number of retries if consensus is not
reached

138 retry_period_ms : Time in milliseconds between retries
139 """
140 print(" Consensus : Starting restore phase with weighted

fallback .\n")
141
142 remaining_servers = set(self. servers )
143 retries = { server : 0 for server in remaining_servers }
144 all_responses = []
145
146 for attempt in range( retry_limit ):
147 print(f" Consensus : Attempt { attempt + 1} to retrieve

files from servers .\n")
148 responses = []
149
150 for server in list( remaining_servers ):
151 response = server . retrieve_file ()
152 if response :
153 responses . append (( server .weight , response )) #

Include server weight
154 remaining_servers . remove ( server )
155 else:
156 retries [ server ] += 1
157 if retries [ server ] >= retry_limit :
158 print(f" Consensus : Server { server .id}

marked as unavailable .\n")
159 self. unresponsive_servers .add( server )
160 remaining_servers . remove ( server )
161
162 all_responses . extend ( responses )
163
164 if not remaining_servers :
165 break
166
167 print(f" Consensus : Waiting { retry_period_ms } ms before

retrying .\n")
168 time.sleep ( retry_period_ms / 1000.0)
169
170 if not all_responses :
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171 print(" Consensus : No files retrieved from any server .\
n")

172 return None
173
174 # Group files by hash and calculate weights
175 weighted_files = {}
176 for weight , response in all_responses :
177 file_hash = hashlib . sha256 ( response [" content "]. encode

()). hexdigest ()
178 if file_hash not in weighted_files :
179 weighted_files [ file_hash ] = {" total_weight ": 0, "

file": response }
180 weighted_files [ file_hash ][" total_weight "] += weight
181
182 # Apply majority rule based on hash
183 majority_file = None
184 total_servers = len(self. servers ) - len(self.

unresponsive_servers )
185 for file_hash , data in weighted_files .items ():
186 count = sum (1 for _, response in all_responses if

hashlib . sha256 ( response [" content "]. encode ()). hexdigest () ==
file_hash )

187 if count > total_servers / 2: # Majority rule
188 majority_file = data["file"]
189 print(f" Consensus : Majority file selected : {

majority_file [’ file_name ’]} (Hash: { file_hash }).\n")
190 return {
191 " version ": majority_file [" version "],
192 " content ": majority_file [" content "],
193 " file_name ": majority_file [" file_name "],
194 }
195
196 # Fallback to highest weight if no majority
197 most_weighted_file = max( weighted_files . values (), key=

lambda x: x[" total_weight "])
198 print(f" Consensus : No majority . Falling back to file with

highest weight : { most_weighted_file [’file ’][’ file_name ’]},
Total weight : { most_weighted_file [’ total_weight ’]}.\n")

199 return {
200 " version ": most_weighted_file ["file"][" version "],
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201 " content ": most_weighted_file ["file"][" content "],
202 " file_name ": most_weighted_file ["file"][" file_name "],
203 }

Listing A.1: Consensus mechanism
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