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Summary

Securing production Kubernetes clusters is a critical and increasingly complex task.
The decentralized and fragmented nature of security policies, such as Role-Based
Access Control (RBAC) and NetworkPolicy resources, creates a significant semantic
gap between high level security requirements and the low level reality of the cluster
configuration. Manual verification is cognitively demanding, error prone, and does
not scale, while existing automated tools are often siloed within a single domain,
leaving blind spots at the intersection of authorization and network reachability.

To bridge this gap, this thesis introduces a query-based verification approach
that assesses cross-domain security properties, specifically across RBAC and Net-
workPolicy, through a unified cluster model. This methodology is built upon three
core components. First, a high-level, declarative query language has been estab-
lished, engineered for modularity and extensibility to enable operators to formulate
single-domain and cross-domain security questions. Second, a typed and unified
graph model has been designed to normalize disparate Kubernetes configuration
objects and policies into a unified and consistent representation of the cluster’s
state. Third, SWI-Prolog is employed as the formal engine to evaluate these high-
level queries. To achieve this, we materialize the graph model as a SWI-Prolog
knowledge base and compile the query language into a fixed set of Prolog rules.
Operator questions are then posed as queries against this knowledge base and eval-
uated by the SWI-Prolog engine.

Although this work unifies the critical domains of RBAC and NetworkPolicy,
the core architecture was designed for modularity, making it straightforward to
incorporate additional Kubernetes policy and configuration domains. This modu-
lar design is validated by a Proof-of-Concept (PoC) that effectively answers both
single- and cross-domain questions on realistic configurations, establishing a solid
foundation for future integration.
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Chapter 1

Introduction

Over the past decade, software delivery has shifted decisively toward cloud-native
architectures. Organizations increasingly deploy microservices packaged as con-
tainers and orchestrated at scale, seeking portability, elasticity, and rapid release
cycles. Kubernetes (K8s) has emerged as the de facto standard for container orches-
tration, powering platforms that span public, private, and hybrid clouds. While
this shift accelerates innovation, it also multiplies the number of control points and
configuration artifacts that must be secured and continuously verified. In practice,
security posture in Kubernetes hinges on policies: access control (RBAC), network
segmentation (NetworkPolicies), admission and governance controls, and related
configuration constraints [1, 2, 3].

Unfortunately, real-world experience and literature highlight how difficult it is
to reason about these policies at scale. The OWASP Kubernetes Top Ten explic-
itly calls out overly permissive RBAC, missing network segmentation, and lack
of centralized policy enforcement as systemic risks [4]. NSA and CISA similarly
emphasize that Kubernetes’ flexibility, distributed control plane, and large config-
uration surface create fertile ground for misconfiguration and privilege escalation,
recommending defense-in-depth controls and rigorous auditing [!]. From an ad-
versarial perspective, the MITRE ATT&CK framework for containers underscores
network segmentation and strict account management as core mitigations against
common tactics such as lateral movement and container abuse [5].

This landscape of technical vulnerabilities intersects with an increasingly strin-
gent regulatory climate, making continuous auditing and compliance validation
essential. Directives such as the NIS2 and regulations like the GDPR mandate
that organizations deploy suitable technical and administrative controls to pro-
tect sensitive information and guarantee system durability. For platforms utilizing
Kubernetes, this translates into the demonstrable monitoring and enforcement of
security policies controlling network communication, data accessibility, and the
privileges assigned to workloads. Failing to supply this necessary assurance not
only generates security holes ripe for exploitation but also exposes the organization
to considerable legal, financial, and reputational risk.

Empirical studies and emerging research confirm these concerns at a technical
level. Large-scale analyses of open-source Kubernetes manifests report widespread
security misconfigurations that are hard to detect during code review alone [0]. In
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response, researchers are exploring formal methods encoding RBAC and admission
policies as logical constraints to detect unintended permissions before deployment[7].
Similar efforts target network isolation, proposing automated validation of Net-
workPolicy objects to close segmentation gaps that are otherwise difficult to spot
across namespaces and CNI implementations [1, 3]. This growing body of scien-
tific literature highlights a clear need for tooling that moves beyond manual checks
toward automated, intent-based reasoning.

1.1 Thesis Objective

Securing a production Kubernetes cluster requires operators to reason about a com-
plex, distributed, and dynamic set of policies. To assess risk, they must manually
correlate RBAC rules, bindings, and NetworkPolicy objects that are often scat-
tered across numerous namespaces and subject to constant change. This manual
approach is cognitively demanding, slow, and highly susceptible to error, making it
trivial to overlook a subtle interaction between rules or for minor configuration drift
to introduce an unintended permission or an insecure network path. Prior work
in policy management and firewall analysis confirms that manual reviews do not
scale and tend to accumulate anomalies over time; without automated tooling to
normalize and explain the cumulative effect of policies, security posture inevitably
degrades [3, 9, 10]. This creates a significant semantic gap between an administra-
tor’s high-level security intent and the low-level, fragmented reality of the cluster’s
configuration.

This thesis introduces an intent-based query language specifically de-
signed for verifying Kubernetes security policies. The primary goal is to
enable system administrators to pose complex security queries using high-level,
natural, and operator-focused terminology. In return, the system provides a de-
terministic, verifiable result accompanied by a concise rationale. For example, an
operator could formally verify assertions such as, “Only Service Accounts within the
CI grouping are authorized to modify Deployments located in the staging names-
pace,” or “No Pod residing in the payments namespace is network-accessible from
external sources, except for traffic on TCP port 443.” The foundational design of
this language rests on three pillars: it must be (i) direct, using the vocabulary
familiar to operators rather than the complex syntax of a formal verification solver;
(ii) intuitive, built upon the core concepts of who (subjects), what (actions), where
(resources), and how (network flows); and (iii) extensible, ensuring future com-
patibility with new policy domains without requiring major architectural overhaul.

This approach is grounded in a significant body of research that supports the
shift from ad-hoc configuration checks to machine-checked reasoning based on for-
mal intent. In access control, established methodologies allow for the refinement
of policies from high-level goals and their subsequent verification, thereby reducing
human error [11, 12]. Similarly, in networking, formal models have proven effective
for verifying that network reachability complies with high-level constraints, even in
complex virtualized environments [13, 11]. Within the Kubernetes ecosystem itself,
recent work on intent-based security automation has demonstrated that high-level
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specifications shorten audit cycles and reduce configuration mistakes [15, 16]. Syn-
thesizing these findings, this thesis argues that an operator-facing, intent-driven
query language is a practical and effective means to reduce review times, mitigate
the risk of human error, and generate explainable evidence for security audits and
compliance.

To provide a focused and concrete validation, this work targets two of the most
critical security domains in Kubernetes: RBAC (authorization) and NetworkPolicy
(network segmentation). The central contribution of this thesis is the design and
validation of a unified query model where an operator can ask a single question
that spans both domains and receive a coherent answer. This unified view is critical
because many significant risks emerge precisely at the intersection of authorization
and reachability for example, a principal who holds an unexpected permission and
can reach a sensitive API endpoint. While the implementation focuses on these
two domains, the underlying model is designed for modular extension, preparing
the ground for future adapters to incorporate other policy types, such as admis-
sion controls or Pod Security Standards, without altering the operator’s query
experience[12, 9].

1.2 Thesis description

This thesis is organized to follow a logical progression from conceptual foundations
to implementation and validation.

e Chapter 2 & Chapter 3: Background establishes the necessary technical
foundation by detailing the Kubernetes security model, including the
cluster architecture, core objects, and the principles of access control and
network segmentation that underpin the system.

e Chapter 4: Thesis Objective defines the goals and research questions
driving this work, clearly articulating the motivation for developing a unified,
formal approach to policy verification.

e Chapter 5: Architecture Description presents the central architectural
contribution, detailing how policy knowledge from multiple Kubernetes do-
mains is integrated into a typed graph model and translated into a rea-
soning core for logic-based verification.

e Chapter 6: Language Description specifies the custom query language
designed to interact with the model, formalizing its syntax, semantics, and
the set of operators supported for expressing complex security invariants.

e Chapter 7: Proof of Concept (PoC) operationalizes the proposed frame-
work through a working implementation of the graph compiler and reason-
ing pipeline, validating its effectiveness on representative intra and inter-
domain scenarios.
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e Chapter 8: Conclusions and Future Work summarizes the key findings,
reflects on the limitations of the current implementation, and outlines direc-
tions for future extensions, such as the inclusion of new policy families and
deployment in operational clusters.

14



Chapter 2

Background: Kubernetes

This chapter first delineates the architecture of a Kubernetes cluster: its control
plane and worker nodes, clarifying the responsibilities and interactions of the prin-
cipal components; it then formalizes the object model and core resources (labels/s-
electors, namespaces, Pods, and workload controllers) before addressing the net-
working and exposure layer (Services and Ingress) and, finally, configuration and
state management (ConfigMaps, Secrets, and storage via PersistentVolumes/Per-
sistentVolumeClaims/StorageClass). These sections establish the technical vocab-
ulary and operational assumptions employed in the remainder of the thesis, partic-
ularly for the treatment of security policies and their verification.

2.1 Definition

Kubernetes (K8s) is an open-source platform for orchestrating containerized appli-
cations, presenting a cluster of potentially heterogeneous machines as a single, pro-
grammable system. Its operational paradigm is fundamentally declarative rather
than imperative. Instead of executing a sequence of commands, users define a de-
sired state for their applications and associated services. A distributed control plane
then continuously observes the system’s actual state and applies corrective actions
to ensure it converges with the desired state. This model, which combines declara-
tive intent with continuous reconciliation, transforms the underlying infrastructure
into an automated substrate. Consequently, critical operations such as workload
placement, health monitoring, scaling, and updates are governed by policy instead
of being managed through ad-hoc scripts.

The widespread adoption of Kubernetes can be attributed to its ability to pro-
vide a consistent abstraction layer across diverse computing environments, includ-
ing public clouds, private data centers, and hybrid or multi-cloud deployments. By
decoupling application concerns from the specifics of the underlying infrastructure,
Kubernetes affords significant portability and establishes a common operational
language for technical teams. This allows platform engineers to standardize rec-
ommended workflows and configurations while still granting development teams
the freedom to integrate specialized components for networking, storage, policy en-
forcement, and observability. The result is a versatile, shared foundation capable of
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supporting a wide range of architectures, from large-scale microservice deployments
to data processing pipelines, without committing an organization to a single vendor
or tool-chain.

At a high level, Kubernetes provides several classes of capability that produc-
tion operations demand. First, it automates placement and capacity management:
workloads are scheduled onto available resources with respect to constraints and
goals, improving utilization while honoring availability and locality. Second, it
builds resilience into the runtime: when failures occur, the system detects them,
replaces or relocates work, and gates traffic until components are healthy, thereby
reducing mean time to repair. Third, it manages change safely: updates can be
introduced progressively and evaluated against health signals so that issues are
contained and reversals are orderly. Fourth, it separates configuration from com-
pute artifacts and supports secure handling of sensitive runtime data, enabling the
same binaries to move cleanly across environments. Fifth, it offers native pathways
for elasticity and workload diversity, so always-on services, batch activities, and
scheduled tasks can all be expressed and governed within one operational model.
Finally, Kubernetes is designed for extensibility: its APIs and controllers can be
augmented by higher-level automation and domain-specific abstractions, allowing
organizations to evolve the platform without forking it. [17].

2.2 Kubernetes Cluster Architecture

The architecture of a Kubernetes cluster is that of a distributed system, compris-
ing a collection of machines known as nodes. These nodes are categorized into two
primary roles: the control plane and the worker nodes. The control plane functions
as the orchestration and management core of the cluster. It serves as the author-
itative source for the cluster’s desired state and coordinates the actions required
to make the actual state converge with that specification. Conversely, the worker
nodes provide the execution environment where containerized workloads are run.

This core separation of responsibilities is fundamental to Kubernetes’ scalability,
resilience, and its declarative operational model. Users specify a desired state via
the Application Programming Interface (API), and a set of autonomous control
loops then operate continually to align the system’s actual (observed) state with
the user’s declared objective. Figure 2.1 presents a conceptual summary of this
architecture, detailing the essential components and how they interact.
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Figure 2.1. Conceptual view of the Kubernetes cluster architecture

2.3 The Control Plane

The control plane can be conceptualized as the central nervous system of a Kuber-
netes cluster. It is responsible for maintaining the system’s desired state, making
global scheduling decisions, and responding to cluster events. To ensure high avail-
ability and scalability, the components of the control plane are typically replicated
across multiple dedicated control plane nodes, relying on mechanisms like leader
election to coordinate actions.

kube-apiserver As the primary management gateway to the cluster, the API
server exposes a RESTful Kubernetes API. It is the focal point for all adminis-
trative tasks, handling authentication, authorization, and a sequence of admission
controllers that validate and potentially modify requests before persisting an ob-
ject’s state. A key architectural feature is its implementation of an efficient watch
mechanism, which allows clients to subscribe to streams of changes. This enables
an event-driven architecture, eliminating the need for inefficient polling. The API
server is the only component that communicates directly with the etcd data store;
all other components interact with the cluster’s state exclusively through the API.
Architecturally, it is designed to be stateless and horizontally scalable, with request-
handling mechanisms to ensure fairness and prioritize critical system traffic under
heavy load.
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etcd etcd is a distributed key-value store engineered for strong consistency and
high availability. It functions as the definitive persistence layer for all cluster config-
uration data and object states. By providing linearizable read and write operations,
etcd ensures that other control plane components, such as the scheduler and con-
trollers, can make reliable decisions based on a consistent view of the system, even
during periods of high activity.

kube-scheduler The scheduler’s main responsibility is assigning newly created
Pods to an appropriate worker node. This decision involves two primary stages.
First, a filtering process removes any nodes that fail to satisfy the Pod’s manda-
tory constraints, which include things like resource requirements, node affinities,
or tolerance for specific taints. Following this, a scoring stage ranks the remain-
ing suitable nodes based on secondary preferences, such as distributing workloads
across separate failure domains or placing related Pods together. The scheduler is
also capable of preempting lower-priority workloads if required to accommodate a
high-priority Pod. Its operations are extensible via a scheduling framework that
facilitates the integration of custom decision-making logic.

kube-controller-manager Thiscomponent is a daemon that packages the essen-
tial reconciliation loops, referred to as controllers, into one binary. Each controller
functions as a dedicated process that monitors a specific API object type for changes
and strives to bring the system’s actual (observed) state into alignment with the
state declared in the object’s definition. These controllers typically operate au-
tonomously and rely on a leader election mechanism to guarantee that only one
instance is actively running at any moment, thereby ensuring the high availability
of the reconciliation processes.

cloud-controller-manager The cloud controller manager acts as an interme-
diary layer, separating specialized cloud-provider logic from the core Kubernetes
codebase. It interfaces with the native APIs of a cloud provider to manage es-
sential resources such as the node lifecycle (e.g., detecting and configuring new
VMs), routing (setting up network routes), and load balancers (provisioning and
managing external load balancers for Services). This deliberate isolation preserves
Kubernetes’ ability to function across different cloud environments.

Table 2.1 presents a selection of the core controllers bundled within the
kube-controller-manager and summarizes their primary responsibilities.
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Table 2.1. Key controllers managed by the kube-controller-manager.

Controller Function

Node Controller Tracks the operational status and
lifecycle of nodes, initiating reac-
tions (like marking a node un-
healthy) when heartbeats cease or
conditions are reported.

Job Controller Manages the complete execution of
one time tasks (Jobs), provisioning
Pods until the task reaches a suc-
cessful conclusion, including manag-
ing failure based retries.

EndpointSlice Controller Creates and ensures the integrity of
EndpointSlice objects, which are
used to track the specific network
endpoints (such as Pod IPs) that
back a Service.

Replication / ReplicaSet Controllers Guarantees that the exact, specified
number of Pod replicas for a work-
load is continuously maintained, ei-
ther by scaling up or scaling down
the Pod count.

Garbage Collector & Namespace Controllers Executes essential maintenance du-
ties, including the deletion of sub-
ordinate objects when their owner
is removed (cascading deletion) and
handling the finalization of names-
paces.

2.3.1 The Worker Node

Worker nodes constitute the computational capacity of a Kubernetes cluster, pro-
viding the CPU, memory, networking, and storage resources required to execute
containerized workloads. Each worker is registered within the cluster as a Node
object in the API server and reports its health and status through periodic heart-
beats. The node’s state is treated as ephemeral; they are designed to be replaceable
resources, and if a node fails, its workloads can be rescheduled elsewhere in the clus-
ter to maintain the desired state. Placement of workloads onto specific nodes can
be influenced through mechanisms such as labels, taints, and affinity rules.

kubelet The kubelet is the primary agent that runs on each worker node. Its core
responsibility is to communicate with the control plane’s API server and ensure that
the containers described in Pod specifications (PodSpec) are running and healthy.
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It translates these specifications into concrete actions for the container runtime,
manages the entire Pod lifecycle (including liveness, readiness, and startup probes),
and reports the status of the node and its resident Pods back to the control plane.
The kubelet also serves as an integration point, interacting with plugins that
adhere to the Container Runtime Interface (CRI), Container Network Interface
(CNI), and Container Storage Interface (CSI) to manage containers, networking,
and storage, respectively.

kube-proxy The kube-proxy is a network proxy that runs on each node and is a
fundamental component of the Kubernetes networking model. Its primary function
is to implement the Kubernetes Service concept. It does this by monitoring the
API server for changes to Service and EndpointSlice objects and programming
the node’s underlying OS packet-handling subsystem (such as iptables or IPVS)
to direct traffic to the correct backend Pods. This provides a stable virtual IP for
in-cluster load balancing, decoupling service communication from the lifecycle of
individual Pods. While alternative data planes using technologies like eBPF can
replace kube-proxy, they still implement the same fundamental Service abstrac-
tion.

Container Runtime The kubelet delegates the direct management of contain-
ers to a container runtime via the Container Runtime Interface (CRI). This in-
terface allows Kubernetes to be compatible with any compliant runtime, such as
containerd or CRI-0. The runtime is responsible for tasks like pulling container
images from a registry, creating and managing the container’s execution environ-
ment (sandbox), and reporting low-level status. This strategic decoupling ensures
that the Kubernetes project remains independent of any specific container imple-
mentation, fostering a diverse ecosystem of runtime technologies.

Cluster communications follow a hub-and-spoke model with the API server as
the central chokepoint. Nodes initiate outbound, TLS-protected connections to the
API server for watches, heartbeats, and status updates; authentication and autho-
rization are enforced at the API layer. A smaller, explicitly enabled set of reverse
flows from the API server to the kubelet support interactive operations such as
exec, attach, port-forward, and logs. Hardening guidance focuses on mutual
TLS for component traffic, disabling unauthenticated kubelet endpoints (e.g., en-
suring the read-only port is off), minimizing node-exposed ports, and centralizing
policy and audit at the API server to keep trust boundaries clear on untrusted
networks. [18, 19]

2.4 The Kubernetes Object Model and Core Re-
sources

Kubernetes models all user interactable entities as persistent API objects. Users
declare the desired state of these objects typically by submitting YAML or JSON
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manifests to the cluster and a set of controllers drives the system toward that
state. Fach object is identified by a Kind (the canonical type, such as Pod or
Service) and is served under a specific API group/version (for example, core/v1
or apps/vl). Objects are accessed through REST resources, i.e., collection end-
points like /api/v1/pods or /apis/apps/v1/deployments. Every object carries
a human-chosen name that is unique within its scope (either a namespace or the
whole cluster) and a server-assigned immutable UID that provides stable identity
across renames or rescheduling. In addition to top-level fields, many objects ex-
pose subresources such as /status and /scale that partition responsibilities and
authorization: clients may be authorized to read or update status without being
able to modify the specification, or a controller may adjust scale independently of
other fields. [20, 17]

A core semantic distinction runs through most Kubernetes objects: spec ex-
presses the desired configuration, whereas status reports observed state and con-
ditions. Controllers, agents, and the scheduler watch objects via the API’s watch
semantics and take incremental, idempotent actions until status converges toward
spec. Lifecycle and ownership are captured through owner references and final-
1zers: owner references allow garbage collection of dependents when an owner is
deleted, and finalizers defer deletion until clean-up work is complete.

Listing 2.1. Minimal, generic Kubernetes object manifest.

apiVersion: <GROUP>/<VERSION> # e.g., "v1" (core) or "apps/v1"
kind: <KIND> # e.g., "Pod", "Service", "Deployment"
metadata:

name: <NAME> # unique within scope

namespace: <NAMESPACE> # omit for cluster-scoped kinds

labels: # selection/grouping

<KEY>: <VALUE>

spec: # desired state (kind-specific)

# ...
status: # observed state (set by the system)

# ...

2.4.1 Foundational Concepts: Labels, Selectors, and Names-
paces

Labels and Selectors. Labels are key—value pairs attached to objects for identi-
fication, grouping, and selection. They are intended for indexing and are therefore
small, structured, and frequently queried. Label selectors provide the query lan-
guage used throughout Kubernetes to relate objects: equality-based (=, ==, !=)
and set-based (in, notin, exists, doesnotexist) expressions allow clients and
controllers to resolve a dynamic set of targets. This mechanism is pervasive: a
Service selects the Pods that implement it; a Deployment (via its ReplicaSet)
selects the Pods it manages; a NetworkPolicy selects the Pods to which its rules
apply. Labels are distinct from annotations, which carry arbitrary, non-identifying
metadata for tools and automation and are not used in selection. Some APIs also

21



Background: Kubernetes

support field selectors, which filter on a restricted set of object fields (for example,
metadata.name or a Pod’s status.phase). [2]]

Namespaces. Namespaces partition a single physical cluster into multiple virtual
clusters. They scope names, policies, and defaults; many resources (such as Pods
and Services) are namespaced, whereas others (such as Nodes and PersistentVol-
umes) are cluster-scoped. Namespaces enable multi-tenancy and environment sep-
aration (e.g., development, staging, production), and they underpin quota and pol-
icy boundaries. Kubernetes ships with well-known namespaces such as default,
kube-system, and kube-public, each used for specific categories of objects and
components. [22]

2.4.2 Pod: The Atomic Unit of Scheduling

A Pod is the smallest deployable unit in Kubernetes and represents a single in-
stance of an application workload. A Pod may contain one or more tightly coupled
containers that are always scheduled together onto the same node. Containers in
a Pod share the Pod’s network namespace (they see the same IP and can com-
municate over localhost) and can mount the same volumes; optional settings
allow sharing of additional namespaces (such as the process namespace) when ap-
propriate. This co-location enables composition patterns commonly referred to as
“sidecars,” where helper containers (for example, a proxy, a log shipper, or an init
task that prepares data) run alongside the main application container. A Pod’s
lifecycle is described with probes and hooks: [iveness probes determine when a
container should be restarted, readiness probes gate traffic until the container is
ready to serve, and startup probes accommodate long initialization times; lifecycle
hooks provide callbacks at well-defined phases. Pod-level policies and resource set-
tings (such as resource requests/limits, security context, and restart policy) inform
placement and manageability. [23]

2.4.3 Workload Management: Controllers and Abstractions

Users rarely create and manage individual Pods directly. Instead, they express
intent using workload controllers that maintain a stable population of Pods, replace
failed instances, and coordinate changes over time.

Deployments. A Deployment manages stateless applications by creating and
overseeing ReplicaSets, which in turn maintain the requested number of Pod
replicas that match a label selector. Deployments support declarative updates
and rollbacks by creating new ReplicaSets for revised Pod templates and gradually
shifting the replica count from the old to the new set under configurable strategies.
Scaling (horizontal) adjusts the number of replicas, while the selector binds the
Deployment to the Pods it owns and is immutable to preserve consistency. [24]
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StatefulSets. A StatefulSet manages stateful applications requiring stable
network identities and persistent storage. It assigns an ordinal and a stable name
to each Pod (e.g., db-0, db-1), supports ordered and graceful deployment, scaling,
and deletion, and is commonly paired with per-Pod persistent volumes. Unlike
stateless workloads, replacement Pods retain their identity, aiding stateful protocols
and data partitioning. [25]

DaemonSets. A DaemonSet ensures that a copy of a Pod runs on all, or on
a designated subset of, Nodes. This is used for node-level services—such as log
collectors, monitoring agents, or networking components—that must be present
everywhere or on specific classes of machines. When nodes are added to the cluster,
the DaemonSet automatically schedules the daemon Pod onto them; when nodes
are removed, the Pods are cleaned up. [20]

Jobs and CronJobs. A Job creates one or more Pods to run a task to comple-
tion, with configurable retry behavior and parallelism. A CronJob runs Jobs on a
time-based schedule expressed with standard cron notation, enabling periodic or
batch workflows. These abstractions are suited to finite workloads such as report
generation, ETL tasks, and data maintenance. [27, 28]

2.4.4 Service Abstraction and Networking

Once workloads are running, Kubernetes provides stable, discoverable endpoints
for communication and, where needed, access from outside the cluster.

Services. A Service presents a stable virtual identity (a ClusterIP and a DNS
name) for a logical set of Pods and distributes traffic across healthy backends
matched by a label selector. Clients connect to the Service, not to individual
Pod IPs, thereby decoupling callers from Pod churn due to rescheduling or scal-
ing. Service types describe reachability: ClusterIP exposes an in-cluster virtual IP;
NodePort allocates a port on each node to forward external traffic to the Service;
LoadBalancer integrates with an external load balancer provided by the underly-
ing infrastructure. Headless Services (clusterIP: None) expose individual Pod
endpoints directly, which is useful for certain stateful or discovery scenarios. [29]

2.4.5 Configuration and Persistent State

ConfigMaps and Secrets. A ConfigMap holds non-sensitive configuration
data, and a Secret holds sensitive values such as credentials and tokens. Both
decouple configuration from container images and can be projected into Pods as
environment variables or mounted files. Secrets are transmitted over TLS between
API clients and the API server and are stored base64-encoded by default; clusters
can enable encryption at rest to protect Secret data in the backing store. [30, 31]
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PersistentVolumes (PVs), PersistentVolumeClaims (PVCs), and Stor-
ageClass. A PersistentVolume represents a piece of provisioned storage in
the cluster, while a PersistentVolumeClaim is a user’s request for storage with
specified size, access modes, and other characteristics. The control plane binds a
claim to a suitable volume; when dynamic provisioning is enabled via a Storage-
Class, the cluster can create new volumes on demand through a storage driver
(typically via the Container Storage Interface). Storage semantics are expressed
with access modes (such as ReadWriteOnce, ReadOnlyMany, ReadWriteMany, and
ReadWriteOncePod) and volume modes (Filesystem or Block), and lifecycle pol-
icy is governed by the volume’s reclaim policy (for example, Retain, Recycle [dep-
recated], or Delete). This two-step model separates storage provisioning from
consumption and promotes portability across diverse backends. [32]
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Chapter 3

Access Control and Network
Policy in Kubernetes

This chapter establishes the foundational mechanisms for security enforcement in
Kubernetes, focusing on both the API control plane and the Pod data plane. The
first half provides an operational overview of Access Control in Kubernetes and
RBAC, detailing the end-to-end API request pipeline (authentication, authoriza-
tion, and admission control) and conducting a deep inspection of the Role-Based
Access Control (RBAC) object model. The second half introduces Network Pol-
icy as the critical Layer 3/4 enforcement tool for micro-segmentation, explaining its
additive execution model, default-deny semantics, and object structure for govern-
ing Pod-to-Pod and external communication. This integrated framing covers the
complete security posture required for cluster operations and workload isolation.

3.1 Access Control in Kubernetes: Overview

Kubernetes treats every interaction with cluster state as an HT'TP request to the
API server. Controlling access therefore means governing who can talk to the API,
what they can ask it to do, and under which constraints requests are admitted and
persisted. Figure 3.1 summarizes this end-to-end path, highlighting the numbered
stages. In brief, each request traverses a pipeline: transport security (TLS, by
default) — authentication (1) — authorization (2) — admission control (3) —
validation and persistence (4) [33].

Authentication Every request to the Kubernetes API server first arrives over a
TLS-secured connection; once the channel is established, the server attempts to au-
thenticate the caller. Multiple authenticator modules can be enabled concurrently
and are tried in sequence until one succeeds, common options include client certifi-
cates, bearer tokens (static or bootstrap), service-account JSON Web Tokens, and
OIDC tokens issued by an external identity provider. A successful authenticator
yields a username and, optionally, a set of groups; if no authenticator accepts the
credentials, the request is rejected as unauthorized. Crucially, Kubernetes itself
does not maintain a user directory: there is no User object in the API, and the
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control plane learns a caller’s identity solely from the configured authenticators.
33, 34]
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Figure 3.1. Access control overview in Kubernetes: (1) authentication, (2) au-
thorization, (3) admission control, (4) persistence to storage.

Human users vs. ServiceAccounts. Kubernetes distinguishes human users
from workloads. Human users are ezternal to the cluster: their lifecycle (cre-
ation, revocation, group membership) is managed in an enterprise IdP or PKI,
and the API server treats whatever identity the authenticator presents as author-
itative. Inside the cluster, authorization policies (RBAC) therefore match users
and groups by string identity exactly as asserted by the authenticator (for exam-
ple, OIDC claims or certificate subjects). By contrast, a ServiceAccount is a
first-class, namespaced API object that represents workload identity. Each names-
pace includes a default service account; Pods use it unless a different account is
specified via spec.serviceAccountName. When a Pod runs with a service account,
the kubelet typically mounts a projected token obtained through the TokenRequest
API. Modern service-account tokens are short-lived, audience-bound (valid only for
the intended server), and revocable, replacing older long-lived secret-backed tokens.
[35, 34]

Groups. Groups are not Kubernetes objects; they are opaque strings asserted by
the active authenticator (for example, OIDC group claims or certificate organization
fields). In summary, authentication establishes a caller’s identity (user and groups,

or service-account identity) that subsequent stages, authorization and admission,
use to decide whether and how the request may change cluster state. [33]

Authorization Once Kubernetes authenticates a request, it must decide if that
user or service is actually allowed to perform the requested action. This is handled
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by one or more authorizers. Think of it like a series of security checkpoints: if
any single authorizer approves the request, it is allowed to proceed. If all
of them deny it, the server responds with a “Forbidden” (HTTP 403) error. An
authorizer evaluates the attributes of an incoming request, including the identity
of the principal (the user, group, or service account), the requested action (such
as create or delete), and the target resource (for instance, a Pod within the
production namespace). Kubernetes supports several authorization modes; the
principal ones are summarized below.

Role-Based Access Control (RBAC) This is the current and preferred autho-
rization mechanism for most modern Kubernetes installations. It offers a
declarative and fully auditable system for managing access rights. The model
revolves around defining sets of permissions called Roles or ClusterRoles,
and subsequently linking these roles to specific users or service accounts using
RoleBindings or ClusterRoleBindings.

Node Authorizer A specialized, internal authorizer designed to enforce the least
privilege principle for the kubelet agents running on worker nodes. It en-
sures that a kubelet can only interact with or modify the API objects (like
Pods) that are scheduled to or running on its host node. This significantly
improves cluster security by minimizing the blast radius of a potential node
compromise.

Webhook Authorizer This authorization method serves as an extension mech-
anism, outsourcing access control decisions to an external, administrator-
specified service. Upon receiving a request, the Kubernetes API server for-
wards the request details to this remote webhook. The external service then
evaluates the request against its own rules and returns a definitive “allow” or
“deny” response, facilitating seamless integration with custom or third-party

policy engines.

Attribute-Based Access Control (ABAC) This is an older, legacy authoriza-
tion system that has been largely replaced by RBAC. ABAC grants permis-
sions based on matching attributes within the request, using a static policy
file stored on the API server. Due to its reduced flexibility and increased man-
agement complexity compared to RBAC, it is seldom utilized in production
environments today.

AlwaysAllow / AlwaysDeny These basic authorizers are primarily intended for
non-production use, such as testing or rapid prototyping. The AlwaysDeny
setting blocks every incoming request, whereas AlwaysAllow grants permis-
sion to all requests. Extreme care is required with the AlwaysAllow autho-
rizer; since authorization succeeds if any authorizer in the chain grants access,
enabling it risks completely overriding and neutralizing all other active secu-
rity policies.

Admission Control While authorization answers the question of who may at-
tempt what, admission control provides the final judgment on what is allowed to
exist in the cluster. After a request is successfully authenticated and authorized,
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it enters the admission control phase, where it is processed sequentially by one or
more configured admission controllers. These controllers serve as the ultimate
policy enforcement mechanism before an object is persisted to storage. Admission
controllers are categorized into two distinct types, which operate in order:

e Mutating Controllers: These controllers can modify incoming API ob-
jects. They are commonly used to enforce cluster-wide conventions by apply-
ing default values, injecting required fields or sidecar containers, or setting
standardized labels and annotations.

e Validating Controllers: After all mutations are complete, validating con-
trollers inspect the final object against a set of policies. They can either
approve or reject the request based on its content, but they cannot modify it.
This is the primary mechanism for enforcing security constraints, such as pre-
venting the creation of privileged Pods or ensuring compliance with custom
resource schemas.

Crucially, unlike the OR-composed logic of authorization, the admission control
chain is AND-composed. A request must be approved by every admission controller
in the sequence. If any single controller rejects the request, the entire operation
fails immediately with an error message explaining the reason for the denial. If a
request successfully passes all admission controllers, the API server performs a final
schema validation before persisting the object to the cluster’s data store. [33, 30]

3.2 A Deep Inspection of Role-Based Access Con-
trol (RBAC)

Role-Based Access Control (RBAC) is the primary authorization mechanism within
Kubernetes, providing a declarative framework for managing permissions through
objects in the rbac.authorization.k8s.io/v1l API group. Evaluated on every
API request, the RBAC model aligns with Kubernetes” core design: policies are
defined as API resources that can be versioned, audited, and managed with the
same workflows as other cluster components. A precise understanding of RBAC is
therefore essential for enforcing the principle of least privilege, as it governs who
(subjects) may perform which actions (verbs) on which resources, and in what
scope (namespace or cluster-wide). The RBAC model is built on several fun-
damental principles. It is additive-only, meaning there are no explicit ”deny”
rules; a request is denied by the absence of an applicable rule that allows it.
A key design feature is the separation of permission definition from permission
assignment. 'This is realized through four core object kinds that work in con-
cert: Roles and ClusterRoles define sets of permissions, while RoleBindings and
ClusterRoleBindings grant those permissions to specific subjects: Users, Groups,
or ServiceAccounts, based on the exact string identity asserted by the authentica-
tor. [2]
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Role (Namespaced Permissions) The most granular definition of permissions
is the Role, a namespaced object that grants access to resources exclusively within
its own namespace. A Role contains a list of rules, where each rule enumerates the
permitted verbs (actions) on a set of resources within one or more apiGroups.
For highly specific grants, a rule can be further scoped to individual object instances
via the resourceNames field.

Listing 3.1. A Role granting read-only access to Pods and a single, named ConfigMap.

apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: team-reader
namespace: team-a # The scope of this Role is the ’team-a’
namespace
rules:
- apiGroups: [""] # The core Kubernetes API group
resources: ["pods"]
verbs: ["get","list","watch"]
- apiGroups: [""]
resources: ["configmaps"]
resourceNames: ["app-prod-config"]
verbs: ["get"]

Explanation. The empty string [""] in apiGroups designates the core API. The
second rule demonstrates the use of resourceNames to restrict permissions to a
specific object.

ClusterRole (Cluster-Wide or Reusable Permissions) For authorization
permissions that must operate beyond namespace limitations, the model offers
the ClusterRole. Since it is defined as a non namespaced object, it fulfills two
separate, critical functions: (i) it enables the granting of permissions specifically
targeting cluster scoped resources, such as nodes, persistentvolumes, or the
namespaces themselves; and (ii) it provides a standardized collection of permis-
sions for namespaced resources, which can then be applied consistently across all
namespaces when assigned through a corresponding ClusterRoleBinding.

Listing 3.2. A ClusterRole for viewing nodes, all Pods, and scaling Deployments.

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: support-view
rules:
- apiGroups: [""]
resources: ["nodes"]
verbs: ["get","list","watch"]
- apiGroups: [""]
resources: ["pods","configmaps"]
verbs: ["get","list","watch"]
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- apiGroups: ["apps"]
resources: ["deployments/scale"] # A subresource
verbs: ["get","update","patch"]

- nonResourceURLs: ["/healthz","/livez","/readyz"]
verbs: ["get"]

Explanation. Permissions on non-API endpoints are specified via nonResourceURLs,
while access to object facets like scaling controls is managed via subresources.

RoleBinding (Namespaced Assignment) The formal definition of permis-
sions is kept separate from their actual assignment. The connection between a
specific Role and the subjects who will receive its permissions is created by a
RoleBinding. This namespaced object explicitly links a set of subjects to a defined
Role, which consequently grants the Role’s permissions to those subjects, strictly
limited to the binding’s own namespace. This established mechanism serves as the
primary standard for delegating authority with well defined boundaries.

Listing 3.3. A RoleBinding granting a namespaced Role to multiple subjects.

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-team-a
namespace: team-a # Grants are effective only in this namespace
subjects:
- kind: ServiceAccount
name: api
namespace: team-a # Namespace is required for ServiceAccount
subjects
- kind: User
name: alice@example.com # External user identified by a string
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: team-reader # Must exist in the ’team-a’ namespace

Explanation. The namespace field is required for ServiceAccount subjects but
must be omitted for User or Group subjects, as their identities are cluster-global.

ClusterRoleBinding (Cluster-Wide Assignment) Correspondingly, the as-
signment of a ClusterRole across the entire cluster is accomplished via a Clus-
terRoleBinding. This non-namespaced object grants the permissions defined in a
ClusterRole to subjects globally, making it the mechanism for configuring cluster
administrators, global auditors, and system-wide controllers.

Listing 3.4. A ClusterRoleBinding granting cluster-wide permissions to a group.

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
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metadata:

name: support-view-all
subjects:

- kind: Group

name: corp:support # Group string provided by an external IdP
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: support-view

Explanation. This binding makes the ClusterRole’s rules for namespaced resources
effective in every namespace, in addition to enabling its rules for cluster-scoped
resources.

3.2.1 Particular Cases in RBAC

Beyond the core objects, several nuances in the RBAC model are critical for its
correct and secure implementation.

Scoping a ClusterRole with a RoleBinding A particularly flexible and pow-
erful feature of the Kubernetes RBAC model is the ability for a namespaced
RoleBinding to reference a cluster-scoped ClusterRole. When this pattern is
employed, the permissions granted by the ClusterRole are not conferred globally.
Instead, only the rules within the ClusterRole that pertain to namespaced re-
sources are applied, and their scope is strictly confined to the namespace where the
RoleBinding resides. Any permissions for cluster-scoped resources or non-resource
URLs defined in the ClusterRole are disregarded in this context. This mechanism
enables a highly effective administrative pattern: a central catalog of reusable roles
can be defined once at the cluster level and then safely delegated for assignment
within specific, localized scopes.

Listing 3.5. A RoleBinding scoping a ClusterRole’s permissions to a single namespace.

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: support-view-team-b
namespace: team-b
subjects:
- kind: ServiceAccount
name: dashboard
namespace: team-b
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole # Reference a ClusterRole...
name: support-view # ...whose permissions are now scoped to
’team-b’.
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Subresources and High-Privilege Verbs Many sensitive operations are mod-
eled not as top-level resources but as subresources or special verbs, each requiring
an explicit grant.

e Interactive data-plane access to workloads is controlled via subresources such
as pods/exec, pods/portforward, pods/attach, and pods/log.

e Horizontal scaling is managed through subresources like deployments/scale.

e The ability for a principal to act as another is governed by the impersonate
verb on users, groups, and serviceaccounts.

e The power to modify the RBAC policy itself is controlled by the bind and
escalate verbs on Role and ClusterRole objects; these should be granted
with extreme care.

Aggregated Roles To facilitate the management of complex and extensible per-
mission sets, RBAC includes two mechanisms for role aggregation.

1. Label-based contribution: A ClusterRole can be labeled (e.g., with
rbac.authorization.k8s.io/aggregate-to-edit: "true") to have itsrules
automatically merged into one of the default user-facing roles like edit.

2. Explicit aggregation rule: A custom "umbrella” ClusterRole can be de-
fined with an aggregationRule that selects other ClusterRoles by label.
The controller then dynamically unions their rules into the umbrella role.

Listing 3.6. Two forms of role aggregation: (A) contributing to a built-in role,
and (B) a custom umbrella role.

# (A) This ClusterRole’s rules will be added to the built-in
"edit" role.
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: app-edit-extensions
labels:
rbac.authorization.k8s.io/aggregate-to-edit: "true"
rules:
- apiGroups: ["apps"]
resources: ["deployments","statefulsets"]
verbs: ["update","patch"]
# (B) This ClusterRole aggregates all rules from roles labeled
’app.k.io/part=observability’.
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: observability-admin
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aggregationRule:
clusterRoleSelectors:
- matchlLabels:
app.k8s.io/part: observability
rules: [] # This is automatically populated by the controller.

Ezxplanation. Mechanism (A) allows add-ons to extend default roles, while (B) en-
ables the creation of centralized, composite roles from a set of modular contributor
roles.
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3.3 Network Policy: Data-Plane Segmentation

This section introduces Kubernetes NetworkPolicy as the data-plane complement
to API-plane authorization, deciding which Pods may talk to which other endpoints
on the data plane. At Layer 3/4 (IP and port), a NetworkPolicy carves the
flat, fully routable Pod network into least-privilege “micro-segments”. This is the
primary in-cluster control for limiting lateral movement: once a Pod is selected by
a policy, only traffic explicitly permitted by that policy (and any others that select
the same Pod) is allowed [3].

3.3.1 From a Flat Network to Intentional Segments

Kubernetes’ baseline is deliberately permissive: every Pod can reach every other
Pod on any port, across namespaces. This maximizes out of the box operability
but also enlarges the blast radius if a workload is compromised. A NetworkPolicy
introduces intentional segmentation by flipping the default for selected Pods and
directions from “allow everything” to “deny unless explicitly allowed.” Semantically,
policies operate as additive allow lists: traffic is permitted only when at least one
applicable allow rule matches, there are no explicit deny rules, and the order of rules
is immaterial. Enforcement is not performed by the APT itself but by the Container
Network Interface implementation, which realizes the declarative specification in
the data plane by translating it into iptables, nftables, or eBPF programs.
Consequently, precise feature coverage, for example support for egress, named ports,
SCTP, or port ranges, depends on the chosen plugin.

3.3.2 Anatomy of a NetworkPolicy

A NetworkPolicy is a namespaced resource in the networking.k8s.io/v1 API
group whose scope is determined by spec.podSelector. This selector identifies
target Pods within the policy’s own namespace by labels; an empty selector () ap-
plies the policy to all Pods in that namespace. By design, policies do not select
Pods across namespace boundaries; any intent to regulate cross namespace commu-
nication must be expressed within the policy’s rules rather than through the initial
selection.

The application of a NetworkPolicy alters a Pod’s security posture in a precise
manner. By default, Pods are network-permissive; however, once a Pod is selected
by a policy, it transitions to a default-deny stance for the traffic directions speci-
fied in its policyTypes field (Ingress, Egress, or both). If this field is omitted, the
direction is inferred from the presence of corresponding rule blocks. Consequently,
all traffic in the governed directions is blocked unless an explicit rule permits it.
Pods not targeted by any policy remain in the default-allow state.

Permitted traffic is defined within ingress and egress rule blocks. These rules
are evaluated with OR logic, meaning traffic is allowed if it satisfies the criteria
of any single rule. Within an individual rule, however, all conditions are combined
with AND logic, requiring every constraint to be met. Each rule can specify
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allowed traffic based on its peers (source or destination) and its network ports. A
peer, defined in a from block for ingress or a to block for egress, can be a set of Pods
(podSelector), Pods in other namespaces (by combining a namespaceSelector
and a podSelector), or an external CIDR range (ipBlock). The rule can be
further refined by specifying ports, including the protocol (TCP, UDP, or SCTP), a
numeric port, a named port resolved from the Pod’s specification, or a port range.

It is essential to understand that this enforcement occurs at the Pod level,
filtering traffic destined for a Pod’s IP address regardless of how the connection
is established, whether directly or through a Service. The policy evaluates the
connection against the destination port on the container itself, which typically cor-
responds to a Service’s targetPort. Crucially, these policies do not govern traffic
originating from or terminating on the worker node’s own network namespace; such
traffic is managed by the underlying Container Network Interface (CNI) plugin.

Listing 3.7. Minimal, generic NetworkPolicy skeleton.

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: <NAME>
namespace: <NAMESPACE> # policies are namespaced
spec:
podSelector: {} # select all Pods in this namespace (or add
labels)
# policyTypes can be omitted and is inferred from the presence
of sections below
policyTypes: # e.g., ["Ingress","Egress"]
- Ingress
- Egress
ingress: # list of ingress allow rules (OR across rules)
- from: # list of peers (OR across items)
- podSelector: # same-namespace Pods
matchLabels:
<KEY>: <VALUE>
- namespaceSelector: # select namespaces by labels
matchLabels:
<KEY>: <VALUE>
podSelector: # AND with a podSelector in those namespaces
matchLabels:
<KEY>: <VALUE>
- ipBlock: # external CIDR ranges
cidr: 10.0.0.0/8
except: ["10.1.0.0/16"]
ports: # optional L4 constraints
- protocol: TCP
port: 80 # or a named port defined in the Pod
endPort: 90 # optional numeric range end
egress: # list of egress allow rules (OR across rules)
- to:
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- namespaceSelector:
matchLabels:
<KEY>: <VALUE>
ports:
- protocol: UDP
port: 53 # e.g., allow DNS to kube-dns CoreDNS Service

Notes. (i) Inside a single rule, peers and ports are AND-ed; across rules they are
OR-ed. (ii) Cross-namespace communication is modeled via namespaceSelector
(optionally AND-ed with a podSelector).
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Chapter 4

Thesis Objective

In modern cloud environments, security posture is not a static blueprint but the
emergent result of countless configurations that are vast, heterogeneous, and con-
tinuously changing. Policies governing critical layers, such as authorization, re-
source relationships, network connectivity, and service exposure, are authored in
a decentralized manner by different teams and deployed independently via CI/CD
pipelines. In Kubernetes, this fragmentation of ownership and artifacts is mani-
fest in configuration dispersed across many object kinds (e.g., Role, ClusterRole,
RoleBinding, ServiceAccount, Deployment, and NetworkPolicy), often split across
namespaces. Security analysts are pushed into laborious manual routines to col-
late configuration, reconcile it with the running cluster, and reason across layers
simultaneously. This jeopardizes foundational principles: separation of duties and
least privilege can be undermined when subtle cross-file interactions unintentionally
aggregate permissions, and defense in depth weakens when missing or inconsistent
controls at one layer negate protections at others [I]. Prior work confirms that
manual reviews do not scale and tend to accumulate inconsistencies over time in
the absence of a common formal basis to normalize and check the cumulative effect
of many small changes [9, 10, &].

A key practical challenge originates from the reliance on domain specific tools,
with each offering only a restricted, layer constrained view of the system’s opera-
tional state. Tools engineered for network policy verification can precisely model
traffic flows yet operate completely unaware of the authorization layer. They can-
not determine which specific users or processes possess the authority to modify the
policies or the workloads themselves. In contrast, authorization analysis utilities
can comprehensively delineate all permissions (the subject action resource triad)
but hold no information regarding network topology. This functional segregation
generates dangerous security blind spots, because the most critical risks frequently
arise from the dynamic interaction between these separate policy domains. For
instance, an authorized principal with permission to modify a vital Deployment
might introduce a new container image that, when coupled with a seemingly minor
adjustment to an Egress policy, obtains the capability to exfiltrate sensitive data.
This emergent, cross domain risk is impossible to identify using any single function
tool, since its detection necessitates a holistic comprehension of how authorization
permissions and network connectivity rules ultimately intersect.
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The academic literature reflects and reinforces this fragmentation: connectivity
research offers efficient, formally grounded reachability analyses [13, 141] but explic-
itly stops at the network boundary, ignoring identities and privileges. In parallel,
the identity and access management (IAM) domain provides frameworks for access-
control refinement and verification [37, 12] but remains topology-agnostic. Taken
together, these strands motivate an integrative approach in which scalable verifi-
cation demands the normalization, formalization, and automated reasoning that
composes identity /authorization with reachability.

This thesis addresses that gap by proposing a unified, query-driven framework
in which operators express high-level questions about the combined security posture
of a Kubernetes cluster and obtain deterministic answers computed against a for-
mal model. Queries are written in a compact, operator-oriented language grounded
in subjects, actions, resources, and flows, and compiled to SWI-Prolog for evalua-
tion against a small, transparent set of logical rules. To retain practical relevance
while keeping scope tractable, the initial instantiation targets Kubernetes RBAC
and NetworkPolicy; this focus suffices to surface cross-domain risks that elude
single-purpose tools, while the underlying architecture is designed to be modular
and readily extensible to additional policy and configuration sources. In do-
ing so, the work contributes a single locus where topology-aware verification and
authorization-aware analysis interact explicitly, offering a normalized knowledge
base and deterministic cross-layer query answering that neither IAM frameworks
nor reachability checkers can provide in isolation.

4.1 A Taxonomy of High-Level Security Queries

This section introduces the families of high-level security questions that form the
foundation of this thesis. The methodological approach of this thesis does not begin
with an abstract analysis of syntax or a catalog of configuration objects. Instead,
our starting point was to identify the practical and urgent questions that operators
and security teams face in their daily work, particularly during critical activities
such as code reviews, incident response, and audits. The purpose of this section is
therefore to present, on a conceptual and discursive level, the types of queries that
emerged from this analysis. These queries form the conceptual foundation upon
which the entire development of this thesis is based.

High level Queries Overview

Everything begins with the simplest, most urgent question an operator can ask:
“Is this allowed?” These fundamental checks form the atomic unit of security
verification and come in two essential flavors.

The first, focused on authorization, directly parallels the functionality of the
native Kubernetes kubectl auth can-i command, but with significant enhance-
ments that will be detailed in later sections. It is used to decide if a subject holds a
specific permission on a resource, answering critical questions like, “Can the service
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account sa-ci update the Deployment/frontend in staging?” or, more broadly,
“Someone can delete ConfigMaps in webapp?”.

The second flavor applies the same decisive logic to communication, veri-
fying network reachability under the current set of policies. This allows opera-
tors to determine answers to connectivity questions such as, “Can pods with label
app=frontend reach pods with app=backend on TCP/5000%".

Answering “what” is possible naturally leads to the question of “how.” To
understand the source of a permission, we need to peel back a layer of abstraction
and examine the declared relationships. This is the job of direct role-binding
queries. These queries don’t expand or infer effective permissions; they inspect
the explicit link between a subject and a role, allowing an operator to audit the
grant itself from either direction. One can ask from the subject’s perspective, “Is
user alice@corp directly bound to ClusterRole/view?”, or from the role’s, “List
all subjects directly bound to role/pod-reader in webapp.”.

With these foundational relationships clarified, the next challenge is to see the
complete picture. In a real environment, configuration is scattered across YAML
files. Manually cross-referencing these sources is slow and error-prone. Listing
queries solve this by providing a flexible way to enumerate desired values, such as
actions, permissions, subjects, or network connections based on a specific condition
or starting entity. Instead of being limited to a single perspective, these queries
allow the direction of the inquiry to be inverted based on what the operator needs
to discover. For instance, an operator can start with a subject and ask the system
to list all of its capabilities, as in, “Show all actions that the ServiceAccount
sa-ci can perform.” Conversely, they can start with a known permission and
ask for an enumeration of all subjects who hold it, answering the critical question,
“Which subjects have the permission to create Pods in the prod namespace?”
This flexibility extends to inspecting the permissions granted by a specific role
or, in the network domain, querying for a complete list of a workload’s allowed
traffic, such as, “Enumerate all allowed ingress connections for pods with the label
app=frontend in the webapp namespace.”

Once we have these complete inventories, we can start to compare them. This
is often where subtle but dangerous configuration issues are found. Permission-
delta queries are designed for this comparative analysis. They expose privilege
creep, unintended parity between different teams, or policy drift over time by an-
swering questions like, “What permissions does userl have that user2 does not?”
or “Where do the permissions for the devs and ops groups overlap in the payments
namespace?”.

Knowing who has what is only half of the work. The most significant risks in com-
plex systems often emerge not from a single bad permission, but from the toxic
interaction of several seemingly benign ones. This is where the focus shifts from
visibility to active enforcement.

The most critical queries in this family are for finding dangerous combina-
tions. They assert that certain properties must not hold together for the same
principal or within the same scope. This is the primary tool for technically enforc-
ing principles like Separation of Duties, by flagging scenarios where authorization
is paired with risky connectivity, or where multiple sensitive verbs are held by a

39



Thesis Objective

single actor. Examples include enforcing invariants like, “No subject may update
any Deployment in payments and have egress to 0.0.0.0/0 on TCP/}43,” or
detecting risky capabilities such as, “ Does userl Create a Pod in prod and also
Create into pods/exec.”

Beyond quantitative limits, a robust security posture also requires qualitative
controls that define explicit trust boundaries. This is where cardinality queries
translate governance goals into verifiable numbers. They put a “budget” on risk
by ensuring that powerful capabilities are not too widely distributed, answering
questions like, “Are there no more than three subjects who can update a Deployment
in prod?” or “Is it true that at most one role per namespace grants the permission
to create Pods?”.

Alongside these quantitative bounds, some rules are absolute and must be
strictly enforced. This is the role of restricted permission and restricted action
queries, which provide the tools to define and verify these non-negotiable lines.
The first type, a restricted permission query, functions as a strict allowlist.
The mechanism is straightforward: an operator specifies a sensitive property—
such as a permission or a network path-—and provides an explicit list of approved
subjects or pods. The query then verifies that no principal or pod outside this
designated list possesses the specified capability. For RBAC, this allows enforcing
rules like, “Can someone outside the cluster-admins group delete namespaces?” In
networking, the same model can lock down critical communication paths, for exam-
ple, by verifying that “Can only pods with the label app=api-gateway can initiate
connections to pods with the label app=user-db on TCP port 5432.” Complementing
the allowlist model, the restricted action query creates what can be thought
of as a functional guardrail for a specific subject or policy. Instead of defining
who can access a resource, this query defines what a specific subject is allowed to
do, ensuring its capabilities are a strict subset of an approved action list. This is
crucial for locking down automated tooling and service accounts, for example, with
a policy like, “Ensure the ci-bot service account can only perform get, list,
and watch actions on ConfigMap objects in the builds namespace.” The same
logic applies to network policies, where it can be used to verify that a policy is
strictly unidirectional, as in, “Verify that the Pod named np-frontend is strictly
ingress-only.”

Ultimately, a strong security posture requires managing the entire configu-
ration lifecycle. As environments change, obsolete policies and roles are often
abandoned, resulting in unnecessary complexity and potential vulnerabilities.

Zombie-role detection addresses this through vital cleanup by identifying
Role and ClusterRole objects that lack any active subject bindings. By highlight-
ing these unused artifacts, this process allows teams to efficiently answer questions
such as, “Have any unbound ClusterRoles remained following recent migrations?”.
Eliminating this zombie configuration minimizes clutter, prevents the accidental as-
sumption of stale or overly permissive roles, and ensures the privilege model stays
clear and auditable over time.

The taxonomy of queries presented in this section represents the foundational
requirements that have driven the technical work of this thesis. The following table
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provides a condensed summary of these query families, categorizing them by domain
and presenting their core intent alongside a representative example for each.

Table 4.1: Operator-friendly query families with concise

intent and examples.

Category Query Name Intent Example
RBAC Can I? (Autho- True/False check on a sub- can sa-ci@builds
rization) ject—verb-resource triple. update
deployments@builds
#frontend?
RBAC Who is bound Inspects direct Is user alice@corp
to what? Role/ClusterRole bind- bound to
ings. clusterrole/view?
RBAC Explore & List Enumerates subjects, roles, List subjects that
actions, or resources. can create Pods.
RBAC Permission Diffs or asserts equivalence What can userl do
Delta between principals or roles. that user2 cannot?
RBAC Cardinality Puts a cap on subjects with < 3 subjects
Constraint a powerful permission. may update
deployments.
RBAC Allowlist Only  Ensures only approved ac- Only
tors hold a sensitive privi- cluster-admin can
lege. delete namespaces.
Network Can it talk? Checks L3/L4 connectivity can
(Reachability)  under current policies. Pod@app#frontend
comunicate to
Pod@app#backend
on TCP /50007
Network Namespace Iso- Verifies or enforces names- No  ingress and
lation pace network boundaries. egress  connection
for pod with label
app=demo.
Network External Expo- Controls or audits egress to No Pods have egress
sure Check the public internet. to 0.0.0.0/0 on
TCP/8080.
Network Directionality Guarantees a workload is Verify that Pod
ingress-only or egress-only. named np-frontend
is ingress-only.
Network Connectivity Caps the number of allowed < 1 egress peer
Cardinality peers for a workload. per backend pod on

TCP/5432.
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Category Query Name

Intent

Example

Network Explore & List Enumerates endpoints or List all  ingress
allowed network flows. connections from
sources with label
app=frontend.
Cross- Dangerous Finds risky intersections of No serviceac-
Domain Combinations RBAC + network paths. count may update
deployments in
prod and Pods in
the same namespace
do not have egress
to internet.
RBAC Zombie Roles Finds List roles left over
(Role only) Roles/ClusterRoles from past migra-
not bound to any active tions.
subject.

The taxonomy of queries presented in this section is therefore more than a con-
ceptual catalog; it represents the foundational requirements that have driven the
technical work of this thesis. Each query family, derived from real-world operational
needs, served as a primary driver for the design of the system’s architecture. The
central challenge was to create a system capable of answering sophisticated ques-
tions that range from deep inquiries within a single policy domain to complex
checks that span across them, all while adhering to two key principles: the query
language exposed to the operator must be direct and expressive, and the underlying
architecture must be modular and readily extensible to new policy domains.

With these requirements established, the following sections will detail the ar-
chitecture designed to meet them. We will present each component of the system
in turn, explaining its specific function and how it contributes to the overall goal
of providing a unified, formally grounded framework for cloud security policy veri-
fication.
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Architecture Description

Building upon the taxonomy of operator-centric security questions established in
the previous chapter, this chapter details the architecture designed to answer them.
The fundamental challenge is to translate those high-level, often cross-domain, se-
curity questions into a system that can provide formal, deterministic, and verifiable
answers. To achieve this, the architecture is founded on a set of core design prin-
ciples aimed at creating a single, extensible, and rigorous framework for security
posture verification.

The first and most critical principle is the adoption of a unified data model.
In production, security posture emerges from a collection of heterogeneous policy
types. Our architecture confronts this complexity by normalizing disparate con-
figuration sources, such as Kubernetes RBAC and NetworkPolicy objects, into a
common, consistent logical model. This creates a single locus of truth where ques-
tions can be evaluated compositionally, enabling the analysis of both single-domain
and cross-domain properties without needing to reconcile incompatible formats by

hand.

This unified model is interrogated through a high-level query language. This
language serves as a stable abstraction layer, shielding operators from the imple-
mentation details and syntactic of individual policy formats. The vocabulary is
intentionally lean and grounded in familiar operational concepts like subjects, ac-
tions, resources, and network flows. This allows operators to formulate direct and
expressive questions about what is truly possible within the cluster, receiving clear
answers such as yes/no decisions, complete enumerations of satisfying cases, or
quantitative count evaluations.

To guarantee long-term upkeep and overall viability, the system is engineered
for modularity and high extensibility. The architecture establishes a clear
division between a stable central core (which governs the query language semantics
and the core evaluation logic) and a suite of pluggable adapter components. The
function of each adapter is to extract concrete facts from a specific, domain-related
source and translate them into the unified data model used by the system. This
design choice makes extensibility a fundamental feature. While the initial focus is
on verifying RBAC and NetworkPolicy, the structure readily allows for the future
addition of new adapters (for example, those managing admission controls, Pod
Security Standards, or external Identity and Access Management (IAM) systems)
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without ever having to alter the central evaluation logic or how operators formulate
their verification questions.

Finally, these principles combine to reduce cognitive load and shorten ver-
ification cycles. By providing a single, coherent interface for posing complex secu-
rity questions, the system speeds up change reviews and sharpens the boundaries of
responsibility between teams. It enables the automation of recurring controls, such
as checking for toxic permission combinations or enforcing permission allowlists,
and facilitates the hygienic maintenance of security posture by making it easier to
identify issues like orphaned roles or privilege sprawl.

With these architectural goals in mind, the following sections will present a
detailed description of each component of the system. We will examine their spe-
cific functions and explain how they work together to provide a formally grounded
framework that turns operator-centric questions into verifiable security insights.

5.1 Architecture Description

k8s cluster config.

~ \& SWI-Prolog
(g E — AE/,

queries queries & results
graph

translator = ~‘

Figure 5.1. High-level data flow of the security query architecture.

The system’s architecture, visualized in Figure 5.1, is designed as a straight-
forward pipeline that translates an operator’s high-level security question into a
formal, verifiable answer. This workflow begins with two primary inputs: a snap-
shot of the Kubernetes cluster configuration and the queries formulated by
an operator. These inputs converge at the queries & graph translator, which
normalizes the configuration into a unified model and translates the query into a
logical goal. This pair is then passed to the reasoning core, powered by SWI-Prolog
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(whose declarative nature is exceptionally well-suited for graph traversal and logical
inference) which performs the formal verification. Finally, the outcome is formatted
into actionable results, such as boolean decisions or enumerations.

This architectural design inherently supports cross-domain questions and
is extensible by design. Having outlined the end-to-end process, we will now
examine each stage of the pipeline in detail, beginning with the foundational input:
the cluster configuration snapshot.

5.2 Architectural Components in Detail

This section provides a detailed examination of the primary components of the ar-
chitecture. Components are designed with well-defined responsibilities to promote
modularity, facilitate verification, and support extensibility.

5.2.1 Cluster Representation: Scope, Content, and Ratio-
nale

The first architectural element is a faithful representation of the cluster configura-
tion, conceived as a coherent snapshot that isolates the semantic state at a given
instant. For the purposes of this thesis, the snapshot comprises three coordinated
components: a complete enumeration of the resources present in the cluster, the
authorization policies defined through RBAC, and the network connectivity policies
defined through NetworkPolicy. This triad provides the vocabulary of objects and
actions, the assignment of capabilities to identities, and the intentional topology of
permitted flows. .

The resource component includes every resource in the cluster, subresources in-
cluded. Conceptually, each resource is represented as a single logical record. The
record is identified by the canonical path that Kubernetes itself uses to denote the
resource and, when applicable, its subresource. A path can be expressed abstractly
as /apis/<group>/<version>/namespaces/<ns>/<kind>/<name>/<subresource>
or /api/vl/namespaces/<ns>/<kind>/<name>/<subresource> in the core group.
For concreteness, one may think of /apis/apps/v1/namespaces/webapp. ..
../deployments/frontend/scale as a typical example that names a deployment’s
scale subresource. Alongside the path, the record includes the set of verbs that can
be associated with an RBAC permission over that resource or subresource, and the
set of labels if they are present.

Verbs and labels are not incidental embellishments. Verbs delimit the action
domain of each resource and subresource, ranging from general capabilities such as
reading and listing to sensitive capabilities that expose control surfaces, for instance
process execution in a Pod or dynamic scaling of a controller. Retaining the verb
domain is essential whenever one wishes to pose expressive, theory-level questions
that depend on what actions are even possible on a given object before asking who
is allowed to perform them. Labels, in turn, provide the language for speaking
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about sets of objects rather than about isolated instances. NetworkPolicy relies on
label selectors to define groups of Pods and Namespaces, therefore a correct under-
standing of policy scope depends on knowing how labels are distributed across the
resource universe. Moreover, labels support a monotonic style of governance, since
newly created objects that share labels and domain inherit the intended policies
without revising the rules. Taken together, the path, the verb domain, and the label
set furnish all information needed to support a wide range of queries that span the
two policy domains studied in this thesis, namely authorization and connectivity.

The RBAC component consists of the cluster’s authorization configuration in
its canonical declarative form. It includes roles and cluster roles, which aggregate
permissions as pairs of verbs and resources possibly constrained by names or API
groups, as well as role bindings and cluster role bindings, which assign those ag-
gregated capabilities to subjects such as users, groups, and service accounts within
namespaced or cluster-wide scope. This corpus contains the entirety of the infor-
mation required to reason about who may perform which actions and where in the
cluster that power holds.

The NetworkPolicy component consists of the cluster’s connectivity configura-
tion in its canonical declarative form. It includes all policies that describe ingress
and egress relations between classes of endpoints, which are defined by podSelector
and namespaceSelector, together with transport qualifiers such as ports and pro-
tocols and, when relevant, external address ranges expressed as CIDR blocks. This
corpus contains the entirety of the information required to reason about which
communications are admissible among the classes of objects defined in the resource
component.

This first layer of the architecture maintains flexibility and ease of extension.
The three components share a common semantic grammar based on labeled sets,
capability domains, and declarative relations. As a consequence, accommodating a
new policy domain follows a straightforward strategy. One introduces a new input
corpus that captures the domain’s policies in a canonical declarative shape aligned
with the existing grammar, and the snapshot expands without disturbing prior rea-
soning. In this way the representation remains conceptually uniform, analytically
powerful, and amenable to rigorous verification across evolving requirements.

5.2.2 Graph Representation of Cluster State and Policy

This section presents the second component of the architecture. Its objective is to
assemble the information produced by the cluster snapshot into a single, coherent
mathematical object that supports uniform reasoning across policy domains. The
snapshot already provides a complete catalogue of resources with canonical paths,
verb domains, and labels, an authorization corpus that specifies subjects, roles,
and bindings, and a connectivity corpus that specifies ingress and egress relations
between labeled classes of endpoints. The graph component turns these corpora
into a unified structure where objects and relations coexist as first-class elements.
The unification serves three aims: it offers a single view of policy in which au-
thorization, connectivity, and configuration attach to the same entities; it admits
native extensibility by introducing new node or edge kinds without disturbing prior
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structure; it preserves local semantics because node and edge types and attributes
encode a significant part of the intended meaning.

Graph Primitives and Typing

We model the cluster and its policies as a typed, directed graph G = (V, E) with
explicit kinds for vertices and edges. A total function 7y : V' — Ky assigns each
vertex a kind, and 75 : F — Kg assigns each directed edge a kind. The snapshot
assumption guarantees that V' and E are finite and refer to the same logical state.
In this thesis we distinguish, at a high level, two broad families of vertex kinds.
First, resource vertices represent Kubernetes resources and their subresources, both
namespaced and cluster-scoped; they provide the structural carrier of the configu-
ration and are the anchors to which policies ultimately refer. Second, policy-domain
vertices capture entities introduced by the policy layers themselves, such as princi-
pals in the authorization domain (e.g., users and groups) or auxiliary endpoints in
the connectivity domain (e.g., external address spaces like CIDR blocks). This sep-
aration allows us to reason uniformly about what exists (resources) and about who
or what participates in policy relations (domain-specific entities), while deferring
fine-grained taxonomy to the subsequent subsections.

Edges encode typed relations among these vertices. We use CONTAINS to ex-
press structural inclusion along the resource hierarchy, GRANTS to express policy
entitlements from policy-bearing vertices to their resource targets, BINDS to as-
sociate principals with policy-bearing vertices in the authorization domain, and
CONNECTS to record admissible communication flows in the connectivity domain.
When a relation is qualified, edges carry finite attributes native to the domain, such
as sets of actions for entitlements or transport qualifiers for connectivity.

Backbone: A Hierarchical Structure for Kubernetes Resources

At the core lies a tree-shaped subgraph whose edges are of kind CONTAINS. The
root is a unique vertex labeled cluster. This backbone encodes the logical contain-
ment hierarchy of the cluster in a way that separates kinds from instances and in-
stances from subresources, thereby preserving both abstraction and precision. Fig-
ure 5.2 provides a simplified visualization of this structure, starting from the Root
and branching out to Buckets and concrete instances like ns1 and Frontend-Pod.

The hierarchy proceeds in layers. Immediately under the root, a bucket ver-
tex is introduced for each cluster wide resource kind and a dedicated bucket for
namespaces. Buckets represent kinds and not concrete objects. Each bucket con-
tains its instances. Hence, Bucket [Node] contains concrete node vertices such
as: Node/my-node, and Bucket [Namespace] contains concrete namespace vertices:
namespace/my-namespace. Namespace instances are the only vertices that further
expand the hierarchy. Under a namespace vertex, there is one bucket per names-
paced resource kind, and each such bucket contains the instances of that kind within
the namespace. When a resource exposes subresources, these appear as child ver-
tices under the corresponding instance. For example, in Figure 5.2, Pod/Exec is
shown as a subresource of Frontend-Pod. Buckets only contain instances of their
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Figure 5.2. Example of the unified, typed graph model showing struc-
tural containment, RBAC overlays (GRANT, BIND), and NetworkPolicy
connectivity (CONNECT).

kind, and namespace instances only contain buckets for namespaced kinds. This
disciplined structure yields canonical places where policies can later attach.

RBAC as an Authorization Overlay

The Role-Based Access Control (RBAC) model is implemented as an overlay on the
graph’s existing structural backbone, leveraging the Role and ClusterRole vertices
(see blue and red edges in Figure 5.2). In this model, policy subjects (or principals)
are represented by identity vertices. Service accounts correspond to standard re-
source instances already present in the graph, whereas users and groups are treated
as synthetic vertices because they do not exist as first-class Kubernetes objects.
This RBAC overlay introduces two fundamental typed relations: GRANTS (blue
edges), which links a role to the permissions it confers, and BINDS (red edges),
which associates a subject with a role.

The semantics of a GRANTS relation are determined by two independent factors:
the granularity of its target and the scope of the role. Regarding granularity, a
grant can target either a specific resource instance or an entire class of resources,
represented by a ”bucket” or kind carrier vertex. Permissions are defined by a set
of verbs. When a grant targets a resource bucket, its permissions are inherited by
all instances within that bucket through a subsumption mechanism that follows
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the CONTAINS relationship. Optional name filters can be applied to restrict such a
bucket-level grant to a specific subset of resources without changing its fundamental
type or direction.

The scope of a grant is fundamentally determined by its role type. A names-
paced Role is only valid and effective within the specific graph region that corre-
sponds to its declared namespace. Conversely, a ClusterRole maintains a global
operational range. For resources that are cluster scoped, its effect applies through-
out the entire cluster. For namespaced resources, a ClusterRole furnishes a consis-
tent set of permissions that are enforced uniformly across every single namespace.
This global application is realized compositionally, by leveraging the inherent hier-
archical structure of the graph, instead of relying on the generation of auxiliary or
“derived” roles for each namespace.

The BINDS relation serves as the bridge connecting principals to roles. A
namespace-scoped binding composes with the permissions from its referenced role,
restricting their effect to that specific namespace. A cluster-scoped binding per-
forms a similar composition but without any namespace constraint. The common
pattern where a namespaced binding references a cluster-scoped role is handled
by this same compositional principle: the broad entitlements of the ClusterRole
become effective only within the limited scope of the binding. Thus, the final per-
mission set is not derived from additional structures but emerges from the scope-
sensitive composition of the BINDS, GRANTS, and CONTAINS relationships.

Authorization entailment follows directly from these ingredients. Writing
authorized(s, v, 0) for the derived relation “subject s may perform verb v on object

2

0,” we have

authorized(s, v, 0) iff 3r,t. (s Bps, r) A (7” Sraxrs(v), t) A (t < 0),

where < is the subsumption induced by CONTAINS and scope. Subsumption en-
forces the usual locality rules: a grant to a bucket applies to all instances it contains;
a grant to a specific instance applies only there; a namespaced grant applies exclu-
sively within its namespace. In this manner, ontology (what exists) and authority
(what is permitted, and for whom) remain cleanly separated yet composable, and
the overlay retains the same discursive, uniform semantics that governs the rest of
the graph.

NetworkPolicy as a Connectivity Overlay

The connectivity layer enhances the structural backbone of the graph by introducing
a typed relation that models admissible network communications. Specifically, a
NetworkPolicy is translated into directed edges of the kind CONNECTS (green
edges in Figure 5.2). FEach edge of this type represents a permitted data flow,
oriented from a designated source set of endpoints to a destination set, and is
further qualified by transport-level attributes such as protocol and destination port.
By normalizing both ingress and egress rules into this uniform source-to-destination
orientation, the connectivity overlay ensures a consistent traversal semantic for all
network reachability queries.
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Endpoint selection is inherently driven by classes and based on labels. A policy
defines the sets of communication endpoints using selectors that operate on both
namespaces and Pods. Specifically, a namespace selector delineates a particular
area within the graph’s backbone, whereas a Pod selector identifies a subgroup of
Pod vertices within that area that fulfill a specified label predicate. When a policy
rule references entire namespaces, the CONNECTS relation is anchored at the
corresponding namespace vertex level. Conversely, when a rule targets specific
pods, the relation is attached at a finer level of granularity: either to the carrier
vertex representing the Pod kind within that namespace or directly to individual
Pod instance vertices, should the policy’s semantics require such precision. All
clauses contained within a selector compose conjunctively, and their interpretation
is extensional, meaning set membership is determined exclusively by evaluating
the labels present in the current state snapshot.

Communication with entities outside the cluster is incorporated into this for-
malism by representing external address spaces (for example, CIDR ranges) as ded-
icated vertices within the graph structure. Consequently, the CONNECTS relation
is freely applicable between internal vertices and these external endpoint represen-
tations. This modeling decision effectively internalizes extra cluster reachability,
transforming it into a primary structural element that can be queried, composed,
and constrained using the identical analytical machinery applied to intra cluster
traffic flows.

The combination of policies is additive concerning permitted flows. The net-
work overlay records only positive allowances: a flow exists if it is admitted by
some policy and is absent otherwise. Therefore, the connectivity semantics realized
in the graph matches the union of all admissible relations induced by the individ-
ual policies present in the snapshot. Any default behavior that operates outside
the policy model (for example, defaults that apply to endpoints not managed by
any explicit policy) is treated as an external assumption and is not represented by
CONNECTS edges unless a policy explicitly admits it.

We perform reasoning on top these base edges by introducing straightforward
derived predicates. Let connects(z,y,w) denote the condition “there is an allowed
flow from x to y with transport qualifier 7” (which includes, for instance, the
protocol and destination port). From this, we define reaches(z, y) to hold whenever
a path exists from z to y that follows one or more CONNECTS edges. Two specific
variants are particularly useful:

e Protocol agnostic reachability: Disregard m and determine solely whether any
path exists.

e Protocol aware reachability: Require that every hop along the path satisfies
a constraint on 7 (for example, that every single hop is tcp:443 or belongs
to an authorized set of protocols and ports).

This setup has two desirable properties. First, it is monotone: adding a new
object that shares the same labels can only add new witnesses for a true connectivity
claim, never invalidate it. Second, it is compositional: answers depend only on the
snapshot and on the union of policy-induced edges, so connectivity reasoning aligns
cleanly with the authorization layer and the rest of the graph model.
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Semantic Coherence and Extensibility

The three kind of edges serve different purposes but work well together. CONTAINS
gives the structural hierarchy. GRANTS expresses permissions. CONNECTS ex-
presses allowed traffic. By composing relations with CONTAINS we obtain two
effects: subsumption (a statement made for a bucket also holds for the objects it
contains) and scoping (a statement is restricted to the region picked out by a vertex
such as a namespace). Authorization arises by composing BINDS with GRANTS: a
subject is authorized exactly when it is bound to a role that grants the required
verb to a target that contains the object of interest. Connectivity over classes arises
by composing CONNECTS with CONTAINS: a class-to-class allowance induces al-
lowances for the members of the source class and toward aggregates that contain
the destination.

Because both node and edge types are explicitly defined, the model is straight-
forward to extend. To incorporate a new policy domain, one simply introduces
the corresponding vertex kind along with a new edge type that has a clear local
definition. For instance, an admission control domain would require adding a spe-
cific policy vertex and a VALIDATES edge, leaving the established authorization and
connectivity overlays entirely unmodified.

Summary The typed, directed graph furnishes a single semantic substrate for
cluster state and policy. The structural backbone captures ontology, the authoriza-
tion overlay captures authority, and the connectivity overlay captures admissible
flows. Logical queries then operate uniformly over this substrate, enabling boolean
checks, witness extraction, counting, and multi hop reasoning, while remaining
faithful to the abstractions that Kubernetes exposes.

5.2.3 High-Level Operator Queries

Having fixed the cluster snapshot and its graph-based unification as our common
substrate, the second input to the system consists of the operator’s high-level
queries. These queries complement the snapshot by specifying what property of
configuration and policy should be verified at a given time, thereby linking opera-
tor queries to the unified model introduced earlier. They are intentionally decoupled
from any single policy format and are always interpreted against the graph, so that
one and the same query template can range over authorization, connectivity, and
any future policy domain introduced into the model. In short, the snapshot says
what exists, the graph organizes it, and the queries state what must hold over that
organization.

The query layer serves as a bridge by remaining declarative, extensible, and
granularity aware. A declarative design asks for properties to be verified rather than
procedures to compute them, which matches the logical reading of the underlying
graph. Extensibility allows the vocabulary to expand to new domains without
changing the core evaluation engine. Sensitivity to granularity lets an operator shift
smoothly between concrete artifacts and classes. When details are available, a query
can name specific objects through canonical paths, for instance a particular Pod
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instance or subresource. When only the class matters, the same language can rely
on label predicates and scope qualifiers, such as “all Pods in a given Namespace”
or “all resources with a given label pair.” In this way the language supports both
precise audits and higher level checks that avoid enumerating instances.

Because heterogeneous policy relationships reside within a single graph struc-
ture, a single query can traverse several distinct policy domains without requiring
any auxiliary integration machinery. A typical composition combines authorization
rules with connectivity rules; for example, one could ask whether a subject pos-
sessing permission to create a resource could consequently enable a network flow
toward an external address space under specific transport constraints. Another
useful composition connects role assignments directly to network reachability, fa-
cilitating reasoning about potential lateral movement within the cluster.

The available query vocabulary expands simply by adding new policy domains.
A new adapter contributes its unique vertex kinds and edge kinds, along with a
small, carefully typed set of corresponding predicates and selectors, all while leav-
ing the core evaluation semantics untouched. Queries can then operate across these
new relations in precisely the same manner they already operate across RBAC and
NetworkPolicy data. This preserves operator familiarity while admitting addi-
tional sources of truth. Consequently, the query layer remains a stable, declarative
interface that scales harmoniously with the underlying model and continues to for-
mally connect operator questions to verifiable properties of the cluster.

5.2.4 Translator: From Unified Graph to Logic Program

This component is responsible for materializing the cluster’s unified graph struc-
ture into a logical program, against which it then evaluates administrator queries.
SWI-Prolog serves as both the target reasoning formalism and the execution en-
gine. The internal translator maps all vertices, edges, and their associated finite
attributes into a concise logical theory, subsequently rewriting the operator’s high-
level question into a correctly typed logical goal. Query evaluation is then delegated
to Prolog’s built-in proof procedure, which determines the goal’s status against the
fixed policy snapshot and, where possible, enumerates the corresponding witnesses.
This entire translation process is semantics-preserving: it introduces no new pol-
icy, omits none of the existing policy, but instead faithfully recasts the established
structure and queries for the purpose of deterministic, formal verification.

A Brief Overview of SWI Prolog

Prolog is a logic programming language grounded in a fragment of first order logic
known as Horn clauses. Its hallmark is the declarative reading. A program de-
notes a set of logical statements about a world, and computation consists in asking
whether a query follows from those statements. In this sense, execution is proof
search.

At the core of the language are three foundational notions that together form
a knowledge base. The first notion concerns terms, which are the data structures
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of the language. A term can be an atom that names a symbol, a number that
represents a quantity, a variable that serves as a placeholder to be instantiated, or
a compound term that applies a functor to subterms in order to build a structured
object. On top of this vocabulary, one asserts facts. A fact is an unconditional
ground statement that records a basic relationship between terms. One also states
rules. A rule is an implication whose head, namely the conclusion, holds whenever
the body, namely a conjunction of subgoals, holds. Facts therefore provide the
extensional base of knowledge, whereas rules supply intensional definitions that
derive new truths from existing ones.

When a query is posed, the inference mechanism attempts to prove it through
goal directed resolution. Operationally, the engine selects a subgoal and tries
to match it against the head of a fact or a rule. If the engine chooses a rule, it
replaces the subgoal with the body of that rule. The procedure continues until
all subgoals are discharged. Matching is driven by unification. Unification is
an algorithm that computes the most general substitution that makes two terms
identical, and it binds variables consistently across the entire derivation. When a
chosen path fails, the engine performs backtracking. It returns to the most recent
choice point and explores an alternative. This depth first search, which combines
resolution with unification and systematic backtracking, yields not only a yes or
no answer but also, when relevant, concrete witnesses in the form of variable
bindings that satisfy the query. In finite and snapshot like settings, the procedure
can enumerate all justifications for a claim, or it can refute the claim by the absence
of any successful derivation.

Two additional aspects deserve emphasis. First, for pure Horn clause programs,
SLD resolution is sound and complete with respect to the least Herbrand model.
Every computed answer corresponds to a logical consequence, and every logical
consequence can in principle be found by the procedure. Second, practical Prolog
systems, including SWI Prolog, strengthen the core language with efficient index-
ing, constraint solvers, a module system, and extensive libraries. These additions
support concise encodings without sacrificing performance on real world datasets.

Why Prolog for This Thesis

Prolog is a natural fit for the present architecture on both conceptual and method-
ological grounds. The unified cluster model is relational by construction, since
structural containment, permission grants, role bindings, and network reachability
are all relations over a finite set of entities, and the Horn clause core of Prolog maps
these relations directly to a small and readable logical theory whose predicates and
arguments mirror the labels of vertices and edges in the graph. Central notions
admit succinct inductive definitions, including containment along ownership hier-
archies, authorization derived by composing bindings with grants, and multi hop
connectivity, and in Prolog these definitions appear as rules whose structure follows
the mathematical clauses specified at the graph layer, which supports clean proofs,
straightforward extensions, and transparent inspection of intermediate derivations.
Each administrator query is evaluated by constructing a mathematical proof rela-
tive to the logical theory extracted from a fixed snapshot, where a positive outcome
corresponds to a successful derivation and a negative outcome corresponds to the
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absence of any derivation in that finite model; the result is deterministic and au-
ditable, aligning with the goals of rigorous verification, and the variable bindings
returned by the engine serve as explicit evidence that functions as witnesses for
the reported conclusions. The introduction of an additional policy domain, for
example service exposure or data flow constraints, amounts to adding well typed
predicates and a small number of rules, so existing definitions remain intact, ex-
isting queries continue to operate, and the operator’s style does not change, which
matches the architectural objective of an extensible core with pluggable layers. Fi-
nally, SWI Prolog provides mature support for modules, tabling for the termination
of suitable recursive definitions, attributed variables and constraints, efficient term
indexing, and robust foreign function interfaces, thereby encouraging compact en-
codings of finite snapshots, delivering predictable performance on real workloads,
and integrating smoothly with the surrounding tooling.

5.2.5 Result and Operator Presentation

The final stage of the pipeline translates formal proofs into clear, actionable results
for an operator. A complete snapshot of the cluster state and its associated policies
is first normalized into a unified, typed graph. High-level queries are then compiled
into logical goals against this graph representation. Subsequently, a translator
renders both the graph and the logical goals into a Prolog theory, which is then
evaluated by a reasoning engine. A core principle of this process is that each
transformation is semantics-preserving; objects and relations are not approximated
or reinterpreted, but are merely recast into a format amenable to formal analysis.
The final step synthesizes the outcome of the proof and presents it in a concise
format that does not require the operator to understand the underlying policy
syntax.

The structure of the answer is tailored to the intent of the original query, en-
suring that results are compact and comparable across different runs. For queries
that function as a gate, the system returns a boolean verdict. When the query re-
quires evidence, the output consists of witnesses: the concrete subjects, resources,
or communication flows that satisfy the queried property. For queries that involve
a threshold on cardinality, the result is also boolean. In this case, the system first
identifies and counts the witnesses and then evaluates the comparison specified in
the query (<, >, or =). It returns true if the inequality holds and false otherwise.

With this chapter, we have presented the proposed architecture, from the unified
data model to the end-to-end flow that carries cluster configurations to formally ver-
ified answers. The next two chapters complete the picture: the first introduces the
query language, specifying its syntar and accepted semantics; the second presents
the proof-of-concept (PoC), including implementation details and the results ob-
tained.
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Chapter 6

Language Description

This chapter specifies the query language operators use to verify cluster policies,
translating the abstract question patterns from Section 4.1 into executable state-
ments. We first define the language’s syntax, then formalize its semantics and
conclude with a series of worked examples.

Chapter Overview

This chapter formally specifies the operator-facing query language utilized for veri-
fying Kubernetes policies across both authorization and connectivity concerns.
Section 6.1 commences by introducing the core RBAC value domains (covering
resources, actions, permissions, subjects, and roles) along with the system’s uni-
form identifier syntax. Section 6.2 then defines the NetworkPolicy value domains
(protocols, ports, and network endpoints), reusing the general resource notation
while specializing it for selections based on Pods and IP addresses. Subsequently,
Section 6.3 formalizes the structure of predicate queries, incorporating logical quan-
tifiers and negation, and presents a semantic validation matrix that restricts the
set of meaningful root predicate combinations. Section 6.4 elevates this predicate
structure to function queries, which return sets of results, featuring strongly typed
selectors and explicit aggregation rules. Cardinality queries are presented as an
extension, augmenting function queries with numeric constraints. The chapter con-
cludes by detailing useful discovery patterns and providing a comprehensive table
of end-to-end examples that translate common natural language security questions
into their corresponding queries within the defined language.

6.1 RBAC Value Domains

This section defines the RBAC-side value domains used by the language. We adopt
a bottom-up approach to build the necessary concepts. We first define the founda-
tional objects of resources and the actions that can be performed on them. We then
use these to introduce the construct permissions, which links actions to resources.
Finally, we define the principals to whom permissions are granted, subjects, and
conclude with roles, which are named collections of permissions.
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6.1.1 Resource

The fundamental objects upon which policies are evaluated are resources. To define
the set of all resources, R, with greater precision, we partition it based on scope.
First, we define the set of namespaced resources, R, as a subset of the Cartesian
product of namespaced kinds (7}s), namespaces (NS), and names (Name):

R,s € T, X NS x Name

Second, we define the set of cluster-scoped resources, R, which lack a namespace
component:
Rcl - Tcl x Name

The complete set of all resources in the cluster, R, is the disjoint union of these
two sets:
R= Rns U Rcl

Each resource » € R is thus a tuple of its essential attributes. To refer to these
resources, the language requires a clear and consistent identification method. This
is achieved through a uniform syntax pattern that captures these attributes:

type@namespace#name

The application of this pattern is determined by the scoping discipline of the re-
source in question.

Namespaced vs. Cluster-Scoped Kinds. Kubernetes organizes resources into
two fundamental categories based on their scope. The syntax of this language
strictly reflects that distinction.

o Namespaced kinds are objects that exist only within a specific namespace,
such as Pod or Deployment. For these resources, the namespace component
of the identifier is mandatory.

o (luster-scoped kinds are singleton, cluster-wide objects, such as Node or Clus-
terrole. For these, the namespace component is omitted, as it does not apply.

To facilitate broad queries, the syntax incorporates the wildcard character, *,
which can be used in both the type and namespace positions. This capability fa-
cilitates selections not restricted to one single, known kind or a single namespace.
For instance, pods@x* is used to designate all Pods across every namespace, whereas
*@ns1 signifies all resources of any type situated exclusively within the ns7 names-
pace. Combining them, *@*, selects all namespaced resources throughout the entire
cluster, and a solitary * selects all cluster scoped resources.

The final section of the identifier, #name, is consistently optional and serves to
dictate whether the selection should target a single, specific object or an entire
collection. Although the type and namespace components fully support wildcards,
the name component does not. Therefore, omitting the #name component entirely
is the correct and sufficient syntax for selecting resources based on type and scope
without needing to specify an individual name.
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Formal Denotation. Each syntactic pattern refers to a precise semantic deno-
tation. The formal definitions, including those for the type wildcard, are as follows:

type@ns#tnamer = {r | kind(r) = type A ns( ) = ns A name(r) = name }

typeQnsp = {r ‘ kind(r) = type A ns(r) = ns}

typeQsxp = {r ‘ kind(r) = type A kmd( € T }

«Qnsp = {r | ns(r)=ns}
type#namer = {r | kind(r) =

(r) = type }

«Q x #namer = {r | name(r) = name }

type A name(r) = name }
typer = {r ‘ kind(r

Example The following examples illustrate the syntax in practice:

e pods@nsl#nginx: A point selection for a single namespaced object.

pods@nsi: A group selection for all pods in a single namespace.

nodes: A group selection for all cluster-scoped nodes.
e pods@*: A cross-namespace wildcard selection.

e *0@ns1: A type wildcard selection for all resources in a single namespace.

Note: when using any wildcard with a specific name (e.g., Role@*#editor), is
important to remember that the result may be a set of multiple objects. This
is because namespaced resources are only required to be unique within their own
namespace, and the same name can legitimately exist in several different names-
paces.

6.1.2 Actions

Actions are the verbs within the RBAC model that specify the operations a sub-
ject may perform on the resource kinds defined in Section 6.1.1. They are the
fundamental components used to express what a subject is authorized to do.

The language recognizes a fixed vocabulary of these verbs, which are formally
defined as the set A:

A = {get, list, watch, create, update, patch, delete, ...}

However, a crucial aspect of the RBAC model is that not all actions are meaningful
for every kind of resource. To formally capture this constraint, the language defines
a compatibility relation, denoted as applies, between the set of resource kinds, T,
and the set of actions, A.

applies € T'x A

This relation holds true for a pair (¢, a) if and only if the action a is an admissible
and meaningful operation for the resource kind ¢. Any query that attempts to pair
an action with an incompatible resource kind is considered semantically invalid.
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6.1.3 Permissions

A Permission is the object that links actions to resources, forming the fundamental
unit of authorization in RBAC. In this language, we define a single permission p as
a pair, consisting of a set of actions, A,, and a set of resource identifiers, 7.

p= (A4, R,) where A, CA and R,CR

In the query language, these permission objects are created using a permission
constructor. The general form is as follows:

Permission( [ actions ], [ resources |)

Here, both actions and resources are themselves sets. For example, a single per-
mission object could grant get and 1list actions on all pods and services in a
namespace. In practice, policy queries will operate on sets of these permission
objects to evaluate a principal’s access rights.

The * wildcard can be used within the permission constructor for both actions
and resources to create broad permission statements.

e For the actions set, the * character represents all possible actions applicable
to the specified resource kind. For instance, Permission([*], [pods@ns1])
grants every valid action for a pod (such as get, list, delete, etc.) in the
nsl namespace.

e For the resources set, the identifiers follow the comprehensive wildcard rules
already detailed in Section 6.1.1, allowing for wildcards in the type and names-
pace fields (e.g., Permission([get], [*@x])).

6.1.4 Subject

Subject are the principals that receive RBAC bindings and on whose behalf per-
missions are evaluated. The domain is the disjoint union of users, service accounts,
and groups:

S = Suser U Ssa U Sgroup

These are created with canonical constructors in the language:
user(name) € S, sa(name@ns) € S, group(gname) € S

Users and groups are global identifiers, whereas service accounts are namespaced
identities and therefore require a namespace by construction. This distinction is
reflected in well-formedness constraints for subject terms.

The * wildcard can be used to select groups of subjects by type rather than by
a specific name or namespace. This is particularly useful for type-driven queries.

e user (x): Selects the set of all users.

e group(x): Selects the set of all groups.
58



Language Description

e sa(*@ns1): Selects all service accounts within the ns1 namespace.

e sa(deployer@x): Selects all service accounts named deployer across all
namespaces.

e sa(*@x): Selects the set of all service accounts across all namespaces.

It is important to note that these three constructors all produce elements of
the single, unified Subject domain, S. A key feature of this design is that these
types are interchangeable. Consequently, any language construct that operates
on a set of subjects can accept a mixed set containing any combination of users,
groups, and service accounts. For example, the set user(devl), group(admins),
sa(robot@nsl) represents a valid, heterogeneous sub-collection of Subject.

6.1.5 Role

Role are named policy objects that encapsulate permissions. The language treats
namespaced roles and cluster roles as elements of a single domain with two disjoint
constructors. Let Role denote the set of roles, partitioned into namespaced and
cluster-scoped roles:

Role = Role,s U Roleg.

The canonical surface constructors are:

role(name@Qns) € Role, and  clusterrole(name) € Role,.

Namespaced roles require a namespace by construction; cluster roles are cluster-
scoped and therefore carry no namespace.

The * wildcard can be used to select groups of roles by type rather than by a

specific name or namespace.

e role(*@ns1): Selects all roles within the ns1 namespace.
e role(editor@x*): Selects all roles named editor across all namespaces.
e role(x@x*): Selects the set of all namespaced roles across all namespaces.

e clusterrole(*): Selects the set of all cluster-scoped roles.

Following the same principle as the Subject domain, the language treats names-
paced and cluster roles as interchangeable elements of a single, unified Role domain.
This allows any language construct that operates on a set of roles to accept a het-
erogeneous collection, such as role(editor@nsl), clusterrole(admin).

6.2 NetworkPolicy Value Domains

This section defines the value domains used by the language for NetworkPolicy rea-
soning. We introduce the sets for protocols and ports, then define network endpoints
in a way that reuses the resource notation from 6.1.1. No operators or query forms
are introduced here; we only specify the underlying domains.
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6.2.1 Protocols

Let Proto denote the transport protocols recognized by Kubernetes NetworkPolicy,
extended to include a wildcard.

Proto = {TCP, UDP, SCTP, *}.

The wildcard symbol * is included to represent any of the supported transport
protocols.

6.2.2 Ports

Let PortNum = {1,...,65535} denote the set of valid numeric transport ports. To
allow for policies that match any port, the domain of ports used by the language,
Port, is the union of this set and the wildcard symbol:

Port = PortNum U {*}.

6.2.3 Network Endpoints

NetworkPolicy endpoints identify sets of pods that act as sources or targets. We
reuse the resource notation of 6.1.1 and specialise it to pod selections.

An endpoint term has the form
Pod@namespace#refinement

Namespace field can be a specific one or the wildcard character * to represent all
namespaces. The #refinement is optional and, when present, is a name or a label:

name | key=value.

The grammar makes the two refinements mutually exclusive. The wildcard is only
applicable to the namespace; selecting all pods within a given scope is achieved by
omitting the #refinement.

Formal Denotation. Each syntactic endpoint pattern is mapped to its semantic
denotation as follows, fixing the kind to pods:

PodOnsp = {r | kind od A ns(r) =ns}

(r) =P
PodOns#namey = { r | kind(r) =Pod A ns(r) =ns A name(r) = name }
Pod@ns#key=value, = {1 | kind(r) =Pod A ns(r) =ns A label(r, key) = value }
Pod@*y = {r | kind(r) =P
(r) =P

PodOx#key=value, = {r | kind od A label(r, key) = value }
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Examples

e Pod@team-a => all pods in namespace team-a.

Pod@team-a#nginx = the pod named nginx in team-a, if it exists.

Pod@team-a#app=web = all pods in team-a with label app=web.

Pod@* = all pods across all namespaces in the cluster.

Pod@x*#app=db = all pods with the label app=db in any namespace.

6.3 Predicate Queries

The most fundamental operation in the language is the predicate query. These
are boolean expressions, returning True or False, designed to answer direct yes/no
questions about the state of cluster policies. Their primary purpose is to verify
whether there is a specific relationship between a set of elements and a set of spec-
ified properties. This section defines the syntax for these queries, their validation
rules, and their formal semantics.

6.3.1 Query Syntax and Semantics

The syntax for a predicate query is:
[ root | has ( [ predicate | )

The root set identifies the subject of the query. It can be a set of subjects, a set
of roles, or a set of network endpoints. The language treats a single element as a
singleton set, unifying the handling of individual and collective queries.

The predicate set specifies the properties to be verified against the root; this
entire “has ( [predicate set] )” clause is referred to as the predicate form. As will
be shown, this form is a fundamental building block reused in more complex query
structures. The predicate set can be made up with one of these four types:

e Permission: A set of Permission pairs, where each permission is a tuple
(action, resource).

Connection: A set of Connection tuples, where each connection is defined
by (Network Endpoint Destination, Port, Protocol, mode), with mode €
{ingress, egress}.

Role: A set of roles, as defined in Section 6.1.5.

Subject: A set of subjects, as defined in Section 6.1.4.
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Although the grammar of the language allows for numerous combinations of
root and predicate types, not all of these pairings are semantically meaningful.
During the design of this language, a careful analysis was conducted to distinguish
between logically coherent queries and those that are conceptually invalid. This
involved excluding combinations such as cross-domain queries (e.g., asking if a
network endpoint has an RBAC permission) and reflexive queries (e.g., checking if
a subject has another subject).

The table below summarizes the outcome of this semantic validation, where a
checkmark (v') indicates a valid pairing between a root type and a predicate pa-
rameter. Crucially, these semantic rules are embedded directly into the language’s
formal syntax; only the combinations shown as valid are permitted.

Root / Parameter | Role | Subject | NE
Permission v v
Connection v
Role v

Subject v

Evaluation Semantics and Quantifiers

Given that both the root and the predicate are defined as sets, a question arises
regarding the default evaluation logic: for a query to be true, must all elements of
the sets satisfy the condition, or is it sufficient for just one? The language answers
this by defining a default behavior and providing a modifier to express alternative
semantics.

Default Behavior: Universal Quantification. By default, a predicate query
is interpreted with maximum strictness. An expression R has P evaluates to true
if and only if every element in the root set R satisfies every predicate in the set
P. This is equivalent to a series of logical AND operations across all combinations.
Formally, this default behavior is a universal quantification (V) over both sets:

Vr € R,¥p € P : has(r, p)

Modified Behavior: Existential Quantification. This strict universal logic
can be relaxed using the + modifier. This operator changes the quantifier for a set
from universal (all, V) to existential (at least one, 3), which is equivalent to using
a logical OR. The + can be applied compositionally to the root set, the predicate
set, or both, to fine-tune the query’s logic.

The modified semantics are as follows:

+ R has P At least one root must satisfy all predicates.

dr € R,Vp € P : has(r,p)
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R has + P Fvery root must satisfy at least one predicate.

Vr € R,3dp € P : has(r,p)

+ R has + P At least one root must satisfy at least one predicate.

dr € R,dp € P : has(r,p)

6.3.2 Examples

1. Query: Check if the service account deployer in namespace team-a has the
Permission to create Pod in the same namespace.

Syntax:

[sa(deployer@team-a)] has ( [Permission([create],
[Pod@team-al)] )

This query involves a singleton root set and a singleton predicate set.

2. Query: Verify that the editor role in namespace dev grants permissions to
both update Deployment and get Pod.

Syntax:

[role(editor@dev)] has (
[Permission([update], [Deployment@dev]),
Permission([get], [Pod@dev])] )

This query checks if one root element satisfies all predicates in a set of two.

3. Query: Verify that all pods with the label app=frontend in the web names-
pace are allowed to make outgoing (egress) connections to any pod with the
label app=backend on TCP port 8080.

Syntax:

[pods@web#app=frontend] has (
[Connection(Pod@web#app=backend, 8080, TCP, egress)]
)

This query evaluates a property over a set of root network endpoints. It will
return True only if every frontend Pod has the specified egress permission.

4. Query: Illustrate the Cartesian product evaluation by checking if both user1
and user2 have two distinct permissions.

[ user(Puserl’), user(’user2’)] has (
[ Permission([get], [Pod@ns1])],
Permission([create], [Deployment@nsi]) ]
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Evaluation Detail This query demonstrates the evaluation semantics over
sets. The query engine computes the Cartesian product of the root set
({userl, user2}) and the predicate set, resulting in 2 x 2 = 4 distinct checks:

e Does userl have permission to get Pod@ns1?
e Does userl have permission to create Deployment@ns1?
e Does user2 have permission to get Pod@ns1?
e Does user?2 have permission to create Deployment@ns1?

The entire query returns True if and only if all four of these individual checks
succeed.

6.3.3 Predicate Query Negation

To verify the complete absence of a relationship, the language provides the
‘not” operator. This form evaluates to True if and only if all elements in the
root set fail to satisfy all predicates in the predicate set. In other words,
for the query to succeed, every possible combination of a root element and a
predicate must be false. Formally, the query R not has P is true if:

Vr € R,Vp € P : —has(r,p)

The existential modifier + can also be applied to a not has expression; the
evaluation logic remains consistent with what has been explained earlier.

Example. A common use case is to enforce strict security boundaries.

Query: Verify that the user intern-1 has absolutely no permissions related
to deleting cluster-level node objects.

Syntax:

[user(intern-1)] not has ([Permission([delete], [Nodel)])

This query succeeds only if the intern-1 user lacks the specified delete per-
mission on Node, confirming a strict compliance with a least-privilege policy.

6.3.4 Combining Predicate Queries

Individual predicate queries (both affirmative and negated) can be composed
into larger, more expressive statements using the logical operators and and or.
This compositional capability is what allows the language to span multiple
policy domains within a single, coherent query.

The general syntax is:
predicate_query-1 and predicate_query_2

predicate_query_1 or predicate_query_2

The semantics are standard: for and, both sub-queries must be true; for or,
at least one sub-query must be true.
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6.4 Function Queries

To support complex auditing and discovery tasks, the language provides
Function queries. In contrast to their boolean counterparts, these queries
do not return a simple validation result but instead yield a set of values. This
allows an operator to list all resources, permissions, or other objects that sat-
isfy a specific set of criteria.

The general structure reuses the predicate form as its filtering mechanism:

[ root | 1ist ( Selector, Predicate Form )

6.4.1 Query Syntax and Semantics

Root Set The initial set of objects to be evaluated. As in predicate queries,
the root can be a set of subjects, a set of roles, or a set of network
endpoints.

Selector Specifies what kind of data the query should return. We distinguish
between two types of selectors:

e Standard Selectors: Actions, Subjects, Roles, Resources,
Permissions, Connections. These selectors extract data associated
with the root elements that satisfy the predicate form.

e Special Selector: Select. This selector is unique: it does not
extract associated data, but instead returns the subset of the original
root elements that satisfy the predicate form.

Predicate Form The filtering condition for the query. This component is
an instance of the predicate form (has(...)), as defined in Section
6.3. Specifically, it can take one of the following forms:

e has([Permission])
e has([Connection])
e has([Subject])

e has([Role])

Formal Evaluation Semantics

The behavior of a Function query can be formally understood by decomposing
its execution into a two-phase process. This model clarifies the relationship
between Function and Predicate queries, showing the former as an extension
of the latter. The conceptual model is that a query of the form R 1list(S,
P) first finds the subset of R that satisfies the predicate P, and subsequently
applies the selector S to that subset to aggregate a final result.

The first phase is a filtering operation, which is identical in function to
a predicate query. It iterates through the root set R to produce a subset,
denoted as Ryaten, containing only those elements that satisfy the predicate
P. We can define this subset formally as follows:
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Ruaten = {r € R | r has P evaluates to true}

The condition r has P represents the boolean evaluation of the predicate
query as defined in Section 6.3. If the resulting Raicn set is empty, the
Function query’s execution concludes, returning an empty set.

Once the Ryaien subset is identified, the second phase, aggregation, begins.
This phase operates exclusively on the elements within R... For each
element r € Rpach, the query extracts a set of values V, as specified by the
selector. The final result is determined by the method used to combine these
individual value sets (V,.,, V,.,,...).

By default, the aggregation logic performs a mathematical intersection (N).
This corresponds to a logical AND, meaning the final result contains only
elements that are present in the value sets of every element in R.en. This
is useful for identifying strictly shared properties. The final set of results, @,

is defined as:
Q= ) V

r€Rmatch

Alternatively, when the * modifier is prepended to the root set, the aggrega-
tion logic is changed to a mathematical union (U). This corresponds to a
logical OR, where the final result contains any element present in the value
set of at least one element in R.icn. The final result set is then defined as:

= U v

€ Rmatch

The Select selector constitutes a special case that alters this two-phase
model. Its function is solely to execute the filtering phase and return the
resulting Ryatcn set directly. As it does not perform the second phase of value
extraction and aggregation, the + modifier is not applicable when Select is
used.

It is important to note that the predicate form used in this filtering phase is
fully featured. This means it can include the existential modifier + or be a not
has expression, following the semantics defined in the section on Predicate
Queries. For example, if the predicate form is has(+ P), a root element r
is included in the R.: set if it satisfies at least one of the conditions in P.
Likewise, if the form is not has(P), the filtering will select only those root
elements for which the negation condition holds true.

Semantic Validation

Similar to predicate queries, Function queries are subject to a semantic vali-
dation phase. In the design of this language, this validation ensures that only
combinations that represent a logically sound question are permitted. The
validation rules are specific to the type of root set. We begin by analyzing
the rules for a Subject root.
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Validation for a Subject Root When the root of a Function query is
a set of subjects (e.g., user(devl), group(admins)), not all selectors are
compatible with all predicates. The permitted combinations are outlined in

the table below.

Selector / Predicate | Actions | Roles | Subjects | Resources | Select | Connections | Permission
has([permission]) v v v v v
has([connection])

has([Subject])

has([Role]) v v v v v

Table 6.1. Valid Selector and Predicate combinations for a Subject root.

The logic underpinning these validation rules rests upon a set of core prin-
ciples established to safeguard the model’s semantic integrity. The foremost
principle ensures that all combinations which are either cross domain or con-
ceptually meaningless are explicitly forbidden. For example, a query starting
with a Subject root cannot be evaluated with a has([connection]) predicate,
since the model dictates that subjects do not possess network connections.
Similarly, the has ([Subject]) predicate is invalid when applied to a Subject
root. This is because the underlying policy structure defines a subject’s re-
lationships strictly by the roles it possesses or the specific permissions it
holds, not through relationships to other subjects. Since the semantic rela-
tionship of one subject having another is undefined, any such query is logically
rejected as being non-sensical.

Secondly, combinations where the query selector specifies an identical type to
the root are deliberately prohibited. For instance, the query Subject
list(Subjects, ...) is invalid. This prohibition exists because the action
of filtering an initial root set based on a predicate is already and explicitly
handled by the Select selector. This design choice imposes a clearer and
more direct query structure: when the intent is to filter the original set of
subjects, Select remains the designated and unambiguous operation for that
task.

Validation for a Role Root Next, we consider the validation rules when
the root of the query is a set of roles (e.g., Role@nsl, clusterroles). The
same principles of semantic integrity apply, resulting in a distinct set of valid
combinations as shown in the table below.

Selector / Predicate | Actions | Roles | Subjects | Resources | Select | Connections | Permission
has([permission]) v v v v v
has([connection])

has([Subject]) v v v v v
has([Role])

Table 6.2.

Valid Selector and Predicate combinations for a Role root.
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The logic behind these rules remains consistent with the previous case. Cross-
domain queries, such as evaluating a Role against a has([connection]) pred-
icate, are disallowed as they have no semantic meaning. Similarly, a predicate
of has([Role]) is not permitted for a Role root, as the language model does
not define a direct relationship where one role has another. A role’s primary
relationships are with the permissions it contains and the subjects to which
it is bound.

Finally, the Roles selector is invalid for a Role root for the same reason out-
lined before: Select is the designated, unambiguous mechanism for filtering
and returning elements from the original root set.

Validation for a Network Endpoint Root Finally, we analyze the vali-
dation rules for a Function query where the root is a set of network endpoints.
As these entities exist purely within the network policy domain, the set of
valid combinations is highly constrained.

Selector / Predicate | Actions | Roles | Subjects | Resources | Select | Connections | Permission
has([permission])
has([connection]) v v

has([Subject])

has([Role])

Table 6.3. Valid Selector and Predicate combinations for a Network Endpoint root.

As the table illustrates, only two combinations are allowed, as the majority
of potential queries are rejected due to invalid cross-domain semantics. For
instance, a network_endpoint has no relationship with RBAC concepts such
as Roles, Subjects, or Permissions.

This highlights a key principle: a query is only valid if its predicate is semanti-
cally meaningful. A query like subject list(Subjects, has([Subject]))
is invalid because the predicate has([Subject]) does not represent a mean-
ingful property to verify on a subject root. This makes the entire expression
semantically unsound from the start, in contrast to valid queries where the
predicate is a meaningful operation within the data model.

6.4.2 Examples

Example 1: Finding Shared Roles (Intersection) Goal: Find all the
roles that are shared by both userl and user?2.

[user(userl), user(user2)] list (
Roles,
has(+ [role(x)])

Explanation: The query finds the roles for user1l and the roles for user2,
and then returns the intersection of these two sets. The predicate has(+
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role(*)) simply ensures that we only consider users who have at least one
role.

Example 2: Collecting All Roles (Union) Goal: Collect a single list
of all unique roles assigned to either userl or user2.

+ [(user(userl), user(user2))] list (
Roles,
has(+ [role(*x)])

Explanation: The + before the root set switches the logic. The query finds
the roles for each user and returns the union of the sets.

Example 3: Filtering with Select Goal: Find all ‘ClusterRoles’ that
grant permission to delete Node.

+[clusterrole(*))] list (
Select,
has(Permission(delete, Node))

Explanation: This query inspects all Clusterrole. The Select selector
returns the clusterrole objects themselves if they satisfy the predicate of
having the delete Node permission.

6.4.3 Combining Function Queries

Beyond the logical and and or operators used to combine predicates, the
language provides set-based operators to compare and manipulate the results
of two Function queries. The in and not in operators are used to generate
subsets, returning a set of elements that satisfy the relationship.

The syntax for a set-based query is as follows:

Function_ query_ A in Function_query. B

Function_ query_ A not in Function_query_B

A fundamental constraint of these operators is the enforcement of strict type
safety. A set query is deemed semantically valid only if both operands resolve
to sets of a homogeneous type and their list selectors are identical. Any
attempt to compare sets of different types, for example, a set of Roles against
a set of Subjects, is invalid.
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The in Operator (Intersection) The in operator returns the elements
from the result set of Function query_A that are also present in the result
set of Function query_B. The result is therefore the intersection of the two
sets.

Formally, if Q4 and Qg are the result sets of the two queries, the expression
returns:

QaNQp

The ‘not in’ Operator (Difference) The not in operator returns the
elements from the result set of Function _query_A that are not present in the
result set of Function_query_B. The result is the difference of the two sets.

Formally, the expression returns:

Qa\Q»

Example

A primary use case for set queries is to compare related data sets, such as the
permissions between hierarchical roles. For example, a security policy might
want to precisely identify which permissions of a custom role exceed those of
a built-in role.

Goal: Identify which permissions of the developer role are not contained
within the cluster-admin role.

Analysis: This can be achieved by generating the permission set for each
role and using the not in operator to return the elements that are present
in the first set but not in the second.

Syntax:

[role(developer@default)] list (
Permissions,
has(+ [Permission([*],[*])])

)
not in
[clusterrole(cluster—-admin)] list (
Permission,
has(+ [Permission([*],[*])])
)

This query first executes the two Function queries to produce two sets of
permissions. It then returns the set of permissions that are in the developer
role’s set but not in the cluster-admin role’s set, providing a precise analysis
of misaligned permissions.
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6.4.4 Cardinality Queries as Function-Query Extensions

This section introduces cardinality queries, a specialized extension of func-
tion queries designed to evaluate the size of a resulting set against a numeric
threshold. Although these queries return a boolean value and could thus
be classified as predicate queries, they adopt the function-query syntax to
maintain semantic clarity and consistency.

Syntax. The concise syntax for a cardinality query is as follows:
[ root ] 1list( Selector, Predicate Form ) IntegerOp Integer

where the components are defined as:

e IntegerOp: A comparison operator from the set {<, > = <= >=}.

e Integer: A non-negative integer representing the threshold for compar-
ison.

e The selector and predicate form adhere to the same semantic vali-
dation rules established for standard function queries.

The expression evaluates to true if and only if the number of elements re-
turned by the 1ist() operation satisfies the specified integer comparison;
otherwise, it evaluates to false.

Cardinality queries are subject to specific compositional constraints:

e No Set-Containment Composition. As cardinality queries resolve
to a boolean value rather than a set, they cannot be combined with other
function or cardinality queries using the in or not in operators.

e Boolean Composition. They can be integrated with standard pred-
icate queries using boolean connectives (e.g., and, or). This allows for
the construction of complex logical expressions, such as guardrails or
budget-style constraints.

Interpretation. The query structure is interpreted as follows:

e Root: The optional [root] element defines the initial scope for the
query (e.g., the principal or role being evaluated).

e list(): This function produces a set based on the provided selector and
predicate form. The subsequent comparison operator is then applied to
the cardinality (i.e., the size) of this resulting set.

Although, the following design constraints must be taken into account for a
proper semantic interpretation:

e Cardinality queries are boolean by design, which allows for their natural
integration with the logic of predicate queries, while the 1ist () syntax
provides a clear expression of intent.

e All typing, domain, and validation restrictions applicable to the selec-
tor and predicate form in function queries are inherited by cardinality
queries.
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6.5 Advanced Queries: Discovery and Type-
Driven Auditing

While standard queries are useful for verifying properties of known entities,
a more advanced class of queries is needed for discovery and broad auditing.
This is achieved by combining the universal wildcard (*) with the existential
modifier + in the root of an expression.

This + type(*) pattern enables a shift from entity-driven queries, which
operate on known objects, to type-driven or property-driven queries, where
the focus is on the property being audited rather than a specific, known
subject. The key advantage is the ability to audit the system with reduced
knowledge; an operator does not need to know the names of specific principals
beforehand. The pattern’s behavior depends on the query type:

e In a predicate query, the pattern performs an existence check. The
expression + type(*) has P answers the boolean question: “Does at
least one object of this type satisfy the predicate?”

¢ In a Function query, the pattern becomes a powerful discovery tool.
It allows an operator to list the attributes specified by the Selector for
every element of the root type that satisfies the Predicate. The final
result is the union of the data extracted from all matching elements,
providing a complete list of all entities that possess a certain property.
As detailed in Section 6.4, the Select selector is an exception to this
pattern; since its purpose is to filter rather than aggregate extracted
data, it is not used with the + modifier on the root.

Predicate query Example: Verifying Existence. A fundamental se-
curity audit is to discover if any user has been granted the highest level of
privilege, without needing a list of all users to check.

Goal: Discover whether there is at least one user in the entire system who is
bound to the cluster-admin role.

Syntax:

+ [user(x)] has ([clusterrole(cluster-admin)])

Explanation: This query inspects the set of all users and returns true if it
finds even one user who satisfies the predicate of having the cluster-admin
role.

Function query Example: Discovering All Roles in Use. This pat-
tern can be used to discover the complete set of privileges assigned to a certain
class of principals.

Goal: Discover the complete and unique set of all roles that are assigned to
any service account across the entire cluster.

Syntax:
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Roles,

+ [sa(*x@*x)] list (

has(+ [role(x)]) )

Explanation:This query inspects every service account in all namespaces.
For each sa that satisfies the predicate (i.e., has at least one role), it extracts
the set of roles bound to it. The + modifier on the root sa(*@*) then ensures
that all of these individual sets of roles are combined into a single, compre-
hensive set via a union. The result is a complete list of every unique role used
by service accounts in the cluster.

6.6 Example Table

The following table (Section 4.1) presents the various query categories sup-
ported by the system. For each one, a two-part example is provided: first, a
theoretical question expressed in natural language to represent the operator’s
intent, followed by its formal translation into the defined language to show
its concrete syntactical implementation.

Table 6.4: Operator-friendly query families with concise
DSL representation and examples.

Query Name Query Example

Can I? (Autho- [sa(sa-ci@builds)] has can sa-ci@builds

rization) ([Permission([update], update

[Deployment@build#frontend])]) Deployment@builds

#frontend?

Who is bound to [user(alice@corp)] has Is user alice®@corp

what? ([clusterrole(view)]) bound to
clusterrole/view?

Explore & List

(RBAC)

[user(*)] 1list( Select,
has([Permission([create],

[Pod@*])]1))

List subjects that can
create Pod.

Permission Delta

[user (useri)]
list(Permissions,
has ([Permission([*],
[*])]1)) not in [user(user2)]
list(Permissions,
has([Permission([*],

[x121))

What can userl do that
user?2 cannot?

Cardinality Con-
straint

+[ user(x), sa(x@*)] list(
Select, has( [Permission(
[update], [Deployment@*] )]
) ) <=3

< 3 subjects may update
deployments.
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Query Name

Query (DSL)

Example

Allowlist Only

[user (cluster-admin)] has(
[Permission( [delete],
[Namespace] )] ) and
+[user(*), sa(x@x)] list(
Select, [Permission(delete,
Namespace)] ) =1

Only cluster-admin
can delete namespaces.

Can it talk?
(Reachability)

[Pod@app#frontend] has

([Connection(Pod@app#backend,

5000, TCP, egress)])

can Pod@app#frontend
communicate to
Pod@app#backend

on TCP /50007

Namespace Isola-
tion

[pod@*#app=demo] not

has([connection(*,*,*,ingress),

Connection(*,*,*,egress)]

No ingress and egress
connection for pod with
label app=demo.

External Expo-  +[Pod@*] not No Pods have egress

sure Check has([Connection(0.0.0.0/0, to 0.0.0.0/0 on
8080, TCP, egress)]) TCP/8080.

Directionality +[Pod@*#np-frontend] not Verify that Pod named
has([Connection(*, *, x*, np-frontend is ingress-
egress)]) only.

Explore & List [Pod@*#app=frontend] List all ingress connec-

(Network) list(Connections, tions from sources with

+has([Connection(*, *, *,
ingress)]))

label app=frontend.

Dangerous Com-
binations

( +[sa(*@x)] not
has([Permission([update],
[Deployment@prod])]) )
and ( +[Pod@prod] not
has([Connection(0.0.0.0/0,
x, %, egress)]) )

No serviceaccount may
update Deployment in
prod and Pods in the
same namespace do not
have egress to internet.

Zombie Roles

[role(*)] 1list( Select, not
has(+[user(*)]) and not
has(+[sa(*@*)]) and not
has (+[group(*)]) )

List roles left over from
past migrations.
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Chapter 7

Proof of Concept:
Implementation and Validation

This chapter operationalizes the architectural principles introduced in Chap-
ter 5 by presenting a working proof of concept (PoC) that both implements
the proposed pipeline and evaluates its effectiveness on representative scenar-
ios. The aim is twofold. First, to show that the unified data model, the typed
graph, and the logic-based reasoning core can be realized in a cohesive system
with clear interfaces and predictable behavior. Second, to demonstrate that
this realization provides useful and verifiable answers to operator-centric se-
curity questions, thereby reducing cognitive load and shortening verification
cycles in practice.

The chapter is organized into two main parts. The first, Implementation, de-
scribes how the architectural components are realized end-to-end. It details
the ingestion pipeline for producing the cluster snapshot, the construction of
the typed directed graph including the resource backbone, the authorization
overlay, the connectivity overlay, and the translator that emits a compact
Prolog theory together with the query goals. Practical aspects such as tool-
ing choices, data structures, encoding decisions, and observability hooks are
discussed to clarify the trade-offs taken in the design.

The second section, titled Validation, provides a practical demonstration of
the Proof of Concept (PoC) and details the resulting outcomes. A compre-
hensive evaluation protocol is established to accurately simulate the needs of
cluster operators: specific scenarios are engineered to test queries spanning
multiple domains, to combine both authorization and network connectivity
constraints, and to identify complex edge cases, such as interactions involving
the scope of ClusterRole objects and namespaced bindings.

Structure of the Chapter Section 7.1 (Implementation) details the sys-
tem realization, interfaces, and internal representations. Section 7.2 ( Valida-
tion) introduces the demo environment, the evaluation protocol and metrics,
and then presents and discusses the results. Together, they provide the em-
pirical grounding that connects the architecture of Chapter 5 to concrete,
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verifiable outcomes, and they identify the most promising directions for ex-
tension and industrialization.

Experimental Environment and Tooling Versions

To ensure reproducibility and contextualize performance results, Table 7.1
reports the software stack and host platform used during the PoC runs.

Table 7.1. Environment, tools, and versions used in the PoC

Component Version / Details

Kubernetes client (kubectl) v1.22.4

Python 3.12.0

SWI-Prolog 9.2.9 (x64-win64)

CPU Intel Core i7-1195G7 (11*® gen., 4C/8T)
RAM 16 GB

Operating system Windows 11 24H2

7.1 Implementation

This section details how the architecture is realized in the Proof of Concept.
The description proceeds in the same order as the data flow: scope and simpli-
fications, snapshot acquisition in the cluster, parsing and graph construction
in Python, RBAC integration including namespaced bindings to cluster roles
and cluster role aggregation, NetworkPolicy normalization, and finally the
Prolog bridge and rule base that perform the verification.

7.1.1 Simplifications Adopted in the PoC and Their
Impact on Validity

To keep the PoC focused, and aligned with the thesis objectives, a small
number of simplifications were adopted. These choices narrow the domain
without altering the core mechanisms of the system or the accuracy of the
results.

The API coverage is deliberately restricted to four Kubernetes groups, namely
core/vl, apps/vl, rbac.authorization.k8s.io/v1, and
networking.k8s.io/v1. This selection is sufficient to enumerate resources
and labels, capture the main deployment primitives, model the RBAC autho-
rization plane, and source network connectivity policies. In practice, it pro-
vides everything required to construct the typed graph, attach permissions to
individual instances or to classes of resources, and reason about connectivity
at the level of admitted flows. Broader domains such as admission control,
Pod Security, and custom resources are not necessary to demonstrate the
verification pipeline and they remain natural extensions of the model.
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Connectivity is handled through an explicit normalization step that abstracts
NetworkPolicy specifications into admitted flows between classes of end-
points, annotated with transport attributes. Endpoint selection is derived
from podSelector using exact matchLabels.

Features such as matchExpressions, namespaceSelector, and composite se-
lector combinations are not employed in the present iteration, yet they can be
incorporated with minimal changes to the abstraction. Because the verifica-
tion engine operates over the normalized extent of selected Pod sets and the
rules that admit traffic, it only requires the snapshot to include the induced
admitted flows and the selective information used to compute them, not the
full breadth of policy features.

A final simplification was made in the query system. Not all possible queries
were implemented; rather, a representative subset was chosen sufficient to
demonstrate the core capabilities introduced thus far. Furthermore, the
parser that translates queries from the defined high-level language into Prolog
requests was not implemented. Instead, this translation was performed man-
ually for the selected queries. This approach does not compromise the validity
of the results, as the core verification engine is still tested with well-formed
logical requests. It simply streamlines the proof of concept by separating
the core verification logic from the significant engineering effort of building a
query compiler, keeping the implementation focused and lightweight.

These simplifications do not undermine the validity of the proof of Concept.
They prioritize soundness over completeness, since every positive answer is
justified by explicit facts in the snapshot and by derivations in the graph,
with no reliance on implicit assumptions. They preserve representative ex-
pressivity for the central operational questions, including the composition
of permissions with protocol and port constrained connectivity. They also
maintain monotonic extensibility. Widening the API surface, enabling richer
selectors, or implementing a full query parser amounts to adding well-typed
node and edge kinds and a small number of local rules, without changing
the query style or invalidating existing results. The narrower perimeter keeps
the proof-of-concept compact and transparent while remaining sufficient to
demonstrate the value of the architecture and ready to grow incrementally.

7.1.2 Cluster Information Acquisition

The first step of the implementation produces a coherent snapshot of the clus-
ter that serves as the single source of truth for graph construction and query
evaluation. The collection layer is read-only, idempotent, and portable. It re-
lies on kubectl as a stable interface to the API server, with lightweight shell
and small python3 helpers where JSON transformation or discovery-driven
iteration is convenient. The scripts operate on the bounded API surface al-
ready introduced, and they emit plain, line-oriented text files that the parser
can ingest deterministically.

For the resource inventory, the scripts enumerate kinds and possible sub-
resources via API discovery and then list actual instances. Each object
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is projected into a single record containing its canonical Kubernetes path,
the exact set of admissible verbs as reported by discovery, and its labels
(when present). Typical paths include /api/v1/namespaces/app-ns/pods/
app-pod-123 for core resources and /apis/apps/vl/namespaces/webapp/
deployments/frontend/scale when a subresource is present. Collecting the
full set of admissible verbs for each resource is essential to enable the ‘*’ wild-
card in queries, where ‘*’ denotes “all verbs admissible for that resource.”
Labels are preserved specifically to support NetworkPolicy selector matching
in later stages. The resulting inventory is then written out in a line-oriented,
deterministic order.

For authorization, roles and bindings are exported as raw YAML manifests
using kubectl. This procedure yields two separate, multi document collec-
tions: one encompassing all ClusterRole and Role definitions, and a second
containing all ClusterRoleBinding and RoleBinding definitions, all copied
precisely from the API server’s output. A subsequent, minor flattening opera-
tion then converts each document into a singular, line oriented record. These
records serve as the core inputs for constructing the authorization overlay,
thereby ensuring a distinct separation between the initial declared policy data
and all subsequent derivations.

For connectivity, we likewise use kubectl to export all NetworkPolicy re-
sources as raw YAML into a single multi-document manifest. A minimal
post-processing pass then emits a line-oriented export, containing the nor-
malized records required by the parser.

These design choices reflect the architectural separation between collection
and interpretation. Inputs stay close to the declarations the cluster exposes,
transformations are minimal and repeatable, and the products are stable text
files with explicit semantics. The result is a snapshot that is faithful to the
observed state, a graph that retains the granularity needed for cross-domain
verification, and a pipeline that remains easy to extend by adding further
API groups or richer selectors without changing the nature of the flow.

7.1.3 Unified Graph Construction

Graph construction follows the scheme presented in the architecture chapter.
First, the structural backbone is materialized through containment relations.
Then, two policy overlays, namely authorization and connectivity, are added
while keeping types and semantics explicit and composable. The implementa-
tion is object-oriented in Python and utilizes a small set of classes. A logical
key identifies each cluster entity by combining its API group and version,
kind, name, and, when present, namespace and subresource. Nodes represent
resources and carry the local information needed for reasoning, in particular
the set of admissible verbs and the effective labels. Pod nodes extend this
representation with an indicator that records selection by a NetworkPolicy, a
concept which is detailed subsequently. A set of typed Edge objects is used
exclusively to encode the CONTAINS relation of the structural backbone. In
contrast, the policy overlays are represented by dedicated data structures:
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RBAC relationships are stored in specialized lists and dictionaries, while net-
work flows are captured in separate maps for ingress and egress traffic. Fi-
nally, the Graph structure gathers the set of nodes, the containment edges,
and these specialized overlay structures.

The resource backbone is constructed from a collection of input resources
using a typed containment relationship. A root node, labeled cluster, is ini-
tially created. Beneath this root, a Namespace bucket is established to func-
tion as the logical container for all namespaces; every discovered Namespace
instance is then connected to this bucket using the containment relation. For
resources identified as cluster scoped kinds, each instance is attached directly
beneath the root node. In contrast, for namespaced kinds, each namespace
node serves as the anchor for one kind bucket per kind, and the concrete
resource instances are consequently placed under the relevant bucket. Simi-
larly, any subresources are placed beneath their parent instance. Through this
process, the concept of a bucket is formalized: it exists as a class level node
that represents all instances of a specific kind within a given scope, and si-
multaneously provides a canonical attachment point for defining policies that
apply to the entire class without requiring the enumeration of every individ-
ual member. This entire methodology consistently mirrors the architectural
design scheme detailed in Chapter 5, thereby preserving the same concepts
of a resource backbone, namespace and kind buckets, and the fundamental
containment relation.

The authorization model is built in a three-phase process. First, the links be-
tween subjects, such as users or service accounts, and roles are established.
These associations are not added as simple edges to the graph. Instead, they
are stored in a dedicated list structure, which conceptually represents all bind
relations in the system. A key mechanism here is the creation of temporary,
namespaced copies of cluster-wide roles, ensuring their powerful permissions
are correctly scoped when assigned within a specific namespace. Next, the
permissions for each role are resolved. The rules are translated into a spe-
cialized map that represents the grant relation. This structure efficiently
connects each role to the resources it can access and the set of actions, or
verbs, it is permitted to perform on them. This includes permissions granted
to resource classes, known as buckets, as well as to specific instances. Finally,
role aggregation is handled. For composite roles that inherit permissions from
others, the system merges the grants from the member roles directly into the
aggregator’s entry in the permissions map. This process creates a complete
and explicit view of its effective rights.

A similar approach is used for the network connectivity overlay. Instead of
creating a generic “connects-to” edge for every allowed communication, the
model uses a more nuanced representation. Nodes representing Pods are first
flagged to indicate whether they are governed by ingress or egress policies.
This is essential for correctly interpreting connectivity rules, distinguishing
between a default-deny context where a policy applies, and a default-allow
context where no policy applies. The allowed network flows are then captured
in two distinct, directional maps.
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¢ An ingress map associates each destination Pod with a list of its per-
mitted sources and the corresponding port and protocol rules.

e An egress map associates each source Pod with its permitted destina-
tions and rules.

It is worth noting that, in this iteration, the normalization process only
applies the semantics of a supported subset of selectors; features such as
namespaceSelector and matchExpressions are currently ignored to align
expectations with the proof-of-concept’s behavior. This design makes the di-
rection of traffic implicit in the choice of data structure, cleanly separating
inbound from outbound policy and mirroring how Kubernetes itself defines
them.

This implementation strategy fundamentally adheres to a core architectural
principle: the clean separation between a stable resource ontology and the
dynamic logical policy rules. The graph’s structural backbone defines the
“what” and “where” (the resources and their hierarchy), while the specialized
overlays determine the “who” and “how” (authority and connectivity). By
representing conceptual relationships (such as binding, granting, and network
connection) using dedicated data structures external to the main graph, the
model preserves the graph’s clarity, keeping its focus strictly on containment.
This separation significantly streamlines formal reasoning and facilitates the
execution of powerful queries that span multiple policy domains.

7.1.4 Translating the Graph into SWI-Prolog

To enable formal analysis, the object-oriented graph representation constructed
in Python is translated into a queryable Knowledge Base (KB) in Prolog. This
process relies on transforming the entire model into a set of Prolog facts.
A fact is a declarative statement, a predicate asserted to be unconditionally
true, which serves as a foundational atom of knowledge. For example, the
statement “a Pod is contained in a Namespace” is converted from a relation-
ship between Python objects into a simple, logical fact within the KB.

The translation is a systematic process of factual serialization, where the
entities of the graph and their complex relationships are deconstructed into
these atomic facts. This reshapes the structural and procedural information
of the graph into a declarative format, making it amenable to the logical infer-
ence engine. The translation methodically processes the three main layers of
the graph: the structural backbone, the RBAC overlay, and the NetworkPol-
icy overlay; generating a comprehensive set of facts that collectively represent
the state of the Kubernetes cluster configuration.

The following table provides a detailed summary of each predicate gener-
ated during this translation process, outlining its structure and semantic role
within the Knowledge Base.

longtable array booktabs
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Predicate

Description

Structural Backbone

node_full/3

edge/2

Represents a single resource node in the graph.
It asserts the node’s unique key, its Kubernetes
labels, and the set of admissible verbs.
Structure: node_full (key(...), Labels,
Verbs)

Defines a direct CONTAINS relationship between
two resource nodes, materializing the structural
hierarchy.

Structure: edge (SourceKey,
DestinationKey)

RBAC Owverlay

bind/2

grant/3

aggregation/2

clusterrole_copy
_of/3

Represents an RBAC binding between a subject
(User, Group, or ServiceAccount) and a Role or
ClusterRole.

Structure: bind(Subject, Role)

Represents a specific permission. A separate
fact is created for each verb granted by a role
to a target. The target can be a specific
resource (res(...)) or a class-level bucket
(bucket(...)).

Structure: grant (Role, Target, Verd)

Defines an aggregation rule, where one Clus-
terRole inherits all permissions from another.
Structure: aggregation(AggregatorRole,
MemberRole)

Records the creation of a virtual, namespaced
copy of a ClusterRole that results from a
RoleBinding.

Structure: clusterrole_copy_of (OriginalCR,
Namespace, CopiedRole)

NetworkPolicy Overlay

np_flag/2

np_ingress/b

Indicates that a Pod is selected by a Net-
workPolicy for a specific traffic direction.
Structure: np_flag(pod(...), Direction)

Defines an allowed ingress traffic rule, spec-
ifying the destination pod, the source peer,
connection details, and the originating policy.
Structure: np_ingress (DstPod, SrcPeer,
Proto, Port, Policy)
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Predicate Description

np_egress/5 Defines an allowed egress traffic rule, specifying
the source pod, the destination peer, connec-
tion details, and the originating policy.
Structure: np_egress (SrcPod, DstPeer,
Proto, Port, Policy)

7.1.5 The Analysis Logic: Prolog Rules and Queries

Once the configuration graph is translated into a factual KB, the system
requires a logical engine to interpret and analyze these facts. In the Proof of
Concept, this logic is implemented through a set of Prolog rules and a direct
query mechanism.

It is important to note that the PoC does not implement a parser for the
high-level query language defined; the queries (called “goals” in Prolog) are
formulated directly in Prolog syntax within the Python code. This approach
allows for the full expressiveness of the logical language without the overhead
of an intermediate translation layer. A query is sent to the Prolog engine,
which attempts to satisfy it (i.e., find a solution) based not only on the existing
facts but also on a set of predefined logical rules.

These rules constitute the true “intelligence” of the analysis system, as they
define high-level concepts and complex relationships from atomic facts. For
example, instead of manually checking a long chain of facts to determine a
permission, it is possible to query a single rule that encapsulates the entire
logic. The implemented rules can be conceptually grouped:

e Verification Rules: Predicates that answer direct questions with “yes”
or “no,” such as subject_has_role/3, which checks if a subject is bound
to a role.

e Inference Rules: More complex predicates that deduce new knowledge.
The most significant example is subject_has_perm/6, which combines
the logic of bindings with that of permissions to determine if a subject
has an effective authorization on a resource.

The inference logic of subject_has_perm is powerful because its verification
strategy adapts to the query’s specificity, directly reflecting the Grant seman-
tics defined in the architecture.

When a query targets a resource identified by a specific name, the governing
rule is satisfied if the subject possesses a permission granted either directly
on that individual resource instance or on the encompassing resource class
(or bucket) to which the instance belongs. This latter condition utilizes the
architectural principle of subsumption, meaning that permissions defined
for a resource bucket are automatically inherited by all contained instances.

Conversely, if the query omits the resource name, it fundamentally seeks per-
mission across the entire resource class within the specified namespace. The
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rule primarily verifies this by searching for a single, efficiently checked per-
mission granted directly on the resource bucket itself. As an alternative, the
rule can also succeed by confirming that the subject holds explicit permis-
sions on every single concrete instance belonging to that resource kind. This
two pronged strategy allows a single predicate to accurately manage both fine
grained, instance level permission checks and broader, class level authoriza-
tions, aligning with the model’s design to target either specific resources or
full resource sets.

A key aspect of formulating queries is handling wildcards. To represent
concepts such as “any resource” or “at least one permission,” which in an
abstract notation might be expressed with operators like ‘“*’ or ‘+’, Prolog’s
anonymous variable, represented by the underscore character (_), is used.

In Prolog, the anonymous variable acts as a placeholder for a value whose
specific content is not of interest, only its existence. When _ appears in a
goal, the Prolog engine will try to unify it with any term that satisfies the
rule, without returning its value. This perfectly matches the semantics of an
existential wildcard. For example, to verify if a ServiceAccount sal has the
‘get” permission on any Pod in the webapp namespace, the query does not
enumerate all Pods but uses the anonymous variable:

7- subject_has_perm(sa(’webapp’,’sal’), ’core/vl’, ’Pod’,
’webapp’, _, none, ’get’).

In this query, the _ symbol in place of the Pod’s name instructs the engine
to search for at least one fact or chain of inferences that satisfies the rule for
any Pod, making the query concise and efficient.

7.2 Validation

While the previous section described the implementation details of the Proof
of Concept, this section demonstrates its practical application through exper-
imental validation. The goal is to translate the architecture and the logical
model into tangible, verifiable results, showing how the system responds to
concrete queries in a realistic scenario.

To this end, the Kubernetes cluster used as the test environment will first
be presented, describing its topology, resources, and security configurations
to provide an operational context. Subsequently, a series of queries designed
to test the system’s capabilities will be illustrated. These queries were cho-
sen to cover significant use cases that require cross-domain analysis of RBAC
permissions and network connectivity policies, thereby demonstrating the ex-
pressiveness of the language and the power of the inference engine. The
analysis of the obtained results will serve to empirically validate the pro-
posed approach, confirming that the model is capable of correctly answering
high-level questions through the definition of the created language and their
translation into Prolog.
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7.2.1 Cluster Description

For the validation of the Proof of Concept, a scenario simulating a web ap-
plication in a Kubernetes cluster was set up. The area of interest is limited
to the webapp namespace, which exclusively hosts the relevant application
components and their custom policies. To maintain focus on the application
perimeter, only the resources defined by a potential developer or namespace
admin are presented; system resources and objects automatically created by
the control plane are present in the snapshot, but are not described for the
purposes of this demo.

Application Components. Two Deployments and their respective Pods
have been configured in the webapp namespace:

e Frontend: Deployment/frontend with Pod frontend-58b4d497c-5d19¢
(app=frontend).

e Backend: Deployment/backend with Pod backend-54f4d65bb7-dps7q
(app=backend).

Application Identities. Two ServiceAccounts (sal, sa2) are defined in
the webapp namespace; additionally, an application user userl is used for
RBAC verifications. Any default accounts or auxiliary objects are not covered
in this description.

RBAC Roles and Permission Semantics. The permission configura-
tion has been set up following the principle of least privilege, distinguishing
between namespaced roles and cluster roles:

e Role pod-reader (Quebapp): allows only the get verb on pods within
the webapp namespace.

e Role frontend-developer (Quebapp): grants get, watch, list,
create, update on pods, limiting its effectiveness to the single instance
frontend-58b4d497c-5d19c via resourceNames.

e ClusterRole base-get-permissions: enables get on all resources in
the core group; it is labeled for aggregation.

e ClusterRole deployment-creator-aggr: enables create and update
on deployments; it is labeled for aggregation.

e ClusterRole get-reader-aggr (aggregator): declares no rules of its
own; through an aggregationRule, it automatically includes labeled
ClusterRoles, resulting in a profile that combines get on core resources
and create/update on deployments.

Bindings between Subjects and Roles. The following RoleBindings are
defined in the webapp namespace:
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e pod-reader-binding: associates sal with the Role pod-reader.

e frontend-dev-binding: associates sa2 with the frontend-developer
Role.

e get-reader-binding-webapp-userl: associates userl with a
ClusterRole via a namespaced RoleBinding. As explained in Section 7.1.3
on implementation, in this configuration, the PoC’s logic introduces a
namespaced copy of the ClusterRole so that its permissions are ef-
fective exclusively within webapp. Since get-reader-aggr aggregates
base-get-permissions and deployment-creator-aggr, the effective
profile of userl in the namespace includes get on core resources and
create/update on deployments, confined to the namespace perimeter.

Network Policies. Connectivity is governed by two NetworkPolicies in the
webapp namespace:

e allow-backend-from-frontend (Ingress): selects Pods with app=backend
and allows incoming TCP/5000 traffic from Pods with app=frontend.

e allow-frontend-egress (FEgress): selects Pods with app=frontend and
allows outgoing traffic to 0.0.0.0/0 exclusively on TCP/80 and TCP/443.

Note on the Presented Perimeter. System resources and automatically
generated objects (e.g., default accounts and roles, internal controllers, aux-
iliary resources) are present in the snapshot and contribute to the fidelity of
the context, but they are not discussed in the text as they are not necessary
for understanding the use cases and are not attributable to explicit choices
by the application team.

7.2.2 Query Examples and Results

To demonstrate the capabilities of the Proof of Concept, a series of queries
were implemented and tested, covering various aspects of security in the
webapp cluster, including RBAC authorizations and network connectivity
rules. Each example includes the syntax in the high-level language, its dis-
cursive meaning, and the translation into the corresponding Prolog query.

Binding Verification Queries

The following queries focus on the direct verification of associations (binding)
between subjects and roles, without inferring the effective permissions.

Query 1: Who is bound to what? (Specific Role)

This fundamental query is formulated to check for the existence of a direct
association (a “binding”) between the subject user1 and the role get-reader
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within the specific webapp namespace. It does not query the effective permis-
sions derived from the role, only the presence of the binding declaration.

e Query:

[user(user1)] has( [Role(get-reader@webapp)] )

e Query in Prolog:

7- subject_has_role(user(’userl’), ’get-reader’,
’webapp’) .

e Result: TRUE.

The result is affirmative because, as described in the “Bindings between
Subjects and Roles” section, a RoleBinding named get-reader-binding
-webapp-userl is present. This object explicitly declares that the sub-
ject user1 is associated with the ClusterRole named get-reader within
the webapp namespace. The subject_has _role query is designed to find
exactly this type of declared association, so the verification succeeds.

Query 2: Who is bound to what? (Generic Role)

Expanding on the previous example, this more generic inquiry asks whether
the user userl has an association with any role (it does not matter which
one) within the webapp namespace. The objective is to verify the existence
of at least one binding for that user in that specific context.

e Query:

[user(user1)] has( +[Role(*Qwebapp)] )

e Query in Prolog:

7- subject_has_role(user(’userl’), _NS, ’webapp’).

As anticipated in the section on the implementation of the analysis logic,
a variable starting with an underscore (NS in this case) is an anony-
mous variable and acts as a wildcard. Its use indicates to the Prolog
engine that we are not interested in the specific value of the role’s name,
but only in the existence of at least one association that satisfies the other
known parameters (the subject userl and the namespace webapp). If
Prolog finds any value for NS that makes the statement true, the query
succeeds.
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e Result: TRUE.

The result is affirmative. The Prolog engine searches its facts for an
association matching subject_has role(user(’userl’), _Anything,
’webapp’). It finds the fact generated by the RoleBinding get-reader
-binding-webapp-userl, which links userl to the get-reader role in
the webapp namespace. The anonymous variable NS successfully unifies
with the role name ’get-reader’, satisfying the query.

Query 3: Who is bound to what? (Reverse Lookup)

Inverting the logic of the preceding examples, this query starts from a specific
role (pod-reader) and asks if a specific subject (sa2) is associated with it.

e Query:

[role(pod-reader@webapp)] has( [sa(sa2@webapp)])

e Query in Prolog:

7- role_has_subject(role(role,’pod-reader’, ’webapp’),
sa(’webapp’,’sa2’)).

e Output: FALSE.

The result is negative. Analyzing the cluster configuration, the pod-reader
role is exclusively associated with the ServiceAccount sal via the
pod-reader-binding. The ServiceAccount sa2, on the other hand, is
associated with a completely different role, frontend-developer. Since
no binding declaration exists that links the pod-reader role to the sa2
subject, the query correctly fails.

Query 4: Explore & List (Subject’s Roles)

This exploratory query moves beyond a simple boolean check, instructing the
system to enumerate all roles to which a given subject is associated. Specifi-
cally, it asks to identify which roles are associated with the ServiceAccount
sal within the webapp namespace.

e Query:

[sa(sal@webapp)] list( Roles ,
has( +[Permission( [*] , [*] ) 1) )

e Query in Prolog:
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7- subject_roles(sa(’webapp’,’sal’), Roles).

e Output: role(role,’pod-reader’ ,webapp).

The result clearly indicates that the ServiceAccount sal is exclusively
linked to the pod-reader role within the webapp namespace. This
finding perfectly aligns with the provided configuration, given that the
pod-reader-binding is the single binding defined for sal.

The subject_roles query is specifically engineered to aggregate all roles
that are directly associated with a designated subject, thereby generat-
ing an explicit and complete list of its declared policy connections.

Permission Verification Queries

Query 5: Can I? (Specific Permission on Generic Re-
source)

This inquiry shifts the focus from role definitions to effective permissions for
a specific subject. It is designed to determine if the ServiceAccount sal in
the webapp namespace has the authorization to perform the get action on
any resource of type Pod within the same namespace.

e Syntax in the Defined Language:

[sa(sal@webapp)] has( [Permission( [get],
[Pod@webapp#*]1)]1)

e Query in Prolog:

7- subject_has_perm(sa(’webapp’,’sal’),’core/vl’,’Pod’,
’webapp’, _Name, none, ’get’).

e Output: TRUE.

The ServiceAccount sal is associated with the pod-reader role via
the pod-reader-binding. As described, the pod-reader role explicitly
grants the get permission on all pods resources in the webapp names-
pace. The Prolog query uses the anonymous variable Name to indicate
that the specific name of the Pod is not relevant, looking for a valid per-
mission for any Pod. The system’s inference identifies this permission
and responds affirmatively.

Query 6: Can I? (Generic Permission on Any Resource)

This is a broad, exploratory permission check. The intent is to determine if
ServiceAccount sal possesses a universal read permission, specifically by
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asking if it can perform the get action on any type of resource in any API
Group in the cluster.

e Query:

[sa(sal@webapp)] has( +[Permission( [get], [*])])

¢ Query in Prolog:

7- subject_has_perm_piu(sa(’webapp’,’sal’), _ApiGV,
_Kind,
_Ns, _Name, _Sub, ’get’).

e Output: TRUE.

Although the pod-reader role is specific to Pods, the system checks
for the existence of *at least one™ get permission on *any resource*.
Since sal has get on Pods, and Pods are a type of resource, the “any
resource” condition is met. The query uses several anonymous variables
(_ApiGV, Kind, etc.) to indicate that the system must find an instance
of a get permission that meets the criteria without specifying the API
Group, Kind, Namespace, name, or subresource. Given the presence of
the get permission on Pods, the system finds a match.

Connectivity Verification Queries

The following queries focus on validating the network rules defined by the
NetworkPolicies.

Query 7: Can it talk? (Ingress Reachability)

This query probes the network policy layer to validate a specific connectiv-
ity rule. Its purpose is to confirm the existence of a fact in the model that
represents an allowed ingress traffic flow, where the backend Pod is the des-
tination, the frontend Pod is the source, and the communication occurs on
port TCP/5000.

e Query:

[NE (Pod@webapp#frontend-58b4d497c-5d19c)] has (
[Connection(
Pod@webapp#backend-54£4d65bb7-dps7q, 5000, TCP,

ingress )] )

e Query in Prolog:
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?7- np_ingress(dst_pod(’webapp’,
’backend-54f4d65bb7-dps7q’),
src(pod(’webapp’, ’frontend-58b4d497c¢-5d19c’)),
proto(’TCP’), port(’5000°), policy(_P)).

e Output: TRUE.

The NetworkPolicy named allow-backend-from-frontend defines this
exact rule: it selects Pods with the label app=backend and allows incom-
ing traffic on port TCP/5000 from Pods with the label app=frontend.
During the process of translating the cluster into a Prolog knowledge
base, this rule is converted into an np_ingress fact with the exact pa-
rameters specified in the query. Since the query asks for the existence
of this specific fact, and the fact is present, the verification succeeds.

Cardinality Queries

Query 8: Authorization Cardinality (Roles)

This query tests not just for existence, but for quantity against a threshold.
It asks whether the ServiceAccount sal is associated with “more than one”
role, checking for potentially excessive permissions or misconfigurations.

e Query:

[sa(sal@webapp)] list( Roles, has( +[ Role(x) 1)) > 1

e Query in Prolog:

7- subject_roles_rel(sa(’webapp’,’sal’), gt, 1).

The predicate subject_roles_rel/3 is designed to count the roles asso-
ciated with a subject and compare the count with a given value, using
a relational operator (here gt for “greater than”).

e Output: FALSE.

The result is negative. As seen in previous queries, the ServiceAccount
sal is solely associated with the pod-reader role. Therefore, sal has
exactly one role, and the condition “more than one” (> 1) is not met.
The query demonstrates the system’s ability to perform aggregations
and comparisons on the data, in addition to simple fact lookups.
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Cross-Domain Queries (RBAC and Network
Policy)

The following example demonstrates the system’s ability to answer complex
questions that span multiple policy domains, combining access and network
constraints into a single query.

Query 9: Dangerous Combinations

This represents a critical and complex security audit. The query is con-
structed to identify if two potentially dangerous conditions exist concurrently:
1) that the ServiceAccount sal has permission to execute commands inside
a pod (the create verb on the exec subresource), AND 2) that there is at
least one pod in the same namespace that is allowed to initiate a connection
to the outside world (egress to 0.0.0.0/0).

e Query:

[sa(sal@webapp)] has( [Permission( [create] ,
[Pod/exec@webapp#*])]) AND
+[NE (Pod@webapp#+*)] has( +[Connection(
0.0.0.0/0, *, *, egress)] )

¢ Query in Prolog:

7- subject_has_perm(sa(’webapp’,’sal’),’core/vl’,’Pod’
,’webapp’, _Any, ’exec’,’create’)

np_egress(src_pod(’webapp’, _P), dst(cidr(’0.0.0.0/0’)),
proto(_), port(_), policy(_)).

In Prolog, the comma , between two goals acts as a logical AND oper-
ator. Therefore, the query succeeds only if both conditions (the one on
permissions and the one on connectivity) are met.

e Output: FALSE.

The query fails because, although one of the two conditions is true,
they are not both true. Analyzing the two parts separately:

— RBAC Part (subject_has_perm(...)): This condition is FALSE.
The ServiceAccount sal is exclusively associated with the
pod-reader role, which only grants the get permission on Pods.
It absolutely does not have the authorization to perform a critical
operation like exec.

— Network Policy Part (np_egress(...)): This condition is TRUE.
As defined in the cluster configuration, the
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NetworkPolicy allow-frontend-egress explicitly allows the
frontend Pod to establish outgoing connections to external ad-
dresses.

Since the AND operator requires both conditions to be true, and the
RBAC condition is false, the entire query correctly fails. This demon-
strates the system’s ability to provide precise answers to questions that
correlate different security policies.

Manual Effort for Cross-Domain Verification

To fully appreciate the value of a cross-domain query like the previous one,
it is essential to consider the effort a system administrator or operator would
have to undertake to verify it manually. The manual process would require
the following steps, each susceptible to errors or omissions:

(a) RBAC Permission Check (Part 1: Finding Bindings):
e The operator would have to identify the ServiceAccount sal in
the webapp namespace.

e Next, they would have to search for all RoleBindings and
ClusterRoleBindings involving sal in the webapp namespace.

e For each binding found, they would have to identify the associated
Role or ClusterRole.
(b) RBAC Permission Check (Part 2: Analyzing Roles):
e For each role identified in the previous step, the operator would have
to examine the rules to determine the effective permissions.

e Specifically, they would have to check if the create verb on the
Pod/exec resource is granted. This requires detailed knowledge of
Kubernetes subresource semantics and verb mappings.

e In the case of aggregated ClusterRoles, the operator would have
to manually trace all ClusterRoles that contribute to the aggre-
gation, expand their permissions, and check if the verb create on
pods/exec is included.

e Finally, they would have to deduce whether sal has this permission.
(c) Network Connectivity Check (Part 1: Identifying Pods):
e The operator would have to identify all Pods in the webapp names-
pace that are potential sources of outgoing traffic.
e For each of these Pods, they would have to examine its labels to
understand which NetworkPolicies select it.
(d) Network Connectivity Check (Part 2: Analyzing NetworkPoli-
cies):
e For each Pod selected by one or more NetworkPolicies, the oper-
ator would have to analyze the egress rules of each policy.

e They would have to check if any of these rules allow traffic to the
destination 0.0.0.0/0 (any external) on any port or protocol.
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e If there are no egress NetworkPolicies selecting a given Pod, or if
no egress rule explicitly allows it, and the Pod is in an environment
with a default-deny policy (a common practice), the traffic would
be blocked. This requires an understanding of the default logic of
NetworkPolicies.

(e) Final Correlation:

e Only after completing all independent checks would the operator
have to mentally or manually combine the results of the two parts
(RBAC and Network Policy) for the ”AND” condition to answer the
original question.

This manual process is extremely laborious, prone to human error (especially
in complex configurations or with a large number of resources), requires deep
knowledge of the internal details of Kubernetes and its APIs, and is not
scalable. The proposed system automates the entire workflow, providing a
deterministic and justifiable answer in a fraction of the time of its manual
equivalent, drastically reducing the cognitive load on the operator.

7.2.3 Evaluation Time and Bottlenecks

The Proof of Concept exhibits low and stable latencies. The analysis is based
on a snapshot of the PoC’s demo environment (named webapp snapshot),
which consisted of 521 nodes and 520 edges in the dependency graph, includ-
ing 3 RBAC bindings, 4262 grants, and 3 Network Policy rules in total (1
ingress, 2 egress).

Graph construction from this cluster snapshot completes in approximately
272.66ms (inputs reading 0.67ms, backbone and bucket materialization 14.97ms,
RBAC integration 252.62ms, NetworkPolicy integration 4.40ms). The domi-
nant cost is the one-time serialization of the graph into the Prolog Knowledge
Base through fact assertion, which requires about 5894.07ms.

Once the Knowledge Base (KB) is populated, goal evaluation proceeds within
millisecond budgets. Table 7.3 reports the build-time breakdown. Table 7.4
summarizes indicative statistics for Prolog goal evaluation under warm con-
ditions, derived from the implemented queries executed against the fixed KB
representing the PoC snapshot. These queries were categorized as follows:

e RBAC predicate (verification): Queries checking a specific autho-
rization path (e.g., can user X perform action Y on resource Z?).

e RBAC function query (listing/counting): Queries listing or count-
ing related entities (e.g., which ServiceAccounts are bound to ClusterRole
Z7?).

e NetworkPolicy predicate (reachability): Queries verifying network
reachability between specific Pods (e.g., can Pod A reach Pod B on port
P?).
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e Cross-domain (RBAC & NP, single goal): A query combining
both authorization and connectivity in a single logical goal (e.g., can
ServiceAccount X successfully perform an action that requires network
connection to Pod B?). This measures the true cost of combined verifi-
cation.

These figures are intended primarily to illustrate the relative processing weights
within the Proof of Concept (PoC) dataset and its inherent simplifications.
In a complete, production grade implementation, the absolute runtimes will
certainly increase, but the asymmetric cost profile will remain constant. The
most resource intensive steps are the initial, one time construction of the typed
graph from the cluster snapshot and the subsequent translation of this graph
into the Prolog knowledge base. Once this foundational state is fully con-
structed and loaded, subsequent administrator queries are evaluated directly
against the fixed knowledge base. Consequently, each query only incurs the
minimal reasoning cost, which consistently falls within the sub millisecond
to low millisecond range. The initial setup latency is thus fully amortized
across many subsequent queries, and this cost is only incurred again when
the cluster snapshot is refreshed and the graph and knowledge base require
rebuilding.

Table 7.3. Indicative PoC timings and sizes (single run, webapp snapshot)

Stage (graph build) Time (ms)
Read inputs (resources, RBAC, NP) 0.67
Backbone kind buckets build 14.97
RBAC integration (binds, grants, aggregation) 252.62
NetworkPolicy normalization 4.40
Total (graph only) 272.66
Graph — Prolog KB (assert facts) 5894.07

Table 7.4. Indicative Prolog goal evaluation times (mean over warm
runs; PoC snapshot)

Query category Mean (ms)
RBAC predicate (verification) 0.65
RBAC function query (listing/counting) 0.59
NetworkPolicy predicate (reachability) 0.67
Cross-domain (RBAC & NP, single goal) 1.04
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Conclusions

This thesis successfully addresses the critical challenge of verifying complex,
fragmented security policies in Kubernetes. The opaque and non-deterministic
nature of combining policies across distinct domains, specifically authoriza-
tion (RBAC) and network connectivity (NetworkPolicy), forces opera-
tors into manual, error-prone verification. Our work resolves this complexity
by delivering a systematic and formally rigorous approach that transitions
security verification from reactive inspection to proactive, engineering-grade
assurance.

Our work achieved four fundamental objectives that together form a com-
prehensive verification framework. First, we enabled Cross-Domain Rea-
soning by unifying inherently heterogeneous policy sources (RBAC and Net-
workPolicy) into a single, coherent typed graph model, thereby eliminating
data silos and allowing for rigorous analysis of combined policy effects. Build-
ing on this, we met the objective of Grounding a Disciplined Model by
establishing this representation within a typed, extensible foundation that
can evolve to accommodate new policy families without compromising inter-
nal consistency. We then ensured Deterministic and Explicit Reasoning
by maintaining a strict focus on semantic explicitness, guaranteeing that the
reasoning engine produces reproducible and explainable results regardless of
policy changes. Finally, by designing and implementing a dedicated query
language that balances formal soundness with operational readability, we
succeeded in Exposing Verification Capabilities, enabling operators to
execute sophisticated, non-trivial verification tasks with precision. In sum-
mary, this research provides the necessary foundation for automating the
verification of Kubernetes security posture.

The proposed architecture meets these goals by unifying policy artifacts into
a single typed graph, which is then compiled into a Prolog knowledge
base for logic-based reasoning. The model accurately captures authoriza-
tion (RBAC bindings, grants) and connectivity (NetworkPolicy selection and
directional rules). Queries are expressed in a purpose-built language that
is readable, formally grounded, and compositional, covering boolean checks,
value computations, and counting constraints. This emphasis on clarity and
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deterministic evaluation ensures consistency: the same configuration yields
the same answer, and the query semantics are stable across scenarios.

The proof of concept (PoC) confirms the feasibility and practical value of the
approach. Using a realistic snapshot, we demonstrated that the computa-
tionally heavy work of graph construction and compilation is performed once
per snapshot (~ 6000 ms total), and the resulting state is then reused. Sub-
sequent query evaluation remains in the sub-millisecond to low-millisecond
range. This separation of one-time preparation and repeated, low-latency
evaluation is essential for continuous assurance workflows.

The query language itself is a central contribution. Its type system pre-
vents invalid combinations, guiding users to construct meaningful, auditable
verification expressions. This language serves as the public interface of the
methodology, allowing precise, repeatable cross-domain verification without
exposing low-level model details.

The scope of the results is bounded by two factors: the PoC validates the ar-
chitectural core exclusively on RBAC and NetworkPolicy, and the evaluation
considers only a subset of Kubernetes API groups/resources rather than full
API coverage. These constraints were chosen for clarity and determinism; the
positive evidence motivates extending both policy domains and API surface
in future work.

8.1 Future Work

The results achieved open several clear paths for future development, begin-
ning with the push for production-readiness and scalability. The immediate
priority is a complete, robust implementation, which will require building re-
liable ingestion pipelines to acquire configuration snapshots from live clusters
and Infrastructure-as-Code (IaC) repositories. To manage performance
at scale, continuous reconciliation must be implemented using mechanisms
that propagate deltas to the graph and knowledge base instead of trigger-
ing costly full rebuilds. Furthermore, the query language needs to be ex-
posed through secure, stable interfaces for seamless integration into CI/CD
pipelines and operational tooling. For large-scale environments, partitioning
the graph and knowledge base will be necessary to support parallel construc-
tion and distributed evaluation.

Beyond implementation, the formal model must be expanded to cover more
security dimensions. This involves integrating Attribute-Based Access
Control (ABAC) to support context-aware authorization decisions based
on subject or environment attributes. A crucial expansion is linking work-
load identity and namespaces to data handling paths by explicitly model-
ing pod-security constraints and memory/volume access. Volume access, in-
cluding both ephemeral and persistent volumes managed through CSI, must
be carefully reconciled with storage backends. At the application layer, in-
tegrating service-mesh and Layer-7 policies (e.g., Istio) with the existing
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transport-layer connectivity view will provide continuity from Layer 3 to ap-
plication flows. Finally, for hybrid environments, defining explicit mappings
between Kubernetes identities and cloud TAM roles is essential to enable
cross-boundary verification.

Advanced reasoning should focus on enabling proactive simulation capabil-
ities. This means implementing “what-if” queries, or Counterfactual
Analysis, that simulate the impact of proposed policy changes (e.g., re-
moving a binding or tightening a network rule) before deployment, thereby
transforming the system into a policy simulator. Extending the query lan-
guage to naturally map representative queries to industry compliance controls
will also enable continuous auditing and reporting.

Closing Remarks

This work demonstrates that a unified, logic-based approach can success-
fully transform policy verification in Kubernetes into a coherent, determinis-
tic workflow. By providing a formally sound model, a precise language, and a
validated pipeline, the thesis proves that complex, cross-domain security ques-
tions can be answered systematically. The architectural principles are highly
generalizable, providing a clear and disciplined path to incorporate future
policy families while maintaining semantic clarity and deterministic results,
establishing a practical foundation for continuous assurance in cloud-native
security.
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