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Abstract

This thesis addresses the critical challenge of adopting an optimal security posture in an
increasingly complex threat environment. As organizations face sophisticated cyber threats
across evolving technology landscapes, security practitioners require systematic approaches
for prioritizing defensive measures and selecting appropriate security mechanisms beyond
manual selection methods. To address this gap, this research introduces an innovative
framework that leverages the MITRE D3FEND ontology and MITRE ATT&CK framework
to provide recommendations and guidance to improve security posture against a given
threat landscape.

Through case studies focused on ransomware and cloud-native infrastructures, the re-
search demonstrates that the framework effectively identifies prioritized defensive measures
between distinct attack vectors while maintaining defensive coverage across the threat spec-
trum. Comparative analysis confirms the ability of the system to adapt recommendations
based on unique scenario characteristics while maintaining coverage of foundational security
controls. Overall, this work represents an advancement in threat-informed defense planning
for organizations facing evolving cyber threats in increasingly complex environments.
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Chapter 1

Introduction

1.1 Context

The landscape of cyber threats has changed dramatically during the previous two decades.
Threat actors are now coordinating complex operations with strategic goals, rather than
relying on opportunistic strikes. Nation-state actors, professional cybercriminals, and
advanced persistent threats (APTs) use complex multistage attack sequences to circumvent
security measures. Concurrently, the modern IT systems landscape is increasingly diverse
and widespread, including on-premise hardware, cloud services, containerized applications
and mobile devices. The larger attack surface gives adversaries several access points,
hindering the implementation of comprehensive protection systems. In this challenging
environment, security professionals want systematic approaches to:

• Understand their organization’s threat landscape;

• Identify the most effective defensive strategies for certain threats;

• Prioritize security investments based on their potential impact;

• Provide comprehensive defensive coverage throughout the attack lifecycle.

To address these demands, standardized frameworks such as MITRE ATT&CK and
MITRE D3FEND have been developed. ATT&CK provides a detailed taxonomy of adver-
sarial techniques, while D3FEND catalogues countermeasures and mitigation strategies.
These frameworks facilitate standardized threat modeling and structured defensive plan-
ning. However, navigating and using these large and detailed datasets can be overwhelming,
especially in resource constrained or rapidly evolving environments.
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Introduction

To address these challenges, security professionals can leverage Decision Support Systems
(DSS) as strategic tools to bridge the gap between theoretical knowledge and practical
implementation. These systems process and interpret large volumes of data to generate
actionable insights, enabling organizations to make informed and timely decisions. In the
cybersecurity context, DSS can integrate data from threat intelligence feeds and intelligence
frameworks, such as MITRE ATT&CK and MITRE D3FEND. In this way, the system
can generate tailored reports onoperationally feasible defensive recommendations.

1.2 Research objectives

This thesis bridges the gap between comprehensive security frameworks and their actual
implementation by creating a DSS that provide a prioritized list of defensive measures.
In particular, the system leverages the MITRE D3FEND framework, which represents
the knowledge graph of cybersecurity countermeasures, and applies a mask-based filtering
mechanism to navigate and rank the D3FEND ontology. Each mask represents a dimension
of analysis (e.g. asset criticality, cyber threat intelligence feeds, cyber attacks descriptions)
and it is defined by a scoring logic, used to evaluates each defensive technique based on
its relevance to the dimension represented by the mask. These masks are implemented as
configurable JSON files, encapsulating the logic behind the dimension of analysis, and are
consumed by the DSS. This approach allows to define multiple masks independently and
later aggregate them using a weighted sum model to produce a comprehensive ranking of
defensive measures. This modularity gives security professionals flexibility in tailoring the
prioritization logic to the unique operational and business context of their organization.

The key research objectives are listed below:

1. Bridging the gap between threat intelligence and actionable defensive
recommendations Establish a methodology to convert Cyber Threat Intelligence
(CTI), contextual information, and asset specific data into structured and prioritized
defensive actions, allowing organizations to move beyond mere descriptive intelligence
toward actionable and context-driven defense strategies.

2. Designing a modular Decision Support System to prioritize defensive
actions in diverse analytical dimensions Implement a DSS capable of evaluating
defensive techniques using multiple heterogeneous criteria, such as asset criticality,
threat actors tactics and architectural constraints, through independently defined
scoring masks. The system should aggregate these criteria via configurable weighted
combinations to produce transparent and justifiable prioritization outcomes.

3. Supporting automation and integration into existing security operations
workflows Develop the DSS using containerization (Docker) and API-based archi-
tecture to facilitate seamless integration with existing security tools, including SIEM
and SOAR platforms. This enables the DSS to function as a real-time back-end
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component, providing automated, context-specific recommendations triggered by
alerts or threat intelligence input.

4. Establishing a prototype of a cybersecurity specific recommender system
Position the DSS as a foundational tool for a cybersecurity specific mitigation
recommender system. Unlike generic decision support solutions, the proposed system
should deliver prioritized mitigation strategies tailored to operational contexts and
adaptable to evolving threat landscapes, improving the efficiency and precision of
incident responses.

1.3 Thesis structure

The remainder of this thesis is organized as follows:

• Chapter 2: Background explores the evolution of the cyber threat landscape,
examining the increasing sophistication of attacks, the emergence of specialized threat
actors and specific challenges in cloud computing environments. It also introduces key
frameworks for threat analysis and response, including MITRE ATT&CK, MITRE
D3FEND and the Unified Kill Chain. The chapter concludes with an overview of
microservice architecture and introduces the Google Cloud Online Boutique as a
reference architecture for security analysis.

• Chapter 3: Problem Statement identifies and elaborates the critical gaps currently
hindering effective cyber defense practices, including the lack of structured and
contextualized remediation sharing, limited automation in incident response, absence
of cybersecurity specific recommender systems, and the disconnect between predictive
threat modeling and actionable real-time mitigation.

• Chapter 4: Implementation presents the architecture, implementation and op-
erational capabilities of the D3FEND decision support system. It details the mask-
based filtering approach and explains how these multiple evaluation dimensions
are integrated to produce comprehensive defensive recommendations and includes
implementation details of the scoring logic for each mask type.

• Chapter 5: Results and Validation demonstrates the practical application of
the system through multiple real world use cases. The first case study focuses
on ransomware defense, with detailed threat actor profiles analyzing their TTPs
and developing targeted defensive strategies. The second case study examines
attack scenarios in the context of the Google Cloud Online Boutique microservices
application, including API gateway compromise and container registry supply chain
attacks. These case studies validate the effectiveness of the approach and illustrate
how it can be applied to diverse threat contexts.
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• Chapter 6: Conclusions summarize the contributions of the research, discuss its
limitations, and outline directions for the future development and enhancement of
the D3FEND decision support system.
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Chapter 2

Background

This chapter outlines the essential concepts, methodologies and frameworks necessary
for understanding the dynamic cybersecurity landscape and the environment in which
contemporary defense mechanisms function. The analysis focuses on the growing complexity
of cyber attacks, the rise of specialized threat actors and the distinct challenges posed
by cloud computing environments. The analysis includes established security frameworks
that inform effective defense strategies and presents a real-world microservice architecture,
which will underpin practical implementation in the following chapters.

2.1 The modern cyber threat landscape

The cybersecurity landscape has significantly evolved over the past decade, marked by a
rise in both the number and complexity of cyber attacks. The environment once defined by
individual hackers has evolved into a multifaceted ecosystem including specialized threat
actors, each driven by distinct interests and purposes. [1]. This evolution has progressed
along a certain trajectory, shifting from opportunistic and relatively simplistic attacks
to meticulously orchestrated operations that utilize sophisticated techniques aimed at
circumventing traditional security protocols. [2].

The escalating complexity of these attacks is marked by several significant advancements.
For instance, fileless malware has achieved considerable prominence, residing solely in
memory and posing difficulties for security protocols dependent on disk signatures and
static analysis [3]. Moreover, adversaries now routinely “live off the land”, using established
administration tools, such as PowerShell, WMI, PsExec, and others that are seamlessly
integrating malicious actions with routine operations, hence complicating detection efforts
[4]. The software supply chain has emerged as a crucial avenue for penetration; by
penetrating a trusted vendor, an attacker can concurrently target numerous downstream
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victims, as demonstrated by attacks like SolarWinds and 3CX [5]. Finally, contemporary
malware families employ advanced evasion strategies, such as polymorphic code, sandbox
evasion and machine learning based behavior modulation to surpass behavioral analytics and
endpoint detection systems [6]. These techniques have evolved beyond their conventional
link to Advanced Persistent Threats (APT) groups and they are increasingly commercialized
and available as off-the-shelf solutions for ransomware collectives and other profit oriented
organizations[7].

The technical intricacy of these attacks is exacerbated by the growing professionalization
of cybercrime, resulting in the formation of specialized positions inside criminal enterprises.
This encompasses vulnerability researchers detecting exploitable flaws, developers creating
tools to weaponize these vulnerabilities and money launderers transforming criminal gains
into valuable assets [8].

2.1.1 Threat actors categories

The contemporary threat landscape encompasses a variety of adversaries, each possessing
unique objectives and levels of technological expertise. Comprehending these threat actors
is crucial for formulating effective defensive strategies and establishing the cybersecurity
frameworks that will be examined later in this chapter.

Figure 2.1: Summary of threat actors categories

Nation-state actors

Nation-state threat actors represent the highest level of sophistication among cyber
adversaries, often employing great technological capabilities and a strategic approach
characterized by notable patience. These entities frequently utilize strategies associated
with Advanced Persistent Threats (APT), such as pursuing geopolitical objectives, like
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strategic information acquisition or intellectual property theft, rather than financial gain [9].
To achieve these goals, proficient operators often utilize zero-day vulnerabilities that remain
unrecognized by manufacturers, providing them with illicit access to target systems before
patches are issued [2]. Their operating procedures are underpinned by stringent security
standards, including tiered command-and-control (C2) systems and misinformation tactics
designed to obfuscate attribution efforts. Ultimately, the most sophisticated campaigns
depend on custom toolchains, that are malware and exploitation frameworks precisely
designed for the specific operating systems and security protocols found in the target
environment that highlights the significant research and development resources available
to state sponsored organizations [10]. Government institutions, essential infrastructure
and businesses with significant intellectual property assets often draw the interest of
nation-state actors in their cyber operations. Notable threat actor groups comprise APT28
(Fancy Bear), linked to Russian military intelligence; APT41, related with Chinese state
interests; and the Lazarus Group, connected to North Korea [11].

Cybercriminal organizations

Unlike nation-state actors, cybercriminal groups predominantly function with financial
incentives, employing advanced business models that have markedly progressed in recent
years, such as the Ransomware-as-a-Service (RaaS) economy, where platform developers
supply turnkey encryption kits and negotiation portals to a vast affiliate network, lowering
the technical barrier to entry while retaining a share of each ransom payment [1]. To
maximise pressure, affiliates increasingly pair encryption with the theft, alongside the
threatened public disclosure of sensitive data, creating a double or triple extortion model
[12]. This activity is sustained by a mature underground supply chain, based on initial
access brokers that monetise footholds in corporate networks, hosting providers that shield
criminal infrastructure from takedowns and cryptocurrency mixers the launder the proceeds
[8].

Given the relevance of such groups in the current cyber threat landscapes, a specific
deep dive on this threat actor category will be conducted as part of the validation process
in Chapter 5.

Hacktivists and ideologically motivated actors

Hacktivists conduct operations motivated by political agendas or social objectives, valuing
these aims above financial profit or strategic national interests. Their efforts often center
on three fundamental actions. Firstly, high volume Distributed Denial of Service (DDoS)
tactics are particularly consequential as they aim to disrupt news organizations or govern-
ment websites, eventually amplifying their political message. A secondary aspect involves
the defacement of publicly accessible websites, which includes modifying home pages or
embedding banners that advocate for the attackers’ agenda. Ultimately, groups such as
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SiegedSec or Anonymous Sudan regularly disseminate compromised databases or email
archives to undermine adversaries and provoke public outrage. Historically, hacktivists
have been regarded as having inferior technical skills compared to nation-state actors
or organized cybercriminal organizations. However, their capabilities have significantly
improved due to the availability of offensive tools and collaborations with businesses that
have sophisticated technical expertise [13].

2.2 Cloud computing security challenges

The transition of computing resources and applications to cloud environments has signifi-
cantly altered the security landscape, presenting new attack surfaces and various security
considerations. This section analyzes the distinct security challenges presented by cloud
computing, focusing specifically on the ramifications for defensive strategies and their
implementation.

Cloud computing presents unique security challenges that are markedly different from
those found in traditional on-premises environments. These challenges primarily arise
from the shared infrastructure model and the use of virtualized resources[14]. Various
characteristics make cloud platforms particularly appealing to various threat actors. The
multi-tenant architecture of hyperscale infrastructure implies that a failure in isolation
mechanisms can potentially compromise multiple customers simultaneously [15]. Secondly,
cloud management is conducted through highly permissioned Application Programming
Interfaces (API), thus any compromise of this control plane provides adversaries with
unparalleled access [16]. Third, cloud resources demonstrate a fundamentally transient
nature, given that new instances can be provisioned and decommissioned in mere seconds,
which challenges the concept of a stable perimeter and complicates asset management
[17]. In this context, identity serves as the fundamental security boundary, making
credential theft and privilege escalation especially significant [9] [18]. These challenges are
further intensified by the rapid pace of cloud service evolution and the technical breadth
required to secure diverse services, which encompass Infrastructure-as-a-Service (IaaS),
Platform-as-a-Service (PaaS), and Software-as-a-Service (SaaS).

A core principle in cloud security is the shared responsibility model, which clearly
defines the security responsibilities assigned to both cloud service providers and their
clients. This model creates several security implications, given that while cloud providers
secure the hardware and core networking stacks, customers retain responsibility for data
and workload configuration[19]. Indeed, in many cases security professionals struggle with
limited observability below the virtualisation layer, complicating incident response and
root-cause analysis [20]. Moreover, organisations must also architect controls within the
constraints of the provider’s managed services, occasionally accepting security tradeoffs [21].
Finally, grey zones in the shared-responsibility foster accountability gaps. Therefore, this
model needs a re-assessment of security strategies and the development of cloud specific
defense mechanisms adapted to the unique characteristics of distributed environments.

8



Background

Figure 2.2: Representation of the cloud shared responsibility model

2.3 Cybersecurity reference frameworks

As the complexity and sophistication of cyber threats continue to increase, security
professionals have developed structured frameworks to systematize the understanding
of adversary behavior and defensive capabilities. These frameworks provide a common
language for describing threats and defenses, enabling more effective communication,
analysis, and response planning. This section examines three key frameworks that have
gained significant adoption in the security community and will be widely leveraged in
the following chapters by the proposed DSS of the research: MITRE ATT&CK, MITRE
D3FEND and the Unified Kill Chain.

2.3.1 MITRE ATT&CK Framework

The MITRE Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK) frame-
work represents a groundbreaking approach to cybersecurity that has fundamentally
transformed how security professionals understand and defend against cyber threats. De-
veloped by the MITRE Corporation as a response to the increasingly sophisticated threat
landscape, ATT&CK has evolved from a research project into the standard for threat
modeling and security operations worldwide. Unlike theoretical or hypothetical security
models, ATT&CK is distinguished by its empirical foundation, where every tactic and
technique documented in the framework has been observed in actual cyber attacks, making
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it an evidence based resource that reflects the reality of modern threats rather than abstract
possibilities [22].

At its core, ATT&CK employs a sophisticated hierarchical structure that captures
the complexity of adversary behavior across multiple dimensions and levels of granularity.
The framework’s architecture begins with tactical categories that represent the strategic
objectives behind adversary actions, which include:

• Initial Access: encompasses methods adversaries use to gain an initial foothold
within a network;

• Execution: covers techniques that run adversary controlled code;

• Persistence: includes methods to maintain access despite system restarts or creden-
tial changes;

• Privilege Escalation: encompasses techniques for gaining higher level permissions;

• Defense Evasion: encompasses techniques for avoiding detection;

• Credential Access: includes techniques for stealing account names and passwords;

• Discovery: includes techniques for understanding the environment;

• Lateral Movement: covers techniques for moving through the network;

• Collection: encompasses techniques to collect sensitive data;

• Command and Control: includes techniques for communicating with compromised
systems;

• Exfiltration: covers techniques to exfiltrate stolen information;

• Impact: representing techniques that manipulate or destroy systems and data.

Beneath this tactical layer lies a comprehensive classification of procedures that specify
the exact strategies utilized by threat actors to attain their tactical objectives. These
techniques clarify the operational mechanisms of cyber attacks, offering detailed insights
into the methods employed by threat actors. By connecting abstract techniques to their
manifestations in actual campaigns, ATT&CK creates a powerful bridge between theoretical
security concepts and operational reality. This connection to real world attacks grounds
security operations in empirical evidence, allowing organizations to focus their defensive
resources on countering techniques that adversaries actively employ rather than theoretical
vulnerabilities. Over the years, the ATT&CK framework has transcended its origins as a
mere knowledge base to become an operational cornerstone that permeates virtually every
aspect of modern security operations. Its widespread adoption across the cybersecurity
community has established it as a universal language that bridges traditionally siloed

10



Background

security functions, thus enabling unprecedented levels of collaboration and operational
efficiency.

In the realm of threat intelligence, ATT&CK has revolutionized how organizations
process and operationalize information about emerging threats. Intelligence analysts now
routinely annotate their findings with ATT&CK technique identifiers, transforming what
were once narrative descriptions into structured, machine readable data points that can
be systematically tracked and incorporated into defensive systems. This standardization
enables security teams to rapidly assess the significance of new threat intelligence by
placing it within the familiar context of the ATT&CK matrix, immediately highlighting its
relationship to known adversary behaviors and existing defensive capabilities. Moreover,
for detection engineering teams, ATT&CK provides an invaluable framework for assessing
and enhancing security monitoring capabilities.

By mapping existing detection rules and sensors to specific ATT&CK techniques,
organizations can conduct comprehensive coverage analyses that reveal critical gaps in
their monitoring infrastructure. This approach allows detection engineers to prioritize
their efforts based on objective gaps in coverage rather than subjective assessments. The
framework’s granular technique descriptions also serve as detailed blueprints for developing
new detection rules, ensuring that monitoring systems are calibrated to identify the
specific behaviors that characterize modern attacks [23]. Particularly, in the domain of
adversary emulation and red team operations, ATT&CK has fundamentally altered how
organizations test their defensive capabilities. Rather than conducting generic penetration
tests or arbitrary attack simulations, red teams now design targeted scenarios that precisely
replicate the tactics and techniques employed by relevant threat actors and therefore
providing a much more accurate insight of an organization’s security posture. Furthermore,
security architects have similarly embraced ATT&CK as a foundational element in designing
defensive ecosystems. By analyzing which techniques are most commonly employed against
their industry sector, architects can prioritize defensive investments to address the most
relevant threats. This approach ensures that security resources are allocated efficiently,
focusing on mitigating the specific techniques that pose the greatest risk rather than
implementing generic security controls.

2.3.2 MITRE D3FEND Framework

The ATT&CK framework has greatly improved the understanding of adversary behavior,
yet it primarily emphasizes the offensive dimension of cybersecurity, resulting in a relative
neglect of the defensive part. For such a reason, MITRE introduced the D3FEND framework
in 2021, which functions as a rational extension of ATT&CK. This groundbreaking defensive
paradigm represents a fundamental change in the way businesses implement and evaluate
their security controls [24]. Although ATT&CK clarifies the specifics of cyber attacks,
D3FEND delivers essential insights into the methodologies of cybersecurity by forming an
extensive connection between offensive strategies and the respective defensive measures
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aimed at counteracting them.

Figure 2.3: Bridge between ATT&CK and D3FEND complementary frameworks

The development of D3FEND stemmed from the essential realization that proficient
defense requires not just an understanding of opponent behavior, but also a systematic
way to link defensive approaches with the offensive strategies they aim to counter. This
recognition underscores a notable shortcoming in the cybersecurity sector, where defensive
measures have historically been implemented ad hoc, without a standardized classification
system or a clear understanding of their relationship with specific risks. Moreover, unlike
the straightforward matrix structure of ATT&CK, D3FEND employs a sophisticated
knowledge graph architecture, which is a complex ontology that illustrates the intricate
relationships among offensive techniques, defensive techniques, and the digital artifacts
they target or protect. This ontological framework allows D3FEND to include not just
different defensive tactics but also their complex interconnections and dependencies, thus
providing a more sophisticated and comprehensive view of the defensive environment than
a simpler taxonomic structure could offer [24].

At the heart of the D3FEND framework lies its organization of defensive techniques
into seven functional tactics that represent distinct strategic approaches to cybersecurity,
as follows:

• Model: encompasses techniques focused on applying security engineering, vulnera-
bility, threat, and risk analyses to digital systems;

• Harden: encompasses techniques focused on proactively reducing the attack surface
and strengthening the security posture of systems and networks;

• Detect: represents the framework’s approach to identifying malicious or anomalous
activity within an environment;

• Isolate: focuses on techniques that separate systems, networks or components to
contain threats and limit their impact once they have been detected;
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• Deceive: represents an innovative approach to defense that actively misleads adver-
saries rather than simply blocking them;

• Evict: encompasses techniques focused on removing adversary presence from systems
and networks once they have been detected;

• Restore: encompasses techniques focused on returning the system to a better state.

Figure 2.4: D3FEND core knowledge model

What truly distinguishes D3FEND from previous defensive frameworks is its explicit
mapping between each defensive technique and the specific ATT&CK techniques it can
counter. This mapping creates a comprehensive bridge between offensive and defensive
methodologies, allowing organizations to select defensive measures based on a clear un-
derstanding of their effectiveness against relevant threats. Based on this, the D3FEND
paradigm has fundamentally transformed how organizations develop their defensive tactics,
providing a systematic methodology that elevates cybersecurity from a reactive position to
a proactive and intelligence driven defense mechanism.

The practical impact of D3FEND is considerable due to its ability to integrate the
previously segregated domains of threat intelligence and security engineering. Before the
introduction of D3FEND, companies often encountered difficulties translating intelligence
from adversary techniques into precise defensive strategies. When threat intelligence
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reports identified specific ATT&CK approaches employed by threat actors within their
sector, security teams lacked a uniform approach to evaluate which defensive strategies
would most effectively mitigate those techniques. D3FEND tackles this issue by delineating
a distinct relationship between offensive and defensive methodologies. When intelligence
analysts recognize ATT&CK techniques utilized by threat actors in the wild, security
teams can quickly consult the D3FEND knowledge library to acquire a comprehensive list
of defensive techniques designed to counteract such offensive strategies. This capability
enables rapid and accurate defensive measures against emerging threats, allowing businesses
to adapt their security posture in response to the development of threat intelligence.

Furthermore, D3FEND transcends the reactive threat response by providing a sophisti-
cated approach to defensive gap analysis, fundamentally transforming how organizations
assess and enhance their security architecture. By connecting existing security measures
with D3FEND procedures and subsequently assessing which ATT&CK approaches remain
inadequately addressed, security teams can accurately identify critical gaps in their defense
plans. This systematic approach ensures an effective distribution of defensive resources,
prioritizing the establishment of controls that address actual deficiencies rather than just
duplicate current capabilities. The comprehensive architecture of the framework ensures
that firms assess the full spectrum of defensive strategies, often highlighting advanced
techniques, such as deception technologies, that may be overlooked in traditional security
planning. The ontological framework of D3FEND provides significant insights into the
complex interrelations among many defensive approaches, enabling security architects to
examine defensive dependencies and potential conflicts in previously unattainable manners.
D3FEND helps security teams understand the interplay of different controls within their
environment by modeling the links between defensive techniques and the digital artifacts
they protect or manage. This understanding is crucial for implementing complementary
measures that operate harmoniously, removing redundancies that waste resources and
preventing conflicts that may result in security vulnerabilities or operational difficulties.

2.3.3 Unified Kill Chain

Both ATT&CK and D3FEND frameworks address specific aspects of cybersecurity, focusing
on adversary behavior and defensive strategies, respectively. Conversely, the Unified Kill
Chain (UKC) addresses a different but equally crucial facet, that is the temporal evolution
of cyber attacks. Developed by Paul Pols and the Unified Kill Chain Community in 2017
and continually refined, the UKC is a sophisticated evolution of earlier sequential attack
models, notably the Lockheed Martin Cyber Kill Chain [25]. The UKC distinguishes
itself from previous models through its extensive integration of diverse attack frameworks,
culminating in a holistic model that embodies the complex nature of modern cyber threats.
It maintains an approachable and phase oriented framework that security professionals
may readily apply in real world scenarios.

The UKC was developed to address the shortcomings of current attack models, which
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frequently do not adequately represent the iterative and nonlinear characteristics of
advanced persistent threats. Indeed, MITRE ATT&CK framework effectively documents
the various tactical approaches utilized by adversaries, intentionally avoiding enforcing
a sequential structure and instead prioritizing the categorization of techniques based on
their tactical objectives. Although beneficial in comprehending the range of adversary
capabilities, this methodology offers restricted insight into the typical interconnections of
these techniques within real world attack campaigns. The UKC effectively tackles this gap
by explicitly modeling the typical progression of advanced cyber attacks. This approach
equips security teams with a roadmap that clarifies not only the actions of adversaries but
also the timing and sequence of those actions.

The architectural design of the UKC showcases a sophisticated multilayered structure
that effectively balances thoroughness with usability. The framework fundamentally
outlines 18 specific phases that together cover the entire lifecycle of advanced cyber
attacks. The phases are systematically organized into three primary metaphases, that are
Initial Foothold, Network Propagation, and Action on Objectives, illustrating the strategic
evolution of an attack from initial compromise to the attainment of its ultimate objectives.

Figure 2.5: Attack phases of the Unified Kill Chain

The Initial Foothold metaphases delineate the essential preliminary stages in which
adversaries secure their foothold within a target environment. The process initiates with
Reconnaissance, during which attackers collect intelligence on potential targets using
techniques that range from passive OSINT collection to active scanning methods. The
process advances through Weaponization, where adversaries develop their attack tools and
infrastructure; Delivery, which includes the various techniques used to convey malicious
payloads to targets; and Social Engineering, that employs psychological manipulation to
force individuals into actions that compromise security. The sequence advances through
Exploitation, where technical vulnerabilities are utilized to execute malicious code; Persis-
tence, which guarantees ongoing access despite system reboots or credential alterations;
Defense Evasion, which helps attackers to evade detection; and ultimately Command &
Control, establishing the communication pathways through which adversaries will manage
compromised systems[25].
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After gaining initial access to the environment, attackers move into the Network Propa-
gation phase, expanding their reach and maneuvering towards critical assets. This phase
begins with Pivoting, where compromised systems are leveraged as launch points for subse-
quent attacks; Discovery, which involves mapping the internal network to pinpoint valuable
targets; and Privilege Escalation, in which higher-level permissions are obtained.The
sequence advances through Execution, when further malicious code is executed on compro-
mised systems; Credential Access, involving the theft of authentication credentials; and
Lateral Movement, which employs these stolen credentials to access further systems inside
the network[25]. The final meta-phase, Action on Objectives, is the culmination of the
attack, during which opponents achieve their principal goals. This includes Collection, the
act of acquiring valuable data from compromised systems; Exfiltration, the transfer of this
data beyond the victim’s network; Impact, which denotes the infliction of damage through
methods such as encryption or destruction; and finally Objectives, the strategic aims that
prompted the attack, whether for financial gain, espionage, or disruption[25].

The UKC’s most significant application is its capacity for predictive defense, allowing for
the anticipation of adversary movements prior to their occurrence. Conventional reactive
security strategies frequently view each malicious action as a standalone incident, addressing
indicators of compromise as they emerge without taking into account their context within
a larger attack sequence. The UKC fundamentally transforms this framework by placing
individual security events within the larger scope of an attack campaign. When security
teams detect activities associated with the initial stages of UKC, such as reconnaissance or
early exploitation, they can utilize the framework to anticipate possible follow-up actions
and implement proactive countermeasures. For example, recognizing successful exploitation
could initiate increased surveillance for persistence mechanisms, while detecting lateral
movement might necessitate immediate credential rotation to avert further spread. This
proactive methodology transitions security operations from a constant reactive stance to
a more strategic framework that preemptively thwarts attacks before they achieve their
goals.

Additionally, the UKC offers a crucial framework for comprehensive detection engineer-
ing that encompasses the entire attack lifecycle. Numerous organizations face challenges
related to detection gaps, which enables threat actors to advance without detection,
ultimately reaching stages where their actions become more apparent but increasingly
challenging to manage. By systematically mapping detection capabilities to each phase
of the UKC, security teams can effectively identify and address these blind spots. The
framework directs the creation of a multi-tiered detection strategy that integrates various
data sources and analytical methods suitable for each stage, ranging from network traffic
analysis for command and control detection to user behavior analytics for pinpointing
unusual lateral movement.

The UKC’s emphasis on the sequential nature of attacks complements the technique
oriented focus of ATT&CK and the defensive capabilities mapped in D3FEND framkeworks,
providing a comprehensive view of the interplay between offensive operations and defensive
countermeasures.
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2.4 Real world use case: microservice architecture

2.4.1 Microservices: architectural concepts and characteristics

The microservice architecture represents a significant evolution in software design that
has fundamentally altered the processes of developing and securing modern applications.
They represent a native cloud architecture strategy in which a single application is broken
down into several smaller components or services that can be independently deployed
[26]. This architectural style was developed as a solution to the constraints of monolithic
architectures, especially in contexts that require scalability and resilience, which are traits
that are becoming increasingly vital in the current digital environment.

Figure 2.6: Representation of microservices architecture

The fundamental principles defining microservice architecture encompass not merely the
nuances of technical execution, but extend to broader architectural and organizational ide-
ologies as well. Indeed, every microservice in this architecture possesses a range of defining
characteristics that together enhance the overall value proposition of the architecture. More-
over, microservices uphold rigorous service boundaries, embodying what domain-driven
design identifies as bounded contexts, which are distinctly defined functional domains with
well-defined interfaces for external interactions [26]. This boundary enforcement guarantees
that services concentrate on distinct business capabilities, enabling a clearer allocation
of responsibilities and minimizing cross service dependencies. In addition, microservices
demonstrate technological diversity, as each service operates with its own comprehensive
technology stack, which includes databases and data management models. This feature
allows development teams to choose the most suitable technologies for particular func-
tional requirements instead of being limited by overarching technology choices across the
application. This flexibility has gained significant importance as specialized technologies
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develop for various computational domains, ranging from high throughput transaction pro-
cessing to intricate analytical operations [26]. Microservices utilize advanced inter-service
communication patterns, often employing a mix of synchronous protocols (such as REST
or gRPC) and asynchronous methods (such as event streaming and message brokers). The
communication patterns established here facilitate the interaction among services while
preserving their autonomy, resulting in resilient systems capable of effectively managing
partial failures, which represents an essential factor in distributed environments[27]. The
organizational implications of the microservice architecture hold considerable importance,
given that this architecture seamlessly integrates with contemporary DevOps methodologies
and cross-functional team frameworks, allowing small teams to assume responsibility for
particular services. This alignment enables organizational capacity to enhance development
capabilities by integrating teams that can operate autonomously without generating the
corresponding coordination overhead[28].

Despite these advantages, the microservice architecture introduces significant com-
plexity in several dimensions. The distributed nature of these systems creates challenges
in maintaining data consistency, managing distributed transactions, and ensuring com-
prehensive observability across service boundaries. Security considerations become more
nuanced, with inter-service communication channels creating potential attack vectors and
authentication/authorization requirements becoming more complex.

2.4.2 Google Cloud Online Boutique: A comprehensive microser-
vices implementation

The Online Boutique application, developed and maintained by Google Cloud Platform
as part of their microservices demonstration portfolio, represents an exemplary imple-
mentation of microservices architecture principles in a realistic e-commerce context. This
reference architecture serves as a valuable research platform for security analysis due to its
comprehensive implementation of modern microservices patterns and its reflection of real
world architectural challenges [29].

Unlike simplified demonstration applications that often fail to capture the intricacies of
enterprise systems, Online Boutique implements a sophisticated architecture comprising 11
distinct microservices that interact through well defined interfaces to deliver a complete
shopping experience. These services are implemented using various programming languages
and frameworks, reflecting the characteristic of technological heterogeneity of enterprise
microservices environments. According to Google Cloud documentation, this polyglot
implementation was specifically designed to demonstrate how different technology stacks
can coexist within a unified application architecture, enabling optimal technology selection
for each service’s specific requirements [29].

The core microservices within the Online Boutique architecture implement a compre-
hensive e-commerce workflow, from product discovery to order fulfillment. The front-end
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service functions as an API gateway and user interface, providing a unified entry point
for external traffic while abstracting the complexity of the underlying service architecture.
This service implements the Backend-for-Frontend (BFF) pattern, tailoring the API layer
to the specific requirements of the web interface. Behind this front-end, a constellation of
specialized services implements the application’s core business capabilities. The product
catalog service provides product information and pricing, implemented in Go languange for
optimal performance in read-heavy operations. The recommendation service, implemented
in Python to leverage machine learning libraries, analyzes user behavior to generate person-
alized product suggestions. The cart service maintains user shopping session state, utilizing
a Redis database for high performance state management. Additional services handle
specific aspects of the e-commerce workflow, including currency conversion, shipping calcu-
lation, payment processing, checkout orchestration, email notification, and advertisement
serving [29].

Figure 2.7: Architecture diagram of the Online Boutique microservice application

The communication architecture of the Online Boutique exemplifies modern microser-
vices integration patterns. Services primarily communicate using gRPC, a high-performance
Remote Procedure Call (RPC) framework that provides efficient binary serialization and
built-in support for authentication and load balancing. This communication choice reflects
the industry trend toward more structured, contract based service integration patterns
that provide better performance and stronger type safety compared to traditional REST
approaches [29]. Moreover, the online boutique deployment architecture leverages con-
tainerization and orchestration technologies that have become standard in microservice
environments. As a matter of facts, each service is containerized using Docker, providing
consistent operational environments across development and production. These contain-
ers are orchestrated using Kubernetes, enabling sophisticated deployment strategies and
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automated scaling. The architecture also supports integration with service mesh tech-
nologies, particularly Istio, which provides advanced traffic management and observability
throughout the service landscape [29].

From an operational perspective, Online Boutique implements comprehensive observ-
ability practices, with integrated support for distributed tracing through OpenTelemetry,
metrics collection through Prometheus, and log aggregation. These observability capabili-
ties are essential in microservice environments, where traditional debugging approaches
become ineffective due to the distributed nature of request processing. The architecture
also includes a load generator component that simulates realistic user traffic patterns,
allowing performance testing and security analysis under conditions that approximate
production workloads [29]. The infrastructure architecture of Online Boutique is designed
for cloud-native deployment, with support for various cloud providers and deployment
models. Although primarily demonstrated in Google Kubernetes Engine (GKE), the
application is intentionally designed to be cloud-agnostic, with documented deployment
procedures for other Kubernetes environments including Amazon EKS, Microsoft AKS,
and on-premises Kubernetes clusters. This flexibility in deployment reflects the reality of
enterprise environments, where applications often need to operate in multiple infrastructure
contexts [29].

The Online Boutique architecture serves as an ideal research platform for several
reasons. First, its comprehensive implementation of microservices patterns provides
a realistic environment for security analysis that reflects the complexity of enterprise
applications. Second, its polyglot nature creates a heterogeneous security landscape that
challenges simplistic security approaches. Third, its well-documented architecture and open
source implementation enable a detailed examination of security considerations at various
architectural layers. Finally, its realistic simulation of e-commerce workflows provides
context for a security analysis that connects technical vulnerabilities to business impacts
[29].
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Chapter 3

Problem Statement

The increasing sophistication and volume of cyber threats have significantly complicated
the design and implementation of effective defensive strategies. Although structured
frameworks such as MITRE ATT&CK and MITRE D3FEND provide comprehensive
taxonomies of adversarial techniques and the corresponding defensive measures, they
currently lack integrated methodologies to prioritize these measures within operational
contexts. This limitation becomes particularly evident in scenarios characterized by limited
resources and the need for rapid decision making by cybersecurity professionals. Several
structural and methodological gaps specifically impede the operational effectiveness of
cyber defense strategies:

1. Lack of structured and contextualized remediation sharing While cyber threat
intelligence (CTI) sharing has become standard practice, it predominantly involves
low-level artifacts such as indicator of compromise (IoC), without incorporating
standardized actionable remediation procedures. Consequently, the absence of a
structured context linking threat intelligence to precise mitigation strategies results
in overly generic recommendations that are difficult to implement effectively in real
operational scenarios [30]. The Decision Support System (DSS) proposed in this thesis
addresses this gap by enabling the encoding of defensive logic into configurable scoring
masks, each reflecting distinct analytical dimensions, such as specific adversarial
tactics, techniques, and procedures (TTPs) or threat reports. These masks incorporate
structured CTI and remediation information, facilitating the generation of actionable
and scenario-specific defensive recommendations.

2. Limited automation in incident response Security Operations Centers (SOCs)
frequently operate under staffing limitations and significant cognitive demands. In-
cident response activities, including threat analysis, countermeasure selection and
response execution are primarily based on a limited number of highly specialized
analysts. In these conditions, insufficient automation contributes to response delays
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and an increased risk of inconsistent or suboptimal defensive actions [31]. The DSS
developed in this research contributes to address this problem through architectural
features specifically designed to seamlessly integrate with existing cybersecurity
infrastructures. Using Docker containerization and API exposure, the system can
interface with external security platforms, including Security Information and Event
Management (SIEM) solutions, Security Orchestration, Automation, and Response
(SOAR) systems, and incident response workflows. Such integration enables auto-
mated, context-sensitive prioritization of defensive actions triggered by incoming
alerts or CTI feeds, significantly reducing analyst workload and improving decision
quality and response times.

3. Absence of cybersecurity-specific recommender systems Although recom-
mender systems have seen extensive adoption in various domains, their application
within cybersecurity remains limited. Existing solutions typically present raw or
aggregated data without adequately transforming them into actionable prioritized
recommendations. Consequently, decision making still depends heavily on the subjec-
tive interpretation and expertise of security analysts [32]. The proposed DSS fills
this gap by explicitly acting as a cybersecurity focused recommender system based
on MITRE D3FEND countermeasures by integrate diverse data sources, including
CTI mappings, asset criticality assessments and infrastructure constraints into a
structured evaluation pipeline. This approach enables the generation of justified
and ranked defensive recommendations aligned with organizational objectives and
operational constraints.

4. Gap between attack prediction and real-time mitigation Recent advances in
threat modeling and graph based attack path prediction have enhanced predictive
capabilities with respect to potential threat actors actions. However, translating
predictive insights into effective and timely defensive measures remains a challenge.
There is a critical need for systems capable of transforming predicted attack trajec-
tories into actionable immediate defensive strategies [33]. The DSS addresses this
challenge by incorporating predictive threat modeling into its prioritization logic.
Specifically, scoring masks within the DSS can emphasize defensive actions designed
to disrupt identified high probability attack paths or stages within the threat actor
cyber kill chain. As a result, DSS supports not only reactive prioritization, but also
proactive defensive planning based on predictive modeling.

In conclusion, the proposed D3FEND Decision Support System aims to systematically
address these critical gaps by operationalizing MITRE’s defensive taxonomy within a
flexible and modular architecture. The DSS improves cyber defense through the structured
integration of contextual intelligence, increased automation, and alignment with predictive
threat modeling, providing robust, scalable, and actionable support for cybersecurity
decision making.
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Implementation

This chapter presents the architecture, implementation and operational capabilities of the
D3FEND decision support system. By integrating advanced filtering mechanisms and
visualization tools, the system provides security professionals with a structured methodology
to select and prioritize defensive measures. The core innovation lies in the mask-based
filtering approach where each mask represents a dimension of analysis (e.g. asset criticality,
cyber threat intelligence feeds, cyber attacks descriptions) and it is defined by a scoring
logic, used to evaluate each defensive technique based on its relevance to the dimension
represented by the mask. These masks are implemented as configurable JSON files that
encapsulate the logic behind the dimension of the analysis and are consumed by the DSS.
This approach allows to define multiple masks independently and later aggregate them
using a weighted sum model to produce a comprehensive ranking of defensive measures.

4.1 System architecture

4.1.1 Architectural overview

The decision support system is architected with a modular design to execute processes
and render visualizations of defensive strategies as outlined in the D3FEND framework.

The sequence diagram in Figure 4.1 represents the overall workflow of the D3FEND
decision support system. The system processes different types of masks, each representing
a specific evaluation strategy or data filter, in order to analyze and score defensive
techniques. The workflow is structured into five distinct phases that guide the system from
initialization to visualization of results. Understanding these phases provides essential
context for interpreting the interactions shown in the sequence diagram.
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1. Initialization Phase: The process begins when the user triggers the main execution
routine of the D3FEND decision support system. At this stage, the system loads
the D3FEND ontology and relevant configuration parameters that will influence how
techniques are evaluated in subsequent phases.

2. Mask Configuration Phase: The system then retrieves available mask configura-
tions. Only masks explicitly marked as enabled are selected for further processing.
To enrich the evaluation, the system also loads supporting data such as predefined
relationships, threat intelligence mappings, and asset information.

3. Mask Processing Phase: With configuration and support data in place, the system
initializes internal structures to store the scoring results. Each enabled mask type is
processed using a dedicated scoring logic algorithm that generates a unique set of
scores, which are stored independently to preserve granularity.

4. Results Processing Phase: After all masks have been scored, the system normalizes
raw scores on a shared scale. The configured weight factors are then applied, allowing
the system to emphasize certain mask types over others. These weighted scores are
aggregated to produce a final, unified scoring output.

5. Output Generation Phase: Finally, the D3FEND decision support system compiles
and visualizes the results. Hierarchical heatmaps are generated to provide an intuitive
view of scoring outcomes. In addition, detailed analysis logs are saved for traceability
and the full results are presented to the user.

Moreover, the system is built around two fundamental data structures that model the
essential components of the D3FEND decision support system:

Data Class Description
D3fendTechnique Represents a defensive technique from the D3FEND framework.

Contains fields for the technique label, associated tactic, hierarchi-
cal classifications, associated artifacts, and relationships with other
entities in the cybersecurity domain. This structure encapsulates
all relevant metadata needed for comprehensive evaluation of the
technique’s applicability across different contexts.

Mask Implements a configurable filter that evaluates D3FEND tech-
niques based on specific criteria. The mask structure supports
multiple evaluation criteria and includes configuration parame-
ters for customizing the evaluation process. Each mask can be
individually enabled or disabled and assigned a weight factor that
determines its influence on the final combined scoring.

Table 4.1: Core data structures of the D3FEND decision support system
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Figure 4.1: Sequence diagram of the D3FEND decision support system
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4.2 Mask-based filtering system

The decision support system implements a comprehensive filtering system based on distinct
masks that evaluate defensive techniques from different perspectives. Each mask applies
specific criteria to assess the relevance of D3FEND techniques in particular contexts,
producing a nuanced understanding of their applicability. This section provides an in-
depth examination of each mask type, including configuration structure, implementation
details and operational workflow.

4.2.1 Defensive & offensive relationship mask

Structure and configuration

The Defensive & Offensive Relationship Mask evaluates the strength and relevance of
cybersecurity techniques by analyzing their defensive and offensive relationships as defined
in the D3FEND framework. By identifying how techniques interact with digital artifacts,
the system can assign meaningful scores that reflect the strategic value of each method
within a broader defensive posture. The relationship-based analysis described in Figure
4.2 proceeds through four structured phases, as follows:

1. Initialization Phase: The process begins when the user triggers the main execution
routine of the D3FEND decision support system. At this stage, the system loads
the D3FEND ontology and relevant configuration parameters that will influence how
techniques are evaluated in subsequent phases.

2. Setup Phase: The system then loads the configuration for the relationship mask,
including the specific parameters that guide the scoring. During this phase, the system
also identifies key relationships that are eligible for higher scores, which represent
particularly impactful defensive techniques. In addition, static data mappings and
predefined weight values for relationships are retrieved to support scoring logic.

3. Technique Scoring Phase: The scoring logic algorithm evaluates each D3FEND
technique by analyzing the defensive and offensive relationships between the techniques
and the underlying artifacts. These inputs are then combined and normalized to a
standard scale (typically 1 to 10), resulting in a comprehensive relationship-based
score for each technique.

4. Results Processing Phase: Once initial scores are computed, they are further
refined. Parameter multipliers from the configuration are applied to fine-tune the
influence of specific attributes, and mask weight contributions are factored in to
reflect the overall importance of the relationship mask relative to other mask types.
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Figure 4.2: Sequence diagram of the Def. & Off. relationship mask evaluation workflow

The mask configuration in the "masks.json" file follows this structure:

Listing 4.1: Defensive and Offensive Relationship Mask JSON Configuration
1 {
2 "name ": " DefensiveOffensiveRelationshipMask ",
3 " description ": " Filters and weights D3FEND techniques based on

specific relationships relevant to the defense ",
4 "type ": " relationship ",
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5 " relationships ": [
6 " blocks ",
7 " hardens ",
8 " detects "
9 ],

10 " weight_factor ": 0.25 ,
11 " enabled ": true
12 }

Key configuration parameters include:

• name: Identifier for the mask

• type: Set to relationship to indicate the evaluation method

• relationships: List of target relationships that receive additional weight in the
evaluation

• weight_factor: Multiplier applied to this mask scores when combining with other
masks

• enabled: Boolean flag to activate/deactivate the mask

Scoring function pseudo-code

The scoring algorithm for the Defensive & Offensive Relationship Mask is implemented as
follows:

Listing 4.2: Defensive & offensive relationship sask scoring pseudo-code
1 function score_relationship_mask (techniques , defense_weights ,

offense_weights , global_freq , relationship_boost ):
2 # Initialize scores for all techniques with default value 1.0
3 scores = { technique .label: 1.0 for technique in techniques }
4 technique_details = {}
5

6 for technique in techniques :
7 relationship_scores = []
8 artifact_details = []
9

10 # Process each artifact in the technique
11 for artifact , details in technique . artifact_details .items ():
12 # Calculate defensive relationship score
13 defensive_relationships = details .get("def", [])
14 defensive_scores = [ defense_weights .get(rel , 1.0) for rel in

defensive_relationships ]
15 avg_defensive = average ( defensive_scores ) if

defensive_scores else 1.0
16

28



Implementation

17 # Calculate offensive relationship score
18 offensive_relationships = details .get("off", [])
19 offensive_scores = [ offense_weights .get(rel , 1.0) for rel in

offensive_relationships ]
20 avg_offensive = average ( offensive_scores ) if

offensive_scores else 1.0
21

22 # Apply frequency factor
23 freq_factor = global_freq .get(artifact , 1.0)
24

25 # Enhanced scoring for artifacts with both relationship
types

26 if defensive_relationships and offensive_relationships :
27 combined_score = (( avg_defensive * 1.5 + avg_offensive )

/ 2.0) * freq_factor
28 else:
29 combined_score = (( avg_defensive + avg_offensive ) / 2.0)

* freq_factor
30

31 # Apply boost for prioritized relationships
32 boost_factor = 1.0
33 if relationship_boost :
34 boost_matches = [rel for rel in defensive_relationships

+ offensive_relationships
35 if rel in relationship_boost ]
36 if boost_matches :
37 boost_factor = 1.5 + (0.5 * len( boost_matches ))
38 combined_score *= boost_factor
39

40 # Store artifact details for debugging
41 artifact_details . append ({
42 " artifact ": artifact ,
43 " def_rels ": defensive_relationships ,
44 " off_rels ": offensive_relationships ,
45 " boost_factor ": boost_factor ,
46 " combined_score ": combined_score
47 })
48

49 relationship_scores . append ( combined_score )
50

51 # Final score is the average of all artifact scores
52 if relationship_scores :
53 scores [ technique .label] = average ( relationship_scores )
54

55 technique_details [ technique .label] = {
56 " artifact_count ": len( technique . artifact_details ),
57 " artifacts ": artifact_details ,
58 " final_score ": scores [ technique .label]
59 }
60

61 return {
62 " scores ": scores ,
63 " details ": technique_details

29



Implementation

64 }

4.2.2 CTI category mask

Structure and configuration

The Cyber Threat Intelligence (CTI) category mask evaluates defensive techniques by
analyzing their relevance to threat intelligence data, leveraging structured reports and
categorized intelligence to produce meaningful scores for each technique. This helps
prioritize defenses that are most aligned with current or high-priority threats. The CTI-
based analysis described in Figure 4.3 proceeds through four structured phases, as follows:

1. Initialization Phase: The process begins when the user triggers the main execution
routine of the D3FEND decision support system. At this stage, the system loads
the D3FEND ontology and relevant configuration parameters that will influence how
techniques are evaluated in subsequent phases.

2. Setup Phase: The system then loads the CTI mask configuration, which includes
the paths to threat intelligence reports, often formatted as STIX documents, and the
parameters that will influence the scoring. These include category weight multipliers
and other adjustment factors that help tailor the analysis to specific use cases or
intelligence priorities.

3. Technique Scoring Phase: The scoring logic algorithm processes threat intelligence
data to evaluate the relevance of each D3FEND technique. The system first loads
CTI reports from the specified file paths and extracts relevant threat categories,
drawing from both structured STIX reports and any manually defined classifications.
For each CTI source, it determines the appropriate reliability score, either at the
overall source level or specific to a given category, depending on the available data.
The analysis then shifts to the D3FEND techniques themselves, identifying associated
artifacts that represent observable indicators linked to each technique. These artifacts
are evaluated against the extracted CTI categories, and their scores are adjusted
using both category weights and the reliability of the source. As a result, each
technique receives a combined score based on how many of its artifacts align with
threat intelligence and how trustworthy the sources are.

4. Results Processing Phase: Once initial scores are computed, they are further
refined. Parameter multipliers from the configuration are applied to fine-tune the
influence of specific attributes, and mask weight contributions are factored in to
reflect the overall importance of the CTI mask relative to other mask types.
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Figure 4.3: Sequence diagram of the CTI category mask evaluation workflow

The mask configuration in the "masks.json" file follows this structure:

Listing 4.3: CTI Category Mask JSON Configuration
1 {
2 "name ": " CTICategoryMask ",
3 " description ": " Filters techniques based on CTI categories extracted

from real threat intelligence reports ",
4 "type ": "cti",
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5 " cti_reports ": [
6 {
7 "file ": " CTI_APT1_Report .json",
8 " source ": " Mandiant ",
9 " description ": "APT1 threat report by Mandiant focused on a

sophisticated advanced persistent threat "
10 }
11 ],
12 " use_reliability_scoring ": true ,
13 " weight_factor ": 0.2,
14 " enabled ": true
15 }

Key configuration parameters include:

• name: Identifier for the mask

• type: Set to "cti" to indicate the evaluation method

• cti_reports: List of CTI report files with source and description information

• use_reliability_scoring: Flag to enable source reliability modulation

• weight_factor: Multiplier applied to this mask’s scores when combining with other
masks

• enabled: Boolean flag to activate/deactivate the mask

Scoring function pseudo-code

The scoring algorithm for the CTI Category Mask is implemented as follows:

Listing 4.4: CTI category mask scoring pseudo-code
1 function score_cti_mask (techniques , cti_mapping , cti_weight_mapping ,

global_freq , cti_categories =None):
2 # Initialize scores for all techniques with default value 1.0
3 scores = { technique .label: 1.0 for technique in techniques }
4 technique_details = {}
5 log_messages = []
6

7 reliability_factors = {}
8 if cti_categories :
9 for category in cti_categories :

10 # Extract category name and reliability factor
11 category_name = category .get(" category ", "")
12 reliability = category .get(" reliability ", 1.0)
13 reliability_factors [ category_name ] = reliability
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14 log_messages . append (f"CTI category { category_name } with
reliability { reliability }")

15

16 for technique in techniques :
17 cti_scores = []
18 artifact_details = []
19

20 # Process each artifact in the technique
21 for artifact in technique . artifacts :
22 # Get CTI categories associated with this artifact
23 categories = cti_mapping .get(artifact , [])
24

25 if not categories :
26 continue
27

28 # Calculate weighted score based on CTI categories
29 category_weights = []
30 for category in categories :
31 weight = cti_weight_mapping .get(category , 1.0)
32 reliability = reliability_factors .get(category , 1.0)
33 category_weights . append ( weight * reliability )
34

35 # Calculate combined score for this artifact
36 if category_weights :
37 artifact_score = (sum( category_weights ) / len(

category_weights )) * freq_factor
38 cti_scores . append ( artifact_score )
39

40 artifact_details . append ({
41 " artifact ": artifact ,
42 " categories ": categories ,
43 " weights ": category_weights ,
44 "score": artifact_score
45 })
46

47 # Store technique details for debugging
48 technique_details [ technique .label] = {
49 " artifact_count ": len( technique . artifacts ),
50 " artifacts ": artifact_details ,
51 " final_score ": scores [ technique .label]
52 }
53

54 return {
55 " scores ": scores ,
56 " details ": technique_details ,
57 "log": log_messages
58 }
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4.2.3 Cyber Kill Chain mask

Structure and configuration

The Cyber Kill Chain Mask evaluates the effectiveness and strategic positioning of D3FEND
techniques by evaluating their alignment with the stages of a cyber attack kill chain, as
identified through threat intelligence data. By mapping defensive actions to adversarial
behavior patterns, the system provides insight into how well current defenses address
threats in each phase of the attacker’s lifecycle. The cyber kill chain based analysis
described in Figure 4.4 proceeds through four structured phases, as follows:

1. Initialization Phase: The process begins when the user triggers the main execution
routine of the D3FEND decision support system. At this stage, the system loads
the D3FEND ontology and relevant configuration parameters that will influence how
techniques are evaluated in subsequent phases.

2. Setup Phase: The system then loads the Cyber Kill Chain mask configuration,
which includes the analysis parameters and weight multipliers used to influence the
scoring process. These parameters define how data will be interpreted and how
different components of the kill chain are prioritized.

3. Technique Scoring Phase: The scoring logic algorithm loads CTI reports that
include Indicators of Compromise (IoCs) and other threat data (e.g. threat actor
profile). Simultaneously, it imports kill chain model definitions that provide the
structural backbone for analysis, and static mappings that connect known TTPs to
specific kill chain phases. The system then analyzes the threat data, mapping the
actions of the threat actor to these phases. When temporal sequencing is enabled,
events are ordered by timestamp to track the flow of an attack across different stages
of the kill chain. For each D3FEND technique, the system identifies associated TTPs
and evaluates how well they match the observed kill chain phases. Based on the
selected TTP evaluation method, such as choosing those with the highest probability
of relevance, each technique receives a score reflecting its coverage of the kill chain.

4. Results Processing Phase: Once initial scores are computed, they are further
refined. Parameter multipliers from the configuration are applied to fine-tune the
influence of specific attributes, and mask weight contributions are factored in to
reflect the overall importance of the cyber kill chain mask relative to other mask
types.

34



Implementation

User

User

D3FEND DSS

D3FEND DSS

Kill Chain Analyzer

Kill Chain Analyzer

Data Sources

Data Sources

Initialization

Execute workflow

Load D3FEND techniques and configurations

Return techniques and configurations

Setup

Load Cyber Kill Chain mask configuration

Load parameters and multipliers

Kill Chain Analysis

Process kill chain-based scoring

Load CTI data, kill chain models, and mappings

Return threat data and mappings

Analyze IoCs from threat data

Map activities to kill chain phases

If temporal sequencing enabled:
- Order activities by timestamp
- Track progression through kill chain

For each technique:
- Identify relevant TTPs
- Match TTPs to kill chain phases
- Apply selection method (e.g., highest probability)
- Calculate scores based on matches and probabilities
- Normalize results (1-10)

Return normalized scores

Results Processing

Apply parameter multipliers

Apply mask weight contributions

Normalize final scores

Output Generation

Generate heatmap by tactic/category

Add annotations and legend

Present visualization and results

Save analysis logs

Figure 4.4: Sequence diagram of the Cyber Kill Chain Mask evaluation workflow

The mask configuration in the "masks.json" file follows this structure:

Listing 4.5: Cyber Kill Chain Mask JSON Configuration
1 {
2 "name ": "Cyber Kill Chain Mask",
3 " description ": " Analyzes IoCs from CTI input against known kill chains

to determine the most relevant TTPs and defense techniques ",
4 "type ": " cyber_kill_chain ",
5 " cti_input_file ": " CTI_input .json",
6 " killchains_file ": " killchains .json",
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7 " static_mappings_file ": " static_mappings .json",
8 " analysis_process ": {
9 " temporal_sequencing ": true ,

10 " killchain_matching_threshold ": 0.5,
11 " ttp_selection_method ": " highest_probability ",
12 " normalization_range ": [1, 10]
13 },
14 " weight_factor ": 0.25 ,
15 " enabled ": true
16 }

Key configuration parameters include:

• name: Identifier for the mask

• type: Set to "cyber_kill_chain" to indicate the evaluation method

• cti_input_file: Path to the CTI input file containing IoCs and threat data

• killchains_file: Path to the file containing kill chain definitions

• static_mappings_file: Path to the file containing TTP to kill chain phase mappings

• analysis_process: Configuration parameters for the analysis process:

– temporal_sequencing: Flag to enable ordering of activities by timestamp
– killchain_matching_threshold: Threshold for matching kill chains
– ttp_selection_method: Method for selecting TTPs
– normalization_range: Range for normalizing scores

• weight_factor: Multiplier applied to this mask’s scores when combining with other
masks

• enabled: Boolean flag to activate/deactivate the mask

Scoring function pseudo-code

The scoring algorithm for the Cyber Kill Chain Mask is implemented as follows:

Listing 4.6: Cyber Kill Chain mask scoring pseudo-code
1 function score_cyber_kill_chain_mask (techniques , ttp_to_tactics ,

tactic_to_ukc_phases , ukc_scores , global_freq ):
2 # Initialize scores for all techniques with default value 1.0
3 scores = { technique .label: 1.0 for technique in techniques }
4 technique_details = {}
5 log_messages = []
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6

7 for technique in techniques :
8 kill_chain_scores = []
9 artifact_details = []

10

11 # Process each artifact in the technique
12 for artifact in technique . artifacts :
13 # Get TTPs associated with this artifact
14 ttps = technique . get_ttps_for_artifact ( artifact )
15

16 # Process each TTP to determine its kill chain relevance
17 for ttp in ttps:
18 # Get tactics associated with this TTP
19 tactics = ttp_to_tactics .get(ttp , [])
20

21 # Calculate kill chain phase scores for each tactic
22 tactic_scores = []
23 for tactic in tactics :
24 # Map tactic to UKC ( Unified Kill Chain) phases
25 ukc_phases = tactic_to_ukc_phases .get(tactic , [])
26

27 if not ukc_phases :
28 continue
29

30 phase_scores = [ ukc_scores .get(phase , 1.0) for phase
in ukc_phases ]

31 tactic_score = sum( phase_scores ) / len( phase_scores )
if phase_scores else 1.0

32 tactic_scores . append ( tactic_score )
33

34 # Calculate average tactic score for this TTP
35 if tactic_scores :
36 ttp_score = sum( tactic_scores ) / len( tactic_scores )
37

38 kill_chain_scores . append ( final_score )
39

40 # Store artifact details for debugging
41 artifact_details . append ({
42 " artifact ": artifact ,
43 "ttp": ttp ,
44 " tactics ": tactics ,
45 " ukc_phases ": [ ukc_phase for tactic in tactics
46 for ukc_phase in

tactic_to_ukc_phases .get(tactic , [])],
47 "score": final_score
48 })
49

50 # Store technique details for debugging
51 technique_details [ technique .label] = {
52 " artifact_count ": len( technique . artifacts ),
53 " artifacts ": artifact_details ,
54 " final_score ": scores [ technique .label]
55 }
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56

57 return {
58 " scores ": scores ,
59 " details ": technique_details ,
60 "log": log_messages
61 }

4.2.4 Asset mask

Structure and configuration

The Asset Mask evaluates how well the D3FEND techniques align with and protect critical
infrastructure assets of an organization. By focusing on techniques relevant to real world
systems and environments, this workflow helps prioritize defenses that are most directly
applicable to the technologies and resources in use. The asset-based analysis described in
Figure 4.5 proceeds through four structured phases, as follows:

1. Initialization Phase: The process begins when the user triggers the main execution
routine of the D3FEND decision support system. At this stage, the system loads
the D3FEND ontology and relevant configuration parameters that will influence how
techniques are evaluated in subsequent phases.

2. Setup Phase: The system then loads the asset mask configuration, which includes
a reference to the organization’s infrastructure file. This file defines the assets
to be protected, such as servers, endpoints, applications, or network components.
Additional parameters and scoring multipliers are also loaded to fine-tune the analysis.

3. Technique Scoring Phase: The scoring logic algorithm evaluates the relationships
between the D3FEND techniques and the organization’s infrastructure. It first parses
the infrastructure file to extract information about the organization’s assets and
identifies the TTPs referenced in the infrastructure through the existent mapping
between assets and TTPs. These TTPs are then matched with artifacts and associated
with relevant D3FEND techniques. For each technique, the system assesses the overlap
between its associated TTPs and those found in the infrastructure, calculating a score
that reflects how directly a D3FEND technique contributes to protecting those assets.
The closer a technique’s scope is to the needs of the organization’s infrastructure,
the higher its score.

4. Results Processing Phase: Once initial scores are computed, they are further
refined. Parameter multipliers from the configuration are applied to fine-tune the
influence of specific attributes, and mask weight contributions are factored in to
reflect the overall importance of the asset mask relative to other mask types.
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Figure 4.5: Sequence diagram of the Asset Mask evaluation workflow

The mask configuration in the "masks.json" file follows this structure:

Listing 4.7: AssetMask JSON Configuration
1 {
2 "name ": " AssetMask ",
3 " description ": " Filters D3FEND techniques based on their relevance to

assets from infrastructure file",
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4 "type ": "asset",
5 " infrastructure_file ": " infrastructure .json",
6 " weight_factor ": 0.2,
7 " enabled ": true
8 }

Key configuration parameters include:

• name: Identifier for the mask

• type: Set to "asset" to indicate the evaluation method

• infrastructure_file: Path to the JSON file containing infrastructure asset definitions

• weight_factor: Multiplier applied to this mask’s scores when combining with other
masks

• enabled: Boolean flag to activate/deactivate the mask

Scoring function pseudo-code

The scoring algorithm for the Asset Mask is implemented as follows:

Listing 4.8: Asset mask scoring pseudo-code
1 function score_asset_mask (techniques , infrastructure_ttps , global_freq ):
2 # Initialize scores for all techniques with default value 1.0
3 scores = { technique .label: 1.0 for technique in techniques }
4 technique_details = {}
5 log_messages = []
6

7 # Extract TTPs from infrastructure
8 if not infrastructure_ttps :
9 log_messages . append ("No infrastructure TTPs provided , all

techniques will receive default score")
10 return {
11 " scores ": scores ,
12 " details ": technique_details ,
13 "log": log_messages
14 }
15

16 # Log the infrastructure TTPs for debugging
17 log_messages . append (f" Processing {len( infrastructure_ttps )}

infrastructure TTPs")
18

19 for technique in techniques :
20 asset_scores = []
21 artifact_details = []
22
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23 # Process each artifact in the technique
24 for artifact in technique . artifacts :
25 # Get TTPs associated with this artifact
26 ttps = technique . get_ttps_for_artifact ( artifact )
27

28 if not ttps:
29 continue
30

31 # Find TTPs that match infrastructure TTPs
32 matching_ttps = [ttp for ttp in ttps if ttp in

infrastructure_ttps ]
33

34 if not matching_ttps :
35 continue
36

37 # Calculate score based on matching TTPs
38 for ttp in matching_ttps :
39 # Get importance and count from infrastructure
40 importance = infrastructure_ttps [ttp ]. get(" importance ",

1.0)
41 count = infrastructure_ttps [ttp ]. get("count", 1)
42

43 # Apply frequency factor
44 freq_factor = global_freq .get(artifact , 1.0)
45

46 # Calculate score for this artifact -TTP combination
47 ttp_score = (1.0 + ( importance * count * 0.1)) *

freq_factor
48 asset_scores . append ( ttp_score )
49

50 # Store artifact details for debugging
51 artifact_details . append ({
52 " artifact ": artifact ,
53 "ttp": ttp ,
54 " importance ": importance ,
55 "count": count ,
56 "score": ttp_score
57 })
58

59 # Final score is the average of all asset scores
60 if asset_scores :
61 scores [ technique .label] = sum( asset_scores ) / len(

asset_scores )
62

63 # Store technique details for debugging
64 technique_details [ technique .label] = {
65 " artifact_count ": len( technique . artifacts ),
66 " artifacts ": artifact_details ,
67 " final_score ": scores [ technique .label]
68 }
69

70 return {
71 " scores ": scores ,
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72 " details ": technique_details ,
73 "log": log_messages
74 }

4.2.5 Attack description mask

Structure and configuration

The Attack Description mask evaluates the relevance of D3FEND techniques in the context
of a specific attack scenario, using semantic analysis to interpret and match the details of
a threat description against known threat actors behavior. The goal is to identify the most
applicable defensive measures based on the degree to which each technique addresses the
nature of the described attack. The attack description-based analysis described in Figure
4.6 proceeds through four structured phases, as follows:

1. Initialization Phase: The process begins when the user triggers the main execution
routine of the D3FEND decision support system. At this stage, the system loads
the D3FEND ontology and relevant configuration parameters that will influence how
techniques are evaluated in subsequent phases.

2. Setup Phase: The system then loads the Attack Description Mask configuration,
which includes the text of a specific attack description, which may be a real world
incident report or synthesized scenario. Additional parameters and multipliers are
also loaded, which will influence the scoring calculations later in the workflow.

3. Technique Scoring Phase: The scoring logic algorithm sends the attack description
provided to the external OpenAI API service, together with the internal catalog of
TTPs. The AI performs semantic matching, analyzing the description to identify
TTPs that align with the tactics or behaviors implied in the narrative. Once these
relevant TTPs are identified, the system maps them to D3FEND techniques by
evaluating which artifacts are affected. Scores are calculated for each technique on
the basis of how closely its artifacts correspond to the matched TTPs.

4. Results Processing Phase: Once initial scores are computed, they are further
refined. Parameter multipliers from the configuration are applied to fine-tune the
influence of specific attributes, and mask weight contributions are factored in to
reflect the overall importance of the attack description mask relative to other mask
types.
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Figure 4.6: Sequence diagram of the Attack Description Mask evaluation workflow

The mask configuration in the "masks.json" file follows this structure:

Listing 4.9: Attack Description Mask JSON Configuration
1 {
2 "name ": " AttackBasedFilterMask ",
3 " description ": " Filters techniques based on a textual description of

an attack using semantic analysis with OpenAI ",
4 "type ": " attack_description ",
5 " attack_description ": " description ",
6 " target_ttp_count ": 20,
7 " weight_factor ": 0.3,
8 " enabled ": false
9 }

Key configuration parameters include:

• name: Identifier for the mask
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• type: Set to "attack_description" to indicate the evaluation method

• attack_description: Textual description of the attack scenario to analyze

• target_ttp_count: Target number of TTPs to extract from the description

• weight_factor: Multiplier applied to this mask’s scores when combining with other
masks

• enabled: Boolean flag to activate/deactivate the mask

Scoring function pseudo-code

The scoring algorithm for the Attack Description Mask is implemented as follows:

Listing 4.10: Attack description mask scoring pseudo-code
1 function score_attack_mask (techniques , attack_description ,

target_ttp_count =20, global_freq =None):
2 # Initialize scores for all techniques with default value 1.0
3 scores = { technique .label: 1.0 for technique in techniques }
4 technique_details = {}
5 log_messages = []
6

7 if not attack_description :
8 log_messages . append ("No attack description provided , all

techniques will receive default score")
9 return {

10 " scores ": scores ,
11 " details ": technique_details ,
12 "log": log_messages
13 }
14

15 # Use semantic analysis to extract TTPs from the attack description
16 try:
17 # Process attack description with Gemini API
18 log_messages . append (f" Processing attack description with

semantic analysis ")
19 extracted_ttps = analyze_attack_description ( attack_description ,

target_ttp_count )
20

21 if not extracted_ttps :
22 log_messages . append ("No TTPs extracted from attack

description ")
23 return {
24 " scores ": scores ,
25 " details ": technique_details ,
26 "log": log_messages
27 }
28

44



Implementation

29 log_messages . append (f" Extracted {len( extracted_ttps )} TTPs from
attack description ")

30

31 # Process each technique
32 for technique in techniques :
33 attack_scores = []
34 artifact_details = []
35

36 # Process each artifact in the technique
37 for artifact in technique . artifacts :
38 # Get TTPs associated with this artifact
39 ttps = technique . get_ttps_for_artifact ( artifact )
40

41 if not ttps:
42 continue
43

44 # Find TTPs that match extracted TTPs
45 matching_ttps = []
46 for ttp in ttps:
47 for extracted_ttp in extracted_ttps :
48 # Calculate semantic similarity between TTPs
49 similarity = compute_similarity (ttp ,

extracted_ttp ["ttp"])
50 if similarity > 0.7: # Threshold for semantic

similarity
51 matching_ttps . append ({
52 "ttp": ttp ,
53 " extracted_ttp ": extracted_ttp ["ttp"],
54 " similarity ": similarity ,
55 " impact ": extracted_ttp .get(" impact ",

1.0)
56 })
57

58 if not matching_ttps :
59 continue
60

61 # Calculate score based on matching TTPs
62 for match in matching_ttps :
63 # Apply frequency factor
64 freq_factor = global_freq .get(artifact , 1.0) if

global_freq else 1.0
65

66 # Calculate score for this artifact -TTP combination
67 ttp_score = (1.0 + (match[" similarity "] * match["

impact "])) * freq_factor
68 attack_scores . append ( ttp_score )
69

70 # Store artifact details for debugging
71 artifact_details . append ({
72 " artifact ": artifact ,
73 "ttp": match["ttp"],
74 " extracted_ttp ": match[" extracted_ttp "],
75 " similarity ": match[" similarity "],
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76 " impact ": match[" impact "],
77 "score": ttp_score
78 })
79

80 # Final score is the average of all attack scores
81 if attack_scores :
82 scores [ technique .label] = sum( attack_scores ) / len(

attack_scores )
83

84 # Store technique details for debugging
85 technique_details [ technique .label] = {
86 " artifact_count ": len( technique . artifacts ),
87 " artifacts ": artifact_details ,
88 " final_score ": scores [ technique .label]
89 }
90

91 except Exception as e:
92 log_messages . append (f"Error in semantic analysis : {str(e)}")
93

94 return {
95 " scores ": scores ,
96 " details ": technique_details ,
97 "log": log_messages
98 }
99

100 # Helper function to analyze attack description using semantic analysis
101 def analyze_attack_description ( description , target_count ):
102 # Initialize API client
103 openAI_client = initialize_openAI_api ()
104

105 # Construct prompt for TTP extraction
106 prompt = f""" Analyze the following attack description and extract

the most relevant TTPs (Tactics , Techniques , and Procedures ).
107 For each TTP , provide an impact score from 1-5 where 5 is highest

impact .
108 Attack Description : { description }
109 Extract up to { target_count } TTPs."""
110

111 # Make API call to OpenAI
112 response = openai .chat. completions . create ( prompt )
113

114 # Process and structure the response
115 extracted_ttps = []
116 for item in parse_openAI_response ( response ):
117 extracted_ttps . append ({
118 "ttp": item["ttp"],
119 " impact ": item[" impact_score "],
120 " confidence ": item.get(" confidence ", 0.8)
121 })
122

123 return extracted_ttps
124
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125 # Helper function to compute semantic similarity between two text
strings

126 def compute_similarity (text1 , text2):
127 # Use cosine similarity between embeddings
128 embedding1 = get_embedding (text1)
129 embedding2 = get_embedding (text2)
130 return cosine_similarity (embedding1 , embedding2 )

4.2.6 Mask integration and combined evaluation

After each individual mask completes its evaluation, the D3FEND decision support system
integrates the results to produce a comprehensive assessment of each defensive technique.
This integration process follows a weighted averaging approach that respects the relative
importance assigned to each mask:

1. For each D3FEND technique, the system retrieves the normalized scores from all
enabled masks

2. It applies the weight_factor for each mask to modulate its influence on the final score

3. It calculates the weighted average score across all masks

4. It normalizes the combined scores to a scale of 1-10

5. It generates a combined heatmap visualization that reflects the integrated evaluation

The mathematical integration is defined by:

Scombined(t) =
q

m∈Menabled
wm · Sm(t)q

m∈Menabled
wm

(4.1)

Where:

• Scombined(t) is the combined score for technique t

• Menabled is the set of enabled masks

• wm is the weight factor assigned to mask m

• Sm(t) is the score assigned to technique t by mask m

This integration approach ensures that the final evaluation reflects the multidimensional
nature of the suitability of the defensive technique while respecting the priorities defined
through the mask weight factors.
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4.3 Hierarchical heatmap visualization

The D3FEND decision support system employs an intuitive hierarchical heatmap visual-
ization to present the results of its analysis, as follows:

Figure 4.7: Example heatmap visualization of defensive technique scores - Part 1
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Figure 4.8: Example heatmap visualization of defensive technique scores - Part 2

The heatmap organizes D3FEND techniques based on their tactic category, following
a structured hierarchy that reflects the D3FEND ontology. This structure allows to
quickly identify which defensive areas are most relevant to the attack and which may be
underrepresented. Each technique is color coded according to its final normalized score
on a scale of 1–10, with more intense or saturated colors indicating the most relevant
D3FEND techniques based on the analysis results.
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4.4 Logging and documentation

To support auditability, the D3FEND decision support system incorporates a logging and
documentation mechanism that captures every critical aspect of the evaluation process. As
each analysis workflow is executed, the system generates a comprehensive JSON report that
records the full analytical context and decision logic behind the results. This report includes
all configuration parameters associated with enabled masks, allowing future reviewers to
understand the exact settings and thresholds that influenced the scoring results. For each
D3FEND technique, the system logs detailed scoring calculations, capturing how raw data,
multipliers and weight factors contributed to the final score.

The logging system is implemented in the MainService class, which orchestrates the
entire evaluation pipeline. During execution, the service captures detailed information at
each processing step and consolidates it into a comprehensive JSON log file.

Logging code structure

The following code snippet shows how the system initializes the logging and generates the
enhanced log output:

Listing 4.11: Logging initialization
1 # Log configuration
2 logger = logging . getLogger ( __name__ )
3

4 # Within _execute_main_option_1 method :
5 def _execute_main_option_1 (self , job_id , parameter_name =None ,

output_format ="png"):
6 # Create a unique log file for this job
7 timestamp = int(time.time ())
8 log_filename = f" log_output_ { timestamp }. json"
9 log_path = os.path.join("data", "logs", log_filename )

10

11 # Initialize logging
12 logger .info(" Starting main option 1 execution ")
13

14 # Process masks and generate scores
15 # ...
16

17 # Generate log output
18 try:
19 log_data = generate_log_output (
20 techniques =techniques ,
21 masks=masks ,
22 overall_records = overall_records ,
23 mask_results = mask_results ,
24 filtered_records = filtered_records ,
25 overall_results = overall_scores_dict ,
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26 selected_parameters = selected_parameters ,
27 log_file = log_path
28 )
29

30 # Write the log file
31 with open(log_path , ’w’) as f:
32 json.dump(log_data , f, indent =2)
33 logger .info(f" Enhanced log output saved to { log_path }")
34 except Exception as e:
35 logger .error(f"Error generating log output : {str(e)}")

The core of the logging system is the generate_log_output function, which consolidates
information from all masks and techniques into a structured JSON format:

Listing 4.12: Log generation function
1 def generate_log_output (
2 techniques , masks , overall_records , mask_results ,
3 filtered_records , overall_results , selected_parameters =None ,

log_file =None
4 ):
5 # Create a dictionary to store the final log data
6 log_data = {
7 " d3fend_techniques ": {},
8 "masks": {m.name: {
9 " description ": m. description ,

10 "type": m.type ,
11 " weight_factor ": m. weight_factor ,
12 " enabled ": m. enabled
13 } for m in masks if m. enabled },
14 }
15

16 # Get all techniques that appear in the overall heatmap
17 technique_dict = {tech. def_tech_label : tech for tech in techniques }
18 overall_scores = {rec[" def_tech_label "]: rec["score"] for rec in

overall_records }
19

20 # Log parameter information if used
21 if selected_parameters :
22 log_data [" parameters "] = {
23 " selected ": [p["name"] for p in selected_parameters ],
24 " details ": {p["name"]: {
25 " description ": p[" description "],
26 " applicable_masks ": p[" applicable_masks "]
27 } for p in selected_parameters }
28 }
29

30 # Process each technique that appears in the overall heatmap
31 for tech_label , final_score in overall_scores .items ():
32 if tech_label not in technique_dict :
33 continue
34
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35 tech = technique_dict [ tech_label ]
36 tactic = tech. def_tactic_label if tech. def_tactic_label else "

Unknown "
37

38 # Initialize the technique entry in the log
39 log_data [" d3fend_techniques "][ tech_label ] = {
40 " tactic ": tactic ,
41 " top_level ": tech. top_def_tech_label ,
42 " final_score ": final_score ,
43 " mask_contributions ": {}
44 }
45

46 # Add detailed mask contributions for each technique
47 # ...
48

49 return log_data

The generated JSON log file provides a complete view of the evaluation process. Below
is an example excerpt from a log file showing the structure and content:

Listing 4.13: Example JSON log output
1 {
2 " d3fend_techniques ": {
3 " Network Traffic Analysis ": {
4 " tactic ": " Detect ",
5 " top_level ": " Network Traffic Analysis ",
6 " final_score ": 8.7,
7 " mask_contributions ": {
8 " DefensiveRelationshipMask ": {
9 "score ": 7.2,

10 " weight ": 0.3,
11 " details ": {
12 " artifact_count ": 12,
13 " key_artifacts ": [
14 "network - traffic ",
15 "packet - capture ",
16 "connection - attempt "
17 ],
18 " key_relationships ": [
19 " analyzes ",
20 " detects ",
21 " monitors "
22 ]
23 }
24 },
25 " CTICategoryMask ": {
26 "score ": 9.1,
27 " weight ": 0.25 ,
28 " details ": {
29 " matching_categories ": [
30 "APT29",
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31 " Ransomware "
32 ],
33 " reliability_factors ": {
34 "APT29 ": 0.9,
35 " Ransomware ": 0.85
36 }
37 }
38 },
39 " CyberKillChainMask ": {
40 "score ": 8.5,
41 " weight ": 0.2,
42 " details ": {
43 " relevant_phases ": [
44 " delivery ",
45 "command -and - control ",
46 " exfiltration "
47 ],
48 " phase_scores ": {
49 " delivery ": 7.8,
50 "command -and - control ": 9.2,
51 " exfiltration ": 8.6
52 }
53 }
54 }
55 }
56 }
57 },
58 "masks ": {
59 " DefensiveRelationshipMask ": {
60 " description ": " Filters D3FEND techniques based on defensive

relationships ",
61 "type ": " relationship ",
62 " weight_factor ": 0.3,
63 " enabled ": true
64 },
65 " CTICategoryMask ": {
66 " description ": " Filters techniques based on CTI categories ",
67 "type ": " cti_category ",
68 " weight_factor ": 0.25 ,
69 " enabled ": true
70 }
71 },
72 " parameters ": {
73 " selected ": [" RansomwareDefense "],
74 " details ": {
75 " RansomwareDefense ": {
76 " description ": " Prioritizes techniques effective against

ransomware ",
77 " applicable_masks ": [" CTICategoryMask ", " CyberKillChainMask "]
78 }
79 }
80 },
81 " execution_metadata ": {
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82 " timestamp ": "2025 -07 -10 T05 :42:18" ,
83 " execution_time ": 3.42 ,
84 " technique_count ": 152,
85 " enabled_mask_count ": 4
86 }
87 }
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Chapter 5

Results and Validation

In the previous chapters, the theoretical foundations of cybersecurity frameworks were
established and the D3FEND decision support system was introduced as a comprehensive
system for the selection of defensive techniques. This chapter bridges theory with practice
by demonstrating how the D3FEND decision support system can be applied to real-
world cybersecurity challenges, providing tangible value to security professionals and
organizations.

The primary objective of this chapter is to validate the effectiveness and versatility of
the D3FEND decision support system through multiple practical applications. By applying
this system to different cybersecurity scenarios, it can be demonstrated how the framework’s
analytical capabilities translate into actionable defensive strategies. These applications
serve not only as proof-of-concept, but also as templates that security professionals can
adapt to their specific organizational contexts.

5.1 Abstract use case - Ransomware attacks

As discussed in Chapter 2, ransomware remains a critical and widespread threat to
organizations in various sectors, driven primarily by the operational sophistication of
organized cybercrime groups (OCG). These threat actors typically leverage specialized
roles, such as developers and initial access brokers, and exploit affiliate based distribution
models to scale operations efficiently.

To assess the applicability and effectiveness of the proposed D3FEND decision support
system, a use case focusing specifically on ransomware mitigation was developed. The
aim was to evaluate the capability of the system in prioritizing defensive actions tailored
explicitly to ransomware threat actors TTPs and the infrastructural constraints of the
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targeted organization.

A detailed analysis of threat actors was performed that covered major ransomware
groups and a comparative study of their TTPs in Appendix A. This analysis provided
essential input data for configuring the evaluation masks within the DSS.

5.1.1 D3FEND DSS configuration for ransomware defense

To replicate a realistic ransomware defense scenario, the DSS was configured with multiple
evaluation masks, each contributing specific contextual knowledge to the final scoring of
D3FEND techniques:

• Defensive & Offensive Relationship Mask: This mask prioritized defensive
relationships most pertinent to ransomware mitigation, namely blocks, hardens,
detects, and contains. Particular emphasis was placed on protecting critical file
systems and backup infrastructure, alongside techniques effective in containment
post-infection.

Listing 5.1: Defensive & Offensive Relationship Mask Configuration
1 {
2 "name ": " DefensiveOffensiveRelationshipMask ",
3 " description ": " Filters and weights D3FEND techniques based on

specific relationships relevant to ransomware defense ",
4 "type ": " relationship ",
5 " relationships ": [
6 " blocks ",
7 " hardens ",
8 " detects ",
9 " contains "

10 ],
11 " weight_factor ": 0.25 ,
12 " enabled ": true
13 }

• CTI Mask: Ransomware specific threat intelligence derived from Annex A was
integrated into this mask. It emphasized behaviors characteristic of ransomware
campaigns, such as malicious email attachments, unusual network communications
and unauthorized modifications to registry keys.

Listing 5.2: CTI Category Mask Configuration
1 {
2 "name ": " CTICategoryMask ",
3 " description ": " Filters techniques based on CTI categories

extracted from real threat intelligence reports ",
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4 "type ": "cti",
5 " cti_reports ": [
6 {
7 "file ": " CTI_Ransomware_Report .json",
8 " source ": "CISA",
9 " description ": " Recent ransomware threat report focused on

Bitwise Spider , BianLian , Qilin , 8Base , and Frozen Spider groups
"

10 }
11 ],
12 " use_reliability_scoring ": true ,
13 " weight_factor ": 0.2,
14 " enabled ": true
15 }

• Cyber Kill Chain Mask: This mask utilized detailed cyber kill chain data related
to the threat actors from Annex A, capturing the entire ransomware attack lifecycle.
Techniques were prioritized according to their potential to interrupt adversarial
actions across each phase, from initial access to encryption and exfiltration.

Listing 5.3: Cyber Kill Chain Mask Configuration
1 {
2 "name ": "Cyber Kill Chain Mask",
3 " description ": " Analyzes IoCs from CTI input against known kill

chains to determine the most relevant TTPs and defense
techniques ",

4 "type ": " cyber_kill_chain ",
5 " cti_input_file ": " Ransomware_CTI_input .json",
6 " killchains_file ": " ransomware_killchains .json",
7 " static_mappings_file ": " ransomware_mappings .json",
8 " analysis_process ": {
9 " temporal_sequencing ": true ,

10 " killchain_matching_threshold ": 0.5,
11 " ttp_selection_method ": " highest_probability ",
12 " normalization_range ": [1, 10]
13 },
14 " weight_factor ": 0.25 ,
15 " enabled ": true
16 }

• Asset Mask: Focused on infrastructure components typically targeted in ransomware
attacks, such as file servers, backup storage, and domain controllers, this mask used
asset data with associated criticality scoring.

Listing 5.4: Asset Mask Configuration
1 {
2 "name ": " AssetMask ",
3 " description ": " Filters D3FEND techniques based on their relevance

to assets commonly targeted in ransomware attacks ",
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4 "type ": "asset",
5 " infrastructure_file ": " ransomware_infrastructure .json",
6 " weight_factor ": 0.2,
7 " enabled ": true
8 }

• Attack-Based Filter Mask: This mask applied semantic evaluation of ransomware
attack narratives, leveraging large language model inference to identify D3FEND
techniques semantically aligned with the described ransomware attacker behaviors.

Listing 5.5: Attack-Based Filter Mask Configuration
1 {
2 "name ": " AttackBasedFilterMask ",
3 " description ": " Filters techniques based on a textual description

of an attack using semantic analysis with OpenAI API",
4 "type ": " attack_description ",
5 " attack_description ": "A ransomware attack that begins with a

phishing email containing a malicious attachment . When the user
opens the attachment , malicious code is executed that encrypts
files on the system and demands payment in cryptocurrency for
the decryption key. The attacker may also steal sensitive data
before encryption and threaten to publish it if the ransom is
not paid. Shadow copies and accessible backups are deleted to
prevent recovery .",

6 " target_ttp_count ": 20,
7 " weight_factor ": 0.3,
8 " enabled ": true
9 }

Finally, an impact parameter was enabled to modulate the rankings based on opera-
tional disruption or cost, ensuring that the recommendations balanced effectiveness with
practicality, crucial in ransomware contexts where overly disruptive defensive actions could
negatively impact business continuity.

5.1.2 Analysis results

The D3FEND decision support system analysis identified several high priority defensive
techniques for ransomware mitigation based on a comprehensive evaluation of multiple
defensive dimensions, as shown in the heatmap below:
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Figure 5.1: Overall MITRE D3FEND heatmap for Ransomware Scenario - Part 1
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Figure 5.2: Overall MITRE D3FEND heatmap for Ransomware Scenario - Part 2

The visualization of the heatmap of normalized scores highlighted network-level defenses,
particularly in Network Traffic Analysis, as top priorities, consistently scoring above 9.0.
This result aligns with recent research that emphasizes the critical role of network-based
detection capabilities over endpoint-only approaches [2].

The detailed analysis of the top-ranked D3FEND techniques provided below reveals a
comprehensive defensive strategy that addresses multiple phases of the ransomware attack
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lifecycle.

Defensive technique Key factors contributing to high score
Network Traffic Community
Deviation (9.63)

Exceptional capability to identify anomalous traf-
fic patterns associated with ransomware command
and control; high effectiveness against lateral
movement; strong correlation with critical infras-
tructure protection [12]

Protocol Metadata Anomaly
Detection (9.63)

Detects subtle protocol deviations used by ran-
somware to evade traditional defenses; provides
early warning of compromise; addresses sophis-
ticated evasion techniques documented in recent
campaigns [34]

Remote Terminal Session De-
tection (9.63)

Identifies unauthorized remote access commonly
used in human-operated ransomware attacks; crit-
ical for detecting initial access and lateral move-
ment phases; high relevance to current threat
actor TTPs [9]

Restore User Account Access
(7.16)

Essential recovery capability following credential
theft or account lockout; addresses the increasing
ransomware tactic of credential harvesting prior
to encryption; enables business continuity [35]

Change Default Password
(7.08)

Fundamental hardening technique that addresses
a common initial access vector; prevents exploita-
tion of default credentials in networked systems;
high impact on reducing attack surface

Credential Hardening (6.89) Comprehensive approach to securing authentica-
tion systems; mitigates credential theft and reuse;
addresses the increasing focus of ransomware
groups on credential-based attacks [1]

Access Modeling (6.89) Enables identification of abnormal access patterns;
supports zero-trust architecture implementation;
provides baseline for detecting privilege escalation
attempts

Table 5.1: Top-ranked defensive techniques for ransomware mitigation

This case study demonstrates the practical efficacy of the D3FEND DSS in ransomware
defense planning. By incorporating multiple contextual layers, such as threat actor profiles,
infrastructure criticality and attack sequencing, the DSS delivers precise and transparent
recommendations that significantly improve generic defensive frameworks.
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5.2 Real-world use case - Microservice Architecture

To further validate the applicability of the D3FEND Decision Support System in operational
cybersecurity contexts, this section examines its application to two specific attack scenarios
targeting microservice architectures. These, favored for their modularity and scalability,
introduce complexity through distributed and heterogeneous threat surfaces. As described
in Chapter 2, the Google Cloud Online Boutique serves as the reference architecture for
this analysis.

The selected attack scenarios reflect current real-world threat trends, stressing distinct
layers of microservice security:

1. API Gateway compromise and data exfiltration: This scenario focuses on an
attacker successfully compromising the front-end service, which functions as the API
gateway, and using this foothold to exfiltrate sensitive data from downstream services.
This represents a common entry point for attacks against microservice architectures,
where the public-facing gateway component becomes a primary target [36].

2. Container registry supply chain attack: This scenario examines an attacker
who compromises the container registry that hosts the application’s microservice
images, injecting malicious code into container images that are then deployed as
part of regular application updates. This represents an increasingly common attack
pattern targeting the software supply chain of containerized environments [37].

Each scenario was modeled and analyzed employing the D3FEND DSS, using customized
scoring masks configured to match attacker TTPs, targeted assets, and contextual risks.

5.2.1 Scenario 1 - API Gateway compromise scenario

This scenario involves a threat actor, named MicroBreak, targeting the front-end service
of the online boutique, which serves as the API gateway. As a critical boundary medi-
ating client access and interservice communication, compromising this component poses
significant risks.

The attack scenario unfolds as follows:

1. Initial Access: The attacker exploits a vulnerability in the frontend service, poten-
tially a known CVE in the underlying web framework or a zero-day vulnerability.

2. Privilege Escalation: Upon gaining access to the frontend container, the attacker
escalates privileges within the container environment.
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3. Credential Access: The attacker intercepts authentication tokens and service
credentials that pass through the API gateway.

4. Discovery: Using the compromised gateway position, the attacker maps internal
service endpoints and identifies valuable data sources.

5. Lateral Movement: The attacker uses the gathered credentials to make authenti-
cated calls to internal services, bypassing the intended access controls.

6. Collection and Exfiltration: Sensitive data from various services (payment in-
formation, user details, product data) is collected and exfiltrated through covert
channels.

D3FEND DSS configuration for API compromise defense

To produce context-specific recommendations, the DSS was configured with a custom set
of evaluation masks. Each mask was selected and weighted to reflect the specific conditions
of the scenario, with the goal of maximizing operational relevance and minimizing the
reliance on generic defensive heuristics. The configuration details and rationale for each
mask are described below:

• Defensive & Offensive Relationship Mask: Enabled with a focus on relationships
such as blocks, detects, and contains, which are relevant to boundary protection and
post-compromise containment at the API layer. This mask provides a baseline
scoring derived from the MITRE D3FEND ontology, but was deliberately assigned a
lower weight to avoid overemphasis on generic security guidance that lacks scenario
specificity.

Listing 5.6: Defensive-Offensive Relationship Mask Configuration
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.10 ,
4 "name ": " DefensiveOffensiveRelationshipMask ",
5 " description ": " Filters D3FEND techniques based on relevant

defensive relationships for API gateway protection ",
6 " targeted_relationships ": [
7 " detects ",
8 " blocks ",
9 " contains ",

10 " disrupts "
11 ]
12 }

• CTI category mask: Configured with indicators and behaviors linked to MicroBreak
TTPs associated with API gateway exploitation and credential misuse, including
abnormal HTTP call patterns and C2 activity over REST interfaces.
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Listing 5.7: CTI Category Mask Configuration for Boutique
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.40 ,
4 "name ": " CTICategoryMask ",
5 " description ": " Filters D3FEND techniques based on threat

intelligence categories ",
6 " cti_config ": {
7 "file ": " CTI_MicroBreak_Report .json",
8 " weights ": {
9 " intrusion_set ": 0.25 ,

10 " malware ": 0.20 ,
11 " attack_pattern ": 0.30 ,
12 " indicator ": 0.25
13 },
14 " description ": " Threat intelligence on MicroBreak group

targeting microservices API gateways "
15 },
16 " cti_values ": {
17 "file ": " CTI_MicroBreak_input .json"
18 }
19 }

• Asset mask: Defined with a detailed model of the Online Boutique architecture,
emphasizing the API gateway and its dependent services.

Listing 5.8: Asset Mask Configuration for Boutique
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.40 ,
4 "name ": " AssetMask ",
5 " description ": " Filters D3FEND techniques based on relevance to

Boutique microservices assets ",
6 " asset_mappings_file ": " boutique_asset_mappings .json",
7 " infrastructure_file ": " boutique_infrastructure .json",
8 " ttp_mappings_file ": " static_mappings .json"
9 }

• Attack description mask: Leveraged a natural language description of the Micro-
Break attack sequence, parsed via semantic analysis to match D3FEND techniques
conceptually relevant to the compromise, lateral movement, and data exfiltration
stages.

Listing 5.9: Attack-Based Filter Mask Configuration for Boutique
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.50 ,
4 "name ": " AttackBasedFilterMask ",

64



Results and Validation

5 " description ": " Filters D3FEND techniques based on textual
relevance to API Gateway Compromise ",

6 " attack_description ": "An attacker targets the frontend API
gateway service of the Boutique microservices application ,
exploiting a vulnerability to gain initial access . After
compromising the API gateway , the attacker intercepts
authentication tokens and service credentials passing through
the gateway . Using this privileged position , they map internal
service endpoints and make authenticated calls to backend
services including the payment service , cart service , and user
profile service . The attacker exfiltrates sensitive customer
data including payment information , personally identifiable
information , and shopping patterns through covert channels
established from the compromised API gateway . The attack
leverages the API gateway ’s trusted position in the architecture

to bypass normal security boundaries between services ."
7 }

Analysis results

The D3FEND DSS generated a prioritized list of defensive techniques tailored to the API
Gateway compromise scenario. The visualization of the heatmap of the aggregated scores
below revealed clear clusters of high-relevance techniques, particularly in the areas of
network traffic monitoring, protocol anomaly detection, and session control.

65



Results and Validation

Figure 5.3: Overall MITRE D3FEND heatmap for API Gateway compromise Scenario -
Part 1
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Figure 5.4: Overall MITRE D3FEND heatmap for API Gateway compromise Scenario -
Part 2

These results analysis for the API Gateway compromise scenario reveals a clear pri-
oritization of detection-oriented techniques focused on network traffic analysis, with a
secondary emphasis on isolation mechanisms. The top techniques and their significance
are detailed below:

• Network Traffic Community Deviation (9.99): Identifies anomalous traffic
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patterns by comparing current network behavior against established community
baselines. This technique is particularly effective for detecting sophisticated API
gateway compromises that might otherwise appear as legitimate traffic. This approach
can detect zero day threats that signature tools miss by identifying behavioral
anomalies throughout the API communication landscape [38].

• Protocol Metadata Anomaly Detection (9.99): Analyzes protocol specific
metadata to identify deviations from expected behavior in API communications. This
technique excels at detecting subtle manipulation of API requests that might bypass
traditional security controls [39].

• Remote Terminal Session Detection (9.99): Monitors for unauthorized remote
access sessions that may indicate an attacker has established control over the API
gateway. This is critical for identifying human-operated attacks against microservices
[40].

• DNS Allowlisting (8.98): Restricts DNS resolution to a predefined set of authorized
domains, preventing API gateways from connecting to malicious command and control
infrastructure [41].

• DNS Traffic Analysis (6.71): Examines DNS queries from microservices to detect
anomalous patterns that may indicate compromise. This technique is particularly
valuable for identifying data exfiltration through DNS tunneling from compromised
API gateways [41].

• Content Filtering (5.12): Inspects and filters content flowing through the API
gateway to prevent malicious payloads from reaching internal microservices. This
technique provides an important layer of defense against injection attacks targeting
API endpoints [42].

The application of the D3FEND Decision Support System to the API Gateway compro-
mise scenario revealed several significant insights regarding the security of microservice ar-
chitectures. In particular, the system consistently prioritized detection-oriented techniques
over traditional static controls, highlighting a shift in strategic focus toward behavioral
visibility and real-time monitoring. The evaluation confirmed that API gateways, as
external-facing and authentication-mediating components, represent high-value targets
that require specialized protection strategies.

5.2.2 Scenario 2 - Container Registry supply chain attack sce-
nario

The scenario models an adversary codenamed RegistryBreaker, who targets the container
registry used in the Online Boutique deployment environment. The registry acts as the
central distribution point for microservice images across the Kubernetes cluster.
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The attack scenario unfolds as follows:

1. Initial Access: Weak authentication controls allow for unauthorized access to the
container registry.

2. Persistence: Malicious code is injected into trusted base images, producing back-
doored versions of core services.

3. Execution: During regular deployment cycles, compromised images are pulled and
instantiated.

4. Privilege Escalation: The attacker escalates from container context to host or
orchestrator level via misconfigurations.

5. Lateral Movement: Access to other services is gained using the compromised
service’s trust relationships.

6. Impact: Potential deployment of ransomware, command-and-control (C2) channels,
or data destruction operations.

D3FEND DSS configuration for Container Registry supply chain attack defense

To model this scenario, the DSS was configured with a set of evaluation masks that
emphasize preventive controls, awareness of infrastructure and behavioral detection of
image-level compromise. The configuration details and rationale for each mask are described
below:

• Defensive & Offensive Relationship Mask: Enabled with emphasis on rela-
tionships such as prevents, detects, and contains, reflecting the need to block the
introduction of malicious artifacts early in the deployment process. The slightly
increased weight compared to the API Gateway scenario accounts for the criticality
of preventive security measures in supply chain contexts.

Listing 5.10: Defensive-Offensive Relationship Mask Configuration
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.15 ,
4 "name ": " DefensiveOffensiveRelationshipMask ",
5 " description ": " Filters D3FEND techniques based on relevant

defensive relationships for container registry protection ",
6 " targeted_relationships ": [
7 " detects ",
8 " blocks ",
9 " prevents ",

10 " contains ",
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11 " disrupts "
12 ]
13 }

• CTI category mask: Configured with threat intelligence specific to container-based
malware insertion, including known TTPs related to supply chain manipulation,
image tampering and persistent C2 behavior.

Listing 5.11: CTI Category Mask Configuration for Container Registry
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.45 ,
4 "name ": " CTICategoryMask ",
5 " description ": " Filters D3FEND techniques based on threat

intelligence categories ",
6 " cti_config ": {
7 "file ": " CTI_RegistryBreaker_Report .json",
8 " weights ": {
9 " intrusion_set ": 0.25 ,

10 " malware ": 0.30 ,
11 " attack_pattern ": 0.30 ,
12 " indicator ": 0.15
13 },
14 " description ": " Threat intelligence on RegistryBreaker group

targeting container registries "
15 },
16 " cti_values ": {
17 "file ": " CTI_RegistryBreaker_input .json"
18 }
19 }

• Asset mask: Focused on infrastructure components such as container registries,
image scanners, deployment pipelines, and Kubernetes orchestrators.

Listing 5.12: Asset Mask Configuration for Container Registry
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.45 ,
4 "name ": " AssetMask ",
5 " description ": " Filters D3FEND techniques based on relevance to

container registry and Kubernetes assets ",
6 " asset_mappings_file ": " boutique_asset_mappings .json",
7 " infrastructure_file ": " boutique_container_infrastructure .json",
8 " ttp_mappings_file ": " static_mappings .json"
9 }

• Attack description mask: Semantically mapped to the attack narrative, capturing
conceptual relations between the attacker’s tactics and D3FEND techniques, such as
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runtime verification, memory analysis, and download monitoring. The highest weight
mask allows narrative prioritization, essential for capturing the specialized nature of
supply chain attacks that unfold across multiple operational layers.

Listing 5.13: Attack-Based Filter Mask Configuration for Container Registry
1 {
2 " enabled ": true ,
3 " weight_factor ": 0.60 ,
4 "name ": " AttackBasedFilterMask ",
5 " description ": " Filters D3FEND techniques based on textual

relevance to Container Registry Supply Chain Attack ",
6 " attack_description ": "An attacker targets the container registry

hosting the Boutique microservices application images . After
exploiting weak authentication to gain access to the registry ,
the attacker injects malicious code into container images ,
creating backdoored versions of legitimate services . These
compromised images are then deployed as part of normal
application updates , establishing persistence mechanisms and
command -and - control channels . The attacker leverages this
foothold to move laterally through the Kubernetes cluster ,
exploiting misconfigurations to escalate privileges from the
container context to the host and cluster level. The compromised

containers can exfiltrate sensitive data and potentially deploy
ransomware affecting the entire platform ."

7 }

Analysis results

The DSS produced a prioritized list of defensive techniques tailored to counter supply
chain compromise in containerized environments. The results reflected a clear emphasis on
network restriction, behavioral anomaly detection, and runtime integrity monitoring.
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Figure 5.5: Overall MITRE D3FEND heatmap for Container Registry supply chain
attack Scenario - Part 1

72



Results and Validation

Figure 5.6: Overall MITRE D3FEND heatmap for Container Registry supply chain
attack Scenario - Part 2

These results emphasize the multilayered nature of defense in containerized supply chain
attacks, where static analysis at build time must be complemented by runtime verification
and network monitoring to detect active threats that evade predeployment inspection. The
top techniques and their significance are detailed below:

• DNS Allowlisting (10.0): Emerged as the highest-ranked defensive technique,
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restricting outbound DNS resolution to a predefined set of authorized domains. DNS
controls provide an effective first line of defense against container malware that
attempts to establish outbound connections to the attacker infrastructure. This tech-
nique is particularly relevant for container environments where restricting outbound
network connections is critical for preventing command-and-control communications
from compromised containers.

• Network Traffic Analysis Techniques (7.77): Several network traffic analysis
techniques scored highly. This emphasis on network traffic analysis highlights the
importance of monitoring container communications for signs of compromise, given
that network traffic analysis provides critical visibility into container-to-container
communications that may indicate supply chain compromise, particularly when
baseline behavioral patterns are established.

• Process Code Segment Verification (7.42): A runtime security technique
that validates the integrity of executable code in memory, particularly valuable for
identifying supply chain attacks where malicious code has been inserted into otherwise
legitimate container images, given that they can detect sophisticated supply chain
attacks that modify container behavior after deployment, even when the initial image
passed standard security scans.

• Memory Boundary Tracking (7.34): Monitors memory operations for potential
violations, providing an additional layer of runtime protection against exploitation
attempts. This technique is particularly important in containerized environments
where memory safety remains a critical concern.

The D3FEND DSS results confirm that outbound traffic restriction, particularly via
DNS allowlisting, is a critical control in container contexts. When combined with anomalous
traffic monitoring, organizations gain visibility into deviations introduced by backdoor
images after deployment. Importantly, the emergence of runtime integrity techniques, such
as memory tracking and process verification, reflects a growing recognition that static
image scanning alone is inadequate.
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Conclusions

Automating the translation of structured cybersecurity frameworks into actionable defen-
sive strategies remains a challenging and multifaceted research domain. The complexity
inherent in operationalizing extensive frameworks like MITRE ATT&CK and D3FEND,
combined with the contextual variability of cybersecurity threats, posed significant chal-
lenges throughout this thesis. However, this research has made tangible advances in
addressing these challenges, providing a solid foundation for future developments in cy-
bersecurity decision support systems. A critical contribution of this research was the
development of a modular Decision Support System (DSS) based on the D3FEND ontology.
Through the innovative use of configurable scoring masks, the DSS successfully integrated
various analytical dimensions, including asset criticality or cyber threat intelligence (CTI)
feeds with specific attack scenarios. The practical utility of this approach was demonstrated
through detailed analyses of two realistic use cases, namely API gateway compromise and
container registry supply chain attack, both located within microservice architectures.
These use cases validated the system’s adaptability and ability to prioritize defensive
measures effectively, closely aligned with specific adversarial behaviors and infrastructural
contexts.

Another key insight from the research is the strategic advantage provided by the mask
architecture. The DSS’s ability to dynamically adjust the analytical focus according to
operational priorities, such as focusing on runtime verification over perimeter controls or
integrating supply chain security considerations, highlights its flexibility and scalability.
Moreover, this approach effectively addresses the current gap in producing tailored and
contextualized defense strategies suitable for resource constrained operational environments.
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6.1 Future research and development

Building on the architecture and validation presented in this thesis, several directions
are proposed for the evolution of the D3FEND Decision Support System into a more
comprehensive and integrable security platform.

Firstly, the development of additional analytical masks would enable more granular and
specialized evaluations. Future work should include the creation of additional mask types,
such as those based on risk scoring or system vulnerabilities. This would allow analysts to
model emerging threat vectors and incorporate new defense technologies as they become
available, further improving the system’s ability to produce customized recommendations.

Furthermore, even though the current system is based on MITRE D3FEND, incorpo-
rating complementary frameworks, such as CIS Controls, NIST 800-53, or vendor-specific
detection catalogs, would expand the coverage of available countermeasures. This would
increase the relevance of the recommendations in hybrid or regulated environments and
improve interoperability with diverse compliance and policy models.

The scoring model can then be extended to serve compliance use cases, enabling gap
analysis between current defensive measures and the recommendations generated by the
DSS. This would allow organizations to quantify their security posture relative to known
standards or frameworks and identify areas that require improvement, thus bridging the
gap between technical defense and governance.

Finally, leveraging the fact that the DSS is dockerized and exposed to API, future
development should focus on integrating the tool into SIEM, SOAR, and incident response
pipelines. This would enable the system to act as a real-time decision engine, automatically
generating prioritized mitigation actions in response to incoming alerts or threat intelli-
gence feeds. Such an integration would support both human workflows and automated
remediation strategies.

By addressing these directions, the D3FEND DSS can evolve from a prototype decision
support platform to a versatile security engineering platform capable of supporting opera-
tional response and compliance management within a unified analytical framework. Its
modular and extensible architecture ensures its adaptability to the evolving cybersecurity
landscape, making it a valuable asset in the ongoing pursuit of effective and contextualized
defense strategies.
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Ransomware Groups analysis

The subsequent appendix elucidates the principal ransomware Organized Cybercrime
Groups (OCGs). In the following sections, a detailed examination of these groups’ profiles
is presented in order to systematically evaluate the threat level posed by these entities and
to enable the development of effective countermeasures utilizing the D3FEND Decision
Support System (DSS).

Table A.1: Threat Actor Profile – Bitwise Spider (LockBit)

Threat Level: HIGH
Overview Bitwise Spider has operated as a Ransomware-as-a-Service

since September 2019, likely based in Russia/Eastern Europe.
It selects victims by revenue potential, employs Initial Access
Brokers and insiders, and indiscriminately targets sectors like
healthcare, education, and technology worldwide.

Type Organized Cybercrime Group (OCG)
Motivation Financial gain
Capability Develops custom ransomware variants and evolves tooling to

attract affiliates, demonstrating very sophisticated capabilities
(assessed HIGH).

Intent Continued high activity under the RaaS model makes any
organization an attractive target (assessed HIGH).
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Table A.2: Threat Actor Profile – BianLian

Threat Level: HIGH
Overview First observed in December 2021, BianLian operates under a

RaaS model with Go-based custom ransomware and
backdoors. It targets critical sectors (finance, healthcare,
manufacturing, education, energy) in the US, UK, and
Australia.

Type OCG
Motivation Financial gain
Capability High capability in custom malware development and affiliate

management (assessed HIGH).
Intent HIGH

Table A.3: Threat Actor Profile – Evilnum

Threat Level: HIGH
Overview Evilnum uses custom malware combined with

Malware-as-a-Service tools (e.g., Golden Chickens) to steal
financial data via spearphishing and hosted ZIP payloads.

Type OCG
Motivation Financial gain
Capability Moderately advanced, with repeated successful campaigns and

continual refinement (assessed MEDIUM).
Intent HIGH
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Table A.4: Threat Actor Profile – Qilin

Threat Level: HIGH
Overview Active since July 2022 under a RaaS model, initially in Go

then Rust, Qilin targets high-value organizations across
multiple countries and sectors.

Type OCG
Motivation Financial gain
Capability Customizes variants per victim with process-killing and

extension changes (assessed MEDIUM).
Intent HIGH

Table A.5: Threat Actor Profile – 8Base

Threat Level: HIGH
Overview Active since April 2022, 8Base customizes third-party

ransomware (e.g., Phobos) and focuses on SMBs across
healthcare, professional services, and logistics.

Type OCG
Motivation Financial gain
Capability Uses customized variants of existing malware (assessed

MEDIUM).
Intent HIGH

79



Ransomware Groups analysis

Table A.6: Threat Actor Profile – Frozen Spider (Medusa)

Threat Level: HIGH
Overview Active since June 2021, Frozen Spider conducts

double-extortion using Medusa ransomware, publishes on its
“Medusa Blog” DLS and Telegram channel.

Type OCG
Motivation Financial gain
Capability Develops and operates its own ransomware (assessed

MEDIUM).
Intent HIGH

A.1 OCGs Relevant TTPs

Using the MITRE ATT&CK framework, we conducted a comparative analysis of the TTPs
used by all the groups listed above. The tables below summarize their most common
techniques, grouped based on their tactics.

Table A.7: Main TTPs Matrix – OCGs (Part 1: Initial Access, Execution, Persistence,
Privilege Escalation)

TA0001: Initial
Access

TA0002:
Execution

TA0003:
Persistence

TA0004:
Privilege
Escalation

T1133: External
Remote Services

T1053:
Scheduled
Task/Job

T1133: External
Remote Services

T1078: Valid
Accounts

T1566: Phishing T1059:
Command and
Scripting
Interpreter

T1078: Valid
Accounts

T1547: Boot or
Logon Autostart
Execution

T1190: Exploit
Public-Facing
Application

T1204: User
Execution

T1547.001:
Registry Run
Keys / Startup
Folder

T1134: Access
Token
Manipulation

T1078: Valid
Accounts

T1106: Native API T1547: Boot or
Logon Autostart
Execution

T1548: Abuse
Elevation Control
Mechanism

T1136.001: Create
Local Account

T1047: Windows
Management
Instrumentation

T1574.001: DLL
Search Order
Hijacking

T1134.001: Token
Imperson-
ation/Theft

Continued on next page
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Continued from previous page
TA0001: Initial
Access

TA0002:
Execution

TA0003:
Persistence

TA0004:
Privilege
Escalation

T1189: Drive-by
Compromise

T1129: Shared
Modules

T1098: Account
Manipulation

T1484.001: Group
Policy Modification

T1566.001:
Spearphishing
Attachment

T1059.006: Python

T1566.002:
Spearphishing Link

T1059.007:
JavaScript
T1053.005:
Scheduled Task

Table A.8: Main TTPs Matrix – OCGs (Part 2: Defense Evasion, Credential Access,
Discovery, Lateral Movement)

TA0005: Defense
Evasion

TA0006:
Credential
Access

TA0007:
Discovery

TA0008: Lateral
Movement

T1562: Impair
Defenses

T1003: OS
Credential
Dumping

T1046: Network
Service
Discovery

T1021: Remote
Services

T1036:
Masquerading

T1056: Input
Capture

T1083: File and
Directory
Discovery

T1570: Lateral
Tool Transfer

T1070: Indicator
Removal

T1539: Steal Web
Session Cookie

T1135: Network
Share Discovery

T1080: Taint
Shared Content

T1140: Deobfus-
cate/Decode Files
or Information

T1555: Credentials
from Password
Stores

T1082: System
Information
Discovery

T1027: Obfuscated
Files or Information

T1518.001:
Security Software
Discovery

T1564: Hide
Artifacts

T1614.001: System
Language Discovery
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Table A.9: Main TTPs Matrix – OCGs (Part 3: Collection, Command and Control,
Exfiltration, Impact)

TA0009:
Collection

TA0011:
Command and
Control

TA0010:
Exfiltration

TA0040: Impact

T1005: Data
from Local
System

T1071.001: Web
Protocols

T1041:
Exfiltration Over
C2 Channel

T1486: Data
Encrypted for
Impact

T1560: Archive
Collected Data

T1105: Ingress
Tool Transfer

T1567: Exfiltration
Over Web Service

T1490: Inhibit
System Recovery

T1114: Email
Collection

T1090: Proxy T1537: Transfer
Data to Cloud
Account

T1489: Service
Stop

T1113: Screen
Capture

T1573.001:
Symmetric
Cryptography

T1567.002:
Exfiltration to
Cloud Storage

T1485: Data
Destruction

T1219: Remote
Access Software

T1491.001: Internal
Defacement
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Developer Manual

This appendix provides the technical documentation for the D3FEND Decision Support
System, detailing its architecture, core components, and exposed API functionalities. It
serves as a comprehensive reference for developers who want to maintain the system.

B.1 System architecture

The D3FEND Decision Support System adopts a modular, extensible architecture com-
prising the following core components:

• MainService: Orchestrates execution logic and coordinates mask evaluation and
visualization generation.

• Masks: Configurable filters used to score defensive techniques based on different
analytical dimensions.

• D3FEND Techniques: Defensive countermeasures imported from the MITRE
D3FEND knowledge base.

• Scoring Modules: Implement the logic for each mask’s scoring methodology.

• Visualization: Generates graphical outputs such as heatmaps for the interpretation
of results.

The system follows this typical execution pipeline:

1. The required data are loaded (D3FEND catalog, mask definitions, asset mappings).
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2. Apply all active masks and compute technique scores.

3. Normalize results using configurable scaling parameters.

4. Apply optional multipliers (e.g. impact).

5. Generate visual outputs.

6. Compile logging reports.

Project structure

The project is organized as follows:

|--- main.py # CLI execution script
|--- run_api.py # Launches FastAPI REST service
|--- src/
| |--- api/ # API interface and business logic
| |--- core/ # Core data models
| |--- scoring/ # Scoring logic for all mask types
| |--- visualization/ # Plotting and rendering logic
|--- data/
| |--- masks/ # User-defined mask configurations
| |--- mappings/ # Entity mappings (e.g. assets)
|--- output/ # Generated artifacts

B.2 Mask system implementation

Masks are defined by their scoring functions that evaluate techniques based on a spe-
cific analysis dimension. Each mask has a corresponding JSON configuration and an
implementation in the codebase.

Mask configuration format

An example mask configuration (in JSON):

{
"name": "KeywordFilterMask",
"type": "keyword_filter",
"artifact_keyword_filter": ["network", "container"],
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"critical_asset_boost": 2.0,
"weight_factor": 0.3,
"enabled": true,
"id": "mask-keyword123"

}

Mask scoring implementation

Each mask type is assigned a scoring function. Below is a simplified implementation of a
new keyword scoring logic:

Listing B.1: Example mask scoring function
1 def score_keyword_filter_mask (techniques , keywords =None):
2 scores = {tech. def_tech_label : 1.0 for tech in techniques }
3 if not keywords :
4 return {" scores ": scores }
5

6 for tech in techniques :
7 score = 1.0
8 for artifact in tech. artifact_details :
9 for keyword in keywords :

10 if keyword .lower () in artifact .lower ():
11 score *= 1.3
12 scores [tech. def_tech_label ] = score
13 return {" scores ": scores }

B.3 API architecture

The system exposes a RESTful API through FastAPI, structured into three main layers:

• Routes: Define endpoints and HTTP input/output validation.

• Services: Contain application logic.

• Async Processing: Support long-running jobs via background tasks.

MainService API

Executes the main scoring and visualization pipeline:
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1 def execute_main_async ( option : int = 1, parameter_name : str = None ,
output_format : str = "png") -> str:

2 """ Starts async execution of the main system ."""

MaskService API

Provides CRUD operations for mask configurations:

1 def get_all_masks () -> List[Dict[str , Any ]]
2 def create_mask ( mask_data : Dict[str , Any ]) -> Dict[str , Any]
3 def update_mask ( mask_id : str , mask_data : Dict[str , Any ]) -> Optional [

Dict[str , Any ]]

JobService API

Manages asynchronous job execution:

1 def create_job ( job_type : str , params : Dict[str , Any ]) -> str
2 def get_job ( job_id : str) -> Optional [Dict[str , Any ]]

Main execution: /api/execute

The /api/execute endpoint serves as the primary entry point to initiate D3FEND analysis
workflows. This endpoint implements asynchronous processing to handle computationally
intensive operations without blocking client requests. The endpoint accepts the following
parameters:

Listing B.2: Execute endpoint request model
1 class MainExecuteRequest ( BaseModel ):
2 option : int = Field (... , description =" Execution option ( currently

only 1 supported )")
3 parameter_name : Optional [str] = Field(None , description =" Optional

parameter for execution ")
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Result retrieval: /api/results/{job_id}/heatmap

This endpoint provides access to the generated heatmap visualizations after successful
execution of a job. The implementation supports multiple output formats (SVG, HTML)
and it accepts the following parameters:

Listing B.3: Result retrieval endpoint parameters
1 # Path Parameters
2 job_id : str = Path (... , description =" Unique job identifier returned by

execute endpoint ")
3

4 # Query Parameters
5 format : Optional [str] = Query(
6 "svg",
7 description =" Output format - ’html ’ or ’svg ’ only",
8 regex="^( html|svg)$"
9 )

B.4 Containerization

The system implements containerization through Docker, providing environment consis-
tency and deployment portability. The system utilizes a multistage Docker configuration:

Listing B.4: Development container configuration
1 FROM mcr. microsoft .com/ devcontainers / python :1 -3.13
2

3 ENV PYTHONUNBUFFERED =1
4 WORKDIR /usr/src/ pb_rem
5

6 COPY requirements .txt ./
7 RUN pip install --upgrade pip && \
8 pip install --no -cache -dir -r requirements .txt
9

10 COPY . .
11 CMD [" python3 ", "main.py"]

B.5 Knowledge base integration

The system integrates with the MITRE D3FEND ontology to retrieve up-to-date informa-
tion on defensive techniques.
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D3fendTechnique model

Each defensive technique is modeled as:

1 class D3fendTechnique :
2 def __init__ (self , def_tech_label , def_tactic_label , artifacts ):
3 self. def_tech_label = def_tech_label
4 self. def_tactic_label = def_tactic_label
5 self. artifacts = artifacts

Knowledge base updates

The system fetches the D3FEND catalog from:

https://d3fend.mitre.org/api/ontology/inference/d3fend-full-mappings.json

During initialization, the service establishes the connection parameters and maintains a
persistent reference to the official MITRE D3FEND API endpoint:

Listing B.5: MainService D3FEND integration initialization
1 class MainService :
2 def __init__ (self):
3 # Direct connection to MITRE D3FEND official API
4 self. JSON_URL = "https :// d3fend .mitre.org/api/ ontology / inference

/d3fend -full - mappings .json"
5

6 # Initialize job management for asynchronous operations
7 self. job_registry = JobRegistry ()
8 self. task_manager = TaskManager ()
9

10 # Load static mappings for performance optimization
11 self. STATIC_MAPPINGS_PATH = "data/ mappings / static_mappings .json"
12 with open(self. STATIC_MAPPINGS_PATH , ’r’) as f:
13 static_mappings = json.load(f)
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