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"In the future, people may look back at driving in the same way we now think of riding a 
horse to get from place to place." 

 

Chris Urmson  

  



2 
 

Table of Contents 

INTRODUCTION 5 
1. HISTORY OF AUTONOMOUS DRIVING 8 
1.1 ORIGINS AND EARLY DEVELOPMENTS 8 
1.2 MAJOR MILESTONES AND INNOVATIONS 9 
1.3 CURRENT TRENDS AND FUTURE DIRECTIONS 10 

2. ELECTRIC VEHICLES AND AUTONOMOUS DRIVING 12 
2.1 BATTERY SYSTEMS IN ELECTRIC VEHICLES AND AUTONOMOUS DRIVING 12 
2.2 POWER ELECTRONICS AND MOTOR SYSTEMS 13 
2.3 INTEGRATION OF AUTONOMOUS SYSTEMS IN ELECTRIC VEHICLES 13 
2.4 BENEFITS AND CHALLENGES OF ELECTRIC AND AUTONOMOUS VEHICLES 16 

3. REGULATIONS AND STANDARDS 17 
3.1 INTERNATIONAL STANDARDS AND GUIDELINES 17 
3.2 NATIONAL LEGISLATION (ITALY) AND COMPARISON WITH OTHER NATIONS (USA/CHINA) 19 
3.3 COMPLIANCE AND CERTIFICATION PROCESSES 21 
3.4 IMPACT OF REGULATIONS ON AUTONOMOUS ELECTRIC VEHICLE DEVELOPMENT 22 

4. AUTONOMOUS VEHICLE AND LEVELS OF AUTOMATION 24 
4.1 DEFINITIONS AND KEY CONCEPTS 24 

4.1.1 Refining the Scope of Autonomous Driving Errore. Il segnalibro non è definito. 
4.2 SAE AUTOMATION LEVELS 25 
4.3 COMPARISON OF DIFFERENT AUTOMATION LEVELS 27 

4.3.1 Technological Complexity and System Integration 27 
5. QUALITY ANALYSIS OF KEY COMPONENTS (FMECA) 30 
5.1 INTRODUCTION TO FMECA (FAILURE MODES, EFFECTS, AND CRITICALITY ANALYSIS) 30 

5.1.1 The FMECA Process and Its Application to Autonomous Systems 31 
5.1.2 Benefits and Limitations of FMECA 32 
5.1.3 Integrating FMECA with Autonomous Electric Vehicle Development 33 
5.1.4 Identification of Key Components and Functions in Autonomous Driving Systems 34 

5.2 FMECA METHOD APPLICATION 36 
5.2.1 Overall Implications of the FMECA Analysis 38 
5.2.2 Corrective and Mitigation Strategies for FMECA Identified Failure Modes in Autonomous 
Driving Systems 38 

6.  CASE STUDIES AND PRACTICAL IMPLEMENTATIONS 42 
6.1 REAL-WORLD IMPLEMENTATIONS OF AUTONOMOUS DRIVING 42 
6.2 TESLA AUTOPILOT AND FULL SELF-DRIVING (FSD) 42 

6.2.1 Technological Architecture 42 
6.2.2 Real-World Applications 44 
6.2.3 Challenges and Controversies 44 

6.3 WAYMO: A LEADER IN AUTONOMOUS DRIVING 45 
6.3.1 Technological Architecture 45 
6.3.2 Real-World Applications of Waymo’s Autonomous Driving Technology 45 
6.3.3 Challenges and Controversies 47 

6.4 NIO: A GROWING FORCE IN AUTONOMOUS DRIVING 47 
6.4.1 Technological Architecture 48 
6.4.2 Real-World Applications 49 
6.4.3 Challenges and Future Prospects 50 

6.5 COMPARATIVE ANALYSIS: TESLA, WAYMO, AND NIO 50 
7.  FUTURE APPLICABILITY AND INNOVATIONS 53 



3 
 

7.1 EMERGING TECHNOLOGIES IN AUTONOMOUS ELECTRIC VEHICLES 53 
7.2 POTENTIAL APPLICATIONS IN VARIOUS INDUSTRIES 53 
7.3 SOCIO-ECONOMIC IMPACTS AND ETHICAL CONSIDERATIONS 54 
7.4 ROADMAP FOR FUTURE RESEARCH AND DEVELOPMENT 55 

CONCLUSION 56 
BIBLIOGRAPHY 58 
ACKNOWLEDGEMENTS 60 

 

 
  



4 
 

List of Figures 
 

Figure 1:Driverless Car of the Future, advertisement for “America’s Electric Light and 

Power Companies,” Saturday Evening Post, 1950s. Credit: The Everett Collection. 8 

Figure 2: 100 years of autonomous driving 10 

Figure 3: How driverless cars see the world around them 15 

Figure 4: SAE Automation Levels 26 

Figure 5: Projected Growth of Autonomous Driving Technology (2016-2032) 27 

Figure 6: FMECA worksheet for autonomous driving system components 36 

Figure 7: Tesla's camera around placed strategically around the vehicle 43 

Figura 8: Waymo Autonomous Robotaxi in San Francisco urban environment 46 

Figura 9: NVIDIA DRIVE Orin SoC, the world's most advanced and highest performance AV 

and robotics processor, capable of delivering up to 254 TOPS. 48 

Figura 10: Nio's autonomous driving car 49 

 
 
 

  



5 
 

Introduction 
 
In recent decades, technological advancements have significantly contributed to the 

development of autonomous driving, a field poised to revolutionize mobility. The integration 

of electric vehicles with autonomous driving systems represents not only a response to the 

growing demands for environmental sustainability but also a step toward enhancing safety 

and efficiency in transportation. Today, many people consider cars an indispensable means 

of transportation, used for commuting to work, traveling, and leisure. In large cities, where 

traffic congestion is a daily challenge, autonomous vehicles (AVs) could transform urban 

mobility by turning drivers into passengers, making transportation safer and potentially 

reducing the number of accidents. The electronic systems in these vehicles optimize response 

times and detect obstacles or hazards that human drivers may not perceive, such as blind 

spots. 

 

Another advantage of AVs is the potential to reduce traffic congestion through intelligent 

traffic management systems, facilitated by vehicle-to-infrastructure communication, thus 

decreasing both pollution and congestion. Moreover, self-driving cars can provide mobility 

independence for a broader demographic, including disabled individuals and those without 

a driver’s license. Passengers could also optimize their time by engaging in other activities 

during their journey, showcasing the myriad benefits that automation brings to various 

industrial sectors. These innovations are made possible by advanced technologies, including 

autonomous piloting systems, an array of sensors installed in vehicles, and smart city 

infrastructures. The development of AV technologies presents vast opportunities, but also 

raises numerous questions, reflecting its complexity and potential to significantly transform 

the transportation and mobility sector. This complexity is unsurprising given the enormous 

innovative potential and the anticipated benefits in terms of safety, efficiency, and universal 

access to personal mobility. 

 

The emergence of vehicles equipped with autonomous driving systems may represent the 

greatest revolution in personal mobility since the mass motorization that followed World 

War II. However, the widespread adoption of “robot cars” faces significant psychological 

barriers. One of the primary concerns is the perceived risk of ceding driving control to an 

autonomous system. This concern is especially relevant when AVs must make complex 

decisions that could impact the safety of passengers or others on the road. Since 2009, several 
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prototypes of autonomous cars have emerged, starting with Google, followed by Uber, Lyft, 

Tesla, and major automakers, all striving to develop new software and artificial intelligence 

for these revolutionary vehicles. The race to develop autonomous cars is intensifying, driven 

by the widespread availability of AI technologies, advancements in 5G mobile connectivity, 

and extensive experimental testing. Leading players in both the automotive and high-tech 

industries are heavily invested in this effort. 

 

This study arises from the need to explore and understand the multifaceted aspects of 

autonomous driving, examining both technical and regulatory perspectives to provide a 

comprehensive and up-to-date overview of the field. The primary objective of this thesis is 

to thoroughly examine the history, technologies, and future prospects of autonomous 

driving, with a particular focus on electric vehicles. This analysis includes an exploration of 

the historical evolution of autonomous driving, highlighting key milestones and 

technological contributions. The study also delves into the synergy between electric vehicles 

and autonomous driving systems, assessing the benefits and challenges of combining these 

technologies. A crucial aspect of this analysis involves defining the different levels of 

vehicle automation and discussing the distinct characteristics of each level. 

 

To ensure a comprehensive analysis, a qualitative assessment of key components is 

conducted using the Failure Modes, Effects, and Criticality Analysis (FMECA) 

methodology. Additionally, current regulations and standards governing autonomous 

driving are examined, with an evaluation of their implications for the industry. The thesis 

also assesses future applications and innovations in autonomous driving, identifying 

emerging trends and potential developments. Finally, case studies and practical 

implementations are presented to demonstrate how autonomous driving technologies are 

being applied in real-world scenarios. 

 

The structure of this thesis has been organized to provide a clear and detailed view of various 

aspects of autonomous driving. The first chapter provides an overview of the historical 

development of autonomous driving, from early experiments to the latest technological 

advancements. The second chapter focuses on the intersection of electric vehicles and 

autonomous driving systems, with an emphasis on the benefits and challenges of combining 

these two technologies. The third chapter explores the regulatory framework and 
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international standards related to autonomous driving, discussing the implications for the 

development of autonomous electric vehicles. The fourth chapter examines the different 

levels of automation, focusing on the associated technologies and functionalities across 

various levels of autonomy as defined by the SAE (Society of Automotive Engineers). The 

fifth chapter provides an in-depth analysis of the critical components of autonomous vehicles 

using the FMECA methodology, assessing the reliability and safety of key systems. The 

sixth chapter presents case studies of real-world implementations of autonomous driving 

technologies, with a detailed analysis of projects like Tesla’s Autopilot and Full Self-Driving 

(FSD) systems, as well as Waymo’s autonomous vehicle project. The final chapter assesses 

future applications and innovations, identifying key areas of potential growth and discussing 

the socio-economic impacts of widespread autonomous vehicle adoption. 
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1. History of Autonomous Driving  
 
1.1 Origins and Early Developments 
 
The journey towards autonomous driving began long before the modern era of computing 

and artificial intelligence. Like electric cars, the concept of autonomous driving is not new. 

The first significant step in this journey dates back to the mid-1920s when the "Linriccan 

Wonder," a radio-controlled car, was demonstrated in New York City by Houdina Radio 

Control. This vehicle, a modified 1926 Chandler, was operated without a driver, using radio 

impulses sent by another car. This primitive form of autonomous vehicle laid the 

groundwork for future innovations. Shortly after, in 1939, General Motors' "Futurama" 

project at the World's Fair depicted a vision of the future where cars would drive themselves 

on specially designed highways, an early conceptualization of autonomous driving 

technologies. 

Europe also made early contributions to this field. In the 1960s, the United Kingdom's 

Transport and Road Research Laboratory tested a driverless Citroen DS that interacted with 

magnetic cables embedded in the road. This system allowed the vehicle to navigate 

autonomously at speeds up to 130 km/h, showcasing the feasibility of self-driving 

technologies even in adverse weather conditions. In 1994, the VaMP, a computer-driven car 

developed by Daimler-Benz and Ernst Dickmanns, demonstrated the potential of vision-

based systems in autonomous vehicles by covering 2,000 kilometers with minimal human 

intervention. 

 
Figure 1:Driverless Car of the Future, advertisement for “America’s Electric Light and Power Companies,” Saturday 

Evening Post, 1950s. Credit: The Everett Collection. 
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These early developments paved the way for more sophisticated systems. By the late 20th 

century, research in machine learning and sensor technologies began to mature, leading to 

the creation of more advanced prototypes. The first semi-autonomous systems appeared in 

the 1980s with experiments focusing on using sensors and simple computer algorithms to 

control basic driving functions. These efforts laid the foundation for the significant 

advancements that would follow in the next decades. 

 

1.2 Major Milestones and Innovations 
 

The evolution of autonomous driving technologies saw significant milestones from the 

1980s onwards. The development of vision-guided systems in the 1980s marked a pivotal 

moment, particularly with the creation of the autonomous Mercedes-Benz robotic van by 

Ernst Dickmanns and his team at the Bundeswehr University Munich. This vehicle achieved 

a speed of 63 km/h without traffic, laying the foundation for future advancements in 

computer vision and sensor integration in autonomous vehicles. 

In the 1990s, Italy contributed to these developments through the work of Professor Alberto 

Broggi from the University of Parma. His project, the Argo, involved a modified Lancia 

Thema that traveled nearly two thousand kilometers in six days, operating autonomously for 

94% of the time. This project was a significant demonstration of the practical application of 

low-cost stereoscopic vision systems in real-world autonomous driving scenarios. 

The early 21st century marked the era of significant breakthroughs, particularly with the 

DARPA Grand Challenge in 2004, which pushed the boundaries of autonomous vehicle 

capabilities. This competition catalyzed the development of technologies like LIDAR, GPS, 

and advanced algorithms, leading to significant progress in the field. For instance, the 

Stanford Racing Team’s vehicle, Stanley, which won the 2005 DARPA Grand Challenge, is 

credited with demonstrating the practicality of fully autonomous navigation over long 

distances without human intervention. 

The Google Self-Driving Car project, which began in 2009, became one of the most well-

known and influential initiatives, accelerating advancements and public awareness of 

autonomous driving technologies. By 2015, Google’s prototypes had logged over 1 million 

miles on public roads, significantly advancing the field and inspiring other tech companies 

and automakers to invest heavily in autonomous vehicle research. 
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Figure 2: 100 years of autonomous driving 

 

1.3 Current Trends and Future Directions 

Today, the race to develop fully autonomous vehicles is more intense than ever, with 

significant investments from both automotive giants and tech companies. Volkswagen's plan 

for robotaxis by 2030 exemplifies the industry's push towards making autonomous vehicles 

a reality on a global scale. However, despite these advancements, the current state of 

technology still requires human oversight in most autonomous systems, with vehicles 

generally classified as having Level 2 or 3 autonomy. This means that while the vehicle can 

handle certain driving tasks, the driver must remain alert and ready to take control if 

necessary. 

The current trends also highlight the integration of artificial intelligence and machine 

learning algorithms to enhance the decision-making capabilities of autonomous vehicles. 

Companies like Tesla, Waymo, and Uber are at the forefront of these advancements, with 

Tesla’s Autopilot and Full Self-Driving (FSD) features being some of the most advanced 

commercially available systems today. However, these systems are still under scrutiny and 

development, particularly in terms of safety and reliability under diverse driving conditions. 

Looking ahead, the widespread adoption of 5G connectivity and advancements in artificial 

intelligence are expected to play crucial roles in achieving fully autonomous driving. These 

technologies will enable vehicles to communicate with each other and with infrastructure in 

real time, enhancing safety and efficiency. However, significant challenges remain, 
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particularly in the areas of regulation, social acceptance, and cybersecurity. The possibility 

of autonomous vehicles being used for malicious purposes, such as terrorist activities, 

highlights the need for robust security measures and legal frameworks to govern their use. 

In conclusion, while the journey towards fully autonomous vehicles is marked by remarkable 

progress, the road ahead is fraught with challenges that must be addressed to realize the 

vision of a future where vehicles can operate entirely without human intervention. 
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2. Electric Vehicles and Autonomous Driving 
 

Electric vehicles (EVs) represent a crucial shift in the automotive industry, driven by the 

necessity to reduce greenhouse gas emissions and dependence on fossil fuels. These vehicles 

operate using electric motors powered by energy stored in rechargeable batteries, which 

distinguishes them from traditional internal combustion engine (ICE) vehicles. The 

evolution of EVs is marked by significant advancements in battery technology, which has 

extended the range, efficiency, and performance of modern EVs, making them more viable 

for widespread adoption. 

 
2.1 Battery Systems in Electric Vehicles and Autonomous Driving 
 
The battery system is fundamental to electric vehicles (EVs), particularly in the context of 

autonomous driving. Lithium-ion batteries, known for their high energy density and 

longevity, remain the most commonly used. However, for autonomous vehicles, batteries 

must not only provide power for propulsion but also support advanced computing systems 

and sensors, which are critical for real-time data processing in autonomous systems. 

Autonomous vehicles require significantly more energy than conventional EVs due to the 

constant processing of data from sensors like LiDAR, cameras, and radar. These systems run 

continuously, monitoring the environment and making split-second decisions, which 

increases the demand on the vehicle’s battery. Battery Management Systems (BMS) are 

essential in this context, as they help monitor and optimize energy consumption across 

various components, ensuring that both driving and computing functions are efficiently 

managed without compromising performance. 

The reliance on a robust battery system also allows EVs to implement regenerative braking, 

which further enhances energy efficiency. In contrast to internal combustion engine (ICE) 

vehicles, EVs can convert the kinetic energy generated during braking into electricity, 

recharging the battery and extending the vehicle’s range. This process is crucial for 

autonomous driving, where frequent stop-and-go driving in urban environments can strain 

energy resources. 

Moreover, the development of solid-state batteries represents a significant advancement in 

this field. These batteries promise to offer higher energy densities, faster charging times, and 

improved safety—key factors for enhancing the range and operational efficiency of 

autonomous EVs. With the increased energy demands of autonomous driving systems, such 
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innovations will be critical to achieving widespread adoption of autonomous electric 

vehicles. 

In summary, the battery system in EVs is not only a source of propulsion but also a vital 

component in ensuring the reliable operation of autonomous systems. Its ability to manage 

the high energy demands of both the drivetrain and the advanced technologies powering 

autonomy makes it an indispensable asset for the future of autonomous driving. 

 
2.2 Power Electronics and Motor Systems 
 
Electric motors in EVs convert electrical energy from the battery into mechanical energy to 

drive the vehicle's wheels. The most common types of motors are induction motors and 

permanent magnet synchronous motors (PMSMs). Induction motors, which do not require 

rare-earth materials, are more sustainable but slightly less efficient. PMSMs, on the other 

hand, offer higher efficiency and power density but depend on rare-earth materials, raising 

concerns about their sustainability. 

Power electronics play a critical role in managing the electricity flow between the battery 

and the motor. Inverters convert the direct current (DC) from the battery to alternating 

current (AC) needed by the motor, while converters manage the power distribution to various 

vehicle systems. Effective thermal management of these components is vital to prevent 

overheating and ensure efficient operation. 

Regenerative braking is another essential feature of EVs, enabling the vehicle to recover 

energy during braking and store it back in the battery. This system improves overall 

efficiency and reduces wear on traditional braking systems, making it a key component of 

modern EVs. 

 
2.3 Integration of Autonomous Systems in Electric Vehicles 
 
The integration of autonomous driving systems in electric vehicles is a major technological 

advancement. Autonomous vehicles (AVs) rely on a sophisticated network of sensors, 

cameras, LiDAR, radar, and AI-based algorithms to perceive their surroundings, make 

decisions, and control the vehicle with minimal human intervention. This integration not 

only enhances the functionality of the vehicles but also promises to redefine transportation 

by improving safety, reducing congestion, and lowering emissions. 

Sensor Technology: Autonomous electric vehicles (AEVs) are equipped with advanced 

sensor suites, including LiDAR for 3D mapping, radar systems for detecting objects in 
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adverse weather conditions, and cameras for capturing visual information. These sensors 

provide the data necessary for the vehicle's AI systems to interpret and respond to the 

environment in real-time. 

LiDAR (Light Detection and Ranging) plays a pivotal role in autonomous driving by 

emitting laser pulses and measuring their reflection time to create an accurate 3D map of the 

environment. This precise depth perception allows the vehicle to detect obstacles and their 

movement, which is essential in urban settings. Radar, which works well in poor weather, 

detects objects at longer distances, making it crucial for collision avoidance and adaptive 

cruise control. Meanwhile, cameras provide detailed visual data, enabling the vehicle to 

recognize road signs, lane markings, and traffic signals. Together, these sensors generate a 

comprehensive view of the environment. 

Once the sensor data is gathered, sensor fusion occurs, integrating inputs from LiDAR, radar, 

and cameras into a cohesive understanding of the surroundings. This enhances reliability by 

compensating for the weaknesses of individual sensors. The main onboard computer 

processes this data in real time using AI and machine learning algorithms, which enable 

tasks like lane keeping, object avoidance, and speed adjustments. The system learns from 

previous driving data to improve its performance and predictive abilities. 

The computer then compares real-time sensor inputs with pre-stored high-definition maps, 

which offer additional contextual awareness. This enables the vehicle to predict upcoming 

turns, stops, or potential hazards, allowing it to navigate more efficiently. By combining 

real-time sensor processing with map comparisons, the system makes more informed driving 

decisions, contributing to the overall safety and functionality of autonomous vehicles. This 

integration of LiDAR, radar, cameras, and advanced computing forms the backbone of 
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autonomous vehicle technology, ensuring that the vehicle can navigate complex 

environments with minimal human intervention. 

 

 

 

 

Artificial Intelligence and Machine Learning: AI and machine learning are at the core of 

autonomous driving. These technologies process vast amounts of data from sensors, enabling 

the vehicle to recognize patterns, predict behaviors, and make informed decisions. For 

example, AI algorithms allow the vehicle to navigate complex environments, avoid 

obstacles, and interact with other road users safely. This process involves continuous 

learning and adaptation, which improves the vehicle's performance over time. 

Vehicle-to-Everything (V2X) Communication: V2X communication is crucial for 

autonomous vehicles, allowing them to communicate with other vehicles, infrastructure, and 

pedestrians. This technology enhances safety and efficiency by enabling real-time data 

exchange, which helps prevent accidents and optimize traffic flow. The adoption of 5G 

networks is expected to accelerate the deployment of V2X communication, further 

supporting the development of autonomous driving technologies. 

 

Figure 3: How driverless cars see the world around them 
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2.4 Benefits and Challenges of Electric and Autonomous Vehicles 
 
The integration of electric and autonomous vehicle technologies offers numerous benefits, 

including improved road safety, reduced traffic congestion, and enhanced accessibility for 

individuals with disabilities. Autonomous vehicles can react faster than human drivers, 

reducing the likelihood of accidents caused by human error. The use of electric power also 

reduces the environmental impact, contributing to lower air pollution and decreased reliance 

on fossil fuels. 

However, the development and deployment of autonomous electric vehicles present 

significant challenges. These include the high cost of autonomous technology, the need for 

extensive infrastructure such as high-resolution maps and 5G connectivity, and the public's 

trust in and acceptance of autonomous vehicles. Additionally, there are regulatory and 

ethical issues to address, such as liability in the event of an accident and the ethical 

considerations of decision-making algorithms. 

The complexity of developing AI systems capable of handling the vast array of driving 

conditions and scenarios is another significant challenge. The interaction between 

autonomous and human-driven vehicles on shared roads also raises concerns that must be 

carefully managed to ensure safety and efficiency. 
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3. Regulations and Standards 
 
3.1 International Standards and Guidelines 

The regulatory landscape for autonomous electric vehicles (AEVs) is complex and 

multifaceted, shaped by a variety of international standards and guidelines. These 

frameworks are critical in ensuring that AEVs are safe, reliable, and capable of interacting 

seamlessly within different national and regional contexts. One of the most widely 

recognized and influential frameworks is the classification system developed by the Society 

of Automotive Engineers (SAE). The SAE has established a taxonomy that categorizes 

driving automation into six distinct levels, ranging from Level 0, which represents no 

automation, to Level 5, which signifies full automation where the vehicle can perform all 

driving tasks independently, without any human intervention. 

This classification system is not merely theoretical; it underpins the development of 

regulations in many countries. For instance, at Level 2, vehicles have partial driving 

automation, meaning they can assist with tasks like steering and acceleration, but a human 

driver must remain engaged and ready to take over. In contrast, at Level 4, vehicles are 

capable of handling all driving tasks within specific conditions or environments (e.g., urban 

settings with well-marked roads). The SAE’s classification provides a clear, standardized 

framework that regulators worldwide can reference when developing their own guidelines 

and rules, ensuring a common language and set of expectations across different jurisdictions. 

Beyond the SAE, the United Nations has also played a pivotal role in shaping the regulatory 

environment for AEVs. A landmark development in this regard was the amendment of the 

Vienna Convention on Road Traffic. Originally drafted in 1968, this convention was 

designed to harmonize traffic rules internationally, ensuring that drivers from different 

countries could operate vehicles across borders under a unified set of laws. However, the 

advent of autonomous vehicles presented challenges that the original convention could not 

address. To accommodate the emerging technology, the convention was amended to allow 

for the transfer of driving tasks from humans to the vehicle itself, provided certain conditions 

are met. This amendment was crucial, as it provided a legal basis for the operation of 

autonomous vehicles on public roads, paving the way for broader adoption. 
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In addition to the Vienna Convention, the United Nations Economic Commission for Europe 

(UNECE) has introduced several key regulations that directly impact the deployment and 

operation of AEVs. One of the most significant is UN Regulation No. 155, which focuses 

on cybersecurity. Given that autonomous vehicles rely heavily on software and connected 

systems, they are vulnerable to cyber threats. Regulation No. 155 sets out stringent 

requirements for cybersecurity management systems that manufacturers must implement to 

protect vehicles from hacking and other cyber risks. This regulation is essential for 

maintaining public trust in autonomous vehicles, as it ensures that these vehicles are secure 

against potential cyberattacks that could compromise safety. 

UN Regulation No. 156 complements this by addressing the issue of software updates. In a 

world where vehicles increasingly rely on complex software systems, the ability to update 

this software securely and reliably is critical. Regulation No. 156 ensures that any software 

updates, whether they are conducted remotely (over-the-air) or through physical means, do 

not compromise the vehicle's safety or performance. This is particularly important as 

autonomous vehicles are expected to remain in service for many years, during which time 

they will need to receive regular updates to improve functionality, address bugs, and respond 

to new security threats. 

Finally, UN Regulation No. 157, which pertains to Automated Lane Keeping Systems 

(ALKS), establishes standards for one of the key functionalities of autonomous vehicles—

maintaining lane position. ALKS are among the most advanced driver assistance systems 

currently being deployed, allowing vehicles to operate autonomously within specific lanes 

on highways under certain conditions. Regulation No. 157 sets out the requirements for these 

systems to ensure they operate safely and reliably, including how they should respond to 

various driving scenarios, how they interact with human drivers, and what kind of data they 

must record for safety and compliance purposes. 

These international standards and guidelines collectively form the backbone of the 

regulatory framework for AEVs. By providing a harmonized set of rules and expectations, 

they facilitate the global development and deployment of autonomous vehicle technologies, 

ensuring that as these technologies evolve, they do so within a framework that prioritizes 

safety, security, and interoperability. 
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3.2 National Legislation (Italy) and Comparison with Other Nations 
(USA/China) 

Italy has approached the regulation of autonomous vehicles with caution, reflecting broader 

European concerns about safety and the potential risks associated with deploying such 

advanced technologies on public roads. The Italian regulatory framework, like those in many 

other European countries, places a strong emphasis on the testing phase of autonomous 

vehicles. During these tests, a human driver or supervisor must always be present to take 

control of the vehicle if necessary. This requirement underscores Italy’s commitment to 

ensuring that autonomous vehicles do not pose undue risks to public safety as they are being 

developed and refined. 

This cautious approach is consistent with the European Union’s overall regulatory 

philosophy, which prioritizes stringent safety standards and consumer protection. The EU’s 

type-approval process, as outlined in Regulation 2019/2144, is one of the most rigorous in 

the world. This regulation mandates that vehicles meet a comprehensive set of safety and 

environmental standards before they can be certified for use on public roads. For 

autonomous vehicles, this includes advanced safety features such as emergency braking 

systems, lane-keeping assistance, and pedestrian detection, all of which must be thoroughly 

tested and validated before the vehicle is approved for public use. 

In contrast, the regulatory environment in the United States is characterized by its 

fragmentation and variability across different states. The U.S. federal system grants 

significant autonomy to states, allowing them to develop and implement their own rules 

regarding autonomous vehicles. This has led to a situation where states like California and 

Arizona have become pioneers in the testing and deployment of autonomous vehicles, each 

establishing their own sets of requirements. For example, California has implemented 

stringent reporting requirements for companies testing autonomous vehicles, including 

mandatory disclosure of any incidents where the human driver had to take over control from 

the autonomous system (known as disengagements). However, the lack of a comprehensive 

federal framework means that there is no uniform set of regulations governing autonomous 

vehicles across the country, leading to potential inconsistencies and safety gaps. 

The National Highway Traffic Safety Administration (NHTSA) has issued guidelines for 

autonomous vehicles, but these are largely voluntary and allow manufacturers to self-certify 
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the safety of their vehicles. While this approach has enabled rapid innovation and 

deployment, it also places significant responsibility on manufacturers to ensure that their 

vehicles are safe for public use. The decentralized nature of U.S. regulation can lead to 

variations in how safety standards are implemented, potentially resulting in a patchwork of 

regulations that can complicate the deployment of autonomous vehicles on a national scale. 

China’s approach to regulating autonomous vehicles is markedly different from both the 

European and American models. The Chinese government has taken a highly centralized 

and proactive stance, viewing autonomous vehicles as a key component of its broader 

strategy to lead in artificial intelligence and advanced manufacturing. To this end, the 

Chinese government has launched extensive pilot programs across multiple cities, investing 

heavily in the necessary infrastructure to support autonomous vehicles. This includes the 

development of smart roads equipped with sensors and communication devices that allow 

vehicles to interact with their environment in real-time. 

China’s regulatory framework is designed to be both flexible and supportive of innovation, 

allowing for rapid testing and deployment of autonomous technologies. The central 

government’s active involvement ensures that regulations can be quickly adapted in response 

to new developments or safety concerns. This approach not only facilitates the rapid 

advancement of autonomous vehicle technology but also ensures that these developments 

align with China’s broader strategic goals in AI and infrastructure development. 

When comparing these approaches, it becomes clear that Italy’s regulatory framework is 

deeply rooted in the European Union’s commitment to safety and consumer protection. The 

cautious, structured approach ensures that any potential risks are carefully managed before 

autonomous vehicles are widely deployed. In contrast, the United States offers a more 

flexible, albeit fragmented, regulatory environment that fosters rapid innovation but may 

also lead to inconsistencies in safety standards. Meanwhile, China’s centralized and 

proactive approach, supported by substantial infrastructure investments, positions it to 

potentially lead the world in autonomous vehicle technology, provided it can maintain safety 

and avoid high-profile incidents that could prompt regulatory backlash. 
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3.3 Compliance and Certification Processes 

The compliance and certification processes for autonomous vehicles are critical components 

of the regulatory framework that ensure these vehicles are safe for public use. In Europe, the 

certification process is highly centralized and involves multiple stakeholders, including 

independent testing bodies and regulatory agencies. The process begins with an initial 

application from the manufacturer, followed by extensive testing phases where the vehicle’s 

systems are subjected to a battery of tests designed to evaluate their safety, reliability, and 

environmental impact. 

One of the cornerstone regulations in this process is the EU Regulation 2019/2144, which 

sets out detailed requirements for vehicle safety features. These include advanced driver 

assistance systems (ADAS) such as automatic emergency braking, lane departure warning 

systems, and adaptive cruise control. For autonomous vehicles, the regulation also mandates 

the inclusion of specific technologies like vehicle-to-everything (V2X) communication 

systems, which allow vehicles to communicate with each other and with traffic infrastructure 

to enhance safety and efficiency. 

Once the vehicle has successfully passed all required tests, it receives a type-approval 

certification, which is essentially a seal of approval from the relevant regulatory body 

indicating that the vehicle meets all necessary safety and environmental standards. This 

certification is not a one-time event; vehicles are subject to ongoing compliance checks and 

audits to ensure that they continue to meet regulatory standards throughout their operational 

life. This continuous oversight is crucial in maintaining the safety and reliability of 

autonomous vehicles as they integrate into the broader transportation ecosystem. 

In the United States, the certification process is less centralized, reflecting the country’s 

broader regulatory philosophy that emphasizes flexibility and innovation. Rather than 

relying on a single, standardized approval process, U.S. regulations allow manufacturers to 

self-certify that their vehicles meet federal safety standards. The NHTSA provides a set of 

guidelines and recommended practices, but the responsibility for compliance largely rests 

with the manufacturers. This system allows companies to innovate and bring new 

technologies to market more rapidly than in Europe. However, it also places a significant 

burden on manufacturers to ensure that their vehicles are safe, as there is less regulatory 

oversight compared to the European model. 
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China’s certification process is integrated within its broader governmental framework, 

ensuring that vehicles not only meet safety standards but also align with the country’s 

strategic objectives in AI and infrastructure development. The Chinese government closely 

monitors the testing and deployment of autonomous vehicles, with a strong emphasis on 

ensuring that these technologies are safe and reliable. The certification process in China is 

streamlined to facilitate rapid deployment, but it also includes rigorous safety checks to 

prevent accidents and build public trust in autonomous vehicles. 

Overall, the compliance and certification processes in these three regions reflect different 

regulatory philosophies and priorities. Europe’s centralized and rigorous approach 

emphasizes safety and environmental sustainability, while the U.S. model prioritizes 

flexibility and innovation. China’s approach combines elements of both, with a strong 

emphasis on rapid deployment and strategic alignment with national goals. 

3.4 Impact of Regulations on Autonomous Electric Vehicle Development 

Regulations play a crucial role in shaping the development and deployment of autonomous 

electric vehicles (EVs). In Europe, the strict regulatory framework ensures that only the 

safest and most environmentally sustainable technologies are deployed. This approach has 

significant benefits in terms of public safety and environmental protection, as it ensures that 

any technology that reaches the market has undergone rigorous testing and meets high 

standards. However, this also means that the development and deployment of new 

technologies can be slower compared to regions with more flexible regulatory environments. 

European companies may face competitive disadvantages as they navigate these complex 

regulatory landscapes, particularly when competing against firms in countries like the United 

States and China, where regulations may be less stringent and more conducive to rapid 

innovation. 

The United States, with its decentralized and flexible regulatory approach, allows for faster 

innovation and quicker market entry for autonomous technologies. This has led to rapid 

advancements in the development of autonomous vehicles, particularly in states that have 

embraced these technologies and created supportive regulatory environments. However, the 

trade-off is that this flexibility can sometimes result in gaps in safety oversight, as the lack 

of a comprehensive federal framework means that standards can vary significantly from one 
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state to another. This variability can lead to inconsistencies in the deployment of autonomous 

vehicles, potentially undermining public trust and hindering widespread adoption. 

China’s regulatory environment is characterized by strong governmental support and 

significant infrastructure investments, which have enabled rapid advancements in 

autonomous vehicle technology. The Chinese government’s proactive stance, combined 

with its willingness to invest heavily in smart road systems and other supporting 

infrastructure, suggests that China is well-positioned to lead in the autonomous vehicle 

sector. However, the speed of development must be balanced with maintaining safety and 

avoiding high-profile incidents that could prompt regulatory rollback. If China can 

successfully manage these risks, it could set the standard for the future of autonomous 

vehicle development globally. 

The regulatory environments in Europe, the United States, and China each offer different 

advantages and challenges for the development of autonomous electric vehicles. Europe’s 

rigorous standards ensure safety and environmental protection but may slow down 

innovation. The U.S. offers a more flexible environment that encourages rapid development 

but risks inconsistent safety standards. China’s centralized approach, supported by 

substantial infrastructure investments, aims to accelerate the development and deployment 

of autonomous vehicles while maintaining alignment with national strategic goals. These 

varying approaches highlight the complex interplay between regulation, innovation, and 

market dynamics in the rapidly evolving field of autonomous electric vehicles. 
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4. Autonomous Vehicle and Levels of Automation 
By this stage in our discussion, we have already established the foundational aspects of 

autonomous vehicles (AVs). This chapter will focus on a more refined exploration of the 

different levels of automation, emphasizing the progression from semi-autonomous to fully 

autonomous systems, and the specific technologies that enable this transformation. 

 

4.1 Refining the Scope of Autonomous Driving 
 
Autonomous vehicles, equipped with a myriad of sensors such as LIDAR, radar, cameras, 

and ultrasonic devices, form a sophisticated network of data acquisition and processing 

systems. These sensors work in tandem to create a detailed understanding of the vehicle’s 

surroundings, which is critical for safe navigation. The data collected is then processed 

through complex algorithms that involve deep learning models, enabling the vehicle to 

interpret and respond to the environment in real-time. 

Perception is the critical first step, where the vehicle gathers and interprets data from its 

environment. This is achieved through various sensors: 

• Cameras capture high-resolution images, functioning similarly to the human eye, 

and are particularly useful in recognizing traffic signals, road markings, and other 

vehicles. However, they are limited by adverse weather conditions, which can 

obscure vision. 

• LIDAR (Light Detection and Ranging), which uses laser pulses to measure 

distances, provides a 360-degree view and creates highly accurate 3D maps of the 

surroundings. While LIDAR offers superior accuracy, it is costly, which limits its 

widespread adoption. 

• Radar systems, which use radio waves to detect objects and measure their distance 

and speed, are robust in adverse weather but offer lower resolution compared to 

LIDAR. 

• Ultrasonic sensors are primarily used for detecting obstacles at close range, such as 

during parking. 

The planning process uses the data obtained through perception to make real-time decisions 

about the vehicle’s movement. This involves selecting optimal routes, determining safe 

maneuvers, and dynamically adjusting to changing traffic conditions. The integration 

of machine learning models allows the vehicle to predict the actions of other road users and 

adjust its strategy accordingly. 
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Finally, the control systems translate these decisions into physical actions, such as steering, 

braking, and accelerating. The precision of these systems is crucial for maintaining the 

vehicle’s stability and ensuring passenger safety. 

The continuous refinement of these systems across different levels of automation is guided 

by standards like those from SAE International, which provide a framework for 

understanding and developing AV technologies. 

4.2 SAE Automation Levels 
 
The SAE International's classification of vehicle automation into six levels is pivotal in 

understanding the progression and current state of autonomous vehicle technology. These 

levels not only describe the capabilities of current technologies but also set the direction for 

future advancements. 

• Level 0 - No Automation: The vehicle relies entirely on human control, with no 

automated systems in place to assist with driving tasks. The driver is responsible for 

monitoring the environment and performing all driving maneuvers. 

• Level 1 - Driver Assistance: At this stage, the vehicle can support the driver with 

specific functions such as adaptive cruise control or lane keeping. However, the 

driver must be actively engaged in driving, controlling either the vehicle's speed or 

its steering. 

• Level 2 - Partial Automation: The vehicle can simultaneously manage both steering 

and acceleration/deceleration under certain conditions. Systems like Tesla's 

Autopilot exemplify this level, where the vehicle can handle highway driving but 

requires the driver to remain attentive and ready to take control. 

• Level 3 - Conditional Automation: The vehicle is capable of handling all aspects 

of driving in certain environments, such as on highways, without human intervention. 

However, the system expects the driver to take over when it encounters a situation it 

cannot handle. This level introduces more complex decision-making algorithms that 

require significant computational power and sophisticated sensor integration. 

• Level 4 - High Automation: Vehicles at this level can operate without human 

intervention in most environments, although there are still limitations, such as areas 

with poor connectivity or adverse weather conditions. These vehicles can bring 

themselves to a safe stop if they encounter a situation beyond their capabilities and 

the driver does not respond. 
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• Level 5 - Full Automation: At this ultimate level of automation, the vehicle is 

capable of performing all driving tasks under all conditions without any human 

involvement. There are no steering wheels or pedals, as the vehicle is fully 

autonomous, managing all scenarios from urban traffic to rural roads. 

 
Figure 4: SAE Automation Levels 

 

These levels provide a structured pathway for the evolution of autonomous driving 

technology, with each level requiring increasingly sophisticated hardware and software 

solutions. 
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4.3 Comparison of Different Automation Levels 
 
The transition between levels of automation presents not only technical challenges but also 

significant implications for safety, regulation, and user experience. 

 

 

 
Figure 5: Projected Growth of Autonomous Driving Technology (2016-2032) 

 

The image showcases the projected adoption of different levels of autonomous driving 

technologies between 2016 and 2032. According to ABI Research, the gradual shift 

from Level 0 (no automation) towards higher levels of automation, including Level 

2+ (driver assistance) and Level 3 (conditional automation), is evident. Notably, the graph 

predicts a significant increase in Level 4 systems and Robotaxi services by 2030, signaling 

a future dominated by fully autonomous vehicles. The rise in Robotaxis underscores the 

anticipated shift towards shared autonomous mobility solutions in urban centers. 

 

 

4.3.1 Technological Complexity and System Integration 
 
The leap from Level 1 to Level 2 introduces a significant increase in technological 

complexity. Vehicles must now integrate multiple sensor inputs and control systems to 

manage both lateral and longitudinal vehicle dynamics. This requires robust sensor fusion 

techniques to ensure that the vehicle can accurately perceive its surroundings and react 

appropriately. Additionally, the development of reliable redundancy systems becomes 

essential to handle potential failures in one or more subsystems. 
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As we move to Level 3, the demands on the vehicle's decision-making capabilities increase 

exponentially. The system must not only monitor the environment but also predict potential 

hazards and decide when to alert the driver to take over control. This level of automation 

introduces the need for more advanced artificial intelligence (AI) algorithms capable of real-

time processing and decision-making under uncertainty. The vehicle must also be equipped 

with more powerful onboard computing systems to handle the increased data flow and 

processing requirements. 

The transition from Level 4 to Level 5 represents the final frontier of autonomous driving, 

where the vehicle must be able to handle every conceivable driving scenario without human 

intervention. This requires not only state-of-the-art AI and machine learning systems but 

also a fully integrated vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) 

communication network. The vehicle's ability to communicate with other vehicles and the 

surrounding infrastructure will be crucial in achieving the level of safety and efficiency 

expected from fully autonomous systems. 

 

Safety, Legal, and Ethical Considerations 

 

The progression to higher levels of automation also raises critical safety, legal, and ethical 

questions. For instance, as the vehicle takes on more responsibility, determining liability in 

the event of an accident becomes increasingly complex. At Level 3, the driver is still 

expected to take over, when necessary, which raises questions about the adequacy of 

warnings and the driver's ability to respond in time. At Levels 4 and 5, the responsibility 

may shift entirely to the manufacturer or the software developer, depending on the 

circumstances of an incident. 

Moreover, the ethical implications of autonomous decision-making, especially in scenarios 

where the vehicle must choose between two unfavorable outcomes, are a significant area of 

concern. Developing ethical frameworks that can be integrated into the vehicle's decision-

making process is a challenge that will require collaboration between engineers, ethicists, 

and policymakers. 

 

Societal Impact and Adoption Challenges 
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The societal impact of widespread autonomous vehicle adoption cannot be overstated. While 

the potential benefits, such as reduced traffic accidents and increased mobility, are 

substantial, there are also concerns about job displacement, particularly for professional 

drivers. Additionally, the public's acceptance of autonomous vehicles will depend heavily 

on the perceived safety and reliability of these systems. 

The transition period, where autonomous and human-driven vehicles will share the road, 

presents its own set of challenges. The interaction between these two types of vehicles will 

require careful consideration of safety protocols and the development of systems that can 

predict and adapt to the behavior of human drivers. 

The evolution of autonomous vehicles is not just a technological journey but a 

comprehensive transformation that will impact every aspect of transportation. As we 

progress towards fully autonomous systems, the challenges of safety, regulation, and societal 

acceptance will need to be addressed to fully realize the potential of this groundbreaking 

technology. 
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5. Quality Analysis of Key Components (FMECA) 
 
Failure Modes, Effects, and Criticality Analysis (FMECA) is a comprehensive methodology 

designed to identify, prioritize, and mitigate potential failure modes within a system before 

they lead to undesirable consequences. Originating in the U.S. military under Military 

Procedure MIL-P-1629 in 1949, FMECA has become widely adopted across various 

industries, including automotive, aerospace, electronics, and healthcare, due to its 

effectiveness in enhancing system reliability and safety. The methodology enables engineers 

to systematically evaluate the potential failure points within a system and assess their impact 

on both local components and overall system performance. 

Unlike the more general Failure Modes and Effects Analysis (FMEA), FMECA introduces 

the concept of criticality, which allows failure modes to be ranked according to their 

severity, likelihood of occurrence, and the detectability of the failure before it leads to 

adverse outcomes. This additional layer of analysis makes FMECA particularly well-suited 

for complex systems, such as those found in autonomous electric vehicles, where multiple 

interconnected subsystems must work flawlessly to ensure safety and operational success. 

 
5.1 Introduction to FMECA (Failure Modes, Effects, and Criticality Analysis) 
 
The primary objective of FMECA is to ensure that a system, whether a vehicle, a machine, 

or a software algorithm, performs its intended functions under specified conditions for a 

predetermined period of time. In the context of autonomous vehicles, this translates into 

ensuring that critical components such as sensors, actuators, and software algorithms work 

reliably, minimizing the risks associated with failures that could lead to accidents or system 

breakdowns. 

From the presentation content, FMECA is recognized as one of the most reliable methods 

for assessing potential failure modes across a system during the design and development 

stages. During this phase, FMECA serves several key purposes: 

• Assist in selecting design alternatives: Early in the development process, FMECA 

helps engineers choose the design paths that offer the highest potential for reliability 

and safety. This ensures that critical failure modes are considered and accounted for 

during the initial stages of product design. 

• Comprehensive failure mode identification: FMECA ensures that all potential 

failure modes and their effects on the system’s operational success are considered. 

This broad assessment is especially crucial in autonomous driving systems, where 



31 
 

component failure could lead to life-threatening situations or significant financial 

losses due to system downtime or recall. 

• Documentation for future reference: FMECA creates a historical record of 

potential failure modes and mitigation strategies. This information can be used for 

future product iterations or in addressing field failures, ensuring that lessons learned 

are preserved and applied in subsequent developments. 

In the development of autonomous electric vehicles, FMECA is applied to various critical 

components, including: 

• Sensors (e.g., LiDAR, radar, cameras), which are responsible for detecting the 

environment and feeding crucial data to the vehicle’s decision-making systems. 

• Actuators, which control vehicle movements such as steering, braking, and 

acceleration. 

• Software algorithms, responsible for interpreting sensor data and making split-

second decisions. 

5.1.1 The FMECA Process and Its Application to Autonomous Systems 
 
The FMECA process follows a structured workflow that begins with the identification of 

potential failure modes in a system, moving through a detailed analysis of their effects, and 

finally, ranking their criticality. According to the presentation, the process can be broken 

down into the following steps: 

1. System Structure Analysis: The system, whether hardware or software, is broken 

down into manageable subsystems and components. In the case of autonomous 

vehicles, these subsystems may include sensor arrays, software control systems, and 

mechanical actuators. The analysis should be performed at an appropriate level of 

detail, balancing between a high-level overview and a component-level breakdown 

to avoid unnecessary complexity. 

2. Failure Analysis: For each subsystem and component, potential failure modes are 

identified. These failure modes represent the specific ways in which a component 

might fail to perform its intended function. For example, a sensor failure in a LiDAR 

system could involve the sensor providing inaccurate distance measurements, while 

a software failure might result in incorrect obstacle detection. 

3. Criticality Assessment: Once the failure modes have been identified, they are 

assessed based on three factors: 
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o Severity: The impact of the failure on system performance and safety. In 

autonomous vehicles, high-severity failures might include loss of control 

during highway driving, leading to collisions. 

o Occurrence: The likelihood of the failure occurring during normal 

operations. Components with high failure rates require special attention. 

o Detection: The ability to detect the failure before it causes damage or poses 

a safety risk. Failures that are difficult to detect are ranked as more critical, 

as they may go unnoticed until they result in significant damage. 

4. Risk Mitigation: For failure modes identified as critical, FMECA facilitates the 

development of corrective actions. These actions may involve design modifications, 

implementation of redundancies, or enhanced testing procedures. In the context of 

autonomous vehicles, these strategies might include incorporating backup 

systems for critical sensors or implementing advanced diagnostic tools to detect 

software errors before they lead to system failures. 

 

5.1.2 Benefits and Limitations of FMECA 
 
FMECA provides several significant advantages when applied to the development of 

complex systems like autonomous vehicles. One of its key strengths lies in its ability 

to proactively identify risks. By recognizing potential failure modes early in the design 

process, FMECA facilitates proactive mitigation efforts, allowing critical issues to be 

addressed before they manifest as costly failures in real-world applications. This early 

detection is particularly valuable in systems where safety and reliability are paramount, such 

as in autonomous driving. 

Another important benefit is the enhancement of collaboration among multidisciplinary 

teams. FMECA typically involves input from experts across various fields, including system 

design, software engineering, and quality assurance. This collaborative approach ensures 

that potential failure modes are considered from multiple perspectives, leading to a more 

comprehensive and robust analysis. By drawing on the expertise of a diverse group of 

professionals, FMECA helps to ensure that all possible risks are considered and addressed. 

Additionally, FMECA offers a quantitative risk assessment through the use of Risk Priority 

Numbers (RPNs). This allows engineers to rank failure modes based on their severity, 

likelihood of occurrence, and detectability, providing a clear framework for prioritizing risk 

mitigation efforts. By assigning numerical values to each failure mode, teams can focus their 
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resources on addressing the most critical risks, thus improving both efficiency and 

effectiveness in managing potential system failures. 

Despite these advantages, FMECA also has several limitations. One of the primary 

challenges is that the process can be time-consuming and resource-intensive. As noted in the 

presentation, FMECA requires a detailed analysis of each subsystem and component, which 

can become cumbersome, especially for highly complex systems with numerous 

interconnected parts. This can slow down the development process, particularly when 

applied to large-scale projects like autonomous vehicles. 

Another limitation of FMECA is its incomplete analysis of multiple failure interactions. The 

methodology tends to focus on single failure modes and may not fully account for the 

complex interactions that can occur between multiple failures. In systems as integrated and 

interdependent as autonomous driving systems, where failures in one component can trigger 

failures in others, this can be a significant drawback. A more holistic approach may be 

needed to capture the full spectrum of potential risks in such environments. 

Finally, human error is an inherent risk in the FMECA process. The success of the analysis 

depends on the expertise and judgment of the team conducting it. If the team lacks sufficient 

experience or fails to consider certain failure modes, the analysis may overlook critical risks 

or inaccurately assess the severity and likelihood of failures. This underlines the importance 

of having a well-trained and experienced team involved in the FMECA process. 

 
5.1.3 Integrating FMECA with Autonomous Electric Vehicle Development 
 
In the context of autonomous electric vehicle development, FMECA is applied to assess the 

reliability and safety of critical subsystems, such as sensor arrays, vehicle control software, 

and battery management systems. These systems must function seamlessly together to 

ensure that the vehicle operates autonomously without compromising safety. Through the 

structured FMECA process, manufacturers can identify potential failure points and prioritize 

those that pose the highest risk to the vehicle’s functionality and safety. 

For instance, one common concern is the failure of sensors, such as LiDAR, radar, or 

cameras, which are essential for detecting the vehicle’s surroundings. If a LiDAR sensor 

fails, especially in adverse weather conditions, the vehicle may be unable to detect nearby 

objects, leading to a critical failure in its ability to navigate safely. The consequences of such 

a failure could be catastrophic, especially at high speeds or in dense urban environments. 



34 
 

Similarly, software glitches present another critical area for FMECA analysis. The software 

that controls an autonomous vehicle must interpret sensor data and make real-time decisions 

about acceleration, braking, and steering. If the software encounters bugs or errors in its 

logic, it could make dangerous decisions, such as failing to stop at a red light or turning into 

oncoming traffic. By identifying these potential software issues through FMECA, engineers 

can implement safeguards, such as fail-safe algorithms or redundant systems, to ensure that 

the vehicle operates safely even in the event of a software malfunction. 

Actuator failures are another key area of concern in autonomous vehicle development. 

Actuators control the mechanical movements of the vehicle, including steering, braking, and 

acceleration. A failure in any of these components could result in the vehicle losing control, 

potentially leading to accidents. By systematically applying FMECA to each actuator and its 

associated systems, manufacturers can identify weak points and implement solutions such 

as redundant control mechanisms or enhanced diagnostic tools to prevent failures before 

they occur. 

By addressing these failure modes early in the development process, FMECA not only 

enhances the safety of autonomous vehicles but also helps manufacturers comply with 

stringent regulatory requirements governing the deployment of autonomous systems. As 

autonomous vehicles become more integrated into everyday life, ensuring their safety and 

reliability will be paramount, and FMECA will play a crucial role in achieving these goals. 

As we progress, the focus will move toward a detailed analysis of key components within 

the autonomous electric vehicle system. Special attention will be given to how FMECA can 

be effectively applied to evaluate the performance and reliability of sensors and actuators, 

which are crucial for the vehicle's ability to perceive and react to its surroundings. These 

subsystems form the foundation of autonomous driving by ensuring the vehicle can interpret 

environmental conditions and make real-time driving decisions. A thorough understanding 

of their potential failure modes, along with the development of strategies to mitigate these 

risks, is essential for ensuring the safety and reliability of autonomous electric vehicles. 

 

5.1.4 Identification of Key Components and Functions in Autonomous Driving Systems 
 

Autonomous driving systems rely on a set of highly integrated sensors and computational 

units to navigate and operate effectively without human intervention. The key components 

of such systems are as follows: 
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• LiDAR (Light Detection and Ranging): LiDAR is responsible for generating a 

comprehensive 360-degree mapof the vehicle’s environment by emitting laser 

pulses. These pulses measure the distance between the vehicle and surrounding 

objects, creating a detailed 3D model of the environment. LiDAR is crucial for 

detecting obstacles, lane markings, and the overall layout of the road, even in low-

light or complex urban environments. 

• Radar Sensors: Radar is essential for measuring the distance and velocity of nearby 

objects. These sensors are particularly reliable in adverse weather conditions, such 

as fog or rain, where other sensors may struggle. Radar provides precise data on 

moving objects, helping the vehicle make split-second decisions, particularly in high-

speed environments like highways. 

• Cameras: Cameras are used to capture visual data from the vehicle's surroundings, 

allowing the system to detect and interpret road signs, lane markings, pedestrians, 

traffic signals, and other important elements of the environment. Cameras provide 

critical real-time information for navigating complex traffic scenarios, making them 

indispensable for autonomous driving in urban areas. 

• Main Computing Unit: The computing unit serves as the vehicle's central brain, 

processing the data received from LiDAR, radar, and cameras. This unit 

uses artificial intelligence (AI) and machine learning algorithms to interpret sensor 

data, make decisions, and control the vehicle’s navigation, speed, and interaction 

with the surrounding environment. 

• Ultrasonic Sensors: Ultrasonic sensors detect nearby objects and are typically used 

for low-speed maneuvers, such as parking or avoiding obstacles in tight spaces. 

These sensors provide accurate, short-range data, assisting the vehicle in scenarios 

where precision at close distances is critical. 

 

Each of these components plays a vital role in ensuring that the autonomous system can 

perceive its environment accurately, make informed decisions, and navigate safely under 

varying conditions. Their integration and performance are crucial for achieving fully 

autonomous driving capabilities. 
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5.2 FMECA Method Application 
 

The FMECA (Failure Modes, Effects, and Criticality Analysis) method is used to evaluate 

the reliability and safety of each component within the autonomous driving system. This 

method allows us to systematically identify potential failure modes, assess their impacts on 

the system’s overall functionality, and prioritize actions based on the severity, occurrence, 

and detectability of each failure. The goal is to mitigate critical risks and enhance the overall 

performance of the autonomous vehicle. 

The following table provides a simplified worksheet applying the FMECA methodology. 

In this table: 

• Severity (S) measures the impact of the failure on the system, ranked from 1 (low 

severity) to 10 (high severity). 

• Occurrence (O) estimates the likelihood of the failure happening, ranked from 1 

(rare) to 10 (frequent). 

• Detectability (D) evaluates how easily the failure can be detected before it impacts 

the system, ranked from 1 (easy to detect) to 10 (difficult to detect). 

The Risk Priority Number (RPN) is calculated by multiplying the values for Severity 

(S), Occurrence (O), and Detectability (D). Higher RPN values indicate more critical 

failure modes that require immediate attention and corrective action. 

 
FMECA Worksheet:  
 

Component Function Failure Mode Effect S Cause O Detection System D RPN

Generates 3D maps System outage
Loss of 3D 

environmental 
mapping

9 Hardware failure 3
Real-time sensor 

feedback
3 81

Inaccurate 
measurements

Incorrect distance 
perception

7 Weather interference 6
Environmental 

monitoring system
4 168

Measures object 
distance

Signal interference
Obstacle detection 

failure
8

Electrical 
interference

5 System diagnostics 3 120

Range reduction
Limited object 

detection in low 
visibility

6
Environmental 

conditions
4 Sensor diagnostics 5 120

Detects visual data Lens obstruction Loss of vision 8
Dirt or debris on the 

lens
7 Driver warning system 4 224

Sensor calibration 
error

Misinterpretation of 
road signs

7 Software glitch 5
Auto-calibration 

diagnostics
5 175

Processes sensor data Overheating System shutdown 9
Poor thermal 
management

4
Temperature 

monitoring
3 108

Algorithm 
misjudgment

Incorrect decision-
making

8 Software bug 5 Continuous testing 4 160

Ultrasonic Sensors
Detects nearby objects 

during parking 
maneuvers

Sensor failure
Inability to detect 

close-range objects
7

Hardware wear, 
environmental impact 

(rain, dirt)
5

System diagnostics 
and driver alerts

3 105

LiDAR

Radar Sensors

Cameras

Computing Unit

Figure 6: FMECA worksheet for autonomous driving system components 
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The above FMECA worksheet identifies and evaluates the potential failure modes of key 

components in the autonomous driving system, including LiDAR, radar 

sensors, cameras, the computing unit, and ultrasonic sensors. Each component plays a 

critical role in ensuring the vehicle's safe and reliable operation. Below is a detailed 

commentary on each part of the table. 

1. LiDAR 

• System Outage (RPN: 81): A complete LiDAR system failure, although rare (O = 

3), could lead to the vehicle losing its ability to map its surroundings in 3D. This 

would severely impact the system’s ability to detect objects, posing a significant risk 

(S = 9). Regular real-time sensor feedback systems can detect this failure early (D = 

3), thus helping to mitigate its impact. 

• Inaccurate Measurements (RPN: 168): LiDAR inaccuracies caused by weather 

interference (O = 6) present a higher risk (S = 7), especially in adverse conditions 

like rain or fog. Detecting this failure through an environmental monitoring 

system (D = 4) helps improve safety, but the relatively high RPN suggests that 

enhanced weatherproofing or supplementary sensor data (e.g., from radar) may be 

required. 

2. Radar Sensors 

• Signal Interference (RPN: 120): Radar signal interference, often caused by 

electrical disruptions, can lead to object detection failures. The moderately high 

occurrence (O = 5) and difficulty in detecting these failures (D = 3) through system 

diagnostics indicate the need for improved shielding and interference management. 

• Range Reduction (RPN: 120): Environmental conditions like rain or fog can reduce 

radar’s detection range. Given the moderate severity (S = 6), constant sensor 

diagnostics and weather-resistant materials are necessary to mitigate these effects. 

3. Cameras 

• Lens Obstruction (RPN: 224): Camera obstruction from debris, dirt, or rain is a 

critical issue (S = 8) due to its frequent occurrence (O = 7). Detectability (D = 4) 

through driver warnings or self-diagnostics is limited, leading to the highest RPN in 

the table. This highlights the need for self-cleaning systems or protective coverings 

to minimize risk. 

• Calibration Error (RPN: 175): Misalignment or software glitches can cause 

cameras to misinterpret road signs or traffic lights, posing a serious safety threat. 
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Frequent software updates and auto-calibration systems are recommended to reduce 

the occurrence and impact of such errors. 

4. Computing Unit 

• Overheating (RPN: 108): Overheating of the main computing unit could lead to a 

complete system shutdown, which is severe (S = 9). Though moderately frequent (O 

= 4), the temperature monitoring system (D = 3) provides some early detection 

capability. Improved thermal management systems, such as advanced cooling 

technologies, are recommended to reduce overheating risks. 

• Algorithm Misjudgment (RPN: 160): Software bugs or algorithm misjudgments in 

decision-making pose a high risk (S = 8), with moderate occurrence (O = 5). 

Continuous software testing and updates are essential to ensure the system makes 

accurate decisions, especially in complex driving scenarios. 

5. Ultrasonic Sensors 

• Sensor Failure (RPN: 105): Ultrasonic sensors, used primarily for parking and low-

speed navigation, may fail due to hardware wear or environmental exposure (O = 5). 

Although this failure mode has a moderate severity (S = 7), system diagnostics and 

regular maintenance can help detect and resolve issues before they impact vehicle 

operation. 

 

5.2.1 Overall Implications of the FMECA Analysis 
 
The highest RPN values in the table indicate that camera lens obstruction and LiDAR 

measurement inaccuracies represent the most significant risks to autonomous vehicle 

performance. The criticality of these failure modes stems from the essential roles that 

cameras and LiDAR play in detecting obstacles and navigating complex environments. 

Therefore, it is crucial to implement preventive maintenance measures, such as self-cleaning 

camera systems, environmental protections, and improved sensor calibration processes, to 

mitigate these risks. 

 

5.2.2 Corrective and Mitigation Strategies for FMECA Identified Failure Modes in 
Autonomous Driving Systems 
 
1. LiDAR - System Outage 

A LiDAR system outage results in the loss of 3D environmental mapping, significantly 

compromising the vehicle’s ability to perceive its surroundings. This failure, often due to 
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hardware malfunction, requires immediate action to prevent hazardous 

situations. Corrective actions include implementing redundant LiDAR systems or 

integrating alternative sensors, such as radar, to take over when LiDAR fails. Mitigation 

strategies involve regular maintenance checks of the LiDAR hardware and 

incorporating real-time diagnostics that can identify performance degradation before a 

total failure occurs. 

 

2. LiDAR - Inaccurate Measurements 

Inaccurate measurements from LiDAR are often caused by weather interference such as 

fog or rain, leading to incorrect distance perception. To correct this, improved 

weatherproofing of LiDAR sensors, such as adding hydrophobic and anti-fog coatings, can 

help maintain performance in adverse conditions. Additionally, AI-based sensor fusion can 

combine radar data to compensate for inaccuracies in LiDAR readings. Mitigation 

actions should focus on calibrating LiDAR regularly and monitoring environmental 

conditions to ensure accurate data processing in all weather scenarios. 

 

3. Radar Sensors - Signal Interference 

Signal interference in radar sensors can cause failure in object detection, posing a serious 

safety risk. Corrective actions include improving shielding and filtering technologies to 

block interference from other electronic devices or environmental factors. Mitigation 

strategies involve using redundant sensor systems, where radar and LiDAR are used 

together to ensure that object detection remains functional even if one sensor experiences 

interference. Additionally, system diagnostics should continuously monitor signal integrity 

and issue alerts when interference is detected. 

 

4. Radar Sensors - Range Reduction 

Reduced radar detection range, particularly in low visibility, can limit the system's ability to 

detect objects at long distances. To address this, corrective actions include upgrading radar 

units with higher-powered transmitters to extend range, as well as incorporating multi-

band radar to improve performance in adverse weather. Mitigation measures involve 

integrating weather-resistant casings for radar units and optimizing real-time sensor 
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calibration to adapt to environmental changes. Regular diagnostics can also monitor radar 

performance and adjust the system to prevent reduced range issues. 

 

5. Cameras - Lens Obstruction 

Camera lens obstruction, often caused by dirt, rain, or snow, leads to a loss of visual data, 

severely affecting the vehicle’s ability to detect road signs, pedestrians, and other critical 

elements. Corrective actions include incorporating self-cleaning mechanisms, such 

as automated wipers or air-blow systems, to clear the lens when obstructions are detected. 

Additionally, adding protective lens covers can prevent buildup of debris. Mitigation 

strategies should involve real-time monitoring systems that detect any reduction in image 

clarity and alert the vehicle to clean or recalibrate the camera. 

 

6. Cameras - Sensor Calibration Error 

Calibration errors in cameras, usually due to software glitches or physical misalignment, 

can cause misinterpretation of visual data like road signs. Corrective actions include 

installing auto-calibration systems that regularly check and adjust camera alignment during 

vehicle operation. Mitigation strategies involve using software updates to fix any known 

bugs and continuously running diagnostics to ensure that cameras are correctly aligned 

and functioning. It’s also important to schedule routine maintenance to manually check 

and calibrate sensors. 

 

7. Computing Unit - Overheating 

Overheating in the computing unit, which processes all sensor data, can result in a 

complete system shutdown, rendering the vehicle unable to function 

autonomously. Corrective actions include improving the unit’s thermal management 

systems, such as adding advanced cooling mechanisms or liquid 

cooling technologies. Mitigation strategies involve implementing temperature monitoring 

systems that detect rising heat levels and trigger throttling mechanisms to reduce 

computational load, ensuring the system remains operational while avoiding overheating. 
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8. Computing Unit - Algorithm Misjudgment 

An algorithm misjudgment due to software bugs or system errors can lead to incorrect 

decision-making, such as failing to properly navigate intersections or avoid 

obstacles. Corrective actions include frequent software updates to fix bugs and improve 

the decision-making process. Mitigation strategies involve incorporating continuous 

testing in real-world environments and using machine learning algorithms that allow the 

system to adapt to complex scenarios. Additionally, a redundant processing system should 

be in place to verify decisions in critical moments. 

 

9. Ultrasonic Sensors - Sensor Failure 

Ultrasonic sensor failure, often due to hardware wear or environmental impact (rain, dirt), 

can cause the vehicle to misjudge nearby objects, particularly during parking 

maneuvers. Corrective actions include replacing damaged sensors and using more durable 

materials to protect the sensor from environmental damage. Mitigation strategies involve 

integrating system diagnostics that continuously check the sensors' functionality and notify 

the vehicle or driver of any performance degradation. Real-time alerts for proximity errors 

can help prevent accidents caused by faulty sensors. 
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6.  Case Studies and Practical Implementations 
 
6.1 Real-World Implementations of Autonomous Driving 
 

The evolution of autonomous driving technologies has been shaped by pioneering 

companies, each adopting unique approaches to developing reliable and scalable systems. 

This chapter will examine three prominent players in the field: Tesla, Waymo, and NIO, 

each with distinct strategies for implementing autonomous systems in electric vehicles. Tesla 

has focused on a vision-based system powered by artificial intelligence (AI) and massive 

data collection from its consumer fleet. In contrast, Waymo has prioritized safety through 

high-definition mapping, LiDAR, and radar technologies, initially targeting controlled 

environments such as ride-hailing services and logistics. NIO, a leading Chinese electric 

vehicle manufacturer, blends the strengths of both approaches, incorporating advanced 

LiDAR, high-performance computing with Nvidia Orin chips, and infrastructure 

development, like battery swapping stations, to support a holistic autonomous driving 

ecosystem. 

By studying these three companies, this chapter will offer an in-depth analysis of their 

respective technological architectures, real-world applications, and the challenges they face. 

Additionally, the comparative analysis will highlight the future impact of their contributions 

to the autonomous driving field, with a particular focus on how their different approaches 

influence scalability, safety, and public trust. 

 

6.2 Tesla Autopilot and Full Self-Driving (FSD) 
 

Tesla, a pioneer in electric vehicles, has been at the forefront of developing autonomous 

driving technologies. The company introduced the Autopilot system in 2014, which has 

since evolved into the Full Self-Driving (FSD) package. Tesla's approach is distinctive due 

to its reliance on vision-based systems and artificial intelligence, contrasting with the 

LiDAR-based systems used by many competitors. 

 

6.2.1 Technological Architecture 
 
Tesla's autonomous driving system primarily uses a suite of cameras, ultrasonic sensors, and 

radar to perceive the environment. This system is supported by a powerful onboard 
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computer, known as the Tesla Full Self-Driving Computer, which processes data in real-

time to make driving decisions. 

 

The vehicles are equipped with eight cameras that provide 360-degree visibility around the 

car. These cameras are crucial for detecting road markings, traffic signs, other vehicles, and 

pedestrians. Ultrasonic sensors detect objects in close proximity to the vehicle, aiding in 

parking and low-speed maneuvers. The forward-facing radar is used to detect distant objects 

and provide additional data on speed and distance, especially in adverse weather conditions 

where cameras may be less effective. 

 

Tesla's system relies heavily on neural networks for decision-making. The AI is trained on 

vast amounts of real-world driving data collected from the fleet of Tesla vehicles on the road, 

allowing the system to improve over time. 

 
 

 
 

Figure 7: Tesla's camera around placed strategically around the vehicle 
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6.2.2 Real-World Applications 
 
Tesla's Autopilot and FSD have been deployed across hundreds of thousands of vehicles 

worldwide. The system can perform various tasks, including highway driving, managing 

speed, steering, and lane changes, significantly reducing driver workload on long journeys. 

The "Navigate on Autopilot" feature allows the vehicle to navigate from an on-ramp to an 

off-ramp, including making lane changes and taking exits, with minimal driver input. 

Additionally, the system can recognize and respond to traffic lights and stop signs, stopping 

the vehicle when necessary. The Full Self-Driving (Beta) package aims to allow the vehicle 

to navigate through city streets, handling intersections, roundabouts, and other complex 

driving scenarios. 

 

6.2.3 Challenges and Controversies 
 
Despite its advancements, Tesla's Autopilot and FSD systems have faced significant scrutiny 

and challenges. There have been several high-profile accidents involving Tesla vehicles 

operating in Autopilot mode, raising questions about the system's reliability and the potential 

for over-reliance by drivers. Regulatory challenges have also been significant; Tesla's 

marketing of its FSD package has led to criticism from regulatory bodies, which argue that 

the term "Full Self-Driving" is misleading, as the system still requires driver supervision. 

Technologically, Tesla's decision to avoid using LiDAR in favor of a vision-based system 

has sparked debate over the best approach to achieving full autonomy, as vision and radar 

systems can be less effective in poor visibility conditions. 

Tesla's approach has significantly influenced the development of autonomous driving 

technologies, particularly in its emphasis on software and AI-driven improvements. The 

company’s decision to avoid LiDAR in favor of a vision-based system could shape the future 

direction of autonomous vehicle technology, especially if Tesla succeeds in achieving full 

autonomy with this method. Moreover, Tesla's strategy of leveraging its vast fleet for data 

collection is likely to remain a critical component in the development of autonomous driving 

systems. 
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6.3 Waymo: A Leader in Autonomous Driving 
 
Waymo, a subsidiary of Alphabet Inc. (Google's parent company), is widely regarded as a 

leader in the autonomous driving industry. The company began its self-driving car project 

in 2009 and has since developed some of the most advanced autonomous vehicles, known 

for their safety and reliability. 

 

6.3.1 Technological Architecture 
 
Waymo's autonomous vehicles use a combination of LiDAR, radar, and cameras, along with 

sophisticated software to navigate complex driving environments. The high-resolution 

LiDAR sensors create a detailed 3D map of the surroundings, which is particularly effective 

in detecting objects in all weather conditions and at various distances. Radar sensors 

complement LiDAR by providing additional data on the speed and movement of objects, 

ensuring the system can accurately track other vehicles and obstacles. Cameras provide 

visual data, allowing the system to recognize road signs, traffic lights, and lane markings. 

Waymo also uses high-definition maps that provide precise information about the road 

environment, including the location of lanes, curbs, and traffic signals. 

 

6.3.2 Real-World Applications of Waymo’s Autonomous Driving Technology 
 

Waymo’s autonomous driving technology has been deployed across several real-world 

scenarios, demonstrating both the robustness and scalability of its systems. In 2018, Waymo 

launched Waymo One, the first fully autonomous ride-hailing service in Phoenix, Arizona, 

using Level 4 autonomy. This deployment provided early insights into the potential for 

autonomous urban mobility. The success of Waymo One in Phoenix laid the groundwork for 

expanding the service to more complex environments, such as San Francisco, where it 

recently opened its fully autonomous ride-hailing service to the public. 

 

In San Francisco, Waymo’s fleet has logged over 2.7 million miles, navigating some of the 

most challenging driving conditions, including steep hills, narrow streets, and high 

pedestrian density. The system uses LiDAR, radar, and camera sensors in combination with 

real-time data processing to handle unpredictable urban environments. The ability of 

Waymo’s system to adapt to complex, fast-changing conditions in cities like San Francisco 

represents a major milestone in its journey toward broader deployment. 
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Beyond ride-hailing, Waymo has also ventured into the logistics sector. The company is 

working on autonomous freight transport, collaborating with major companies like UPS to 

explore the possibilities of autonomous trucking. Waymo’s Class 8 trucks are equipped with 

the same autonomous driving systems used in its passenger vehicles, and they have been 

tested in various environments across states such as Texas and Arizona. This expansion into 

logistics signals Waymo’s ambition to transform not only personal transportation but also 

commercial operations, potentially reducing costs and increasing safety in freight transport. 

Waymo’s commitment to safety is evident in its multi-layered safety framework, which has 

resulted in significant reductions in crash rates. In cities like Phoenix and San Francisco, 

Waymo vehicles have reduced injury-related crashes by 85% and overall crashes by 57% 

compared to human drivers. These statistics highlight the potential safety benefits of 

autonomous vehicles, especially in high-risk urban settings. 

 

 
Figura 8: Waymo Autonomous Robotaxi in San Francisco urban environment 

 

Looking to the future, Waymo plans to further expand its operations across the U.S. and 

internationally, with a focus on scaling both its ride-hailing service and autonomous trucking 

operations. The company's vision includes expanding into new markets and refining its 

technology to handle even more complex driving environments, ensuring that its 

autonomous systems can operate safely and efficiently in any setting. Waymo is also 
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working closely with regulators to ensure that its technology meets safety standards as it 

continues to grow. 

 

By deploying fully autonomous systems in both ride-hailing and logistics, Waymo is shaping 

the future of transportation, offering a safer, more efficient, and scalable solution to urban 

mobility and freight transport. The success of Waymo One in San Francisco, coupled with 

its expanding freight services, underscores the company’s leadership in autonomous driving 

technology and its potential for continued growth. 

 

6.3.3 Challenges and Controversies 
 
While Waymo is considered a leader in the field, it faces its own set of challenges. The use 

of LiDAR and HD maps, while effective, is expensive, raising questions about the scalability 

of Waymo's technology. Additionally, Waymo's expansion is subject to varying state 

regulations, which can complicate deployment and testing. Public acceptance of fully 

autonomous vehicles remains a challenge, with concerns about trust and the readiness of the 

technology for widespread use. 

 
Waymo's meticulous approach to safety and its use of high-end technology set a high 

standard in the industry. Its focus on both passenger and freight applications demonstrates 

the versatility of autonomous driving technology. As Waymo continues to expand its 

operations, it will likely play a crucial role in shaping public perception and regulatory 

standards for autonomous vehicles. 

 

6.4 NIO: A Growing Force in Autonomous Driving 
 
NIO, a Chinese electric vehicle manufacturer, is rapidly emerging as a leader in autonomous 

driving technology, particularly through its NIO Aquila Super Sensing System and ADAM 

Supercomputing Platform, which are underpinned by Nvidia's Orin chips. Unlike Tesla, 

which relies on vision-based systems without LiDAR, NIO takes a more balanced approach, 

combining LiDAR, cameras, and radar to provide comprehensive environmental perception. 

This approach aligns more closely with Waymo's strategy, which also uses LiDAR and radar 

to create a 3D map of its surroundings. However, NIO differentiates itself through its 

emphasis on high-performance computing powered by Nvidia, making it one of the most 

computationally advanced platforms in the market. 
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6.4.1 Technological Architecture 
 

NIO’s Aquila Super Sensing system is equipped with 33 high-performance sensing units, 

including an ultra-long-range LiDAR, high-definition cameras, and radar systems. These 

sensors feed data into the ADAM Supercomputing Platform, which processes the 

information using four Nvidia Orin chips, providing an astonishing 1,016 TOPS (Tera 

Operations Per Second). This high computational capacity allows NIO vehicles to process 

raw sensor data in real-time, ensuring that decision-making is accurate and reliable, even in 

complex environments. 

 
Figura 9: NVIDIA DRIVE Orin SoC, the world's most advanced and highest performance AV and robotics processor, capable 
of delivering up to 254 TOPS. 

 

 

In comparison, Tesla adopts a vision-only approach, using cameras and radar but avoiding 

LiDAR. Tesla’s reliance on neural networks and data-driven AI allows it to continuously 

improve through fleet learning, using data from its vast number of vehicles on the road. This 

differs from Waymo, which depends heavily on LiDAR and high-definition maps to navigate 

environments accurately but at a higher cost. NIO’s strategy sits between these two extremes, 

balancing the benefits of LiDAR for precise mapping with Nvidia's immense computational 

power for real-time data processing. 
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6.4.2 Real-World Applications 
 

NIO has implemented its Navigate on Pilot (NOP) system, which functions similarly to 

Tesla’s Autopilot but benefits from NIO’s powerful hardware and sensor suite. The system 

allows for autonomous driving on highways, lane changes, and adaptive cruise control, and 

the newer version, NOP+, is expected to extend these capabilities into city driving. NIO’s 

commitment to autonomous driving goes beyond just personal transportation; it is investing 

in infrastructure such as battery swapping stations, which enhance the vehicle’s autonomous 

operations, particularly in managing energy requirements without human intervention. 

 

In contrast, Waymo has deployed its fully autonomous vehicles in commercial ride-hailing 

services through Waymo One, and its technology is extensively tested in both urban and 

suburban settings. While Tesla has focused more on consumer vehicles and continuous 

updates via over-the-air software improvements, NIO is adopting a more holistic approach 

by combining its autonomous driving ambitions with infrastructure development, such as its 

battery swap network. This sets NIO apart in terms of thinking about the complete ecosystem 

necessary for autonomous driving, particularly in a market like China, where infrastructure 

integration plays a critical role in technology adoption. 

 

 
Figura 10: Nio's autonomous driving car 
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6.4.3 Challenges and Future Prospects 
 

NIO faces some of the same challenges that both Tesla and Waymo encounter. One of the 

primary issues is regulation, as autonomous driving technology is still evolving within 

different legal frameworks globally. NIO's focus on China, where the government is heavily 

supporting the development of autonomous driving technologies, gives it an advantage in 

terms of faster regulatory approval and market deployment. However, the complexity of 

scaling globally, especially in markets like the U.S. and Europe, remains a challenge. 

 

Looking ahead, NIO’s partnership with Nvidia positions it strongly for future advancements. 

Nvidia’s Orin chips are designed to support increasingly complex AI tasks, meaning NIO’s 

vehicles will be well-equipped to handle the transition from Level 2 autonomy (partial 

automation) to Level 4 or 5 autonomy (high or full automation). Additionally, NIO is 

exploring Vehicle-to-Everything (V2X) communication, which will allow its vehicles to 

communicate with smart city infrastructure, enhancing safety and efficiency. 

 

6.5 Comparative Analysis: Tesla, Waymo, and NIO 
 

When analyzing the approaches of Tesla, Waymo, and NIO to autonomous driving, each 

company’s strategy reflects its unique vision and technical priorities. Tesla, under Elon 

Musk’s leadership, has been vocal about its opposition to LiDAR technology. Musk 

considers LiDAR to be "unnecessary" and "expensive," believing that vision-based systems 

combined with neural networks can achieve full autonomy at a lower cost. Tesla relies on a 

suite of eight cameras and real-time neural networks to process the vast amounts of data 

collected from its extensive fleet. This data-driven approach allows Tesla to continuously 

refine its Full Self-Driving (FSD) system through over-the-air (OTA) updates, improving its 

capabilities incrementally. Musk’s vision centers on making autonomy affordable and 

scalable by avoiding expensive sensors like LiDAR, with the belief that AI can eventually 

mimic human perception and driving behavior. 

 

In contrast, Waymo and NIO take a more cautious, safety-first approach by 

incorporating LiDAR alongside cameras and radar systems. Waymo, a subsidiary 

of Alphabet (Google’s parent company), relies on LiDAR and high-definition mapping to 

generate detailed 3D representations of the vehicle’s surroundings. This combination of 
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sensors allows Waymo’s vehicles to measure distances, identify obstacles, and react with a 

high degree of precision, especially in complex urban environments. Waymo’s emphasis on 

safety is reflected in its performance, as its vehicles have recorded fewer serious 

accidents compared to Tesla’s, despite the latter's much larger fleet. Waymo’s system, 

however, comes with higher operational costs, which can limit its scalability compared to 

Tesla. 

Similarly, NIO integrates LiDAR into its Aquila Super Sensing system, combining it 

with high-resolution cameras and radar. NIO’s use of Nvidia’s Orin chips further enhances 

its computational capabilities, enabling real-time data processing and decision-making with 

immense precision. This balanced approach allows NIO to bridge the gap between Tesla’s 

low-cost, high-scale model and Waymo’s safety-oriented design. Like Waymo, NIO’s 

reliance on LiDAR has resulted in fewer accidents during testing compared to Tesla’s 

vision-based system, which can struggle in specific edge cases such as adverse weather 

conditions. 

From a research perspective, the stark differences in technology use—particularly 

around LiDAR—offer valuable insights. Tesla’s approach emphasizes scalability and rapid 

data accumulation but raises concerns about safety in complex or low-visibility scenarios. 

On the other hand, Waymo and NIO’s reliance on LiDAR demonstrates the importance 

of accuracy and reliability, even though this comes at a higher cost. This trade-off 

between cost-efficiencyand safety continues to define the competitive landscape of 

autonomous driving. 

Both NIO and Waymo seem better suited for complex urban environments or adverse 

weather conditions, as their LiDAR-based systems provide an additional layer of reliability 

that Tesla’s camera-based system may lack in challenging situations. While 

Tesla's FSD system is improving rapidly through machine learning and real-world data, 

incidents involving Autopilot have raised concerns, particularly in cases where its vision-

based system struggled to respond appropriately. 

 

In conclusion, the future of autonomous driving will likely be shaped by the balance 

between scalability and safety. Tesla’s data-centric approach, fueled by its vast fleet and 

neural networks, offers a path to cost-efficient autonomy, while Waymo and NIO prioritize 

safety through LiDAR and robust computational platforms. The ongoing debate over the 

necessity of LiDAR versus camera-based systems will continue to drive innovation and 
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research, determining which approach will best support the broader goal of achieving fully 

autonomous, safe transportation. 
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7.  Future Applicability and Innovations 
 
7.1 Emerging Technologies in Autonomous Electric Vehicles 
 

The future of AEVs is being shaped by several cutting-edge technologies that will enhance 

the vehicles' capabilities and reliability. Central to these advancements are improvements 

in artificial intelligence (AI), quantum computing, 5G networks, and battery innovations. 

Artificial intelligence will continue to drive the evolution of AEVs by enabling vehicles to 

interpret complex environments and make real-time decisions with increasing accuracy. AI-

based deep learning models will enhance the vehicle’s ability to perceive its surroundings, 

predict the behavior of other road users, and navigate safely even in unpredictable situations. 

Quantum computing offers a future pathway to process large amounts of data faster than 

ever before. As AEVs handle data from a multitude of sensors, such as cameras, LiDAR, 

and radar, quantum computing’s ability to perform complex calculations rapidly will allow 

AEVs to improve decision-making processes in real-time. 

The deployment of 5G technology will revolutionize vehicle-to-everything (V2X) 

communication, allowing AEVs to communicate with each other, infrastructure, and even 

pedestrians, enhancing safety and reducing traffic congestion. With ultra-low latency and 

high-speed data transfer, 5G will enable AEVs to receive up-to-the-second updates about 

road conditions, traffic patterns, and potential hazards. 

Finally, innovations in battery technology, particularly the development of solid-state 

batteries, promise to extend the range of AEVs, improve charging times, and enhance the 

safety of electric vehicles. These advancements will make AEVs more practical for longer 

journeys and contribute to the widespread adoption of electric transportation. 

7.2 Potential Applications in Various Industries 
 

The integration of autonomous electric vehicles (AEVs) across different industries promises 

to revolutionize sectors such as logistics, public transportation, construction, agriculture, and 

healthcare. In logistics, autonomous electric trucks are poised to improve delivery efficiency, 

cutting down human error and minimizing fuel costs. Public transportation could see fleets 
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of autonomous shuttles providing on-demand services, reducing congestion in urban areas. 

In construction and agriculture, autonomous machinery could work more efficiently without 

human intervention, maximizing productivity and reducing operational risks in hazardous 

environments. 

AEVs are also expected to have a transformative impact on healthcare by providing 

autonomous ambulances and mobile medical units that could reach remote or congested 

areas faster and more efficiently. In these industries, the shift toward AEVs will not only 

improve operational efficiency but also contribute to sustainability by reducing carbon 

emissions, promoting the use of electric power, and cutting down on fuel consumption. 

 

7.3 Socio-Economic Impacts and Ethical Considerations 
 

The adoption of AEVs brings substantial socio-economic impacts, particularly regarding job 

displacement in sectors like transportation and logistics. As autonomous vehicles take over 

driving tasks, millions of jobs related to professional driving may be displaced, necessitating 

large-scale retraining initiatives. Governments and corporations must collaborate to reskill 

workers for emerging roles, such as AI maintenance and fleet management, to mitigate the 

negative impact on employment. 

Ethical considerations surrounding the deployment of AEVs also require significant 

attention. Autonomous vehicles must make life-critical decisions, often in split-second 

scenarios, leading to concerns about liability and moral responsibility. The legal system will 

need to evolve, clarifying who is responsible in cases of failure—whether it’s the vehicle 

manufacturer, software developer, or vehicle owner. Moreover, ethical issues such as the 

well-known “trolley problem” will challenge how AI systems in AEVs handle situations 

with no clear “correct” decision. 

In addition to employment and ethics, the environmental impact of AEVs is a positive shift, 

with electric vehicles reducing reliance on fossil fuels and lowering emissions. The urban 

environment will also transform, with reduced need for parking spaces, smarter urban 

layouts, and the rise of smart city infrastructures that communicate with AEVs to streamline 

traffic and improve overall safety. 
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7.4 Roadmap for Future Research and Development 
 

The future of AEV technology relies heavily on advancements in artificial intelligence, 

sensor systems, battery innovation, and infrastructure. One key area of focus is the 

development of AI that can handle unpredictable or complex driving environments. As 

AEVs move closer to full automation (Level 5), continuous improvement in machine 

learning models will be required to enable vehicles to process large datasets, make quick 

decisions, and navigate dynamic, real-world scenarios. 

Sensor technology will also need significant advancements. Current systems, such as 

LiDAR, radar, and cameras, provide essential information, but they must become more 

accurate, reliable, and cost-effective. Sensor fusion, where data from multiple sensors is 

integrated into a cohesive perception of the environment, will be crucial for AEVs to achieve 

higher levels of autonomy, especially in unpredictable environments like cities or during 

adverse weather conditions. 

Battery innovation will play a pivotal role in determining the long-term sustainability of 

AEVs. Research into solid-state batteries promises to extend the range of electric vehicles, 

shorten charging times, and improve safety. As these technologies mature, AEVs will be 

able to operate more efficiently while reducing environmental impact. Furthermore, 

developing sustainable supply chains for the materials used in battery production will be 

critical for minimizing the environmental footprint of large-scale AEV deployment. 

Infrastructure improvements will be necessary for AEVs to reach their full potential. 5G 

connectivity, vehicle-to-everything (V2X) communication, and smart roads will allow 

vehicles to interact with their surroundings and coordinate with one another in real-time, 

improving safety and traffic efficiency. Investment in smart city infrastructure, such as 

autonomous vehicle lanes and intelligent traffic management systems, will be critical to 

enabling seamless integration of AEVs into everyday life. 

This roadmap for the future of AEVs suggests a profound transformation in transportation, 

technology, and society. Ongoing research, technological advancements, and infrastructure 

investment will be crucial in overcoming the remaining challenges and achieving widespread 

adoption of autonomous electric vehicles. 
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Conclusion 
 
The development of autonomous driving systems and electric vehicles signifies a major 

transformation in the future of mobility. This thesis has explored their technological 

evolution, highlighting both the potential and the challenges that lie ahead. Notably, Chapter 

5 provided a detailed FMECA (Failure Modes, Effects, and Criticality Analysis), which 

analyzed the reliability of critical components such as LiDAR, radar, cameras, 

and computing systems. This analysis emphasized the importance of proactively identifying 

potential failure points and mitigating risks to ensure the safety and reliability of these 

systems. 

Autonomous vehicles hold the promise of reducing traffic accidents, enhancing energy 

efficiency, and fostering accessibility, particularly for those unable to drive. The integration 

of electric drivetrains into autonomous systems further supports the global push for 

sustainability by reducing carbon emissions. However, the FMECA analysis underscored 

the need for ongoing scrutiny of components to ensure performance in diverse operating 

conditions, particularly with the growing complexity of AI-driven decision-making. 

Regulations, like technology, must evolve in parallel with the advancements in autonomous 

driving systems. The current regulatory frameworks governing Level 2 and Level 3 systems 

are largely built around the concept of partial human control. However, as we move 

towards Level 4 and Level 5 automation, where vehicles take full responsibility for driving 

tasks, new legal frameworks will be necessary to govern liability, safety standards, and data 

privacy. Regulatory bodies worldwide must work collaboratively to create global 

standards for autonomous vehicles, ensuring uniform safety protocols, ethical guidelines for 

decision-making, and robust cybersecurity measures to protect against data breaches and 

system failures. 

The road to full automation is not without obstacles. Regulatory hurdles, public skepticism, 

and ethical dilemmas present significant challenges to the widespread adoption of 

autonomous vehicles. Decisions around liability, particularly in emergency situations where 

human intervention is impossible, demand attention. As Level 4 and Level 5 automation 

emerges, the question of trust in autonomous systems becomes critical, with ongoing 

regulatory developments necessary to foster confidence in these technologies. 

Moving forward, advancements in AI, sensor fusion, battery technology, and V2X 

communication will be essential in overcoming the limitations currently faced by 

autonomous vehicles. Smart cities equipped with 5G infrastructure and connected traffic 
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systems will provide the necessary foundation for integrating these vehicles into daily life, 

promoting seamless interaction between autonomous systems and their environments. 

This thesis demonstrates that autonomous electric vehicles represent more than just 

technological innovation; they symbolize a shift toward a future of sustainable, intelligent 

transportation. The FMECA analysis performed in Chapter 5has provided a clear roadmap 

for addressing the technological vulnerabilities inherent in these systems. Additionally, the 

evolution of regulations will play a key role in ensuring that these technologies are adopted 

safely and responsibly. As we look toward the future, continued research, innovation, and 

collaboration between industry, regulatory bodies, and policymakers will be critical in 

realizing the full potential of these transformative technologies. 

In conclusion, autonomous electric vehicles have the power to revolutionize how we move, 

but their success hinges on addressing the technical, ethical, and regulatory challenges that 

have been outlined in this thesis. By tackling these challenges head-on, society can embrace 

a future where transportation is safer, more efficient, and more sustainable. 
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