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ABSTRACT

Nowadays the use of cryptography is pervasive. It is an essential component of modern digital infras-
tructure and has various applications that go from financial transactions to medical devices.
Cryptographic systems are built on hard mathematical problems, hard since it is assumed they require
an exponential time to be solved. For example, the security of online communication relies on the
hardness of the RSA, whose hardness is based on factorizing the product of two large prime numbers.
The previous statement has been challenged by Peter Shor in 1994. He provided an algorithm that
runs on a quantum computer that could solve the underlying RSA problem in polynomial time. This
discovery implies that many commonly used cryptosystems would be completely broken if large quan-
tum computers would exist. Considering the progress at which quantum computers are developing,
this poses a big threat to current security protocols.

Since 2015 the National Institute of Standards and Technology (NIST) is running a selection process to
define one or more quantum-resistant algorithms. These algorithms are NP-hard to solve by quantum
computers and are defined as post-quantum cryptography (PQC) algorithms. Among the finalists,
lattice-based cryptographic systems are the most promising ones. The computational complexity of
these algorithms though requires non-negligible running time in deployments scenarios.

The state-of-the-art solutions consist of reducing processing unit workload by accelerating them to-
tally or partially in hardware.

In this thesis the acceleration of the lattice-based algorithm CRYSTALS-Kyber has been investigated:
a hardware accelerator has been developed and tested with the RISCV-based advanced microcontroller
PULPissimo. In a preliminary step, by profiling the Kyber algorithm, it has been found that the Kec-
cak sub-function is the most expensive in terms of running time and therefore the most promising to
accelerate.

The keccak accelerator is built upon Bertoni’s team implementation and has been tailored to achieve
the best performance with PULPissimo SoC. The accelerator is connected to SoC peripherals and
communicates with PULPissimo through an AXI interface. The accelerator shows outstanding results
in its preliminary form, then there is ample room for improvement.

The results achieved by the proposed architecture highlight the importance of an accelerator with
the CRYSTALS-Kyber algorithm and is a starting point to explore the acceleration of others PQC
algorithms and cryptographic primitives.
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Glossary

confidentiality It prevents sensitive information from unauthorized access attempts. It is common
for data to be categorized according to the amount and type of damage that could be done if it
fell into the wrong hands.

cryptanalytic attack Is an attack to a cryptographic system, the attack is dependent on the al-
gorithm’s nature as well as knowledge of the general qualities of the plaintext, which can be a
traditional English document or Java code.

cryptography Is a method of protecting information and communications through the use of codes,
so that only those for whom the information is intended can read and process it.

cryptosystem Is shorthand for “cryptographic system”, a cryptosystem is a suite of cryptographic
algorithms needed to implement a particular security service, such as confidentiality (encryp-
tion). Typically, a cryptosystem consists of three algorithms: one for key generation, one for
encryption, and one for decryption.

decryption oracle Is a function that is available to the adversary and that provides the decryption
of any ciphertext of her choice, except for the challenge ciphertext. [J]

eXtendable-Output Function A function on bit strings in which the output can be extended to
any desired length.. [T5]

lattice-based problem In computer science, lattice problems are a class of optimization problems
related to mathematical objects called lattices. Lattice problems are an example of NP-hard
problems which have been shown to be average-case hard, providing a test case for the security

of cryptographic algorithms. [J]

polylogarithmic time An algorithm is said to run in polylogarithmic time if T(n) = O(log(n)*)
(also written as T'(n) = O(log®(n)).

quantum computer Are machines that use the properties of quantum physics to store data and
perform computations.

runtime the code executed before the main function is called on the core. 2§
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Acronyms

FLL Frequency-locked loop. [28] [46]

IoT Internet of Things. 24]

IPC Instruction Per Cycle. 26]

KEM Key Encapsulation Mechanisms. [7]]

LWE Learning With Errors. [J]

NIST National Institute of Standards and Technology. [iv] [2} [3] [7]]
PQC Post Quantum Cryptography.

SCA Side channel attacks. [70l
SDK Software Development Kit.
SoA State of the Art.

SoC System on a Chip.
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CHAPTER 1

Introduction

1.1 Motivation

In today’s interconnected world, where digital communication is widespread, has be-
come a cornerstone of modern communication infrastructure. Without it, sensitive information would
be at risk of being intercepted and compromised, and messages could not be trusted to be authentic.
In State of the Art (SoA) systems, the security of the connections relies on Public Key Cryptog-
raphy (PKC) which employs a pair of keys denoted as public and private. Hence, data transmis-
sion is protected by PKC algorithms which are based on hard mathematical problems such as the
Rivest—Shamir—Adleman (RSA)llJ and Elliptic-Curve Cryptography (ECC)QJ.

The hardness of these problems depends on the difficulty of factoring the product of two large prime
numbers. There are no published methods to defeat the system if a large enough key is used.
However, in 1994, Shor introduced a fast quantum algorithml3J which can find the prime factorization
of any positive integer in [polylogarithmic time]

In recent years there has been a substantial amount of research on|quantum computer|and considering
the rate at which quantum computers are developing, the building of a large quantum computer is
only a matter of time. If large-scale quantum computers are ever built, they will be able to break
many of the public-key currently in use, like the one previously mentioned. 4.

This would seriously compromise the confidentiality and integrity of digital communications on the
Internet and elsewhere.

To withstand this threat, designing quantum-safe cryptosystems is crucial. Post-quantum cryptogra-

phy (PQC) refers to cryptographic algorithms that are thought to be secure against a [cryptanalytic
by a quantum computer.
The goal of post-quantum cryptography (also called quantum-resistant cryptography) is to develop

cryptographic systems that are secure against both quantum and classical computers and can inter-
operate with existing communications protocols and networks.

Post-quantum cryptography algorithms are based on math problems too but are more robust to quan-
tum computer attacks since are much more complex.

The added complexity makes these algorithms highly inefficient on a general-purpose processor. State
of the Art solutions consist of relieving CPU workload by accelerating these algorithms totally or
partially in hardware.



1.2 NIST Post-Quantum Cryptography Standardization

In 2016 the National Institute of Standard and Technology (NIST) started a process[5J to solicit,
evaluate, and standardize one or more quantum-resistant public-key cryptographic algorithms.

Since most symmetric primitives are relatively easy to modify in a way that makes them quantum-
resistant, efforts have focused on public-key cryptography, namely digital signatures and key encapsu-
lation mechanisms. The algorithms are designed for two main tasks for which encryption is typically
used: general encryption, used to protect information exchanged across a public network; and digital
signatures, used for identity authentication. In particular:

- Digital signature: is based on the principle that the sender signs the message with a private
key, and the receiver verifies this signature using the sender’s public key.

- Key encapsulation mechanism (KEM): is one of the most common algorithms that can
be used for key exchange. Traditional encryption-decryption protocols are used to encrypt a
message using the sender’s public key, which is then decrypted by the receiver using his private
key.

Initially, 82 submissions were received. Between them, only 69 candidates qualified for compe-
tition’s round 1. In 2018, there was the first [NIST|PQC]| standardization conference. Out of the initial
candidates, in January 2019, 26 candidates were chosen to compete in round 2. In 2020, for the third
round, 7 candidates were chosen as finalists and 8 candidates were considered as alternates.

On July 5, 2022, announced the first group of winners from its six-year competition: the four
selected encryption algorithms will become part of [NIST]s post-quantum cryptographic standard, ex-
pected to be finalized in about two years.

April 2016: December 2017: July 2019: July 2020: Mid 2022:

NISTIR 8105 First-round Second-round Third-round Third-round

report candidates candidates schemes results; round
l announced announced announced four begins

I [T I I I

Dec 2016: Nov 2017: April 2018: August 2019: June 2021: 2023-2024:

Formal call for Deadline for First NIST PQC Second NIST PQC Third NIST PQC Draft standards

submissions submissions standardization standardization standardization available for
workshop workshop workshop schemes selected

after third round

Figure 1.1: [PQC]|standardization history [6]

The notable events during the course of the [NIST|[PQC] standardization process are shown,
from its inception in 2016 to the present day. This process is the longest and most compre-
hensive study into [PQC]| conducted thus far.

Four additional algorithms are under consideration for inclusion in the standard, and NIST plans
to announce the finalists from that round at a future date.
is announcing its choices in two stages because of the need for a robust variety of defense tools.
As cryptographers have recognized from the beginning of[NIST]s effort, there are different systems and
tasks that use encryption, and a useful standard would offer solutions designed for different situations,
use varied approaches for encryption, and offer more than one algorithm for each use case in the event
one proves vulnerable. In are reported the winner encryption algorithms of the 4th round.
For general encryption, used when we access secure websites, [NIST| has selected the CRYSTALS-
Kyber algorithm. Among its advantages are comparatively small encryption keys that two parties



can exchange easily, as well as its speed of operation.

Standardized 4th round candidates
CRYSTALS-Kyber Bike
SIKE
PKE/KEM HOC

Classic McEliece

CRYSTALS-Dilithium
FALCON

Digital Signature |cmarag

Table 1.1: INIST| First Four Quantum-Resistant Cryptographic Algorithms and last round candidates

The CRYSTALS-Kyber algorithm is the algorithm investigated in this thesis work. In a preliminary
step, by profiling the Kyber algorithm, it has been found that the Keccak sub-function is the most
expensive in terms of running time and therefore the most promising to accelerate.

Then the Keccak accelerator has been developed. It is built upon Bertoni’s team irnplementantion[7J

and has been integrated within the PULPissimo [SoC| a RISC-V-based microcontroller.

1.3 Tristan project

The TRISTAN (Together for RISc-V Technology and ApplicatioNs) project is a European Union-
funded initiative that aims to mature and expand the European RISC-V ecosystem for the next
generation of industrial hardware to compete with existing commercial alternatives.

One of the project’s key focuses is to promote European digital sovereignty and democratic access to
a majority of the RISC-V IPs, which is achieved by leveraging the Open-Source community to gain
in productivity and quality.

This thesis work contributes to the TRISTAN project by developing a dedicated accelerator for
CRYSTAL-Kyber, a NIST quantum-resistant cryptographic primitive, in a RISC-V based system.
All the IPs blocks and scripts developed during this project are openly available on GitHub El

The accelerator developed in this thesis has been accepted at the workshop “OSHW 23”.
In this workshop researchers and practitioners in computer science discuss and share their latest
research and developments in open hardware and open-source hardware.

1.4 State of the Art and thesis contribution

The quantum-resistant public-key algorithms selected by [NIST] require non-negligible computational
resources to be executed. This is quite critical in low-power embedded devices that have a limited
amount of resources and computational power.

One viable solution is to accelerate them totally or partially in hardware, to alleviate the workload of
the main processing unit.

There exist various HW design solutions that address this problem.

In [§] is designed and built an Application Specific Integrated Circuit (ASIC) accelerator for the Post-
Quantum Digital Signature Scheme XMSS. This solution leads to the best performance results but
requires considerable design effort and cost, which is undesirable when dealing with algorithms that

Thttps://github.com/aledolme/pqc_riscv
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are still under evaluation.

Another solution may be to bring a small hardware accelerator directly into the processor pipeline,
like done in works [9] and [I0], or to use a co-processor like in work [II]. These solutions though
cause a large overhead in area and energy. Also, the normal flow of operations in the processing unit
is modified and as a consequence, these hardware implementations make the system vulnerable to
side-channel attacksH2.

In this thesis work, the focus has been developing an external HW accelerator for the CRYSTALS-
Kyber algorithm. The choice of an external accelerator has been preferred since it is a versatile solution
that can be used with different computer architectures without the need for any major modifications.
It can provide a significant speedup, without paying a large overhead of area, and also is a safe
solution against side-channel attacks. However, it may not always provide the best performance when
compared to a co-processor or in-pipeline accelerator.

In the initial phase, the algorithm has been analyzed and the most worthy parts to be accelerated
have been identified. The accelerator has been designed to deliver high performance being careful not
to add too much overhead area. To make it very versatile and easy to attach it has an A X[ interface,
indeed the AXI protocol is commonly used in System on Chip (SoC).

The accelerator has been tested with PULPissimo l13J, an open-source RISC-V based microcontroller.
The results obtained show that the accelerator has a large impact on the algorithm speed-
up and demonstrate how effective a hardware accelerator can be when dealing with post-quantum
cryptography algorithms.



1.5 Thesis structure

After this first introductory chapter 1, the thesis is structured as follows:

e chapter 2 : in a concise overview of the cryptography primitives is presented,
followed by a discussion on the CRYSTALS-Kyber algorithm and its main module in
Finally, the computational profile of the algorithm is presented and the reasons why accelerating
the Keccak sub-function is the optimal choice are discussed.

e chapter 3: the Keccak algorithm is presented in detail in [section 3.1} while the focus shifts
to the design of the Keccak in Lastly, in is presented the hardware

implementation of the Keccak accelerator.

e chapter 4 : in[section 4.2 the PULPissimo microcontroller, the cross-compiler, and the runtime
utilized in the project are introduced. Furthermore, is discussed which of the RISC-V architec-
ture supported by the PULP group is the best one for this project. Additionally, in
a detailed description is given of how to build the simulation platform and run a basic test ap-
plication. Then in is evaluated the benchmark of the CRYSTALS-Kyber algorithm
on PULPissimo.

e chapter 5 : show all the steps to integrate the Keccak IP as an external accelerator in PULPis-
simo. In addition, the Keccak accelerator is optimized to achieve the best performances ( in
7 and the speed-up contribution is tested running the CRYSTALS-Kyber algorithm
(in [section 4.4]). After that, in the PULPissimo system with the added accelerator is
synthesized with Xilinz Vivado 2022.1 and implemented on “Xilinx Artix XC7A75-3 7.

e chapter 6 : in the results of the accelerator are reported and compared against
the software implementation, while in the accelerator is compared with state of art
counterparts. Additionally, a discussion on future research activities is presented in

e chapter 7 : is the conclusion of this thesis, the results of the accelerator are summarized, and
the effectiveness of hardware acceleration is discussed.



CHAPTER 2

CRYSTALS-Kyber

The CRYSTALS-Kyber is a post-quantum secure key exchange protocol (KEM). It is a cryptographic
hash function winner of the NIST hash function competition in 2022.

This chapter begins with a brief background on modern cryptographic techniques, followed by an
overview of the CRYSTALS-Kyber algorithm and its main components. The profile of the algorithm
from a computational point of view is then presented, and it is discussed why the Keccak sub-function
is an ideal candidate to be accelerated.

2.1 Cryptography overview

Cryptography is the practice and study of secure communications techniques that allow only the
sender and intended receiver of a message to view its contentsH4!, The message wanted to transmit is
encrypted, meaning that a sequence of operations is applied to make it unintelligible (“cipher text”).
Only the receiver must be able to decrypt the message, meaning to convert the cipher text back into
the original message.

Encryption in most cases involves an algorithm and a key.

The sequence of steps, or series of mathematical equations, used to describe a cryptographic process
(i.e. encryption, decryption,...) defines a cryptographic algorithm.

There are three general classes of NIST-approved cryptographic algorithms, which are defined by the
number or types of cryptographic keys that are used with each.

Hash functions

A cryptographic hash function takes in input data of an arbitrary length and through a one-way
process transforms it into another compressed value (Figure 2.1)).

The returned value has a fixed length and is called “message digest”or “hash value”.

The hash functions allow uniquely identifying any content in cryptography. The obtained hash value is
unique to the input (deterministic) and cannot be reversed back into the original input (irreversible).
For these properties, hashing is mainly used for comparison reasons like verifying that the message
received came from the right person and has not been tampered with.



Hashing Algorithm

ol #blcld
&”(#df
# scass
.4
Plain Text Hash Function Hashed Text

Figure 2.1: Cryptographic hash function LLo)

Symmetric-key algorithms

In the symmetric-key algorithm, also referred to as “secret-key algorithm ”, a single key is responsible
for encrypting and decrypting data. The involved parties share that key, hence the key is considered
symmetric, and they can use it to decrypt or encrypt any messages they want .
Symmetric encryption is the faster and more efficient method of encryption.

Because of this, symmetric encryption is generally used for encrypting databases where secret key
sharing is not a problem.

Private Key Encryption (Symmetric)

BRaB.DE

Plaintext Ciphered Decrypted
Sender data Data Plaintext Recipient
data

Shared Secret Shared Secret
(Key) Encrypts (Key) Decrypts
the Data the Data

Figure 2.2: Symmetric key encryption 1Lo)

Asymmetric-key algorithms

The asymmetric cryptography algorithms also referred to as “public-key algorithms 7, enable parties
to establish a secure communications channel across an inherently insecure network.

In asymmetric cryptography, the key used for encryption/decryption is divided into two parts: a
public key and a private key. The public key can be given to anyone, trusted or not, while the private
key must be kept solely by the owner of that key pair just like the key in symmetric cryptography.
The private key cannot be mathematically calculated through the use of the public key even though
they are cryptographically related.

Asymmetric cryptography has two primary use cases:

- Authentication: messages can be signed with a private key, and then anyone with the public
key is able to verify that the message was created by someone possessing the corresponding
private key.

- Encryption: someone with the public key is able to encrypt a message, providing
ityl and then only the person in possession of the private key is able to decrypt it.



Public Key Encryption (Asymmetric)

EL.0.0 8

Plaintext Ciphered ! Decrypted
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2.1.1 Key Encapsulation Mechanism (KEM)

The public, or asymmetric, key encryption is usually less efficient than symmetric encryption schemes.
The length of asymmetric keys needs to be much longer to offer the same level of security, due to the
mathematical link between public and private keys that may be exploited to crack the encryption.
Also, since symmetric encryption uses a single key for both encryption and decryption, it requires less
computational overhead compared to asymmetric encryption, which requires more complex mathe-
matical operations.

The asymmetric cryptosystems result slower compared to symmetric ones and are suitable only for
transmitting small amounts of data.

On the internet, two parties cannot meet in advance to agree on a shared secret key. It follows that is
needed a way to exchange securely a key so that the two can start a symmetric-key communication.
The Key Encapsulation Mechanism (KEM) is a cryptographic technique that provides a way to
securely exchange the key between two parties in a public key cryptography system (hence insecure
channel). After the symmetric key is shared, the two parties can use a symmetric algorithm to effi-
ciently encrypt data.

KEM makes it possible through a collection of three algorithms:

- A key generation algorithm,“Generate”, which generates a public key and a private key (a
keypair).

- An encapsulation algorithm, “Encapsulate”, which takes as input a public key, and outputs a
shared secret value and an “encapsulation” (a ciphertext) of this secret value.

- A decapsulation algorithm, “Decapsulate”, which takes as input the encapsulation and the pri-
vate key, and outputs the shared secret value.

The KEM procedure is the following:

1. Key Generation: The sender generates a random symmetric key that will be used to encrypt
the data to be transmitted.

2. Encryption: The sender then generates a random value, called the ”ephemeral key,” and encrypts
the symmetric key using the recipient’s public key and the ephemeral key. This produces a
ciphertext that is sent to the recipient along with the ephemeral key.

3. Decryption: The recipient uses their private key to decrypt the ephemeral key from the ciphertext
sent by the sender.

4. Key Derivation: The recipient then uses the decrypted ephemeral key and a key derivation
function to generate the same symmetric key that the sender used in step 1.



5. Data Encryption: The sender and recipient can now use the shared symmetric key to encrypt
and decrypt the data transmitted over the insecure channel.

The advantage of using a KEM is that it enables two parties to establish a shared secret key without
having to directly exchange the key itself. This is particularly useful in scenarios where the key
exchange must take place over an insecure channel.

2.2 CRYSTALS-Kyber

The CRYSTALS-Kyber algorithm is a key encapsulation method (KEM) designed to be resistant to
cryptanalytic attacks by future powerful quantum computers. The CRYSTALS-Kyber algorithm is
the winner of NIST “PQC standardization contest” ! and is the one that will be standardized for
general encryption.

According to the algorithm’s creators, the CRYSTALS-Kyber is an IND-CCA2-secure key encapsu-
lation mechanism (KEM), whose security is based on the hardness of solving the learning-with-errors
(LWE) problem over module lattices.

The IND-CCA2 stands for ”indistinguishability under chosen ciphertext attack” and is a security
notion for public-key encryption schemes. An encryption scheme is IND-CCA2-secure if it is secure
against chosen ciphertext attacks (CCA). In other words, an adversary who has access to the
tion oraclel cannot distinguish between the decryption of two ciphertexts, one of which was generated
by the encryption of a random message and the other one was generated by the encryption of a
message chosen by the adversary. This is an important security property for public-key encryption
schemes.

2.2.1 Learning with Errors (LWE) problem

The LWE problem is a |lattice-based problem|in the field of cryptography that forms the basis for
(L7

several cryptographic schemes. The LWE problem is a hard computational problem
there is no known efficient algorithm to solve it.

The LWE is a method defined by Oded Regev in 2005, it involves finding a solution to a system of
linear equations in the form of:

meaning

B=Axs+e (2.1)
Where
- A is a random matrix with integer coefficients
- e is a random vector of small integers (error)
- s is the vector of secret integers
- B is the result vector of integers

The values of A and B become the public key, and the [[WE] involves the difficulty to recover the
vector s from the given values.

The best-known algorithms for solving the [[WE] problem have a running time that grows exponen-
tially with the size of the parameters, making it computationally infeasible to solve the problem for
large values of ¢ and n (modulo and dimension of the vectors).


https://csrc.nist.gov/Projects/post-quantum-cryptography/selected-algorithms-2022
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2.2.2 Kyber algorithm

Kyber’s construction involves a two-stage processuSJ.

Firstly, Kyber. CPAPKE (Chosen-Cyphertext Attack Public Key Encryption), an INDCPA-secure
public-key encryption scheme, is presented for encrypting messages with a fixed length of 32 bytes.
Secondly, the construction of an IND-CCA2-secure KEM (Chosen-Cyphertext Attack Key Encapsu-
lation Mechanism) is achieved by utilizing a slightly modified Fujisaki-Okamoto (FO) transform.
The Kyber submission to the NIST competition lists three different parameter sets aimed
at different security levels.

Kyber Length [bytes]
Kyber model | SECRET-KEY | PUBLIC-KEY | CIPHERTEXT
Kyber512 1632 800 768
Kyber768 2400 1184 1088
Kyber1024 3168 1568 1568

Table 2.1: Kyber Crypto Length

Specifically, Kyber-512 aims at security roughly equivalent to AES-128, Kyber-768 aims at security
roughly equivalent to AES-192, and Kyber-1024 aims at security roughly equivalent to AES-256.

2.3 Kyber-PKE

Kyber-PKE is a public-key encryption scheme that ensures IND-CPA security for messages with a
fixed length of 32 bytes. The scheme comprises three algorithms: Key Generation, Encryption, and
Decryption.

Kyber-PKE Key generation

During Key Generation, the polynomial matrix A is randomly generated, while the polynomial vectors
s and e are sampled according to By, (where 7); defines the noise level). The secret key is s and follows
that the public key is A*s+e.
However, for efficient implementation, the multiplication A*s is performed in the NTT domain by
generating A in the NTT domain (i.e., A) and transforming s to § == NTT(s).
To avoid the NTT~! operation, e is also transformed to & and added to Aos.
As a result, the secret and public keys are in the NTT domain and are encoded to sk and pk,
respectively. Additionally, the seed for randomness is added to the public key, allowing the recipient
to generate matrix A.
The pseudo-code of “KYBER.CPAPKE: KeyGen ”is found in
In summary, the Kyber. CPAPKE.KeyGen() algorithm generates in NTT domain a random polynomial
s, a random polynomial e. Then computes the polynomial "a” as the product of a fixed polynomial
”A” and 7s”.
function and a random binary string ”seed”. The public key is the tuple (b, p) where ”p”
of 7a” and ”e”. The secret key is the tuple (s, t).

The algorithm starts by randomly generating the polynomial matrix A

Then it generates a public key polynomial ”b” and a matrix ”t” using a pseudorandom
is the sum
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Algorithm 1 KYBER.CPAPKE.KeyGen(): key generation

Output: Secret Key sk € Bl2kn/8
Output: Public Key pk € B12kn/8+32

12:

15:

18:

21:

d « B32
(p,o) = G(d)

: N:=0

for ¢ from 0 to k-1 do
for j from O to k-1 do
A[i][j]:=Parse(XOF(p, j, i)
end for
end for

: for ¢ from 0 to &-1 do

s[i] := CBD,,, (PRF(o,N))
N:= N+1

end for

for i from 0 to k-1 do
e[i] := CBD,,, (PRF(o,N))

N:= N+1
end for
§ := NTT(s)
é :=NTT(e)
ft:=Aos + é

pk: = (EHCOdelg(E m0d+ Q) || p)
sk := Encode;2(8 mod™ ¢)
return (pk,sk)

> Generated matrix A € R’;Xk in NTT domain

> Samples s € RZ from B,,

> Samples e € RZ from B,,

> pk:= As + e
> sk:=s

Kyber-PKE Encryption

The process of encrypting message m to ciphertext ¢ = (¢1,¢2) in Kyber-PKE Encryption involves
using the public key pk and random coins r. The polynomial vector ¢ and matrix A are obtained from
the public key. The polynomial vector r is sampled according to B,,, using r. The polynomial vectors
e; and the e are sampled according to B,, using r. Then, normally, the ciphertext ¢ = (¢1,¢2) is
(ATr + e;,tTr 4+ €2 + m). The ciphertext c is obtained by performing multiplications in the NTT
domain and transforming them to the normal domain using NTT!.

The pseudo-code of “KYBER.CPAPKE: Encryption ”is found in
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Algorithm 2 KYBER.CPAPKE. Enc(pk,m,r): encryption

Input: Public Key pk € B12F7/8+32 Message m € B2, Random coins r € B32
Output: Cipher-text ¢ € Bduwkn/8+dvn/8
N:=0
t := Decodeyy (pk)
3 p:=pk+12 k-n/8
for i from 0 to k-1 do > Generated matrix A € R’;Xk in NTT domain
for j from O to k-1 do
6: ATli][j]:=Parse(XOF(p, i, j)
end for

end for
9: for ¢ from 0 to k-1 do > Samples r € RZ from B,,
r[i] := CBD,, (PRF(n,N))
N:= N+1
12: end for
for ¢ from 0 to k-1 do > Samples e; € ’RZ from B,,
e [i] := CBD,, (PRF(n,N))
15: N:= N+1

end for

es := CBD,, (PRF(n,N)) > Samples ey € R’; from B,,
18: T := NTT(r)

u:=NTT! (AT o) + e pu:=ATr+e

v :=NTT™! (7 o #) + ez + Decompress,(Decode; (m),1)

21: ¢; := Encodeg, (Compress,(u,d,))
¢z = Encodegy, (Compress,(v,d,))
return c= ¢ || c2

Kyber-PKE Decryption

To perform Kyber-PKE Decryption, the polynomial vector u and v are first obtained from the cipher-
text by decoding and decompressing it. The vector s is then obtained from the secret key. The message
m is calculated by subtracting the dot product of s and u from v (m = v — sTu.). Multiplications
are performed in the NTT domain and then transformed to the normal domain using NTT~1.

Algorithm 3 KYBER.CPAPKE. Dec(sk,c): decryption

Input: Secret Key sk € B'257/8 Cipher-text ¢ € Btwkn/8t+dyvn/8
Output: Message m € 332

u := Decompress, (Decodeg, (¢),d,,)

v := Decompress,(Decodeg, (¢ + d, - k- n/8).dy)

§ := Decodeiz(sk)

m := Encode; (Compress, (v - NTT~1(87 0 NTT(u)),1))
return m

w
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Kyber KEM

Kyber. CCAKEM is an IND-CCA2-secure KEM that utilizes the Fujisaki-Okamoto transform to create
a three-step process: Key Generation, Encapsulation, and Decapsulation.The procedure is illustrated
in

During the first step, the sender generates public and secret keys using the Kyber-PKE Key Generation
algorithm and shares her public key with the receiver. In the second step, the receiver encrypts the
message using the Kyber-PKE Encryption algorithm, computes the shared secret, and sends the
ciphertext to the sender. In the last step, the sender decrypts the ciphertext and verifies if it can
be encrypted to the same ciphertext as the receiver. If so, she computes the shared secret using the
message, her public key, and the ciphertext. Otherwise, she uses a random value and the ciphertext

¢ B

to compute the shared secret.

Sender Receiver
1.z < {0,1)256
N = 256
2. (pk,sk') : sk 1.m < {0,1¥
Kyber.CPAPKE.KeyGen() 2.m < H(m)
3. sk := (sk'||pk||H(pk)||2) 3. (K,r) := G(m|H(pk))
4. ¢ := Kyber.CPAPKE.Enc(pk,m,r)
KeyGen ¢ 5. K := KDF(K|[H(c))
&
)

Encaps

1. pk,h = H(pk), z < sk
2. m' := Kyber.CPAPKE.Dec(sk,c)
3. (R',r') := G(m'||h)
4. ¢' := Kyber.CPAPKE.Enc(pk, m', r')
5. if c=c' then
K := KDF(K' || H(c) )
else
K := KDF(z || H(c) )

e |

Figure 2.4: Kyber-CCA KEM

Kyber C-code analysis

The computational cost of the CRYSTALS-Kyber algorithm is analyzed by compiling the C-code
provided by the CRYSTALS-Team[[]

The focus is on the test_kyber$ ALG program, which tests key generation, encapsulation, and de-
capsulation 1000 times. Where ALG value ranges over the parameter set 512, 768, and 1024. The
implementation used is the one in ref/, which prioritizes clean code over-optimization and is, there-
fore, slower than an optimized implementation.

Regardless of the level of security analyzed, the code is the same. The only difference is in the defini-
tion of the parameter involved, with changes only made to parameter definitions in the param.h file
based on the level of security analyzed.

As security levels increase, the size of keys and ciphertexts also increase, resulting in more function
calls[Figure 2.5] shows the percentage of program running time used by different functions, with the
computation of the Keccak permutation being particularly time-consuming despite not being the most
frequently called.

Thttps://pg-crystals.org/kyber /index.shtml
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Figure 2.5: Percentage of the total running time of the program used [19]

e In Kyber512 and Kyber1024, KeccakF1600_StatePermute is the function that occupies most of
the running time. This is the core of the Keccak algorithm, which is a type of cryptographic
sponge function.

e In Kyber768, the Montgomery_reduction function occupies most of the time running time.
However, as for Kyber512 and Kyber1024,KeccakF1600_StatePermute is called a number of
times which is two orders of magnitude less with respect to Montgomery_reduction.

The Keccak function is the one that in almost all three levels of security occupies most of the running
time, even if it is called a low amount of time. In this thesis work the Keccak function has been the
one selected to be accelerated.



CHAPTER 3

Keccak

The Secure Hash Algorithms (SHA) are a family of cryptographic hash functions published by the
NIST as a U.S. Federal Information Processing Standard (FIPS).

On August 5, 2015, the U.S. government announced the SHA-3 as the new standard for crypto-
graphic hash algorithmleOJ. The SHA-3 family employs the permutation that in this standard is
called Keccak-p.

Keccak is a versatile cryptographic function best known as a hash function, it nevertheless has been
standardized by NIST in various applications, including digital signatures, key derivation, and mes-
sage authentication codes. The Keccak permutation is designed to be highly resistant to various
attacks, including differential and linear cryptanalysis, and is considered to be one of the most secure
cryptographic primitives available today.

Keccak is used in different forms such as SHAKE128 and SHAKE256, which are [eXtendable-Output|
[Function, and SHA3-256 to SHA3-512, which are hash functions. These standardized forms of the
Keccak algorithms are specified in the FIPS-202 standard, these are reported in

The Keccak function is the one that occupies most of the CRYSTALS-Kyber running time and for
this reason, is the one being accelerated. This chapter describes the Keccak algorithm in detail and
lastly, presents the developed Keccak HW implementation.

3.1 Keccak permutation

The Keccak function is a cryptographic hash function that operates on messages of arbitrary length
and produces a fixed-length output (digest).

The basis of this algorithm is the sponge construction Inside the sponge, the input data are
divided into blocks of the same length and the Keccak-f permutation is applied to them.

There are 7 permutations in total denoted as Keccak-f[b], where b = 25 x 2! and 1 ranges from 0 to 6.
The four SHA-3 hash functions (SHAS3-224, SHA3-256, SHA3-384, and SHA3-512) use the Keccak-
f[1600] permutation, which means that the length of the state is 1600 bits. The 1600-bit state of
Keccak [1600] consists of 5x5 matrix of 64-bit Wordsm, as shown in m This is the width
of the permutation.

21

The number of round n, depends on the permutation width and is given by n, = 12 4+ 2 % [, where
2l = 2—b5. This gives 24 rounds for each compression step of the Keccak-f [1600].

The algorithm pseudo-code is shown in

15
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Figure 3.1: Keccak state [7]

Algorithm 4 Keccak-f[1600] (A)

1: procedure KECCAK-F[1600](A)
2 > A is the state matrix

3 foriin0... n, —1do

4: A=Round[1600] (A, RC [i])
5 end for

6 return A

7: end procedure

Each compression round consists of five different steps which are 0, p, m, x and ¢. [22].
Each round applies a set of operations to the input state, denoted as A, to produce an output state,
denoted by A*.
Before each round, a round key is added to the state. The round key is derived from the input data
and the current round number and is added to the state using XOR operations
The different five steps, depicted in and whose pseudo-code implementation is reported in
can be briefly described as follow:

e 0 is responsible for adding diffusion to the state. The € step uses a linear transformation to mix
the bits of the state, it computes the parity of each of the 5x64=320 columns, and XORs the
result with two neighboring columns chosen in a regular pattern;

e p and 7 states are responsible for adding confusion to the state.
The p step performs bit rotations on the state by rotating the bits of each lane by a length,
called the offset, which depends on the fixed x and y coordinates of the lane.
Equivalently, for each bit in the lane, the z coordinate is modified by adding the offset, modulo
the lane size (Table 3.1)). The r step reorders the bits within each lane of the state, it permutes

X=3 | X=4 | X=0 | X=1 | X=2
Y=2| 25 39 3 10 43
Y=1 | 55 20 36 44 6
Y=0 | 28 27 0 1 62
Y=4 | 56 14 18 2 61
Y=5| 21 8 41 45 15

Table 3.1: Values r[i] constants

the 5x5=25 64-bit words using a fixed pattern and rearranges the positions of the lanes;
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e \ step is responsible for adding non-linearity to the state by applying a non-linear function to
each lane of the state. The non linearity function is a combination of bitwise XOR, NOT and
AND operations;

e ¢ is responsible for adding round constants to the state by XORing the round constant (from
Table 3.2)) into one of 64-bit word of the state, in order to break the symmetry preserved by the

previous steps.

RC[0] 0x0000000000000001 | RC[12] 0x000000008000808b
RC[1] 0x0000000000008082 | RC[13] 0x800000000000008b
RC[2] 0x800000000000808a | RC[14] 0x8000000000008089
RC[3] 0x8000000080008000 | RC[15] 0x8000000000008003
RC[4] 0x000000000000808b | RC[16] 0x8000000000008002
RC[5] 0x0000000080000001 | RC[17] 0x8000000000000080
RC[6] 0x8000000080008081 | RC[18] 0x000000000000800a
RC[7] 0x8000000000008009 | RC[19] 0x800000008000000a
RC[8] 0x000000000000008a | RC[20] 0x8000000080008081
RC[9] 0x0000000000000088 | RC[21] 0x8000000000008080
RC[10] 0x0000000080008009 | RC[22] 0x0000000080000001
RC[11] 0x000000008000000a | RC[23] 0x8000000080008008

Table 3.2: Values RC[i] constants

L Add Round Constant

K

N
&;|_|_|_|_|_U

X « non-linearity

y* 42

0 diffusion

p inter-slice dispersion

A

7 breaking horizontal /vertical alignment

Figure 3.2: Keccak-f steps [21]
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In all the listed equations, all operations within indices are done modulo 5. A denotes the complete
permutation state array and A[x,y] particular 64-bit word in that state.
B[x,y], C[x] and D[x] are intermediate variables. The symbol & denotes the bitwise XOR, NOT the
bitwise complement and AND the bitwise AND operation. Finally, ROT(W,r) is the bitwise cyclic
shift operation, moving the bit at position ¢ into position ¢ + r (modulo 64).

Algorithm 5 Round[b]

procedure ROUND[B]((A,RC))
2: > 6 step

Clx]= Alx,0] ® Alx,1] ® A[x,2] @ Alx,3] @ A[x,4] @, > Vx in 0...4
4 D= C[x1] & ROT(C[X+1],1), > ¥x in 0...4

Alx,y]=Alx,y]® D[x] >V (x,y) in (0...4, 0...4)
6: > p and 7 steps

Bly,2x+3y]=ROT(A[x,y], r[x,y]) >V (x,y) in (0...4, 0...4)
8: > x step

Alx,y]=B[x,y] ® ((NOT B[x+1,y]) AND B[x+2,y]) >V (x,y) in (0...4, 0...4)
10: > ¢ step

A]0,0]=A[0,0] ® RC
12: return A

end procedure

The constants RC[i] and r[x,y] are cyclic shift offset and round constant respectively (Table 3.2
and |Table 3.1))
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3.2 Keccak design

The construction of the Keccak function is based on the “sponge construction” (21)
for building hash functions and other cryptographic primitives.

The sponge function has the structure illustrated in

The sponge function is constructed from two main components: a fixed-size permutation function,

, a design paradigm

which operates on a state consisting of a fixed number of bits, and a padding rule, which transforms
the input message into a sequence of blocks that can be processed by the permutation function. The
sponge function is initialized with an initial state that consists of all zeros. The input message M
is divided into blocks of r bits (if necessary they are completed with Os if the number of bits in the
last block is less than r). Then the sponge operation involves two phases: an absorbing phase and a
squeezing phase.

e In the absorbing phase, the r-bit input message blocks are XOR-ed with the first r bits of
the state, interleaved with applications of the permutation function f. Once all the blocks of the
message are processed, the sponge function moves on to the “release” phase.

If the last block of the input message is not a full block, it is padded with a bit that signals
the end of the message, followed by enough zeros to fill the block. This ensures that the input
message has a fixed length, which is required for the sponge construction.

e In the squeezing phase the final hash value is obtained. Specifically, the output blocks are
obtained by taking the first r bits of the state, and then applying the permutation function to
the entire state to update it. This process is repeated until the desired number of output blocks
has been generated.

The last ¢ bits of the state never depend directly on the input blocks and are never released as
output in the squeezing phase, but are only modified by the permutation f.

M Z
pa.E\ : - ||
T ™ ) ~ Y )
Y Y Y Y !
r||0—4 & 2 § T
Al e e s
1 |
c 0 > » > > : - > —
absorbing : squeezing
sponge
Figure 3.3: Sponge construction [21]
In is presented the pseudo-code for the Keccak[r,c] sponge function, with parameters

capacity ¢ and bit-rate r. It’s assumed for simplicity that r is a multiple of the lane size.

In the pseudo-code, the input message M is represented as a string of bytes Mbytes followed by a num-
ber (possibly zero, at most 7) of trailing bits Mbits. In the standard instances typically are added a
few trailing bits for domain separation. H

Thttps://keccak.team/keccak_specs_summary.html


https://keccak.team/keccak_specs_summary.html
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The delimited suffix is d, which encodes the trailing bits Mbits and their length. The padded
message P is organized as an array of blocks P;, themselves organized as arrays of lanes. The variable
S denotes the state as an array of lanes. The || operator denotes the usual string concatenation.

Algorithm 6 Pseudo-code description of the sponge functions

procedure KECCAK|[R,C|(M)

> Padding

3 d = 20Mbits) 4 sum for i=0 ... |Mbits|-1 of 2(Mbits[i)
P = Mbytes || d || 0x00 || ... || 0x00
P=P @ (000 | ... || 0x00 || 0x80)

6: > Absorbing phase
Six,y] =0 >V (x,y) in (0...4, 0...4)
for each block P; in P do

9: S[x,y] = S[x,y] xor P;[x+5%y] >V (x,y) such that x+5*y j r/w

S = Keccak-f[r+-c|(S)

end for

12: > Squeezing phase
Z = empty string
while output is requested

15: Z =71| S[x,y] >V (x,y) such that x+5%y j r/w
S = Keccak-f[r+c|(S)
return 7

18: end procedure

3.3 Keccak HW implementation

The designed HW accelerator is specifically dedicated to the CRYSTALS-Kyber application, the SHA-
3 primitives required by the algorithm with their parameters are listed in table [Table 3.3

. . Outpu? length Securl-ty level Mbits
(bits) (bits)
SHA3-256 1088 | 512 | 256 128 01
SHA3-512 576 1024 | 512 256 01
SHAKE128 | 1344 | 256 | unlimited 128 1111
SHAKE256 | 1088 | 512 unlimited 256 1111

Table 3.3: Standard Keccak primitive used in CRYSTALS-Kyber

All of these SHA-3 primitives can be obtained by calling the same Keccak accelerator, which im-
plements the Keccak-f{1600] permutation.
The hardware architecture provided by the Keccak team has been used[23J7 which is a straightforward
implementation of the Keccak function. The architecture is composed of the logic for one round and
the register for storing the state, as can be appreciated in the block diagram in [Figure 3.4
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Figure 3.4: Block diagram of the Keccak accelerator

The accelerator performs the Keccak permutation and therefore the whole 1600 bits are processed
and saved, without distinguishing between rate-capacity bit.
The XOR is needed to put as input din_buffer_reg at the first iteration, and the output of the state
register for the following ones. Due to the short critical path, this design ensures very high through-
put. The throughput can be further increased by computing more rounds in a single clock cycle.

To get an idea of the performance results found with different round instantiations, check the
ble 3.4} taken from [7), Note that the technology is different from the one used in this thesis. Indeed,
this thesis uses a 45 nm Nangate technology while the one in the table has been done with 130 nm

technology.

Number of round instances Size Critical path | Frequency | Throughput
n=1 48 kgates 1.9 ns 526 MHz 22.44 Gbit/s
n=2 67 kgates 3.0 ns 333 MHz 28.44 Gbit/s
n=3 86 kgates 4.1 ns 244 MHz 31.22 Gbit/s
n=4 105 kgates 5.2 ns 192 MHz 32.82 Gbit/s
n==0 143 kgates 6.3 ns 135 MHz 34.59 Gbit/s

Table 3.4: Performance estimation of variants of the high speed code Keccak-f[1600], with r=1024 and
¢=576 [7]

The round block implements the five steps of the Keccak algorithm, i.e. Theta (), Rho (p), Pi
(), Chi () and Iota (¢). The transformation rounds to be performed have been described in detail

in The architecture of the Keccak round is depicted in
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Figure 3.5: Keccak round architecture

The accelerator is designed in vhdl and has been tested with ModelSim, the top entity of the
architecture can be appreciated in

entity keccak is

port (

clk : in std_logic;

rst_n : in std_logic;

start : in std_logic;

din : in std_logic_vector(63 downto 0);
din_valid : in std_logic;

buffer_full : out std_logic;
last_block : in std_logic;
ready : out std_logic;
dout : out std_logic_vector(63 downto 0);
dout_valid : out std_logic);
end keccak;

Listing 1: Top entity of the Keccak accelerator

The start signal is a synchronous reset which resets the internal buffer to state zero.
When received the start signal then the Keccak operation may start, its workflow can be divided into
three sub-operations.

e Load input value: if the ready signal is pulled down then the architecture is ready to start a new
permutation. If so, then the 1600 bits value on which is performed the permutation are stored
64-bit at the time. This phase last 25 cycles and when concludes the Buffer_full signal is pulled

up.

e Permutation: when the input value has been completely stored then the Keccak can proceed
to perform the permutation. As explained in 24 rounds are required, therefore since
this architecture computes one round each cycle then the permutation lasts 24 clock cycles.

e Output result: lastly the 1600-bit results of the permutation are stored in the internal buffer
and are unpacked on D_out result 64-bit at the time. To unpack completely the output 25 cycles
are required.

The timing simulation of the Keccak accelerator is shown in [Figure 3.6} [Figure 3.7) and [Figure 3.8|
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Figure 3.6: Load input value in Keccak internal buffer

The input value is 1600-bit wide, it is loaded into Keccak’s internal buffer at chunks of 64-bit
at each cycle. This process lasts 25 cycles.
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Figure 3.7: Keccak start of permutation

Once the input value has been loaded, the permutation can start and this phase lasts for 26
cycles. Due to synchronization requirements, it takes 2 cycles more than the one required to
compute the permutation result. During the permutation, the ready signal is pulled down.
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Figure 3.8: Output of Keccak permutation

The permutation produces a 1600-bit result, which is output in 64-bit chunks.




CHAPTER 4

PULPissimo

PULPissimo is an open-source, 32-bit microcontroller system-on-chip (SoC) designed for ultra-low
power consumption and high energy efficiency. It is based on the PULP platform, which stands for
Parallel Ultra Low Power, and is developed by the Integrated Systems Laboratory at the Swiss Federal
Institute of Technology in Zurich (ETH Zurich)[wJ.

4.1 PULP platform

PULP is a silicon-proven Parallel Ultra Low Power platform targeting high energy efficiencies.

The primary objective of PULP is to create an advanced, open-source, and scalable hardware and
software research and development platform. This platform aims to overcome the challenge of energy
efficiency within a power envelope of a few milliWatts (mW), while also meeting the computational
needs of [[oT] applications.

The open-source strategy has multiple benefits. To name a few :

e It promotes collaboration and knowledge sharing within the technology community.
By making the hardware and software designs of the PULP platform openly available, it en-
ables developers and researchers worldwide to access and contribute to the development of the
technology, ultimately leading to a higher quality, more reliable, and more feature-rich solution.

e It fosters innovation by enabling developers to build upon existing technology and create new
applications and use cases.
By providing an open-source platform that is scalable and adaptable, PULP encourages inno-
vation and empowers developers to create new solutions that may not have been possible with
proprietary technology.

The hardware and software designs of the PULP platform are openly available and are based on the
open-source RISC-V instruction set architecturel44

RISC-V builds and improves upon the original Reduced Instruction Set Computer (RISC) architec-
tures, it was developed at the University of California, Berkeley in 2010 and is now maintained by the
RISC-V Foundation.

RISC-V is a load/store architecture, all operations are on internal registers. There are 32 registers,
named x0 to x31, each 32 or 64, or 128 bits long.

The RISC-V ISA is unique because it is modular, which means it can be customized for specific ap-
plications, allowing developers to choose the features they need and leave out the ones they don’t.

It is structured as a small base ISA with a variety of optional extensions.
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Integer instructions

Reduced number of registers, used only 16 registers

Multiplication and Division

Atomic instructions

Single precision Floatingpoint

Double-Precision FloatingPoint

Compressed Instructions

X alo| = >z -

Non Standard Extensions

Table 4.1: Standardized RISC-V extension

In table the supported ones are reported. Only the I extension is mandatory. The type of
architecture is specified as “RV + word-width + extensions ”, like for example RVS2IMC is a 32bit
RISC-V processor with integer, multiplication, and compressed extensions.

The PULP-platform developed and maintains efficient implementations of RISC-V cores.

These include:

32 bit 1-stage Snitchl22!

32 bit 4-stage core CV32E40P (formerly RI5CY) (26}

64 bit 6-stage CVA6 (formerly Ariane)l27J
) 128)

32-bit 2-stage Ibex (formerly Zero-riscy

PULP’s platform is organized in clusters of RISC-V cores that share a tightly-coupled data memory.
The platform encompasses a collection of Intellectual Property (IP) components that are described
using the SystemVerilog hardware description language (HDL), accompanied by their corresponding
simulation and synthesis scripts. The platform has released efficient 32 and 64 bits implementations,
starting from simple micro-controllers, to the [SoA] OPENPULP release which sets a new bar for low-
power multicore IoT processors.

To facilitate the use of the platform the PULP’s platform includes runtime software that is written in
C and RISC-V assembly, more about run-time is explained in the

4.2 PULPissimo architecture

PULPissimo is the second version of the PULPino system [29] and is the main microcontroller archi-
tecture of the more recent PULP chips.

PULPino and PULPissimo are microprocessor systems intended for direct use and contain most of
the interfaces developed throughout the PULP project.

Both PULPino and PULPissimo contain only a single RISC-V core, there is no multi-core support.
This means that most of the memory and cache-sharing infrastructure in multi-core PULP systems
isn’t needed for these smaller systems.

The PULPissimo block diagram is illustrated in

The peripherals are connected to the uDM A which transfers the data to the memory subsystem ef-
ficiently. The JTAG and the AXI plug have also access to the [SoC} The AXI plug can be used to
extend the microcontroller with a multi-core cluster or an accelerator.

As for PULPino, also with PULPissimo the processor core can be configured at design time by select-
ing either the “CV32E40P”or “Ibex”.
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The PULPissimo architecture includes:
e FHither the CV32E40P core or the Ibex as main core;

e Autonomous Input/Output subsystem (uDMA) that can efficiently transfers data with the pe-
ripherals;

e Support for Hardware Processing Engines (HWPEs);
e Simple interrupt controller;

e Supports I/O on interfaces such as SPI (as master), 12S, Camera Interface (CPI), 12C, UART,
JTAG.

Event Unit

APB | Peripheral Interconnect

Clock / Reset
Generator

FLLs

Figure 4.1: PULPissimo block diagram [I3]

The “CV32E40P ” , formerly RI5CY, is an in-order, single-issue core with 4 pipeline stages and
it has an |[Instruction Per Cycle (IPC)|close to 1. The block diagram is in
The processor has full support for the base integer instruction set (RV32I), compressed instructions
(RV32C), and multiplication instruction set extension (RV32M). Also, it can be configured to have a
single-precision floating-point instruction set extension (RV32F).
It implements several ISA extensions such as hardware loops, post-incrementing load, and store in-
structions, bit-manipulation instructions, MAC operations.
It supports fixed-point operations, packed-SIMD instructions, and the dot product.
It has been designed to increase energy efficiency in ultra-low-power signal processing applications.

vidata o

I~ addr o

S0 oS8R o i rdata i
A

o0pB Y
g-A

RISC-V core

EX
(WB]

=
(>E  DBo>
orc  DCC>

DIA
(o DB .
n L

Figure 4.2: CV32E40P core [26]
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Thex28] , formerly Zero-riscy, is an in-order, single-issue core with 2 pipeline stages. The ibex
block diagram is in
The processor has full support for the base integer instruction set (RV32I version 2.1) and compressed
instructions (RV32C version 2.0). It can be configured to support the multiplication instruction set
extension (RV32M version 2.0) and the reduced number of registers extensions (RV32E version 1.9).
Ibex implements the Machine ISA version 1.11 and has RISC-V External Debug Support version
0.13.2. Ibex has been designed to met ultra-low-power and ultra-low-area constraints.

Ibex Core

Register File 3
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nnnnnnnnnnn
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ICache

o
{ p>
= 0
Prefetch &
Buffer A
Execute

&
Compressed Instruction
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Figure 4.3: Ibex core [2§]

The processor selected in this thesis work is the CV32E40P, it is the main 32-bit RISC-V core
that finds application in the more general scenario such as signal processing and machine learning.
Conversely, the Ibex core is better suited for simpler applications such as control applications.
Nevertheless, the HW accelerator developed in is feasible with Ibex core too since it has an

AXT interface.
The system is split into three power domains to optimize power consumption:

e The always-on domain, that remains active even when the main processing subsystem is
turned off. It includes dedicated hardware components such as the real-time clock and the
wake-up logic that are specifically designed to operate in low-power mode and consume minimal

energy.
e The pulp_soc domain, it is the main soc fabric of all the larger 32-bit PULP chips. It contains
the CPU (referred to as the “fabric controller ”), the peripheral subsystem, clock generators,

and the main memory.

e The PULP cluster, it is the processing subsystem and consists of a cluster of processing ele-
ments (PEs) that are tightly coupled together for high-performance parallel processing. The PEs
are based on RISC-V architecture and can execute both integer and floating-point operations.

The latter two domains can be switched on and off as needed.
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4.3 'Trivial application run on PULPissimo

Pulpissimo has been set up following the readme provided on its GitHub page EL the version used
is the “v7.0.0 ”. This version currently only supports the simple and does not support the
[Software Development Kit (SDK)|which is a more complete runtime (drivers, tasks etc.).

The simple runtime is minimal bare-metal runtime, it does not provide any advanced features but all
it does is initialize some hardware (FLL| event unit), sets up the stack, and call main.

Build the RTL simulation platform

The PULPissimo design is built upon a 32-bit RISC-V processor and consists of multiple sub-domains
or components that work together to achieve the desired performance and energy efficiency.

After cloning the PULPissimo platform from its |GitHub repository}, the first step to build the RTL
simulation platform is to get the latest version of the IPs composing the PULP system. The following
command, run in the PULPissimo directory, downloads all the required IPs, solves dependencies, and
generates the scripts.

$ make checkout

The simulation platform then can be built by executing the following commands :

$ source setup/vsim.sh
$ make clean build

These commands build a version of the simulation platform with no dependencies on external models
for peripherals.

Simulation and debug flow

The application to run in PULPissimo is compiled with the riscv-gnu-toolchain ﬂ It is the PULP
RISC-V C and C++ cross-compiler.
After installing it, it is needed to add the pulp-toolchain binary file to the PATH environment variable.

$ export PULP_RISCV_GCC_TOOLCHAIN=<riscv—gnu—toolchain path>
$ export PATH=$PULP_RISCV_GCC_TOOLCHAIN /bin:$PATH

The simple runtime supports many different hardware configurations.

These can be found in the configs folder of pulp-runtime.

In this thesis has been used PULPissimo with the CV32E40P core, this configuration is selected by
executing the command below.

$ source pulp—runtime/configs/pulpissimo.sh

The Makefile that compiles and run the application is “pulp_rt.mk”. This makefile is built upon other
makefiles that define all the needed targets and configurations, including the application Makefile.

Lhttps://github.com/pulp-platform/pulpissimo
2https://github.com/pulp-platform /riscv-gnu-toolchain
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The makefile hierarchy can be appreciated in figure

RUNTIME

deafult_rules.mk

configs/default.mk src.mk

included in

Defines the rules of compilation,
the header files to be compiled
should be included here.

Contains the architecture
configuation files

Contains the architecture
configuration parameters.

’ included in

$target.mk

In this case pulpissimo.mk.
Here the compiler, architecture
and compiler flags are defined.

included in

pulp_rt.mk

APPLICATION

included in

Makefile

Figure 4.4: Makefile hierarchy

In the application Makefile, reported in is included only pulp_rt, since this one contains
all the architecture rules to compile correctly the application.

PULP_APP = hello
PULP_APP_FC_SRCS = hello.c
PULP_APP_HOST_SRCS = hello.c
PULP_CFLAGS = -03 -g

include $(PULP_SDK_HOME)/install/rules/pulp_rt.mk

Listing 2: Makefile content of the “Hello ”application

In “pulpissimo.mk "are define the systems flags. These have been defined so that are used only
the extensions supported by PULPissimo. compile using only the RV32IMC instructions

PULP_LDFLAGS +=

PULP_CFLAGS += -D__cv32e40p__ -U__riscv__ -UARCHI_CORE_HAS_PULPV2
PULP_ARCH_LDFLAGS 7= -march=rv32imc -mnohwloop

PULP_ARCH_LDFLAGS 7= -march=rv32imc -mnohwloop
PULP_ARCH_OBJDFLAGS 7= -Mmarch=rv32imc

Listing 3: System flags defined in pulpissimo.mk
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The RTL simulation of PULPissimo can be run only on Questasim or Xcelium.
Lastly, to run the application in the application’s directory is run the following command.

$ make clean all run

This command cleans the previous run, compiles the application, and starts the simulation. If it is all
successful the application will prints in stdout “Hello world”and return to the core the value 0.
The simulation can be run in Modelsim GUI, which is a useful tool for debugging purposes.

$ make clean all run GUI=1

The program execution trace is also a useful debugging tool; it is saved in the application’s build
folder once the application has finished running ( file: “trace_core-000003e0.log ).

4.4 Simulating CRYSTALS-Kyber algorithm on PULPissimo

This section provides a detailed description of how to run the CRYSTAL-Kyber algorithm on PULPis-
simo and gives a more complete view of the complexity and challenges found when dealing with com-
plex applications on a limited SoC such as PULPissimo.

The C code of the algorithm is taken from the PQClean repository El

PQClean is an effort to collect clean implementations of the post-quantum schemes that are in the
NIST post-quantum project. PQClean aims to provide standalone implementations that can easily
be integrated into frameworks targeting embedded platforms.

The pulp-runtime is not compliant with the standard C library, and the C code of CRYSTALS-Kyber
algorithms has to be modified to simulate it on PULPissimo.

The PULP team is working on a prototype that provides “minimal” but standard support, though it
is not yet mainstream.

Also, in order to generate a pseudo-random sequence of bytes the “randombytes” file was modified.
To make the CRYSTALS-Kyber algorithm executable on PULPissimo, simply replacing the malloc
and free functions with those provided by the PULP team is sufficient.

Replaced with

- void *malloc(size_t size) void *pi_12_malloc(int size);

Replaced with

- void *free(void *ptr) void pi_12_free(void *_chunk, int size);

The pi_l2_malloc prototype has the same semantics as the standard C library counterpart, while the
pi_l2_free differs since it takes also the size of the previously allocated space as an additional parame-
ter.

Once the C code is compliant with the pulp-runtime standard, it is ready to be compiled and run.
In the directory “/pulp-runtime/kernel” has been created a new folder named “kyber ”in which all
the C-files (test file excluded) that must be compiled to execute the CRYSTALS-Kyber algorithm are
moved in.

In “pulp-runtime/include” a new folder called “kyber” has been created. Inside it, all the header files
of CRISTALS-Kyber have been moved in.

The only file included in the applications is pulp.h, so it must be modified to take into account the
added CRYSTALS-Kyber headers. The added files are the ones reported in

3https://github.com/PQClean/PQClean
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#include "kyber/api.h"
#include "kyber/cbd.h"
#include "kyber/fips202.h"
#include "kyber/indcpa.h"
#include "kyber/kem.h"
#include "kyber/ntt.h"
#include "kyber/params.h"
#include "kyber/poly.h"
#include "kyber/polyvec.h"
#include "kyber/randombytes.h"
#include "kyber/reduce.h"
#include "kyber/symmetric.h"
#include "kyber/verify.h"

Listing 4: Headers files included in pulp.h

All the C file dependencies that need to be compiled to run properly CRYSTALS-Kyber algorithm
are added to pulpissimo.mk.
In are shown the additions done to pulpissimo.mk file.

#SHA3

#PULP_SRCS += kernel/SHA3/fips_202.c
#kyber_ip

PULP_SRCS += kernel/kyber_ip/cbd.c
PULP_SRCS += kernel/kyber_ip/fips202.c
PULP_SRCS += kernel/kyber_ip/indcpa.c
PULP_SRCS += kernel/kyber_ip/kem.c
PULP_SRCS += kernel/kyber_ip/ntt.c
PULP_SRCS += kernel/kyber_ip/poly.c
PULP_SRCS += kernel/kyber_ip/polyvec.c
PULP_SRCS += kernel/kyber_ip/randombytes.c
PULP_SRCS += kernel/kyber_ip/reduce.c
PULP_SRCS += kernel/kyber_ip/symmetric-shake.c
PULP_SRCS += kernel/kyber_ip/verify.c

Listing 5: Source files added to pulpissimo.mk

In default_rules.mk is added the following line of code. This line compiles the header file present
in the “Kyber”directory.

PULP_APP_CFLAGS += -I$(PULPRT_HOME)/sw/kyber

These are the changes needed to run the CRYSTALS-Kyber algorithm. Though, if tried to simulate
it the simulation will fail. This is due to a stack overflow problem.

The CRYSTALS-Kyber algorithm is made up of multiple functions, each of which performs a specific
task. Each time a function is called its local variables are added to the stack, and the stack becomes
too full and this causes a problem called a “stack overflow”.

In the trace of execution, this error can be noticed at some point during execution.
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As shown in the is read from the stack a value labeled as “badcable ”. This invalid value
then disrupts the program execution and leads to the simulation failure.

ffd2ed PA:1bffd2f4

<randombytes+0x12 )
andombytes B3, :1b A:1bffd2f0

byt % 5,2 e - 0 PA:1bffd2fc

® PA:1bffd300

Figure 4.5: Stack overflow error

This problem can be solved in different ways :

- Increasing the stack pointer size: the stack pointer size can be set in file “link.ld ”( file is in
directory pulp-runtime/kernel/chips/PULPissimo/ ).
Increasing the stack size from 0x800 to 0x4000 the algorithm may be run correctly.

1 .stack : {

2 = ALIGN(4);

3 = ALIGN(16);

4 stack_start = .;
5 . = . + 0x4000;
6 stack = .;

7 T > L2

This solution though consumes more memory resources, which could potentially lead to other
memory-related issues if the system runs out of memory.

- Using alternative data structures that do not rely on the stack: the larger arrays can be taken
off the stack, either by moving the definitions globally or by adding the keyword ’static’ to the
definition.

For example by adding static to the arrays defined in the main is it possible to reduce the stack
to 12KB (i.e., 0x3000 in link.ld)
This second solution may cause problems in the case of reentrant code.

By increasing the stack size the algorithm can then successfully be tested.
The reports the cycle counts for the key generation, encryption, and decryption algorithms.
These algorithms are analyzed for all three levels of security: I (size 512), III (size 768), V (size 1024).

Cycle counts
KeyGen 1,101,598
Kyber512  Encaps 1,435,915
Decaps 1,432,310
KeyGen 1,772,967
Kyber768  Encaps 2,280,600
Decaps 2,258,939
KeyGen 2,767,127
Kyber1024 Encaps 3,383,780
Decaps 3,352,080

Table 4.2: Cycle counts for RISC-V PULPissimo platform



CHAPTER 5

Integrating Keccak HW accelerator in
PULPissimo

This chapter presents a detailed description of how the Keccak core is connected as an external
accelerator to PULPissimo [13] and how it is tested.

This is a synthesis of the information obtained following PULP tutorials and documentation and aims
to clarify how PULPissimo manages an external accelerator.

The developed architecture is publicly available on |GitHub.

PULPISSImO

Figure 5.1: PULPissimo block diagram

5.1 General overview

shows a simplified block diagram of the PULPissimo SoC.

The AXI plug of the microcontroller has access to the processor bus and can be used to extend the
SoC with an accelerator. The accelerator, through the SoC peripheral bus, is attached to the AXI
plug and interfaces with SoC using the AXI protocol interface.

Moreover, the accelerator has been modified to be driven in a memory-map fashion style, hence its
registers are mapped within the address space of the CPU. The CPU instructions can then access the
device by addressing the memory region associated with the accelerator’s registers.
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The device monitors the CPU’s address bus and responds to any CPU access of an address assigned
to the device, connecting the data bus to the desired device’s hardware register.

Starting from version 2.0.0 of the pulp_soc sub-IP of PULPissimo, the interconnect fabric contains a
fully parametrizable AXI crossbar switch (called AXI XBAR).

The workflow followed to integrate the accelerator is to :

1. Add a new slave port to AXI XBAR

2. Map the added port with a memory region and consequently, to implement the modification, a
new address rule must be added to SoC interconnect

3. Attach the accelerator to this new dedicate port

When CPU instructions refer to an address within the address range associated with the port, they
will be directed through the AXI XBAR to the accelerator.

shows the modified SoC interconnect with the port added to AXI XBAR. The address rules
of the TCDM demultiplexer and of the contiguous crossbar are modified such that when the CPU
wants to access the accelerator it is directed to the corresponding AXI XBAR port.

Interleaved Logint II

Contiguous Logint 'P SoC :
Port Addr. Decoder peripherals : -

Peripheral Int.

Simplified RC generator

7
-
3
w
T
o
@
w
o

Figure 5.2: Simplified architecture overview [30]

On the left side of the figure, there is a scheme of PULPissimo architecture. Then, a zoomed
overview of the logarithmic and AXI interconnections, to better understand where Keccak
is connected. Finally, a zoomed of the inner datapath of Keccak core is reported.
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5.2 1P register file

5.2.1 register tool

The HW accelerator has a non-standard interface. Therefore, in order to control it through normal
load and store operations from the core, it must be first wrapped and connected to a register file.
The configuration and I/0 registers of the device wrapper has been constructed using the lowrisc’s
register file generator

It is run stand-alone using the utility script regtool.py, which is a Python 3 tool that takes in input
the register file description in hjson format and generates the register file in system Verilog.

The register tool can be also used to generate other output formats, such as HTML documentation,
standard JSON, compact standard JSON (whitespace removed), and various forms of C header files.
The hjson description of a register file is composed of a first part, where common configurations and
signals to all registers are specified. After this common part, then each register is listed with its
specific configurations.

Therefore, common signals like the clock and reset are defined at the top level, together with common
parameters, like the register width and the bus interface. Then, there’s the register field, where the
list of all registers is grouped. There, each register is required to be defined with a name, a brief
description, and its bit fields.

Optionally, the register can be further described by defining its access permission, reset value, etc . ..
The basic description of a register file in hjson looks like the code in

{

name: "Keccak_RF",
clock_primary: "clk_i",
reset_primary: "rst_ni",
bus_device: "reg",
bus_host: "",
regwidth: "32",
registers: [

{ name: "STATUS"

desc: " Contains status information about the Keccak"
swaccess: "ro",
hwaccess: "who",
hwext: "true",
fields: [
{ bits: "0", name: "STATUS",
desc: "If set output of keccack is valid"
}
]
}
// ... Here are defined the other registers

Listing 6: Hjson description of the Keccak core

The regtool.py tool used in this thesis work is a patched version by ETH of the lowRISC one. This
version uses the “Generic Register Interface Protocol” [31] that is simpler than the alternative TileLink
Protocol used by the lowRISC version.
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The register tool generates the RTL by invoking the regtool.py script with -r flag, as shown by the
below command.

$ python3.6 ./regtool.py —r Keccak.hjson ——outdir gen_sv/

The tool takes in input the file “Keccak.hjson”, which contains the register description and generates
as output two Verilog files in the specified directory “gen_sv”.

The first created file “keccak_reg_pkg.sv”contains auto-generated data structures, which are defined
with System Verilog package that include type definitions for two packed structures that have details
of the registers and fields. In particular, all names are converted to lowercase.

These structures are :

- keccak_reg2hw_t: contains the signals that are driven from the register module to the rest of
the hardware.

- keccak_hw2reg_t: contains the signals that are driven from the rest of the hardware to the
register module.

The file also contains parameters giving the byte address offsets of the registers. These are prefixed
with the peripheral name and converted to uppercase.

The second file “keccak_reg_top.sv” contains the module “keccak_reg_top”that instantiates the regis-
ters. This module provides the register connections to the rest of the hardware.

The default bus fabric control used is the Tielink variant “Uncached Lightweight (TL-UL)”but the
register tool has been patched to expose the “generic register interface” protocol.

Transactions of the “generic register interface” protocol, as shown in consist of only one
phase :

- Master sets the address, write, write data and write strobe signals
- Master pulls valid high and waits ready signal, while it waits none of the signals may change

- Transaction completes when both valid and ready are high

Apipipiptgipipl niplyipSpininh
write Wﬂ /)" W write % jj %
rdata ?///////////////jy/// rdata M’W
wdata MM wdata M( )‘)‘ data %
weits 007 weo 77770 J| s 7z
valid ./ Ji (. valid f Ji '
eaty 77 [ ready 7| [

(a) Timing waveform of read operation (b) Timing waveform of write operation

Figure 5.3: Read and write with “generic register” protocol

The slave presents the read data and error signals. Moreover, valid must not depend on the read, and
slave signals must be constant while valid and ready are both high.

Compared to the Tielink protocol this is much simpler and in addition, the PULP group provides
adapters from APB, AXI-Lite, and AXI to the said interface.
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5.2.2 Configuration and I/0O registers

There are different ways to implement the memory mapping of Keccak. In this work, two of them
have been studied in more detail. The first solution is the direct mapping of the Keccak interface,
while the second solution is based on a behavior-oriented approach.

The former requires fewer registers to memory map the accelerator: it is not straightforward to
implement and due to the added complexity of managing, it makes it not worth it. On the other
hand, the latter solution is easier to be implemented and offers a wider scope for optimization.

e Solution 1

The PULPissimo data bus width is 32 bits, while the Keccak state works on a data block of 64 bits
(D_in and D_out are 64 bits width). Therefore the straightforward mapping of the Keccak interface
is the follow.

- Two 32-bit "I/0O registers” of type read-write where CPU writes D_in and reads D_out.

- Single 32-bit ”control register” of type write-only where CPU writes Din_valid, last_block sig-
nals.

- Single 32-bit ”status register” of type read-only where the CPU reads Keccak status (ready
signal value) and D_out_valid signal.

Reset

Buffer full
b o 1%, 0 reg2hw
Ly >
. = 2 4 . .
data_i We R Din valid
—> 8¢
. ) Last block
regaddr | req_req_l >
B @ w @ Dout valid
@ ey
strb j‘; 8
- WE n @
—> =73
> &
reg_rsp 0 «—— » hw2reg
D e Q |<
7> = >
73 S 3
Reset —————< > &

Figure 5.4: Register mapping solution 1

Using the mapping shown in Keccak waits for the start signal and then expects to read
a new 64-bit input on each new cycle for 25 cycles. When the permutation is complete, it unpacks
the 1600 bits of the result into 64-bit chunks. Consequently, the Keccak driver must be managed in
a way that meet these synchronization requirements.

e Solution 2

Keccak needs at most a 1600-bit input to perform the permutation.

The accelerator can work stand-alone if it has a 1600-bit width buffer. The CPU just loads all input
value in the register file and then let the accelerator perform the computation without taking any
further action.

The connections with this solution are illustrated in therefore the the register file is
composed of :
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- Fifty registers 32-bits width for I/O (for a total of 1600 bits) of type read-write, the CPU loads
the input vector and reads the output result from these.

- Single 32-bit ”control register” of type write-only where CPU, after loading the input value,
writes to start the permutation.

- Single 32-bit ”status register” of type read-only where CPU reads when the IP has finished the

permutation.
Reset
b “ o reg2hw Buffer full
—> .5 >
data_i 3% Din valid
WE & g,
B9
roq addr req_req_i > = Last block
Dout valid
D 32 » 32 Q
strb 5 8
— WE » @
—> ¥
>8
reg_rsp_o «—— = . hw2reg
D T B Q [€
5§ S
WE S B
= >
5 2
Reset —————»< > &
>

Figure 5.5: Register mapping solution 2

At first glance, the first solution seems the better one, since is the one requiring fewer registers and so
contributes to less area overhead. However, to make it work, the IP must be re-designed. Therefore,
a more complex driver is needed.

There are a few problems to take into account when dealing with this solution. In particular:

1. When Din_valid is set to 1, Keccak expects to read a 64 bits input, but the data bus is on
32-bit.
With each new input, the driver should first stall the Keccak, then loads the 64-bit in the I/O
registers, and finally write Din_valid to 1. In the subsequent cycle, the driver must stall again
the Keccak and set Din_valid to 0.

2. When permutation is finished Keccak pulls up Dout_valid and keeps it high for 25 cycles, at
each new cycle a 64-bit chunk of the output result is given on D _out.
As said before, the data bus is 32 bits so the CPU cannot read a new output value at each cycle.

The first problem and its strict synchronization requirements cannot be achieved by writing the driver
in C. Indeed, these time-sensitive operations can be guaranteed only in assembly and by setting the
compiler options to not apply optimizations to the Keccak driver, like instruction reordering, which
would otherwise cause an error.

The second problem can be managed by modifying the Keccak architecture so that between each new
D_out value it stalls and waits that the CPU correctly reads the result value.

This solution, due to its high complexity, requires a fine-tuning of the driver and the Keccak architec-
ture, and even if all these problems were managed, it still determines a heavy performance degradation.
Also, if the CPU is stopped by an interrupt while in the process of driving the accelerator, then the
result of the permutation would be wrong. Since this solution overall needs too much care, from the
driver to the interrupt service routine (ISR), it has been discarded.
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The second solution instead simplifies the CPU work and gives better performance. The higher com-
plexity added to the Keccak core simplifies the driver needed to interact with the IP.

The small developed driver for the second solution is written in C and it simply loads the 1600-bit
input, starts the accelerator, and then waits for the end of the permutation ( see .

This solution also is preferred since there’s ample room for optimization with the added register file
to the Keccak architecture.

Exploiting the added register file, as will be seen in all of the Keccak internal registers
can be eliminated and the resultant architecture is stripped down, achieving an almost null area
overhead.

5.3 Control unit

To further reduce the CPU workload and to make the Keccak accelerator more autonomous a control
unit has been added to the IP.

The control unit’s job is to fetch input from the register file, wait till Keccak finishes the permutation,
and lastly collect the 1600-bit output result.

The control unit is designed as a Finite State Machine (FSM) and is composed of four states :

e State 0: the CU waits for the start signal from the CPU. When it is received, then the CU
checks if Keccak is ready to perform a new permutation. If Keccak is ready, then will set the
start_keccak signal high and will go to state 1; otherwise, it remains in this state.

e State 1: it lasts 25 cycles. The CU set Din_valid high and at each cycle fetches a new input
from the register file and feeds it to Keccak.

e State 2: here the CU waits for the Keccak to finish the permutation. The permutation requires
24 cycles and Keccak signals its end by setting Dout_valid high.

e State 3: in this state the CU collects the 1600-bit output vector. Since the Keccak gives a 64-bit
chunk of it at each new cycle on D_out this state lasts for 25 cycles.

Reset Rooet
Start || Ready
Din 64, Buffer full
Start & Ready
Start_keccak = 1 Din valid
KECCAK
<25 Last block CORE
Din_valid =1

Start keccak

Din = Din_reg[64*(i+1):64*i] Dout valid

cnt ==25
Din_valid =0

cnt<24

CONTROL UNIT

cnt<25
Dout_reg[64*(i+1):64*i] = Dout

Reset Din_reg Dout reg

(a) State diagram of the control unit (b) Connection between the CU and the accelerator



40

The new architecture called “Keccak_core” has been tested with Questasim. The test can be reproduced
by running the shell script called “init_sim.sh”, which can be found in the appendix
This shell file can be run with an optional boolean parameter that selects whether to run or not the
simulation in GUI mode. It starts Questasim and executes the TCL script “Keccak.tcl”, this TCL
file is the one that compiles all the Keccak components, sets up configurations and wave window, and
then runs the simulation.

n
(KECCAK_CU)
L
i 1z
1 1z
[ T2z 125 126 10 1T 2 ] T2 5 16 7 6] IE 110

(INPUT_KECCAK)
LCLONOGOGOIES [00000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000030000000000000000000000000000000000000000000000000080000000000000. ..
1 1
CZEGAERELEINE “0000000000000000

(OUTPUT_KECCAK)
0000000000000000000000000000000000 00000000000 000000000000000000 00000000000 00000000000 G0000000000 0000000
G000000006060600 [ECAAFF517365C667
0 Iz Iz I3 4 I5 16 17 I8 ] 10 iz
L
i
20000 ns LT e T T T T T T T T e T T T B BT B
20000 ns R PITN 540ns 560 ns 580ns 600 s 620ns 640ns  660nS 680 ns 700 ns 720ns 740ns  T60nS 780ns 80018
560 ns
]

(a) Start of the Keccak accelerator

|

(KEGCAK_CU)

2
¥l &l
(20 122 J23 T2a I25 126 i) ) T2 13 14 15 16 17

Iz

(INPUT_KECCAK )
0000060000000006000060000060000G0G000G00060000080000600000G000AGOG0006000G00000000000000G0G000B0000E06000G000G00000B0000GOA000BO00NG0G000G000A00B00R0000000GA0.

0000000000000000

(OUTPUT_KECCAK)

000000000000000000000030G00000000000000003060000000000400000G0000000000003000000000... |[00000000... | 00000000... [ 00000000... {0000G000... | D0000000... | 00040000, . 00000000...

dout_valid_kec ]
dout_keccak ECAAFF517369C667 Y EIADBOE... | BB3F5FB... JF7CAOZA, . [6E54F25,. | 77051F83.. | 6450080, . | EO46DET.., J94051793...

oo - B N N L N N A T N L S Y S T S T
SlUSN  1000ns  1020ms  1040ns  1060ns  1080ns  1100ns  1120ms  1140ns  l160ns  1180ns  1200ns  1220ns  1240ns  1260ns  1280ns

[ [ [

(b) Store of output value in registers

5.4 Keccak wrapper

As mentioned in the IP cannot be controlled as it is with normal loads and stores from
the CPU and has to be first wrapped by an AXI interface.

Indeed, the generated register file has a “generic register interface”. Therefore, a protocol converter
from AXI to the just-mentioned interface is needed.

The PULP group provides this protocol converter, as well as others, in the register_interface repos-
itory on El

The provided protocol converter called “axi_to_reg_intf”uses structs instead of SystemVerilog Inter-
face. The use of structs is preferred in favor of interfaces since they are more suitable with EDA tools.
To ease the handling of these structs the PULP group provides pre-defined macros, which are still

in the register_inter face repository. In the file “typedef.svh” macros to create the register bus struct

Thttps://github.com/pulp-platform/register_interface
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(REG_BUYS) are defined, while macros to assign the register bus request/response to the REG_BU S
struct are defined in the file “assign.svh”.

The designed Keccak wrapper is defined in the file “Keccak_top.sv”and its top-entity is in
as can be observed in figure the top entity of this module has the following portlist.

= clk.i, rst_ni, test_mode_i
= A single AXI slave port

The AXI port is an AXI_BUS.Slave SystemVerilog Interface (part of the AXI IP). The AXI bus is a
high-performance scalable bus system that makes it easy to connect and communicate between differ-
ent components in an SoC.

The AXI bus specification defines a standard interface for communication between components, al-
lowing components from different vendors to be easily combined in a single SoC.

The AXI bus specification defines several channels or signals to communicate between the bus master
and bus slave components in an SoC.

The main channels are the following.

e AW (Address Write) Channel: This channel carries the write address and write control signals
from the bus master to the bus slave. It is used to initiate a write transaction.

e W (Write Data) Channel: This channel carries the write data from the bus master to the bus
slave. It is used to transfer the data to be written to the bus slave’s memory.

e B (Write Response) Channel: This channel carries the response from the bus slave to the bus
master for a write transaction. It confirms the completion of the write transaction and provides
status information.

e AR (Address Read) Channel: This channel carries the read address and read control signals
from the bus master to the bus slave. It is used to initiate a read transaction.

e R (Read Data) Channel: This channel carries the read data from the bus slave to the bus master.
It is used to transfer the data read from the bus slave’s memory.

module keccak_top

#(
parameter int unsigned
AXI_ADDR_WIDTH = 32, -
localparam int unsigned AW
AXI_DATA_WIDTH = 32, W || AXI_slave
parameter int unsigned B (— <:::>
AXI_ID_WIDTH,
parameter int unsigned AR — KECCAK
AXI_USER_WIDTH R | WRAPPER
) S
( Reset ————»
%nput log%c clk_lT Test_mode A
input logic rst_ni,
input logic test_mode_i, . .
AXI_BUS.Slave axi_slave Figure 5.8: Keccak wrapper interface
)3

Listing 7: Top entity of the Keccak wrapper
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The AXI port goes in input to the “axi_to_reg_intf” converter, the output of this converter is a
signal of type REG_BUS called “reg_o”. The converter instantiation is shown in

axi_to_reg_intf #(
.ADDR_WIDTH(AXI_ADDR_WIDTH),
.DATA_WIDTH(AXI_DATA_WIDTH),
.ID_WIDTH(AXI_ID_WIDTH),
.USER_WIDTH(AXI_USER_WIDTH),
.DECOUPLE_W(0)

) i_axi2reg (
.clk_i,
.rst_ni,
.testmode_i(test_mode_i),
.in(axi_slave),
.reg_o(axi_to_regfile)

Listing 8: Converter instantiation

As mentioned before, the auto-generated register file uses structs signals at the interface.
The output of the converter “reg_o”is a SystemVerilog Interface, and in order to be connected to
registers it must be first converted to a struct signal.
The signal “reg_o”is first connected to a new wiring signal called “axi_to_reg_file” of type SystemVerilog
interface. The snippet of code in does the conversion from the REG_BUS interface to the
struct signal.

typedef logic [AXI_DATA_WIDTH-1:0] data_t;

typedef logic [AXI_ADDR_WIDTH-1:0] addr_t;

typedef logic [AXI_DATA_WIDTH/8-1:0] strb_t
"REG_BUS_TYPEDEF_REQ(reg_req_t, addr_t, data_t, strb_t)
“REG_BUS_TYPEDEF_RSP(reg_rsp_t, data_t);

reg_req_t to_reg_file_req;

reg_rsp_t from_reg_file_rsp;
"REG_BUS_ASSIGN_TO_REQ(to_reg_file_req, axi_to_reg_file)
"REG_BUS_ASSIGN_FROM_RSP(axi_to_reg_file, from_reg_file_rsp)
Keccak_reg2hw_t reg_file_to_ip;

Keccak_hw2reg_t ip_to_reg_file;

Listing 9: Conversion from REG_BUS to axi_to_reg_file

Macros “REG_BUS_TYPEDEF”are used to declare the structs data type “reg_reg_t ”and
“reg_rsp_t”. These structs are compatible with the one used at the interface by the register file.
The conversion of a struct signal to the SystemVerilog interface REG_BUS and vice-versa is done
with “REG_BUS_ASSIGN”macros.
The structs data type “Keccak_reg2hw_t”and “Keccak_hw2reg_t”are imported from file “kec-
cak_reg_pkg.sv 7. This file has been generated by the register tool in and is used to
declare the wiring signals that connect the register file and the Keccak IP.
The register file can then be instantiated as shown in
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keccak_reg_top #(
.reg_req_t(reg_req_t),
.reg_rsp_t(reg_rsp_t)

) i_regfile (
.rst_ni,
.devmode_i(1'b1l),
// From the protocol converters to regfile
.reg_req_i(to_reg_file_req),
.reg_rsp_o(from_reg_file_rsp),
// Signals to keccak IP
.reg2hw(reg_file_to_ip),
.hw2reg(ip_to_reg_file)

)

Listing 10: Instantiation of Keccak’s register file

The devmode_i signal of the register_file is set to 1’'bl.
Then the Keccak IP and the control unit can be instantiated by adding the two structs data type
auto-generated by the register which contains sub-fields for each register in the hjson description.
Those register fields contain sub-fields for the individual bit-fields of the registers.
Those bitfields of the register file are the ones that connect to the corresponding port of the Keccak

IP, sec

wire logic [63:0] din_keccak, dout_keccak;
wire logic ready_keccak, dout_valid_keccak, start_keccak,
last_block_keccak, din_valid_keccak;

keccak_cu i_keccak_cu (
.clk_i(clk_i),
.rst_ni(rst_ni),
.start_i(reg_file_to_ip.ctrl.q & reg_file_to_ip.ctrl.qe),
.ready_keccak_i(ready_keccak),
.din_i(reg_file_to_ip.din),
.dout_keccak_i(dout_keccak),
.dout_valid_keccak_i(dout_valid_keccak),
.start_keccak_o(start_keccak),
.last_block_keccak_o(last_block_keccak),
.dout_o(ip_to_reg_file.dout),
.din_keccak_o(din_keccak),
.din_valid_keccak_o(din_valid_keccak),
.status(ip_to_reg_file.status)

)

keccak i_keccak (
.clk(clk_1i),
.rst_n(rst_ni),
.start (start_keccak),
.din(din_keccak),
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.din_valid(din_valid_keccak),
.buffer_full(),
.last_block(last_block_keccak),
.ready (ready_keccak) ,

.dout (dout_keccak) ,
.dout_valid(dout_valid_keccak)

Listing 11: Keccak and control unit instantiation

The resultant Keccak IP block diagram is shown in figure
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Figure 5.9: Keccak IP block diagram
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5.5 Integrating Keccak IP in PULPissimo

Once the TP is wrapped with an AXI interface it is ready to be connected to pulp_soc.

Dependencies between IPs in PULPissimo are managed with Bender.[32] How it is done will be better
clarified in subsection subsection 5.5.2}

Bender checkouts the sub-ips of PULPissimo in a hidden directory called “.bender/git/checkouts”,
when wanting to modify an IP it should not be done inside this directory.

Wrapper with binding to SoC ports

TCDM

—
protocol ——
BANK
.

I .
MEMORY
BANK
|
PRIVATE 0
CONTIGUOS

HWPE ports

INTERLEAVED
LOGINT

Transaction to address
0x...
Wanted to access
accelerator

LOGINT

Port Addr.
Decoder Boot ROM
from cluser|

o
m
o
[=
)
TCDM Demux

to CLUSTER

AXI XBAR to SOC peripheral

E Keccak
accelerator

Figure 5.10: Modified SoC interconnect [33]

5.5.1 Adding Keccak to PULPissimo RTL

The workflow followed in order to modify the pulp_soc is to first create a working copy of this IP, this
can be done by invoking, in the top-level directory of PULPissimo, the following command.

$ ./bender clone pulp_soc

This checks out the working copy of the IP into a directory, whose default one is “working_dir”but
can be overridden with the flag “ —path < DIR >".

If instead wanted to use your customized version of the pulp_soc, is needed to modify the PULPissimo
manifest file (Bender.yml) so that it points to the custom version instead of the default one. This was
the approach taken during the thesis work, indeed the pulp_soc has been customized to integrate the
accelerator and PULPissimo refers to this patched pulp_soc. The customized pulp_soc is available as
an open-source project on |GitHub El

The integration of the Keccak IP in the RTL of PULPissimo is done by incrementing the number of
slave ports of the parametric AXI crossbar, connecting Keccak to the added port, and then memory
mapping the added port by associating it with an address range.

The SoC interconnect module is modified accordingly and a new port dedicated to Keccak IP is added

2https://github.com/aledolme/pulpissimo
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to the SoC portlist.

The
addi

Int
The

1)

2)

change to the address space is integrated by reserving a memory region for the peripheral and
ng a new address rule to SoC interconnect.

he fabric interconnect( file soc_interconnect_wrap.sv)

implementation steps followed are reported below.

Added a new port to SoC interconnect that connects the AXI plug with Keccak IP (seellisting 12]).

module soc_interconnect_wrap
import pkg'soc’interconnect::addr maprule’t;

(

input logic clk_i,
input logic rst_ni,

AXI_BUS.Master Keccak_slave // Used to communicate with Keccak

)

Listing 12: AXI port added to SoC interconnect

The AXI port created is assigned to the axi_slaves interfaces array (check|listing 13|for reference).

By default, there are 2 AXI slaves, one for the s_data_out_bus that’s used to attach a cluster (not in
use for PULPissimo) and one that is converted to APB to communicate with the peripherals within
the uDMA domain and the [FLL]

The

number of slave ports is incremented from 2 to 3 by modifying the axi_slaves array, the new

entry is then assigned to the added port using the AXT_ASSIGN macro.

AXT_BUS #(.AXI_ADDR_WIDTH(32),
.AXT_DATA_WIDTH(32),
.AXI_ID_WIDTH(pkg_soc_interconnect::AXI_ID_OUT_WIDTH),
.AXI_USER_WIDTH(AXI_USER_WIDTH)
) axi_slaves[3]();
“AXI_ASSIGN(axi_slave_plug, axi_slaves[0])
“AXT_ASSIGN(axi_to_axi_lite_bridge, axi_slaves[1])
// Assigned added AXI\_BUS to keccak slave port
“AXI_ASSIGN(Keccak_slave, axi_slaves[2])

Listing 13: Axi_slaves interfaces array

The parameters of “soc_interconnect”and the size of the corresponding Interface Array is mod-
ified to contain an additional AXI slave port, refer to

soc_interconnect #(
// SoC interconnect parameters
.NR_MASTER_PORTS (pkg_soc_interconnect: : NR_TCDM_MASTER_PORTS) ,
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.NR_AXI_SLAVE_PORTS(3), // 1 for AXI to cluster,
// 1 for SoC peripherals (converted to APB),
// 1 for Keccak IP

) i_soc_interconnect (
.clk_i,
.rst_ni,

.axi_slaves(axi_slaves)

Listing 14: Modification to Interface Array in soc;nterconnect
4) The address rule of the added peripheral port is defined in the AXT CROSS_BAR_RULES

If looked to figure to access the device the CPU transaction should be routed by the
DEMUX to port 0 (the TCDM) and then should be routed by AXI XBAR to the keccak slave port.
The code modification is reported in

The implementation should normally consist of adding a new address rule to L2_Demux and to AXI
XBAR. Although when a transaction to DEMUX does not match any rule, it is by default routed to
port 0 (the TCDM to AXI4, AXI XBAR) and so is not needed to add it.

localparam NR_RULES_AXI_CROSSBAR = 3;
localparam addr_map_rule_t [NR_RULES_AXI_CROSSBAR-1:0] AXI_CROSSBAR_RULES = '{
'{ idx: 0,
start_addr: “SOC_MEM_MAP_AXI_PLUG_START_ADDR,
end_addr: ~SOC_MEM_MAP_AXI_PLUG_END_ADDR },
'{ didx: 1,
start_addr: ~SOC_MEM_MAP_PERIPHERALS_START_ADDR,
end_addr: ~SOC_MEM_MAP_PERIPHERALS_END_ADDR },
'{ didx: 2,
start_addr: “SOC_MEM_MAP_Keccak_START_ADDR,
end_addr: ~SOC_MEM_MAP_Keccak_END_ADDR }

Listing 15: New address rule in AXI_ XBAR

The memory region Macros used to delimit the added address rule are defined in the file
soc_mem_map.svh, the memory region assigned to Keccak peripheral is reported in
In this file are defined all the CPU address space regions, like for example the start/end addresses for
the L2_M EMORY region.

—-— Memory region Keccak
“define SOC_MEM_MAP_Keccak_START_ADDR 32'h1A40_0000
“define SOC_MEM_MAP_Keccak_END_ADDR 32'h1A40_1000

Listing 16: Memory region assigned to the Keccak peripheral
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In the top level of pulp_soc (file pulp_soc.sv)
Lastly, the added port to AXI_XBAR is connected to Keccak IP
1) Created a new AXI_BUS SystemVerilog interface signal (listing 17)).

// new axi bus interface

AXI_BUS #(
.AXI_ADDR_WIDTH(AXI_ADDR_WIDTH),
.AXI_DATA_WIDTH(AXI_DATA_OUT_WIDTH),
.AXI_ID_WIDTH(AXI_ID_OUT_WIDTH),
.AXI_USER_WIDTH(AXI_USER_WIDTH)

) s_Keccak_bus();

Listing 17: Added AXI slave interface

This wiring signal connects the port added to the soc_interconnect_wrap with the Keccak IP

2) The Keccak wrapper is instantiated and its AXI slave port is connected to s_Keccak_bus signal

(listing 18|).

// Instatited Keccak wrapper

Keccak_top #(
.AXI_ADDR_WIDTH(AXI_ADDR_WIDTH
.AXI_ID_WIDTH(AXI_ID_OUT_WIDTH),
.AXI_USER_WIDTH(AXI_USER_WIDTH)

) i_Keccak_top (
.clk_i(s_soc_clk),
.rst_ni(s_soc_rstn),
.test_mode_i(dft_test_mode_i),
.axi_slave(s_Keccak_bus)

Listing 18: Keccak wrapper instantiation

3) The wiring bus signals lastly is connected to SoC interconnect (listing 19)).

soc_interconnect_wrap #(
.NR_HWPE_PORTS (NB_HWPE_PORTS) ,
.NR_L2_PORTS (NB_L2_BANKS) ,
.AXI_IN_ID_WIDTH(AXI_ID_IN_WIDTH),
.AXT_USER_WIDTH(AXI_USER_WIDTH)

) i_soc_interconnect_wrap (

.clk_i ( s_soc_clk ),
.rst_ni ( s_soc_rstn ),
.Keccak_slave ( s_Keccak_bus )

)

Listing 19: Keccak wrapper attach to SoC interconnect
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5.5.2 Updating PULPissimo dependencies

Dependency management in PULPissimo is done with Bender [32]. It is a command line tool used in
hardware design projects that provides a simple way to define dependencies among IPs, execute unit
tests, and verify that the source files are valid input for various simulation and synthesis tools.
Dependency resolution is performed according to a manifest file called “Bender.yml“. This file lists
all source files of the RTL project as well as their direct dependencies.

Once all the dependencies have been successfully resolved, Bender generates the lock file “Bender.lock
”which contains the exact revision of each dependency and may be put under version control to allow
for reproducible builds.

The source files generated by Bender can be used in various tools for simulation, ASIC/FPGA syn-
thesis, etc ...

An optional file that can be present is the “Bender.local ”which contains local configuration overrides
(ignored in version control, i.e. added to .gitignore).

When cloned an IP (command . /bender clone < ip-name >) the linking to this local variant is speci-
fied in the Bender.local file.

When adding a new ip to PULPissimo, as in this thesis work, the pulp_soc sub-ip is forked since is
the main repository that contains most of the SoC RTL logic.

The Keccak IP has been added to the source tree of pulp_soc, inside its “rtl ”directory, and dependency
to pulp_soc has been registered by adding it to the manifest Bender.yml of pulp_soc.

However, since the Keccak IP uses a patched version of the “register file” 131l then this IP has been
copied inside the pulp_soc directory too and its dependency is registered in the dependencies section
of pulp_soc’s Bender.yml

# Bender.yml of pulp_soc

dependencies :
register_interface: { path: "./register_interface"}
# ... here listed other dependencies
sources:
# keccak ip
- files:

- rtl/keccak_ip/gen_sv/keccak_reg_pkg.sv
- rtl/keccak_ip/gen_sv/keccak_reg_top.sv
- rtl/keccak_ip/keccak_globals.vhd
- rtl/keccak_ip/Keccak_2tolmux.vhd
- rtl/keccak_ip/Keccak_REG_rst_n.vhd
- rtl/keccak_ip/reg_en_rst_n.vhd
- rtl/keccak_ip/keccak_round_constants_gen.vhd
- rtl/keccak_ip/keccak_round.vhd
- rtl/keccak_ip/keccak_buffer.vhd
- rtl/keccak_ip/keccak_cu.sv
- rtl/keccak_ip/keccak_datapath.vhd
- rtl/keccak_ip/keccak.vhd
- rtl/keccak_ip/keccak_top.sv
# ... here listed other source files

Listing 20: Updates to Bender manifest of pulp_soc
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The source files of Keccak are listed in the sources section of the package manifest, as can be
observed in The order in which the source files are listed is hierarchical ( similar to how to
compile source files in Questasim ).

When the list of dependencies is modified to make the update effective the following command is run.

$ .\bender update

This re-resolves the dependency versions and recreates the Bender.lock file.
If added flag —fetch then all git dependencies are re-fetched from their corresponding URLs.
To update the source files in the Makefiles, the script command is called.

$ make scripts

This will parse the Bender.yml to generate tcl scripts for all the IPs used in the PULPissimo project,
incorporating the changes of this working copy into the RTL simulation model.

These changes though have an effect locally, indeed in version control the Bender.lock file is ignored.
The strategy suggested by the PULP group is to first develop and test the added modification locally
within this working copy of pulp_soc, then once all is verified the patched pulp_soc directory is added
to GitHubP] and the manifest of PULPissimo is modified so that it refers to own IP.

As previously explained, to make the changes effective “. /bender update” must be run in the top-level
directory of PULPissimo.

The RTL simulation platform is rebuilt executing n the top-level of PULPissimo the following com-
mands.

# The command chechout downloads all the required IPs, solves
# dependencies and generates the scripts.

$ make checkout

# The TCL scripts are regenerated due to the added IP.

$ source setup/vsim.sh

$ make clean build

5.6 Keccak drivers

Now that the IP is integrated into PULPissimo,a driver is needed to actually use it.

The accelerator is memory mapped. Therefore the CPU can access the device by exchanging data
with the accelerator’s register file.

The addresses of Keccak’s registers can be auto-generated using the register tool.

$ Python3.9 ./regtool.py ——cdefined Keccak.hjson > Keccak_auto.h

It takes in input the same register description in hjson used in and generates a C
header file called “Keccak_auto.h .

Inside the generated file register addresses are provided. Here single-bit fields have a define with their
bit offset, while multi-bit fields have a define for the bit offset, a mask and may have defines giving
the enumerated names and values.

The snippet of code in shows the definitions of Din, Control, and Status registers.

3https://github.com/aledolme/pulpissimo
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// starting address of keccak regs file
#define KECCAKO_BASE_ADDR 0x1a400000

// auto added parameter

#define KECCAK_PARAM_DIN 50

// auto added parameter
#define KECCAK_PARAM_DOUT 50

// Register width
#define KECCAK_PARAM_REG_WIDTH 32

// Common Interrupt Offsets

// Subword of input of Keccak module (common parameters)
#define KECCAK_DIN_DIN_FIELD_WIDTH 32

#define KECCAK_DIN_DIN_FIELDS_PER_REG 1

#define KECCAK_DIN_MULTIREG_COUNT 50

// Subword of input of Keccak module
#define KECCAK_DIN_0(id) (KECCAK##id##_BASE_ADDR + 0x0)
#define KECCAK_DIN_O_REG_OFFSET 0xO

// Subword of input of Keccak module
#define KECCAK_DIN_1(id) (KECCAK##id##_BASE_ADDR + 0x4)
#define KECCAK_DIN_1_REG_OFFSET 0x4

{ ... Here define all the 50 reg for Din }

// Contains control signals to drive the Keccak
#define KECCAK_CTRL(id) (KECCAK##id##_BASE_ADDR + 0x190)
#define KECCAK_CTRL_REG_OFFSET 0x190

#define KECCAK_CTRL_START O

// Contains status information about the Keccak

#define KECCAK_STATUS(id) (KECCAK##id##_BASE_ADDR + 0x194)
#define KECCAK_STATUS_REG_OFFSET 0x194

#define KECCAK_STATUS_STATUS O

Listing 21: Autogenerated Keccak’s register file addresses

The format in which registers’ addresses are defined assumes that there is a base address
“Keccak < id > _BASE_ADDR”, where id is an identifying number to allow for multiple instantia-
tions of the peripheral.

The base address ” Keccak0_.BASE_ADDR” is the starting address of the memory region assigned to
the Keccak peripheral.

The driver implementation is written in the file “Keccak_driver.c”, the header file associated is called
“Keccak_driver.h” .

The function that performs the permutation using the Keccak accelerator is called
“KeccakF1600_StatePermute” which takes in input two 1600-bit vectors ( vector of 50 entries, each
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entry is 32-bit). The former vector is the one containing the input value, while the latter is the one

where the output result is stored. The code is in

#include <stdint.h>
#include <stdio.h>
#include <keccak_auto.h>

void KeccakF1600_StatePermute(uint32_t Din[50], uint32_t Dout[50] )
{

set_input (Din) ;

trigger_keccak();

poll_done();

get_result (Dout) ;

}
Listing 22: Keccak driver
So the steps executed by the driver are :
1. set_input(Din): Writes input value in the Keccak’s I/O registers (listing 23)).
1 void set_input(uint32_t* Din){
2 uint32_t volatile *Din_reg_start = (uint32_t*)KECCAK_DIN_0(0);
3 for (int i = 0; i<50; i++)
4 {
5 Din_reg_start[i] = Din[i];
6 +
7 }

Listing 23: Load input to register file

2. trigger_Keccak(): Starts the Keccak permutation by writing 1 in the start bit of Keccak’s control
register .
This operation is time-sensitive: memory barriers are used to constrain the compiler to execute
instructions in the given order.

1 void trigger_op(void)

2 {

3 uint32_t volatile * ctrl_reg = (uint32_t*)KECCAK_CTRL(O) ;
1 asm volatile ("": : : "memory");

5 *ctrl_reg = 1 << KECCAK_CTRL_START;

6 asm volatile ("": : : "memory");

7 }

Listing 24: Trigger of the Keccak permutation

3. pool_done(): The end of the permutation is checked via polling. The Keccak’s status register
is repeatedly sampled till the status bit is set to 1 which corresponds with the finish of the

permutation ([listing 25)).
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1 void poll_done(void){

2 uint32_t volatile *status_reg = (uint32_t*)KECCAK_STATUS(O);
3 uint32_t current_status;

4 // Busy waiting till the Keccak is ready to start

5 do {

6 current_status = (*status_reg)&(1<<KECCAK_STATUS_STATUS);
7 } while ( current_status == KECCAK_BUSY);

8 printf ("Keccak : ready\n");

) }

Listing 25: Pooling the status bit

4. getresult(Dout): The result stored in Keccak’s I/O registers is saved in the Dout vector ([list-|
)

1 void get_result(uint32_t* Dout){

2 uint32_t volatile *Dout_reg_start = (uint32_t*)KECCAK_DOUT_0(0) ;
3 for (volatile int i = 0; i<50; i++){

1 Dout[i] = Dout_reg_start[i];

5 }

6 }

Listing 26: Store of Keccak result
The driver is then integrated into pulp-runtime by :

e Moving the header file (Keccak_driver.h) and the auto-generated header file (Keccak_auto.h) in
“pulp-runtime/include ”directory.

e Moving the driver implementation file (Keccak_driver.c) into “pulp-runtime/driver ”.

The Makefile of PULPissimo “pulpissimo.mk ”is modified too, by adding the following line.

PULP_SRCS += drivers/Keccak_driver.c

Listing 27: code: Keccak source files registered in pulpissimo.mk

Moreover, the header files of the driver are included in the file “pulp.h”. The added lines of code
are in This is the main header file that includes all others and is the only one included in

application programs.

#include <keccak_auto.h>
#include <keccak_driver.h>

Listing 28: code: added header file to pulp.h

The driver implementation is finished and the Keccak accelerator is ready to be tested.
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5.7 Testing Keccak accelerator with PULPissimo

The Keccak accelerator can be tested in PULPissimo by running the developed application “Kec-

cak_test.c”.

This program loads in the input vector a known value and then proceeds to call the driver of the
accelerator (KeccakF1600-StatePermute function). It busy waits and lastly prints the output vector
in hexadecimal.
The input test value and the result expected from the permutation are reported in table Since
the Keccak core reads/writes data 64 bits at a time, in the table the values are presented as vectors

of 25 elements where each element is 64 bits in width.

Index Input vector [HEX] Expected result [HEX]
0 EC4AFF517369C667 E1ADBOE2E7CB8356
1 00000010ABBACD29 BB3F5FB8573A5BD7
2 0000000000000000 F7CA02A1E9784CC5H
3 0000000000000000 6E54F25660A4C685
4 0000000000000000 77051F83243FCBAA
) 0000000000000000 6459DB0B4C063DD5
6 0000000000000000 E046DE71CB4B81C6
7 0000000000000000 94051793DB31F24C
8 0000000000000000 A13FC86CF16E32DD
9 0000000000000000 B962FC91B7737708
10 0000000000000000 D3CA2E7AFA27C801
11 0000000000000000 53C85108F72A3CCA
12 0000000000000000 73E732CDADFOET783
13 0000000000000000 8470BD54C4BDD1BF
14 0000000000000000 D10B916F7C8C1F77
15 8000000000000000 51129474440A2670

16 0000000000000000 3D77CB49E9960C44
17 0000000000000000 EC5001EBE4251E39
18 0000000000000000 TTAOEEC5EA4FD653
19 0000000000000000 EBC86BD47B6773E7
20 0000000000000000 E77TDF6B0128FDC4B
21 0000000000000000 0DBOD48A02F1B12E
22 0000000000000000 241B344D0DC38AES5
22 0000000000000000 C3EE4E27532483D8
24 0000000000000000 0271BFE284B1B424

The C code of Keccak_test is reported in

Table 5.1: Test application input and expected result

#include <stdio.h>
#include <inttypes.h>

#include "pulp.h"

int Keccak_test()

{

uint32_t Din[50];
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uint32_t Dout [50];

// set vectors inital value to O
memset (Din, 0, sizeof(Din));

memset (Dout, 0, sizeof (Dout));

// Store in Din the test value
Din[0] = 0x7369C667;

Din[1] = OxEC4AFF51;

Din[2] = OxABBACD29;

Din[3] = 0x00000010;

Din[31] = 0x80000000;

// Called Keccak function
KeccakF1600_StatePermute(Din, Dout);
printf ("lenght of Dout %d\n", sizeof (Dout)/sizeof (Dout[0]));
// Busy waiting

for (int i=0; i<50; i++){}

for (int i = 0; i<50; i+=2){

printf ("iteration %d\n", i/2);
printf("7" PRIx32 "-", Dout[i+1]);
printf ("%" PRIx32 "\n", Dout[i]);

}

return 0;

Listing 29: Keccak test

The application starts filling the vectors with 0s. This turns out to be a simple but effective way
to discriminate problems during debugging.
It then proceeds to load the input vector with the test value, then calls the device driver, and busy-
waits for a very short time so that the hardware accelerator has time to complete the permutation
and write the output result.
Generally, if hardware timers are present in the SoC is preferred to use these instead of busy-waiting
for performance reasons. In this case, is not done since is wanted to just verify the accelerator behavior.
As explained in section the only file included in application programs is “pulp.h ”since
this one has inside the headers of all the runtime functions.
The program is then compiled and run by invoking the following commands in the program directory.

# clean previous build data

$ make clean

# compile the program

$ make all

# run the rtl simulation without gui
$ make run

As can be observed in figure the output of the program checks the expected one.
To get a greater understanding of the driver behavior in the application, can be run the RTL simulation
in GUI mode.

> make run GUI=1 # run the rtl simulation with gui
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[STDOUT—CL31:PEO] lenght of Dout 50 [STDOUT-CL31 PE@] iteration 10
[STDOUT-CL31_PE@] iteration 0 [STDOUT-CL31 PEO] d3ca2e7a-fa27c801
[STDOUT-CL31 PE@] eladb@e2-e7cb8356 [STDOUT-CL31 PEO] iteration 11
[STDOUT—CL317PE0] iteration 1 [STDOUT-CL31 PEO] 53c85108-f72a3cca

[STDOUT-CL31 PEO] bb3f5fb8-573a5bd7 [STDOUT-CL31 PEO] iteration 12
[STDOUT-CL31 PE@] iteration 2 (STDOUT-CL31 PE®] 73e732cd-adf0e783
[STDOUT-CL31_PE@] f7ca2al-e9784cc5 [STDOUT-CL31 PE®] iteration 13

- Srca [STDOUT-CL31_PE@] 8476bd54-c4bdd1lbf
[STDOUT-CL31_PEO] iteration 3 [STDOUT-CL31 PEO] iteration 14
[STDOUT-CL31_PEO] 6e541256-60a4c685 [STDOUT-CL31 PE®] d10b916f-7c8clf77
[STDOUT-CL31 PE@] iteration 4 [STDOUT-CL31_PE@] iteration 15
[STDOUT-CL31_PE@] 77051f83-243fcbaa [STDOUT-CL31_PE@] 51129474-440a2670
[STDOUT-CL31_PE®] iteration 5 [STDOUT-CL31_PE@] iteration 16
[STDOUT-CL31_PEO] 6459dbOb-4c063dd5 [STDOUT-CL31 PEO] 3d77cb49-e9960c44
[STDOUT-CL31_PE@] iteration 6 [STDOUT-CL31 PEO] iteration 17
[STDOUT-CL31_PE®] e046de71-cb4b81c6 [STDOUT-CL31_PEG] ec5001eb-e4251e39
[STDOUT-CL31_PE@] iteration 7 [STDOUT-CL31_PE@] iteration 18
[STDOUT-CL31_PE®] 94651793-db31f24c [STDOUT-CL31_PE@] 77aeec5-eadfd653
[STDOUT-CL31 PEO] iteration 8 [STDOUT-CL31_PE@] iteration 19
[STDOUT-CL31 PEO] al3fc86c-fl6e32dd gggg&ﬁ i% j:;?f‘z;’:i;?”“
[STDOUT-CL31_PE®] iteration 9 o [STDOUT-CL31_PEO] e77df6b0-128fdcdb
[STDOUT-CL31_PE®] b962fc91-b7737708 [STDOUT.CL31 PE®) iteration 21
[STDOUT-CL31_PE@] iteration 10

R (STDOUT-CL31_PE@] db0ddga-2flbl2e
[STDOUT-CL31 PE®] d3ca2e7a-fa27c801 [STDOUT-CL31 PEO] iteration 22

[STDOUT-CL31 PEG] iteration 11 [STDOUT-CL31_PEG] 241b344d-dc38ae5
[STDOUT-CL31 PEO] 53c85108-f72a3cca [STDOUTCL31 PEG] iteration 23

[STDOUT-CL31 PEO] iteration 12 [STDOUT-CL31_PE@] c3eede27-532483d8
[STDOUT-CL31_PEO] 73e732cd-adf0e783 [STDOUT-CL31 PEQ] iteration 24

[STDOUT-CL31_PEG] iteration 13 [STDOUT-CL31 _PE@] 271bfe2-84b1b424

[STDOUT-CL31 PEO] 8470bd54-cdbdd1lbf [TB ] 13686001ns - Received status core: 0x08000000

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
|#
|#
|#
#
|#
#
#
#

Figure 5.11: Output of Keccak test

The graphical simulation is set to group signals of interest, as can be noticed in In
the wave window is shown the CPU workflow ( instructions disassembly, PC ) and the signals of the
Keccak module.

Figure shows how the input data is loaded in the keccak register file while figure
shows how the CPU checks the status bit via polling and how it starts to read the output
result.

The PULP team provides useful wave files to test and debug an application, which are inside the
pulpissimo directory in folder “sim/waves ”. Among the ones provided is noteworthy the file “soft-
ware.tcl”that groups the instruction disassemble, the program counter and the content of the processor
register file.

To test the optimized keccak accelerator has been created a wave file named “keccak_optimized.tcl”.
The graphical simulation shown in can therefore be replicated by running in VSIM shell
the following commands

”

do waves/software. tcl
do waves/keccak_optimized. tcl

Once the application has been built and run, a new directory called build is created inside the applica-
tion directory. The build directory contains all the application object files. Also, it contains the trace
log of the application (named trace_core_000003¢0.log). The trace file contains all the instructions
executed by the application.

In is an example of how an instruction executed is represented in the trace file.

Time [ns] | Cycle PC Instruction| Operands | Result Operands
count code regs Value
19856274 340552 1c00835e ff010113 caddi  x2, | x2=1c¢003f90| x2:1c003fa0
x2, -16

Table 5.2: Format used to represent an instruction in the Trace File

The application benchmark can be derived by analyzing this file. However, this format represen-
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(b) Write of status bit from Keccak

Figure 5.12: Waveforms of Keccak simulation

tation is not easily readable.

PULP group provides a script tool named “pulptrace”that generates a more human-readable format
of the trace file. The script is in “pulp-runtime/scripts”.

The processed trace file can be obtained by running in the build directory of the application the
following command.

$ export SCRIPT_DIR=PULP_RUNTIME_DIR/scripts
$ ./$SCRIPT_DIR/pulptrace trace_core_000003e0.log keccak_test/keccak_test
> processed_trace.log

This tool takes as inputs the trace file of the application and its binary file (in this case keccak_test).
In the generated file the executed instructions are represented in the

PC Function Instruction Operands Result
mnemonic regs
1c00835e KeccakF1600_State Permute | addi sp,sp,-16 sp=1c003{90 sp:1c003fa0
+0x4

Table 5.3: Processed trace file representation
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The duration of Keccak’s function can be retrieved as follow.

- The start and end points of the function and the relative program counter values are found in
the processed trace file.

- The program counter values are used in the trace file to find the start and end cycle of the
function. The difference is the execution time.

Another comparison between the two implementations is the number of machine instructions that
make up the application. This can be calculated from the disassembly of the application.

$ make dis > keccak_dis.s

In the reference is reported a summary of the performance improvements obtained with the
accelerator.

SW implementation HW accelerator Improve factor
Keccak duration [cycles] 26529 1348 19.68x
Machine instructions 1348 100 13.48x

Table 5.4: Keccak permutation benchmark

The results obtained show that the accelerator is almost twenty times faster than the software
implementation. In addition, the number of machine instructions that make up the algorithm is far
less, a great improvement that can be attributed to the solution chosen which requires a simpler and
hence smaller driver.

This test can be reproduced by running the bash script “run_keccak_test.sh”. This file is in the public
Github directory EL

5.8 Keccak optimization

A critical part of this thesis is the optimization of the Keccak core within PULPissimo.

To integrate the Keccak core as an external accelerator into PULPissimo, hardware additions to the
accelerator were made.

As explained to make the accelerator suitable to be driven by the RISC-V core it needs to
be wrapped by a register file. The choice adopted has been to use a complex register file to mitigate
performance degradation and reduces the CPU workload. This added register file though adds a
substantial area overhead.

This solution has been preferred not only for its performance benefits but also because with the added
register file the architecture of the Keccak core can be greatly optimized.

In the end, redesigning the Keccak architecture the area overhead has been totally canceled and Kec-
cak’s performances have been increased too.

Overall, the decision to use a more complex register file in the memory mapping solution is a strategic
choice that aimed to have the best performance and area overhead.

Analyzing the architecture of the Keccak accelerator, in can be noticed that it has an
internal 1600-bit buffer width. This buffer is used to store I/O data and the intermediate results of
the permutation.

4https://github.com/aledolme/pqc._riscv
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Figure 5.13: Keccak accelerator RTL

The register file added to the Keccak wrapper has 50 registers of 32-bit width (so a total of 1600-
bit) that it uses for I/O data exchange.
Having two buffers of the same size that perform similar tasks is inefficient and needlessly increases
the area of the architecture. Instead, we can optimize the architecture by eliminating the internal
buffer of Keccak and utilizing the register file to replace its function.
This is feasible because the time in which the register file and Keccak’s buffer operate do not overlap.
When Keccak is computing the permutation, the register file is idle. It can be used to store the
permutation intermediate results making the buffer unnecessary.
This solution has multiple benefits :

- Eliminates the main contribution to the area overhead added by the register file.
- Reduce Keccak’s latency and improve power performance.

- Requires a simpler control unit to manage the accelerator.

The block diagram of the resultant architecture can be appreciated in the

As can be observed the optimized Keccak core is a combination of a controller, modeled as a Finite
State Machine (FSM) and a Datapath.
This hardware design, known as Finite State Machine with Datapath (FSMD), is a common technique
for efficient custom hardware design.
The datapath is the Keccak accelerator removed of its internal buffer and modified so that it computes
at each clock cycle one stage of the permutation on 1600 bit.
The datapath takes in input the following signals.

- D_in: input data 1600-bit width, on which computes the permutation on.

- start_i: start signal, works like a synchronous reset and so when it is pulled up then the datapath
reset and starts computing a new permutation.

while the datapath output signals are the following.
- D_out: output data 1600-bit width, the result of the permutation.

- Ready_o: ready signal, when is pulled up notifies that the keccak has finished computing the
permutation and so is ready to start a new one.
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Figure 5.14: Optimized Keccak core architecture

The Keccak’s datapath is defined in the file keccak_datapath.sv and in is reported its top

entity.
1 entity keccak_dp is
2
3 port (
4 clk : in std_logic;
5 rst_n : in std_logic;
6 start_i : in std_logic;
7 din : in  std_logic_vector (1599 downto 0);
8 ready_o : out std_logic;
9 dout : out std_logic_vector (1599 downto 0));

10

11 end keccak_dp;

Listing 30: Entity of the optimized Keccak accelerator

The control unit’s job is to handle the datapath and ensure that the permutation is executed

correctly. The control unit is designed as a Finite State Machine (FSM) and is composed of three

states :

e wait_start: the CU waits for the start signal from the CPU, the start should be received after
the input vector has been loaded in the register file.
When the start is received, then the CU checks if the Keccak is ready to perform a new permu-
tation ( ready-o is equal to ’0). If it is the case, then set the start_keccak signal high and go to
the next state do_permutation. Otherwise, it stays in this state.

e do_permutation: it lasts 24 cycles, the time needed by Keccak to perform the permutation.
In the end, the CU goes to the next state permutation_finished.
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e permutation_finished: the CU signals the end of permutation by writing in the status bit ’1
and then returns to wait_start state.

KECCAK Rotat

Reset

finished

Reset

Figure 5.15: Control unit state diagram  Figure 5.16: Connection between CU and Keccak accel-

erator

The Keccak accelerator is defined in the file keccak.vhd. Here datapath and control unit are
instantiated and connected to each other. The resultant Keccak architecture has been verified in
QuestaSim, and its test can be reproduced by running the script “init_Questa.sh ”that can be found
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Figure 5.17: Start of the optimized Keccak accelerator
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Figure 5.18: Permutation finish of the optimized Keccak accelerator

The Keccak permutation lasts 24 cycles since the designed accelerator operates directly on 1600-bit
at the time.

The not optimized Keccak accelerator requires 76 cycles to perform the permutation, so the optimized
architecture is over 3 times faster, this is due to the elimination of the register file latency.
Indeed, the input vector no longer needs to be saved in the internal buffer 64 bits at a time, and the
result is no longer given in output by unpacking it 64 bits at a time. Since it takes 25 clock cycles
to store a 1600 bit input 64 bits at a time in the buffer and 2 cycles to match the synchronization
requirements of the register file, this explains the difference of 52 clock cycles.

The optimized Keccak is instantiated in the Keccak wrapper. The modifications done to keccak_top.sv
are reported in [listing 31

entity keccak is

port (
clk : in std_logic;
rst_n : in std_logic;
start : in std_logic;
din : in std_logic_vector (1599 downto 0);
dout : out std_logic_vector (1599 downto 0);

status : out std_logic);

end keccak;

Listing 31: code: top-entity of the optimized Keccak core

Lastly, the Bender manifest of pulp_soc is modified since the source tree of the Keccak has changed.
The keccak_buffer and its packages are no longer used.
The modifications done to the Bender.yml of pulp_soc are reported in

sources:

# keccak ip

- files:

rtl/keccak_ip/gen_sv/keccak_reg_pkg.sv
rtl/keccak_ip/gen_sv/keccak_reg_top.sv
rtl/keccak_ip/keccak_globals.vhd
rtl/keccak_ip/Keccak_2tolmux.vhd
rtl/keccak_ip/Keccak_REG_rst_n.vhd
rtl/keccak_ip/reg_en_rst_n.vhd
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- rtl/keccak_ip/keccak_round_constants_gen.vhd
- rtl/keccak_ip/keccak_round.vhd

- rtl/keccak_ip/keccak_cu.sv

- rtl/keccak_ip/keccak_datapath.vhd

- rtl/keccak_ip/keccak.vhd

- rtl/keccak_ip/keccak_top.sv

Listing 32: Modified manifest file of pulp_soc

The keccak_top portlist of the optimized architecture is no different from the un-optimized one.
The driver’s behavior is therefore the same.
The optimized architecture is completely integrated and no more modifications are needed.
The benchmark of the optimized architecture can be evaluated by simulating the Keccak algorithm.
summarizes the improvements obtained with the optimized Keccak architecture.
The algorithm execution time is retrieved by joining the information of the trace file and of the file
generated by pulp_trace ( as done in .
is presented a benchmark comparison of the two accelerator, the basic version and the
optimized one.
The architectures have been synthesized with Synopsys using the “Nangate 45nm Open Cell Library
” which is a generic open-source library non-manufacturable.
The power estimation is evaluated with a drain voltage V4 that is equal to 1.1 V and a frequency of
500 MHz ( hence a clock period of 2 ns ).
In the appendix can be found the scripts to replicate these syntheses ( for the Keccak

accelerator, |[Listing A.4|for the optimized Keccak accelerator ).

Execution time Total area Combinational area Non-cominational

(cycles) [nm?] [nm?] area [um?]
Keccak 1348 40637 23512,8 17125
Optimized Keccak 1241 27506,5 8549,2 18957.3
Improvement 8.62% 47.2% 175% -9.6%

Table 5.5: Optimized Keccak architecture benchmark

By removing the internal buffer, the optimized area architecture boasts a significantly smaller
footprint, with a reduction of 47% compared to its predecessor. In addition, the elimination of the
register file’s latency has resulted in a modest 8% improvement in execution time.
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5.9 FPGA implementation

In order to test and prototype the accelerator, the PULPissimo SoC with the developed accelerator
has been synthesized with Xilinz Vivado 2022.1. The PULPissimo SoC is composed by:

e the CV32E40P core (formerly RI5CY) 20}

e 1.2 RAM of size 512kB RAM, composed of 4 banks each 128 kB

e private memory L1 of size 64 kB, composed of 2 banks each of 32 kB
e the Keccak accelerator

PULPissimo can be implemented for various Xilinx FPGA boards, the board selected in this thesis is
the Xilinx Zedboard xc72020clg484-1.

In PULPissimo Githuﬂ?f] directory the PULP team provides precompiled bitstreams for the supported
boards.

The PULPissimo bitstream for a supported target FPGA board can be generated by

1. In PULPissimo main folder the necessary synthesis include scripts are generated by calling the
following command.

$ make scripts

This command parses the Bender.yml, using the PULP bender dependency management tool,
to generate tcl scripts for all the IPs used in the project. These files are later on sourced by
Vivado to generate the bitstream for PULPissimo.

2. In the FPGA subdirectory is started the appropriate make target to generate the bitstream with
the following command.

$ make <board_target>

If successful in FPGA directory are now contained two files.
“pulpissimo_ < board_target > .bit” : the bitstream file for JTAG configuration of the FPGA.

“pulpissimo_ < board_target > .bin” : the binary configuration file to flash to a non-volatile
configuration memory.

Once the bitstream pulpissimo_genesys2.bit is generated in the FPGA folder, in Vivado the bitstream
can be loaded into the FPGA or using the configuration File (pulpissimo_genesys2.bin) or by flashing
it on-board.

In Vivado to Bitstream Flashing

Open Hardware Manager
Open Target
Program device

The FPGA is read to emulate PULPissimo.

Shttps://github.com/pulp-platform /pulpissimo
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shows the resource cost of the presented accelerator. It reports a factor of increase of
12% in LUTs and 8.5% in FFs occupation. The majority of the overhead is obtained because of the
high dimension of the Keccak state.

PULPissimo PULPssimo with acc. Increase factor
LUTs 49,945 57,072 +12%
FFs 40,494 44,276 +8.5%

Table 5.6: Resource occupation on Zedboard xc72020clg484-1

reports the detailed area utilization of the main component of the Keccak architecture.
Most of the resources, in particular about the 55%, are occupied by the core, and more than half of it
is occupied by sequential components. For Vivado implementation, the memory blocks involved have

Name Slice LUTs  Slice Registers DPS BRAM
Keccak IP 6333 3615 0 0
© Keccak core 3818 1629 0 0
© Register file 1874 1600 0 0
o AXI converter 640 386 0 0

Table 5.7: Resources utilization after implementation

been implemented by exploiting memory generators from the IP catalog. In this way, we are sure the
memories design will be compatible with the FPGA chosen.



CHAPTER 6

Results

The primary objective of this thesis is to accelerate in a deployment scenario the post-quantum cryp-
tography algorithm CRYSTAL-Kyber, which is the winner of the NIST PQC standardization contest
for general encryption[‘r”. Through the algorithm profiling done in it was determined that
the Keccak sub-function would provide the greatest benefit in terms of computational cost, and as
such, a dedicated hardware accelerator was designed for this sub-function.

The choice of application scenario has been influenced by the desire to contribute to the TRISTAN
project, which is a European project that aims to mature and expand the RISC-V ecosystem.

To this end, the PULPissimo SoCH3! was chosen since it is an open-source microcontroller with a
RISC-V core. The developed Keccak accelerator has then been integrated as an external hardware
accelerator in PULPissimo and a dedicated driver has been created for it.

In this chapter, the benefits of the Keccak accelerator are summarized and conclusions are drawn
based on the performance results obtained from running the CRYSTALS-Kyber algorithm with and
without the accelerator. The comparison between these results highlights the significant improvements
achieved with the accelerator, which are then contextualized by comparing them with state-of-the-art
solutions.

To further enhance this thesis work, future improvements are proposed.

6.1 Simulating CRYSTALS-Kyber with Keccak accelerator

The impact of the accelerator has been tested for all the CRYSTALS-Kyber security levels.
The workflow followed for all versions is:

1. Run the algorithm on the default SoC (without the accelerator) and retrieve the algorithm
execution time. This is the reference point to compare with.

2. Run the algorithm on the SoC with the accelerator and retrieve the algorithm execution time.
3. Compute the speed-up factor of the accelerator

In the “test”folder on Githubl?’élj7 the three sub-folders present refer respectively to NIST-level of
security I, ITI, and V.

- kyber512
- kyber768

- kyber1024
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To perform benchmark testing of each algorithm, separate execution and profiling of the algorithm’s
three main components, namely key generation, encryption, and decryption, were conducted. Within
the directory of each algorithm, three subfolders have been created, namely keygen, enc, and dec,
which respectively contain the code implementation of each of these components.

The test of the algorithms can be reproduced by sourcing the shell scripts “run_kyber 7, which can

be found in appendix [subsection A.1.5|

This script takes in input two parameters, the version of the algorithm and which part is wanted to
run.
In the test folder, the simulation can be run with the following command.

$ source run_kyber $ALG $PART

ALG value can be : ALG = 512,768,1024

PART value can be : PART = keygen, enc, dec

CRYSTALS-Kyber algorithm changes to exploit the accelerator

The CRYSTALS-Kyber algorithm was benchmarked using the accelerator, and to enable this, modi-
fications were made to the algorithm’s C code. Specifically, the code was altered to ensure that when
the Keccak function is called, the accelerator driver is utilized, rather than performing the Keccak
permutation in software.

The Keccak function is called only in fips202.c file. The Keccak function is named
KeccakF1600_State Permute and is defined as follows.

void KeccakF1600_StatePermute (uint64_t State[25])

The accelerator is exploited by replacing the call to this function with a call to the device driver.
The Keccak driver to compute the permutation in HW, defined in is defined as follows.

void KeccakF1600_StatePermute (uint32_t Din[50], uint32_t Dout[50])

It differs from the software definition since it accepts two vector parameters, both of which are com-
posed of 25 elements each element 32-bit width. One vector is the input value while the other is the
output result.

The driver function replaces the call to the software function Keccak in “fips202.c”.

Replaced with

KeccakF1600_State Permute(s) KeccakF1600_State Permute(s, f)

After these modifications, the CRYSTALS-Kyber algorithms can be tested using the Keccak acceler-
ator.

The cycle count results for all three levels of security of CRYSTALS-Kyber run on the PULPissimo
RISC-V platform, with and without the accelerator, can be found in



68

Reference Accelerated Speed-up

factor
KeyGen 1,101,598 395,495 2.79
Kyber512 Encaps 1,435,915 552,827 2.60
Decaps 1,432,310 726,049 1.97
KeyGen 1,772,967 663,059 2.67
Kyber768  Encaps 2,280,600 856,258 2.66
Decaps 2,258,939 1,083,818 2.08
KeyGen 2,767,127 1,001,350 2.76
Kyber1024 Encaps 3,383,780 1,247 565 2.71
Decaps 3,352,080 1,523,411 2.20

Table 6.1: Cycle counts for RISC-V PULPissimo platform [30]

As can be observed from the table, in all the security levels the Keccak accelerator improvement
is impressive. The algorithm execution time in all cases is more than halved, up to a 2.79x
speed-up in the Keygen algorithm with security level I.

6.2 Comparison with state-of-art solutions

There are not many prior works in the literature accelerating the CRYSTALS-Kyber algorithm with
the standardized NIST parameter set. Therefore, it is hard to compare our design for each operation
and parameter set with other works.

The following report works that better connect with this thesis and gives an overview of the [SoA]
solutions.

In [35] is designed an optimized implementation of Kyber encryption schemes targeting the 64-bit
ARM Cortex-A processors. The AES accelerator in the target board is used .
Even though our designed accelerator is only for the permutation step and not the absorbing and
squeezing phases of the hash algorithm, the results of our accelerator are better.

Noticeable is the work proposed in [36], the RISC-V architecture is enhanced by integrating a set of
tightly coupled accelerators (application-specific functional unit) to speed up lattice-based PQC. The
RISC-V platform used to test the accelerators is PULPino [29J, which is the microcontroller version
previous to PULPissimo. Compared to the pure software implementation on RISC-V, the accelerator
implemented in this work shows a speedup factor of up to 9.6 for Kyber.

In [9] is proposed a dedicated PostQuantum Arithmetic Logic Unit, which is embedded directly
in the pipeline of a RISC-V processor to execute the lattice-based algorithms CRYSTALS-Kyber and
-Dilithium. In particular, this paper describes two different hardware accelerators that may be inte-
grated together or singularly as two different FUs into the processor pipeline.

The first is a dedicated architecture to accelerate the polynomial multiplications which use the NTT
and modular reductions, exploiting dedicated instructions for the fqmul and Barrett reduction in the
case of Kyber, and the fqmul and reduce32 in the case of Dilithium.

The second is a dedicated architecture for the butterfly operations used in NTT and INTT computa-
tions for both algorithms.

Compared to the results obtained in this thesis work, these implementations achieve a lower speed-up
of the Kyber algorithm. Though our architecture has a much higher resource consumption.
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Another possible design approach is proposed in [I1]. Here they designed a domain-specific vector

co-processor, integrated with a RISC-V processor, focusing on the NTT transform for the Ring-LWE
and Module LWE PQC algorithms.
To support the parallel computation of number theoretic transform (NTT) of different dimensions
(from 64 to 2048), a vector NTT unit is implemented in VPQC. Besides, a vector sampler executing
both uniform sampling and binomial sampling is also employed. Evaluated under TSMC 28nm tech-
nology, the vector coprocessor achieves almost an order of magnitude acceleration in computing KEM
protocols, though this high performance is due to an area cost much larger of 942k gates.

There are also contributions targeting ASIC accelerators like the one presented in [37]. The
ASIC-specific accelerator is developed over a 65nm standard cell library, this solution achieves high
performance but at the price of more expensive hardware with less flexibility.

Comparing the solution proposed in this thesis with other works in the literature is a challenging
task due to the scarcity of similar alternative solutions and the multitude of factors affecting the
system’s performance. The CPU and FPGA on which the systems were implemented are among the
key factors influencing performance.

The aim of the results presented in is not to provide a comparison metric but rather to
review the various designs available and highlight their differences. Furthermore, it emphasizes that
the solution proposed in this thesis is a valid option among the existing designs.

Desien methood | Processor Speed-up factor FPGA Complexity
& Kyber512 | Kyber758 | Kyber1024 | platform | LUT FF DSP | BRAM
HW RISC-V Xilinx
Thi k 2.45 2.4 2. 1
18 wor loosely coupled CV32E40P ° 7 56 Zedboard 0333 3615 0 0
35 HW/SW ARM 1.96 1.89 1.82 NA NA NA NA NA
: Cortex-A
HW RISC-V Xilinx
1. 1.84 1. 1 .5
B tightly coupled CVAG 83 8 83 ZCU106 & 0 5 05
HW RISC-V Xilinx
30 7.68 777 9.63 24.306 | 10.837 18 32
sl tightly coupled | CV32E40P ’ ’ Zynq-7000 ’
i1 HW ARM 14.88 22.45 NA NA NA NA NA NA
’ CO-Processor Cortex-M4

Table 6.2: SoA solutions review : results achieved with different design methodology

The report of [35] lacks of any synthesis benchmark. Instead, the vector co-processor of [I1] has
been implemented with Synopsys Design Compiler under TSMC 28nm HPC+ technology with a sup-
ply voltage of 0.9V it consumes 942k equivalent logic gates and 12KB memories.

In summary, the proposed solution in this thesis strikes a good balance between complexity and
performance. Although it requires moderate resource consumption, this can be viewed as a reasonable
trade-off for the impressive speed-up in performance. It is worth noting that the developed accelerator
is system independent and highly versatile, thanks to its AXI interface, making it easy to attach to
other microcontrollers.
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6.3 Future improvements

The performance and robustness of the designed accelerator can be enhanced by various optimization
techniques and design methodologies, possibilities that are left to be investigated as future work.
One potential optimization is writing the driver in assembly. Indeed, the compiled code is dependent
on the compiler and may not be optimized for the specific processor and may not achieve the same
level of performance as assembly code.

Another optimization involves using an interrupt after the accelerator completes the permutation.
The driver developed in checks the status bit of the accelerator via the polling method,
technique is discouraged since while the microcontroller continuously checks if the device has finished,
it wastes cycles and power. Polling is only recommended for prototyping purposes.

Additionally, the accelerator’s performance can be further improved by exploring techniques such as
parallelization and pipelining.

Moreover, the standardization of CRYSTALS-Kyber makes it important to assess how well the
accelerator withstands side-channel attacks. can retrieve information about a secret element of
an algorithm by exploiting physical leakages eg. timing behavior, power consumption, or emanation
in the electromagnetic field. In [I2] is demonstrated a successful message (session key) recovery on a
hardware implementation of CRYSTALS-Kyber, by deep learning-based power analysis. This result
highlights the importance of the development of countermeasures against such attacks, as explained in
[38] the masking (secret sharing method) may be the right way for protection against power analysis

DCAE.

As for future work, the design presented in this thesis can be extended to perform all the SHA3
primitives. This can be done by modifying it to function as a reconfigurable SHA-3 hardware ac-
celerator, which includes a Keccak accelerator with a reconfigurable rate and so able to support
variable-length message digests. This modification provides a more adaptable and efficient solution
for hash-based cryptography, as it can be adapted to different hash functions and input sizes de-
pending on the requirements of the application, and may have applications in areas such as secure
communication, digital signatures, and blockchain technology.

In this thesis work has been preferred to develop the accelerator “loosely coupled ”, thus imple-

menting it outside the processor cores. This solution makes the accelerator very versatile and, thanks
to its AXI interface, easy to integrate into systems.
Inspired by the work of [36], the future accelerator can be tightly coupled and thus embedded within
the RISC-V processor pipeline The tightly coupled accelerator is controlled by adding Instruction Set
Architecture (ISA) extensions. It is expected that by using this design technique the communication
and silicon area overhead will be reduced, though at the expense of less flexibility.



CHAPTER 7

Conclusion

The CRYSTALS-Kyber algorithm is a key encapsulation method designed to withstand the
assault of a future quantum computer, which could potentially crack the security used to protect
privacy in the digital systems we rely on every day.

On 5 July 2022 [NIST| announced that the CRYSTALS-Kyber will be the new standard for post-
quantum encryption, which is used when accessing secure websites.

This thesis proposes a hardware accelerator for the Kyber algorithm, which effectively demonstrates
that hardware acceleration is an effective means to fulfill the high computation burden required by
post-quantum cryptography algorithms. Indeed, the accelerator ensures high throughput and low
latency.

After analyzing the Kyber algorithm, it was determined that the Keccak sub-function was the most
beneficial part to accelerate. The proposed architecture, built upon Bertoni’s design, has been in-
tegrated into the PULPissimo platform, which is a single-core RISC-V based microcontroller. The
developed IP has been implemented as a loosely coupled accelerator, thus implemented outside the
processor core, and is driven in a memory-map fashion style. It communicates with the SoC through
an AXI interface, making it very versatile and easy to attach to other systems. The accelerator’s area
and performance have been optimized by removing unnecessary components such as Keccak’s internal
buffer.

After that, the SoC has been implemented on Xilinz Zedboard xc72020clg484-1 for gathering all the
performance and area occupation results.

Testing the accelerator against software implementations, the results show that the accelerator is al-
most twenty times faster than the software at computing the Keccak permutation, with a factor of
increase of 12% in LUTs and 8.5% in FFs occupation.

In the speed-up achieved by the accelerator across all security levels of the Kyber algorithm
is presented. On average, the accelerator achieves a 2.5 speed-up. In addition to the impressive speed
gains, the algorithm’s instruction count has also been reduced by 10%. This is a notable achievement
as it implies that the solution chosen is more efficient and requires fewer instructions to execute the
same task. The key to this improvement lies in the adoption of a simpler and hence smaller driver.
The experiment’s results clearly demonstrate that the accelerator outperforms the software imple-
mentation, underscoring the effectiveness of hardware acceleration. The speed gains achieved by the
accelerator, along with the reduction in instruction count, highlight hardware acceleration’s potential
to enable faster and more efficient algorithms.

It’s important to note that the deployment, integration, and migration to quantum-safe security sys-
tems require time. The building of large quantum computers is no more just a concept but has become
a mere engineering challenge. Although such technology is far from being commercialized, it’s essential
to act now to address the real threat posed by its inevitable existence in the future.
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APPENDIX A

Appendix

A.1 Scripts

A.1.1 Init modelsim simulation

Listing A.1: Script to init a simulation

#!/bin/bash
echo ”optional_parameter..(1)_vsim.gui,.(0)_vsim_without._gui”
run=$1

source /eda/scripts/init_questa
#source /software/europractice—release—2019/scripts/init_questal(.7c

echo ”Questasim_has_been_setup”
echo ”Working_directort_$PWD”
vlib ./work

target="keccak.tcl”

if [ 7$run” == "1"]
then

vsim —do ./$target
elif [ ”$run” == "0" |
then

vsim —c —do ./$target
else

vsim —c
fi
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A.1.2 PULPissimo wave file for Keccak accelerator

Listing A.2: Keccak waveform simulation in PULPissimo

onerror {resume}
quietly WaveActivateNextPane {} O

add

add

add

add

add

add

add

add

add

add

add

wave -noupdate -group keccak_wrap /tb_pulp/i_dut/soc_domain_i/pulp_soc_i/
i_keccak_top/clk_i

wave -noupdate -group keccak_wrap /tb_pulp/i_dut/soc_domain_i/pulp_soc_i/
i_keccak_top/rst_ni

wave -noupdate -group keccak_wrap /tb_pulp/i_dut/soc_domain_i/pulp_soc_i/
i_keccak_top/test_mode_i

wave -noupdate -group keccak_wrap -group reg_file /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_regfile/reg_req_i

wave -noupdate -group keccak_wrap -group reg_file /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_regfile/reg_rsp_o

wave -noupdate -group keccak_wrap -group reg_file /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_regfile/reg2hw

wave -noupdate -group keccak_wrap -group reg_file /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_regfile/hw2reg

wave -noupdate -group keccak_wrap -group keccak /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_keccak/start

wave -noupdate -group keccak_wrap -group keccak /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_keccak/dout

wave -noupdate -group keccak_wrap -group keccak /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_keccak/din

wave -noupdate -group keccak_wrap -group keccak /tb_pulp/i_dut/soc_domain_i/
pulp_soc_i/i_keccak_top/i_keccak/status

TreeUpdate [SetDefaultTreel]
WaveRestoreCursors {{Cursor 1} {0 ps} 0}
quietly wave cursor active O

configure wave -namecolwidth 250
configure wave -valuecolwidth 100
configure wave -justifyvalue left

configure wave -signalnamewidth 1
configure wave -snapdistance 10
configure wave -datasetprefix O
configure wave -rowmargin 4
configure wave -childrowmargin 2
configure wave -gridoffset O
configure wave -gridperiod 1
configure wave -griddelta 40
configure wave -timeline O
configure wave -timelineunits ns
update

run

10 ms

WaveRestoreZoom {8327340 ns} {8327440 ns}

A.1.3 Keccak accelerator synthesis script

Listing A.3: Synopsys synthesis script of the Keccak accelerator

define_design_1lib work -path ./work

set

set

set

search_path [list . /software/synopsys/syn_current_64.18/libraries/syn /software/
dk/nangate4b/synopsys ]

link_library [list "x" "NangateOpenCelllibrary_typical_ecsm_nowlm.db"
dw_foundation.sldb" ]

target_library [list "NangateOpenCellLibrary_typical_ecsm_nowlm.db" ]
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set synthetic_library [list "dw_foundation.sldb" ]

analyze -library work -format vhdl
analyze -library work -format vhdl
analyze -library work -format vhdl
analyze -library work -format vhdl
analyze -library work -format vhdl
keccak_round_constants_gen.vhd}
analyze -library work -format vhdl {../rtl/src_64bit/with_FSM/keccak_round.vhd}
analyze -library work -format vhdl {../rtl/src_64bit/with_FSM/keccak_buffer.vhd}
analyze -library work -format vhdl {../rtl/src_64bit/with_FSM/keccak.vhd}

./rtl/src_64bit/with_FSM/keccak_globals.vhd}
./rtl/src_64bit/with_FSM/Keccak_2tolmux.vhd}
./rtl/src_64bit/with_FSM/Keccak_REG_rst_n.vhd}
./rtl/src_64bit/with_FSM/reg_en_rst_n.vhd}
./rtl/src_64bit/with_FSM/

A A A

set power_preserve_rtl_hier_names true
elaborate keccak -architecture RTL -library WORK > elaborate.txt

uniquify
link

create_clock -name my_clk -period 1.5 {clk}

set_dont_touch_network my_clk

set_clock_uncertainty 0.07 [get_clock my_clk]

set_input_delay 0.5 -max -clock my_clk [remove_from_collection [all_inputs] clk]
set_output_delay 0.5 -max -clock my_clk [all_outputs]

compile

report_timing > results/notOpt/report_timing.txt
report_design > results/notOpt/report_design.txt
report_resources > results/notOpt/report_resources.txt
report_cell > results/notOpt/report_cell.txt

report_bus > results/notOpt/report_bus.txt

report_clock > results/notOpt/report_clock.txt
report_constraint > results/notOpt/report_constraint.txt
report_area -hierarchy > results/notOpt/report_area.txt
report_hierarchy > results/notOpt/report_hierarchy.txt
report_power > results/notOpt/report_power.txt

A.1.4 Optimized Keccak accelerator synthesis script

Listing A.4: Synopsys synthesis script of the optimized Keccak accelerator

define_design_lib work -path ./work

set search_path [list . /software/synopsys/syn_current_64.18/libraries/syn /software/
dk/nangate45/synopsys 1

set link_library [list "x" "NangateOpenCellLibrary_typical_ecsm_nowlm.db" "
dw_foundation.sldb" 1]

set target_library [list "NangateOpenCellLibrary_typical_ecsm_nowlm.db" ]

set synthetic_library [list "dw_foundation.sldb" ]

analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
keccak_globals.vhd}

analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
Keccak_2tolmux.vhd}

analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
Keccak_REG_rst_n.vhd}

analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
reg_en_rst_n.vhd}

analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
keccak_round_constants_gen.vhd}

analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
keccak_round.vhd}
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analyze -library work -format vhdl {../rtl/src_64bit/with_FSM_noBuffer/
keccak_datapath.vhd}

set power_preserve_rtl_hier_names true
elaborate keccak_dp -architecture RTL -library WORK > elaborate.txt

uniquify
link

create_clock -name my_clk -period 1.5 {clk}

set_dont_touch_network my_clk

set_clock_uncertainty 0.07 [get_clock my_clk]

set_input_delay 0.5 -max -clock my_clk [remove_from_collection [all_inputs] clk]
set_output_delay 0.5 -max -clock my_clk [all_outputs]

compile

report_timing > results/Opt/report_timing.txt
report_design > results/Opt/report_design.txt
report_resources > results/Opt/report_resources.txt
report_cell > results/Opt/report_cell.txt

report_bus > results/Opt/report_bus.txt

report_clock > results/Opt/report_clock.txt
report_constraint > results/Opt/report_constraint.txt
report_area -hierarchy > results/Opt/report_area.txt
report_hierarchy > results/Opt/report_hierarchy.txt
report_power > results/Opt/report_power.txt

A.1.5 Shell file to simulate Kyber
In the pqc_riscv directory on GitHuHH

Listing A.5: Shell script to run Kyber

#!/bin/bash

echo 7 _Insert_the_version._to_run..(0).Kyber—512,.(1)_Kyber—768,.(22) _Kyber—1024”
read version_to_run

if [ ”$version_to_run” —eq '0' |

then

version_to_run="kyber512”

elif [ "$version_to_run” —eq '1' |

version_to_run="kyber768”

else

version_to_run="kyber1024”

fi

echo ” _Insert_the_version_to_run..(0)_KeyGen,_(1) _Encaps,.(22)_Decaps”
read part

if [ ”$part” —eq '0' ]

then

part="keygen”

elif [ ”$part” —eq '1" |

part="enc”

else

Thttps://github.com/aledolme/pqc_riscv/tree/main /test


https://github.com/aledolme/pqc_riscv/tree/main/test
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part="dec”
fi

source /eda/scripts/init_questa

export PULP_RISCV_GCC_TOOLCHAIN=$HOME /riscv—pulp
export PATH=$PULP_RISCV_GCC_TOOLCHAIN/bin:$PATH
export VSIM_PATH=$pwd /pulpissimo

export RT_DIR=$pwd/pulp—runtime

source pulp—runtime/configs/pulpissimo.sh

cd pulpissimo

./bender update

make checkout

source setup/vsim.sh

env | grep VSIM

make clean

make script

make build

cd ../test/$version_to_run/$part
echo "RUN._simulation.:.(0)_vsim_withouth._gui..(1)_vsim_with._gui”
read gui

make clean all

make dis > keccak.s

if [ "$gui” —eq '0' |

then

make run

cd build
.$RT_DIR/scripts/pulptrace trace_core_000003e0.log main/main > processed_trace.log
else

make run gui=1

fi
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