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Abstract

Nowadays, Artificial Intelligence (AI) has expanded everywhere and people have
become accustomed to the fact that Al can make decisions for us in our daily
lives, ranging from product recommendations on Amazon and films on Netflix, to
suggestions of friends on Facebook or Instagram, or even advertisements tailored
to who is browsing web pages provided by Google. However, in decisions that can
really make a difference, such as diagnosing a disease, it is important to know the
motivation behind such a risky decision. Explainable Artificial Intelligence (XAI)
systems are a potential solution towards accountable AI, making it trustworthy
by explaining decision processes and Al logic to end users. In particular, an
explanation of the algorithms allows for control in the event of unintended or
undesirable outcomes, e.g. cases of social or racial discrimination.

This thesis aims to make a general state of the art on the subject, dealing with what
Artificial Intelligence is and the importance of explanations, and their usefulness
in today’s world. A general classification of the main characteristics of the most
common explanation techniques is made, after which the most common ones will
be listed, explaining for each one in a general way how they work and an example
of how they have been validated. Finally, a global overview of the surveys in the
literature comparing explanation methods is proposed, along with a general and
comprehensive methodology for comparing the different explanation techniques
and their testing. In this last part we have focused on explanation techniques that
support textual data and we included both objective and human-based metrics and
criteria.
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“Endings are never easy. I always build them up so much in my head, they can’t
possibly live up to my expectations, and I just end up disappointed. I'm not even
sure why it matters to me so much how things end here. I quess it’s because we
all want to believe what we do is very important, that people hang on to our every
word, that they care what we think. The truth is, you should consider yourself luck
if you even occasionally get to make someone, anyone, feel a little better.”

John Dorian
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Chapter 1

Introduction

The discipline of Artificial Intelligence (AI) powered by Machine Learning and Deep
Learning has experienced incredible changes over the last few years. Even though
its first launch was only academic and research-oriented, its domain expanded over
different industry field, such as technology, health care, banking, insurance, retail
and many more. Therefore, the aim of Al and machine learning has shifted from
academic purpose to solving real-world society and industry problems over the last
decade, making our life simpler and way better.

However, explaining the reasons behind a model to the business is typically very
challenging, hence the model performances often are sacrificed to obtain a better
interpretability.

Moreover, with the development of increasingly high-performance Al systems and
with applications in the most diverse fields, there is a growing need to explain the
real decision-making behind artificial intelligence models. In this regard, the branch
that has been developing rapidly in recent years, namely eXplainable Artificial
Intelligence (XAI), is introduced.

1.1 What does "black-box" mean?

Data scientists and practitioners work create models and solutions for the business.
Nevertheless, domain-user and common-user, when approaching a black-box model,
always ask the same questions, such as “How does the model make its decisions?”
or “Why should T trust this model?” [1]. One may possibly argue that if a model is
performing well, there should be no reason to question how it is working, however
there are many real-world scenarios where inaccurate model predictions might
have devastating negative effects. Some of the scenarios in which the prediction
interpretability is the first goal could be potential terrorism, fraud revealing, loan
scoring, risk scoring of court judgments and so on.

1
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This can also impact more generally on accountability [2], on safety [3], and on
industrial liability [4]. As reported in [5], in fact, companies increasingly release
market services and products by embedding data mining and machine-learning
components, often in safety-critical industries such as self-driving cars or and
personalized medicine and healthcare. Another inherent risk of these components
is that many of these models may present bias against specific groups of people
(e.g. racism), generally because the data used to train them were also biased.
Other tasks, instead, can be much more ordinary, such as in voice-based interaction
with virtual assistant technology (e.g. Echo Dot from Amazon) or recommended
movies on streaming services based on what the user has watched previously (e.g.
Netflix streaming algorithm).

Some might say, if an Al system has sufficiently high accuracy, there should not
be a need for explanations. Quoting the article [6], we can pose the following
hypothetical scenario. Suppose we have a serious medical ailment and there are
two treatments available. The first will cure patients 95% of the time, but won’t be
able to explain its process. The second will cure patients 90% of the time, but will
be able to explain its process. Which one will we choose? The expectation that the
first one will be chosen is used to suggest accuracy is what really matters. In fact,
the higher the impact, the more likely there is a need for explanations. Nevertheless,
the impact from decisions can vary greatly: choosing a drug treatment, denying a
promotion, or suggesting a sentencing can have tremendous life consequences for
the individuals involved, directly and indirectly. In contrast, decisions regarding
what advertisement to show, what news story to recommend, or what movie to
watch next are usually not life-changing decisions for the individuals involved.

Regardless of the unlimited potential of AI, the reasons why such algorithms
make decisions still remains a secret. This is where we introduce the concept of
“black-box” algorithms. A black-box system runs with an input (e.g. dataset,
features...) and gives back an output, with absolutely no clue of what happened
in the inside and how the model worked.

One step towards reducing people’s suspicion in these algorithms is to explain
the black-box’s decision-making from an artificial intelligence, and that’s where
eXplainable Artificial Intelligence (XAI) becomes relevant. From a certain result
of a model, an explainable algorithm offers an explanation of why that particular
output is proposed. These algorithms operate by showing the end-user some details
of the insides or presenting which inputs were most relevant.
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THIS 15 Y0UR FIACHINE LEARNING SHSTET?

YU YOU POUR THE DATA INTD THIS BIG
FILE OF LINERAR ALGEBRA, THEW (OLLECT
THE ANSLERS CN THE OTHER SIDE.

L..HHTFTHEH&L.EE&HEELH}JE?J

JUST STIR, THE PILE UNTIL
THEY START LOOKNG RIGHT.

Figure 1.1: Cartoon on the operation of a black-box model [7]

1.2 Why push harder on studying the XAI?

If the risk of misunderstanding or lack of interpretability in black-box models is
high, some might ask why the demand of Al systems is increasing so rapidly.
Explainable AT (XAI) methods deal with this challenge because they give human-
interpretable explanations for black-box models, so the end-users can understand,
fully trust and operate with Al outputs.

It is known, in fact, that an Al system can easily surpass human performance.
As shown in [8], XAI methods could help users and practitioners further evaluate
their models beyond standard performance metrics (e.g., accuracy metric) by
examining and analysing individual predictions from the information given by their
explanations [1]. Furthermore, these methods could possibly bring out biases in the
trained dataset, classes, multiple labels, and other mistaken correlations learned by
a model [9]. Additionally, more understandings could be obtained, in cases, e.g.,
that a model overcomes human performance; it may have incorporated scientific
knowledge that can be extracted via an XAI method providing insights to the
domain experts and scientific community [10].

3
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1.3 Thesis goal and next chapters

The goal of this thesis is to make a general and exhaustive comparison of the main
eXplainable Artificial Intelligence (XAI) techniques.

In Chapter 2, we will introduce the usefulness of eXplainable Artificial Intelli-
gence (XAI), and then go on to understand what an explanation actually is and
explain the meaning of the concept of "interpretability'. Then, a general classifica-
tion will be made on the methods of XAI present in the literature, how they are
distinguished from each other, the characteristics that they have in common and
the types of data that they can support.

In Chapter 3, a general overview of the main XAI techniques will be given, ranging
from the most common to the most recent. These will be briefly introduced and
particular attention will be paid to their operation and validation.

In Chapter 4, a summary of the experimental and theoretical surveys in the
literature will be introduced, in which a comparison is made of some of the tech-
niques mentioned in Chapter 3. It will also introduce the desiderata or evaluation
measures required by an XAl technique and the actual metrics with which to test
them.

In Chapter 5 the proposed methodology will be illustrated, together with the
actual experimentation which has focused on textual data, made in particular on
three XAl methods: LIME [1], SHAP [11] and T-EBAnO [12].

In Chapter 6, the final conclusions of the thesis are drawn and possible future
developments are proposed.



Chapter 2

State of the art

This chapter introduces an overview of the various concepts of Artificial Intelligence
and what an explanation is. It then focuses on the meaning of interpretability of
an explanation, and illustrates the different categorisations of the topic and the
main terminologies used.

2.1 What is the AI?

Artificial Intelligence (AI) describes the creation of an intelligent hardware or
software that can match behaviour reminiscent of humans, like learning and
problem-solving. Al is a broad discipline of computer science that concentrates on
a machine’s ability to produce rational behaviour. The aim of Al is to implement
systems or models that can execute tasks that can be partly or fully replaced by
human intelligence.

Nowadays, Al and machine learning applications have turn out to be prevalent:
Big Tech such as Apple, Amazon, Google or Facebook have collected so much data
from the world’s population that they can entirely shape each person’s interests
and preferences. However, the past negative interference of social media bots, for
example in political elections [13], [14] has been a negative sign of how influential
our lives are to the mishandling of AI and big data [15]. For these reasons, those
who rely on Al applications, such as the Big Tech, increasingly need predictable
and accountable Al systems. Transparency and interpretability of algorithms is a
crucial point for products related to Al, big-data and information communication.
AT has now expanded everywhere, and we have become accustomed to the fact that
AT can make decisions for us in our daily lives, ranging from product recommen-
dations on Amazon and films on Netflix, to suggestions of friends on Facebook or
Instagram, or even advertisements tailored to who is browsing web pages provided
by Google.
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However, in decisions that can really make a difference, such as diagnosing a disease,
it is important to know the motivation behind such a risky decision.

As the impact of powerful black-box machine learning models in the big-data era
has reached huge significance, the interpretability of such models has therefore
been studied in various research contexts.

For example, in 2018 the legal right to explanations in machine learning systems was
established, formally mentioned in the European Union’s General Data Protection
Regulation (GDPR) commission. As the regulations now mainly focus on user data
protection and privacy, in the future they are expected to cover more requirements
for transparency of algorithms and explanations from Al systems [16].

In today’s world, algorithms examine user data and have an impact on the decision-
making of millions of people on a variety of issues such as employment, insurance
rates, and even criminal justice [17]. However, such algorithms have crucial roles in
many industries and have their own drawbacks, that can result in discrimination
[18], [19], and unfair decisions [15]. For example, recently, news feeds and targeted
advertising algorithms in social media have drawn much interest for exacerbating
the absence of information variety in social media [20]. An important aspect of this
issue is certainly reflected in the fact that algorithms in decision-making systems
do not allow end users to choose between recommended options, but only between
the most relevant options, chosen by the algorithm itself.

To deal with this issue, Bellotti and Edwards [21] suggest that context-aware
intelligent systems should not act on behalf of the end-user, instead opting for user
control over the system as a principle to support accountability of a system and its
users.

The main benefits of transparency and interpretability of black-box systems are a
general awareness and accountability of the end-user, the possible detection of bias
or discrimination of any kind [22], and a behaviour of such systems that can also
be interpreted by humans [23].

Machine learning (ML), as reported in [24], is “the study of computer algorithms
that can improve automatically through experience and by the use of data”.
Machine Learning (ML) systems are increasingly used in various disciplines and
applications and are becoming more and more efficient in various tasks ranging from
everyday life problems (e.g. smart health) to decision making for high-risk domains
(e.g. clinical decision support). Examples include simple tasks in everyday life such
as object recognition in images or translation of words or speech between different
languages, or more complex tasks such as autonomous car driving, automatic drone
flight, or have proved very useful in environmental and healthcare changes.
Unfortunately, even though they seem very powerful in terms of output and pre-
dictive decisions, Al algorithms lack in transparency, so much so that it is almost
impossible to obtain a complete view of their inner workings, particularly Machine
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Learning (ML) algorithms. This fact aggravates the issue even more, because
assigning vital decisions to a system that cannot be transparent presents obvious
problems and potential risks.

With the aim of solving this problem, eXplainable Artificial Intelligence (XAI)
offers a version of AI that is much more transparent and interpretable, providing
a group of methods that provide more accountable models, while still preserving
high levels of performance.

2.2 What is the XAI?

The eXplainable Artificial Intelligence (XAI) is, by definition, "a research discipline
in which the results of the solution can be understood by humans" [25]. The term
was first coined in 2004 by Van Lent et al. [26], to describe the way in which
their system explained the behaviour of Al-controlled entities in simulation games.
Although the term is rather new, the dilemma of explainability was devised in the
mid-1970s, when researchers studied explanation for expert systems [27]. Until now,
progress and research on the subject has mainly focused on the implementation of
models and algorithms that highlights predictive power, while the ability to explain
the reasons behind decision processes has received less attention.

However, nowadays there is still no universally accepted standard definition of
Explainable Al In fact, the term XAI refers purely to the study, research and efforts
made to make Al methods more transparent to users and trustworthy, rather than
to a technical-formal concept. According to DARPA [28], XAI aims to “produce
more explainable models, while maintaining a high level of learning performance
(prediction accuracy); and enable human users to understand appropriately, trust,
and effectively manage the emerging generation of artificially intelligent partners".
The goal of enabling explainability in ML, as stated by FAT* [29], is to "ensure that
algorithmic decisions as well as any data driving those decisions can be explained to
end-users and other stakeholders in non-technical terms'. FICO [30], the organizer
of xML Challenge, see XAI as "an innovation towards opening up the black-box of
ML" and as "a challenge to create models and techniques that both accurate and
provide good trustworthy explanation that will satisfies customers’ needs".
eXplainable Artificial Intelligence (XAI) systems are a potential solution towards
accountable AI, making it trustworthy by explaining decision processes and Al
logic to end users [28]. In particular, an explanation of the algorithms allows for
control in the event of unintended or undesirable outcomes, e.g. cases of social or
racial discrimination.

An XAI system can be defined as a self-explanatory intelligent system that describes
the reasoning behind its decisions and predictions [31].

7
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The XAI system, as reported in [31] and illustrated in Figure 2.1, is able to generate
explanations and describes the reasoning behind machine learning decisions and
predictions. In this figure, we shall see the user interacting with the explainable
interface, sending queries to the interpretable machine learning and receiving model
prediction and explanations. Ex post, such explanations allow users to understand
how data is processed and aim to bring to light possible biases and malfunctions of
the system. On the other hand, we shall see the interpretable model interacting
with the data and generating explanations or new predictions for the user query.

Interpretable =Y Explainable .
Machine Learming x{:{.} Interface .

Data Explainable Al System User

Figure 2.1: Outline of an XAI system [31].

Resuming the Big Tech discourse of the previous paragraph, a study was carried
out by Rader et al. [32] to measure users’ knowledge of the most popular social
media algorithms. In this crowdsourced study, it was analysed how different types
of explanations influence users’ opinions on the algorithmic transparency of feeds on
various social platforms. In this way, the awareness, correctness, and responsibility
of users could be measured to assess their algorithmic transparency, and it was
found that users became much more aware of the behaviour of the system thanks
to the explanations provided.

2.2.1 Why do we need to explain?

Now we propose an overview of the four most important aspects of explainability,
as reported in [33]:

Explain to justify. When we refer to an explanation of a prediction, we usu-
ally imply the need to understand the reasoning used or a justification for that
answer, rather than a detailed description of the internal logic of the decision-
making process. The use of XAI systems generates the information needed to
justify outputs, especially when making unexpected predictions; it also demon-
strates that algorithmic methodologies are reasonable and ethical, which generates
trust in the user who interprets them. Likewise, as seen above, Al must always give
explanations to comply with the current legislation. For example, mention is made
of the "right to an explanation”, a regulation included in the General Data Pro-
tection Regulation (GDPR) that comes into force across the EU on 25 May 2018 [34].
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Explain to control. Explainability is not only essential to explain predictions,
but can also prevent erroneous output. A greater understanding of the system’s
behaviour can provide better insight into the vulnerabilities and flaws in the model
that are not yet known, allowing for better human control of the situation.

Explain to improve. Another purpose for using explainable AI models is the need to
constantly enhance them, since a model that can be explained is also a model that
can be enhanced more effortlessly. The user, in fact, knowing the reasons behind cer-
tain outputs of the system, will also be able to make that system sharper and faster.

Ezplain to discover. Obtaining explanations is a useful tool for discovering new
paradigms, and thus acquiring more expertise. Compared to simple Al systems,
XAI systems can have this extra usefulness, placing the human being to increase
the spectrum of his skills and knowledge.

2.3 What is an explanation?

In contexts where crucial decisions need to be made based on the prediction of an
Artificial Intelligence (Al) system, it is important that such a system can provide
explanations that are interpretable and responsible. In fact, as also demonstrated
in [35], a proper explanation can increase the trust that humans have towards the
AT system, thus allowing a better collaboration between humans and Al.

The concept of explanation is most likely as outdated as the concept of human
communication. Generally, as described in the article [6], “an explanation is a
communication from one person (A) to another (B) that provides a justification
for an action or decision taken by person A”.

Academics normally tend to use «evidence» to formally offer explanations for their
work. These evidences are in fact constructed using a logic and formalism common
to all, so that anyone with knowledge in the discipline can prove their validity.
Problematically, for the explanations of the context we are dealing with, there is,
as seen above, no formal logic that unites everyone in final knowledge.

The purpose of providing explanations indirectly implies answers to questions
such as "How does it work?" or "How can it go wrong?" or even "Why did it use
this procedure and not another?". The concept behind an explanation is not the
statement itself, but it is the interaction that follows what the learner/user needs,
especially from the user’s goals.

In Table 2.1 below, as presented in [36], "triggers" on the part of the user for a
possible explanation provided by a system are set out. The Al system (whether
algorithm or system) must be able to predict what the user will want to know
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about the functioning of the system.

TRIGGERS USER/LEARNER’S GOAL

How do I use it? Achieve the primary ask goals
Feeling of satisfaction at having achieved an

How does it work? understanding of the system, in general (global
understanding)
Feeling of satisfaction at having achieved an

What did it just do? understanding of how the system made a particular
decision (local understanding)

What does it achieve? Understanding of the system’s functions and uses

Feeling of trust based on the observability and
predictability of the system
Feeling of effectiveness and achievement of the
primary task goals
What do I do if it gets it wrong? Desire to avoid mistakes
How do I avoid the failure models? | Desire to mitigate errors
What would it have done if "x" were | Resolution of curiosity at having achieved an
different? understanding of the system

Ca . Resolution of curiosity at having achieved an
Why didn’t it do "27 understanding of the :{ocal decis%on

What will it do next?

How much effort will this take?

Table 2.1: Triggers and goals in explanations [36].

Hence, an explanation can easily be an example of specific need that the user
has for his goals or purposes.

2.3.1 What to explain

When users approach an XAl system, they may request different types of explana-
tions and each explanation may need its own characteristic. Now, as reported in
[31], we detail the following six common types of explanations required and used in
XATI systems.

How-explanations. They show a holistic representation of the machine learning
algorithm, and are for example visual representations, model graphs and decision
boundaries.

Why-explanations. They describe why a decision is made for a particular in-
put. Such explanations aim to show the features in the input data or the logic of
the model that led to the decision made by the model then shown in the output.

Why-Not-explanations. Also called Contrastive explanations, they show the reasons
why a certain result was not expected in the system output, outlining in particular
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the differences from the output expected by the final user.

What-If-explanations. What-if scenarios are generated by the model or requested
by the user, and are useful to demonstrate how certain changes in algorithms or
data affect the output or parameters of the model.

How-to-explanations. They show the methodologies by which the model shows up
with a given output, also possibly working interactively and evolving the system
often through iterative testing.

What-FElse-explanations. Taking data from the training dataset as input, they
demonstrate the same or similar outputs of the final model. Such explanations
are not always accurate because the training datasets often do not have a uniform
distribution of data.

2.3.2 How to explain

The explanation methods can also be divided into three types, as stated in [37], [38].

Model-based. The explanations use a model to justify original task models, therefore
either such task model itself is exploited as an explanation or many other under-
standable models are provided to justify the task model. Some of the quantitative
metrics to evaluate the goodness of this type of explanations are: model size,
runtime operation counts, interaction strength, main effect complexity, and level of
(dis)agreement.

Attribution-based. The explanations assess the explanatory capacity of input
features and exploit it to justify the task model (e.g. feature importance). Some of
the quantitative metrics to evaluate the goodness of this type of explanations are:
monotonicity, (non) sensitivity, effective complexity, remove and retrain, recall of
important features, implementation invariance, selectivity, continuity, n-sensitivity,
and mutual information.

Ezample-based. The explanations justify the task model by picking occurrences
from the training dataset or the testing dataset, or else even creating new occur-
rences (e.g. creating counterfactual examples). Some of the quantitative metrics to
evaluate the goodness of this type of explanations are non-representativeness and
diversity.
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2.4 What does "interpretability" mean?

As described in the previous sections, a black-box predictor is a locked model of
machine learning, whose core mechanisms are either unclear to the user or are
clear but not interpretable by the human. In [39], Doshi-Velez et al. define the
concept of interpretability as "the ability to explain or provide meaning in terms
understandable to a human".

It should be emphasised that the concept of interpretability is intertwined with
the concept of explainability: in fact, interpretability may be granted in a model,
but not explainability. Also, if explainability is required, the model must be
interpretable as well. There are in fact some models for which an explanation is
not necessarily required, e.g. if one wants to know whether a picture contains a
certain object or not, this information is not «crucialy, or at any rate there are no
disastrous consequences should the model produce an incorrect output.

2.4.1 Dimensions of interpretability

The dimensions of the interpretability can be categorized on three aspects, as stated
in [40].

Global and local interpretability. We talk about global interpretability if a model
is fully interpretable, i.e. we can understand the logic and reasoning that then
leads to all the outputs of the system. On the other hand, one speaks of local
interpretability if a model is interpretable only for certain forecasting logics.

Time limitation. When an explanation is provided, it is always necessary to
consider the time the end user will have to understand it. In fact, for cases where
the scenario may be imminent (e.g. medical), the user will need a very easy and
understandable explanation, while for cases where the scenario may be longer term
(e.g. selection of a candidate for a job offer), the decision will not necessarily be a
constraint, so a much more complex and studied explanation may be provided.

Nature of the user’s competence. When an explanation is given, it is necessary to
take into account the future interpretability that the user will be able to give to
this explanation. Domain expert users will, for example, be able to understand a
more complex and sophisticated model as opposed to a highly simplified one as a
basic user might prefer, based on their knowledge.
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2.4.2 Desiderata of an interpretable model

Since a model must necessarily generate an explanation in order to be interpretable,
it is mandatory to list the main desiderata that must be present in it, given in [40],
[39].

Interpretability. This measures the extent to which the decisions of the model
are easily comprehensible to humans, so the term "interpretability" can easily be
combined with the term "comprehensibility". It is, however, very difficult to know
how to measure exactly the complexity and comprehensibility of a model, so we
often refer to its dimensions.

Accuracy. Measures how well the model is able to make accurate decisions about
non-visible instances. Accuracy can be measured by scores found in the literature.

Fidelity. This measures how well the model is able to faithfully reproduce the
behaviour of a black box predictor. It is also possible to measure fidelity using
scores found in the literature.

Fairness. It measures the extent to which the model is able to protect the fi-
nal output against direct or indirect discrimination [41].

Privacy. It measures the extent to which the model favours and respects the
privacy standards of the users, not disclosing sensitive information [42].

Usability. Measures how useful the information generated by the model is to
users for their tasks, emphasizing the interactivity of a model and discouraging
fixed explanations.

Reliability and robustness. Measures the ability of a model to remain perfor-
mant despite small changes in certain parameters or differences in input data.

Causality. Measures the ability of the model to adapt to perturbing inputs that
should theoretically change its general behaviour.

Generality. A measure of a model’s ability to adapt to different sources of input
data or differentiated inputs, thus discouraging training with certain constraints.

2.4.3 Data Types in an Interpretable Model

The data entered in a black-box model can be of different types, depending on the
rank of interpretability established by the human user, as suggested in [40]. In
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Table 2.2 the XAl techniques covered in this thesis are summarised according to
the data they support. It should be noted that some methods have sub-methods
that support other data types, or others that only theoretically support a data
type but have not yet been tested.

Tabular data. This is the most common type of data, as algorithms are able
to organise them into matrices and in this way manage them more easily without
the need for further modification. However, they have the disadvantage of also
having to represent meta-data, which make the user understand the meaning of
the data in the various tables.

Images and text. This is the type most immediately understandable to the human
and does not require the addition of any meta-data for the understanding of the
meaning. However, the transformation required by the model is difficult for these
data, as they are often transformed into vectors, so not all existing interpretable
models can be adapted to this type of data.

We point out that this thesis focuses on this type of unstructured data, in particular
text and images.

XAI technique Data support
LIME [1] Images, Text
SHAP [11] Images, Text
LRP [43] Images, Text
DeepLIFT [44] Images, Text
Grad-CAM [45] Images
T-EBAnO [12] Text
IntGrad [46] Images, Text
RISE [47] Images
Anchors [48] Images, Text
SmoothGRAD [49] Images
SENN [50] Images, Text
SITE [51] Images, Text
VA-GAN [52] Images
ICAM [53] Images
Archipelago [54] Images, Text
Mahe [55] Images, Text
XRAI [56] Images
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2.5 Classification of Explainability Methods

We now propose a general classification of the different explainability methods. As
reported in [33], the methods rely heavily on the concept of explainability and
interpretability, which are linked to each other, as seen above. We can therefore
classify the methods according to the following three criteria:

o The complexity of interpretability;
e The scoop of interpretability;

o The level of dependence on the machine learning model used.

In the next paragraphs, we will characterize each of these classes in detail.

2.5.1 Complexity related methods

It is assumed that the more complex a machine learning model is, the more difficult
it is to interpret. With this assumption one can distinguish two sub-types of
methods according to the methodology they have of interpretability:

e Intrinsic;

e Post-hoc.

Intrinsic

The first type of methods, the instrinsic ones, have the common characteristic
of having an interpretability that is intrinsic and already contained in the model
itself. Their interpretability is in fact already present in the model in nature,
some examples being linear and parametric models, or tree based models. A
negative aspect that hampers the usability of this type of models is finding a middle
ground between their interpretability and their accuracy. As Breiman [57] argues,
"accuracy generally requires more complex prediction methods (...) [and] simple
and interpretable functions do not make the most accurate predictors".

Post-hoc

The second type, post-hoc, advances a different criterion, i.e. the interpretability
of the model is done a posteriori, often outside the black-box itself. The basic
intuition, in fact, is to train a black-box (e.g. neural networks) and verify the
interpretability later (e.g. feature importance), thus making a sort of reverse
engineering mechanism. The disadvantage of this typology is that it can often turn
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out to be very expensive, however most of the works of XAI in recent years belong
to this typology, also for reasons of better accuracy.

To summarise, depending on the decision task of the model, an intrinsic method
will be chosen if the model is already accurate enough for the task and the com-
plexity is not exorbitant; a post-hoc method will be chosen if the model is very
accurate and the complexity is of another level. Table 2.3 summarises the XAI
techniques discussed in this thesis according to whether they adopt intrinsic or
post-hoc interpretability.

XAI technique Complexity of interpretability
LIME [1] Post-hoc
SHAP [11] Post-hoc
LRP [43] Post-hoc
DeepLIFT [44] Post-hoc
Grad-CAM [45] Post-hoc
T-EBAnO [12] Post-hoc
IntGrad [46] Post-hoc
RISE [47] Post-hoc
Anchors [48] Post-hoc
SmoothGRAD [49] Post-hoc
SENN [50] Post-hoc
SITE [51] Post-hoc
VA-GAN [52] Intrinsic
ICAM [53] Intrinsic
Archipelago [54] Post-hoc
Mahe [55] Post-hoc
XRAI [56] Post-hoc

Table 2.3: Complexity of interpretability for each XAI technique

2.5.2 Scoop related methods

A distinction must be made between the ways in which a model can be understood
whether in its entirety or in part. Indeed, the literature differentiates between
methods of explainability according to their interpretability, namely:

o Global interpretability;

o Local interpretability.
16
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Global interpretability

A global interpretability, as also seen in the previous paragraphs, simplifies the
comprehension of the global reasoning of the model. In this way, it is possible to
observe the functioning in its entirety and all possible results derived from it.
This type of method is used if the result to be predicted is of vital importance, but
the structure is usually well thought out and very specific, so they will be more
comprehensible than predictable.

It should also be noted that global interpretability is less applicable than local
interpretability: as pointed out in [33], similarly to humans, by concentrating only
on one part of the model (local) the effort to understand it will be much less and
the comprehensibility will be greater. In fact, in practice global interpretability is
rather difficult to achieve, especially for models that have many binding parameters.

Local interpretability

A local interpretability exposes the logic behind a certain and often single model
decision, thus acting locally on it. This type of interpretability tends to explain
a certain instance of the entire prediction, e.g. why the model made that single
decision rather than another.

There are many famous local explanation methods in the literature, of which we
mention one of the most important, LIME [1], seen and studied in more detail
below.
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XAI technique Scoop of interpretability
LIME [1] Local
SHAP [11] Global/Local
LRP [43] Global/Local
DeepLIFT [44] Local
Grad-CAM [45] Local
T-EBAnO [12] Global/Local
IntGrad [46] Global/Local
RISE [47] Local
Anchors [48] Local
SmoothGRAD [49] Global/Local
SENN [50] Local
SITE [51] Local
VA-GAN [52] Global
ICAM [53] Global
Archipelago [54] Global/Local
Mahe [55] Local
XRAT [56] Local

Table 2.4: Scoop of interpretability for each XAI technique

2.5.3 Model related methods

A final methodology for classifying explanation methods is based on their applica-
bility to machine learning algorithms and is also based on the differentiation seen
above of intrinsic or post-hoc methods. The differentiation is as follows:

o Model-specific;

o Model-agnostic.

Model-specific

Model-specific methods are models that are based only on certain classes of models.
The intrinsic methods seen in the above paragraph are, by definition, (as seen in
Figure 2.2 [33]) model-specific methods. This type of method is not so common,
nor is it immediate, since one is limited to the interpretation provided by the model
itself or the multiple models that provide it, taking away space from models that
are perhaps more representative of the situation one is working in.
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Model-agnostic

The model-agnostic methods tend to keep the decision and interpretability on two
distinct planes, in fact for this reason they are not fixed on any specific type of
model. The post-hoc methods seen above are usually also model-agnostic methods
and can potentially work on any machine-learning model.

Most of the techniques developed in recent years, with the aim of achieving better
model interpretability, are in fact model-agnostic.

XATI technique Model of interpretability
LIME [1] Agnostic
SHAP [11] Agnostic
LRP [43] Agnostic
DeepLIFT [44] Agnostic
Grad-CAM [45] Agnostic
T-EBAnO [12] Specific
IntGrad [46] Agnostic
RISE [47] Agnostic
Anchors [48] Agnostic
SmoothGRAD [49] Agnostic
SENN [50] Agnostic
SITE [51] Agnostic
VA-GAN [52] Specific
ICAM [53] Specific
Archipelago [54] Agnostic
Mahe [55] Agnostic
XRAI [56] Agnostic

Table 2.5: Model of interpretability for each XAI technique

To summarize what has been said so far, Figure 2.2, shown by [33], is helpful.

The diagram initially differentiates between methods that have immediate inter-
pretability (intrinsic) and post-hoc methods, which were invented later to shed
light on black-box models with much greater complexity. In addition to these
methods, there are also model-specific methods, which are intrinsic by definition,
and model-agnostic methods, which are linked to post-hoc methods, and which
have greater comparability and are independent of the model.
Moreover, all these methodologies can be further distinguished according to whether
they have a local interpretability, of a portion of the model so as to provide more
confidence in it, or global, of the whole model so as to better understand its general
mechanisms.
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Figure 2.2: A pseudo-ontology of XATI methods taxonomy [33].

2.5.4 Perturbation-based methods

The perturbation-based explanation methods are based on a perturbation operation
that depends on the response of the model, but remain independent of it, being
always of the black-box type. These model methods construct explanations by
studying the response of the model to local changes and act accordingly. For
example, saliency maps are created by perturbing the input and checking what the
effects are on the output.

Examples of perturbation methods are LIME [1] and SHAP [11] themselves, which,
being both model-agnostic, perturb certain parts of images to generate explanations.
Another perturbation-based method used subsequently for the experimental section
is T-EBAnO [12].

2.5.5 Gradient-based methods

Gradient-based explanation methods instead directly calculate the gradients of
the output class with respect to the input as an explanation. These methods, in
fact, calculate the amount of the prediction gradient, also called classification score,
based on the input features.

Compared to perturbation-based methods, these have in common that the ex-
planations have the same size and rely on feature detections for explanation or
classification. However, gradient-based methods prove to be computationally faster,
mainly because they do consider the model. Indeed, referring to the previous
examples, LIME [1] and SHAP [11], as far as image classification is concerned,
would propose an output with higher computational costs.
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Some common gradient-based methods in the literature are Grad-CAM [45], which
analyses the single gradient assignment and based on whether it is positive or nega-
tive calculates the predicted class probability, and SmoothGrad [49], which is mainly
an explanation methodology that can be applied to upgrade any gradient-based
method.

2.5.6 Propagation-based methods

Propagation-based explanation methods, on the other hand, are dependent on the
model they attempt to explain, in fact they involve the internal structure of the
model itself in the explanation procedure. Compared to other techniques, such as
gradient-based, propagation-based methods do not have typical problems, such as
discontinuity of the explanation due to gradients.

A well-known method of explanation propagation-based is LRP [43], in fact its
operation is based on the propagation of the explanation from output to input, via
local redistribution rules.

XATI technique Operating principle
LIME [1] Perturbation-based
SHAP [11] Perturbation-based
LRP [43] Propagation-based
DeepLIFT [44] Gradient-based
Grad-CAM [45] Gradient-based
T-EBAnO [12] Perturbation-based
IntGrad [46] Gradient-based
RISE [47] Gradient-based
Anchors [48] Perturbation-based
SmoothGRAD [49] Gradient-based
SENN [50] Perturbation-based
SITE [51] Perturbation-based
VA-GAN [52] Perturbation-based
ICAM [53] Perturbation-based
Archipelago [54] Gradient-based
Mahe [55] Perturbation-based
XRAI [56] Gradient-based

Table 2.6: Operating principle for each XAI technique

2.5.7 Explanators and black-box classification

We then make a classification based on the different types of classificators and
black-box that can be took in a model, as shown in [40].
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Explanators

In this subsection, different types of interpretable explanator will be classified.

Decision Tree (DT) or Single Tree. This type of explanator is generally one
of the most understandable and comprehensible models, for both global and local
explanations.

Decision Rule (DR) or Rule Based Ezplanator. This type belongs to the human-
understandable methods and is generally exploited to justify the model or to create
a transparent design.

Features Importance (FI). This type of explanator gives the weight of the fea-
tures as an explanation. It is a valid explanator and it works either as a global and
a local explanation.

Saliency Mask (SM). This type is generally used for texts or images because
it brings out the causes of the explanation, thanks to a "mask" that explains by
sight the outcome.

Sensitivity Analysis (SA). This analysis weigths the uncertainty of the results
keeping track of the uncertainty in the input data.

Partial Dependence Plot (PDP). This type facilitates the understanding of the
results related with the input, thanks to a concentrated feature space.

Prototype Selection (PS). This type of explanator works with a propotype, an
object that reviews the instances that are similar to the output. With this artifact,
the PS shows a prototype similar to the outcome, so that the measures of the
prediction becomes clearer.

Activation Mazimization (AM). This type activates the most important neurons of
the input that worked to obtain the output.

Black-box

In this subsection, different types of black-box will be classified following the
example in [40].

Neural Network (NN). This black-box is created by a collection of neurons linked to
each other. Each connection between the neurons transmits a kind of signal, which
is sent to the adjacent neurons. The network of neurons is usually organised in
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layers, which can be different from each other and perform certain transformations
on the input data. Furthermore, the connections between the various neurons
may have a certain weight, which changes depending on the learning of the network.

Tree Ensemble (TE). These methods link several learning algorithms together
in order to improve predictive power as each is trained on a different subset of the
input data. Examples of Ensemble Tree are Random Forest, Boosted Trees and
Tree Bagging.

Support Vector Machine (SVM). SVMs have the speciality of using so-called support
vectors, which are generally a subset of the training data, as a decision boundary.

Deep Neural Network (DNN). Tt is a NN (Neural Network) with a combination of
non-linear relationships with multiple layers of hidden basic units, in fact, generally,
the data in this network travels only in one direction, from input to output. They
differ mainly because a DNN is more complex and deeper than an NN. Some
important networks belonging to this category are the RNN (Recurrent Neural
Networks), important for having as component the LSTM nodes (Long Short-Term
Memory), or the CNN (Convutional Neural Networks), very important for the
study of the images.

Non-Linear Model (NLM). The operation behind it is based on the non-linear
combination of model parameters using one or more independent variables.

23



Chapter 3

State of the art explanation
techniques

This chapter discusses the main eXplainable Artificial Intelligence (XAI) techniques
in the literature. The most known in the domain, LIME [1], SHAP [11], LRP [43],
Grad-CAM [45] and DeepLIFT [44], will be discussed, followed by a recent tech-
nique used in the experiments of the following chapters (T-EBAnO [12]) and other
well-known techniques included in most of the well-known comparative surveys.
In presenting the various techniques, a general introduction on the main charac-
teristics of the methodology will be made, after which the general functioning of
the methodology will be summarised, ending with the validation of the technique
contained in the reference paper.

3.1 LIME

Local Interpretable Model-Agnostic Explanations (LIME) is the first technique that
we are going to analyse, and it is a local, post-hoc method that aims to explain the
decisions of any classifier [1]. It generally supports images and text.

This methodology is based on the local analysis of the single model explanation,
unlike many other methods that rely on global explanations, as the understanding
logic it uses is to approximate the model locally with an interpretable linear model.
This ensures minimal implementation work, yet at the same time LIME provides a
simple and very interpretable model as it approximates a complex model locally.
LIME is a very popular method and extends in three different versions depending
on the type of data that is provided as input (tables, text or images).
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3.1.1 How does it operate?

The idea behind LIME is to achieve two main steps, once the prediction model and
the input data set are received:

1. Through a random perturbation of the data set, LIME performs a sampling
and generates a new perturbed data set.

2. Using the distance between the single perturbed sample and the previous one,
LIME performs a feature selection on the perturbed data set in order to obtain
the most relevant features.

We can see how the LIME method works in the Figure 3.1. You can see that
the blue/pink background describes the function of the original model, which is
why it is not linear, while the red cross represents the sample to be explained. The
other crosses shown next to the red cross are the perturbed instances and are of
different sizes in this case according to their weight. These perturbations, in fact,
help to explain the last object in this figure, namely the dashed black line, which
represents a very good approximation of the model with respect to the red cross
just mentioned.

]
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Figure 3.1: Toy example to show the intuition behind LIME [1].

LIME operates with the help of each of the following items [1]:

e ¢: an explanation is described with the model g € G, the possible explainable
model of the class G. That class can include many types of models and
the domain is {0,1}%, i.e. the model g vary with the existence of certain
interpretable features.
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e Q(g): it evaluates the density of the explanation g € G. It is a distant value
from the interpretability because it measures how much a model is complex.
For example, if we consider a decision tree, 2(g) could quantify the depth of
the tree, not its interpretability.

o z: it denotes on d features the explanation of an instance, in fact z € R%

o f: it denotes the explanation of a model, indicated by f : R* — R. Then, f(z)
is the probability that a specific class contains the instance z.

o 7.(2): it describes the locality of z, in fact it is a proximity quantity of z with
an instance z.

o L(f, g, m:): it quantifies of how badly ¢ is estimating f in the 7, proximity.

If we want a valuable local fidelity-interpretability trade-off, we must reduce the
L(f, g, mz), and (g) should be decreased along with the tolerance of the human’s
interpretability [1].

Given those assumption, the formula that assesses LIME’s explanation is the
following:

§(2) = ge ¢ L(f, 9, ma) + Qg) (3.1)

3.1.2 Validation example with text classification

Take as an example two classes that are likely to be harder to differentiate, in fact
in Figure 3.2 we can see that they have several words in common ("Christianity"
and "Atheism"). In this example we train a random forest with 500 trees and
achieve a particularly high test set accuracy of 92.4%.

In the figure below, we can notice an example in which the model performs a
correct prediction, but for incorrect reasons: in the left image, for example, the
word "posting" occurs in 21.6% of the instances of the training set and only twice
in the class "Christianity"; the same situation happens in the test set, where it
occurs with a little less percentage and always only twice in "Christianity". From
this example we can see how useful the explanations are compared to having only
the dirty input data in hand, and how interpretable they are. Indeed, the classifier,
despite being complex in its own right, in the vicinity of the example approximates
to a linear model. To take a numerical example, if one were to remove the words
'NNTP" and "Host" from the experiment, the probability that the model predicts
"Atheism" would become lower.
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Orrponization: Verdis Corp Organization: Verdix Coep
Lines: 8 Lires: 8

Figure 3.2: Explaining individual predictions of competing classifiers trying to determine if a
document is about "Christianity" or "Atheism" [1].

3.1.3 Validation example with images

The figure 3.3 is an example taken from [1], in which an attempt is made to explain
how Google’s Inception neural network works on images. This example is in fact
much more visual: the explanations are given by the clippings of the image which
in this case were most positive for a particular class. From the original image, one
can see the three explanations as: electric guitar, acoustic guitar and Labrador.
The first explanation is misleading because the classifier manages to justify the
error seen by the human, i.e. the part of the image that determines "electric guitar"
only reveals the upper part of an acoustic guitar, the fret board, which could also
be associated with an electric guitar.

The LIME code for experiments is available on https://github.com/marcoter/lime.

(a) Original Image (b) Explaining Flectric guitar (c¢) Explaining Acoustic guitar  (d) Explaining Labrador

Figure 3.3: Explaining an image classification prediction made by Google’s Inception neural
network [1].
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3.2 SHAP

SHapley Additive exPlanations (SHAP) is a post-hoc explanation technique that
draws on game theory, in particular Shapley’s optimal values [11] and it supports
images and text. The method by which SHAP works is to, via the SHAP kernel
estimator, explain individual predictions by estimating the weight of each feature
in the final prediction.

3.2.1 Shapley’s values

SHAP values can be seen as a quantitative evaluation of each of the feature weights,
in fact they assign an importance to the features according to certain parameters,
in order to simplify the incoming input. This is done because we want to quantify
how much each input data actually contributes to the final output. The desirable
parameters or properties that go into determining the attribution of additive
features are, as reported in [11], as follows:

o Local accuracy: if we approximate the original model f according to a certain
input x, then the explanation model will have to be at least equivalent to the
output of f for the reduced input x.

o Missingness: if the reduced input x expresses the existence of features, then
the missing features in the original input should not affect.

o Consistency: if the model is modified to make a reduced input raise or remain
stationary in spite of the others, then the attribution of that input should not
reduce.

3.2.2 How does it operate?

To explain how the correct search for feature importance works, reference is made
to game theory. Let’s imagine a D-players game in which every feature j € {1,...,
D} corresponds to a player. What we do is evaluate each player’s contribution.
We can count 2 hypothetical coalitions, each one (S) connected with its own
characteristic function v : 2° — R.

We can calculate the Shapley value [11] of each player j as:

|S|N(D —|S| —1)! ‘
$iv) = X Fol [v(SUj) —v(S)] (3.2)
SC{1,....d}/{s} '
The intuition is that if a player j performs better than others, then v(S U {j})
overcomes v(S) and consequently ¢;(v) > 0.
The ideology behind SHAP, and like most of the explanation methods in this text,
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is to locally approximate the original input model with a new prediction model,
which is more understandable and interpretable.

For example, if we want to clarify the explanation f(z) given by model f for the
instance z, we can use a simplified instance z” and a mapping function z = h,(z’),
so that if z” & 27, then ¢(z”) ~ f(h,(2")) and g(z’) = f(h(2")) = f(z). The class
of additive feature attribution tecniques is described by:

M
9(2') = do+ Y ¢;%; (3.3)
=1

with 27 € {0,1} such that ¢; is the importance of feature j. This way, we can
rewrite 3.3 as:

| — — 1!
6= > SHF F’|S‘ 2l [fsui(zsui) — fs(xs)] (3.4)
SCF/{i} |
with fg as the model that is (re)trained on subset S of the attributes summed F.
It is clear that this is very expensive, because we would have to train 2/ number
of models.
Moving on, we then describe the model in the class of the additive feature attribution
methods that meets the properties seen above, namely the following:

i) = 3 PR oy ) 35)

2/ Ca’

)

with |2’| as the number of non-zero items in z, and z’ C z” as the total of z
vectors in which the non-zero items are a subset of the non-zero items in z’.
By doing so, SHAP values are characterised as the Shapley values of a conditional
expectation function of the original model, i.e. f,(2”) = E[f(z)|zs]. If we consider a
linear model with the form f(z) = Zjﬂilexj + b, then SHAP values are represented
with:

¢;(f, x) = wj(z; — E[z;]) (3.6)

3.2.3 Validation example with sickness score

In this validation, SHAP is compared with LIME [1] and DeepLIFT [44], a technique
explained in the next subsections. All these techniques calculate feature importance
values differently to produce explanations. Thus, these three methods are compared
in two setups with human explanations. In the first graph (A) in Figure 3.4, the
feature attribution values are compared by means of a sickness score that evaluates
higher when only one of the two symptoms (fever, cough) is present. In the second
graph (B), a max allocation problem is used, with profit allocation between three
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different men based on the different correct answers. In both graphs you can see
that SHAP predicts human agreement much better than the other techniques.

(A) 10 (B) s

v Human W Human

= 3 a4l

T 05| I SHAP © I SHAP

> B LVE c 4l . LIME

2 ool S 2 B Orig. DeeplIFT
3 2 2f

£ £
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o o 1F
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Figure 3.4: Validation example with attribution score, graph A and graph B [11].

3.2.4 Validation example with digit classification

The second validation of SHAP is proposed again by comparing it with LIME
[1] and DeepLIFT [44] through the layers of an image. DeepLIFT is extended
in two versions for a better approximation close to SHAP, for SHAP the Kernel
SHAP approximation is used, and for LIME the output of the model is simply
explained by single pixel segmentation. In Figure 3.5, in the image on the left (A)
the red areas represent a high likelihood of the class, while the blue areas represent
a low likelihood. In the graph on the right (B), instead, it represents the change
in log-odds referred to the experiment, in which we notice that the best estimate
given by the masking is of the SHAP values.

The SHAP code for experiments is available on https://github.com/slundberg/shap.

(A) Input  Explain8 Explain3 Masked (B)
‘.'_ E
Orig. DeeplLift f o~ eyl 60
- 35
3 o
Lls = %] £ > %
New DeeplLift . r o J—
P 1 : - £ ——
o 407 e
|| em|| - g
SHAP g F -I:F 5 30 o o
3 r . 20 T T T T
LIME P 5 Orig. Deeplift New Deeplift  SHAP LIME

Figure 3.5: Validation example with image layers, image A and graph B [11].
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3.3 LRP

Layer-wise Relevance Propagation (LRP) [43] is a post-hoc explanation technique
that generally works with very complex neural networks and provides a high level
of explainability, whose inputs can be tabular, images or text.

The general idea is, given a prediction on a sample of inputs, it computes on each
input dimension with a relevance index, decomposing the prediction according to
the sample test and propagating the prediction top-down to the neural network,
using specially designed rules. Similarly to the conservation laws of Kirchoff in the
circuits, the propagation that performs the LRP technique follows a conservation
property, for which what is given to a neuron must be given back to the lower layer
in equal quantity.

3.3.1 How does it operate?

If we place j and k as the neurons in two successive layers in the neural network,
then, in a certain layer on the neurons referred to the lower one, the propagation
of relevance scores (Ry), will be given by:

Zik
R, = TR 3.7

The amount z;, determines the extent to which the neuron j impacts and makes
relevant the neuron k. Furthermore, in the formula, the denominator has the
function of exercising the so-called conservation property.

The propagation ends as soon as the input characteristics have been obtained.Using
this rule on all neurons present in the neural network, one can then test the
layer-level conservation property >-; R; = >°; R, and therefore, also the global
conservation property >; R; = f(z), as specified in [43]. The overall LRP procedure

is presented in Figure 3.6.
Figure 3.6: Hlustration of the LRP procedure. Each neuron redistributes to the lower layer as
much as it has received from the higher layer [43].
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3.3.2 LRP Rules

We now discuss probably the most common LRP application today, to deep rectifier
nonlinearities (ReLU) [43]. This approach also includes popular architectures for
image recognition, e.g. VGG-16 deep neural networks [58].

The neurons that make up deep rectifying networks have the following structure:

ar = maz (0, awj) (3.8)

07j

The quantity 37, ;, moreover, is applicable on all other activations in the lower
layers (a;);, considering also an extra neuron acting as a bias.
The three propagation rules for the networks used by LRP are now described,
analysing their several properties.

Basic Rule (LRP-0). This is a rule that reallocates in proportion to the con-
tributions of all the various inputs to the activation of the neuron; it also respects
the basic conditions, e.g. (a; = 0) V (w; = 0) = R; = 0, which brings together
notions like zero weight, deactivation and no connection.

Epsilon Rule (LRP-¢). The purpose of this rule is to obtain relevance in the
case where the importances are weak in the activation of the neuron £, in fact, as €
increases, the weaker explanatory factors are eliminated and only the more salient
ones remain. In this case we obtain explanations with less noise and less defined
per input features.

Gamma Rule (LRP-y). This rule is based on the operation of the parameter
v, which controls how many preferences there are for positive contributions over
negative ones, so the greater the v, the fewer the negative contributions. This
effect is reflected in the detections in the propagation phase, resulting in much
more robust explanations.

3.3.3 Validation example

The LRP technique is validated considering with the desideratas of comprehensibil-
ity and fidelity, i.e. asking this methodology for an explanation that specifically
represents the output neuron and is as human-readable as possible.

Figure 3.7 shows a detailed comparison of the various LRP application rules and
their explanations, applied to a VGG-16 «castle» image. The explanations visible
in the figure are either generated by the uniform application of a single propagation
rule to all layers, or by a composite strategy in which several rules are applied in
several layers, as described in the final experiment in [43].
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Differences in the various explanations can therefore be noticed. As far as Uniform
LRP is concerned, LRP-0 does not stand out for either comprehensibility or fidelity.
It tends to capture more local objects than the input, so the explanation is too
elaborate and does not fully emphasise the main focus of the image, the castle.
Then, LRP-¢ reports an explanation which is not very comprehensible, but which
nevertheless maintains an adequate fidelity: in fact, the noise has been opportunely
eliminated and the resulting output underlines the figure of a castle in broad lines
(unfortunately not enough). Finally, LRP-vy reports an explanation with a high
comprehensibility but a poor fidelity; this is demonstrated by the visible skeleton
of the castle, in which, however, the street lamp is also depicted, which distracts
from the main image.

The composite LRP, on the other hand, proposes an explanation that depicts
the main features of the image, and in particular only those of the castle, thus
significantly surpassing the Uniform LRP explanations in both understandability
and fidelity.

The LRP code for experiments is available on https://github.com/sebastian-
lapuschkin/Irp_ toolbox.

Uniform LRP
LRP-¢ LRP-1
L)
&5
; [ - |
Composite LRP

X3 @ 256
3x3 @ 256
dx3 @ 512
3x3 @ 512
3x3 @ 512
X3 @ 512
3x3 @ 512
3x3 @ 512
7x1 @ 4096
1x1 @ 4096
1x1 @ 1000

@ ||
o || e
8ne
|| m
% || =
||

3x3 @ 256

< LRP-7 { LRP-e {_ LRP-0

Figure 3.7: Input image and pixel-wise explanations of the output neuron ‘castle’ obtained with
various LRP procedures. Parameters are e = 0.25 std and v = 0.25. [43].
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3.4 DeepLIFT

Deep Learning Important FeaTures (DeepLIFT) [44] is a post-hoc, gradient-based
explanation technique and it usually supports images and text. DeepLIFT is a
method that, taking a given input, divides the final decision of a neural network
and reassigns all the weights of each neuron to each feature of the input itself.
This approach is based, in fact, on a calculation of the scores obtained from the
comparison of the differences between the actual output and a given output of
reference. In this way, it is possible to transmit the information from one neuron to
the other also when the gradient is equal to zero; moreover, it is possible to work
separately going to consider positive and negative weights in single.

3.4.1 How does it operate?

The DeepLIFT technique attempts to describe the variation of the output from a
given referenced output, based on the variation of the input from a given referenced
input. This referenced input is a predefined input that is selected based on the
problem being addressed.

In terms of formulas, we imagine that t is any output neuron of interest. Further-
more, we imagine that xy, zo, ..., x,, are neurons present in intermediate layers or
even sets of layers useful to compute the output neuron ¢. Finally, we consider t°
the reference activation again of the neuron ¢t. Then, we can describe the difference
with respect to the reference ¢ - t° as the quantity A, i.e. A = t - t°. DeepLIFT
gives contribution scores Caz,a¢ to Az; s.t.:

i=1

Equation 3.9 is more properly called "summation-to-delta". In fact, the factor

Caz;at can also be seen as the quantity of difference-from-reference in ¢ that is
directly related to the difference-from-reference of x;. Moreover, the factor Cagz,a¢
can be different from zero even when 8% is zero.
In fact, as can be seen in Figure 3.8, DeepLIFT manages to overcome a major
limitation typical of gradient-based techniques, in that a neuron can provide
meaningful information despite the fact that its gradient may be zero. We can see
in the figure a basic network that undergoes input signal saturation. In fact, when
11 = 1 and i, = 1, a perturbation of one of the two factors will not necessarily
change the input.

DeepLIFT succeeds in overcoming another disadvantage of gradient-based tech-
niques, which can be seen in Figure 3.9. Gradients are usually discontinuous by
themselves, which generates sudden skips in importance scores for infinitesimal
changes in input. DeepLIFT, however, has a continuous reference difference, and
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y =(i; +i,) when (i; +i,) < 1
=1 when (i; +i,) >= 1
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Figure 3.8: Perturbation-based approach and gradient-based approaches fail to model saturation
[44].

this can be demonstrated by the example in the figure, which illustrates the re-
sponse of a single linear unit rectified with a bias of -10. The gradient and the
input one x both present a discontinuity at x = 10. At z = 10 + ¢, gradient X
input gives a contribution of 10 + € to z and -10 to the bias, knowing that € is
positive number and it is very small. So, when z < 10, both the contributions on x
and the bias are 0. On the other hand, on the top figure, the red arrow represents
the difference-from-reference that allows a continuous rise in the contribution score.

y = max(0, x — 10)
“difference from
reference” (if ref. = 0)

0 10 X

10

radient
=
rad*inp

(o74] L
0 10 x 0 10 X

Figure 3.9: Discontinuous gradients can produce misleading importance scores [44].

3.4.2 Validation example

In this work, we show only the first validation experiment of DeepLIFT, i.e. via
digit classification and a CNN. In the experiment, in fact, the starting basis is
represented by two convolutional layers, succeeded by a fully connected layer and
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then by the softmax output layer. Furthermore, DeepLIFT is compared mainly by
different approximations of the integrated gradients technique [46]. Importance
scores are calculated by identifying which pixels have to be eliminated in order
to convert the image to a target class ¢;, in this case about 20% of the image. In
3.10 the comparison, in which different scores are applied, is shown visually. An
evaluation of the change in the log-odds score in [44] between the different classes
was also made, and from this it emerges that DeepLIFT significantly outperforms
all other techniques.

The DeepLIFT code for experiments is available on
https://github.com/kundajelab/deeplift.

ariginal scores: § scores: 3 masked, 8->3 scores: 6 masked, 8->6

lgrad|
(simonyan)

Guided
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gradient™
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grads-10

DeeplIFT-
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Figure 3.10: DeepLIFT validation example with digit classification [44].

3.5 Grad-CAM

Gradient-weighted Class Activation Mapping (Grad-CAM) is a post-hoc, gradient-
based explanation technique and it generally supports images. Grad-CAM produces
a broad location map using the gradients of the input data that end up in the
convolutional layer, so as to show the visual reasons and make the prediction under-
stood. This methodology is an extension of CAM [59], which reduced performance
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for greater model transparency, but unlike this Grad-CAM method does not change
the structure of the model, so it remains accurate.

3.5.1 How does it operate?

The Grad-CAM technique takes the gradient information passing through the last
convutional layer of the neural network and associates weights with each neuron.
Figure 3.11 represents the general operation of the Grad-CAM method. The basic
intuition is that, starting with an input of an image and a class of interest, these
are fed into the model and then a raw score is given for the category. A gradient
of 1 is then only considered for the desired class, while all others are set to 0.
Then, the rectified convection maps of the features of interest receive the signal
and, as visible in the Grad-CAM box (blue heat map), combine to estimate the
location and thus the decision. As a final step, the heat map is multiplied to the
guided back-propagation, in order to provide higher resolution Guided Grad-CAM
visualisation.

v " " .
| —— Gradients A"{ ¢ |Tiger Cat
i —> Activations E

T ) i FC Layers Y
% uided Backpropagation K o (or)

- %I>_%_> 9 Acat lying on }lmaue Captioning
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Any RNN/LSTM thegrouni

Guided Grad-CAM
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Visual
Question Answering

Is there a cat? 9 FC Layer

RNN/LSTM
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e/ %
Backprop till conv "+

Yy (or)

Figure 3.11: Grad-CAM overview [45].

We now describe the operations performed in the mechanism of Figure 3.11.
Consider the discriminative location map of class Grad-CAM L¢, .., can i1 R**Y,
which has a width u and a height v for any class ¢. To compute such a map, one
must first look for the gradient of the score for the class ¢, y© (before softmax),
and then consider the feature map activations A* of a convective layer, hence
%. Furthermore, in order to find the importance weights of the neuron «of, back-
flowing gradients receive global average pooling in width (¢) and height (j). This is
described by the formula:
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global average pooling
1 ay°
c )
= =33 — (3.10)

7 == 0AE.

[ J )
——

gradients via backprop

3.5.2 Validation example

The validation of the Grad-CAM method was done with particular emphasis on
the relationship between interpretability and faithfulness metrics. A first validation
of the method we are going to analyse was done to analyse failure modes of
image classification CNNs, while the second was done to understand the effect of
adversarial noise.

In this first example, first a sorting of all correct network classifications (in this
case VGG-16) is done, and therefore Guided Grad-CAM is used to observe both
the explanation, the correct prediction and the predicted class. In this case, in
Figure X, it can be seen that the model fails to correctly predict some classes (e.g.
a and d) without looking at the display of the predicted class, however Guided
Grad-CAM appears to work with high resolution.

Ground truth: voleano Ground truth: volcano Ground truth: beaker Ground truth: coil
Predicted: sandbar Predicted: car mirror Predicted: syringe Predicted: vine snake
(a) (b) (©) (d)

Figure 3.12: Analyzing failure modes for VGG-16 with Grad-CAM [60]

The second example focuses on solving the problem of deep networks with
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adversarial examples, i.e. tiny input perturbations that trick the network into
incorrectly categorising with high confidence. In this example, adversarial images
are provided that have a very high probability (> 0.9999) for categories that are
not even present and a low probability for categories that are present. This can be
seen in Figure X. Grad-CAM is applied, which immediately identifies categories
on which the model is uncertain. In fact, in figures (c) and (d), it can be seen
that Grad-CAM manages to locate the actual categories very accurately, despite
the model not having categorised them as necessarily present. This shows that
Grad-CAM is a robust method to this issue.

The Grad-CAM code for experiments is available on

https://github.com/jacobgil /pytorch-grad-cam.

Boxer: 0.4 Cat: 0.2 Airliner: 0.9999 Boxer: 1.1e-20
(a) Original image b) Adversarial image (C) Grad-CAM “Dog”

Tiger Cat: 6.5e-17 Airliner: 0.9999 Space shuttle: le-5
(d) Grag-CAM “Car” (&) Grad-CAM “Airliner” (£) Grad-CAM “Space Shutte”

Figure 3.13: Grad-CAM resolution of effect of adversarial noise on VGG-16 [60]

3.6 T-EBAnO

Text-Explaining BlAckbox mOdels (T-EBAnO) [12] is a model-specific, perturbationt
based explanation technique for local and global prediction that is based on Natural
Language Processing (NLP). The general operation of this technique is that, given
a deep NLP model and an input in text format, T-EBAnO derives interpretable
features through model learning. It then uses the Perturbation Influence Relation
(PIR) index to measure the weight of each feature in the model decision process.
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3.6.1 How does it operate?

T-EBAnO justifies the inside reasoning of black-box models in NLP analytics tasks
framework. The T-EBAnO local explanation process is shown in Figure 3.14 and
it follows these steps:

1. An input textual document is given to the black-box model,
2. A class label is given as an ouput by the pre-trained model,
3. A combination of interpretable features is obtained by T-EBAnO;

4. Tt perturbs all interpretable features and sees if the model results work on the
inputs. This perturbation can have several outcomes on the model, including:

(a) The predicted probability increases: the features affected negatively the
process;

(b) The predicted probability decreases: the characteristics affected positively
the process.

(¢) The predicted probability is not significantly altered: the input was not
relevant to the process.

The nPIR index also deals with quantifying the difference that occurs before
the process and after the forecasting process, i.e. checking how much the effect
of the perturbation has affected it.

5. The process ends with the local explanation report, which illustrates the
outcomes of the perturbation.

If we then combine all the various local explanations produced by T-EBAnO,
we can obtain model-global explanations that explain the behaviour of the model
and its predictive process.

@'Imerpretable Feature Extraction {4} Perturbation @ Local Explanations
Multi-Layer Word . 1
Embedding Part of Speech Removal =‘J
) T Sentences | =3 u
4
_, Clusters of Nouns, Verbs, Substitution Explanation
interpretable set of Adjectives Computation
words
= | ’ T
&'aek < o
> >
Input Document Q) X @ Class Label

Figure 3.14: T-EBAnO local explanation process [12].
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3.6.2 Validation example

The experimental results of T-EBAnO were applied in two different use cases of
binary text classification, which show the great flexibility of this technique through
two different NLP models, namely LSTM and BERT. The first use case consists of
a binary toxic comment classification task, in which T-EBAnO explains whether
a comment can turn out to be "clean" or "toxic". This experiment is done using
the LSTM model and evaluated using the nPIR index. The second use case is a
sentiment analysis that tries to predict whether the sentiment of a text given as
input will be "positive" or "negative".

An example of a textual explanation of T-EBAnO, in this case customised with
an LSTM model and labelled as "toxic" with a very high probability, is shown
in 3.15. In (a) the original text is shown, while in the following experiments the
more informative explanations are shown, i.e. with a combination of nouns and
adjectives (b) and through a Multi-Layer Word Embedding extraction (c). It is
possible to observe the most important features as they are highlighted in red.
The T-EBAnO code for experiments is available on https://github.com/EBAnO-
Ecosystem/Text-EBAnO-Express.

Criticize a black man and the left calls you a racist.
Criticize a woman and you are a sexist. DNow I will
criticize you as a fool and you can call me intolerant.

(a) Original text

Criticize a black man and the left calls you a racist.
Criticize a woman and you are a sexist. Now I will
criticize you as a fool and you can call me intolerant.

(b) EXP1: Adjective & Noun - POS feature extraction

Criticize a black man and the left calls you a racist.
Criticize a woman and you are a sexist. Now I will
criticize you as a fool and you can call me intolerant.

(c) EXP2: Multi-layer word embedding feature extraction
Figure 3.15: T-EBAnO example of textual explanation for toxic classification task [12].

3.7 IntGrad

IntGrad is a post-hoc, gradient-based explanation tecnique and it supports text
and images. IntGrad does not need any changes to the original network settings
and is very easy to employ. The only thing it demands are some assessments to the
standard gradient operator. IntGrad method unites the property of Implementation
Invariance of Gradients along with the sensitivity of common methods, such as
DeepLIFT or LRP, as well reported in [46].
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3.7.1 How does it operate?

Let’s imagine that we have a function F' : R" — [0, 1] that stands for a deep
network. Precisely, we name x € R" the available input and name 2z’ € R” the
baseline one. If we are dealing with text models, the zero embedding vector can be
the baseline input, whereas for image networks it can be a black image.
Integrated gradients determine the path integral of the gradients beside the straight
trajectory from the baseline input z” to . We regard the straight trajectory in R"
from the baseline input z’ to . We then calculate each gradient of every point
along this trajectory.

The integrated gradient for a baseline z” and an input z for the " dimension is
described as:

L OF (' +ax (z—1'))

IntGrad;(z) = (z; — x}) X / da (3.11)

=0 8JZZ

OF ()
ox;

The gradient of F(z) for the i dimension is

3.7.2 Validation example

This technique has been applied to some image models, some text models and a
chemical model, in order to show its capacity to fix networks, to obtain rules from
a network and to allow users a better understanding of the models. It should also
be noted that the integrated gradient technique is relevant to a wide range of deep
networks.

Sundararajan et al. [46] consider images of Diabetic Retinopathy (DR), a disease
due to complications of diabetes that involves the eyes. Integrated gradients can be
used to analyse the feature weight in this network, and the explanations are very
important to retinal experts, who will gain confidence in the model’s decisions for
potential testing and screening. The baseline, as in the case of object recognition,
is a black baseline image (as explained above).

Figure 3.16 illustrates an image of the integrated gradients for a retinal fundus
view. The original image is displayed on the left and the overlayed gradients on a
gray scale are displayed in the figure on the right. The integrated gradients on the
colour channel are combined and covered on the original gray scale image on the
red channel if the attribution is negative, and on the green channel if it is positive.
In doing so, the integrated gradients are confined to certain pixels that may be
retinal wounds. The interior of the lesions receives negative attribution while the
periphery receives positive attribution indicating that the network focuses on the
lesion boundary. In the original image, the lesions are visible to the naked eye,
thus confirming that the attributions point correctly to them.
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The IntGrad code for experiments is available on
https://github.com/ankurtaly /Integrated-Gradients, .

4

Lesions

¢4.,

Figure 3.16: Attribution for Diabetic Retinopathy grade prediction from a retinal fundus image.
[46]

3.8 RISE

Randomized Input Sampling for Explanation (RISE) [47] is a gradient-based
explanation technique and it generally supports images. This method is applicable to
any off-the-shelf image network, and is technically different from traditional (white-
box) Grad-CAM [45] approaches, but is applicable to models for any architecture.
This technique operates according to a black-box approach, and works by creating
an importance map where each pixel is quantified by its weight. RISE works
by empirically testing the model with different versions of the input image to
obtain increasingly decipherable output. The input image is in fact sub-sampled
using random masks, which are saved as output. The final saliency map is a linear
combination of all the masked images in the output. A schematic of RISE operation
can be seen in Figure 3.17.
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Figure 3.17: Summary of RISE: the input image I is sub-sampled using random masks M; and
the masked images are shown with the output [47].

3.8.1 How does it operate?

RISE, as seen before and reported in [47], creates saliency maps from the sub-
sampling of random masks. The decisive saliency map is the weighted sum of the
random masks, with the importances being the resultant output on the node of
interests:

Erise(I, f)e = Z fe(I © M;)M; (3.12)

If f: I — R is a black-box model and I is the input, then M; is the random
mask and © is the element-wise product in spatial elements. The concept behind
this is that if a mask maintains significant parts of the image, it receives a higher
sum on the output, and thus a higher importance and more prevalent influence on
the decisive saliency map.

3.8.2 Validation example

An initial comparison was also made by the authors by taking an input image
and comparing the RISE method with the Grad-CAM and LIME methods, using
the deletion metric. This metric measures the loss of probability of a class that
important weights (in this case pixels) are removed: if the probability curve shows
a small area, this indicates that the explanation was good. In this example, Figure
3.18, RISE gets more accurate saliency and performs the lowest deletion score.

Another metric examined by the authors is the insertion metric, which studies
the weight of pixels based on their ability to sum up the image. This metric is
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(e) Image during deletion (f) RISE-Deletion (g) GradCAM-Deletion (h) LIME-Deletion

Figure 3.18: Comparison of RISE and other state of the art methods through deletion score
(AUC) [47].

measured by increasing the probability of the class of interest as pixels are added
to the saliency map.

Deletion Insertion

Explaining: bittern

AUC=0.049

Deletion Insertion

Explaining: white stork

AUC=0.127

Figure 3.19: The input images (first column) are turned in saliency maps (second column) thanks
to RISE tecnique with graphs of deletion (third column) and insertion (fourth column) [47].
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Subsequently, the authors perform extensive experiments on several benchmark
datasets, in which it is shown that RISE equals or exceeds the performance of
other methods, including white-box approaches. In particular, they evaluated it on
3 object classification datasets and tested the saliency maps created by different
explanation methods for a target object category of the images.

The RISE code for experiments is available on https://github.com/eclique/RISE.

3.9 Anchors

Anchors [48] is a post-hoc, perturbation-based explanation technique and it supports
text and images. Anchor is an algorithm that efficiently computes explanations
for any black-box model by means of precise rules named "anchors', based on the
"if-then" model. These rules imply a firm local explanation, such that variations
in the weight of the instance are not relevant. Figure 3.20 shows an example
of sentiment prediction in order to immediately understand the difference with
the LIME method [1], also developed by the same authors. The instances in
question are "not good" and "not bad": while LIME explanations are weighted with
scores and detached from positive and negative sentiment, in the Anchors method
sentiment is predicted with "anchors', so they are clear and easy to understand.

+ This movie is not bad. == This movie is not very good.

(a) Instances

(b) LIME explanations

{"not”, "bad”} > {"not”, "good"} >

(c) Anchor explanations
Figure 3.20: Sentiment prediction with LSTM of two sentences with LIME [1] and Anchors [48]

3.9.1 How does it operate?

Imagine that A is a rule (i.e., a group of predicates) working on an interpretable
representation, for which it holds that if all feature predicates are true for instance
z, then A(z) returns 1. Ribeiro et al. [48] set the following example, let instance z
= "This movie is not bad", so f(x) = Positive with a sentiment prediction, and A(z)
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=1, where A = "not", "bad". Then, let D be the perturbation and D(:|A) indicate
the conditional distribution if rule A is employed. Rule A becomes an anchor if
A(z) =1 and A is a sufficient term for f(z) with high probability, if a model z of
D(z|A) is calculated Positive, so f(z) = f(z). Officially, A becomes an anchor if:

EpaW =] = 7 Alz) =1 (3.13)

3.9.2 Validation example

The study of Anchor has allowed the authors to use it in several different models
and tasks of machine learning, such as classification, text generation and prediction,
applying it to several different domains, such as tables, text and images. The study
carried out is user-based and shows that users are able to predict the behaviour of
the model based on unseen instances, more easily and more accurately than other
techniques seen previously. Tests were also carried out on simulated users, using
tabular datasets, so that data is modelled from the training set and explanations
are derived from instances in the validation set, then measured on instances in
the test set. These studies have resulted in the fact that users find it easier to
understand anchor explanations rather than linear explanations: this is because
anchors are easier to apply and this is also demonstrated in user feedback and
application times.

The Anchor code for experiments is available on
https://github.com/marcotcr/anchor-experiments.

3.10 SmoothGrad

SmoothGrad [49] is a gradient-based explanation technique and it generally supports
images. SmoothGrad is a technique that sharpens sensitivity maps based on
gradients for humans, lessening visual noise, and with the additional possibility of
implementing other sensitivity map models. The basic intuition of SmoothGrad is
to receive an input image, add noise to this image by sampling comparable images
and finally, for every sampled image, calculate the average of the final sensitivity
maps.

3.10.1 How does it operate?

Let’s imagine a model that categorizes an image in one class from a group C.
Let the input image be z, then the image classification networks calculate a class
activation function S, for every class ¢ € C, and the last classification class(z) is
decided by the class that has the highest total:
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class(x) = argmaz.ccSe(r) (3.14)

So, we can create a sensitivity map M, (z) for every image, when of course the
functions S, are piecewise differentiable, only by differentiating M, taking the input
into account. This way, we describe:

M,(z) = (3.15)

in which 05, is the derivative (gradient) of S. and M, denotes the small variation
every pixel of z would get to the classification record for class c.
The work done by Smilkov et al. [49] is to generate superior sensitivity maps, in fact
they build the visualization on a smoothing of 05, with a Gaussian kernel instead
of doing it simply on the gradient 0.S.. They calculate a stochastic approximation,
getting casual samples in a neighbourhood of the input z and averaging the
subsequent sensitivity maps:

M.(x) = XT:MC(.%' + N(0,0?)) (3.16)

SRS

in which 7 is the number of samples taken into account and N(0,0?) is the
Gaussian noise.

3.10.2 Validation example

In order to validate the SmoothGrad method, various experiments were carried out
with the help of a neural network suitable for image classification, measuring the
level of noise added. Figure 3.21 shows an example of the effects of the sharpness
of the sensitivity maps by adding Gaussian noise (0, o2).
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Noise level 0% 5% 10% 20% 30% 50%
S :

Figure 3.21: Effect of noise level on gazelle images [49)].

All the experiments carried out by the authors lead to the conclusion that the
gradient estimation M., a novelty introduced with this tecnique, returns sensitivity
maps that are visually much more compact than the gradients previously used.
The SmoothGrad code for experiments is available on
https://github.com /hs2k /pytorch-smoothgrad.

3.11 SENN

Self-Explaining Neural Networks (SENN) [50] is a local explanation technique
and it supports texts and images. SENN is interpretable through the underlying
regularisation scheme, and is also similar to a linear model in terms of local
behaviour. The SENN is composed by three parts, as reported in Figure 3.22:

» a concept encoder (the green part): it converts the input into a small group
of interpretable basis features;

« an input-dependent parametrizer (the orange part): it creates relevance grades;

e an aggregation function: it unites to make a prediction.

The robustness deficit on the parametrizer ensure that the full model computes
locally as a linear one on h(z) with parameters 6 (z).
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Figure 3.22: Overview of SENN [50].

&
\
/4
= (Y
'\QQUEAQ'IQ.] -
' ]
N 1
1
.
x4V
(1]
i)
=3
5
=

robustness
loss Ly

Moreover, the coefficients of this model change slightly around all inputs (locally),
effectively keeping the model to a linear model: all this is done to ensure the stability
of the model. In this way, the resulting model is a very complex interpretable
model, but one that preserves the desirable characteristics of normal linear models
and does not lose performance.

3.11.1 How does it operate?

Consider z € X C R” and X C R™ input and output ranges. Then, let f : X —
Y be a "self-explaining prediction model" with the following expression:

flz) = g(0(x)1h(2)1), ..., 0(x)ch(x)) (3.17)

in which ¢ is a monotone function and wholly additively separable, € has a
bound with local difference by h and h(z) is an interpretable representation of z.
This class of functions also contains linear predictors, e.g., nearest-neighbor classi-
fiers and generalized linear models. By the way, the true strength of the models
show in this formula occurs when 6(-) is made by architectures with large mod-
eling capacity; and when 6(-) is made with a neural network, we rely to f as a
Self-Explanaining Neural Network.
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3.11.2 Validation example

This structure, in light of the experimental results obtained by the authors, allows
to combine interpretability and complexity of the models. The validation was done
for datasets whose models behave equally if not modular and not interpretable;
moreover, the evaluation was done based on three fundamental criteria, namely
explicitness and intelligibility, fidelity and stability. Figure 3.23 shows an excerpt
from [50] in which the SENN method was compared to very popular methods
for their interpretability, namely LIME [1], several gradient-based methods, e.g.
IntGrad [46] and LRP [43], also seen previously.
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Figure 3.23: A comparison of SENN’s concept-base tecnique and common input-based ones [50].

SENN'’s explanations differ from others in that they provide a characterization
of the proposed input concepts in the form of prototype descriptions. The evolution
brought by SENN is to go against the classical notions of interpretability provided
by the proposed methods, in order to evolve future complex architectures and at
the same time obtain desiderata already intrinsic to the model, i.e., those previously
proposed in the experiments. Thus, the basic idea of the authors was to show that
this type of architecture can generate very complex and interpretable models that
provide equally powerful explanations.

The SENN code for experiments is available on https://github.com/dmelis/SENN.

3.12 SITE

Self-Interpretable model with Transformation Equivariant Interpretation (SITE)
[51] is a post-hoc explanation technique and it supports text and images. SITE
is a self-interpretable model, i.e. it is able to provide predictions and at the same
time make them interpretable. In fact, with this technique we generate input-
dependent prototypes for each class and make the prediction so that it is a kind of
product between the features extracted from the model and each prototype; and by
upsampling it is possible to see the various interpretations. SITE differs from other
methodologies in that it provides understandable and interpretable interpretations
while maintaining uncommon prediction power, and does not need extra domain
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knowledge. Figure X shows how SITE works. The model can receive as input both
the original image = and the transformed image 7'(z). This is immediately sent to
the feature extractor Fy, after which the model, via the generator G, formulates the
prototypes. At this point, both the prediction and the interpretation are formulated
via the product ® between each prototype and the hidden representation F(7T(z)).

X H(GI(F1(x))oF1(x)))
m SITE
SITE
T —| regularization |«
Fa(T(x)) j
-
-~ -~ (spsamping} "~
T \ H(GI(F1(TCO) OF(T()))

Figure 3.24: Overview of the model SITE [51].

3.12.1 How does it operate?

Here we show the example formula for image classification. Let z € RP represent
the input image and let one-hot vector y € [0, 1]° represent the expected class
probabilities. Then, consider p the result of the total channels, the width, and
height of the image x, and ¢ the total classes. Thus, a normal classifier F' : z +—
y can be split into F' = Fy o F; with the classifier Fy and the feature extractor
Fi, in which F} : x — z and Fy : z — y. F} is typically made of convutional
neural networks, and F, involves fully connected layers. Then, z € R? represents
the extracted hidden representations of z and it is generally smaller because d <
p. The aim of the model is to lessen the classification loss, so the formula is the
following:

FﬁréoFIExeX’yeche(F(x>’ y) (3.18)

in which & is the input data set and )Y is the target set, and L. represents the
cross-entropy loss function.

3.12.2 Validation example

The validation of SITE is done through experiments in which its quality of inter-
pretation and prediction is affirmed. The first experiment is carried out with three
images (an aeroplane, a dog and a car), with which it is demonstrated by means of
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appropriate transformations with the model that SITE highlights the main parts of
the objects mentioned in each image very well, making them comprehensible also
for the human. This is represented in Figure 3.25, where the first rows illustrate the
input images and their arbitrary changed version, while the second rows illustrate
the parallel interpretation heat maps.
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Figure 3.25: Interpretation example of SITE [51].

Afterwards, a comparative experiment was carried out with other common
explanation techniques, such as techniques already discussed in this thesis (Grad-
CAM [45], IntGrad [46] and RISE [47]). In this experiment, visible in Figure 3.26,
it is possible to observe in the first and third row the interpretation of the various
models on an input image, while in the second and fourth row the interpretation
is made on the transformed image. It can be seen from this example that many
models provide interpretations with noise, or do not work correctly; on the contrary,
SITE maintains almost all the transformation and the interpretation is correct.
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Figure 3.26: SITE comparison with other common explanation tecniques [51].

3.13 VA-GAN

Visual Attribution based on Generative Adversarial Networks (VA-GAN) [52] is
an intrinsic explanation technique and it usually supports images. VA-GAN is
a technique based on feature attribution and relies on Wasserstein Generative
Adversarial Networks (WGAN) [61], which are particular because they lessen an
approximation of the Wasserstein distance between the generated and real image
distributions. The peculiarity of this method is that it does not rely on any classifier
(or use one trained independently or by an expert), but works by means of a map
that is totally different from the images of a base category when attached to the
input image of a category. For this reason, this technique needs a base category,
which is common for medical images: in fact, this technique works remarkably well
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for synthetic data sets and real neuroimaging data.

3.13.1 How does it operate?

With the VA-GAN technique we estimate a map that tries to highlight areas in
an image that are peculiar to it. We prepare the method with two classes ¢ €
0,1: a base class and a class of interest. We represent an image with x and the
distribution of images from the class ¢ = 0 with pg(z|c = 0) and images from the
class ¢ = 1 with pg(x|c = 1). The formula of the method is to estimate of a map
function M(x) that generates an image, when added to an image z; of category c
= 1, thus:

Yi = i + M(z;) (3.19)

which is identical from the images sampled by pg(x|c = 0). So, the map M(x;)
has all the features that characterize the input image x; from the other category.

3.13.2 Validation example

This method is validated specifically for medical fields, as mentioned above, on
synthetic 2D data and on 3D MRI data, for which we aim to find some more peculiar
diseases, such as Alzheimer’s disease (AD). With this validation, the technique
is compared with common state-of-the-art methods discussed in this thesis, e.g.
IntGrad and CAM (more specifically we focused on sub-techniques). Examples
of the above-mentioned estimated disease effect maps can be seen in Figure X.
For the back-propagation methods, it was found that the network compressed the
least predictive features, thus focusing mainly on the edges rather than the whole
object. The CAM method, on the other hand, has a reduced spatial resolution for
its computation. We show, therefore, that the VA-GAN method produces much
more localised effect maps for this disease, by being able to focus on whole squares
and correctly target edges, accurately identifying both focal points representing
the disease.
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_Observed Int. Grad. Add. Pert. CAM VA-GAN

Figure 3.27: VA-GAN comparison with other common explanation tecniques [52].

The VA-GAN code for experiments is available on
https://github.com/baumgach /vagan-code.

3.14 ICAM

Interpretable Classification via disentangled representations and feature Attribution
Mapping (ICAM) [53] is an intrinsic explanation technique and it usually supports
images. ICAM is a method of feature assignment that is characterised by its
interpretability and the presence of very efficient feature assignment maps. ICAM,
in fact, is based on an image-to-image translation structure, so that it performs
feature attribution by distinguishing attributes that are important to the class from
those that are not. This explanation technique uses a classifier that converts the
inputs of several classes into a discrete latent space, and a generator that combines
the feature attribution maps with all the important features for the class. Figure
3.28 shows a schematic of ICAM’s operation, in which it performs classification
with attribute map generation for two images given as input x and y.
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Figure 3.28: Overview of ICAM method [53].

3.14.1 How does it operate?

To explain the operations behind ICAM we consider a content encoder E° that
converts class-irrelevant information from a common content latent space z¢, Zz(j €
C, through the request of a content discriminator D¢, whose aim is to categorize the
classes and domains. For input imagesz, y of classes ¢, and ¢, respectively, the aim
of the encoder E°¢ is to trick the discriminator to categorize an input improperly
(B¢t — z5), (E°: y — 2;). Let’s consider then an attribute encoder E* that
acquires all pertinent class information and categorizes among domains (E* : © —
zy = ), (B y — 2§ — ¢,) working with an entirely connected/dense layer that
is employed to the common attribute latent space z3, z; € A. Then, we consider a
generator G that combines an image trained on the content and on attribute latent
spaces by switching the content latent space. By changing the domains we can see
the distinctions between the two classes, thanks to the feature attribution map:
M, =v-xz, M, = p - y. Ultimately, the domain discriminator D differentiates the

generated and the original images and categorizes the two domains.

3.14.2 Validation example

The validation of ICAM was done on several datasets that focused on medical
studies, specifically ablation on 2D simulations, estimation of the accuracy of the
created attribution maps, and study of the flexibility of the method to analyse
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phenotypic variation. What emerged was that ICAM presents itself as the single
technique that creates feature attribution maps from latent attribute (class-relevant)
and content (class-irrelevant) spaces. Moreover, its strongly interpretable latent
space grants full evaluation of phenotypic variability by analysing variance and
mean feature attribution maps. An example of this result is shown in Figure X, in
which ICAM is compared with VA-GAN [52], a method very similar in application
and operation, but with differences in attribute classification and variance analysis.
The image shows a modelling of healthy ageing, in which a transformation is made
from an old to a young individual. It can be seen that ICAM has a better detection
in the objects in question, namely in the cortex (green), in the ventricles (blue) and
in the hippocampus (pink). It can also be seen that, while VA-GAN only makes
small variations to the intensity of the pixels, ICAM is instead capable of adjusting
the form of the various regions of the brain.

The ICAM code for experiments is available on
https://github.com/CherBass/ICAM.

Real ICAM VA-GAN ICAM ICAM
age 74 translation translation variance mean VA-GAN

Coronal

Axial

1 0

Figure 3.29: Comparison of ICAM and VA-GAN [53].

3.15 Archipelago

Archipelago [54] is a post-hoc explanation technique and it supports text and images.
Archipelago is based on the attribution and identification of interactions, and it’s
named after its ability to give explanations by isolating feature interactions, or to
be more clear, ’islands’ of features.This technique differs from the others in that it
better finds the most important interactions and is much more interpretable e.g.
when used on annotation labels in sentiment analysis or even in image classification.
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3.15.1 How does it operate?

Archipelago receives as input a black-box model f and a data set z*. The output
it will return is composed of a set of interactions and individual features Z and
for each set of features an attribution score ¢(Z) will be assigned. Archipelago is
divided as mentioned into two methods: ArchAttribute, the method of attributing
interactions, and ArchDetect, the corresponding method that detects interactions.
To explain ArchAttribute, consider Z as the set of feature indicators that match
with a required attribution score. ArchAttribute is the anticipated attribution
score, and it is represented by:

A(I) = f(ag + 27) — f(2) (3.20)

Basically, it isolates the attribution of % from the adjacent baseline content 2’
and as reported above we name this isolation the “island effect”.
ArchDetect, instead, works in pair with ArchAttribute, considering the interaction
strength w; ;(z) between two features 7 and j for the context x; ;. ArchDetect’s
work for the pairwise interaction detection is given by:

@i = 554(a") + i (&) (3.21)

3.15.2 Validation example

The validation of Archipelago was carried out on text, specifically for a sentiment
analysis, and on image classification. Based on the evaluations made by the authors,
it can be shown that Archipelago proved to be highly interpretable in terms of
explanations and that the model proves to be reliable and consistent.

The first experiment, shown in Figure 3.30, involves text input and is based on
BERT visualisation with casual phrases with BERT tokenization. It can be seen
that the arrows imply interactions and the colours denote attribution scores, while
on the right hand side the sentiment classification (f.ls) is represented. It is
observable that interactions indicate relevant and sometimes long-range word sets,
and colours look sensible.

59



State of the art explanation techniques
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i- to report that these ops are |just _ . neg
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it ' s a - sign when you begin to envy her condition . neg

it ' s - and affecting and exactly as - - _ as it should be . pos
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a movie that ' s not merely un -watch -able , but also -list -ena -ble . ne,
g

Figure 3.30: Archipelago’s text sentences experiment [54].

The second experiment, shown in Figure 3.31, concerns an image input with a
COVID-19 classifier working on casual lung X-rays classified as positive. It can
be seen that the coloured contours show the feature sets identified with positive
attribution and the interactions, on the other hand, almost all focus on the heart
great vessel region delineated in green.

The Archipelago code for experiments is available on
https://github.com/mtsang/archipelago.

positive
attribution
rank

o

3.16 Mahé

Model-agnostic hierarchical explanations (Mahé) [55] is a local, post-hoc explanation
technique and it supports text and images. Mahé, as its name implies, offers model-
independent but context-dependent hierarchical explanations; this is done through
a local interpretation algorithm that easily processes all interactions of diverse
order and acquires context-free explanations through the simplification of context-
dependent interactions to predict global behaviour. Going deeper, Mahé receives
as input a data instance and a model to be explained, and returns as output
a hierarchical explanation, which succeeds in indicating the local group-variable
relationships that are employed in the explanation. In the case of context-free
explanations, on the other hand, Mahé receives as input a model and representative
data corresponding to an interaction of interest and returns it as output if this
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interaction is context-free. Thus, Mahé differs from methods in the literature
in that it refines context-dependent explanations based on interaction detection,
adaptation performance and model generalisation, and it is also the first technique
to offer context-free explanations of interactions in deep learning models.

Figure 3.32 provides an overview of how context-dependent hierarchical explanation
works. In the first step, a data instance is given as a input into the model (e.g.
a classifier). In the second steps, the model locally perturbs the input to make
the prediction. This diagram illustrates how, in contrast to LIME, Mahé uses
a neural network to learn the nonlinear decision margin used to categorise the
instance. Finally, the third step represents the attribution score of the data instance
interactions.

‘ {x4, x5} are interacting |
1

Input into complex
- .
ML model: ! -
! Mahé ‘\‘ Fit2 Interaction Hierarchical
s SN + +‘\\ (R*) Ranking Explanation
this movie is not bad Xy ! e ,ﬂﬁ-_ 0.6 none (linear LIME) this movie is not-
E]
X; X; X3 Xg Xg -_ - 0.8 {xgxs} not bad
Ve 0.9 {x5, X4 X5} movie not bad
- .~ linear LIME
X5 |:|‘:|':| (not, bad)
Step 1 Step 2 Step 3

Figure 3.32: Overview of context-dependent hierarchical explanation [55].

3.16.1 How does it operate?

Mahé, as reported above, can offer context-dependent and context-free explanations
of interactions. Consider f(-) is a target function of interest (e.g. a classifier), and
¢(-) a local approximation of f. Consider g;(-) any function where attribution scores
are provided by g;(z;) for every feature . Also, consider a data instance z € RP
and a bias b. The generalization of interaction explanation can be given by:

o (x) = igxxi) + 3 silen) +b (3.22)

where 27 € R are the interacting variables matching the variable indicators Z
and {Z;}K, is a set of K interactions.

3.16.2 Validation example

The validation of Mahé was carried out on synthetic and real data, demonstrating
how this technique manages to match and even surpass other models in the literature
explaining interactions especially context-free ones. Some examples of validation of
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hierarchical explanations are given in the following illustrations. An example of a
context-dependent explanation in hierarchical format is given in Figure 3.33. The
colours in the super-pixels symbolize the attribution totals and their polarity. Parts
coloured cyan influence positively the prediction, while parts coloured red influence
negatively. The limits between corresponding interactions are united when the
attribution polarities match.

QOriginal Image linear LIMEiIeelll Mahé (level 2) Mahé (level 3) Mahé (level 4)
(a) - — 2183 0.317
prediction: o o
stretcher

-2.183 -0.317
AT =0.84

QOriginal Image Mahé (level 2)
(b) 0.76
prediction: o

window screen
-0.76

Criginal Image
3 —

(C) 2250 0122
prediction: o o
Pomeranian

o M oso 0122

RZ=0.871 AZ=0.001
Original Image linear LIME level 1) Mahé (level 2) Mahé (level 3) Mahé (level 4)

) e oy 4.271 0.134
prediction: 0 0

water buffalo

| u0.004
Ia
-0.094

-4.371 -0.134

at :
R*=0.877 R = 0.B82 A% = 0.894 R#=0.901

Figure 3.33: Example of context-dependent hierarchical explanation with images [55].

Another example of context-dependent hierarchical explanations is given in
Figure 3.34, in which the interaction attribution is emphasised by different colours
and shades. Green represents a positive contribution and red a negative contribution.
The various attributions are then normalised and the scores are represented on the
right, according to max attribution magnitudes.
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Method Level Fit (R?) Hierarchical Explanation Max magn.
linear LIME 1 0.621 the film is really ‘not so much bad as- 0.744
Mahé 2 0.751 not, bad

Mahé 3 0.916

Mahé 4 0.926 0.119
linear LIME 1 0.519  a very - science fiction film 0.708
Mahé 2 0.598 science, fiction

Mahé 3 0.819

Mahé 4 0.923 0.213

linear LIME 1 0.612 a - romantic comedy that is by far the 0.612

lightest dogme film and among the most | enjoyable

Mahé 2 0.856 charming, enjoyable
3

Figure 3.34: Example of context-dependent hierarchical explanation on sentiment analysis with
LSTM [55].

3.17 XRAI

XRALI [56] is a gradient-based explanation technique and it usually supports images.
XRAI is an integrated gradient-based attribution method and can be implemented
with any DNN-based model if the input features can be segmented using similarity
metrics. XRAI is a saliency method that gradually expands attribution regions,
and can assure high quality, correctly delimited saliency regions that surpasses
saliency techniques found in the literature. The diagram of how this technique
works is shown in Figure 3.35. First, the image is given as input and the system
over-segments it into many regions of different shapes, overlapping each other. After
that, segments are gradually put according to their integrated gradient density.
The region importance level can be retrieved from the trajectory. For example, in
this particular case, the method restored the face present in the image, i.e. that of
the leopard, thus providing an accurate classification, then put the body and the
remaining part of the image. Finally, on the right is the diagram of the evaluation
method for the image and a certain area threshold. In this section, the unfocused
image and the mask are united to offer the saliency-focused image.
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Input Image (a) XRAI (b) Evaluation (c)

Test image

Defocused image

suolbai jualjes jo Ai0joales)

Saliency mask @ area

Figure 3.35: Overview of XRAI method [56].

3.17.1 How does it operate?

To work towards the attribution, XRAI employs Integrated Gradients with black
and white baselines. Employing a black image as a baseline is helpful to decrease
attribution of dark input pixels, thus an RGB number of (0, 0, 0) will get precisely
0 attribution. This becomes clear from the Integrated Gradients’ formula:

IGi(x) = (x; — ) % /al:o OF (@ + (g; (2~ xl))da (3.23)

in which z; is the input pixel ¢ and x/; is the equivalent baseline pixel.
Furthermore, in order to choose regions, XRAI computes that given two regions,
the one adding the most positive value is more relevant for the classifier. From
that, XRAI begins with an empty mask, then adds the regions choosing from the
one that returns the greatest increase in total attributions per area. The model
goes on until it is out of regions or if the full image is obtained.

3.17.2 Validation example

The validation of XRAI has been done through empirical experiments that show
that it offers very good results compared to other saliency methods in the literature.
Two examples of comparisons of XRAI with other common saliency methods are
given below.

In Figure 3.36, an example of the output of many common methods is shown for
a fixed area threshold on an image, in which two dogs are visible, one larger and
the other smaller. All variants of integrated gradients generally work well, however
they do have some grainy regions. In addition, the edges often get more prominence
than the two subjects within the image, in fact from this it can be understood
that the edge method works best with only one (relatively large) subject within an
image, because those of the main object stand out and there would be only those.
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Figure 3.36: Example of XRAI and comparison with other common techniques [56].

Figure 3.37 shows a single comparison between XRAI and Grad-CAM [45],
which is the method that comes closest in terms of performance. While Grad-CAM
works by choosing one region and gradually enlarging it depending on the region,
XRALI is able to work on several regions. For example, in the figure it can be seen
that XRAI works by focusing mainly on the object of interest, whereas Grad-CAM
covers circular areas between the objects.

XRAI

1G (a-Rand)

Afncan grey Norweqgian elkhound Starfish Snail Goldfinch

Figure 3.37: Comparison between XRAI and Grad-CAM [56].

The XRAI code for experiments is available on https://github.com/PAIR-
code/saliency.

65



Chapter 4
State of the art comparative

In this chapter, we address the issue of comparing and testing various explana-
tion techniques. How are they validated and with which methodologies are they
compared?

4.1 Theoretical and experimental surveys

Many surveys exist in the state of the art that make purely theoretical comparisons.
For example, in [31] a survey of existing literature was conducted for the full
evaluation of XAl techniques, methods collected through the largest conferences
and computer science journals in the field of HCI and machine learning. In [40], on
the other hand, an in-depth categorisation of all the main components in machine
learning was made, starting with the desiderata of an interpretable model, to
categorise the types of black-box models and explanators. The paper [37] focuses
on detailed descriptions of what it is and what types of explanations exist, how
they are categorised, and also discusses objective and subjective metrics for how to
evaluate them. In [33] you can find a thorough overview of all the most used terms
in machine learning, as well as an important explanation of what interpretability
is. In [62], on the other hand, a comprehensive list is made of all ethical principles
within the XAI, the various definitions related to explanations and all the main
categorisation features of the most common explanation techniques are summarised
schematically. In [63], finally, an overview is given for the evaluation of explanation
methods, and special attention is paid to perturbation-based methods and the
inputs they can receive.

Other surveys are experimental, such as [64], in which three different tasks are
performed to evaluate various methods: the survey results very comprehensive in
terms of the various human-grounded evaluation tasks proposed and the number
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and dimensions of explanation methods being evaluated. In the paper [65], on the
other hand, a survey is proposed in which XAI methods are compared using a new
verification methodology that incorporates the temporal dimensions. In [66], a
quantitative experimental comparison is made on all dimensions used by the XAI
methods, using specific metrics and desiderata, such as faithfulness, localisation and
stability. In [67], the authors demonstrate through an experimental study which
method performs better between LIME and SHAP, with different neural networks,
according to some fundamental metrics, such as identity, stability, and separability.
In [68] a number of XAI methods are compared using the new MDMC evaluation
framework, and through this it is shown that several metrics in the various methods
can be improved, such as accuracy, transparency and final prediction. On the other
hand, in [69] a new method of quantitative comparison of explanation methods is
proposed by means of a specific task, for which there are several explanations to
take into account and the evaluation is done by users. As a last step, the authors
in [70] proposed some tasks in human-grounded design to compare the different
representations and effects of XAI methods, in order to increase the demand for
more informed design decisions in XAl interfaces.

4.2 Evaluation metrics

In this section we are going to define the various metrics for evaluating both Al
models and XAI techniques, proposed in many of the surveys mentioned above, to
assess the goodness of the model and of the explanations. As defined above, experi-
mental surveys are usually validated by certain metrics, which refer to desiderata to
be achieved by a method of explanation. While in the paper [71] certain metrics (e.g.
computational cost and recovering difference) are defined for a specific experiment,
many other surveys in the literature, including those listed above, specify some
criteria on which the evaluation of one or more explanation methods is based.

It is important to remember that a good evaluation metric must make a compre-
hensive quantification of the quality of the predictive output. Moreover, it should
be applicable to different structures, so that they are easily comparable.

4.2.1 Interpretability

Interpretability is one of the fundamental and also most meaningful measures in
the field of explanations. According to Guidotti et al. [40], interpretability can be
defined as the ability to explain or provide meaning in a way that is understandable
to humans, so a model or prediction will be interpretable if it can be understood
by humans. The most heated discussion introduced by these authors is how to
actually measure this. According to Doshi-Velez et al. [39], interpreting a model
also means presenting it in conditions comprehensible to humans, and therefore
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this article also speaks of interpretability as comprehensibility. Finally, as further
proof, according to Mohseni et al. [31], interpretability is the ability to help the
human being understand and comprehend the decision-making methodologies of
the model process and its predictions.

4.2.2 Accuracy

Accuracy, along with interpretability, is one of the most important and most
competitive measures to achieve among the various explanation techniques. The
accuracy of the model, according to Guidotti et al. [40] measures how well the
it is able to make accurate decisions about unseen instances. An explanation
technique, on the other hand, measures the accuracy in which it describes how the
model works. Accuracy can be measured by scores found in the literature, e.g. the
Fl-score [72] or the sickness score [11].

4.2.3 Fidelity

Fidelity is a very similar metric to accuracy (and can have the same metrics such as
the Fl-score) but takes into account the black-box outcome. In fact, according to
Guidotti et al. [40], the fidelity of a model measures how well it is able to faithfully
reproduce the behaviour of a black-box predictor and evaluates the goodness of
the imitation of that. As for an explanation technique, on the other hand, this
measures how reliable it is in reproducing and explaining the behaviour of the
model, and especially, as we shall see in the experimental part, showing the user
how it actually works.

4.2.4 Fairness

The fairness, as reported in [41], measures the extent to which an AT model is
able to protect the final output against direct or indirect discrimination. Also
according to Doshi-Velez et al. [39], the concept of fairness is associated with
non-discrimination towards protected groups, whether implicit or explicit. In [31],
it is also reported that the concept of fairness implies ethical analysis of the model
and data used in the prediction and decision-making process. As explained by
Pastor et al. [73], it is often the input data that is discriminatory or unfair, so it is
necessary to know where it comes from and whether or not there are any potential
discriminating factors in order for the entire model to meet fairness standards.

4.2.5 Usability

The usability of a model measures how useful the information generated is to
users for their task, emphasizing the interactivity of a model and discouraging
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fixed explanations. For example, as reported in [39], the usability of a model
can give information to the user to complete a task, such as the aircraft collision
avoidance system. In the context of explanation techniques, we talk about usability
or «usefulness» when we want to try to understand how helpful an explanation has
been to a user in comprehending how the model works.

4.2.6 Reliability

The reliability measures the ability of a model to remain performant despite
small changes in certain parameters or differences in input data. By changing
certain inputs, in fact, as stated in [39], a model must maintain a certain level of
performance, which is why this concept is often associated with that of robustness.
Also according to Mohseni et al. [31], reliability is useful to ascertain the confidence
a user has in the model and to help them follow instructions to maintain high
performance. A similar concept can be found in the reliability of an explanation,
i.e. the ability of the explanation to show even the smallest variations in the model,
or features that have no relevance to the final prediction.

4.2.7 Faithfulness

The faithfulness, mainly described by Li et al. [74], explains how important relevance
scores are for the decisions made by the model. For example, this measure can be
quantified by disrupting the model by removing or adding certain features. There
are several metrics to measure this, for example iAUC is presented in [47]. The
faithfulness of an explanation (also called trustworthiness) can be calculated in the
same way, i.e. it assesses how faithful it is in emulating the behaviour of a model,
to which possibly a feature perturbation has been made.

4.2.8 Stability

Stability measures how stable the model is to unanticipated changes. According to
Li et al. [74], with examples of saliency maps, an explanation is considered stable
when, by slightly perturbing an input, the prediction is very similar and has the
same confidence distribution. For this reason, in [75], the authors compare the
term stability with the term identity. Stability can be measured by various metrics,
e.g. SENS 4.
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Proposed comparative

In the next sections we propose a comparison that provides a detailed example for
the subjective and objective comparison of the various explainability techniques
proposed so far.

5.1 Study and comparison using human-based
metrics

The subjective comparison we propose is the construction of a survey based on
experiments that evaluate both objectively and subjectively the XAl techniques
through users.

The implementation of the survey required several steps, in which we reflected on
the various human-based assessment metrics in the literature and those that could
be newly implemented. We decided to base the survey on local explanations, as we
tried to explain the reason why a model predicted a certain label.

The structure of the proposed questionnaire is divided in six sections, including the
first introductory section. For the work of this thesis, the users of the survey could
be both domain-experts and non-expert users, however we tried to prefer a more
experienced user base in the Al field. The survey was distributed for about 7 days
to users mainly from the Politecnico di Torino and the total turnout was 45 people.

To carry out this survey, we decided to train a BERT (version base) [76] model
and use a binary type of dataset (IMDDb dataset of 50k movie reviews [77]). Two
models were used and trained to conduct the survey, one of which was deliberately
trained to a high accuracy and the other, useful only for the purposes of section
2, deliberately trained to a lower accuracy. The "well-trained" model, which was
used for all the tasks, was trained on the 25k samples of the balanced training set
(12.5k labelled as "Positive" and 12.5k labelled as "Negative"). The model obtained
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an accuracy on the other 25k samples of the test set of 93.7%. The "bad-trained"
model, on the other hand, was only trained on 1000 samples (500 "Positive" and 500
"Negative"), significantly less, while 25k samples were always used for the testing
set. The accuracy of this model was 71.6%. We trained both models for one epoch,
i.e. using the whole training set once. The learning rate was 2e-5, the batch size
was 8 and the optimiser was AdamW.

5.1.1 Introductory first section

In the first introductory section, an attempt was made to summarise the basic
concepts of Artificial Intelligence and Explainable Artificial Intelligence, and then
to explain how a predictive model works and the concept of explanation. This was
done primarily to introduce the subject to non-expert users of the domain, in order
to expand the compilation of the survey as much as possible. As a final point,
the definition of a "good predictive model" and a "good explanation technique"
was suggested to the user. The user was then asked two questions regarding their
knowledge of machine learning and Explainable Artificial Intelligence, in order to
map the users’ responses to the questionnaire.

5.1.2 Second section: fidelity

The second section of the survey concerns the first actual question on metrics. In
particular, this section evaluates the fidelity of the XAl technique. This section
has been designed taking inspiration from experiments in [64].

A "well-trained" model was trained with 25.000 samples, and a "bad-trained" model
was trained with 1.000 samples, so that the accuracy is significantly lower than the
first. We nominate by convention the first model as "good model" and the second
model as "bad model".

After that, explanations for both models are generated using T-EBAnO, LIME
and SHAP techniques. The aim of this application is to evaluate the goodness of
explanations in recognising whether a model is working well or not.

For the purposes of the survey, for each XAl technique, the user is provided with
an input text and two explanations, one explaining the good model and the other
explaining the bad model. The label predicted by the model is also provided, which
is required to be the same for both models of the specific input text in order to
design the experiment. Then, the user will be asked which of the two provided
explanations he thinks best explains the predicted label. Indirectly, in fact, the user
is being asked to recognise, thanks to the good functioning of the XAl technique
used, which model has predicted better. Therefore, if the XAl technique performs
well, the user will easily be able to recognise the explanation referring to the good
model.
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The user was given an example (Figure 5.1) to better understand the reasoning
they would have to do in answering the following questions.

This 15 the TEXT analysed
. by the model and the
INPUT TEXT .~ | PREDICTED LABEL
If you like original gut wrenching laughter you will like this movie. If you are young or old then |
vou will love this movie, hell even my mom liked it. Great Camp!!! EXPLANATION 1 15
i appropriate
Predicted label: POSITIVE The h.lghllghted words
EXPLANATION1 (kev words/tokens explaining the prediction are highlighted in blue) / are ccrrcl:a%e(% with the
prediction
If vou like original gut wrenching laughter vou will like this movie. If vou are voung or old then [
vou will love this mowie, hell even my mom liked it. Great Camp!!! EXPLANATION 2 is
not appropriate
EXPLANATION2 (key words/tokens explaining the prediction are highlighted in blus) / The highlighted words
are not correlated with

If you like original gut wrenching laughter vou will like this movie. If you are voung or old then

the prediction
you will love this movie, hell even my mom liked it. Great Camp!!! [ >

Figure 5.1: Example given to the user for section 2.

The scores assigned to this section were also based on the experiment carried
out in [64], and range from +1 to -1, with 5 degrees of scoring according to the
possible responses the user can give. In the case of this task, whose example of a
question and response choice is shown in Figure 5.2, the scores were:

o +1 if "Explanation 1 is far more appropriate than Explanation 2" is correc-
t/incorrect;

o £0.5 if "Explanation 1 is rather more appropriate than Explanation 2" is
correct /incorrect;

o 0 if the user selects "Explanation 1 and Explanation 2 are equally appropriate".
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Which explanation do you think best explains the predicted label?

INPUT TEXT

| found it real shocking at first to see William Shakespeare's love masterpiece reworked into a gory.
violent and kinky sensual movie adaptation. But after you watched it once, it sort of grows on you
when you watch it the second and third times, as you come over the shock and start appreciating the
movie on its own ments - solid acting, good dialogue, nice sequencing and choreography, not-too-
bad soundtrack and some of the (special) effects that go on. Oh, and also the ending. What a niot!

Predicted label: POSITIVE
EXPLANATION 1

I found it real shocking at first to see William Shakespeare's love masterpiece reworked into a gory,
violent and kinky sensual movie adaptation. But afier you watched it once, it sort of grows on you
when you watch it the second and third times, as you come over the shock and start appreciating the
maovie on its own merits - solid - good -1 nice _ and not-oo-
bad SOURGIRAEK and some of the {special) effects that go on. Oh, and also the . What a riot!

EXPLANATION 2

I found it real shocking at first to see William Shakespeare's love masterpiece reworked into a gory,
violent and kinky sensual movie adaptation. But afier you waiched it once, it sort of grows on you
when you waich it the second and third times, as you come over the shock and start the
movie on itS own menits - §olid acting, §00d dialogue, NiGe sequencing and choreography, not-too-
bad soundtrack and some of the (special) effects that go on. Oh, and also the ending. What a riot!

O Explanation 1 is far more appropriate than Explanation 2
Explanation 1 is rather more appropriate than Explanation 2
Explanation 1 and Explanation 2 are equally appropriate.
Explanation 2 is rather more appropriate than Explanation 1

Explanation 2 is far more appropriate than Explanation 2

C O O O

Figure 5.2: Example question from section 2.

5.1.3 Third section: accuracy

This section aims to evaluate the accuracy of the XAl technique. This section has
been designed taking inspiration again from experiments in [64].
The "well-trained" model has been used and explanations for the model are generated
using T-EBAnO, LIME and SHAP techniques. The purpose of this application is
to assess the goodness of explanations in justifying the behaviour of the model.
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Hence, for each technique, the user is provided with the explanation (most relevant
words/tokens). Based only on the words of the explanation, the user is asked to
guess which is the most likely predicted label referring to that explanation. Again,
a different application is used to assess the goodness of the explanation technique.
In fact, it must underline and justify the prediction of the model, so for a good
explanation technique and a model that performs well, it should be easy for the
user to recognise the label predicted by the explanation alone.

The user was given an example (Figure 5.3) to better understand the reasoning
they would have to do in answering the following questions.

These are the key
words/tokens from an

e  Awful ATION
¢ Horrible /
¢« No, emotional
» Destroy
¢«  Waste, the, time
s Nazi, 5~Fj They certainly come from
* Real, disappointment 2 NEGATIVE review

Figure 5.3: Example given to the user for section 3.

The scores assigned to this section were also based on the experiment carried
out in [64], and range from +1 to -1, with 5 degrees of scoring according to the
possible responses the user can give. In the case of this task, whose example of a
question and response choice is shown in Figure 5.4, the scores were:

+1 if the user selects "I'm certain that they are from a POSITIVE/NEGATIVE
review" and the label is actually positive/negative;

o +0.5 if the user selects "I'm not certain but they are likely from a POSI-
TIVE/NEGATIVE review" and the label is actually positive/negative;

o 0 if the user selects "I can’t say if it’s POSITIVE or NEGATIVE";

o -0.5 if the user selects "I'm not certain but they are likely from a POSI-
TIVE/NEGATIVE review" and the label is actually negative/positive;

o -1if the user selects "I'm certain that they are from a POSITIVE/NEGATIVE
review" and the label is actually negative/positive.
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Given the words included in the explanation, which label do you think they are
explaining?

So, bad, the

Looks, so, ternble, it, looks, like, a
The

Are, awlul, they, just, cannot
Thai

Was

Just, a, stupid

They, totally

Worst

This

Wasted

Annoying

wasted

® & ® & ® ® ¥ & & ¥ & # @

O I'm certain that they are from a POSITIVE review

O I'm not certain but they are likely from a POSITIVE review
O | can't say if it's POSITIVE or MNEGATIVE

O I'm not certain but they are likely from a MEGATIVE review

O I'm certain that they are from a NEGATIVE review

Figure 5.4: Example question from section 3.

5.1.4 Fourth section: reliability

In this section we evaluate the reliability of the XAl technique. This section has
been designed taking inspiration again from experiments in [64].

This task assesses the goodness of explanations in helping humans investigate
uncertain predictions of the model. In other words, if the model is working badly,
or the probability of a predicted label is relatively low, is the explanation technique
able to point this out to me? Can I tell why the model has been working badly by
the relevant features that are highlighted?

The "well-trained" model has been used and explanations for the model are generated
using T-EBAnO, LIME and SHAP techniques. By means of a query, the cases in
which the prediction probabilities were around 50% and 60% were taken. According
to this reasoning, then, the counter-evidence probabilities were their complementary
(e.g.: if the prediction probability of the label "positive" was 55%), then that of the
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counter-evidence "negative' was 45%). With these data, the explanations provided
by the XAI technique under consideration were investigated, covering both case
histories, the evidence and the counter-evidence. Thus, the user was offered the
probability of both labels, noting which one was actually predicted by the model.
The user was then shown the explanations for both labels to try to understand
how the model had worked. The user was asked, based on these explanations,
to state their opinion whether the label actually predicted by the model or the
counter-evidence was more appropriate for the missing input text.

It is stressed that this experiment can only be done for cases in which the model is
uncertain about the actual prediction, and not for high prediction probabilities.
The user was given an example (Figure 5.5) to better understand the reasoning
they would have to do in answering the following questions.

These are the probabilities
related to the model |
returning a correct Predicted probability for POSITIVE =0.5161 |  The predicted label is
predicted label. Predicted probability for NEGATIVE = 0.4839 POSITIVE, but the
' explanations would
Predicted label: POSITIVE indicate otherwise!
Explanation for POSITIVE (evidence) | Explanation for NEGATIVE (counter-evidence)
e enjoyed, his, movie * not, a, big, fan
e good, work * movie
* nice e Lilling
e [, cannot, go, on, any, more
e makes, you, wanna, shoot, him

Figure 5.5: Example given to the user for section 4.

The scores assigned to this section were also based on the experiment carried
out in [64], and range from +1 to -1, with 5 degrees of scoring according to the
possible responses the user can give. In the case of this task, whose example of a
question and response choice is shown in Figure 5.6, the scores were:

o £1if "The review definitely has a POSITIVE/NEGATIVE label, as the model
predicted" is correct/incorrect;

o £0.5 if "The review probably has a POSITIVE/NEGATIVE label, as the
model predicted" is correct/incorrect;

o £0.5 if "The review probably has a POSITIVE/NEGATIVE label, the opposite
of what the model predicted" is correct/incorrect;

o £1 if "The review definitely has a POSITIVE/NEGATIVE label, the opposite
of what the model predicted" is correct/incorrect;
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o 0 if the user selects 'l can’t say if the review has a POSITIVE or NEGATIVE
label".

Given the prediction probabilities of the model and the explanations for POSITIVE and NEGATIVE,
which do you think is the most appropriate label for the input text?

Predicted probability for POSITIVE = 0.574%
Predicted probability for NEGATIVE = 0.4252

Predicted label: POSITIVE

Explanation for POSITIVE (evidence) | Explanation for NEGATIVE (counter-evidence)
* Loved * But
e Had, fun o  Won't, go, over, well, with, some, people
*  greal e For, wming, out, lame
* great *  Will, be, cheesy
& oreat * amateurish

The review definitely has a POSITIVE label, as the model predicted
The review probably has a POSITIVE label, as the model predicted
The review probably has a NEGATIVE label, the opposite of what the model predicted
The review definitely has a NEGATIVE label, the opposite of what the model predicted

| can't =ay if the review has a POSITIVE or NEGATIVE label

Figure 5.6: Example question from section 4.

5.1.5 Fifth section: comprehensibility, completeness and
usefulness

In this section we decided to evaluate three relevant metrics of the XAl technique,
respectively the comprehensibility, the completeness and the usefulness. These
metrics, compared to the assessment made previously, are much more subjective,
i.e. they depart slightly from the objective perception of the user and rely much
more on the first impact and general understanding of the individual.

The "well-trained" model has been used and explanations for the model are gen-
erated using T-EBAnO, LIME and SHAP techniques. Again, an input text, the
predicted label and highlighted explanations are provided, for the three different
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XAI techniques. This task evaluates the explanation in regard of the three following
criteria:

Comprehensibility. This metric quantifies how comprehensible and human-
readable the explanation is, regardless of how it reflects the behaviour of the
model. An explanation is comprehensible when the human being can best
interpret and understand it.

Completeness. This metric quantifies how complete and thorough an expla-
nation is with respect to the class predicted by the model. An explanation
is complete if it includes all the features that can best explain the predicted

label.

Usefulness. This metric quantifies how the explanation helped to better
understand the label. An explanation is useful if it helps the user to better
understand the model’s decisions in predicting the label.

The user was given an example (Figure 5.7) to better understand the reasoning

they

would have to do in answering the following questions.

Predicted label: POSITIVE

Greetings again from the darkness. How rare it is for a film to examine the lost soul of men in pain. I'
Adam Sandler stars as Charlie, a man who lost his family 1n the 9/11 tragedy, and has since lost his

career, his reason to live and arguably, his sanity. D.on Cheadle co-stars as Sandler's f?nns COMPLETENESS:
School roommate who appears to have th | hat Sandler apparently had prior t

Does the explanation
Of course the parallels in these men's lives aré opvious, but it is actually reﬁ'@shing to see P

include all the ““positive”

feelings on display in a mo\v'ie... l‘evelings olher tHan lust and revenge, 'lhnt 1s. VWalching ho words? Words like
actually help each other by just being there is pajnful and heartfelt. Writer/Director Mike ceaniali

really brings a different look and feel to the film| Some of the scenes don't work as well as »
i : : . . film” are okay. Is the first
but overall it is well written and solidly directed| Sandler and Cheadle are both excellent. phrase “Greetings... How
. . hra gs...
really touches on how the tragic events of that djy affected one man so deeply that he is b Y T

COMPREHENSIBILITY: interesting story and sdme great shots of NYC, you have to love helping me understand it
" ) Chrissy Himde Rmea Rnrinostecn and Roger Daltrey... as well 4 : . .
Can I understand the altrey. N¢ USEFULNESS: Does the b iii&a iy i is a positive movie
explanation? Is it human- o explanation help me review? Why does it not
readable? understand the label is fully appear in the

POSITIVE? Is “perfect life” explanation?
telling me that it’s a positive
movie review?

Figure 5.7: Example given to the user for section 5.

The scores assigned to this section were instead assigned in relation to the three
previous tasks. Since this task is much more subjective and at the user’s discretion,
we decided to give a lower weight to the answers, ranging from a range of +0.5 to

-0.5,

give.

with 5 grades of score according to the possible responses that the user can
In the case of this task, whose example of a question and response choice is

shown in Figure 5.8, the scores were:
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o £0.5 if the user selects "I totally agree/disagree";
o £0.25 if the user selects "I agree/disagree";

e 0 if the user selects "I'm indifferent".

How do you rate the following explanation in terms of COMPREHENSIBILITY,

COMPLETENESS and USEFULNESS?

Flease note that an explanation is COMPREHEMNSIBLE when the human being can best understand and
interpret it. An explanation is COMPLETE when it includes all the features (words) that can best explain
the predicted label. An explanation is USEFUL when it helps the user to better understand the model's
decisions in predicting the label.

Predicted label: POSITIVE

Lifeforce is certainly one of Tobe Hooper's best films. It has some great special effects and a lot of
nudity, so it seems like a typical horror fan's dream. The film is quit creative though and 1 think
that's because of the seript from Dan O'Bannon and Don Jakoby. Migg cinematography and a good
creepy atmosphere make it a solid film.

| totally lagree  I'mindifferent |disagree I.tDtaIIy
agree disagree

The explanation is
COMPREHENSIBLE O O O O O
The explanation is
COMPLETE O O O O O

The explanation is
USEFUL O O O O O

Figure 5.8: Example question from section 5.

5.1.6 Sixth section: visualisation

The last section we designed was related to the visualisation of the output of
the XAI techniques. In fact, in the previous sections we decided to adopt the
same explanation display for all XAI techniques, and it was done for two reasons.
The first reason is that the audience was not just domain-expert users, but more
diverse. The second reason was that our focus was on evaluating techniques through
seemingly complex applications, so we did not want to distract from the task itself.
The user did not have to focus in that case on understanding the visualisation of
the explanations; moreover, by doing so, we placed the techniques on the same level
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of readability. Hence, we provided the input text and the actual ways in which
each XAI technique returns the output. The user was asked to quantify the degree
of readability and understandability of the real visualisation of the single techniques.

This section, considered much more subjective than the first three tasks, also
received a range of scores from +0.5 to -0.5, with 5 degrees of scoring according to
the possible responses the user could give. In the case of this task, whose example
of a question and response choice is shown in Figure 5.9, the scores were:

o +0.5 if the user selects "Very good";
e +0.25 if the user selects "Good";

o 0 if the user selects "Adequate";

e -0.25 if the user selects "Sufficient";

e -0.5 if the user selects "Scarce".
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How do you think the READABILITY and interpretability of this explanation
technigue is?

TIFS: |2 the explanation easy 1o read 2t first glance? Considering the examples zeen in the previcus
sections, could you read this visualisation just as easily?

; e [T
s i bl e aqn
—p——— Text with highlighted words
g [ 1
Posieer | QU0 s wmn g of e k& shee thal oy wak amd | agreod o salichmg | wi

Lt 1 M I 1) R Cfwclel. especially Bevaies 1 dide 1 el The rating s
wrer an R A5 far as | e B wos doeng very Sl el s ks of vreens
Afareest ol vey ricmb sl wot of ik poople | pobs o weiched idhe dws. Now
W e Wl g Lilh'r-ilul'ill- (WL E]

] LR
g " chnos A ks the resl sosm e oF B e vigsangs U | kmees that
wisen 11 vt i Theralays |, i wes e dificell ke me o cotch. Theak G ® 4 G
DWE &' Ay i dis a deal sapeiss w ki Dl there & 30 b i iole
Tha Wlar A r Hhoirat

1F wrvs ol e seorks woe s PMUEASE MCE P TIHE SHOVYS 1

P FLEASE

Very good

Good

Adeguate

sufficient

Scarce

OO0 00O

Figure 5.9: Example question from section 6.

5.2 Survey results

In this section we propose and comment on all the results obtained in the different
subsections of the survey.
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5.2.1 Introductory first section

In the first section we gave a general introduction to the survey context and in the
results we propose the user mapping, created by two questions.

The first question, the results of which can be seen in Figure 5.10, asked the users
whether they were familiar with the concept of Artificial Intelligence. It can be
noticed that our user base registered an 80% of positive response. The second
question, the results of which can be seen in Figure 5.11, went into more detail
about the topics covered in the survey, asking users if they were already familiar
with Explainable Al techniques. As can be observed, this concept was far from
familiar among our users, with only 17.8% giving a positive response.

Are you familiar with Machine Learning or Artificial Intelligence?

45 risposte

@ Yes
@ No

Figure 5.10: Response mapping for the question "Are you familiar with Machine Learning or
Artificial Intelligence?".
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Are you familiar with Explainable Artificial Intelligence technigues?

45 risposte

@ Yes
@ No

Figure 5.11: Response mapping for the question "Are you familiar with Explainable Artificial
Intelligence techniques?".

5.2.2 Second section: fidelity

In this section, as mentioned, an attempt has been made to evaluate the goodness
of explanations in recognising whether a model is working well or not.

Six questions were proposed for each explanation technique, making a total of 18
questions.

Which explanation do you think best explains the predicted label?

@ Explanation 1 is far more appropriate
than Explanation 2

v @ Explanation 1 is rather more appropriate
than Explanation 2
@ Explanation 1 and Explanation 2 are
equally appropriate.
@ Explanation 2 is rather more appropriate
than Explanation 1

@ Explanation 2 is far more appropriate
than Explanation 1

Figure 5.12: Example of response mapping for section 2.

Thanks to the scores setting, it was possible to map an overall result of the
performance of the XAI techniques, shown in Table 5.1. It can be seen that
T-EBAnO is the best performing technique, with an overall score of 187, followed
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by LIME with a score of 166.5, and lastly SHAP with 114 points. The average
overall score per input text provided to the user is also shown. Remember that the
average score ranges from +45 to -45, as each user could give from 1 point to -1
point depending on the response given.

Total | Average score per input text
T-EBAnO | 187 31.17
LIME 166.5 27.75
SHAP 114 19

Table 5.1: Scores for section 2 of the survey.

In this application, the user had no particular difficulty in recognising which

of the two texts and explanations proposed was derived from a poorly performing
model, and this can also be seen through the scores. The answers were mainly
resolved for all explanations between the answers "explanation 1 is more appropriate
than explanation 2", these being more affirmative (with the adverb "far") or not
(with the adverb 'rather").
Finally, it is interesting to note the distribution of answers given by the users per
number of texts provided. We propose in detail the distributions of the different
responses for each input text, evaluated according to the confidence given by the
user. They can be seen respectively in the graphs proposed in Figure 5.13 for
T-EBAnO, in Figure 5.14 for LIME and in Figure 5.15 for SHAP.

T-EBANO responses

25

20

15

L i

s I

0 - - I | I -

Textl Text2 Text3 Text4 Text5 Text6

B Correct responses with more confidence m Correct responses with less confidence
Neutral responses Wrong responses with less confidence

W Wrong responses with more confidence

Figure 5.13: T-EBAnO distribution of responses per input text for section 2.
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LIME responses

25

20

15I ||

0 i I-l I-II - |

Textl Text2 Text3 Text4 Text5 Text6

=
o

w

B Correct responses with more confidence B Correct responses with less confidence
m Neutral responses Wrong responses with less confidence

W Wrong responses with more confidence

Figure 5.14: LIME distribution of responses per input text for section 2.

SHAP responses
30

25

Textl Text2 Text3 Text4 Text5 Text6

[
wn

=
o

w

B Correct responses with more confidence m Correct responses with less confidence
m Neutral responses Wrong responses with less confidence

W Wrong responses with more confidence

Figure 5.15: SHAP distribution of responses per input text for section 2.

Furthermore, in Table 5.2, for each input text and for each technique, the highest
number of responses was counted. For example, for T-EBAnO the users, out of six
input texts, gave a higher distribution of responses in the answers where there was
the highest confidence. In contrast, for the SHAP technique, the distribution of
responses was higher for responses that were correct but had less confidence. This
is also visible in the graphs of the distributions of correct and incorrect responses
above for each technique.
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Correct responses Correct responses Neutral ‘Wrong responses ‘Wrong responses
with more confidence | with less confidence | responses | with less confidence | with more confidence
T-EBAnO 5 1
LIME 3 3
SHAP 1 4 1

Table 5.2: Counting the highest number of responses per input text for section 2.

5.2.3 Third section: accuracy

In this section, as mentioned, an attempt has been made to assess the goodness of
explanations in justifying the behaviour of the model.

Six questions were proposed for each explanation technique, making a total of 18
questions.

Given the words included in the explanation, which label do you think they are

explaining?

@ I'm certain that they are from a
POSITIVE review

@ I'm not certain but they are likely from a
POSITIVE review
| can't say ifit's POSITIVE or NEGATIVE

@ I'm not certain but they are likely from a
NEGATIVE review

@ 'm certain that they are from a
MEGATIVE review

Figure 5.16: Example of response mapping for section 3.

Thanks to the scores setting, it was possible to map an overall result of the
performance of the XAI techniques, shown in Table 5.3. It can be seen that
T-EBAnO is again the best performing technique, with an overall score of 222.5,
followed by LIME with a score of 169, and lastly SHAP with 145.5 points. The
average overall score per input text provided to the user is also shown. Compared
to the task in section 2, it can be seen that the average score of T-EBAnO increased
from 31.17 to 37.08. LIME remained stationary with a previous average of 27.75
to 28.17, while SHAP also underwent a mediocre increase from 19 to 24.25.

Total | Average score per input text
T-EBAnO | 222.5 37.08
LIME 169 28.17
SHAP 145.5 24.25

Table 5.3: Scores for section 3 of the survey.
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The results of this task showed that the user had no difficulty in recognising most
of the explanations and which predicted label they referred to. This was mainly due
to the high accuracy of the model and the validity of the explanation techniques.
However, it was possible to recognise subtle differences between the three different
techniques and their performance. We propose in detail the distributions of the
different responses for each input text, evaluated according to the confidence given
by the user. They can be seen respectively in the graphs proposed in Figure 5.17
for T-EBAnOQO, in Figure 5.18 for LIME and in Figure 5.19 for SHAP. As can be
seen from these graphs, T-EBAnO appears to have a higher number of correct
responses with high confidence, while the correct responses of both LIME and
SHAP alternate between high and medium confidence, showing no preponderance
on this side. On the other hand, it can be observed that LIME and, at a slightly
higher level, SHAP present many more neutral (i.e. not decisive) responses than
T-EBAnO, whose explanations turned out to be much clearer and more precise.

T-EBANO responses

35
30
25
20
15
10 I
s !
o M- wi = HE - A

Textl Text2 Text3 Text4 Text5 Text6

M Correct responses with more confidence M Correct responses with less confidence
Neutral responses Wrong responses with less confidence

M Wrong responses with more confidence

Figure 5.17: T-EBAnO distribution of responses per input text for section 3.
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LIME responses
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Figure 5.18: LIME distribution of responses per input text for section 3.

SHAP responses
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| Correct responses with more confidence M Correct responses with less confidence
® Neutral responses Wrong responses with less confidence

B Wrong responses with more confidence

Figure 5.19: SHAP distribution of responses per input text for section 3.

In Table 5.4, for each input text and for each technique, the highest number
of responses was counted. This table shows the phenomenon that presented
this task, described above. T-EBAnO differs from the other two techniques by
correct responses with high confidence and no prevalence of neutral or incorrect
responses. It is followed by LIME with four prevalences of correct responses with
high confidence, however with a prevalence of neutral responses, and finally SHAP
with a prevalence of correct responses with medium confidence.
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Correct responses Correct responses Neutral ‘Wrong responses ‘Wrong responses
with more confidence | with less confidence | responses | with less confidence | with more confidence
T-EBAnO 5 1
LIME 4 1 1
SHAP 2 3 1

Table 5.4: Counting the highest number of responses per input text for section 3.

5.2.4 Fourth section: reliability

In this section, as mentioned, an attempt has been made to assess the goodness of
explanations in helping humans investigate uncertain predictions of the model.
Six questions were proposed for each explanation technique, making a total of 18
questions.

Given the prediction probabilities of the model and the explanations for POSITIVE and
NEGATIVE, which do you think is the most appropriate label for the input text?

@ The review definitely has a POSITIVE
label, as the model predicted

@ The review probably has a POSITIVE
label, as the model predicted
The review probably has a NEGATIVE
label, the opposite of what the model. ..

@ The review definitely has a NEGATIVE
lzabel, the opposite of what the model. .

@ | can't say if the review has a POSITIVE
or NEGATIVE label

Figure 5.20: Example of response mapping for section 4.

Thanks to the scores setting, it was possible to map an overall result of the
performance of the XAI techniques, shown in Table 5.5. We can immediately see
a drastic decrease in the score compared to the previous two tasks, both for the
total score and the average score per input text. This task, in fact, compared to
the previous ones, made the user a little more uncertain about the responses to
be selected. However, from the scores it is possible to observe the same trend of
positioning of the techniques: T-EBAnO is positioned at the top with a score of
67.5, much lower than the scores of the previous tasks (187 and 225.5), however
higher than the totals of the other two techniques. LIME follows with a score of
31.5 and SHAP is again in last position with an even negative score of -2.

It is not difficult to understand that this task was much more challenging for
users to complete. This is mainly due to the construction of the task itself, i.e.
starting from a model with uncertain starting predictions. By looking in detail
at the distributions of responses for each text and technique, it is possible to
discover the actual construction of the final scores. The distributions can be seen
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Total | Average score per input text
T-EBAnO | 67.5 11.25
LIME 31.5 5.25
SHAP -2 -0.33

Table 5.5: Scores for section 4 of the survey.

respectively in the graphs proposed in Figure 5.21 for T-EBAnO, in Figure 5.22 for
LIME and in Figure 5.23 for SHAP. From the graph of T-EBAnO responses, it is
possible to see a totally different trend in responses from the two previous tasks. In
fact, while the previous responses were generally divided between correct responses
with high and medium confidence, in this case the responses are prevalently correct
but with medium confidence, or neutral, not to mention the «text 3», in which
the prevalence of responses is wrong with high confidence. In contrast, for LIME
and SHAP there is a general trend for both techniques in the prevalence of neutral
responses. LIME also differs in correct responses with medium confidence with
a prevalence in «text 1» of wrong responses with medium confidence. SHAP, on
the other hand, has the opposite trend, that is, only for «text 2» does it have a
prevalence of correct responses with medium confidence, while for almost all the
other texts it has a prevalence of wrong responses with medium confidence.

T-EBANO responses

15
10 | ‘ I
. I II n A0

Textl Text2 Text3 Textd Text5 Text6

v}

M Correct responses with more confidence m Correct responses with less confidence
Neutral responses Wrong responses with less confidence

m Wrong responses with more confidence

Figure 5.21: T-EBAnO distribution of responses per input text for section 4.
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LIME responses
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Figure 5.22: LIME distribution of responses per input text for section 4.

SHAP responses
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Figure 5.23: SHAP distribution of responses per input text for section 4.

In Table 5.6, for each input text and for each technique, the highest number of
responses was counted. Again, it can be seen that the trend compared to the two
previous tasks has changed. T-EBAnO is the only technique that remains with
a prevalence of correct responses with high confidence, but this occurs only for
an input text. Both T-EBAnO and LIME stand out for the majority of correct
responses with medium confidence, while SHAP has a main prevalence of neutral
responses, followed by wrong responses with medium confidence.
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Correct responses Correct responses Neutral ‘Wrong responses ‘Wrong responses
with more confidence | with less confidence | responses | with less confidence | with more confidence
T-EBAnO 1 3 1 1
LIME 3 2 1
SHAP 1 3 2

Table 5.6: Counting the highest number of responses per input text for section 4.

5.2.5 Fifth section: comprehensibility, completeness and
usefulness

In this section, as mentioned, an attempt has been made to study a more subjective
evaluation, focusing on the first impact and the general understanding of the
individual.
Three questions were proposed for each explanation technique, making a total of 9
questions.

How do you rate the following explanation in terms of COMPREHENSIBILITY,
COMPLETENESS and USEFULNESS?

I | totally agree M | agree I'm indifferent M | disagree M | totally disagree

The explanation is COMPREHENSIBLE The explanation is COMPLETE The explanation is USEFUL
Figure 5.24: Example of response mapping for section 5.

Thanks to the scores setting, it was possible to map an overall result of the
performance of the XAI techniques, respectively the total scores in Table 5.7 and
the average scores per input text in Table 5.8. The way this task is formulated, it
is not appropriate to compare it directly with the previous tasks, and this is also
due to the different marks assigned to it. However, it is possible to make some
general considerations on the three different subjective metrics proposed, namely
comprehensibility, completeness and usefulness. As can be seen from the data
proposed, the explanations of the T-EBAnO texts stand out for all three metrics
considered, with a more marked detachment for usefulness, and a less marked one
for completeness. SHAP is also in an intermediate position in all three metrics, with
a large gap from T-EBAnO for comprehensibility and usefulness, but comes very
close to T-EBAnO for completeness. Finally, LIME is the technique that is in last
position for all three metrics, almost catching up with SHAP for comprehensibility
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and usefulness, but pulling away completely for completeness, almost bordering on
a zero overall score.

Comprehensibility | Completeness | Usefulness | Grand Total
T-EBAnO 38.25 24 43.75 106
LIME 21 1.25 22.25 44.5
SHAP 25 18.5 29 72.5

Table 5.7: Total scores for section 5 of the survey.

Comprehensibility (avg) | Completeness (avg) | Usefulness (avg)
T-EBAnO 12.75 8 14.58
LIME 7 0.42 7.42
SHAP 8.33 6.17 9.67

Table 5.8: Average scores per input text for section 5 of the survey.

The purpose of this task is very important to place it side by side with tasks
that are much more objective. The results so far have shown that in all three
of the above tasks, the ranking of techniques is drawn up with T-EBAnO ahead
of LIME, followed by SHAP. However, attention must also be paid to the actual
comprehensibility at first glance of the user and the usefulness of the explanation
for the general understanding of the context. The different distributions can be seen
respectively in the graphs proposed in Figure 5.25 for T-EBAnO, in Figure 5.26 for
LIME and in Figure 5.27 for SHAP. T-EBAnO responses are predominantly «very
high» or «high» for all three metrics, and interestingly there is almost no response
of type «sufficient» or «scarcey, except for input text 3. In the LIME responses
graph, however, the distribution of responses is more differentiated, with different
mean and negative scores. It is also interesting to note that for input text 3 the
distribution on a «very high» evaluation of all three metrics is prevalent, which is
significantly different from what was observed before on T-EBAnO, even though
they represent two different explanations on the very same input text. Finally, the
distribution of SHAP responses is much more focused on «high» and «average»
responses, and has few «very high» responses compared to T-EBAnO. However, it
is possible to understand the reason for the higher score compared to LIME, SHAP
having a low preponderance of responses on «sufficient», except for input text 2.
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Figure 5.25: T-EBAnO distribution of responses per input text for section 5.
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Figure 5.26: LIME distribution of responses per input text for section 5.

SHAP responses

. II| ||| I|I [ | - Ill ‘I‘ “l |‘| - |I| ||‘ |‘I |I. -

Veryhigh High Average Sufficient Scarce Veryhigh High Average Sufficient Scarce Veryhigh High Average Sufficient Scarce

-
&

-
1)

«

Comprehensibility Completeness Usefulness

mTextl mText2 mText3

Figure 5.27: SHAP distribution of responses per input text for section 5.

In conclusion, in this task, differences in techniques are less evident in terms of
metrics than in terms of text. This phenomenon may be due to the reduction of
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the input text proposed to the user, so it would be advisable to carry out more
in-depth analyses, proposing a higher number of input texts in a future survey.

5.2.6 Sixth section: visualisation

In this section, as mentioned, an attempt has been made to study the display of the
different techniques in the first output they return, testing whether it is readable.
One question was proposed for each explanation technique, making a total of 3
questions, since the visualisation is pretty much the same for all input texts.

The total scores for this last task are listed in Table 5.9. As can be seen, LIME
stands out from the other techniques, as well as being the only technique with a

positive score of 3 points. It is followed by T-EBAnO with -2.5 points and finally
SHAP with a score of -8.

Visualisation
T-EBAnO -2.75
LIME 3
SHAP -8

Table 5.9: Scores for section 6 of the survey.

In order to investigate the distribution of responses more accurately, the graph
in Figure 5.28 is helpful. We can observe that only LIME receives an acceptable
number of votes between «very good» (6 votes) and «good» (16 votes). The
technique that stands out the most in the whole graph in terms of the number of
«scarcey votes is SHAP, which in fact ranks last in the overall score. T-EBAnO, on
the other hand, has a distribution of responses mainly on «good» and «averagey.
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Figure 5.28: Distribution of responses per input text for section 6.

This result is very much dictated by the audience to whom the question is
submitted, because it is purely based on personal interpretation for non-expert
users. In order to better understand the results it is in fact necessary to place side
by side the graphs of the first introductory section, so that we can understand
the composition of the users who participated in this survey. As a matter of
fact, we recall that 80% of the users were familiar with the concept of Artificial
Intelligence, however only 17.8% were familiar with the techniques and the concept
of Explainable AI. This mainly explains the results obtained in the latter section:
LIME has to all intents and purposes a much more readable output than T-EBAnO
and SHAP, as it is much more visually immediate to users who are not familiar
with the functioning of XAI techniques. SHAP, in fact, placed in last position is a
technique that offers more detail for expert users, as each word that composes the
text is assigned a relevance score. This aspect, however, is confusing for non-expert
users and may be too complex at first glance.

5.3 Study and comparison using objective met-
rics

In this section we are going to explore metrics that can be assessed objectively, i.e.
through scores generated by a machine, without the help of humans. In particu-
lar, three very simple ones have been selected, but each emphasising a different
desiderata of the techniques. In particular, this work is a continuation of the thesis
work reported in [78].

To carry out the experiments, we decided to train a BERT (version base) [76]
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model and use a binary data set (IMDb data set of 50k movie reviews [77]) and
a multi-class data set (AG news data set of 120k news articles [79]) only for the
last section. We trained the IMDDb data set with 25k samples of the balanced
training set (12.5k labelled as "Positive" and 12.5k labelled as "Negative"). The
model obtained an accuracy on the other 25k samples of the test set of 93.7%.
Instead, the model with AG news obtained an accuracy on the balanced test set of
7.6k of 94.7%. We trained both models for one epoch, i.e. using the whole training
set once. The learning rate was 2e-5, the batch size was 8 and the optimiser was

AdamW.

The difficulty already stated earlier in the various chapters is that there are still no
formally totally objective and unique criteria that perfectly evaluate the different
techniques, however in this thesis the following three metrics were explored:

o Execution time;
o Percentage of highlighted text;

e Prediction variance.

5.3.1 Execution time

Execution time is a more general metric, but one that nonetheless summarily
quantifies the usability of an explainability technique. Execution time in fact
directly mirrors the complexity of the algorithm. Execution time is measured in
seconds and is directly returned by the algorithm when the run is executed.

5.3.2 Percentage of highlighted text

The percentage of highlighted text is a useful metric for quantifying the dimen-
sionality of an explanation. This metric can be combined with the concept of
comprehensibility of the explanation, as the more words highlighted in a textual
explanation, the greater the degree of understanding the user has of how the model
works.

The formula for this metric was calculated as follows:

n.highlighted words

% highlighted text = % 100 (5.1)

n.total words

In order to better understand how this metric was calculated, we propose an
example of a visualisation extract from one of the LIME explanation in the survey
experiment.
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Prediction probabilities Negative

bad Text with highlighted words
Negative o.20/—
Positive I:I 0.98 not I found it real shocking at first to see William Shakespeare's love masterpiece reworked mto
0.15 - . .
sensual a gory, violent and kinky sensual movie adaptation. But after vou watched it once, it sort of
0.1 grows on you when you watch it the second and third times. as you come over the shock and
soundtrack] start appreciating the movie on its own merits - solid acting, good dialogue, nice sequencing
¢ (‘D-‘ and choreography. not-too-Jill soundtrack and some of the (special) effects that go on. Oh,
:o!ﬁ and also the ending. What a riot!
nice
0.08
own
0.07
masterpiece
0.07
cood
0.06
too
0.05
appreciating
0.05
What]
o.0sHl

Figure 5.29: Example of the percentage of highlighted text.

In Figure 5.29, you can see the input text, the labels predicted by the model
and the explanation provided by LIME. To calculate the percentage of highlighted
text, we use 5.1. The number of highlighted words is 87, and the number of words
in the input text is 12, so the ratio between these two numbers will be 0.138, i.e. a
13.79%.

5.3.3 Prediction variance

Prediction variance is a metric that aims to quantify the fidelity of the explanation.
This metric, in fact, seeks to test the reliability of the explanation with respect to
what the model predicted. The method with which this experiment was carried out
is the same as that of the subsection SUBSECTION, since we wanted to attempt
this experiment both from a human-based and an objective perspective. As we
have already seen, the experiment consists of perturbing an input text according to
which features were the most relevant in predicting a certain label, then removing
these features and observing the variation of the prediction probability. If the model
and explainability technique are working well, the probability of this prediction
should drop significantly. For this metric we have considered both absolute and
relative variation. They are calculated as follows.

The formula for the absolute variation was calculated as:

% absolute variation = (final probability — initial probability) « 100  (5.2)

The formula for the relative variation was calculated as:

final probability — initial probability .

% relative variation =

100 5.3
initial probability (53)

Let us now contextualise the metric by means of an example. Let’s imagine we
have a movie review, whose prediction for "Positive" is 90%.
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Input text: "The movie is good".

The explanation for the label "Positive" is the highlighted text "good’. Let us
now perturb this input text again, simply by removing the feature the explanation
highlighted, i.e. "good". What will the prediction be?

Perturbed text: "The movie is ".

Now, let’s imagine the prediction remained "Positive", but the probability has
dropped to 10%. In this example, the initial probability will be 90% and the final
probability will be 10%. We are now able to calculate the absolute variation from
5.2 and the relative variation from 5.3.

% absolute variation = (0.10 — 0.90) * 100 = 80% (5.4)

0.10 —0.90
% relative variation = 500 * 100 = 88.9% (5.5)

5.4 Objective study results

In this section we propose and comment on all the results obtained in the different
subsections of the objective study.

5.4.1 Execution time

This metric is not one of the most important, but it is very relevant because
execution time is directly proportional to the feature selection time of an algorithm.
If the execution times are very different from each other, it is an aspect that must
be taken into account when performing an explainability technique. However,
this metric depends on many other factors. The first is trivially the GPU of a
computer, with which the algorithm is performed. Others are based on how the
technique performs all the various steps of the algorithm. For example, T-EBAnO
processing the input texts performs some steps in an aggregate way (e.g. embedding
extraction) through inference. For this reason, an analysis of the complexity of the
problem was not carried out, but we only wanted to analyse the average runtime as
it takes for explanations on a "normal" computer. Three experiments were carried
out and the results are shown in Table 5.10. The best performing technique, as
can be seen, is T-EBAnO with an average time of 55.33 seconds. After that, LIME
with an average time of 305 seconds and SHAP with an average time of 830.33
seconds.
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1(s) [ 2(s) |3 (s)

T-EBAnO | 56 | 55 | 55
LIME | 304 | 304 | 307
SHAP | 717 | 650 | 1124

Table 5.10: Execution time (s) for three experiments.

5.4.2 Percentage of highlighted text

To conduct this experiment, a fixed percentage was taken from a chosen explanation
technique (in this case T-EBAnQO). After that, the same amount of percentage
was taken for each input text as for the other techniques, LIME and SHAP. This
methodology allowed greater accuracy than taking all input texts as a whole and
reducing their percentage overall.

To perform the first experiment, a batch of 256 texts was taken from the IMDb
data set [77] also used for human-based survey. A BERT model (version base) was
then used with an accuracy of 91%. Table 5.11 shows the values of percentage of
underlined text results in this experiment. For the same text, the technique that
deviates slightly from the others is LIME.

Highlighted text
T-EBAnO 17%
LIME 16%
SHAP 17%

Table 5.11: Percentage of highlighted text for IMDDb data set experiment.

To perform the second experiment, a batch of 1024 texts was taken from the AG
news data set [79]. A BERT model (version base) was then used with an accuracy
of 93%. Table 5.12 shows the values of percentage of underlined text results in this
experiment. For the same text, the technique that deviates slightly from the others
is SHAP.
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Highlighted text
T-EBAnO 23%
LIME 23%
SHAP 22%

Table 5.12: Percentage of highlighted text for AG news data set experiment.

5.4.3 Prediction variance
IMDDb sentiment analysis

To perform this experiment, a batch of 256 texts was taken from the IMDb data
set [77] also used for human-based survey. A BERT model (version base) was then
used with an accuracy of 91%. We also focused mainly on the absolute probability
variation from Equation 5.2.

In order to make as fair a comparison as possible, the experiment was done by taking
the same amount of text from all three explanation techniques under examination,
and this value is represented by the average of what is represented for T-EBAnO,
LIME and SHAP respectively. The texts were perturbed of the main features and
their accuracy dropped significantly, as can be seen in Table 5.13. Specifically, we
can see that the accuracy that dropped the most was that of T-EBAnO, up to 24%,
followed by SHAP, up to 40% and then by LIME, up to 54%. It can be concluded
that, on average, T-EBAnO predictions are those that have had the most loss of
accuracy, therefore it was the technique that was most reliable with respect to the
behaviour of the model.

Accuracy of perturbed texts
T-EBAnO 0.24 (24%)
LIME 0.54 (54%)
SHAP 0.40 (40%)

Table 5.13: Comparison of the accuracy of perturbed texts

In the same way we can comment on the average decrease in the probability of
the predicted class, with values visible in Table 5.14. Again, it can be seen that the
loss of prediction probability affects the T-EBAnO technique more than the others.

Furthermore, we can see in detail in Table 5.15 the decrease in the mean
probability of the predicted class divided by class, i.e. in this case "Positive" and
"Negative". We can see that the values do not differ much between the various
classes of the same technique, however they remain true to what has been said so
far.

101



Proposed comparative

Average decrease in the probability of the predicted class
I o
T-EBAnO 0.77 0.32
LIME 0.48 0.44
SHAP 0.62 0.41

Table 5.14: Average decrease in the probability of the predicted class.

Average decrease in the probability, divided by class
m o
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Table 5.15: Average decrease in the probability of the predicted class, divided by class

AG news topic detection

To perform this experiment, a batch of 1024 texts was taken from the AG news
data set [79]. A BERT model (version base) was then used with an accuracy of
93%. We also focused mainly on the absolute probability variation from Equation
5.2.

The texts were perturbed of the main features and their accuracy dropped signif-
icantly, as can be seen in Table 5.16. Specifically, we can see that the accuracy
that dropped the most was that of T-EBAnO, up to 43.8%, followed by SHAP,
up to 55.4% and then by LIME, up to 68.7%. On this experiment, as well as
the previous one, T-EBAnO predictions are those that have had the most loss of
accuracy, therefore it was the technique that was most reliable with respect to the
behaviour of the model.
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Accuracy of perturbed texts
T-EBAnO 0.43.8 (43.8%)
LIME 0.68.7 (68.7%)
SHAP 0.55.4 (55.4%)

Table 5.16: Comparison of the accuracy of perturbed texts.

We can comment as well on the average decrease in the probability of the
predicted class, with values visible in Table 5.17. Again, it can be seen that the loss
of prediction probability affects the T-EBAnO technique more and LIME continues
to be the technique that least receives a drop in prediction probability. Compared
to the previous task, the probabilities in this case are slightly lower. This may
be due to the fact that more classes are present, and the original probability may
have been lower. For further analysis, it may also be useful to study the relative
probability detailed in Equation 5.3.

Average decrease in the probability of the predicted class
1 o
T-EBAnO 0.58 0.43
LIME 0.30 0.42
SHAP 0.46 0.45

Table 5.17: Average decrease in the probability of the predicted class.

Moreover, we can see in detail in Table 5.18 again the decrease in the mean
probability of the predicted class divided by class. In this case, there are four classes,
divided according to the data set and topic detection: World, Sport, Business,
Science/Tech. It can be seen that in contrast to the binary task of sentiment
analysis, the values in the four classes differ slightly from each other. Examples of
this are the class 4 of T-EBAnO with a mean of 0.79 and a standard deviation of
0.32, or the class 4 of LIME with a mean of 0.13 and a standard deviation of 0.28.
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Average decrease in the probability, divided by class

I o
Class 1 0.45 0.45
T-EBAnO =705 0.45 0.46
Class 3 0.62 0.41
Class 4 0.79 0.32
Class 1 0.34 0.43
LIME Class 2 0.29 0.43
Class 3 0.47 0.44
Class 4 0.13 0.28
Class 1 0.35 0.44
SHAP Class 2 0.34 0.44
Class 3 0.51 0.43
Class 4 0.62 0.40
Table 5.18: Average decrease in the probability of the predicted class, divided by class
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Chapter 6

Conclusion

6.1 Conclusions and future works

6.1.1 Conclusions

This thesis aimed to make a general state of the art on the subject, dealing with
what Artificial Intelligence is and the importance of explanations, and their use-
fulness in today’s world. A general classification of the main characteristics of
the most common explanation techniques was made and a global overview of the
surveys in the literature comparing explanation methods was proposed, along with
a general and comprehensive methodology for comparing the different explanation
techniques and their testing.

It should be reiterated that there is no absolute and completely objective compari-
son of these techniques, but increasingly refined methods can be constructed to
indirectly assess their performance associated with the model. It should also be
stressed again that a comparison of objective metrics associated with subjective
metrics is the fairest way to evaluate an Explainable Al technique.

The general conclusions that can be drawn from the proposed comparative are
clearly divided into the more human-based and the more objective comparative.
With regard to what emerges from the survey, it is possible to combine the over-
all scores of all sections. From this sum, the following results would come out:
T-EBAnNO scored 580.5 points, LIME scored 414.5 points and SHAP scored 322
points. The technique which, according to this survey, performs best, on average
for all the different tasks proposed, is T-EBAnQO. This result was also clearly visible
in the individual results and graphs shown in most sections, where T-EBAnO
proved to be the best performing technique in terms of clarity of explanations,
human-readability and reliability in relation to the model.
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As regards objective metrics, it is somewhat more difficult to draw up a final
score for all the techniques, but here too it is possible to see from a general overview
that T-EBAnO was the best performer in terms of execution time and the basis
for the percentage of underlined text. In both prediction variance experiments,
moreover, the data are very clear on the fact that T-EBAnO succeeds in selecting
the most important features on which the model works, therefore by perturbing
the text, it is the technique that received the greatest loss of accuracy.

6.1.2 Future works

This section proposes possible future work that can be carried out as a continuation
of this thesis.

An initial work that could be taken forward is the addition of further Explainable
Al techniques for evaluation by the proposed comparative. In fact, for the purposes
of this thesis, the comparison of only three explainability techniques was sufficient;
however, a total of 17 XAl techniques are proposed in the thesis, of which 11 support
textual data. Another possible future work would be to expand this comparison to
techniques that only support images.

Furthermore, in the subjective comparison, i.e. the survey, only the IMDb movie
reviews data set was used, whereas for the objective comparison the AG news
articles data set was also added. A future work that could be carried out is to add
further data sets to make the comparison even more detailed and precise. This
especially could be valid for the survey, for which only one data set was chosen due
to the excessive length of compilation by the user. In addition, adding just the AG
news data set could result in a more refined survey, as it is a multi-class data set,
therefore with possible different performances.

Going further into the details of this possible future experiment, one could add
many more input texts to the experiments and especially vary them in length.
What was found in the visualisation section (Subsection 5.2.6) was that the users’
rating was far better for one text than another. It would be good to see if this is
something to do with the technique itself, or with the variety of texts, there being
only three different ones for that section.

In addition, a further extension of the human-based comparison is surely to reach
many more users, or to differentiate them. It would be possible to propose a
comparison for expert users only and one for non-expert users only, and to analyse
how the results differ from each other. For example, for the visualisation section,
or for the interpretation of explanations, or for guessing the exact label when the
model is uncertain, would anything change according to the user base?
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Finally, as far as objective metrics are concerned, it is possible to greatly ex-
pand the experiment to other techniques and more data sets. It would be advisable
to do a complexity analysis for the running time and expand the experiment by
percentage of highlighted text. With regard to the prediction variance experiment,
it would be possible to construct a similar experiment by adding a section to the
survey and asking the user for their trustworthiness towards the model, using the

explainability technique.
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