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i. Abstract

A scope of the thesis work is to detect attacks that may compromise the work of sensor and/or actuator in the
direct data-driven control. Attacks which potentially may violate the work of sensors and actuators,
consequently may do the same with an outcome of the controller and of the entire system.

The main concept of the direct data-driven control is to design a controller which will correspond output of the
system to a given reference model, having in disposition only measured input and output data; in other words,
without knowing the exact structure and mathematical model of the plant itself.

Taking into consideration the errors that may interfere with the signal during the measurement of the input and
output data, the feasible controller parameter set is defined. The final controller is designed by choosing suitable
parameters from the previously defined feasible set.

In order to identify false control commands to actuators and false sensor readings, in this thesis work we study
a new approach of attack detection. The study is divided into two steps:

1. Detecting an attack in a closed feedback loop system.
2. Distinguishing the attacks on the sensor and on the actuator separately.



ii. Introduction. Objective of the thesis.

In this thesis work we will focus on detecting attacks that may disturb the appropriate work of the sensors and
of the actuators. Using input-output data of the system we propose a method of real-time attacks detection
which could be directly implemented after a feasible controller in SM-DDDC has been designed.

We consider the following control system:

r() e(t) u(t) u(t) w(t)
> K > Ga 4 Gp '
K —— Gs
‘ n(t)
Figure 1.

where
* Gy (g™1) is unknown plant model
G, is actuator model: assumed to be known constant gain
G, is sensor model: assumed to be known constant gain
K(g™1) is controller obtained through set membership in direct data-driven control approach
n(t) is unknown, but bounded |n(t)| < An

K(q™1) has been already designed by using the set-membership (SM) in the direct data-driven control
(DDDC) technique presented in the chapter iv. Direct data-driven control (p.8).

More precisely here we assume that:

The attention is focused on a specific given reference signal »(z).

The feasible controller parameter set (FCPS) has been obtained assuming that |n(t)| < An.

A particular controller belonging to the feasible controller parameter set has been implemented.

The focus here is on discrete-time system (DT).

The general framework is the assumption that generically the system has a spatially distributed character - in
the sense that information between controller and actuator, sensor and controller, are exchanged through
communication links that are potentially subjected to external attacks, that aimed to modify or to compromise
the behavior of the actuator and/or sensor.

Assumptions:
e The communication links are delay-free
e The attacks cannot corrupt the controller K(g™1), but only G, and/or G, [Note that here G, and G
are constant values]

Objective of the work:
e To propose a method for detecting (on-line) the presence of an attack
e To discriminate if the attack is affecting only the sensor or also the actuator

Motivation and Novelty: Most of the work in this field rely on the exact knowledge of the mathematical model
of the plant to detect and counteract the attacks. We are proposing a model free (data-driven) approach (in the
framework of DDDC).
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iii. Set membership. Basic overview.

In this section we will review fundamental results on SM identification theory. The interested reader can find
details in the paper ‘Set-Membership Error-in-Variables Identification Through Convex Relaxation
Techniques’ ! and ‘Improved parameters bounds for set-membership EIV problems’?.

In many problems - such as, linear and nonlinear regressions, parameter and state estimation of dynamic
systems, state space and time series prediction - using the data available, unknown variables are subject of
evaluation. The data are always associated with some uncertainty and it is necessary to evaluate how this
uncertainty affects the estimated variables.

Typically, the problem is approached assuming a probabilistic description of uncertainty and applying a
statistical estimation theory. Set membership or unknown but bounded (UBB) error description is another way
of solving the problem of uncertainty. With this approach, uncertainty is described by an additive noise which
is known only to have given integral or component wise bounds.

In real life examples, when it is necessary to measure input and output data of the system, the collected
information is corrupted by a noise. Since the only available information about this additive noise is its bound,
the effect of the noise on parameter of the system to be calculated are taken into consideration by using set
membership approach.

In our case, we consider the set-membership error-in-variables identification problem.

The main focus of this approach is the computation of parameter bounds, taking explicitly into account a
priori information on system stability, in the set-membership error-in-variable (EIV) framework, that is when
input and output signals are corrupted by bounded noise.

u(?) w(?)
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Figure 2.

All the results obtained from the calculations are considered to be in the small neighborhood, bounded by
maximum and minimum values of the parameters, that is a set of all values that satisfy the given conditions.

V. Cerone; D. Piga; D. Regruto Set-Membership Error-in-Variables Identification Through Convex Relaxation
Techniques. [IEEE TRANSACTIONS ON AUTOMATIC CONTROL, Vol.57, No. 2, pp.517-522, 2012

2V. Ceroneg; D. Piga; D. Regruto Improved parameters bounds for set-membership EIV problems. INTERNATIONAL
JOURNAL OF ADAPTIVE CONTROL AND SIGNAL PROCESSING, Vol.25, No. 3, pp.208-227, 2011



iv. Direct data-driven control

DDC approach is of particular interest in real-world practical application where an exact and accurate model
of the plant to be controlled is not available. Data-driven control approaches do not rely on plant model
identification, since available input-output data experimentally collected from the plant can be directly used
to design the controller.

More explicit detail on this topic can be found in papers ‘Direct data-driven control design through set-
membership errors-in-variables identification techniques’ * and ‘A set-membership approach to direct data-
driven control design for SISO non-minimum phase plants’ *.

In the “classical” approach of designing robust controller, we choose a mathematical model of the plant
affected by uncertainty

_ BotB1*q '+ +Bm*q”™ - —
Gp(q™Y) == A AR T

Eq.1
(e 1+axq T4 4ayxq™™

In this case, the objective is to design a controller K(g~1) such that the following control system

K » Gp

v

Figure 3.

is stable for all f5; € [ﬁi, /_?i], a; € [g i Ej] and fullfill assigned performance specifications for all

Bi € [Ez Ei], a; € |a;, a@].

<

The procedure consists of two steps:

1.  Anunknown model of the plant G, is obtained by means of Set memebership identification from a
set of noisy data.
2. A robust controller is designed based on the identified uncertain model.

Remarks:

a) Initial data of the problem are just collected input-output sequences.
b) The uncertainty in the model comes from the uncertianty (noise) affecting the collected data.

V. Cerone, D. Regruto, M. Abuabiah "Direct data-driven control design through set-membership errors-in-
variables identification techniques", 2017 American Control Conference (ACC), 388-393

*V. Cerone, D. Regruto, M. Abuabiah "A set-membership approach to direct data-driven control design for
SISO non-minimum phase plants", 2017 IEEE 56th Annual Conference on Decision and Control (CDC),
1284-1290




On the other hand, in the direct data-driven control (DDDC), the scope is to design the controller starting
directly from the collected input-output data.

r() w(t)

Figure 4.

We assume that a reference model M(q~1) is given, where M(q~1) describes the desired behavior of the
controlled system, i.e. M(g~?1) is the desired closed-loop transfer function from  to w.

K(p.g H*Gp(q™")
1+K(p,q~D*Gp(q~1)
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Figure 5.

Starting from a set of input-output data experimentally collected on the plant, find a controller K(p, g~1) such
that:

(Eq3) @) =M@ VD*r@®) —T(@H=*r()=0

The Feasible Controller Set (FCS) is defined as the set of all controllers belonging to a given class such that
the Eq. 3 is satisfied for a noise sequence 7(t) satisfying the bound
In®| <4aAn, vt=1,...,N

Feasible Controller Parameter Set (FCPS) is defined as the set of all the controller parameters p such that the
Eq. 3 is satisfied.



v. Collecting data and designing of controller.

In order to design the controller, output data should be collected directly from the plant.
The measured output w(?) is corrupted by the noise 1(t), which is unknown, but bounded by An.
The data are measured every second during 100 seconds.

Saved input and output data is used to design feasible controller parameter set (FCPS) in set membership
using direct data-driven control technique.

() D[ an |0 b u) ol

o
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v

Figure 6.

We would like to design controller able to match our reference model M(g~1) by means of DDDC. In order to
characterizing a set of all controllers that are matching the reference model M (q~1), we consider not open loop
system, but directly close loop system, such that T(q™1) = M(g™1).

(Eq.4) M@ Y «r@®)—T@YH*rt)=0

K(q~1)*Ga*Gp(q~1)*Gg
1+K(q~1)*Ga*Gp(q~1)*Gs

(Eq.5) T(qg™) =

K(q™) * Ga * Gp(g™") * Gs

M(q™) 1) — 77 K(q™) * Ga * Gp(q™1) * Gs

*r(t) =0

Mxr(®) = K(q) * g # Gp(q™1) * Gy + 7(8) = K(q™) * Gg * Gp(q™) * Gy # M # 7(2)

M(@@ ") *r(t) = K(@™) *Gg * Gp (@) * Gy +r(t) » (1 — M(q™1))

-1\ _ M(q™1)
(Eq.6) K(q ) - (1_M(q_1))*Ga*Gp(q_1)*Gs * T‘(t)

The controller K (q") is designed such that the output of the closed loop system is the same as the output of
the reference model to which the reference signal r(t) is applied.
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vi. Objective 1. Detecting presence of attacks on sensor or actuator.

vi.i. Attack detection.

In order to obtain condition for detecting the presence of an effective attack, we firstly review the concept of
“feasible controller”, derived in chapter v. Collecting data and designing of controller.

r(t) I: e(t) o uK(t) » u(t) i w(()

A\

n(t)
> M@-1) (- » ()
Figure 7.

The controller K (q~1) solving the set membership direct data-driven control is, by construction, such that it
solves the following model matching problem:

(Eq.7) M@= *r(®) =T(qg™") *r(0)

Starting from this equation we want to derive a “model-free” (data-driven) condition to detect the presence of
an attack.

Since G, (q™") is unknown, T(g™) is also not known.
Let’s consider the following equations from Figure 7 to derive T(q™1) * r(¢):

e w(t) =e(t) K * Gy * G,
e e(t) =Gg+r(t) —y(t) = w(t) = (G *r(t) — Gy *w(t) —n(t)) * K(q™") * Gq * Gp(g™")
o y(t) = Gy xw(t) +n(t)

w(t) +w(t) * K x Gg * G * Gs = 1(t) * K x Gy * G * Gs —n(t) * K * Gy * G
w(t) * (1 +K * Gy * Gy * Gs) = (r(t) * Gs —n(t)) * K * Gy * G,

-1
w(t) = T(Z ), (Gs *7m —n(t)

N

-1
(Ea ) T(g~ 1) *r() =w(t) + T(Z 24 n(t)

11




By filling Eq.8 in to Eq.7, we get:

-1
(Eq.9) M@ Y «r() =w(t) + T(g ) n(t)

Now, we would like to derive equation for reference signal r(t):

o e(t) =Gy *1(t) — Gy xw(t) —(t)
o w(t)=K(@™)*e(t) = K 1(g™V) *u,(t) = Gs * r(t) — G * w(t) — n(t)
(Eq.10) r(t) = #5?*65 +w(t) + %)

By merging Eq.9 and Eq.10, we get:

M(q™") * u (t)
K(q™1) * G

+M(q_1)*w(t)+M(q‘G)*n(t) :W(t)+T(q‘;*n(t)

M*u(t)+M*KxGg*xw(t) +K+«Mxn(t) =w(t) *K*xGs+ T *K *n(t)
M *xwu,(t) + K+« Gg xw(t) (M —1) =K = (T — M) = n(t)

We would like to apply some simplification, considering that, firstly, T is very close to M, since the main idea
is to match one system to another and, secondly, usually noise 1(t), that is corrupting our output signal is high
frequency signal. Following our simplification arguments, in a “well designed” control system we can
reasonably assume that:

e M=T = (T—M)is“small”
e M and T are low pass filters = K * (T — M) = n(t) can be neglected
e 7(t) is a high frequency signal

Thanks to this reasonable simplification we obtain the following result:

Result 1
The controller K(q~1) is such that at each time ¢ the following condition is satisfied:

M(qg™")

—1y * =
K@@™) G5 +w(©) = e,

* uy (t)

yO) =G xw@®) +n() = Goxw(t) =y@) —n)

M(qg™1)

-1 _ -1 —_— 7
o K(g™) *y(®) = K(q™) *n(t) = g2 ==5;

* (1)
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From Result 1 and Eq.11, the following condition is derived:
Result 2

At each time ¢ the controller K(g~1) is such that:

M(q™)

oy * @) < IK@ Dl = Ar

(Eq.12) K@y -

IK(g~DIl; * An = Af
where ||K(q™1)||; is the Li-norm of the system K (g~1) and A7 is the bound on the noise.

Proof of the Result 2

From Eq.11 we can write:

K(q™) »y(@©) - % s w(t) = K(q71) +n(0)

K™ +y0 - M@ ol < max(k@ D @) ve

1-M(g™))
From result on linear system theory
max(K(g™) *n(@®) = IK(@ Iy * In(Olle

and since ||n(t)|l = An

-1
K(@™) *y(®) — Mg ) )*uk(t) < [IK(g=Dll;y * Ay

(1-M@™

Note:
1K (g~ 1)]l; is calculated as following:

I1K(q™ Dy = Il lly

where ||hy||; is the Li-norm of the vector [hy h, hs .....]
and hy h, hs are the samples of the impulse response of K(q~1)

If there is an attack, then the final effect of the attack is to change w(t) and then also to change y(t). In this
situation there may be two different cases.

Case 1: the effect of the attack is such that for the considered controller K(q~1) Eq.12 is still satisfied. In this
case the attack is NOT effective.

13



Case 2: the effect of the attack is such that for the considered controller K(q~1) Eq.12 is NOT satisfied. In
this case the attack is effective.

The objective is to detect the presence of an effective attack.

From Result 2 it is obtained:
Result 3

At time ¢ the attack is effective if and only if the controller K(g~1) is no more feasible which is equivalent to
say that the collected output y(t) is such that:

_ M(q~1
(Eq.13) K@ ") »y() — % *u(t)| > Af

If condition in Eq.13 is satisfied, it means that there is attack or attacks on sensor and/or actuator.

vi.ii. The simulation in Simulink

o Y@ N |
Tl Ul "

M

Large Attack

Mrvs w

¢ Small Anack

EE‘)

[
Attack_selector 6\

v Gs1 " w
—u k

u_d u
o 4’@ @‘7 =
' u_ti [10:1:99T eta_u]

by Aftack_detection Actuator_attack_detection
eta_u
Attack_detector Actuator_attack_detector
Attack_selector1
ﬂ/&
o
Figure 8. Small Atiack|
eta_d Gs

[10:1:98 eta]
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A4

u_tl

7©7

Figure 9. ‘Attack detector’ block

The simulation in Simulink (Figure 8) was done by changing output signal which is coming from sensor and
actuator. The figures below depict different scope of results of the signal coming from block of ‘ Attack detector’
(Figure 9) affected by small and large attacks:

Without any attack.

Small attack on sensor only.

Small attack on actuator only.

Small attack on actuator and sensor together.
Large attack on sensor only.

Large attack on actuator only.

Large attack on actuator and sensor together.

ARG S o

Studying the change of output of the ‘Attack detector’ block affected by the small attack on the system.

The system is corrupted by small attacks, that were acting on actuator and sensor from 10" till 50" second
starting from the beginning of simulation. Below are the simulation graphs, output signals from actuator and
sensor and the way attacks influence the matching problem:

Time Series Plot: Time Series Plot:

208 158

Corrupted actuator output Corrupted sensor output
207 157 1
206 1.56
206 1551
©
8204 & 1.54
3 3
203 153 f
202 152
201 1511
2 15
0 20 40 60 80 100 0 20 40 60 80 100
Time (seconds) Time (seconds)
Figure 10. Small attack changes output of the actuator Figure 11. Small attack changes output of the sensor
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4 r0? Time Series Plot:
I I

——Delitat

|
o 0 20 an an 50 &0 o a0 9 00
Time (seconds)

Figure 12. Attack detection without any attack. The evidence of the Result 2, Eq.12

Time Series Plot:

——— Desired out
T — - e Obtzined ot |
R

0 10 20 30 40 50 60 0 0 a0 100
Time {seconds)

Figure 13. Comparison between outputs of the reference model and the designed control system in presence of small attack on actuator

In Figure 13, ‘Desired out’ is the output from Reference model M, and ‘Obtained out’ is output of the system.
The plot of the outputs does not show clearly the presence of an attack in the system. But on the Figure 14,
the attack is detected correctly.

ot Time Series Plot:
' ' ‘
ok 4
s d
Figure 14. Attack detection with sensor being

s, i H under small attack
g i H

2

1

o | 1 1 1 1

o 10 20 30 40 50 B0 T0 BO o0 100

Time {seconds)
o 16
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data

data

a0t Time Series Plot:

Deta ]

- Figure 15. Attack detection with actuator being
under small attack

o 10 20 a0 40 50

Time (seconds)

=107 Time Series Plot:

Delia]

Figure 16. Attack detection with sensor and
actuator being under small attack

Time (seconds)

Studying the change of output of the ‘Attack detector’ block affected by the large attack on the system.

The system is corrupted by large attacks, that were acting on actuator and sensor from 10" till 50™ second
starting from the beginning of simulation. Output signals from actuator and sensor have the following shapes,
correspondingly:

Time Saris Pt

Figure 17. Large attack changes output of the actuator

Figure 18. Large attack changes output of the sensor
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107 Time Series Plot:

a5~ T

s
2

2 Figure 19. Attack detection with sensor being under

g large attack
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Figure 20. Attack detection with actuator being
under large attack

Time (seconds)

5 x10° Time Series Plot:
T T T Deitaf
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4 . . .
Figure 21. Attack detection with sensor and
actuator being under large attack
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. [ I 1 1 M
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In the next chapter we study the way to distinguish attack on actuator from the one on the sensor.
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vii. Objective 2. Separate attacks on actuator from the ones on sensors.

vii.i. Attack discrimination.

L(r) E e(t) o r(t) ' u(t) e w(t)

n(t)

b M) %1%* e(t)

Figure 22.

Once the effective attack is detected, the next step is to understand whether the attack is focused on G, or on
Gs.

Output of the actuator, which is input of the plant, is measured physically, but the data are corrupted by the

noise 1, (t).
uk(t) u(?)
—— ! K(g1) P

() _ nu(@®)

ui(t) u(t)
Figure 23.
Result 4
) _ Any Any . .
|uk (t)| ¢ [ D’ G, "® ], then for sure the detected attack is affecting the actuator.
Proof of the Result 4

In case the attack is not affecting the actuator, we have that

u(t) = Go * ur(t)

~ _ a(t) | _ |Ju@®+n.(®)] _ |Ga Ny (t)
a(t) = u(®) + n.(0) = |uk(t) = | Ur(£) | T wo e (6)
|7]u(t)| < An,

nu(t)| [ Any,
(Eq.14) |Ga + () € |G, k(t) G, + ®

Therefore, when the attack is acting on G,, then condition in Eq.14 becomes €.

19



From Eq.14 it is evident that there are always two bounds, in between which we can define signal, that
characterize presence of an attack in actuator. As soon as bounds are exceeded by a defined signal, we can be
sure, that the existing attack in the system is acting or only on actuator, or on actuator as well as on the sensor.

vii.ii. The simulation in Simulink

o Y2 ol
Tl Uiz v

M

Large Altack

‘

Mrvs w

o
Attack_selector x

Y
Lx
Y
Q=
S8
Y

—lu_k uk
Out 4’@ @47 outt H
y Attack_detection Actuator_attack_detection 1 u il [10-1-89F eta_u]
sta_u
Attack_detector Actuator_attack_detector
Attack_selectar1
0/0
o
Figure 24.

Small Atiack

eta_d s

[[0:1:85T eta]
[oromon =
(& x

Figure 25. ‘Actuator attack detector’ block
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Studying the change of output of the ‘Actuator attack detector’ block affected by the small attack on

the system.

data

data

Time Series Plot:

— Relalion af U, lo u,

Upper bound
Lower bound

Figure 26. Attack discrimination
without any attack in the system

50 I 1 I I I
o 10 20 30 40 50 60 7o 80 80 100
Time (seconds)
. Time Series Plot:
0 T T T
Relation of u, 10 u,
= Upper bound
Loverbound
20 =
Figure 27. Attack discrimination with
0 sensor being under small attack
ol
n
4oH -
aH _
0 1 1 ! I !
o 10 20 30 40 50 B0 70 80 90 00
Time (seconds)
Time Series Plot:
30 T
Relation of U, 1oy,

Upper bound
Lawer bound

Figure 28. Attack discrimination with

actuator being under small attack

20 30 40 50
Time (seconds)
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Time Series Plot:

Relation of u, o U,

Figure 29. Attack discrimination with
actuator and sensor together being under
small attack

20 — -

o 10 20 a0 an 50 80 70 80 90 100
Time {seconds)

Studying the change of output of the ‘Actuator attack detector’ block affected by the large attack on
the system.

Time Series Plot:

0 T T T

Relation of ulbu uy

= Upper baund

Lower baund
20 —
10 -1

== Figure 30. Attack discrimination
with sensor being under large
g o- - attack
o i
204 i
30 I 1 1 I
o 10 20 30 40 50 60 70 80 80 100

Time (seconds)
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Time Series Plot:

25 I I

Relation of u o u
——— Upper baund

201 Lowerbound |

Figure 31. Attack discrimination
with actuator being under large
attack

() 10 20 30 40 50 60 70 80 80 100
Time (secands)

Time Series Plot:

Figure 32. Attack discrimination
with sensor and actuator being
under large attack

20

-30
0 10 20 30 40 50 60 70 80 80 100
Time (seconds)
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viii. Conclusion.

This thesis work has proven that having feasible controller, designed in SM-DDDC in close loop feedback
system directly using collected data available, we are able to detect attack presence in the system. Additionally,
we are also able to detect presence of attacks on actuator, or on sensor, or on both. In order to confirm the above
mentioned, we derived necessary equations and implemented calculations in MATLAB, first to collect data
and then to simulate attacks and behavior of the potentially destructed system.

If condition from Eq. 13 in Result 3 is satisfied, it shows that the sensor and/or actuator are corrupted by an
attack. It can be used as an attack detector system, which is sensible to large signals as well as to small attack
signals. An important point to be declared is that attack detection works efficiently even when the attack is
small enough not to influence the matching problem.

If condition from Eq.14 in Result 4 is not satisfied, we can identify that the existing attack in the system is
acting on actuator or on actuator and sensor together. By examining the simulation plots, we compare the
number of time instants, when bounds are exceeded, in two different conditions:

1. Attack is only on actuator.
2. Attack is acting not only on actuator, but also on sensor.

It is evident that in the first case, the number is less than the number of time instants in the former case.

Finally, to summarize, as soon as the controller is designed from the collected data, the Af can be defined.
Comparing the defined output of the system with this value, we identify the presence of the attack in the system.
Only after detection of the attack, the outcome from the second objective shows where exactly in the system
the attacks are coming from.

In the future this outcome can be developed to find a way to design controller, in such a way that, as soon as
an attack appears it will automatically adjust itself in order to protect the output of the system from being
corrupted. This in its turn keeps the overall system stable. If we were to go deeper, this idea could be developed
also to design sensors and actuators.
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