Monitored Device Server Component

The server requests the target device
proof of integrity by sending a nonce.

&
/70@

The attestation code on the device
receives the nonce.

A checksum is computed over the
designated areas of memory.

The device sends the checksum back to
the server.
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The server checks if the checksum was
computed correctly.

If it is, the device is considered
trustworthy.

If it is not, the device is marked as
tampered.




